GENERI'C MANAGED OBJECT MODEL FOR LAN DOVAI N The present invention

relates to a Generic I\/anaged GJJ ect I\/bdel for a LAN Domal n, and I n
partficul ar a nodel GENERI (i S MODEL FORLANDOMAING ¢ b ports and
routers. Current systens incor por ating managed Obj ect nodel s are rat her

limted as to the anmount of control provided to the user, and also the
amount of information on the internetwork system which is provi ded.
Currently agreegresént isiablon fdwxcsrtalmelnebqaasgedmwedt Maaiekfop & E%N Dopain, and -

d dth f
Vi a i ch o FoEBFRST A RRge v SebREE R B o Ao Bl bRt 200

with the individual elenent rranagers Wmch formpart of the |nternetwork

According tocthe | %}ytggg ; r};ol;':ﬁ{ écptyﬂ if&GnalsiaPd SRR UM a3 Y& iR Bmount

conprising a uralfrty o terl |n e uter networks, each network
havi ng an as mnaméarwﬂp&qerthanse&r@édlaodheamvﬁ opkorgpation ap dhotnterneryork o

respective nghwa KrhYdhaisaprBhH&I meemﬂ« aEﬁB&Q@HH}H&MrOﬁmEd oajud: @iodble asé
sone nmanagers | ncl udl

means converti
managenent pP'Gf“d’é’(Xl“‘T‘lfg‘éa‘% °‘|8r36"t 8%8?“5‘5:8"?%’?%‘5?“?%3%% ﬁg 'ryég“ég ce Vi3
comuni cat i nghichaa toeevark caathgpr, cdoaorollingi 4h itemetwork k magnagenynitdie widt wbe k
manager i ncludin ontrol and i nf.or t|o A0 to all ow a user of
t he systemtogco a? F’mé:ﬁ Srerent whDCh ng a 26%1%%5}%? t he network
manager and/or to VI ew i nformation on the status. configuration and/or

perfor mance RI:chE’ﬁg & ﬁ’l@menuon EEIQFe D810V a FRAGEIw TR Yy stef éditiRisth gheplBRAEE

arranged to store nod of the in rnetwork The nodel pay be storegd as a
nmanaged obj letlnEFFIa%@dﬁSH@Pm a@&eﬂmm petwork having aasiaciuteLRRAAEeY HFARSRGIY on

Er ot ocol ( Cgéo%hmuﬂ&r:@ﬂnﬁﬂ tiemBak |o¥i§ts( %klﬁccﬂ@é nBtrkw%iEraneﬁihr&l lmdbﬂﬁ?ﬁhnagcineﬁoul d
e envisaged that t nager s .and thé fetwor ni cat.e
via SNWVP. wi t#fotagel E’bﬁﬂfg‘?aéﬁ H“ﬂa&ﬂgeﬁ\lﬁ?}’;&?gaﬂaﬁ" %;Zl ?1%%-&}%‘?%'& ﬂff:ﬁrsb “fvﬂ'k
net wor k managmageﬂkﬂcprouotolmmkddohempmsn dadduftber indleding neges for tonmoomiatmg at e

wih Lhe T LaSRECks gr%vocslr BitR A bR IR mabla me m%rﬂgm‘%gﬁ REQLR g%n%her

than SNVP. THe &l e routers r managers
managers or miheforellaenemesns arrapiged Kmeléqmetquf tha Y ster |to gentzel Anrslement by or

raising an glag @Qﬁhﬂﬁhd%zF?ﬁ-!Léz%l@haﬁig%mﬂaﬁor%dnmifﬁﬂomaﬁ&a&n el Qw8 i on
on to the network nmanager. Port alarm neans may al so be provided for

rai sing an dioBfigrmagar AR4/ o5 gext prRaRFE Btk eSFmMERt.or an individual line, or a
particular router. The internetwork may al so provide neans for collecting

per f or ma‘nceg'f' nfor ma‘tff on rel .at ed I Oiu%e paardtaka%gsle?‘ran[aggéde o s Qrg/ Y mé&i of the

ascert ai ni ng' ¥eh8SSR¥ | BEAEET SRY Ry
-2-  be pasdegrpnwbdrk. tThe melelvpak berstokd@s 2 malnaged objecnelyssheodt], 2pdoagiagd to the

graphi cal Iy, dxﬂh&f%ﬁn%ﬁ%t In%rﬂl/logpfméeo?;CﬁM' ALY aRdrBh R (bw §r€f§1¥e®| SO

be prOV|ded contr g a router andl/or i'ts ports wia't et wor k
manager . embodiment, it could be envisaged that the managers and the network marpager might

communicate via SNMP,with the conversion from SNMP to CMIP being carried out by the
network manager. Also, it would be possible for the managers to communicate with their
respective routers and other elements using some protocol other than SNMP. The elements

may be routers, bridges, hubs, WAN managers, LAN managers or other elements.

The internetwork may include alarm means for raising an alarm against a particular
element, and passing that information on to the network manager. Port alarm means may
also be provided for raising an alarm against an individual port, or an individual line, or
a particular router. The internetwork may also provide means for collecting performance

information related to a particular router, and/or for ascertaining the configuration may
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The invention may be carried into practice in a nunber of ways, and one
specific e i t.will ri " 1
reference to ‘Efgeag?egéé\o%n%’a‘nd}?%&g?%gﬁg?p‘?’% 'ﬁ?ycwsﬁiyegémk?gﬁﬁg&%t f%md
schemati ¢ vi ew ki mgmos oft ayditorxelakms y Meapa may alsoibgpsovided for contrpiliggracromter
shows the intgul@Ces Rt WaE the! fewdtRindafermBNAger and the individual

el enent nmanager LAN, Figure 37 is an exanple of how information

m ght be organised within the network manager ; Figure 4
shows, schen®rheC tdvieytion n3§ N akrried dntoe prachice bf a Fiugibee of; ways, and one Fspecifie 5
shows a further, schenati.c view of,_the inferne r fe i gure
6 shows in scehmebr?éf?%nq?‘évrﬂm ?wn;,agﬁaggang%‘%'eéf ‘g }a\gs?; &a%&’ mmeeéffrc &7 t;s&gn
expl anat ory diceqmpamying drawings iffwhighe 8 shows a schematic view of part of
the internetwork system Figure 9 shows a managed object nodel
class structure used in the internetwork, system Turning first to
Figure 1. an exenpigafel isgtsehematicoriev of an intsraeiverk ysem 3sasvhalsid second | ocal
area networks. 10, 12, |inked by appropriate data cabling 14. Each LAN has
itS own separate proprjietary. el emept nager , 16, 18 Each LAl y. Qpetr at e
according Lo | ts DANET GOLDIE Fiiriass ABTER e AEHITHS RTRRa 35 e, AR
ring system and diémedtAdndgermiAMit be an et hernet set up. Sitting apart
fromthe internetwork is a network manager 20, which receives information
fromthe internetwork. and returns commands, via a link which is
schematical |y i|JKigenegkiedn example of how information might be organised within the network 3
- at 22. | nform;ﬁgerpassi ng along this line actually goes either directly
to the el enent managérs 16. 18, or is routed, if appropriate, via the data
cables 14 to the el enent manager. The network nmanager 20 may al so receive
information and irgue 4 shows, 4ehdnfdtisalBy, @ kenctalised veion!of Feguire Beat i cal | y
illustrated at 24 fromthe "private domain" 26 of the user of the LAN 10.
The "private domain" 26 mght for exanple be the privately owned networks
and networ k devi digurefS shopas further acheonagjamiesadfi the intdinetwiak syseealyl es 14 m ght
typically be publicly or privately owned cabl es provided by a

t el ecommuni cation authority. The LAN 12 m ght be a public system or

per haps anot her Ff,igq;g_ﬁéhg\y%i;neqq{xcmatic form a managed object class;

Figure 7 is an explanatory diagram;

Figure 8 shows a schematic view of part of the internetwork system;
Figure 9 shows a managed object model class structure used in the internetwork

system.

Turning first to Figure 1, an exemplary internetwork system comprises first and second.
local area networks, 10, 12, linked by appropriate data cabling 14. Each LAN has its own
separate proprietary element manager 16, 18. Each LAN may operate according to its own
protocol: for example the LAN 10 might use the token ring system, and the LAN 12 might

be an ethernet set up.

Sitting apart from the internetwork is a network manager 20, which receives information

from the internetwork, and returns commands, via a link which is schematically illustrated
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The purpose of the network manager 20 is to give a user of the entire

I nternetwork system sitting at C, the nanagenent information and control

he heeds to rmrageinformmtiontssing vlonk thifdine agtuadhy goest ¢ithep slisectly &r thejplemeny 12

m ght be havip I | mRf akaet. 0N
difhafllck 16 04l bis fledd, HIRPRIrIK] v (hd bata LRGSR a3k

to the workst on t person in charge of the
i nt er net wor k Thematyeark manager 2Qmay alspueoeiveisformation aag igsue instrughiqns P@“S?Qf‘é‘?ﬁ'and

woul d be abl ankgcmhﬁﬂlﬁnaﬁﬁhwmtfmwﬁwpm&altmm Zorut thonyer of the QAN DR -

solved. In a re.co Ilcat rsn LS Jepo

i nterlinked I_T%sp"i’?{& ﬂ'@?%?‘g“’hé‘rﬁi%'eﬁ" |b§ EBP)“'?CEO‘ ?‘w"ﬁesag%ﬁ?@v rrate
routers to fdeeredal a patticutad\oeganishomy Thpaati aahlcar14pm'gh: tYlPicaﬂhée poblidy odat a
path is unavajla or t

ranager 20 votivApCo e S REFplobaEe By o BAEAURaRartn iibliey, AN (PMfghc e
to transfer tarpeblinsystenmtdrerhaps azotherf frisiatagysteBut e. It is of course
essential that the network manager 20 is able t© comunicate with each of

t he indivi dual propri lteary eIe nt mapagers, These el enent nmana may be
manuf act ur ed 15§ PAFROSe PR DEIAS W%@geéﬁ@ Sgie A JFFT R gl‘%‘ qaige W“T‘ﬁ'gf 3’Iy
LAN usi ng SNM?nng'l'a @Mﬁag&én:dﬁbtmaneﬁmﬁﬁ heads winidnagdrchaietevamtwork,

, t,_enbodi e
el emrent magfé?éiﬁ‘w e st 0 mf@; ﬁ%ﬁf‘i e%?ﬁéﬂdﬂgcf;ﬁﬁ"ﬁﬁ%“ﬁ?g*ﬂ
manager and $NwPhismwocworkstatiomtd thg. weirkdtation om theleANSLO. TThe peatopdp leharge
manager Com“&‘kﬁ"e%géf é\m&h &Jhﬁgér“ﬂ' & hfrk SR rviTR R IEE Surits bydgtad MdRvelild a

managed obj ect chosen to provide the necessary functlonallty

for the user bpmblete 3ﬁé’§%4@%ﬁé@%§h° preplem ovas agd éPWéa odghs Risplypd:, I g gore

el ement NMaNaggh plidatddSdysteAndii8ovwnY\iomphag ﬁiﬁiré ﬂﬁnltﬂb ihtGMnPed IANS, thé network
schematical ly i FI ustr at i n Fi 5

t SNVP ement
Protocol ) an®aegse {005 ‘%ME‘@&EWPPWPBP%P“% IB? cd\lf‘:‘ E?rgaﬁlyg? of s
whi ch are vvelphrdcnlawpamxo It he netmdllded paeis uhavailable forcslothe reasa'mé:ccamlsu\nfrd(fault
manager 20 | nt f raI I
storing inf ”?h ﬁr a‘B %0 woul wsi’lgé’% sue;%s?ﬁ%?&rﬁ%ﬁ?@?%r% H{"Jy
status and pmfrmsﬁmé;emfpma;wgmmaldifﬁerdn;tsmgmd formaccording to the Cl\/l P
standard. A suitable -4-
net wor k manager for this purpose is the manager known as "Cancerft I\/t§é
avai | abl e fr Brif Bf F‘E‘i‘%"ﬁ"@l"é’c@ﬁﬁﬁ?ﬁ|"E%‘!‘Eqrblﬁanﬁ°€20v\hﬁ)‘§%‘°r AR PRIFALE d)'lh'ﬁa of 5
81, Newgate tHer eﬁiwndhﬂn@%brﬁﬁiﬁ déddent n&Ehegdas)derrhes‘e bhﬂxenntmuagemomkyv\bn ch

t d within th ob f
whi oh 1 o ef { BEERERGeL By RIS RE N Eer Fep AL RIAD I RaAdpuvEE bAN B
particul ary SNMFur Te ensbine welldiefinpd oomulesichiion withithe detaork mme@ccﬁﬁ%ath

ticul | i
Pht er net wor kR SuliSp: Soisafel MY S B he' ifpefdeit Uepl i lnadied Bl G
al | routers. fafsommunicating msth thé petiyarkomapager andoSNMB for pammpwigafing-with sowp

series of intehbikesrk m&m%negures&m%ﬁaéesuh meT,admcism Aehéttimagsdc?d using
exarrple as shown in Fig , one of Aeﬁfzt classes 1s called

na
"net wor k" antiMIhapdz &l?&?gﬂdr??ﬂ"éheégd\ﬂ "t‘fﬂ i ‘ggﬁ"% g‘bP’é’g Y RtceEHEPERe R HEY
overal | i nt efdpeha\odek of the uembrklnchnagerLMthqhmr-rled eﬁzrbodmvnﬁudhmbﬂhhmgae nt,

S alh'ltj |bt ?ggl ﬁgtr?x}q; eatcc?ralﬁﬁgkﬁl%sinforﬁa t? F%Eeﬁ‘g{sexs S?J f}px%%l{jlcaYlg 1]¥|{$pra9e?§|19 %’%gufrg b.

ase ‘suc nmake
i nt er net wor kBath Wd&mpﬂmNpewbmmm Paotdetﬂ)ibat EMIBr{SPommon\Mprdgemart be
filled in di xfnff Bon PR Scol i€ Proidda mcaﬂmweh%ow:a b iBled bR RGE field.
represents. at abase entries are linked together hierarchically, as
shown in Flgure 3, toindicate for exanple that the LAN network, the LAN

segment and THEnétwbridandjel 20 Nshinaiieal mPdsl (o8 (BE obvdiail @M@fﬁk&orknEﬁmauwyk

;A\nfstj ;;222 mas?:% negd mc}b}n?act}oncallb%%§ tLe pi?sul:a? makeqtlilxli %r{ethe xntcrnetwork a?s P aruglaCnLél ar

performance, in a suitably designed form according to the CMIP standard. A suitable
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j ncl ud| ng a bridge, a PC and a workstation, all of which are conponent
parts of the LAN network in this exanple. Another part of the LAN net wor k
is arouter, whic ' wn speci.al, class cal |l ed out - Eac

may have sev&@F{or Gfat"ég’('rfgbﬁé%%‘ffgﬁ’?ds MedPRReE n°\7\nnraés§°n°|5' 1} S %gavfﬁﬁf&‘}%

own speci al @Eragh Tekicbaehuhizorions. PLC, Wiese aegiskirediofic@ is Bhvi¥eweate/$irestl I-tmdanrpl e
of part of t gﬂ Figure 4 shows the overall nobdel in a nore '
general ised way. Starting at the top, it will be seen that the nmanaged

obj ect class "network” nmay have |links to any nunber of subsidiary but

i dentical " nepweidde! SEvhe M@l 2k whidnas 5135@(1 vﬁwn s mwkrkcﬁxaﬁgemybageas@bﬁ

e er ok Gbied S S et e T R PS8 58 0
si ngl e cl assvient bf hephrticwladyeresaiptec Fhe royddel pruyides fanyndividbar insthndep @f téhch
classes each_representi an _in e
e it
e i ndivi duafovs er clasiese ’
"vendor” cl agResrorety H3ugk!denE alstifes 68 Retefinktd ﬁﬁﬁ&e@fobﬁe!%?clﬁﬁbg ers. Each
vendor nmay have a nunber of contacts, for exanple an I ndividual
-5- person to be contacted in the event of a problem and those contacts
may thensel ves the aaﬁﬁﬁeiuai exinijild, s ahd@af inj myiuers loa€ af 'mnnsxugbu abjeeucimsidries s
or a tel ephon The rest of th 1l ar Y,
and will no ffgﬁg “Bté" °§lél e e%‘%{a‘éﬁl 6??““5 ™ t%?nng“s f%%seﬁ'mﬁ"rf’gm@" ﬁc ?Yfém
managed obj eiteratssiksancintlividualLANOnstwork, at :nmméuaIMhésmmqny"a lgrbchxtdpgrqn?
e moral 1 y e e ot TARURA: ORLER-L bAPRel NS AR R b G0 WL o
addi ti ons. Tthesmakesup ofcthe particular gg@mv&g@l}.ﬁN can be represented as a database

goodResponseghihifit GHA Thn be fxlledQQQ@éQpﬂé‘%%ordmg to what the particular instance
goodResponsesQut Threshol d Addr essErraors

i NAddr essEr r GPEFRES E‘BF database cnlﬂlﬁ? 5t %F Fp&ewé{ gxerarchxcally, as shown in Figure 3,

unr out abl ePagkidfcate fBi&ﬁ:@mﬁH 1BE¢ theUSEN rthwédRe thenL ANNQigwieh K adth ehiegienb are all
obtain i nf oung %n on th hrout ens and tp set and nonitor threshold,
traffic and P& mﬁr&%" al g P Iuﬁerﬁaﬁqr ular. information or alarms nmay be
obt ai ned i n respect of address errors in datagrans forwarded, unroutable

pac ket s, %Wth@f %a%ggéd Qﬁ]ggte&%ss d;? rcgﬁéd ﬁ %e%t”' Q;h?{l{j ggyhamgﬂgfj iRstatded1S €S

in and out ytes 1 n an I scard kets’in an
per f or nance ipeludinstachridessa BEiaad 8 warkstatiqog a ﬁéwh“:bdﬂ °°m?ﬁi‘ﬁa'g@d‘5(95]"é‘c{"“5 ass

are: nddWb&Sih Mhis examplc Another part of the LAN h&Wbik[3a@8iet, Gvhich has i3)swas out
byt esQut Threshal d car dPacket sl n

di scar dPack estpg‘f’ﬁl'l‘ﬂ?sé §ﬁlqud router Cbsgaafed' %aé(kl&vg ﬁﬁeral ports (representing individual -

di scar dPack ewiséa)t pdrtsctmlvinigdheir own spdciad clscdatitd fport”.

error Packet sl nThreshol d error Packet sCut

error Packet sCut Thr eshol.d unknownPr ot ocol Packet s

UnknownPr ot o¥berpesdiigere Brshews$wtypical example of part of the model, Figure 4 shows the overall

model in a more generalised way. Starting at the top, it will be seen that the managed

object class "network” may have links to any number of subsidiary but ideatical "network”
managed object classes. Any network class may itself have links to any number of
"equipment” managed object classes, and to any number of "router” managed object classes.
The "router” class has links to single class entitled "route table entry”, and to any number
of "port" classes, each representing an individual wire on one of the routers. The "router
class is similarly connected to a "location” class, defining where the individual routers are
physically located, and also to a number of "vendor” classes, which define the vendor of

each of the routers. Each vendor may have a number of contacts, for example an individual
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Each performance attribute may have three val ues: (a) A polli ng'
Interval that is settable. (b) A differential value which indicates

t hlel“_chan_ge i npé&'l&hﬂfb B cddifrdiPinl BE FRERDF a problem, and thAkAEBIREs ﬁh’)ethe'gﬁavéki ben
pol l'ing interval . ) S ) - 6-

(c) A total 3s3ofiqted Mitlya partjgyas Ieatipg sych ranaddrestr L EIBRI WY =IP count er
for the - respective performance paranmeter.  An attribute change
poLTTicatt on e AP B diliGed HORAGL 300k SATT 1 RP I £0addbh L LA sxplhaflil, OV
the reporting Of Al ar s agalnst pertornance pafaneters, ere1s-a

threshol d which is associated with each "performance" attribute. The

rel evant al ar Rp@pfesddi 3RO RRnL I AnRAFEd Ykt RERPLATNY Rfiter”, "route table entry”
transm ssionError. and these are sent "'when the threshold criteria set for a
particul ar pet¥foPRENRE ¥ a LAN device has been met. The criteria for each
threshold are a set of maxi mum allowable counts in a given time frame, and

ity | l, i at ith that, threshol.d The " Tt .
NSRRI L DT WL AL e OB
conf i gur at i ortheteynippmentt class, with a nugrbet Goadditidns. These include

port Speed por t Forwar di ng i port Physi cal Addr ess
port | ndex port Type port| pAddress
admi nSt at e gRodRepnoRsgln goodResponsesinfhegshold

typeText A descgdoaRefponsdodihese attri byb@iRebink@08iThreshold  port Contr ol
this allows the port, to be swtched on of %ﬁf' B lP%tForwardi ng
this indicates whBEFSHHLOSy st em from t PARFrespErrorsThresko

traffic is being wmmoitmblePsckas end or i nt earsadibkPsckets

system port | ndex - ~ This identifies the port
(Logi cal nunber). port| pAddress- -~ This gives the
| ogi cal addr dssepfllomeusspof the internetwerkrmigagrdk obtain information on the routers, ag@j s

provi des the v} 0f QA% df3fdr kel HMEREAL ahd Performance alarms. In particular, information
| ogi cal address. - -

or alarms may be obtained in respect of address errors in datagrams forwarded, unroutable
packets, unknown protocol packets, error packets in and out, good responses in and out,

bytes in and out, and discard packets in and out.

The performance parameters associated with the new "port” managed object class are:

bytesin ~ bytesInThreshold

bytesout ‘bytesOutThreshold
discardPacketsin discardPackctsInThreshoid
discardPacketsOut discardPacketsOutThreshold
errorPacketsin ; errorPacketsinThreshold
errorPacketsQut ) errorPacketsOutThreshold
unknownProtocolPackets UnknownProtocolPacketsThreshold

Each performance attribute may have three values:

(a) A polling interval that is settable.
(b) A differential value which indicates the change in value of the performance

paramcter over the given polling interval.
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e7- . port Physi cal Addr ess Thi s gives the physical address of

E)P e.t ﬁgr E) andwi dt h (g}or t Aste'.gt%fjvaluc that gives the value of the c&r}és%mmigé/ Fﬂgﬁ’l ﬁ%ﬁﬂggg‘#ﬁga gg
to the port. peespebyipe performance parameter. This gives a description
of the type of interface at the port.

The "route table entry" managed object class includes the follow ng
attributes: An auribyteghanggenotification is sent on the completipp gf &aghs polling interval. To

rout eContr ol ajlow the reporting of alarms QpHi@VBEFtbfmance pa&ﬁﬁ&@@ﬁrb i th@é’khoid whlch
r out eNext Hop rout.el nt erfgéel ndex t.eProtocol . f
descri ption dffas"t°ﬁ@é"€ with ¢ach e "i"%nc@l’\/‘ﬁf?“ﬁ"el'r&\ﬁf“’l""am “la'"?“‘éfﬁ té?i’dﬁ“ssm" a'ms
Thi's indicat eﬁ:htdwblhﬂ&ypd nrmmﬁéamaaoﬂaaaetesd drakent when the threshold criteria set for
traversed the ne

This al | ons P [Rart Wfa{ ge%r%%ncg Jera ﬁAH dgﬁmgrl]:as qu%%leoqml'ilg cntenatfg cac thrc?holcliq

Thi s i ndi cat es atsheofrmdmdmlapoughjc ewgts ih @ giyen dme frame, and a severity level associated

the network pagt, [digoigddress only. routel nterfacel ndex
Thi s indicates wﬁ [ﬁ port on the router is being
used. It identifies the port. rout eMask Thi s
al  ows the | Phatishre ShanhaBedébjbdtichisPiI8S Mdiuldes the following port attributes which related
gi ve the network address |nd| cat ed by rout eDest
attribute. to configimation managament: This gives an idea as to
the costing of the route. There are
give route metri MP but only one
attribute with t rttg tSJ’eYs will be used tportspecd
rFepresent it for pmﬁepgm@nz pur poses. TipertPhysiqalAddress
portindex i . portType
~ portlpAddress - adminState
portlpMask opState
. typeText

A description of these attributes follows:
portControl | this allows the port to be switched on or off.
portForwarding this indicates whether the system from/to which
traffic is being routed is an end or intermediate

system.

portindex This identifies the port

(logical number).
portlpAddress This gives the logical address of the port.

portipMask This provides the information to interpret the

logical address.
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8- . value will indicate the route

metric and the second wi Il be the
val Ge of that r OU% ¢ E&?Qr LiQddress I OUGRNNEXJEIO: physical address of the port. Thi s
i ndi cates the nex ° f a‘éc}r es?son t he route. P r out ePr ot ocol

Thi s i ndi cates which protocol is being used and -

gi ves under st andi gighspeed Ne route netri c. This pAsvidé3d An REtEiAtivASIf the1Batidwidrhbf i N
connection with Figure 2, the preferred eg"r%t]O(Ei ment p:“%i{ci; der§ for a -
translation by the el enent manager from SXNVP&SERAGGS © 1Be BYL i 1t er net wor k
systemis shown in greater detail in figure 5. It can be seen that the

net wor kK manager 20 ri ses a conputer } Lt h
a Concert (TM I\%r%% Managemnent Syste%ﬁ% H%S%ggicﬁéggwgﬁé%ﬁ%é%%ﬁ%
manager 16 also conprises a conputer teatrthagprtof known type | oaded with
and operating a LAN managenent program This enables the el enment -manager
16 to communicate with the equipnent on its |oeal_area netwyrks 10

conpri si ng sUiHSEtanes tableentny” magaged objsst °léi§dﬁ5ﬁ‘ﬁ.5ﬁ1‘h‘n§’su°ﬂﬂ,gl ﬂﬁé@’“ﬁé‘r kst ations
53, servers, hubs and routers 54. Conmuni cati on between equi pnent in
subnetwork A and the el ement nmanager 16 i§ SX means of SNWVP as represented
by arrow 51 whi| SP*$68funi cation bet ween" P83k enent manager 16 and the
net wor k nanager 20uie€obypoineans of CM P amuteMatasent ed by arrow 52. The
net wor k manager gguﬂpgs'&agggel of the copplRfguidpt €r net work whi ch
identifies the |ocal area networks, the internetworking el enents such as
routers and bri dgesteInderfacefndex devi ces ationteRetoqod t he LANs. The net wor k
manager 20 al so contains a nodel of the elenents of the w de area network
subnet works. The npdel is forned ag a managed. obj ect nodel and an exanpl e
of. the nodel 4 Rriffssgrintipnsqf §hese agributes 'lstg“?gﬁ”l?é‘"seen t hat the internetwork
is given a networkl D of "btlnternet" 61 and the . nanaged object class
contai nment structure is used to provideqan.hj.erarchi t 9NO y.
"btinternet” is t’ﬁ'ém.gﬁf) | evel network nglfllgﬁén lo“jaset%f" I?Jﬁsﬁ%l\é%& lg'IJF'f'lcgpt Ll
contains all the other networks that i straverssdyhettetwerkimeasimesivedt wor ki D
"192.112.4.0" 62 and 192.112.45.0" 63 and router 64. "192.112.4.0" and
"192.112. 45. 0" each contain subnetworks. There are logical partitions of
the internet wor k "o#sEertsl t he net work adthiealigwsghe eprénte, be switched on and off.

- 9 - The LAN el enment manager 16 al so provides a nodel of its associated

network which can be thoyght of as in iptetface del V@'@’h js offered to

t he network nanaé‘é‘ft°§ff."nﬁ‘g’s model is SHEWRIRAES; Y mesk yadélﬁcs%nzui giyes

rel ati onshi p di agram the network part of the address only.
routelnterfacelndex This indicates which port_on the router is being

used. It identifies the port.

routeMask - This allows the IP address to be interpreted to
give the network address indicated by routeDest

attribute.

routeMetric This gives an idea as to the costing of the route.
There are give route metrics in SNMP but only
one attribute with two values will be used to

represent it for management purposes. The first
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The nodel utilises the follow ng nanaged object classes as defined in the
Netvvork Managenent Forum Managed Object Library issue 1.1 (which is a
col'l ection of managed object instances ygjl,l ,,kmommtag, 0 s6uLsS khdtli€ GinlgNeHen e

art): addVal ueEvent Record agent CVE al ar mRecor d
attri but eChangeEvent Record conput é?%?%f”é‘h# the value of that route metric.
deenr ol Qbj ect Event Record enr ol Obj ect Event Record equi pnent

event Log eventReporti ngSi eve h‘n
r emoveVal ueEvent REEST xtHop root  All Tr‘?ﬁna‘gfates H’F tulrpeas‘,igl(')ef';s § "RETwor k
Managenment Forum managed Obj ect class are requi red In addition optional

attributes are rex%'\ﬁJP?QtP?o‘th Il be later ﬂgqg&lk?ggwhwhyﬁoéyﬂ; A | gq and

managed obj ect class w old as attributes al | at ed s of
the rel evant M EVENT- REPORT.  The corrpu%’ﬁS’}%é?ﬁ%‘&%a‘@éh" NerEiS ass wil |
have the foll OWI ng optional attributes as- mandatory attri butes.

Per i pher al Nane

e ! Tnchaias eianly Beaoas o counrSite otk Figors fretbsppricEsaticathodinegt

t he device SLpp@ﬂﬂésS'ora transisti@nbye the @leniche magagep fiwat SNMPag@MIFhj ect cl ass
represents the physical conponents of the network such as bridges,
routers, hubs and term nal servers. For this class the follow ng

attribut es arfderiatsthetwesk system is shovewjiri greater fplad;in figure 55 It)pam beoserp that: the

net wor KNames perwork maRh@348ichABAles a compure? WrinflaNoPEIwn type loaddd/ RitH §*doncérd

user Label s. For the eventlLog nmanaged object class, the follow ng optjnal
attributes af work Management System computer program. The e!ement manager 16 also

comprises a computer terminal of known type loaded with and operating a LAN
management program. This enables the element manager 16 to communicate with the
equipment on its local area networks 10 comprising subnetworks A, B and C. The

equipment may include workstdtions 53, servers, hubs and routers 54.

Communication between equipment in subnetwork A and the element manager 16 is by
means of SNMP as represented by arrow 51 whilst communication between the element

manager 16 and the network manager 20 is by means of CMIP as represented by arrow 52.

The network manager 20 has a model of the complete internetwork which identifies the
local area networks, the internetworking elements such as routers and bridges, and the
devices attached to the LANs. The network manager 20 also contains a model of the
elements of the wide area network subnetworks. The model is formed as a managed object

model and an example of the model is shown in figure 6.

It can be seen that the internetwork is given a networkID of "btInternet” 61 and the
managed object class containment structure is used to provide an hierarchial network
topology. "btlaternet” is the top level network managed object instance. This contains all
the other networks that is to say those having networkID "192.112.4.0" 62 and "192.112.45.0"

63 and router 64.

"192.112.4.0" and "192.112.45.0" each contain subnetworks. There are logical partitions of

the internetwork based on the network addressing scheme.
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mandat dry: - capaci tyAl arnirhr eshol d; - | ogFul | Action; and

ti medf Last Entry. I nstances of the | ocati on nanaged obj ect cl ass-represent
the |l ocation _gf physical aspects of the.net S @devBik WRKANLAT Y
and confi gura °olrfb¥ra°|1|°é'§°e°|‘rg'n afp‘ﬁiﬁ&%%&”"fﬂ% a}’)ﬁéﬁ%g%ﬂs g%%t‘#gﬁaft forum .
attributes arbe thought rofiasdan dxtyrface mo@el whighpis Péfered tonthe network manager This

I nstances of fhe; NSLUOL fn FRRRIEGy APLRRY rQhdbhShip dagra®d tO represent the
i nternetwork, subnetwork and L segnents and the optional attribute

user Label s i s nmade mandatory. In order to neet the requirenent of LAN
managenment, tixe mead! utilited Wikke Sollowided anssgedl sijeatt dmsdvedsnoefnchibina thenNetwdrbr um
managed obj egt cl asses. equi pnent d top. .The bel asse e s i
figure 9 whi C\ﬁ“‘ﬁéf)‘f’%‘ttzh ﬁni“ﬁﬁﬁ'?ﬂ §Pr5’é‘ @E’fﬂ%t’sﬁ?eel'i K"r"ﬁ'tc & iiﬂ]ﬁﬁ}go e&%@# g%d
obj ect cl assebject insmntds wéll knooa to elaase skiledrimthged):obj ect cl ass top 91 has
subcl asses network 92, equi pnent 93, portlnfo 94, routeTable 95,

summaryl nfo 96, |ocation -11- 97 conputer System 98 the forum
managed obj ect cladd¥alugBvemBegord3 has a subclass | anPort 99 whilst” top 91
has the additionglgesidpasses portinfor 94 and routeTable 95. In order to

cope wth protocol specific information, -for exanple Internet Protocol (IP)

further subcl ass ’%Pé"?ﬁdovi ded. These are ipPartlnfo managed object cl ass

100, i pRour eTabl awrneghdngdBventRecdrdass 101 and i pSunmaryl nf o nanaged obj ect

class 102. Syst _ -12- The managed

obj ect cl asses haVEPHFEFE™ owi hg behavi our and package specificati ons.
deenrolObjectEventRecord

enrolObjectEventRecord_
equipment -
eventLog
eventReportingSieve
location

- network
removeValueEventRecord

root

All mandatory features of eack Network Management Forum managed object class are
required. In addition, optional attributes are required as will be later described.

The alarmRecord managed object class will hold as attributes all the populate& fields of the
relevant M—-EVENT-REPORT.

The computerSystem managed object class will have the following optional attributes as-

mandatory attributes.

PeripheralNames; -
UpTime; a_nd
UserEabels
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{anPart MANAGED SEJECT CLASS DERI VED FROM "NM Forum Li brary Vol 1

Suppl enent " equi pnent ; CHARACTERI ZED BY | anPort Pkg, "NM Forum
Lubtary Vol Hheuppiaselekitribidns bicandNasasPkpplications that'thiHe iy suppértsor ary Vol
. Suppl enent”: equi pment TypePkg, "NM Forum Li brary Vol 1

Suppl ement ": net wor kNanmesPkg, "NM Forum Li brary Vol Suppl enent”:

t ypeText Pkg, Instances of thteqpmant dnaged/objedt clags r8pasprngs the physiqabeampapents Fﬂ(’é“
REG STERED A%c(v?«)ri: sucil @Eﬁﬁ&gﬁﬁﬁcﬁ 'ég:&bﬁi terminal sicaﬁ%\/#m&s class the following

| anPor t PkgBehavi our; anPor t | ndex GET.
| anl ort Type attributes are mpndaggry ACE. | anPor t Speed

GET- REPLACE. | anPor t Physi cal Addr ess GET- REPLACE.

| anPort Last Change , | anPort Speci fic CGET,

| anPor t Li nk equipmeSEYYREP| ACE ADD- REMOVE: NOTI FI CATI ONS

"NM For um Li br ar yfuXedionNan#spl ement”: trensm ssi onAl arm

| anPor t PkgBehavi our B% a\:élcngR DEFI NED AS ' This managed object class is

used to representm"t[‘ﬁ%r physi’cal aspects of an equi pnent port. For exanple
the port coul d beproducalatslit er, a bridge, a workstation, or a conputerSystem
obj ect instance. LaLinueigak | 0ss will be represented by a transm ssionAl arm
of problemtype |1 nkDown. :; portinfo portlnfo MANAGED OBJECT CLASS

DERI VED FROM " NM BSUs#:138r ary Vol 1 Suppl enent": t op; CHARACTERI ZED BY
port | nfoPkg; REG &tRERsAS (?} ; portlnfoPkg PACKAGE BEHAVI OUR

port | nf oPkgBehavi our: ATTRI BUTES portInfol D GET, inCctets

PERM TTED VALUES LanDomai nModul e. LPer Count er Range CET, cutCctets
PERM TTED VAFOESht aavExtimi niviouaged objst ©fasnt theRfollgwing optimalGatiributes are made

i nDi scar dPaclﬁgguﬁatory, PERM TTED VALUES LanDonmai nModul e. LPer Count er Range
GET, ) ) 13 Qut Di scar dPacket s PERM TTED
VALUES LanDomai nModul e. LPer Count er Range

= capacityAlarmThreshold;
logFullAction; and
timeOfLastEntry.

Instances of the location managed object class represent the location of physical aspects of
the network and are used for inventory and configuration management purposes. The

following optional forum attributes are made mandatory:

typeText; and

userLabels.

Instances of the network managed object class are used to represent the internetwork,

subnetwork and LAN segments and the optional attribute userLabels is made mandatory.

In order to meet the requirement of LAN management, the model includes subclasses from

the Network Management Forum managed object classes equipment and top.

The subclasses are shown in figure 9 which depicts an inheritance structure for the LAN
Model managed object classes. Thus it will be secen the managed object class top 91 has

subclasses network 92, equipment 93, portInfo 94, routeTable 95, summaryInfo 96, location

10

This Sheet Has Been

il




-

CGET, i nErrorPackets PERM TTED VALUES LanDomai nModul e. LPcr Count er Range

GET, outError acket =D/ . ReHE4E nge
CGET; i nUnknov?/rFl) ?chystem@%:f REBRY/ 'ﬁk@ lIrgnDomal nvbd ?Zhélng‘Coun%agF%nge
GET;  port Iﬂ?fwﬁﬁkg Bahivhasuke sidijiogaupiclaspEperlpfor A4 and ‘O‘FHT%" %&haged obj ect
class is used to hold the non protocol speC|f|c statistics a5500|ated W th
a tanPort nmanaged object i nstance, 1; Por t I nf Port | nfo gﬁg
OBJECT CLASS In orderpyorgopeyithresomsst sherifis: informati QA@T@E#’ZE’B‘E‘%‘ PRotbeol (1F) _
i pPor t | nf oPkGuriRECsTIdEEde &% privided. | [Tesel hief ogfagIdIACKAsiged object BEri\VIWIR

i pPort | nf oPk havi ATT GET
| anPor t | pAd dgnggu e*’%&-b&mﬂeﬁ ject 5ass%Fand qTSumﬂzar*Ir: *}EEIE%L& Lgﬁ&:fa_s&é%i ACE

i pPort I nf oPkgBehavi our BEHAVI OUR

DEFINED AS ! This nanaged object class is used to hold the IP protocol

specific information associated with a |anPort nmanaged object instance. The-
| anPort I ndex attribute has the sane value as the l.anPortlndex_attri bute of

the rel ated LanPort managed obj ect instance !; rout eTabl e rout eTabl e
MANAGED OBJECT CLASS DERI VED FROM "NM Forum Li brary Vol 1 Suppl enment™:
t op; CHARACTERI ZED BY rout eTabl ePkg; -REA STERED AS {f};
r out eTabl ePkg PACKAGE BEHAVI OUR r out eTabl ePkgBehavi our ;

11
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‘ATTRI.BUTES rout eTabl el D GET,; r out eTabl ePkgBehavi our
BEHAVI OUR ATTRI BUTES sunmmar yl nf ol D GET;
sunmmar yl nf oPkgBehavi our BEHAVI OUR DEFI NED AS I The sunmaryl nfo
managed obj ect cl assThes maBaaedt epiespr easnes tHaye ol FPHIUABE DSPREINFC
statistical and gene3ndl PpelfagentRecaficeatdensated with managed obj ect

I nstances representing equi pnment in the LAN domain.!; I pSummar yl nfo

i pSunmar yI nf oMANAGED OBJECT CLASS DERI VED FROM sumar yl nf o;

15 CHARACTER! ZEQ_BY..i pSUMiRdLh fz0Rk0s -REG STERED AS {?};

i pSummar yI nf oPkg PACKASzzs racuBii AN UR: bA sS4 WER LY $upb ARk gBehRY-eut ;

ATTRI BUTES | pl NDekAsXer=ar2z=p 3Y larnzcr=BRM TTED VALUES

LanDonai nMbdul e. LPer Count emRaegeLizzazy Vol @ Stfpliemenc: ZunwkhohtiameSPiaor s

PERM TTED VALUES LanDonui W¥odedmelisPer-Citint Sublingnc”: equipmencTypEfkg,

i pQut NoRout es : F’@ﬁl‘@:ﬁ:&?%’lﬁ Léﬁ!ﬁm%&ﬁ@’%‘%nt er Range
CET, i pForwarding R‘EF*L ") ?WE??

PERM TTED VALUES LanDofmi ﬁ/ﬁ%ﬂf; ’“‘LP’erCO°ulnf§rEp lsmes Rttt

i pl nHdr Errors RM TTED VALUES LanDomal nModul e. LPer Oount er Range

GET, i pFor wDat agas@eekg sackace PERM TTED VALUES
LanDomai nModul e. LPer CountsexARasugel anPer=2kg8ehaviour;
ATTRIBUTES
lanPorcIndex GET,
lanPorcType GET-REPLACE,
lanPortSpeed GET-REPLACE, ’
- lanPorcPhysicaiAddress GET-REPLACE,
lanPortLastCtange GET,
lanPortSpec:iiic GET,
lanPortLink GET-REPLACE ADD-REMOVE;
NOTIFICATIONS

"NM Forum Litrary Vol 1 Supplement”: transmissionAlarm:

lanPortPkgBehaviour 2EZAVIOUR

ISEFIN’E:D AS ! This managed object class is used to represent the
chysical aspects of an equipment port. For example the port could
be ocn a router, a bridse, a workstation, or a computersystem

cpject instance.
fort Link loss will te represented by a transmissionAlarm of

sroblem type linkDown. :;

portInfo

porcinfo MANAGED OBJECT CLASS
DERIVED FROM "NM Forum Library Vol 1 Supplement®:top;
CHARACTERIZED BY portIanfoPkg;

REGISTERED AS (?} ;

portInfoPkg PACKAGE
BEBAVIOUR portlInfoPkgBehavicur;

ATTRIBUTES

portInfolD GET,

inOctets
PERMITTED VALUZES LanDomainModule.LPerCounterRange
GETI

cutOctetcs
PERMITTED VALUES LanDomainModule.LPerCounterRange
GET,

inDiscardPackets
PERMITTED VALTZS LanDomainModule.LPerCounterRange
GET,
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CET, I pl nUnknownPr ot os PERM TTED VALUES

LanDomai nMbdul e. LPer Count er Range I pl nDi scards

PERM TTED VALUES LanDoni“aryBRRFassetfer ( CounterRa CET, ~

i pQut Request s PEERI ?EDW‘UE%‘”E%D@%&*%WGUT%’FT.W&OUM er Range
GET, _;’f_’;'c i pQut Di scar ds-

PERM TTED VALUES LanDorfai nmiieamgr-so%%m@u zercouncerniigt;

i pSunmmar yI nf oPkgBehavi our BEFHAVI OUR DEFI NED AS | The i pSunmarylnfo -

managed obj ect cl ass i sutset-dack=tepresent the I P specific statistical and

general information associ AERMATTAPt A-Fanagochragiicdele - +iestnner8ansepr esent i ng
routing equi pnent in theb Lm'gomai n. !:
wnlnknewnpProtss -

SERMITTSD VALUTS LanDcmainModule.lFerCsunterRange

~——
2540

artInfcPkaBenaviour SEHAVICUR

“s

CEFINED AS - @ This —anaged cbject class :s used to hold the nez
crotocol specific staz:stics-assoc:ated with a lanPore 'nanagen

shject instance. :;

ipPortlafo -

ipPortlInfa MANAGED I3JECT CLASS
DERIVED FRCM porsinis:; -
CHARACTERIZED BY :gfcrzliafoPky;
i REGISTERED AS (?} ; —

ipPorcInfoPkg PACKAGE _
- BEHAVIOUR ipPor: nfoPkgBehaviour;
ATTRIBUTES
lanPorzIndex GET,
lanPortlIpAdézess GET-REPLACE,
lanPortIzMask GET-REPLACE;

ipPortInfcPkgBehavicur 3ZHAVIOUR
DEFINED AS ! ""us -araaed object class 18 used to hold the IP

cbject instance. The -.mPor:Index actribute has the same value as
the lanPertIndex act-:ituce of the related LanPort managed object

instance !; - )

routeTable

routeTable  MANAGED C3JECT CLASS
DERIVED FROM "NM Ferum Library Vol 1 Supplement®:top;
CHARACTERIZED BY rouceTablePkg;

REGISTERED AS {?} :

routeTablePkg PACKASE

BEHAVICUR routeTab.sSkgBSehaviour;

ATTRIBUTES . -
recuteTablelID GSET;

:qu:e‘r.ablepkgaehavmu: SEHAVIOUR
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REPLACENMENT SHEET 17 Attribute
definitions for the new objects I nDi scar dPacket s nDi scardPacket S
ATTRI BUTE DERI VA PROM " Rec™® Xj-‘f213°|15€5=1“£e° fﬁi%‘% ’2“‘1 g Edun; er;
BEHAVI OUR i nDi scar dP?feﬁe’Pgﬁeﬁ%n?F'&ﬁ'r- RGOS A%{:ﬁ““‘ e

r's attrlhﬁute value is a

i nDi scar dPacket sBeha}ﬂfni) RREST OO =" DEH RED RS

count of the nunber |nbound packets which were chosen to be discarded
even though no errors had been detected to prevent their being deliverable
to a higher-layer pr@é%‘ix‘%'e'rahl i nErrorPackets inErrorPackets ATTRI BUTE
DERI VED FROM "Rec. X.© 721 1SO I EC 10165-2: 1992": counter; BEHAVI OUR
i NnError Packet sBehavi @Hsur=ToGd SRERED :ASf?3-xss | nErr or Packet sBehavi our

BEHAVI OUR  DEFI NED ASerrv@thFaoMat=ureTbeitee val ue is a count of the nunber of

i nbound packets that m&?ﬂé‘f"rﬁﬁs--p?aé’w%r ng them from bei ng

del i verabl e to a ‘hi GRE¥STFPetS ptlot ocol . inCctets  inCctets ATTRI BUTE
DERI VED FROM "Rec. X 7p%1%u:e?§qe£kléc‘l‘ _“9,5 2: 1992": counter; BEHAVI OUR
i nCct et sBehavi our ;- BEHAVIOUR ipRcutsTablePkgBehaviour;
- _ ATTRIBUTES
ipForwardDest GET,
ipForwardMask GET-REPLACE,
ipForwardPolic GET,

ipForwardNextHee GET,
ipForwardIfIndex GET-REPLACE,

_ ipForwardlype GET-REPLACE,
ipForwardProto GET;
ipForwardAge GET,
ipForwardlnio GET-REPLACE,

. ipForwardNextHopAS GET-REPLACE,
ipForwardMetricl . GET-REPLACE

ipForwardMetric2 GET-REPLACE,
ipForwardMerricl 'GET-REPLACE,
ipForwardMetricd GET-REPLACE,
ipForwardMetrics GET-REPLACE,

ipRouteTablePkgBehavicur BEHAVIOUR

DEFINED AS ! The ipRoureTable managed object class is used to
represent the IP spec:iis routing information associated with
managed cbject instanc=s represencing routing equipment in the LaN
domain.

The attributes in the table are defined as sequence of integer
and the attribute names represent heads of column in a conceptual
table. Interattribute behaviour exists in that conceptual rows
in the conceptual table are formed from integers in each attribute
where.the sequence numcer of each integer is the samas.

The conceptual rows represent individual routes in the routing
table. Operations sucz as modify, add or delete must maintain

the integrity of all tte conceptual rows.

The information in this cable may also be sourced from the
ipRouteXXXX variables i1 SNMP MIB-II RFC-1213 !;

sumaryn_:fo

summaryinfo MANAGED C3JECT CLASS
DERIVED FROM *NM Forum Library Vol 1 Supplemenc®:top:;
CHARACTERIZED BY summaryInfoPkg:;

REGISTERED AS (?)

sumparyinfoPkg PACKAGE
BEHAVIOUR summaryInfoPkgBehaviour;
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18 . REGQ STERED AS {?}; i nCct et sBehavi our BEHAVI OUR DEFI NED AS
I This attribute value is a count of the total nunber of octets received at

the ~ lanPort managed ®BR&GEFZS nstance, including fram ng characters. !;
i nUnknownPr ot os i nUnEHBAEFARESSEATTRI BUTE DERI VED FROM " Rec.
X. 721 1SO1EC 10165-2: 1992": counter; BEHAVI OUR -

I NnUnkt ownPr ot osBehavigur . ‘,Egﬁgg SLERER &1
i nUnknownPr ot osBehavi‘our BERAVT "H%élgl NED AS I This attribute  _
value is a count of thempaber :Ofe pasieet msbaaicéatbovest fLabainkolsed to Managed

obj ect instance whi Cchkeavesencdizacanged:-Berapse i 0f samsmkaiownd oeneral
unsupported protocol :=dogmacica assofmced ek nganaged S3yFD ~ARRREFSIgTATIRRBITE

W TH ATTRI BUTE SYNTAXT4:EPMS kg HRDEII 23861 war di ng; MATCHES FOR
EQUALI TY; BEHAVI OUR i pForwar di ngBehavi our: ; REQ STERED AS {?};

| pFor war di ngBehavi our BEHAVI OQUR DEFI NED AS This attribute

I denti fies whet her thES’é%’clé'ﬁPf?OMto whi ch trajfl c is being routed is -~
an end or internedi al e syste . 19

I pFor war dAge | pForwa_,%qé _ 2o X SW°TH ATTRI BUTE SYNTAX

LanDomai nhbdul e. | pFor WajlAgRizzn ay ::s'.:r:nazyl:nchkg

REGISTERED AS {?} ;

izSummaryInfoPkg PACKAGE
SEHAVICUR ipSummarvInfispPkgBehavicur;
ATTRIBUTES -
ipInDelivers
PERMITTED VALUZS LanDomainModule.LPexCounterRange
GET, = -
ipInAddrErrars T -
PERMITTED VALUZS lanDomainMcodule.LZferCaunterRange
GET,
- ipOutNoRoutes -
) PERMITTED VALUES _anDomainModule.lPerCounterRange
GET,
ipForwarding
- GET-REPLACE,
- ipInReceivea
PERMITTED VALUZS LanDomainModule.LPexCsunterRange
GET,
ipInHdrErrors
PERMITTED VALUZS LanDomainModule.LPerCounterRange
GET,
ipForwDatagrams
PERMITTED VALUZES lanDomainModule.LPerCounterRange
GET. h
- ipInUnknownProtos
PERMITTED VALUES LanDomainMedule.LPerCounterRange
GET,
ipInDiscards
PERMITTED VALUZS lLanDomainModule.LPerCounterRange
GET,
ipOutRequests _
PERMITTED VALUTES lLanDomainModule.LPerCounterRange
GET,
ipQutDiscards
PERMITTEDR VALIZES lLanDomainModule.LPerCounterRange

GET: . -

izSummaryInfoPkgBehavicur BEHAVICUR

CEFINED AS ! The ipSummaryInfo managed cbject class is used to
represent the IP? speciiic statistical and general information
associated with managed object instances representing routing
equipment 12 the LAN domain.!;
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MATCHES FOR EQUALI TY; BEHAVI OUR i pFor war dAgoBehavi our; REGQ STERD AS
{?}, | pFor war dAgeBehavi our BEHAVIOUR DEFINED AS! This is a count, for

each route, of the n hew dbiectsst tine the route
was validated. !; Lmﬁﬁ)r mrgggﬁﬂ%r@foge?\(}gfédmst ATTRI BUTE W TH

ATTRI BUTE SYNTAX Lan@@ )\ lc'?t g\ggressSequence, MATCHES FOR
EQUALI TY; BEHAVI f or wa st Behavi our; REQ STERED AS {?};

i pFor war dDest BehaVI Oufn-BEaliléMcM AarBREEENED AS | This attribute identifies,
for each route,: the deskivrzatszom "k&2.adderssIdcyizC 19195-Gr waP"f [qedrpes:

| pForwar dl f | ndex ATTRI BSFEEVICR 2N RECATIRISBIRFE RYNT AX

LanDormai nMbdul e. | pFORTRFTARET pdex}: MATCHES FOR EQUALI TY; BEHAVI OUR
| pFor war dl f | ndexBehavi our; REG STERED AS

20 i pForwardlfl ndexBERAATARIT = BEHAEUR = "Dﬁzl NED AS ! This attribute
identifies, for each.t as the lanPort managed object instance through
whi ch the next hop of 4he .tQutR.Show ds RecduBacliethe! tunber b Eficwid ghdkees

i pForwar dl nf o ATTRI Bki:kEx wers cacs¥M EH -ATI:REDIHEE B2NEHS¢an no erzors nad been
LarDonai niWbdul e. | pFoﬁmctHurn‘soﬁr-ve"' 222 VRFCHES IFGR2FEUAN B Thigher-layer

prerocol.

inErrorPackets

- inSrraorPackets ATTRIZTTT
DERIVED FROM "Bec. X.721 | ISO/IEC 10165-2 : 1992": counter:

B3EHAVICUR inErrorPacxetsBehaviour:
REGISTERED AS (?);

inSrrorPacketsBehavicur SEZHAVIOUR

SEFINED AS
! This attribute value :s a count of the number of inbound packets
tkar contained errcrs sreventing them frem being deliverable to a

~ higher-layer protocol. :;

inOctets

inQOctets ATTRIBUTE
DERIVED FROM "Rec. X.721 | ISO/IEC 10165-2 : 1392": counter;

BEHAVIOUR inOctetsienaviour;
REGISTERED AS { ?};

inOctetsBehavicur BEEAVIOUR

DEFINED AS
! This attribute vaiue ig a count of the total number of octets
received at the lanforc managed cbject instance, including framing

characters. !;

inUnknownProtos
intnknownProtos ATIRIZCIE
DERIVED FROM "Rec. X.721 | ISO/IEC 10165-2 : 1992": counter;

BEHAVICUR mUnkncwn?raccssehavmu:.
REGISTERED AS (?):

inUnknownProtosBehavicur BEHAVIOUR

DEFINED AS

This Sheet Has Been Re eplace
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BEHAVI OUR i pFor war dl nf oBehavi our; REGQ STERED AS {?};

| pForvvardI nf oBehavi our_ BEHAVI. ClJR ais DEFINEDR_AS. . This..2Licibyuie holds

speti fic information_g&Laed f'g J}g-pa;ggag@cg;ugqqggapg_ ,p{cqf which is
responsi bl e for each:iRutgs .J.tautsée. :| 1o OfdABId O shsuppiibaDbEsERRdL. TQr A route,
the entry in this attribute for that route will take a val ue of GBJECT

| DENTI FI ER {00} .!; - ipForwardMask | pForwar dvask ATTRI BUTE W TH

ATTRI BUTE SYNTAX LanDsMaduba Addr essSequence; MATCHES FOR -
EQUALI TY; BEHAVI OUR i pFor war dMaskBehavi our ; REG STERED AS {?};

i pFor war dVaskBehavi otgFoBRERNE QURRI3CTE DEFINED AS ! This attribute

i ndi cates, for each r o€ AsTRSWAFETE Paltoeiieariey-sANPRIEMREL h t he

maven y wawms

destination address befBFE=hérhg *g’om:g_r.aed to the value in the ipForwardDest
attribute. !; S T emiarsiiIRenavacuz; REPLACENMENT SHEET

21 i pForwardMetricl “CF5=Forfal et ricl ATTR | BUTE W TH ATTR BUTE
SYNTAX LanDomai nI\/bduJ.emEQ;aA@&gimlu-c,:;_;;,n;hMATCHES- FOR EQUALI TY, ORDERI NG

BEHAVI OUR i pForvvardl\/Et ri cl Behavi our; REG STERED AS {?};

I pFor war dMet r i cl BehaszFpwp BBEHAVI OUR DEFINED AS ! This attribute indicates
the primary routing nE¥s ¥FeNtTAdEcIGaL e"neﬂme Sermprercironftotiiigi netric are
determ ned by the vaaE=cof I*HEd FpEoT VArdPRst &F APYFTIRRRS. System. 1

i pForwar dMet ri c2 i pForwar dMet ri c2 ATTRI BUTE W TH ATTRI BUTE SYNTAX

LanDomai nModul e. For war dMetri c; MATCHES FOR EQUALI TY, ORDERI NG
BEHAVI OUR i pFor war dNMFPFESERAGR i our ; -
igFforwardAge ATTRIZUTE
WITA ATTRIBUTE STNTAX LanDomainModule.IpForwardAge;
MATCEES FOR EQUALITY:
3EHAVICTR ipForwarzicedehavicur:
SESISTERED AS (?}:

:pforwardAgedehavicur ZZEAVICUR

ZZFINED AS
! This is a count, Ior =acn route, of the number of seconds
alapsed since the last time cthe rouce was validated. !;

ipForwardDest

isForwardlest ATTRIZLTZ
WITH ATTRIBUTE SYNTAX lanDomainModule.AddressSequence;
MATCHES FOR EQUALITY:
BEHAVICUR ipForwarzlestBéhaviour:;
- XSGISTERED AS (?}:

ipgFforwardDestBehavicur ZZHAVIQUR

CEFINED AS

! This accoibute ident:Zies, Zor each rouce, the destinacion IP
address. :; -
ipForwardIfIndex

izForwardIfIadex ATTRIZUTE -
WITH ATTRIBUTE SYNTAX LanDomainModule.lpForwardIifIndex;
MATCHES FOR EQUALITY:
_BEHAVICUR ipForwardIfIndex8ehaviour:

REGISTERED AS {?});

isForwardIfIndexBehavisur SEHAVIOUR

SEFINED AS

_——
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REG STERED AS {?}; | pFor war dMet ri c2Behavi our BEHAVI OUR  DEFINED AS [err]

This attribute indicate he. pat.iyve rqQuij.n tI’J. faQborf dalade.gut €. The
semantics of this ngf;tr:;g f%;.g,ggtﬁ@miﬁ” o)A J‘,ﬁ‘é{ TP Q‘%glt,h@:el QEQ{iN%;dPr oto

attribute.!; | pFocyvhedVRI ri c3 I pFor war ‘dMetri c3 ATTRI BUTE W TH
ATTRI BUTE SYNTAX LanDomai nMbdul e. Forwar dMetri c; MATCHES FOR EQUALI TY,
ORDERI NG, BEHAVI OUR 1 pFor war dMet r i c3Behavi our;

REPLACEMENT SHEET REgPShRER=AS { 7}, 22

| pForwar dMet ri c3Behavi our BEHAVIOUR  DEFINED AS [err] This attribute

i ndi cates the alterreierascizgaig3¥etri c for each route. The semantics of
this metric are deter rﬁIFr"éd'ﬁy"frﬁévﬁi’ixueﬂﬁ?“?ﬁé“?‘ﬁFdeﬂﬁ‘m 6 attribute. !;
i pForwar dVetric4 i pE ,drxfet;P‘r'tn;A_ Rl BUTE W TH ATTRI BUTE SYNTAX
LanDonai nModul e. For TLETa), o MATGHES FOR EQUALI TY, ORDERI NG

BEHAVI OUR i pFor war dMetri c4Behavi our; REGQ STERED AS {?};

i pFor war dMet r i c4BehmtbBlabdREddehdvidd? 2z:BfAED AS [err] This attribute
indicates the alternative routing nmetric for each route. The semantics of

this netric are, de¥=EFFRPMEd by t he val ue_of the |pForwar Proto attribute.

X I pForwar dMvetri Cgh:.s g}fng;j;\ﬁﬁ P&@t jﬁ:gsf;z%‘::. is respons::izcgom rou-ERI BUTE
SYNTAX LanDonali an(ﬁﬁ‘é‘s @I\Zﬁti C creseat for a route, the entry in this

atcribute Isz that rouze will take a value of CBJECT IDENTIFIER
{o0}.!;

ipPorwardMask

izForwardMask ATTRIBUTE
WITH ATTRIBUTE SYNTAX LanDomainModule.AddressSegquence;
- MATCHES FOR EQUALITY;
BEHAVIOUR ipForwardMaskBehaviour;
REGISTERED AS {?};

inForwardMaskBehaviour 3EHAVIOUR

DEFINED AS
¢ This attr=zute indicates, for sach route, the mask to be

icgically ANDed with t:e desc:zation address cefore being compared
to the value in the ipforwardPest actribute. !;

ipFPorwardMetricl

ipForwardMetricl ATTRISUTE
WITH ATTRIBUTE SYNTAX LanDomainModule.ForwardMecric;
MATCHES TOR EQUALITY, ORDERING;
BEHAVIOUR ipForwarcMetriclBehaviocur:;

REGISTERED AS (?};

ipForwardMetriclBehavicur 3EHAVIQUR

DEFINED AS
: This attyibute indicaces the primary routizg metric for each
zoute. The semantics of this metric are determined by the value

cZ the ipForwardProto attribuce.™!;

ipForwardMetric2

ipForwardMetric2 ATTRISUTE
WITH ATTRIBUTE SYNTAX LanDomainModule.ForwardMetric;
MATCEES FOR EQUALITY, ORDERING:
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MATCHES FOR EQUALI TY, ORDERI NG BEHAVI OUR i pFor war dMet ri c5Behavi our ;
'REG STERED AS {?}; | pForwar dMet ri c5Behavi our BEHAVI OUR DEFI NED AS
[ert] This attribute | psieatrscrdieamMéernzoegamonrt:i Ng netric for each route.
The semantics of tAzs:sTEXiAS btle deternmi ned by the val ue of the

| pForwardProto attribute. [er rJ .
REPLACENMENT SHEET .:Fo:war::."e:r-c Behavicur SEHAVIOUR 23 1001

18 1010 S - 20 1011 22 -
1100 7~Th-s boeenure lddddaces zie aitermace rsuting m&@ic for eddnlO

28 1111 coute. <t semandiks o ENdsOfeksc def hevemgrpoky che osber Wi se

nmust either define a:seh gfsxwatdpessowrizetpuase:valid for this attribute or
must inplement and integer-instancéd policy table for which this

attribute's value acts as an index. [wee]; I pForwar dPr ot o
| pFor war dPr ot o ATTRIipFbEwardMetdi€Bl ATTRI BUTE SYNTAX
LanDomai nModul e. | pForvvar dPr ot o MATCHES FOR EQUALI TY; BEHAVI OUR
i pFor war dPr ot oBehav i*BTf=¥ Forwar Q,I_QBehaw our
BEHAVI OUR  DEFI NED A5} Sa ‘t’_f_,"f C °’é§§"c‘f’enf| f?esgﬁlr’or each route,
whi ch protocol is being.Wse ,m,&eé-mguamga&o the route netric. !;
| pForwar dType | pFQﬁdﬁdeyﬂ,g M'TRI BUTE W TH ATTRI BUTE SYNTAX
LanDomai nModul e. | pFor war dType; MATCHES FOR EQUALI TY; BEHAVI OUR
I nFor war dTypeBehavi epRcrwiEdcSTERERV A8 { BEHAVIOUR

DEFINED AS .

: This atcribute indicates the alternate rsuting metric for each
route. The semantics o this mecric are determined by the value
of the ipForwardProto attribute. !; -

ipForwardMetric4

- ipForwardMetric4 ATIRIBUTE
WITH ATTRIBUTE SYNTAX LanDomainModule.forwardMecric:
MATCHES FOR EQUALITY. ORDERING;
BEHAVICUR ipForwardMecricd4Behaviour;
REGISTERED AS (?};

ipForwardMetric4Behavizur BEEAVIOUR

DEFINED AS ‘
t This atzzibute indicates the alternate routing mecrric for each

route. The semantics of this metr:c are determined by the value
cf the ipForwardProto attribute. !;

ipForwardMetrics

ipForwardMetricS ATTRIBUTE
WITH ATTRIBUTE SYNTAX LanDomainModiule.ForwardMetric;
MATCYH=S FOR EQUALITY, ORDERING.: -
BEHAVIOUR ipForwardMetric5Behaviour;

REGISTERED AS (?};

ipForwarcMetricSBehavicur SEHAUIOUR

=EFINED AS . .
This aczribute indicates the alternate roucing mecric for each

zoute.  The semantics of this mecric are determined by the value

o£ the i1pForwardProto attribute. !;
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DEFI NED*AS 24 [Jerr] This attribute

identifies, for each route, which protocol is being used and gi ves neani ng
peBehavi our BEHAVI OUR  DEFI NED AS

to the route netric. |'° igggr d
This attribute |dent‘t1’f""é'§'zl &% oute its type. !; I pFor wDat agr ans

I pFor wDat agr ans ATTR (%g%aﬂextq ROM "Rec. X. 721 [err] ISQOIEC
10165-2 1992": counter yrra arraz Lh AHERE RR DL ABIFS BRI

REQ STERED AS {?}; WwBehaw our BEHAVI OUR DEFI NED AS
[err] This attribute i3=HAVISORNPFaiatcheccHepmsBshanfzurnput dat agrans for which
the containing nané@@@”§ﬁ?e%#(ﬂnstance was not their final |IP destination
as aresult of which_ an atte was made to find a route to forward them
to that final dest |‘ﬁ%1°[‘""6‘?‘?‘"°"‘“ %‘f"ﬁ%&F‘E‘r"F%‘FS i pl nAddr Errors

ATTRI BUTE [err] s ED FROM "Rec. X. 721 [err] 1SO | EC 10165-2: 1992":

counter; BEHAVI R JePLRALOL 0t 0 SBERAY b QT sour REGSTRBERRoAS sf ki
i pl nAddr Er r or sBehthw:E&E%VIWan Ditfe N[2Ds AS unknown or net relevant to

che protocei indicated by the entry in the ipForwardProto
actribute, the actr:ibute entry cakes a value of zero. !;

ipFPorwardNextHop

ipForwardNexctHop ATTRIBUTZE
WITH ATTRIBUTE SYNTAX LanDomainModule.lIpForwardNexcHop;

- MATCHES FOR EQUALITY;
BEHAVICOUR ipForwardNexcHop2ehaviour;

REGISTERED AS (?);

ipForwardNexcHopBehaviocur BEHAVIQUR

DEFINED AS -
! THis attribute idencifies, for each route, the address of the

next system en route. !;

ipForwardPolicy

ipForwardPolicy ATTRIIUTE
WITH ATTRIBUTE SYNTAX LanDomainModule.IpForwardPolicy;
MATCHES FOR EQUALITY;
BEHAVICUR ipForwardPolicyBenaviour:;

REGISTERED AS (?};

ipForwardPolicyBehavicur BEHAVIOUR

DEFINED AS
! The general set of conditions that determine the set of next

hops for a given dest:ination is referred to as policy. Unless the
mechanism indicated by the ipForwardProto actribute specifies
otherwise, the policy specifier :1s the IP TOS Field. The encoding
of IP TOS is as specaiied by the following convention. 2Zero
indicactes the default pach if no more specific policy applies.

IP TOS Fieid Contents Policy Code

bl

0000 0

0001 2

0010 4

(1383 ]

0100 8

0101 10

0110 12

0111 14

1000 16
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25 J[err] This attribute value is a count of the nunmber of input datagrans
di scarded because the IP address in their IP header's destination field was

not "a valid address to:be received. [eg5r]; i pl nDel i vers i pl nDel'i vers
ATTRI BUTE DERI VEDRIBROM "Rec. X.20/21 [err] 1SO I EC 10165-2: 1992":
counter; BEHAVF@IR i pl nDel i ve?¥&Behavi our; REQ STERED AS {?};

i pknDel i ver sBehavi our . B®9AVI OUR  DEFANED AS [err] This attribute value is
a count of the total nhj’?’&er of 1 | nput tagranms successfully delivered to IP
user-protocols. [err];...-i pl nDi Scar ds1 i pl nDi scards ATTRI BUTE

DERI VED FROM "Rec. X. 721 [err] 1SOI EC 10165-2: 1992": counter;

BEHAVI OUR i pl nDi scardaBesiavidtt-ng cREG, SEEREDsdASufc?bizzer define a set cf

i pl nDi scar dsBehavi owaiusEhéy4:Chlfe vaizDERT NEE AS=:feerds Juscs:maidmepdate val ue
is a count of the nuantsgrs-ofssapgrateol Rydeacagrrangai ey i ER-2oHer 'presbrens were

encountered to preveft® thépr= 89Nt nued processing, but which were

di scarded. [err]; | pl nHdr Errors I pl nHdr Ercors ATTRI BUTE
DERI VED FROM " Rec. 721 JEP | SO' | EC 10165-2: 1992": countér;
26 BEHAVI OUR F-Bfﬂm F8F8Behavi our ; REG STERED AS {?};

:.pForwardPraz:c ATTRI3CTZ -
WITH ATTRIBUTE SYNTAX LanDcmainModule.IzForwardProto;
MATCHES FOR EQUALITY;
BEHAVICTR ipForwardProtcBenaviour;

REGISTERED AS (?};

ipForwardProzclehavicour BEHAVICUR

DEFINED AS = ) -
! This actributes.identifies; for each route, which protocol is

being used and gives meaning to the route merrie. !;

ii:?om:d'l?pe '

ipForwardType ATTRIBUTZ
WITH ATTRIBUTE SYNTAX LanDomainModule.IpForwardType;
MATCHES FOR EQUALITY:;
BEHAVICUR ipForwardiTypeBehavicur;

REGISTERED as {?};

ipForwardTypeBehavicur BEHAVIOUR

DEFINED AS
! This attribute ident:Zies for each route :is cype.:!;

ipForwDatagrams

. ipForwDatagrams ATIRIBUTE
DERIVED FROM "Rec. X.721 | ISO/IEC 10165-2 : 1992": counter;
BEHAVICUR ipForwDatagramsBehaviour:;
REGISTERED AS (?);

ipForwDatagramsBehaviour SEHAVICUR

-
DEFINED AS -
! This atetxibute is a counc of the number £ iaput datagrams for
which the cantaining managed object instance was not their final
I? destinaticn as a rasult of which an attempt was made to f£ind a
route to Icrward them =o that final destinaticn. !;

e e e
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| pl nHdr Er r or sBehavi our BEHAVI OUR  DEFINED AS [err] This attribute value is
a caunt of the nunbeﬁfo : nput_dat agrams di scarded due to error in their IP
headers, incl udi ng b ERSTHES versi on number mi smatch, other format
errors, etc. !; | pl.RBeGed. ves --Lp-l:_-.’:]_-J_RECEI ves ATTRI BUTE DERI VED FROM
"Rec. X. 721 [err] |'SOhizbeslOdbbrade. k093" | :6OMBE Qbiss-2z : 199BEHAVLAR

I pl nRecei vesBehavi our ; szHRirfdcS T-EREBIAS-{=3kenavicue Pl NRecei vesBehavi our

BEHAVI OUR DEFI NEB=gS~=f38r&3 This attribute value is a count of the total
nunber of input datagrans received including those received in error. !;

i pl nUnknownPr ot ocol s*-*RFRFARITBVHTET SEHYRTTRI BUTE DERI VED FROM
"Rec. X. 721 [err] -S,Q’J.EC 10165-2: 1992": counter; BEHAVI OUR

i pl nUnknownPr ot 0sBelaig,qUy s ... .REG SFERED AS. {2}.: ..

i pl nUnknownPr ot OSBG%E'Q% “EELQ.'\.{L ......at..se == EQQLA.SS :i:: tIgTHeD&gze val ue is
a count of the nunbeksclfad:6cakd:y- add{_e%ed*.da;aagssan& =4 9eqliv&d successful ly
but di scarded because of an unknown or unsupported protocol. [err]

27 i pQutDi scards i pQut Di scards ATTRI BUTE DERI VED FROM "Rec. X. 721
[err] 1SO I EC 101654g1ndé&Pi¥erscount er; BEHAVI OUR
| pQut Di scar dsBehavi our; REGQ STERED AS {?}; | pQut Di scar dsBehavi our
BEHAVI OQUR ipInbelivers ATTRIZUTE
JERIVEC FRCM "Rec. X.721 | ISC/ISC 10165-2 : 1992": counter;

3EHAVICTR ipInfel:versBehavicur;
REGISTERED AS {?};

igInleliiversSehaviour IEHAVIOUR

ZEFINED AS

! This attribute vaiue is a count of the teocal number of input
dartagrams successfully delivered o IP user-protocels. !;
ipInDiscards

ipInDiscards ATTRIZUTE
DERIVED FROM "Rec. X.721 | ISO/IEC 10165-2 : 1992": counter;
3EHAVICUR iplanDiscardsBehavicur;

REGISTERED aS {7?!;

iglinDiscardsBehavicur ZZHAVIOUR

<SFINED AS

! This attzibute vaiue i1s a count of the number of input IP
da:agrams tor which no prcblems were encountered to prevent their
ccntinued precessing, tut which were digcarded. !;

ipInHdrErrors

ipIlnHdrErrors ATTRISUTE
DERIVED FRCM "Rec. X.721 | ISO/IEC 15165-2 : 1952": counter;
BEHAVIOUR iplnHdrE-vorsBehaviour:

REGISTERED AS {?});

ipInHdrErrorsfSehaviour 2EHAVIOUR

SEFINED AS

! This accribute -alue 1S a count of the number of input
dacagrams discarded due to errcr ia their I2 headers, including
Sad checxsums, version sumber mismatch, other format errors, ete.
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DEFINED AS [err] This attribute value is a count of the nunber of output IP
dat agrans for which no problemwas encountered to prevent their .

transm ssion to theiripdaRéédixtdson, but which were discarded. [err];

I pQut NoRout es I pQut NoRout es ATTRI BUTE DERI VED FROM "Rec. X. 721

[err] SO IEC 10165- 2¢i=Regaves éﬁafﬁ"" ]
| put NoRout esBehavi our ; PEREXSP STEIREFF AS! %j A 'so?ﬁ@t%gﬁjdut égﬁeha':v""%ﬁff
T

BEHAVI OUR DEFI NED AS..I.
of | P datagrans di scarded

"Be

AN A

vicur
e value is a count of the nunber

ecause no route could be found to transmt them

to their destination.fiRkéds:vesada@tuRegi@3tur | pQut Requests ATTRI BUTE
DERI VED FROM "Rec. X. 721 [err] 1SQ.I EC 10165-2: 1992": counter;

BEHAVI OUR i pQut Requestxiehayi our; © REG STERED AS ({ I}

i pQut Request sBehavi ourt:BERPM-= GUR ralue i3 a count of the tszal number of impupg

DEFI NED AS [err] Th4cacesms (SepRies 3 eid=F SR85% SRATEVET 21 AT Fot'al  nunber of
| P dat agrams which local | P user-protocols supptied to IP in requests for

transmission.[err];  lanPortlndex | anPort | ndex ATTRI BUTE W TH
ATTRI BUTE SYNTAX LaniRfRRTNRSHRPESTOSP8 t | ndex: MATCHES FOR EQUALI TY;
BEHAVI OUR | anPor t | nd_e_>&BgrQ§angwws REGLSTERED AS {7} I anPor t | ndexBehavi our
BEHAVI CUR DERIVED FROM “"Rec. X.721 | ISO/ISC :0163-2 : 1992": councer;

3EHAVICUR ipInUnkncwnProcosBehaviour;
REGISTERED AS (?};

ipInUnknownProtosBehavisur BEHAVIOUR

CEFINED AS -
! This attxibute vaize :is a count of the number of locally-

addressed datagrams rece:ved successfully btut discarded because of

an unknown or unsupporzsd grotocol. !;

' ipOutDiscards

- ipoutDiscards ATTRIBUTZ
DERIVED FROM "Rec.~X.721 | ISO/IEC 10165-2 : 1992": counter;
SEHAVICUR ipOutdiscardsBehavicur; .
REGISTERED AS {?};

ipOutDiscardsBehaviour ZZHAVIQUR

DEFINED AS
! This attribute vaiue :s a counct of the number of outpuct IP

datagrams for which no croblem was encouncered to .prevent their
- tzansmission to their zZestination, but which were discarded. !;

!

jpoutNoRoutes

ipOutNoRoutes ATTRIZUTE
DERIVED FROM "Rec. X.721 | ISO/IEC 10165-2 : 1992": counter;

BEHAVIQUR ipOutNoRcutesBehaviour;
REGISTERED AS (?});

ipQutNoRoutesBehavicur =EZHAVIQUR

DEFINED AS

! This -actribute value :5 a count of the numper of IP datagrams
discarded because no raute could be found 2o transmit them to
their destinacacn. !;
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DEFINED AS [err] This attribute identifies the |ogical nunmber allocated to

the lanPort instance.[err]; | anPor t | pAddr ess | anPor t | pAddr ess ATTRI BUTE

W TH ATTRI BUTE SYNTAX LanDonmi nModul e. Addr ess; MATCHES FOR EQUALI TY;

BEHAVI OUR | anPor t | pAépPwss=dguiesed our; REG STERED AS {?};

IanPortIpAddressBeha;égur BEHAVICU_R‘r DEFINED AS ! This attribute gives

the logical |IP addre . (mnaged, .ebj. I.n ne

| anPort | pMask | an Por %{é%_g e,affl,ﬁ;'é '%EI-% A%TR%@%TEQ%VI‘{I%&X

LanDomai nMbdul e. Addrﬁs&-q_-. s MATCHES FOR EQUALITY;

REPLACEMENT SHEET 29 BEHAVI OUR

| anPor t | pMaskBehavi oigpitdeinfels SEEFIvRX-AS=ERYIcCR | anPor t | pMaskBehavi our

BEHAVI OUR DEFINED AS [err] This attribute provides the information to

interpret the |ogi caA=Fa@a@r®ss. ! ; | anPor t Last Chan | anPor Last Change

ATTRI BUTE W TH ATHRI B&ETE’@{Q“ _Baﬁﬁa?ﬁaﬁ i |e~ ]ﬂﬁ%ﬁ& f change:
= as

MATCHES FOR EQUALI TYZ2E ;%@ B8 T ange’éé‘ﬁaw our;
REG STERED AS {?}; “FanPort Last ChangeBehaw our BEHAVI OUR  DEFI NED AS

ianPortIndex

lanPorzlIndex ATTRIBUTZ
AITH ATTRISUTE SYNTAX _anDomainModule.lanPortlIndex;

MATCHES FOR EQUALITY:
BEHAVIOUR lanPortindexBenaviour;
REGISTERED AS (?}:

lanPortlIndexB8enaviouxr SZHAVIOUR

DE!"INED AS

lanfcr: inscance.

lanPortIpAddress

lanPortIpAddress ATTRIZUTE
WITH ATTRIBUTE SYNTAX LanDomainModule.iddress;
MATCHES FOR EQUALITYZ:
BEHAVIOUR lanPor::IzAddressBehaviour;

REGISTERED AS (?}:

lanPortIpAddressBehaviour BEHAVIOQUR

DEFINED AS

! This ateribute gives the logical IP address of the lanPort
mnaged objecs inscance.

lanPortIpMask

lanPortlIpMask ATTRIBUTE
WITH ATIRIBUTE SYNTAX LanDomainMcdule.Address;
MATCHES FOR EQUALITY;
BEHAVICUR lanPorzIzMaskBehaviour:;

REGISTERED aAS {?};
lanPortIrMaskBehavicur SEHAVIOUR
DEFINED AS

! This attribute provides the :.nfomat:.un ts interpret the logical
address. !;
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[Ferr] -This attribute identifies the sysUpTinme at the tine the | anPort
managed obj ect instance entered its current operational state. [err];

| anPor t Li nk | anPort Li nk ATTR § E W TH ATTRI BUTE SYNTAX -

LanDonmai nMbdul e. LanPot¥59TE~a95C2aBg/ TCHES  FOR  EQUALI TY,  SET- COMPARI SON,
SET- | NTERSECTI| - QRborerasecna ﬁﬁlﬂ%%&l anPort Li nkBehavi our; - REQ STERED
AS{?};  lanPortLli nkBehiwy Ottrrata 6 mﬁh&@'f\%@i&ks&i&e?t”i bute

identifies a conbinati oramf=s bex’ fquhiirwi ngoerING: -
30 an indication of the3%Hauisgr -eI"O’U@mextgeeﬂavtdmat t he managed obj ect
i nstance hol di ng t hi SEBIFF#BUe:ils connected to; the managed obj ect

(cl asses and) instanges Ngty |c_§_II |.r1§:t_%n9es of accessPoi nt or
terninati onPoi nt on a*WRRRE-36FAFFeF8YEAT SEVIPEnPort of anot her LAN devi ce)

that the managed obj egt.Jnstance holding this attribute is connected to;
I .

whet her the connecti GNui§ AdcRuSCORRAGEIND. LPRbTICI o S B0 GO on. !
| anPor t Physi cal Addr esiSnaged @5§20f 1 PitsdeC AL €8S bl BldEEcional sta

ATTRI BUTE SYNTAX LanDomai nMbdul e. Addr ess; MATCHES FOR EQUALTI Y;

BEHAVI OUR | anPor t Physi cal Addr essBehavi our; REGQ STERED AS {?};

| anPor t Physi cal Addr esakedwetiijakr BEHAVI OUR . DEFINED AS [err] This attribute
gi ves the physical address of the lanPort.[err]; | anPor t Speci fic

| anPort Speci fi ¢ ATTRFPOMELink ATTRIANTH ATTRI BUTE SYNTAX

LanDomai nMbdul e. LanPor CSFESFFRFITT= SOAX \ATROREGHAie E@RARCF Iy

S FOR ..QUAL-.-. SET-CCMPARISON, SET-INTERSECTICN;
BEHAVICUR lanPortliztBehnaviour;
REGISTERED -AS {?);

lanPortlinkSehaviour SSHAYIOUR -

CEFINED AS -
! This atto:bucte 1dentiiiess a combination =2f the following:
an indicacicn cf the numcer of connections that the managed cbject
. instance holding this attr:bute is connectad to;

the managed object (classes and) instances, (typ:.cally instances
of accessPoint or terminationPoint on a WAN. or an instance of

- lanPort of anocher LAN device) that the managed object instance
holding this actribute :s connected to;
whether the connection :s a bus connection:
that there is no connecz:xen.!;

lanPortPhysicalAddress

lanPortPhysicaiiddress ATTRIBUTE
WITH ATTRIBUTE SYNTAX LanDomainModule.Address:
MATCHES FOR EQUALITY;
BEHAVICUR -lanPortPhvsicalAddressBehavicur;
REGISTERED aAS {?); .

lanPor:PhysxcalAddre-ssaehavxcur SBEHAVIOUR

DEFINED AS
! This atcrzbute gives the physical address of the lanPort. !;

lanPortSpecific _

lanPortSpecific ATTRIBUTE
_WITH ATTRIBUTE SYNTAX LanDomainModule.lanPortSpecific;
MATCHES FOR EQUALITY:
SEHAVIQUR lanPortSpecificBehaviour:;
REGISTERED AS (?};

lanPortSpecificSehavicur SEHAVICUR
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BEHAVI OUR | anPort Speci fi cBehavi our; REG STERED AS {?};

| anPor t Speci fi cBehavi our BEHAVI ClJR DEFINED AS [err] This attribute
idéntifies a referencessttuEdasd i nitions specific to the particular nedia
bei ng used to realise:thés hewrRewe. {e¥¢fies a spieamset Spirfgnicions specifiz 2
31 [ anPortSpeed ATTRFBUTEt:cular Rorf AFERIBOTE SAFIEae laakore. 1;
LanDomai nModul e. LanPor t Speed,; MATCHES FOR EQUALI TY, ORDERI NG
BEHAVI OUR | anPor t SpeedBehavi our; REG STERED AS {?};

| anPor t Spr eedBehavi out3RRA9IRFPELR  DEFI NED AS [err] This provides an

estimation of the currept bandwidih.af the interf ace connected: to the

lanFort. For interfaces tj ie_ﬁ__d"ﬁﬂ':v.g;gy oRARGN,HE Radordsgied; hOSE Where no
accurate estimation canw ,agadeh Efas--al trbgdlre should contain the nomi nal
bandwi dth. [err] | anPeaiavydeR :anbarbReédatyfead T TR BUTE W TH ATTRI BUTE
SYNTAX LanDomai nMbdul x=ctsratimr ssType; MATCHES FOR EQUALI TY;
BEHAVI OQUR | anPort TypeBehavi our; REGQ STERED AS {?}; | anPor t TypeBehavi our
BEHAVI OUR DEFI NED 1A$9°’E%H*F‘]‘BFH"§""’ AV “Rescription of the type of
interface at the port__[L&arrl. out Di scar dPacket s out Di scar dPacket s
ATTRI BUTE DERT Y9 d20 e B8 Ces= Xar Fedlod S50 bSOl Faad¥ilh%e2%ne 992"
counter; interface ccnnected :: the lanPorr. For iacerfaces that do not

vary :a bandwidth or I:r those where no accurate estimation can be

made cthis atcribucre sazsuld contain the nominal bandwidth. !;

lanPortType

lanPortType ATIRIBUTZ
WITH ATTRIBUTE SYXTAX LanDomainModule.lanPortType;

i MATCHES FOR EQUALITY;
- BEHAVIOUR lanPdrcigeBehaviour;
REGISTERED AS (?};

lanPortTypeBehaviour SZHAVIOUR

DEFINED AS
! This gives a descr:z:zion of the type of iaterface at the.port.

1.
"

outDiscardPackets

cutDiscardPackets ATTIIZUTE
DERIVED FROM "Rec. Z.721 | ISO/IEC 10165-2 : 1992": counter;
BEHAVIOUR outDiscarzfacketsBehaviour;

REGISTERED AS {?};

" outDiscardPacketrsBehav:our BEHAVIOUR

DEFINED AS
t This attrabute valus .3 a count of the number of outbound

packets which were chzsen to be discarded event though no errors
had been detected to trevent their being transmitted. !;

outErrorPackats

outBrrorPackets ATTT IE‘.‘.'.‘E.'
- DERIVED FROM "Rec. £.721 | ISO/IEC 20165-2 : 1992": counter:
BEHAVIOUR outErrses acke:saehavxour.

REGISTERED AS (?}:

outErrorPacketsBehaviz:r BEHAVIOUR

T ————
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.BEHAVI OUR out Di scar dPacket sBehavi our; REG STERED AS {?};
out Di scar dPacket sBehavi our BEHAVI OUR
32" DEFINED AS  [err] This attribute value is a count of the nunber of

out bound packets whiTh, 'ﬁé‘é chosen. Lo, be discaF ded EXRDt.et HRUGRaNO errors

had been detected tq, qge:ut; ‘fﬁg_;?*:tge.l ng,atn;@ggga biadse bElekdars. 1; -

out Error Packet s - ou’t rror Packet s ATTRI BUTE DERI VED FROM "Rec. X. 721
[err] 1SOIEC 10165-2: 199": counter; BEHAVI QUR -
out Er r or Packet sBehavj,Qi¢ferec REG STERED AS {?}; out Er r or Packet sBehavi our

BEHAVI OUR DEFINED AS [err] This attribute value is a count of the
nunber of out bound pacdedtss Adatzwdul d not be transmtted because of
errors. [err]; outCct2Irgvze FREMt Cetek AT TRFBEAE20165-2 : R -VERFROM " Rec.
X. 721 [err] 1SO | EC 1EEH3%ICHR °1§§2"' 2NaURVET ; BEHAVI OUR

out Oct et sBehavi our ; =RISEFSPERECIAS {2} ; out Cct et sBehavi our BEHAVI OUR

DEFINED AS [err] Th| s.att value i @ count_of the total nunber of

c:--:sﬁlrﬁui % =23
octets transnitted &U the 1 anport managed obj ect instance, including
framng errors. [errksmep aportinfol D portl nfol D ATTRI BUTE WTH

ATTRI BUTE SYNTAX LanDmiaiatbddutecd208 t:bnd abdde of the total number of octets

cransmizted out of ==e _anfor:c managed objezt iastance, :.nclumg
::am:...g errors.

portInfolD

portInfoll ATTRIBUTE
WITH ATTRIBUTE SYNTAX ..anDomain.Module.Eorcrnfcm:
MATCHES FOR EQUALITY;
BEMAVIOUR portianfzIl3ehaviour;
REGISTERED AS {?};

-port:znfoIDBehaviour SZHAVIOUR

DEFINED AS
! This portInfoID is_an attribute type whose value can be used as
a relative distinguisted name when naming an instance of t:!{e

portlnfo class and its subclasses. :;

routeTablelID

routeTableID ATTRIBUTZ
WITH ATTRIBUTE SYNTAX LanDomainModule.lRouceTablelD;
- MATCHES FOR EQUALITY: )
BEHAVIOUR routeTabisIDBehaviour;
REGISTERED AS (?}:

rouceTableIDBehavicur 3EHAVIOUR

DEFINED AS
! This routeTableID is an attribute type whcse value can be used

as a relative discinguished name when naming an instance of the
routeTable class and :-:s subclasses. !;

suxmaryInfolID

summaryInfoID ATTRIBUTE
WITH ATTRIBUTE SYNTAX LanDomainModule.SummaryInfolD;
MATCHES FOR EQUALITY:;
BEHAVIOUR summaryIzfoIDBehaviour;

REGISTERED AS {?}..

summaryInfoIDBehavicur BEHAVIOUR
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REPLACEMENT SHEET

BEHAVI OUR port | nf ol DBehavi our ;

r out eTabl el DBehavi our ;

33 MATCHES FOR EQUALI TY;

REGQ STERED AS {?}; port I nf ol DBehavi our
BEHAVI OUR DEFINED AS [err] This portinfolDis an attribute type whose
val ue can be used as.g@@-f8/ative distinguished name when naning an instance
of the portlnfo cl assrgeidsrks,3543¢D 35 2R SacetBhutd rype tittisé edal @inlbe used

rout eTabl el D ATTRI BUBEa reiac:¥ EHdcikhbi=Bd/hEmeSWiéh AXaming an instance of the
LanDonmai nMbdul e. Routssthesly 5i<D); class and\IXECHBES: &8 -EQUALI TY; BEHAVI OUR

REQ STERED AS {?}; rout eTabl el DBehavi our BEHAVI OUR

DEFINED AS [err] This routeTablelDis an attribute type whose value can be
used as a relative cSyn'taxLofsNedeﬁbutes nanmi ng an instance of the

routeTabl e class and 1.ts subclasses [err]; summaryl nfol D summaryl nf ol D
ATTRI BUTE W TH LAARDER BMAERLSYRITAX LanDonai nModul e. Summar yl nf ol D;
MATCHES FOR EQUALL TY, BEHAVI QUR summar yl nf ol DBehavi our; REG STERED AS
{?};  summaryl nf ol Igggiéﬁcﬂﬂr‘”ﬁEFﬁvr"&JR" 34
-- IMPORTS
) CircuitBandwidth, Iztagerl$s, Name

FROM FORUM-TYPES-GLMO-1
{ forum moduiesi0! types-GDMO-1(8)},

Count, Objectlinstance
FROM Attribute-ASNiModule
{joint-iso-cszcz ms(9) smi(3) part2(2) asniModule(2)},

NameType

.FROM ASN1lefinedTypesModule
{ccitt recommendat:on m gnm(3100)
informacionModei :0)

— asnlModules(2)
asnlDefinedTypesModule (0} };

-~ EXPORTS everything

Address
AddressSequence

ForwardMetric

IpForwarding
IpForwardAge
IpForwardIfIndex
IpForwardIiafo
Ip&'om:dﬂex:lxop
IpForwardPolicy
IpForwardProto

other
lecal

netmgnt
icnp

HEE
s sm

{

GraphicString (SIZE(64))
SEQUENCE OF Address

SEQUENCE OF CHOICE

ncne NULL,
mezzrxc INTEGER

}

(21,
(3),

28

SCOLEAN -- TRUE reflects forwarding
SEQUENCE OF LPerCocunterRange
SEQUENCE OF Objecctlinscance
SﬁQUENCE OF OBJECT IDENTIFIER
SEQUENCE OF INTEGER
SEQUENCE OF INTEGER
SECUENCE OF INTEGER
-~ none of the following
-+~ non-protocol information e.g.
-- manually configured entries

-- set via network management protocol
-- obtained via ICMP e.g. redizect
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DEFINED AS  [err] This summarylnfolD is an attribute type whose val ue can
be used as a relative distinguished nane when nam ng an instance of the
summaryl nfo class and its &&bcl asses I'err] Synt ax of New Attributes
LanDonai nhbdul e {?}  DEFI §FT] ONS II\/F’Li CI T TAGS : BEG N | MPORTS
GircuitBandwidth, Intergerff.~Name ;9 FROM FORUM TYPES- GDVD- t

{f orum nodul es (0) types- QdwkdshsisBid 3y, Count, Objectlnstance FROM
Attribute- ASN Modul e .somuns{;aoucn.t -iso-ccitt ns(9) sm (3) part2(2) _
asnl Modul e(2) }, NojmeT5sges-1s 129, FROM ASN1Def i nedTypesMdul e
{ccitt recommendati on m gni#s %IEFO) == i nformati onModel (0)

asnl Modul es (2) sEr3pShfDef | nEd Typeshbdul e (0)}; - EXPORTS
ever yt hi ng Addr ess °%9*% *""f' G aphi cString (Sl ZE (64))

Addr essSequence SEC}ﬁENCE= of AQdress ForwardMetric

SEQUENCE of CHO CE {

none NULL, IcForwardTite 1= sEGUENdECos MFFEGER

REPLACEMENT SHEET { 35 | pForwardi ng " BOOLEAN

TRUE reflects forwardi ng ©otk&rpf or (#4r dAg@one of the foll=BH@UENCE OF
LPer Count er Range | pFor wafFtiEd ndidk. -~ an igprddgaeR TF°hj ect | nst ance

| pFOI’V\B.I’ di nf .= zp: (B\TE'EF yresnnectead subne:woz:x
: b3 --_route to a non-loca
-- host/nectwork/subnec
} 0..255
LanPortindex t:a Zatege;:ls
LanPortLascChange ::a INTEGER..-- 32 bit
LanPortlLink - ::=SEQUENCE

{
noOfEntries INTEGER,

" connections SEQUENCE OF CHOICE
{
busConnecticn {0] NULL,
name (1] Name -- NULL reflecting
-- 'not connected'’

} o0...823
}
LanPortSpecific ::= QBJECT IDENTIFIER
LanPortSpeed ::= CircuitBandwidth
LanPortType ::= INTEGER
- { -
other (6), -~ none of the following
regqularl822 (1),
hdh1822 (2),
ddn-x25 . (3},
rfc877-x28 - (4),
ethernet-csmacd (s),
i3088023-csmacd (s}, )
13088024 -tckenBus (7,
iso88025-tokenRizg (8),
isod8026-man (9),
starlan (10},
proteon-10Mbit (11), -
proteon-80Mbit (121,
hyperchannel (13),
- fddi (14),
lapb (1S),
sdle (18),
dsl ‘{17, .- T-1
el (18), -- eurcpean equiv. of T-1
29 —
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1 pForwar dNext Hop : =SEQUENCE OF | NTEGER | pForwar dPol i cy

SEQUENCE OF | NTEGER | pForwardProto : =SEQUENCE OF | NTEGER {

ot her (0), - nonssed:zsthe fol | owieg | ocal (D, -
non- prot ocol information g:garyisiy (20), -- propristary segiphial |y
configured entries FreeiRegPRTcPOznzSer2alDY21). get via networ k managenent
pr ot ocol I cnp rFP ., :g.oZénat-:x obt E ed via ICWP e.g. redirect

egp (4),  4u8 2hD) . < cump ovBldz0 (6),
rip (7), .,LgoLQS&QLs i's 28, ‘(8), i sol O747is-is (9,
i s09542es-i s (10), as:fl scol grp 126, 11)-xns over -HbnSpflgp (12),
ospf (13), siihgp (27)(,14)-genez=z 3212 } 0..225

| pForwar dType SEQUENCE OF- NTEGER. -- ULTRA ¢ scanolagimer

(0), - none of the followshg invalfi”d} 0..255 (1),- an invalidated
route rect (2), -
route to directly cé‘ﬁ?@@t“ga'?ﬁﬁnet\i\brk‘“t {o. 423‘967ﬁ%sqrect 32Bit 3y
route to a non-localygeerasarn ::= NameType - host / net wor k/ subnet

} 0..255 _ LanPort | ndex | ntegerl 6

LanPort Last Change: ==bddeE4BERD. - 32 bis YameType LanPort Li nk

SEQUENCE { noOF Entri es | NTEGER, connections
SEQUENCE OF CHOl CE SummaryInfoID} ::= sameTypesConnection  [o] NULL,

name [ 1] %ms - NULL reflecting

-'not connected’
Naming
The following name bindings shall be used as defined in the NM Forum Library.

addvValueEventRecord-nb-1
agentConiormantManagementEntity-nb-1
alarmRecord-nb-i
attributeChangeEventRecord-nb-1
compucerSystem-nb-2
deenroclEventRecord-nb-1
enrolEventRecori-nb-1
equipment-nb-2

equipmenc-nb-3

eventLog-nb-1
eventReportingsSiave-nb-1
locaticn-nb-1

location-nb-2

network-nb-1

network-nb-2
remaveValueEvenctRecord-nb-1

O I T I I B R

The following name binding specifications have been defined for the extended
specifications.

portinfo-lanfort NAME 3INDING
SUBORDINATE OBJECT CLASS portlInfo AND SUBCLASSES:
NAMED BY
SUPERIOR OBJECT CIASS lanPoret:;
WITH ATIRIBUTE porzIizfolD:
CREATE WITH-REFERENCE-OBJECT;
DELETE ONLY-IF-NO-CONTAINED-OBJECTS:

REGISTERED AS (?};

routeTable~equipmenc NAME BINDING
SUBORDINATE OBJECT ZLASS routeTable AND SUBCLASSES:

NAMED BY

This Sheet Has Been Rep
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} 0..1023 } LanPort Specific OBJECT | DENTI FIER  LanPort Speed

Ci rcui t Bandwi dt h LanPort Type | NTEGER ot her
(0),” - none of the fol IQ_wi.p-g- -sz—=regsd arl 822 (D, hdh1822
(2),. ddn-x25 o Tore=m(3brary ol ¥ EBlefmdcdDequizzenc: (4),
et hernet - csnacd (5.):,.- ,r:?:smoﬁ:&%&zeznsrracd (6), i 088024 -
t okenBus (7, - | SESEOPGE-REFRFERITREAFGCT: ( 8) i SGB8026 - “man
( 9) , st ar Lan - ZELZTE .‘?L-'(:IW;CS:?Z‘A::ED-OBJECTE: _ 37
proteon - 10Mit (11)..coeee .55, Proteon - 80Mit (12), -
hyper channel (T8> 7 Y 1 ddi ' (14),
| apb (15), sdl c (16),

" dsl rddddaz: s-cFpdzersugren vave Shons (18), -
european equiv. of T-1 s:'sca::.a:: 22308 i26dSSDfcuzaTabie AND 3uCLBEES
pri maryl SDN (2@yEp =¥ proprietary serial
pr opPoi nt ToPoi nt Ser i al -(‘?3)2-1 35BS RS Ppp . (22),
sof t war eLoopback (23) ™ Forim wilragppps - SupplemRactisimmu ueeXEYSH*M: . CLNP over
| P et her net - i&’ LI "jj:‘_,_ﬁgﬁfzf:c‘; nsi p
(26), - XNS over IP Z‘.,...‘.: b4 Ro-cowea-wEp-casEcms: (27). - generic SLIP
ultra (2'"5‘ - ULTRA t echnol bgi es ds3 -
(31) } 0..255 LPer Cougg-er=Renge .7}; - = Count {0..42494967295} -..- 32
bi t Port I nfol D - NanmeType Rout eTabl el D
NaneType Summar yl nf ol D NaneType

ThlsSheet
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END - Narri ng The foll ow ng name bindi ngs shall be used as defined in

the NM Forum k}? ps Bbvn j f:zuregd\é[ éﬂ’?g%l%n eﬁﬁeﬁgx{agfﬁ%n{}?rcs Otrl_n(:jL N Toc_ic! on an internal

38 - agent Conforman nagemen L. .
at t ri but eChangefgememe infprinatipn]base (fbﬂghﬂer@ystﬂlgmnnﬁel 2s -updated with information

deenr ol Event Reeak ek RmlsN M?Q&DA:EE?E&E@&Q& JifdRiqdipmeatiod WAN n}q'hg mformanoBl L

equi pnent - nb-3 - eventLo event Reporti ngsS| eve-nb-1 - location-n

bl
- location- nb‘52°°°"ﬁ€th9(/d‘|“%Nr%ﬁP panager 83, 8f theslpment W%Véﬂ/ﬁ‘?%‘éﬂ\‘i?ﬁﬁ%m tprmn- 1

The fol | owi ngsuirabie fbi stoiage ichedhtetaBMIBIBI Byaceavdision migis swed for the
ext ended specif ications. portlnfo-lanPort NAME BI NDI NG SUBORDI NATE

OBJECT CLASS portlnfo AND SUBCLASSES,; NAMVED BY SUPERI OR OBJECT
CLASS | anPor tThe elemenfinfadager TRIiBilTdes p3MIPdgeh {35 which cdiRfofdkunicate in CMIP with

REG STERED AS T3, meiager 36 of dismetvorhtmtator 2 v BMiR el 9 htprs i e

REG STERED AS {?}; routeT
OBJECT CLASS 'Pttad MBI via\pynsession asaps$7 which conyamtheSMIP into theispemmaityused -

OBJECT CLASS protocol. "NM Forum Li brary Vol 1 Supplenent”: equi pnent;

W-TH ATTRI BUTE r out eTabl el D CREATE W TH REFERENCE- O3J ECT,;
The LAN element manager 16 is characterised by the network manager 20 as a model
mapper and there is an indirect relationship between the CMIP operations between the LAN
element manager 16 and the network manager 20, and the SNMP operations between the
LAN element manager 16 and the SNMP operations on its associated LAN. The operations
on the LAN may result in changes to the internal MIB 81 which may result in CMIP events
been generated.- A CMIP M-GET request issued from the CMIP manager 86 will be
serviced by the CMIP agent 85 by rcférring to the objects defined in the LAN object model

stored in the internal MIB 81 via the conversion means.

If the SNMP manager 83 receives knowledge of a new device on the LAN, the MIB 81 will
be updated leading to the generation of CMIP Enrol M—-EVENT-REPORTS which are sent
to the network manager 20. In this way the network manager.ZO is made aware of new
devices on the LAN (or reactivation of the previous devices) and an auto-discovery feature

of the element manager 16 can be utilised by the network manager 20.

In the other direction, a Scoped M-GET request from the network manager 20 would be
translated into a”whole series of SNMP GetRequests and GetNextRequests as the element
manager 16 attempts to obtain the latest SNMP MIB values from all the devices it manages

on its LAN.
CMIP events will relate to the LAN or software applications running on the LAN.
The status of LAN devices will be conveyed to the network manager 20 the status being

whether the devices are "up”, "down" or "going down". The devices also indicate port link

loss or loss of service from peer LANs or LAN devices.

32 T
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DELETE ONLY- | F- NO- CONTAI NED- OBJECTS;

SUBGRDI NATE. GBI A RS TR et e B K o bt i e
SUPERI CR OBJECMIEL$SS These are operypipmaiftarm aidradmjoiysative§tatsy ppAtipibate” Change

conput er Syst en‘lronncanow Wit &BIE':%EJOQ%%I ef irpanv of the S dEthe instances.
W TH REFERENCE- OBJ LETE ONLY-I F- CONTAI NED- OBJECTS;

REG STERED AS {?}; rout e TabI e- equi pnent NAME Bl NDI NG SUBORDI NATE
OBJECT CLASS r[ﬁl&dﬁ&bldﬂtoﬁm pﬂ:ﬁﬁkﬂ&SEﬁ lanPort mbiyEDoBi¥ct class is BhddEhidRs m.i]VEGT

%I’ ?%SBUTE r out eci‘ﬁlﬁ e%:%r“y 'mmli Imb ‘PEOl c]Il SEEEEI‘-QI’:’I‘\%EE%E%*EO senﬁ an &[ﬁf\é!

ONLY- | F- NO- CONF\paifEioulaBpECo6the LAN deviRE@laS ltaRpieseAS- {The;loss wild e éndicated by the
Tabl e- conput er,gysh et NAME, Bl N SUBORDI NATE OBJECT CLASS rout eTabl e
AND SUBCLAsSES s mistoRr B o e oR CRUECT OLASS " NM
Forum Li brary Vol 1 Supplenent": conputerSystenyt W TH ATTRI BUTE

rout eTabl el D; software apgga‘ﬂﬁs WnIH‘gBEEERE@JGETmem gcneratpﬂ—EﬁNT—REPORTS
ONLY- | F- NO CO;I’ Al NED- CTS STERI%D AS

40 or example, when an apphcatxon is started for the fx{rst time in a real computing resource,

the LAN element manager 16 will detect ‘this and create a new userLabels entry in the

corresponding managed object instance, computerSystem. The CMIP agent 85 will then
send an addValue M-EVENT-REPORT to the network Manager 20. When an application
is removed from the computing resource this will be indicated by the deletion of the
corresponding userLabels entry in the MIB 81 and the sending of a removeValuf M-

EVENT-REPORT to the network manager 20 by the CMIP agent 85.

If an application listed in the userLabels should fail and this~is detected by the LAN
element Manager 16. then it will send an M~EVENT-REPORT to the network manager 20

- with the following attributes assigned:

eventType: processingAlarm

problemType: sfwrEnvironmentalProblem

severity: ma jor

problemText: "application <applicationName> has failed” -(wherc

applicationName is the application name)

Subsequently, if the application becomes functional again and this is detected by the LAN
element manager 16. then it will-send an M—-EVENT-REPORT to the network manager 20

with the following artributes assigned:

eventType: processingAlarm
problemType: sfwrEnvironmentalProblem -
severity: clear
problcmT;xt: "application <applicationName> has restarted”
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As is shown in figure 8 the LAN el enent manager 16 stores the LAN nodel on
an irnternal managenent information base (MB) 81 and this nodel is updated

with i nf or matThenE AN eddmany ofanagar SRIVRYHsfunp SNMP SeRrauest &) the MB dvgeptdat on

the LAN. The ghnkohaRidsel he sKEGCAREH dVda8 nalVEpoRD 808 R3udt ahM-EVENTUL
manager 16 and converted into a form suitable for Eqrage _tn t he internal
MB 81 by corRERQRT s spakfythg petworkmanages 20 yyiththy followingauribytp galues sepy p
agent 85 which can conmunicate in CMP with a CMP nmanager 86 of the

net wor k manager ZeQ,.cm'lihee.CM P a ueln}ncxfls 1San interact with the internal MB 81
via conversion means g7 whi ch “@0RVETTs the CM P into the internal ly used
pr ot ocol . The Lpxbblelmdiypert nmnBewprnst6 i s characterised by the network
manager 20 as a rgg_gl&g mapper apg.fihere is an indirect relationship between
the CM P operations i ween the LAN el enent manager 16 and the network
manager 20, and t#febleR¥PxHper M9 BirEEOREN t he LAN el enent manager 16 and
the SNMP operations on its associated LAN. The operations on the LAN may

result in ch gses t.0 theli nternal] MB 81.vvhi$h may result in P events
boen gener at a0 AYBRPEAAIE: Will be SE5% SEARR BF SRUIARSEATRE SBIF SRS
be serviced lbspredeetigd/tie hgdhteBée that ischa@rrespogding tbhibe mbjvaxk snahagdarrizdd Thet he
LAN obj ect : i . [ L) cQnV, |

't the Sve SEeandhSEEaBbdbSill BeSeN® aliefed dn (EMIBRIAS! M ORRR,
MB 81 will petilieatiencwill bssantig thoratwerkynarager 20by GMIERR®mBAY 0]

M EVENT- REPORTS whi ch are sent to the network manager 20. In this way the

net wor k manager 20 i.s ma aware of new deyices on the LAN (or reactiyation
of the previ &Lfi“rﬂ’é\ﬁlé‘ééyggﬁ%la%ﬁ?’%ﬁfégﬂé&?&ﬁ?‘ Pagagst %6'(5@ 4°§fé‘°éfsé’ﬂﬁ‘§fttgcn
rmanager 16 camfultRertUM-EVENT-REPORT Well b0 sént/Bynhe @lemdat manigder t1hco Clid1Rétwork
direction, a_Scoped,MW.CGET reqguest fr. t he nefwork manager 20 woul d be
transl ated if} Bféér\%ﬂ&'%&ﬁ% S atgl\ﬁg]‘&%ﬁesﬁ ests and Cet Next Requests as
the el ement manager 16 attenpts to obtain the |atest SNMP M B val ues from
all the devices i es on, NS CMP events will relate to the
LAN or software 5%70 Icati onsner‘tl?‘f’:lhll ng oﬂmt he LAN. The status of LAN
devices will be emMayEYPet o t2ReARASHrk nmanager 20 the status bei ng whet her
the devices are ‘sgirity:" down" @gar” goi ng down". The devices also indicate
port link loss or |oss of servicge frompeer lﬁANs or LAN devi ces.
REPLACEVENT SHEE roblemText: device responded to po .

1 2 NOV 1997 41 The LAN device

adm ni strati i | st s_are diwven by t attri '

B B Theble HbudBRARS rilS uefl i S T ANER elebliOnBh ebSHE Pad il
Change Not i fTwens inshislewi | | provi de indication of changes in any of the
states of the instances. In order to indicate a port link loss the

| anPort managed object class is used. This is _derived fromthe equiprent
managed obj ect cfAd¥asng pr ovYhigkindirates ghatithe SNMPagent 'éﬁ"&*“&‘?"ﬂ*'&géﬁlgi"c"ht he
particular part on the LAN dewdt¢ke 4g8ads dohfigRaties 8Nprotocdiiit plefcatatioh mayee

i ndi cated by the transm ssi o% arm event type. Sof tware applications
runni ng on devices on the LA faet generate M EVENT- REPORTS. For exanpl e,
when an application is started for the first tine in a real conputing

resource, warmStart which indicates that the SNMP ageat is reinitialising itself but

neither the agent’s configuration or protocol implementation will

be altered;

linkDown which indicates that the sending SNMP agent recognises a failure

in one of its communication links;
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.the LAN el enment manager 16 will detect this and create a new userlLabels
entry in the correspondi ng managed obj ect instance, conputerSystem The
CM™P agent 85 wi | linkUen send avhichoid¥izhaetbt BYESEHIRCSNP agentirérogniststbatione
Manager 20. Wen an appli cati%pi[jsgoég MEELS 1AW hfi&om@rput i Ng resource this
w Il be indicated by the del etion of the correspondi ng userLabels entry in
the M B 81 and t'he sending of a renoveVal ue M EVENT- REPORT to the network
manager 20 by the,ehMoifica@ilt Shich inlifcad AP el NMP Qfent ihed Rdeived 4NSNMP -
user Label s should_fail and this is detect edwg%/’ tpe LAN el e‘r::reg.th. I\lana?er.tl&
then it will sendFail¥rs EVENT- RIEFeRE Y “oh BOLRIPRE P BIPRS00 Wi B A SEHE™Y
followi ng attributes assi gneddevice and is &venthéy@aa: unauthorisqal attarss| tocpkas or
probl enType: sfwr Envi ronnent al Prgbl.e .. ri,t.Y. . ]

pr obl enlext : "application Egaﬁﬁf" |9’5'a %ﬁﬁﬁﬁ%‘g%eﬁég'shc %ubf teragger &h%grtgé?sf of
applicationNane is the appli catimsarrpeimysword SUERSERNRIFR Stxing/ppme.Ehe emission

appl i cation becones functi Onabf Flﬁ?'m A bd Bhischbd "R bP G PToPibnde AN R ices;
el enent nmanager 16, then it w seng an M EVENT- REPORT to the network

manager 20 with-the follow ng attributes assigned: event Type:

processi NgAl arm egpNeighB6:Qbl € WhydhGndicatsd that N Ekief6NE Rk b PPRIb@IMeighbour is

severity: cFear r obl egPTex : ’ aggl . cat i on <a sLt)l_i cat i onNane>
Loss not reachable and the relati ship no longer exists; 42 The LAN

has restarted"
el ement manager 16 may i ssue a SNMP Get Request to the SNWP Agent 82. If for

sone reason the c§l{\1%ﬁég_ent 8ahggqg%irgg}%blg%§ﬁgpgﬁﬁ %)%l;iz PEQRRSEs A edVE YT

REPORT is sent to the network mana owmng attribute
val ues set: Specifigent Typespecific expal gwermcapredn The papicylarcopppevill be
noResponse severity:  jdentififd Wih@ the messaPs.OPFHROERNVs the udtOof @8RONSE

to poll™” Thi s equi pnentAlarm_w || be—-sent agalnst the equi pnent er
obj ect instance representing HhardANpraRRistREY (TiaRs. | at, are r‘&g‘ﬂﬁ d'innéh"tngaﬁe

network manager 20. The oper agiedfodt 8drea pdrtibhibtL ANVddviceheTiR&ntdrprigtspaified
on the MB 81 and an-attri but,gChag%e. not | fhcafli on WJ I t'beu Sente 1o trpgula
network manager 20 by CM P aglWP c@&ainsa ppmfirihstidentifics the agfurgof tae particylar
the LAN el emrent manager 16, téwentei ks ocagpmiads t hen a furt her

M EVENT- REPORT wi Il be sent by the el enent manager 16 to the network
manager 20 with the follow ng attrirbute val ues set: event 'I('Jyge:

equi pnment Al afhe informatignyfyo sseTraps wilkdsppempsd to the ngwark jmapager 20 by thg oqr

clement manager 16 in a2 manner which will now be described.

Let us suppose that a coldStart Trap is received from the SNMP agent 82 by the network
manager 20 indicating that either there is a new device or that a device that is known has
béen reinitialised. -

If it is a new device, then it will not be known to the element manager 16 and not be
modelled on the MIB 81. A new instance will be created on the MIB 81 to represent the
device and an enrol M~-EVENT-REPORT sent from the CMIP agent 85 to the CMIP ’

manager 86 of the network manager 20 to make it aware of the new device.

If the device is known and there is an alarm or alarms against the managed object instance
that represents it, then it can be assumed that the alarms should be cleared. An M-

EVENT-REPORT is then sent to the network manager as before but with attributes:

Been

il
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pr obl enfText : "devi ce responded to pol " The various SNMP Traps
generated on the LAN will generate event reports. The SNMP Traps incl ude:
col dSt art vitveetT vPeidi cat 83UipREIAAT® SNVP agent is reinitialising

itself such problemType: thzs will bl tR@barkd\&s (AEENEmM Br GRaFhE Meﬁttb fdidate the
prot ocol inplenent at| on may b

war nst ar t whi ch i ndi cat é’ég‘f‘ﬂa’f“"f (ARt Luh ”'i"’s“@’e’f’ﬁ?'ffffﬁ *si ng

itself but severity: clear neither the agent's configuration or
prot ocol inplenent at MP cold T ¢ be al tered;

| i nkDown Blgmrc'éf' cateN %a? ?tﬁ" R RNC e%NI\/P agent recogni ses a
failure in one of |ts commnlcation | i nks;

43 i nkUge 5 coldStart Trap icERed RIMCAIRY Lhﬁ‘i dENEe AfRNEERGs mstﬁﬂﬁi{alarm

recogni ses that on: its connunlcatlons lin s has
come up; or alpnmp Sfferdyargaingt the, mppsged rﬂhl?sat*%%antcraéba% BTSRRIt ita (RAR

received an SHVENT-REFORT itfséat to the networkBas4p@£20 Witk thedslicwihg ﬂh@lilﬁédaysngncd
authenticated. This is a security device and is sent
when an unaut hori sed attenpt to access or change t he
LAN devi ce is nadevedtTypan be ¢quigganéliriy the use of

an incorrect pass 'y ﬁH ¥ ﬁ&{l ng/ name. The em ssion
of this Trap can g@“si?/\xng %':% SE’ Or “off" for some LAN devi ces;

egpNei ghbor - WEEYSRItY: ndi cat e‘é!altnma an Exterior Gateway Protocol nei ghbour
is Loss problemTeAtOt I'SRME&igStaRdrig\RpbREdt | ONshi p no | onger

exi sts; enterprise- whi ch indicates that the SNWVP agent

recogni ses an enterprise Speci fic speci fic event has occurred.

The parti cul aIf th EAN deivick hidcbeen reinitialised following a fault thenditdpetativdal8tatehinibuskee
g?i;??: t a;rcl isl.ofatlhlc: %X\gﬁsg{maeméﬁgé\ﬁ{dﬂ% 3 mana%eﬁi obmcbxnstancc may have prev%u@lr}qgéndsct to
ext ensions f odlsaablphr'fheuﬂom is kheNcolfiStart meankithe demicr has irg-ddipialised; ig is also assumed
Trap cont ai NSy,g, &ursparagamsmee qgnbhzfe'vsﬁctcka?w@ﬁaugea fafcnmed RAE m -alnar MIB 81.

event that has occu he 1nformation fromthese be mapped
to the networfnREsRgte chapgeotififatien knisdicaieaia Ghansgavifl ﬁha! Eﬁfﬁ?élm i REEW AR |
now be descrifgsheer 2d.€t US suppose that a coldStart Trap is received from
the SNVP agent 82 by the network manager 20 indicating that either there is

a new device or that a device that is known has been reinitialised. If it
is a new devi T wadneSnark Trap will beotrealesl ik reaadtlyt the sdnee mhemeras theagobd$eart Tpand
not be nodelled on the MB 81. A new instance will be created on the MB 81

to represent the device and an enrol M EVENT- REPORT sent from t-he CM P
agent 85 to tlia l@gNgDRwn Trap is sent by the LAN SNMP Agent 82 to the element manager 16, the

manager 16 will determine which lanPort Managed object instance corresponds to the Trap.
A CMIP M-EVENT-REPORT will be sent against the relevant lanPort instance to the

CMIP manager 86 of the network manager 20, with the following attributes assigned:

eventType: transmissionAlarm
problemType: linkDown
severity: critical

problemText: "SNMP linkDown Trap reported”

The linkDown Trap causes the operationalState attribute of the corresponding lanPort
managed object instance to go to disabled value. an attribute change notification will then

be sent to the network manager 20.
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manager 96 of the network manager 20 to nmeke it aware of the new device.

I f the device s Kk and there is_an _alarmor alarns agai nst the managed
obj ect i nst anét“tl‘rf’%gygr] CrApis st by 4n SNMB Agent 82 0 Hhs clemsntarpanageii16; Hhe clements
shoul d be cl eanandger/A6 will dei¢bhike RBRBAAnPost MbBLiged Shjectlifstdnee coredspBids tdTthie T,

bef but W try ; . . . - .
as betor eevgnt%yg?%févggggglEgoaT Wil be sent agamatr tc‘):lglr%l&m JanPort instance with the

44- ) ment

the sane as t fellatring aitrjbutss assigged:ai sed to indicate the B
originalfault condition(s) which this alarmnow clears severity:

cl ear probl enlext : "SNWMP col dStart Trap reported” If a coldStart

Trap i s received f46MIIPKnown IARIRIENA2Tdhd there i s no outstanding al arm

or alarns already pagsleaTvpd:he nek@ged object instance that represents it,
then an M EVENT-REPCRT is sent. to the network manager 20 with the

fol | owing attri but®™¥Esi gned: 13T event Type: equi pment Al ar m
probl enlype: unppelded Fext: "SNMRUegkUp\rap reportddir ni ng pr obl enlext :
"SNWP col dStart Trap reported” If the LAN device has been réinitialised

following a fault then the operationalState attribute of the corresponding
LAN Model nan¥qelipkdgverTraphad prrvioushiybepmsent pgainst thedanPosic araneged objectiins@béed.

Therefore i s inkg tBOlABUPtrap 8IS dshEcIERViof SheASrrl Codddidd BlussPlly did uﬁmﬁ{) 0
assurmed that the operational State agttri bute value can be changed to enabl ed

in the Internal®PM B *89PeraCRaI4IF Bt AT cchapgssitp carblerh 20 ap JHributecchangs
change wil| thmifidacoseill bt ecdt Agaife thOkakPore BRAGEIed FDject infRacelar NSt art Trap
wll be treated in exactly the sane manner as the coldStart Trap. If a
l i nkDown Trap is sent by the LAN SNWMP Agent 82 to the el enent nmanager 16,
t he manager 16 adiskUpdiren s 1sccivgd ad tharsPisrio distimgeu witstocting liskRovoe Trap to

corresponds twhith corRBporfs %B%wmgg}%‘# v&iﬂﬁgé ﬁ%&e\%&?ﬁs‘l '&?ctreie-ognt

rel evant lanPort instance to the CM P manager manager 20,
with the fol I'Bf95yingtepes Kith dhe tollewipgagtributes assignedy ent Type:
transm ssi onAlarm _- pr obl emType: | i nkDown severity:
critical prc;bl e{nTe.xt : ) SNIV,P,IIH}kDO\/\n Trap reported” The |i nkDown
Trap causes the op&rariPSnal St APBSBEYMHATR of the corresponding | anPort
managed obj ect i npobieedype go ubspedifiedbl ed value an attribute change
notification wl 'sc%}?@: be s.ewmgigg-t he networ k manager 20.

problemText: “linkUp Trap reported with no outstanding SNMP linkDown

Trap”

Some common makes of LAN equipment for example, Cisco routers, when they are
switched on or rebooted. will send only the coldStart Trap followéd by linkUp Traps for -
each port. Thus, it is possible for the linkUp Trap to be received when the -equipment is
first installed or when the cqui;!mcnt has reinitialised and no previous linkDown Trap has
been received. -

If an authenticat.ionFailurc Trap is sent by the SNMP Agent 82 to the element manager 16,
the manager will determine which equipment or computerSystem managed object instance
corresponds to the Trap. A CMIP M-EVENT-REPORT will be sent against the relevant
instance to the CMIP manager 86 with the following attribute values assigned:

eventType: environmentalAlarm [sensor alarm}

—_—

—_—
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45 If a linkUp Trap is sent by an SNMP Agent 82 to the el enent nanager 16,
t he el ement manager 16 will determ ne which | anPort Managed object instance
cortesponds to tharoplesplyps: CMIFStISIOORRIFSHEPORT wi | | be sent against the

rel evant |anPort idvefigince W t hwihmgf ol | owi ng attributes assigned:

Sevority. " coanpeted” ToRbe apseeBeben iR g ppe TR Rom A" |

a |linkDown Trap had previously been sent against the |anPort, managed
obj ect insta : |

condi tion catrjghgedé agg&t %g%ﬁéa{:%t’%n%l{f?g%@ %g&o%éfﬁﬁéﬁg!fo_ E‘géeeagtgtt?%‘%é{ng Ulgl ue
changes to eri@pheedt advfessrvhigh vasyhe eouserapfgide aiiempled antrusienni | | be sent

agai nst the | anPort managed obj ect instance. If a linkUp Trap is received
and there is no existing or outstanding |inkDown Trap to which it
corresponds tihan cgpNaighbogk es¢/ERFP. iREPORS %W §YMP & serifi2 ta 4hs slement mranagar dfathe

| anPort inst ailfmgw whi Hé’terniigll: I“meémgmﬁﬁéd:mtt@&fpa&gs;gmﬂ managed object\ifdldnkype:
transm ssi onAl arm obl emlype: unspecifie . Seyerity:

Warning . coBesondsipby Trap orfeaiqr, The slercat mapasgr 1 il 3150 SRt rom e P
| i nkDown variable bindings the address oflthamtighboGtnpxdevizafom whicbaswotiatidi\has been
equi pent f ol exa VR hY; ' &YoGhe CMIP
reboot ed, w is se%g,nr&t e c% tRSpar":’ raB ?‘%‘1"8&'@&’@“?‘% UB T?gpescfor
each port. TIpRagsr86;with thefplowing atirippte valuskessisTedip t o be recei ved when the

equi pment is fi 're'%n,u?ggzal | edegtipméRAldriae equi prent has reinitialised and
no previous |inkDo rag.has beeﬂ [eceived. I f an
aut hent i cat i onPaiBBPEmTYEY i sextesppllfyevierlT Agent 82 to the el enent

manager 16, the sewsriager W | | cidddabr m ne whi ch equi pnment or conput er System

managed obj ect instanc corr to e Jrap. A R EVENT-. "
w il be sent agaipﬁége?‘?g % el eW‘gﬁs’ﬁé '&%E%ur;’é‘g?ﬁg rﬁﬂﬁd ﬁ’%‘aﬁélﬁg@% ‘5;%?% t he

following attribute val ues assigned: event Type:
envi ronment alrAl g ol BT OBleATE Atribute marked <egpNeighAddr> should be used to identify
46 probl emlype: I nstrusi onDet ection severity: Vr ni ng

pr obl enfrext : the addrgspot; theptharirputes {Iamvehichassociatigs has besn 8- f r om <aut hAddr >"

If an enterpriseSpecific Trap is sent by the SNMP Agent 82 to the clement manager 16 it
will determine which equipment or computerSystem managed object instance corresponds
to the Trap originator. The element manager 16 may also determine from the variable

bindings the precise meaning associated with the Trap.

A CMIP M-EVENT-REPORT will be sent to the CMIP manager 86 against the relevaat
instance with the following attribute values assigned:

eventType: equipmentAlarm

problemType: unspecified

severity: indeterminate

problemText: *SNMP enterprise specific Trap <Generic-Trap><Specific-Trap>

reported”

It will now be readily appreciated that the element manager 16 acts in the manner of a
protocol mapper. The network manager 20 holds in a data store (not shown) inventory

details if the equipment modelled on the network providing the user with a knowledge of

38 ——
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The part of the probleniText attribute marked <authAddr> shoul d be used to
identify the apparent address which was the source of the attenpted

i ntrusion. | f an egpNei ghborLoss Tr is sent, by the SNMP Agent .82 to the
el enront _managebe BEAAPR bt Srprk. 3BF bramAe eI G ehihe Gruibment3ad
conput er Syst eronpogdtend magdged 0bjeamndasss auaydezomasd using Inforraion avaitpbledfoah .
The el enent Lyl 0 ] A - d.ngl t

2ddr ose of t hao ST NrB it sxigk FOP LSl St b rilcibef s YUK P S
CM P M EVENT- ﬁﬂi@%ﬂmﬂ obiject sysQbiactiB) ansk the gepedaxtcartrihute pktherrqnipment manapef o
nmanager 86 Wi tojdchladsab e dadrréih lthd $NIU® obidc§RDRSR] gned: event Type.
equi pnent Al arm pr obl enlype: ext er nal | FDevi cePr obl em severity:
critical pr obl enrext : "SNMP EGP nei ghbour | oss Trap reported f rom
<egpNei ghAddr Networkhgerfrafnanf willniee ¢fr iabdr@0 e e Bt 6f thdinRtwiark ke@thager 20 and the
<egpNei ghAddr >_shoul d be used.to identify the address of Qt h rout er
T o i ch as Saeta ufleRRadtriu v paGElta leby i BREACR raBlrcdo T Wil cdaBle Bt
sent by the SHr@eciiereef cc@gestion phed petertind problemsagrethei@twarkwi | | det er mi ne whi ch
equi pnent or conput er System nmanaged obj ect instance corresponds to the Trap
originator. The el enent manager 16 may al so determne fromthe variable

bi ndi ngs the PlEBrorkPerioamarss ppsypierstineiuds the qotats in apd out of pagfipular ports, the

M EVENT- REPORRuibbtd ofénksoWh prétoéd) @adidvlsRe bAVEU0A a Bt 20 drbd hadkBR ifh @h@%aNnds a

instance with the follow n ttribute values assigned. event Type:
equi prent Al ar RPFt 2ad incgming &ﬁ?‘i";ﬂ%“.’“g p“ﬁﬁ‘éﬁé’&?‘ldf"zﬂt £ port. severity:
i ndet erm nat e pr obl enlrext : "SNVP enterprise specific Trap

<Ceneric-Trap t fel. C= Tr . . . r rted". .t w]l
now be readil T‘;ggglﬁie%b Cﬂ%agﬁ%qlc?hcéasse fu'es‘rr?snnfl mr‘r%‘h%g"é?“i’é vghg&s 5 %’rfvﬁ% fﬁpa% ﬁ%’r
of a protocol ect THaOeretsdthk opdirenyBackeg attoibdts is derivedafirom SfQntBrrprsot
shown) inventory details if the equi pment nodel |l ed on the network providing
the user with_a kngéﬁ edge of

4 7 the physPtsr Pepemance grramgisrnhBanstlxte trdhe termpt RrotacalelPat For gyampley sheyes

of the e?ui pnebil ik 1P QaFkEtLhoty st @MaiRialid ddoRie ! thelr Hteaér st BRalSiapiCipd
using 1 n ornat |

vai l.apl.e formthe S M B-11 groups, . For exanple, the
atteibute pr o%?ﬁg‘%lﬁaﬁ‘éﬁrd?cgtha'éﬁhl PEE FTBm CRE péf\?fW“i‘/’?B’-“l °‘{5Bf‘£f§tc°§§fg€ﬁf’ét§'t‘?sD
and t he typeTiexthe atlevanyumanagdd ¢lject adass, dpSurh manyhsfgewlitiv ajteibttecphelivers deidgy ed
fromthe SNVRiQRI % ; LK: r5: ) Ly £l rest to
the user of t.ﬁe h&e}? %/\%n% ﬁgﬁeélrv °'5'§ﬁ zg)rf;g c’tb heggééa‘f{ van%g‘}u\r%%rbr%%?i%ﬁwﬁkﬁmbéhe
passed to it 199“53‘?6%4‘%“?‘&%@?&9& 16. This will enable the detection of
congestion and potential problenms on the network.

il
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a port. The portlnfo nmanaged object class has an attributé€ i 8Cctets
is derived fromthe SNMP object if InCctets. The out ErrorPackets attribute
is derived fromif QutErrors.  Oher performance paraneters nay relate to

t he I nternet. PretmiacdrndtRorksystemcatipticing k iphurility af interfinked démpatck attsvokiasc eache
of an invalid a heij r i | B .
di scarded t houg %%\‘%tﬁ hu‘m# P assoc%?é}PSLna i arrgi%géés%géro é'mnrr'gl élp gnghg%?ﬁtogrm
attributes int hespmwe\»amorhmaééﬂ neb\joebmea!a@snt R%‘SMF lepst sempq managers

attribute ipl nDeldyfhSmbPslsPok DBVl rbQhR (iRBnd Wb R dayGh it PRI o lRIa8EdonaNd
i pQut Request s being derived fromthe i pQut Requests SN b ect .

48 protocol and further mcludxng meangfoy qommunjcating via fhe Fﬁ‘:@%?ml gygt em
conprising a pl drnatvwdrk finagéy, elid mkeﬂ: ﬁeﬂagui e:rciudmg contfok bi® idfSrmARD@means

network (10) havin associ ate (16 n

camuni cate wi tﬁ"%‘??cglqg Pt 2oR°5 Y %‘@ g‘cﬁ"\%’ '\/\%?'g 'gfé{)‘ss\‘/‘f“é 8 commang at
net wor k rranagenﬂmnqowmtkoumagcxamdhattovasinfsmmxomagestsu:(slﬁ))nfngntahunl amdy or
nmeans for convepggf%afnwp”legde;1§t net wor k management protocol to a second
protocol and fufther 1nc ué1 I'ng means for conmunicating via the second
-protocol with a network manager (20), the network manager (20) including

control and.i nfﬁhﬁﬁ%f&@w@%?ﬁeﬁ"ﬂ amgfd x&@lﬁln'ﬂﬂ’\ﬂuéhgﬁﬂé aneriE‘%xaﬁé/ }%HJ&s
control an el erreH?laP i ssuing a command at the network ma

na
and/or to view? + 3TEAPSEH 19 Here medad of e fntesaster the me g%‘r""ﬂﬁr?’fﬂ“ﬁ&‘?\ce

of t he edcetmliig to the second\protdtobr net work systemas clainmed in aim1l
in which the network manager (20) includes a database, arranged to
store a nodel of the intenetwork, the nodel bei ng arranged accordi ng

to the secédnd photieuietword system An claimiedr inetlaioy k o Cldimrd iallswtilchitlweﬁirs; pet@ozk m 1
or Claim2 in wyheh b er{o%l lsaS1mple N@I\V@% gdz[\%?am%tofm% IS a

Si mpl e Net wor k Managenent Protoco I nt er net wor k
systemas clained in daiml, Cdaim2 or daim3 in which t he second

protocol iw. a Cqm&nW@aeymasldmﬂEMmfh P OhRe 2br Clolvh Blia whith the sefband
i nternetwork system as al e é i ncl udi ﬂ(ﬁﬂ means for
rai sing an al arfFPo5%ihaf °§"’b°£r FWF'&F“‘?F’ pog, H"%B @% nf or mat i on

rel ated to the said alarmto the network manager (20). 6. An
i nt er net WO's K Syﬁ?& ?&&%t\%rﬂsgﬁ apc)gn?édnfnSCl m\f’f}ncﬁlrfdxtn ela?‘xlnanrx Eﬁnsrn an
corrprlseportaarmrrens rar sing ar m-agal n gn Thd Vi uagp
of a paraldroydgainsy pparticular #cmcnt am pplmze nlépvmtionsybteérm &ke seldaal#edtq n
any one of the Rt 8GN hakdgRt B i ncluding means for controlling a
router via a conmand issued by the network manager (20). 8. An
internetwork systemas clained in any one of the preceding clains

6. An internetwork system as claimed in Claim 5 in which the alarm means comprise port

alarm means for raising an alarm against an individual port of a particular router.

7. An internetwork system as claimed in any one of the preceding claims including means

for controlling a router via a command issued by the network manager.
8. An internetwork system as claimed in any onme of the preceding claims including

information collection means arranged to determine the performance and/or

configuration of the router.
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i ncluding information collection nmeans arranged to determ' ne the
performance and/or configuration of the router. An i nt ernet wor k
syst'em as cl%i nedajimtesneywonkgysém asméaxpncéexe@nwcér g;crpgcqcﬁmg claims in ghich atjeast

| east some of thg (ANRUCH SndadSkndite lmidRs FRARR Jb?ec?sr.ﬁﬁtnﬁeaﬁblloeﬁﬁo?t their creatiggnd
nmeans to report their creation to the network nmanager (20).

49 - 10. An i-nt ©rthe aakaek s2828M as claimed in Aaim9 in which t he

manager s report t he creatT on of Obj ects to the network manager (20) -
by means of O?T . . |t Y&l em
as clainmed i an?np‘f‘gé’é‘?ﬂvﬂﬂ‘ t‘:‘is'effnn?ﬁ ﬁlaw dcip mPng“} wiidh 43 SL&E&ME kit
managers (16) i natatibn ofeabjects oo clennvmwork: mapeger by gieansi of (CMAP| Exrol M-EVENT-
associ at ed net g gt CM P M EVENT- REPCRTS for transm ssion to the

net wor k manage\rm% 5? ) '

11. An internetwork system as claimed in any preceding claim in which at least some of the
managers include means to convert traps received from its associated network iato
CMIP M-EVENT-REPORTS f{or transmission to the network manager.
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