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means at both ends of the communication link. The code generation means each

regularly, and in synchronization, change the codes used so that at any time, encrypted
messages sent from one party to another can be correctly decoded by the encryption code
that is current at that time.

This system requires the device calculating the code to be able to maintain
synchronization for extended periods of time. With many battery powered devices, this
arrangement may be difficult to employ.

The present invention attempts to overcome at least in part the aforementioned problem

by providing a method for generating changing codes for securing data.

SUMMARY OF THE INVENTION

In accordance with one aspect of the present invention there is provided a method for
generating codes for encrypting data of an encrypting device and for decrypting said data

by a decrypting device comprising the steps of:
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BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will now be described, by way of example, with reference to the
accompanying drawings, in which:

Figure 1 is a table of encryption codes generated from a sequence of code generation
parameters using an algorithm being an MDS5 Hash algorithm;

Figure 2a is a table of encryption codes generated in accordance with the present
invention from the sequence of code generation parameters of the table of igure 1 anda
personal identification code of a first encrypting user; and

Figure 2b is a table of encryption codes generated in accordance with the present
invention from the sequence of code generation parameters of the table of Figure 1 and a

personal identification code of a second encrypting user.
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the code generation parameters comprise a simple sequence of integers as shown in the
first column of the table. It will be appreciated however that the code generation
parameters do not necessarily need to be integers, sequential numbers or decimal values.
For example, the code generation parameters may be pseudo random numbers generated
by an appropriate algorithm. Further, the code generation parameter may be represented
in a graphical format, for example as a character or symbol defined to represent a
corresponding binary value.

The table of Figure 1 shows a method of generating eﬁcryption codes based on the code
generation parameters that could be used to encrypt data transmitted between the
encrypting user and the decrypting user. The encryption codes are generated by applying

an algorithm to each of the code generation parameters to create a sequence of pseudo-

random encryption codes. In the embodiment shown, the algorithm used comprises an
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transmitted from the encrypting user to the decrypting user, for example in the header of

the transmitted data.

The encryption code is then generated only at the time required by the encrypting user for
encrypting and transmitting, and the decrypting user for receiving and decrypting the
transmitted message. The encryption codes previously used or to be used in the future are
not stored at either the sending or receiving ends.

The tables of Figures 2a and 2b show the method in accordance with the present
invention, in which the above mentioned method is modified to produce different
encryption codes for different encrypting users. In the embodiment of the invention as
shown in Figures 2a.and 2b, the code generation parameter is again a sequence of

integers. Each encrypting user using the method of the present invention is provided with
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generation server that includes information including the personal identification codes of
each user. As each user has only information of their own personal identification code
and not the personal identification codes of other users, communication between users
would need to be transmitted via the server. However some groups of users may utilise
the same personal identification code. These users would therefore form a closed group in
which direct communication would be possible without the need to obtain the personal
identification code of other users.

The above mentioned method allows the use of a system having changing encryption
codes without the need to having complete synchronisation in code generation at the

sender and receiver ends. The method is therefore more suitable for devices such as

mobile phones in which synchronisation may be more difficult to maintain,
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A PGl TS B POrE S ST SR Ga0N tte F sk g RofrelipHiog
secure manner such that

softwa;e will also be provided. For example, the application software may include the
ability to recognize one or more command messages transmitted to the device. The
command messages will include a command that upon receipt by the application software
cither purges the personal identification code so that no transmissions can be encrypted or
decrypted, or entirely disables the application software. In the event that an
encrypting/decrypting device is lost or stolen, such a command may be sent to prevent
unauthorised access. In the case of encrypted sms messages between mobile phones,
certain characters may be used to indicate that the information transmitted comprises a
system command, rather than a text message.

As described previously, the method may be employed for encrypting data for the

purpose of storage and later retrieval by the same user. The use of constantly changing
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be within the scope of the present invention 7 WO
2007/ 019614 PCT/ A1J2006/ 001159 CLAIMS 1. A nethod for
WOgeiéi# ng codes for encrypting data of an ebfeF¢pBRaofpO1159
device and for decrypting said data by a decrypting
devi ce conprising the steps of: providing a persona
identification code to the encrypting device, the
personal identificati ofQLAd¥ES bei ng | cnown or
obt ai nabl e by the decrypting device; selecting froma
set of code generation paraneters a current code
generation paraneter; and generating said encryption

cod ] . ' '
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generation paraneter is either known to the decrypting
provididgce penstmel identificstigposiodé do the anheyptiegdenise, die peaisenal
code generation paraneters, or is transmtted to the
ideRtERdai O b8 BN I6RwWalE bbtdadbld Hyahe dediyinigrigvidevi ce can
generate the encryption code using the current code
i.0 : : .
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dA nmet hod for generating codes in accordance with claim
anty = characterised in that the code generation parameter
is transmtted to the decrypting device with the |
gensrating paid gncrgpiien cale for praryivine e dajeplsiha eReyPEgRsYice By an
accordance with claiml or 2, characterised in that
algbfi@ng dera@irithg ey chmttiansithd qirtent ¢die geeaatygt pangmeter and
devi ce encrypted data having

the personal identification code;

wherein the current code generation parameter is either known to the decrypting device
based on its position in the sequence of said code generation parameters, or is transmitted
to the decrypting device such that the decrypting device can generate the encryption code
using the current code generation parameter, the personal identification code and the

algorithm to allow decryption of the data.

2. A method for generating codes in accordance with claim 1, characterised in that
the code generation parameter is transmitted to the decrypting device with the encrypted

data.

3. Amethod for generating codes in accordance with claim 1 or 2, characterised in
that the encrypting device transmits to the decrypting device encrypted data having

header information and the header information includes information from which the
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header information and the header information includes
information fromwhich the 8 WO 2007/019614

WOpREI/ARE1H06/ 001159 decrypting device can i deR€T/AY2¢06801159
code generation paraneter required for decryption. 4. A
met hod for generating codes in accordance with claiml1,
characterised in that the selection of the code

decg@tieg atticncapddanisy fesodogpreision psrirett raygiredhfHrexypiade
generation paraneter fromthe sequence of code
generation paraneter each time is it required to
encrypt data. 5. A nethod for generating codes in
accordance. wi th cl ai " er | ] :
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integers, 6. A method for generating codes .in
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characterised in that the algorithm conprises a One-wa

genkkrsion phgoreidrfimm The skqnetchod codn gaperation paranetes ¢aeh fime is 1t
accordance with any one of the preceding clains,

reqGiéd REh8iyhS@da.i N that the encryption code is generated
by applyihg the algorithmto the product of the code
generation paranmeter and the personal identification
code. 8. A nethod for generating codes in accordance
W th an e of the precedin cl al, .char.acterised .

5. t hat BHBOGRT SEHEFITEARNE I ACISBHe Bilean RIS thel
device and the receiving device are the same. 9. A

thermetlh gehefation geraeretars pampriigasseqvenge ebiii@ate wi th any one
of clains 1 to 7, characterised in that the decrypting
devi ce obtains the personal identification code of the
encrypting device froma central code generation server

6. gg_?}&i%%@g%}fgro %ﬁ}fseébtﬁlﬁ Co8ECHY &Ebﬂgncegwﬁp aBPOré 0t A@lgkeceding

claims, characterised in that the algorithm comprises a One-way Hash algorithm.

7. A method for generating codes in accordance with any one of the preceding
claims, characterised in that the encryption code is generated by applying the algorithm to

the product of the code generation parameter and the personal identification code.

8. A method for generating codes in accordance with any one of the preceding
claims, characterised in that the personal identification code of the encrypting device and

the receiving device are the same.

9. A method for generating codes in accordance with any one of claims 1 to 7,
characterised in that the decrypting device obtains the personal identification code of the

encrypting device from a central code generation server connected to both the encrypting
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and decrypting devices via a conmuni cati ons networKk.
A nmethod for generating codes in accordance wth
WOCZIO%\WW@ characterised in that the communi cB$T/$H3006/001159
network is the Internet: 11. A nmethod for generating
codes in accordance with any one of the preceding
cl ai ng, characterlsed in that a neans for renotely
and deeiypiing dayicep slagmoarmytentions neweikon code fromt he
decrypting device or disabling the decrypting device
fromdecrypting and received data is provided. 12. A
nmet hod for generating codes in accordance with any one

10. of A RetipdgeeshnBaiting bededth acBRALASHRIH G5ich 9, r&h&lla@t(ang qn that
encrypting and decrypting devices are | npl enente

the@rﬂﬂﬁhﬁi@&ﬁ&@n%@\sotﬂé@srtﬁe?rﬂe& e device. 13. A method for

generating codes In-accordance wth claim12,

characterised in that the neans for disabling the

decrypting device disables the application software.

14. A nmethod for generating codes in accordance with
11 c| gt metldofor Eenerefirg ewsiesin sevrdance withtany lme rafeths pfeoeding

renotely purging the personal identification code from

claitnbechattetrip@t Innfatieieass fF réhsalp!juidng iR &%Wlpffdbﬁtﬁicatmn
device fromdecrypting acts on commands = received in

cod@'f8fahe AQEARAIBILREe b ARBThE I YedPphdbfic IRy eG: deb@ypting and

received data is provided.

12. A method for generating codes in accordance with any one of the preceding
claims, characterised in that the encrypting and decrypting devices are implemented‘as

application software on the device.

13, Amethod for generating codes in accordance with claim 12, characterised in that

the means for disabling the decrypting device disables the application software.

14, A method for generating codes in accordance with claim 12 or 13, characterised
in that the means for remotely purging the personal identification code from the
decrypting device or disabling the decrypting device from decrypting acts on commands

received in header information transmitted to the device.
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