DESCRIPTION
INFORMATION PROCESSING DEVICE, INFORMATION PROCESSING

METHOD, PROGRAM, AND RECORDING MEDIUM

Technical Field
[0001]

The present invention relates to an information
processing device, an information processing method, a
program, and a recording medium adapted to handle encrypted

information.

Background Art
[0002]

It is conventionally known to assign encryption to
electronic files and folders in order to ensure security.
As an aspect of assigning such encryption, there iIs a
proposed technique in which a transmission terminal stores
a predetermined password in a storage part iIn association
with a reception-side email address, encrypts a fTile
attached to an email so as to be decryptable using the
predetermined password stored in association with the
reception-side email address, a reception-side terminal
stores a predetermined password In a storage part in
association with a transmission-side email address, and the

reception terminal decrypts the encrypted file using the



predetermined password stored in association with the

transmission-side email address (refer to Patent Literature

1).

Citation List
Patent Literature
[0003]

Patent Literature 1: JP 2017-167796 A

Summary of Invention
Technical Problem
[0004]

In such an aspect, a dedicated application needs to be
installed in each of the transmission terminal and the
reception terminal.

[0005]

The present invention provides an information
processing device, an information processing method, a
program, and a recording medium capable of confirming
encrypted information on a reception-side terminal even
when no dedicated application is installed on the

reception-side terminal.

Solution to Problem

[0006]



[Concept 1]

An information processing device according to the
present invention may comprise:

a receive part that receives information from user
terminal;

an identification-determination part that identifies a
user based on information from the user terminal and
determines whether a file, which is target, is readable;
and

a decryption part that decrypts the fTile, which is
encrypted, in a case where it iIs determined by the
identification-determination part that the file is readable
by the user.
[0007]
[Concept 2]

In the information processing device according to
concept 1,

the receive part may receive a first file, which is
encrypted, from the user terminal,

the decryption part may decrypt the first file, which
is encrypted, and

a convert part that converts the first file, which is
decrypted, into a second file In a format that can be
displayed by a browser of the user terminal may be provided.

[0008]



[Concept 3]

The iInformation processing device, according to concept
2, may Ffurther comprise

a transmit part that transmits information to the user
terminal; and

an encryption part that encrypts the second file,

wherein the transmit part may transmit the second file,
which is encrypted by the encryption part, to the user
terminal.
[0009]
[Concept 4]

The information processing device, according to concept
3, may Ffurther comprise

an erasing part that erases the second file, which is
encrypted, after the transmit part has transmitted the
second file, which i1s encrypted, to the user terminal.
[0010]
[Concept 5]

The information processing device, according to
concepts 2 to 4, may further comprise

a transmit part that transmits information to the user
terminal, wherein

the receive part may receive partial information of the
second file, which is encrypted, from the user terminal,

the decryption part may decrypt the partial information



of the second file, which is encrypted, received from the
user terminal, and

the transmit part may transmit the partial information
of the second file, which is decrypted, to the user
terminal.
[0011]
[Concept 6]

In the information processing device according to
concept 5,

the receive part may receive the partial information of
the second file, which is encrypted, from the user terminal,
in units of n-bytes (“n” i1s an integer of 10,240 or more),

the decryption part may decrypt the partial information
of the second file, which is encrypted and received from
the user terminal, in units of n-bytes, and

the transmit part may transmit the partial information
of the second file, which is decrypted, to the user
terminal in units of n-bytes.
[0012]
[Concept 7]

In the information processing device according to
concept 2 to 6,

the first file may be wrapped in a wrapped file having
a predetermined extension, and

when the wrapped file is executed, the receive part may



receive information from the user terminal.
[0013]
[Concept 8]

The information processing device, according to concept
1 to 7, may further comprise

a transmit part that transmits information to the user
terminal, wherein

the receive part may receive a first file, which is
encrypted, from the user terminal,

the decryption part may decrypt the first file, which
is encrypted,

a convert part that converts the first file, which is
decrypted, into a second file may be provided, and

the transmit part may transmit the second file, which
is converted by the convert part, to the user terminal.
[0014]
[Concept 9]

The information processing device, according to concept
1 to 8, may further comprise

a transmit part that transmits information to the user
terminal, wherein

the receive part may receive partial information of a
third file, which is encrypted, from the user terminal,

the decryption part may decrypt the partial information

of the third file, which is encrypted, and



the transmit part may transmit the partial information
of the third file, which is decrypted, to the user terminal.
[0015]
[Concept 10]

In the information processing device according to
concept 9,

wherein the third file may be in a format that can be
displayed by a browser of the user terminal.
[0016]
[Concept 11]

The information processing device, according to concept
1 to 10, may further comprise

a transmit part that transmits information to the user
terminal; and

an encryption part that encrypts the file, wherein

the receive part may receive a fourth file from the
user terminal,

when the i1dentification-determination part determines
that the user is authorized to encrypt the file based on
information from the user terminal, the encryption part may
encrypt the fourth file, and

the transmit part may transmit the fourth file, which
is encrypted, to the user terminal.
[0017]

[Concept 12]



An information processing method according to the
present invention may comprise:

identifying, by an identification-determination part, a
user based on information from user terminal and determines
whether a file, which is target, is readable; and

decrypting, by a decryption part, the file, which is
encrypted, in a case where it iIs determined by the
identification-determination part that the file is readable.
[0018]
[Concept 13]

A program according to the present invention may
be a program that is installed into an information
processing device,

the information processing device, into which the
program is installed, can execute:

identifying, by an identification-determination part, a
user based on information from user terminal and determines
whether a file, which is target, is readable; and

decrypting, by a decryption part, the file, which is
encrypted, in a case where it iIs determined by the
identification-determination part that the file is readable.
[0019]
[Concept 14]

A store medium storing a program to be installed into

an information processing device,



identifying, by an identification-determination part, a
user based on information from user terminal and determines
whether a file, which is target, is readable; and

decrypting, by a decryption part, the file, which is
encrypted, in a case where it iIs determined by the

identification-determination part that the file iIs readable.

Advantageous Effects of Invention
[0020]

When an aspect in which a user is identified based on
information from the user terminal and it is determined
whether a file, which is target, is readable; and in a case
where it is determined that the file iIs readable, the file,
which is encrypted, is decrypted, the user terminal on
which no application for decrypting the file is installed
can also decrypt the file by making access to the

information processing device.

Brief Description of Drawings
[0021]

Fig. 1 is a configuration diagram of an information
processing system according to a first embodiment of the
present invention.

Fig. 2 is a diagram illustrating a data flow in the

information processing system according to the first



embodiment of the present invention.

Fig. 3 is a diagram that follows Fig. 2, illustrating a
data flow in the information processing system according to
the first embodiment of the present invention.

Fig. 4 i1s a diagram that follows Fig. 3, illustrating a
data flow in the information processing system according to
the first embodiment of the present invention.

Fig. 5 is a block diagram illustrating a configuration
of an information processing device in the information
processing system according to the first embodiment of the
present invention.

Fig. 6 is a diagram illustrating a data flow in an
information processing system according to a second
embodiment of the present invention.

Fig. 7 is a diagram illustrating a data flow in an
information processing system according to a third
embodiment of the present invention.

Fig. 8 is a diagram illustrating a data flow in an
information processing system according to a fourth
embodiment of the present invention.

Fig. 9 is a diagram that follows Fig. 8, illustrating a
data flow in the information processing system according to

the fourth embodiment of the present invention.

Description of Embodiments
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[0022]

First Embodiment

<<Configuration>>

Embodiments of an information processing device, an
information processing system, a program, a recording
medium, and an information processing method according to
the present invention will be described below with
reference to the drawings. In the present embodiment, the
term “or” includes the meaning of the term “and”. That 1is,
for example, “A or B” in the present embodiment means one
of “(A or B) or (A and B)”.

[0023]

The iInformation processing device 100 according to the
present embodiment is generated by installing a program
such as a user program. This program may be delivered by
email, obtained by logging-in after making access to a
predetermined URL, or recorded in a recording medium. The
program according to the present embodiment is used to
generate the information processing device 100 described
below, while the recording medium according to the present
embodiment is used to record the program. Furthermore, the
information processing method of the present embodiment is
implemented by the information processing device 100 in
which the above program has been installed. The

information processing device 100 may execute the
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information processing method of the present embodiment by
executing an application installed in the information
processing device 100.

[0024]

The information processing device 100 according to the
present embodiment may include one device, or a plurality
of devices. In a case where the information processing
device 100 includes a plurality of devices, the devices
included in the information processing device 100 may be
installed in different rooms or different locations; a part
of the information processing device 100 and the other
parts of the information processing device 100 may be
located in remote locations. The present embodiment uses
the terms “information processing device” and “information
processing system” for description. Specifically, the term
“information processing system” is used In a case where the
device is definitely divided into two or more devices,
while the term “information processing device” is used in
situations In which one device is used for configuration or
a plurality of devices is used for configuration.

[0025]

The information processing device 100 is, for example,
a server. In the present embodiment, the description will
be given below using an aspect in which the information

processing device 100 is a server, as an example.
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[0026]

The iInformation processing device 100 of the present
embodiment is capable of communicating with a plurality of
user terminals 200. The information processing device 100
and the plurality of user terminals 200 constitute an
information processing system. Examples of the user
terminal 200 include a personal computer, a tablet, or a
smartphone. As illustrated in Fig. 5, the information
processing device 100 may have a device receive part
(receive part) 60 that receives information from the user
terminal 200, a device transmit part (transmit part) 70
that transmits information to the user terminal 200, an
identification-determination part 10 that identifies the
user based on information from the user terminal 200 and
determines whether the target file is readable, a
decryption part 30 that decrypts the encrypted file iIn a
case where i1t iIs determined by the identification-
determination part 10 that the target file is readable, and
a device storage part 90 that stores various types of
information.

[0027]

The user authentication by the identification-
determination part 10 may be one-time password
authentication, SAML authentication, AD authentication,

email address authentication, or a combination of these

13



methods. It is allowable to set such that the user
authorization associated with the user authentication may
be confirmed by performing user authentication in this
manner. Note that, depending on the content of the file,
it 1s allowable to set such that user identification is to
be performed with no password requirement or user
authentication. Moreover, it is also allowable to set such
that it is possible to just confirm whether the file has
been opened. In a case where such an aspect is adopted,
file handling information regarding the number of times,
date and time, frequency, or the like, for the file may be
acquired by the information processing device 100 and be
stored in the device storage part 90. In this case, the
information can be used to research the degree of interest
of the user in the file, and the information can be
utilized for marketing activities.

[0028]

The user terminal 200 may be communicatively connected
to the information processing device 100 through a browser
such as Internet Explore (IE; registered trademark) used on
the user terminal 200. For example, when the user terminal
200 executes a wrapped file 105 (refer to Fig. 2) having a
predetermined extension, such as an html file, an
application such as a browser associated with the extension

html or the like iIs started, allowing the user terminal 200
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to be communicatively connected to the information
processing device 100. The predetermined extension may be
any extension recognizable by the user terminal 200, and
html is just an example.

[0029]

As described above, when the user terminal 200 is
communicatively connected to the information processing
device 100, the identification-determination part 10 of the
information processing device 100 performs user
authentication and confirms the user authorization for the
wrapped file 105 including an html file, for example. The
wrapped file 105 may wrap (or embed) a file such as a first
file 110 described below. Information regarding user
authentication and user authorization may be specified by a
creator who creates the wrapped file 105. By wrapping a
file such as the first file 110 in the wrapped file 105 in
this manner, the user terminal 200 can recognize the file
on the basis of the extension added to the wrapped file 105.
Therefore, for example, In a case where an html file or the
like is adopted as the wrapped file 105, the user terminal
200 can recognize the file in the format of the html file
or the like, facilitating the access to the information
processing device 100.

[0030]

When the identification-determination part 10 of the

15



information processing device 100 confirms that the
information in the wrapped file 105 is readable by the user
authorization assigned to the user, the first file 110
encrypted from the wrapped file 105 may return to the state
before being wrapped in the wrapped file 105, by retrieved
from the wrapped file 105 on the user terminal 200. Note
that such wrapping is performed by the user who has
encrypted the first file 110. Subsequently, the user who
receives the wrapped file 105 by email or via a USB flash
drive or the like executes the wrapped file 105, and
thereby requests the information processing device 100 to
perform the user authentication and the confirmation of the
user authorization as described above.

[0031]

When the encrypted first file 110 is retrieved from the
wrapped file 105, the encrypted fTirst file 110 may be
transmitted (uploaded) from the user terminal 200, and the
device receive part 60 of the information processing device
100 may receive the Tirst file 110 from the user terminal
200. When the device receive part 60 receives the first
file 110 in this manner, the decryption part 30 of the
information processing device 100 may decrypt the encrypted
first file 110 to create a decrypted first file 110a (refer
to Fig. 3).

[0032]
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As illustrated in Fig. 5, the information processing
device 100 may include a convert part 50 that converts the
decrypted first file 110a into a second file 120 (refer to
Fig. 3) in a format that can be displayed by the browser of
the user terminal 200, and an encryption part 40 that
encrypts the second file 120 to create a second file
encrypted 120a (hereinafter also referred to as “encrypted
second file 120a”). The convert part 50 may convert the
decrypted first file 110a including a decrypted word
(registered trademark) or Excel (registered trademark) file
into the second file 120 such as a PDF (registered
trademark) file or an image file, for example. The
encryption part 40 may encrypt the second file 120
including such a PDF file or an image file. Examples of
extensions that can be converted into a format displayable
by the browser of the user terminal 200, such as a PDF fTile
or an image file, include extensions of PDF files, xlIs
files, xlIsx files, xIsm files, doc files, docx files, docm
Tfiles, ppt Tiles, pptx Tiles, pptm Tiles, jpeg files, jpg
files, png files, gif files, bmp files, and txt files.

Note that any file format of the second file is acceptable
as long as the format can be displayed by a browser, and
PDF or the like is merely an example.

[0033]

The device transmit part 70 may transmit the encrypted

17



second file 120a to the user terminal 200. At this time,
the device transmit part 70 may transmit the encrypted
second file 120a to the browser of the user terminal 200.
The user terminal 200 that has received the encrypted
second file 120a may store the encrypted second file 120a
in a temporary storage area of the browser.

[0034]

The iInformation processing device 100 may include an
erasing part 55 that erases the encrypted second file 120a
after the device transmit part 70 has transmitted the
encrypted second file 120a to the user terminal 200. The
erasing part 55 may erase not only the encrypted second
file 120a but also the files related to the encrypted
second file 120a, such as the first file 110, the decrypted
first file 110a, and the second file 120. Furthermore, it
is possible to adopt an aspect in which decrypting the
first file 110 to generate the decrypted fTirst file 110a
leads to replacement of the first file 110 with the
decrypted fTirst file 110a (resulting iIn disappearance of
the first file 110), generating the second file from the
decrypted first file 110a leads to replacement of the
decrypted fTirst file 110a with the second file (resulting
in disappearance of the decrypted first file 110a), and
encrypting the second file to generate the encrypted second

file 120a leads to replacement of the second file with the
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encrypted second file 120a (resulting in disappearance of
the second file).
[0035]

Based on the information from the user terminal 200 who
desires to read the encrypted second file 120a, the device
receive part 60 may receive partial information of the
encrypted second file 120a from the user terminal 200
(refer to Fig. 4). The decryption part 30 may decrypt the
partial information of the encrypted second file 120a
received from the user terminal 200 in this manner. The
device transmit part 70 may transmit (as a reply) partial
information 120b of the decrypted second file 120 to the
user terminal 200. At this time, the partial information
120b of the second file 120 received by the device receive
part 60 may be decrypted by the decryption part 30 to be
directly transmitted to the user terminal 200 without being
stored in the device storage part 90. In a case where this
aspect is adopted, it is possible to prevent the partial
information 120b of the decrypted second file 120 from
remaining in the information processing device 100. In
another case of adopting an aspect in which the partial
information 120b of the decrypted second file 120 remains
in the information processing device 100, it is allowable
to set the partial information 120b of the second file 120

decrypted by the erasing part 55 to be erased.
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[0036]

The user terminal 200 may transmit (posts) the
information of the encrypted second file 120a to the
information processing device 100 in units of n-bytes (“n”
is an integer of 10,240 or more), and the decryption part
30 may decrypt the transmitted information in units of n-
bytes of the encrypted second file 120a. Incidentally, the
inventors have confirmed that the page drawing average time
is converged and stabilized when the information of the
encrypted second file 120a partially transmitted and
decrypted has the size of 10,240 bytes or more, and thus
performing transmission, reception and decrypting in units
of 10,240 bytes or more would be advantageous. In addition,
the inventors have also confirmed that information of the
size 51,200 bytes or more would be more advantageous from
the viewpoint of converging the page drawing average time.
[0037]

The user terminal 200 may transmit the portion of the
information of the encrypted second file 120a by the size
to be read to the information processing device 100. The
size to be read may be the size displayed on a display
screen of the user terminal 200 or the information of an
identical page. In a case where the size to be read is the
size displayed on the display screen of the user terminal

200, the user terminal 200 may transmit the partial
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information of the encrypted second file 120a to the
information processing device 100 every time the screen is
scrolled, and then, the decryption part 30 may decrypt the
partial information of the encrypted second file 120a
received from the user terminal 200, and then, the device
transmit part 70 may transmit the partial information of
the decrypted second file 120a to the user terminal 200.

In a case where the size to be read is information for one
page, the user terminal 200 may transmit the partial
information of the encrypted second file 120a to the
information processing device 100 every time the page is
changed, and the decryption part 30 may decrypt the partial
information of the encrypted second file 120a received from
the user terminal 200, and then, the device transmit part
70 may transmit the partial information of the decrypted
encrypted second file 120a to the user terminal 200.

[0038]

When the file is wrapped in the wrapped file 105, a
dedicated application will be used. The dedicated
application may be started by right-clicking (double-
clicking) the icon for launching the dedicated application,
or by dragging and dropping the file to the dedicated
application.

[0039]

It is allowable to use either an already encrypted file
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or an unencrypted file as a file to be wrapped in the
wrapped file 105. When the file is encrypted and wrapped
in the wrapped file 105, it is allowable to perform
selection for giving a predetermined user the authorization
to convert files through the browser. For example, “_html”
may be used as the extension at this time. In the case of
using an already encrypted file, the encrypted file and the
wrapped file 105 that encrypts and wraps the file may be
treated as mutually different files. In this case, the
creator of the encrypted file can be different from the
creator of the wrapped file 105 that encrypts and wraps the
file, In some cases. Note that i1t is also allowable to set
such that the already encrypted file can be converted into
a format to be wrapped in the wrapped file 105 only when a
predetermined authorization is assigned.

[0040]

When a file such as the first Tile 110 is encrypted and
wrapped in the wrapped file 105, copy/paste may be
prohibited, print authorization may be set, or a watermark
may be set to appear when printed. In addition, which
authentication method is to be used may be set selectable
when a file such as the first Tile 110 is encrypted and
wrapped in the wrapped file 105. Note that capturing may
be controlled to be prohibited when the file iIs encrypted

and wrapped in the wrapped file 105. |In this case, the
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capture function of the user terminal 200 can be controlled
to suppress capturing when the dedicated application is
installed in the user terminal 200.

[0041]

The wrapped file 105 can take various formats including
formats of exe files, pdf files, gif files, jpeg files, bmp
files, png files, in addition to the html file described
above.

[0042]
<<Method>>

The information processing method according to the
present embodiment can use all aspects of the
“configuration” described above. Here, an example of the
information processing method will be described below.

Note that any configuration described in “method” can be
used as the configuration of the present embodiment.
[0043]

When the user terminal 200 executes the wrapped file
105 (refer to Fig. 2) including an html file or the like,
an application such as a browser associated with the
extension html or the like is started, permitting the user
terminal 200 to be communicably connected with the
information processing device 100. When the user terminal
200 1s communicatively connected to the information

processing device 100 in this manner, the i1dentification-
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determination part 10 of the information processing device
100 identifies a user on the basis of information from the
user terminal 200 and then determines whether the user 1is
authorized to read the information (the first file 110 in
the present embodiment) in the target wrapped file 105.
[0044]

When the identification-determination part 10
determines that the user is authorized to read the
information in the wrapped file 105, the encrypted first
file 110 within the wrapped file 105 is retrieved from the
wrapped file 105.

[0045]

Next, the encrypted first file 110 is transmitted
(uploaded) from the user terminal 200, and then, the device
receive part 60 of the information processing device 100
receives the first file 110 from the user terminal 200.
[0046]

Next, the decryption part 30 of the information
processing device 100 decrypts the encrypted first file 110
to create the decrypted first file 110a (refer to Fig. 3).
[0047]

Next, the convert part 50 of the information processing
device 100 converts the decrypted first file 110 into the
second file 120 in a format that can be displayed by the

browser of the user terminal 200.
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[0048]

Next, the encryption part 40 of the information
processing device 100 encrypts the second file 120 to
create the encrypted second fTile 120a.

[0049]

Next, the encrypted second file 120a is transmitted (as
a reply) via the device transmit part 70, to the user
terminal 200 that has transmitted the first file 110 to the
information processing device 100. At this time, the
device transmit part 70 may transmit the second file 120 to
the browser of the user terminal 200.

[0050]

After the encrypted second file 120a is thus
transmitted to the user terminal 200, the erasing part 55
erases the first file 110, the decrypted first file 110a,
the second file 120, and the encrypted second file 120a.
[0051]

When the user reads the encrypted second file 120a, the
device receive part 60 receives partial information of the
encrypted second file 120a from the user terminal 200
(refer to Fig. 4). Subsequently, the decryption part 30
decrypts the encrypted partial information 120b of the
second file 120 received from the user terminal 200, and
then, the device transmit part 70 transmits the decrypted

partial information 120b of the second file 120 to the user

25



terminal 200. As a result, the partial information 120b of
the second file 120 can be confirmed by the user.

[0052]

<<Functions and Effects>>

Next, functions and effects obtained by the above-
described configuration or method and not have been
described yet will be mainly described. Note that any
configuration described in “Functions and Effects” can be
used as the configuration of the present embodiment.

[0053]

In the present embodiment, in a case where the aspect
of confirming the user authentication and the user
authorization and decrypting the encrypted file on basis of
the user authentication and the user authorization is
adopted, the user terminal 200 on which no application for
decrypting the file is installed can also decrypt the file
by making access to the information processing device 100.
[0054]

In the case of adopting an aspect in which the
encrypted first file 110 received from the user terminal
200 is decrypted to create the decrypted first file 110a
and then the decrypted first file 110a is converted into
the second file 120, the file can be changed to a
predetermined file format of the second file 120 regardless

of the file format of the first file 110. For example,
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while the file cannot be displayed by a browser in a Word
or Excel file format, the file can be displayed by the
browser by converting the file as the second file 120 in
the PDF or image file format.

[0055]

In the case of adopting an aspect in which the second
file 120 is encrypted and then the encrypted second file
120 is transmitted to the user terminal 200, it is
advantageous in a point where a certain control can be
applied to the second file 120 returned to the user
terminal 200. The state in which the second file 120 is
not encrypted would allow free operation of the file on the
user terminal 200. Fortunately, however, it is possible to
prevent such a situation from occurring by adopting the
present aspect.

[0056]

In the case of adopting an aspect in which the device
transmit part 70 transmits the encrypted second file 120 to
the user terminal 200 and then the second file 120 is
erased from the device storage part 90 of the information
processing device 100, it is also possible to prevent
information from remaining in the information processing
device 100 which is a server, for example. Therefore, it
is advantageous in that higher security can be achieved.

[0057]
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In the case of adopting an aspect in which, when the
user reads the encrypted second file 120a, the device
receive part 60 receives the partial information 120b of
the encrypted second file 120 from the user terminal 200,
the decryption part 30 decrypts the partial information
120b of the second file 120 that is encrypted, received
from the user terminal 200, and the device transmit part 70
transmits the partial information 120b of the decrypted
second file 120 to the user terminal 200, only the partial
information 120b of the second file 120 will be displayed
on the user device, making it possible to manage the
information in the second file 120 with high security.
Note that the partially decrypted information returned to
the user terminal 200 may be displayed through a browser,
for example, and the cache of the browser may be erased by
an instruction from the information processing device 100
at a timing when the information disappears from the
display on the screen or the page is changed.

[0058]

In the case of adopting an aspect in which the
decryption part 30 decrypts the information of the
encrypted second file 120 received from the user terminal
200 by the size to be read, decryption will be performed
for only a very limited range necessary for reading, making

it possible to achieve high security.
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[0059]

In the case of adopting an aspect in which the device
receive part 60 receives the partial information 120b of
the encrypted second file 120 from the user terminal 200 iIn
units of n-bytes (““n” is an integer of 10,240 or more), the
decryption part 30 decrypts the partial information 120b of
the encrypted second file 120 received from the user
terminal 200 in units of n-bytes, and the device transmit
part 70 transmits the partial information 120b of the
decrypted second file 120 to the user terminal 200 in units
of n-bytes, it is possible to converge the page drawing
average time as described above and possible to display the
decrypted information on the screen iIn a stable state.
[0060]

Second Embodiment

Next, a second embodiment of the present invention will
be described mainly with reference to Fig. 6.

[0061]

The present embodiment has an aspect in which the
device receive part 60 receives the encrypted first file
110 from the user terminal 200 (refer to Fig. 2), the
decryption part 30 decrypts the encrypted first file 110 to
create the decrypted first file 110a (refer to Fig. 6), the
convert part 50 converts the decrypted first file 110 to

the second file 120, and the device transmit part 70

29



transmits the second file 120 converted by the convert part
50 to the user terminal 200. In the present embodiment,
all aspects described in the first embodiment can be
adopted in the present embodiment. The same components as
those in the first embodiment will be described with the
same reference numerals.

[0062]

The present embodiment is advantageous in that the
control aspect is simpler than in the first embodiment. On
the other hand, compared with the present embodiment, the
first embodiment is more advantageous with higher security
in that the second file 120 is encrypted and returned to
the user terminal 200 and that the information of the
second file 120 is partially decrypted.

[0063]

Note that the erasing part 55 may erase the second file
120 transmitted to the user terminal 200 as well as the
first file 110 and the decrypted first file 110a related to
the second file 120, also in the present embodiment.

[0064]

Third Embodiment

Next, a third embodiment of the present invention will
be described mainly with reference to Fig. 7.
[0065]

In an aspect of the first embodiment and the second
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embodiment, the encrypted first file 110 is transmitted
from the user terminal 200 to the information processing
device 100. In the present embodiment, the file such as
the first Tile 110 as an original 1s not transmitted from
the user terminal 200 to the information processing device
100. In an aspect of the present embodiment, the device
receive part 60 receives the partial information of an
encrypted third file 130 from the user terminal 200 (refer
to Fig. 7). The third file 130 has a format that can be
displayed by the browser of the user terminal 200. When
the information processing device 100 receives the partial
information of the third file 130, the decryption part 30
decrypts the partial information, and the decrypted partial
information 130b of the third file 130 is to be transmitted
to the user terminal 200. In the present embodiment, all
aspects described in the first embodiment and the second
embodiment can be adopted in the present embodiment. The
same components as those in the first and second
embodiments will be described with the same reference
numerals.
[0066]

In the present embodiment, files are not to be
transmitted from the user terminal 200 to the information
processing device 100, making 1t possible to simplify the

processing and enhance the level of security.
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[0067]

Similarly to the description in the first embodiment,
the user terminal 200 may transmit (post) the information
of the third file 130 encrypted in the unit of n-bytes (“n”
is an integer of 10,240 or more) to the information
processing device 100, and the decryption part 30 may
decrypt the information of the transmitted encrypted third
file 130 formed in units of n-bytes.

[o068]

The user terminal 200 may transmit the encrypted
information of the third file 130 to the information
processing device 100 by the size to be read. The size to
be read may be the size displayed on a display screen of
the user terminal 200 or the information of an identical
page. In a case where the size to be read is the size
displayed on the display screen of the user terminal 200,
the user terminal 200 may transmit the partial information
of the encrypted third file 130 to the information
processing device 100 every time the screen is scrolled,
and then, the decryption part 30 may decrypt the partial
information of the encrypted third file 130 received from
the user terminal 200, and then, the device transmit part
70 may transmit the partial information 130b of the
decrypted third file 130 to the user terminal 200. 1In a

case where the size to be read is information for one page,
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the user terminal 200 may transmit the partial information
of the encrypted third file 130 to the information
processing device 100 every time the page is changed, and
the decryption part 30 may decrypt the partial information
of the encrypted third file 130 received from the terminal
200, and then, the device transmit part 70 may transmit the
partial information 130b of the decrypted third file 130 to
the user terminal 200.

[0069]

Moreover, the partial information of the third file 130
received by the device receive part 60 may be decrypted by
the decryption part 30 to be directly transmitted to the
user terminal 200 without being stored in the device
storage part 90.

[0070]

However, iIn the case of adopting an aspect in which the
third file 130 is in a format that can be displayed by the
browser of the user terminal 200 (for example, PDF format)
in the present embodiment, there might be a problem in
flexible operation. For example, even after the user
authorization is changed to assign the first user who has
received the wrapped file 105 the authorization to change
file information wrapped in the wrapped file 105, the third
file 130 such as PDF with a format that can be displayed by

the browser is wrapped in the wrapped file 105, with no
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original data such as a Word or an Excel files wrapped in
the wrapped file 105. Therefore, even when the first user
has the authorization to change the information of the file
wrapped in the wrapped file 105, processing of the file
would be difficult since the wrapped file 105 does not have
original data for the file. In this respect, for example,
the wrapped file 105 wraps the first file 110 including
original data such as Word or an Excel files in the first
embodiment, and thus, there iIs an advantage in the first
user in that it is possible to perform data processing
using the original data in a case where the user
authorization iIs changed to assign the authorization to the
first user who has received the wrapped file 105 to change
file information wrapped in the wrapped file 105.

[0071]

When the third file 130 is encrypted and wrapped in the
wrapped file 105, a dedicated application will be used as
described above.

[0072]

Fourth Embodiment

Next, a fourth embodiment of the present invention will
be described mainly with reference to Figs. 8 and 9.
[0073]

In each of the above-described embodiments, the

description is given from the standpoint of the user who

34



receives the file wrapped in the wrapped file 105. The
present embodiment will be described from the standpoint of
a user who wraps a file in the wrapped file 105 and
transmits the file. In the present embodiment, an
encryption part 40 is permitted to encrypt files such as a
fourth file 140 in a case where the user authentication is
normally performed by the identification-determination part
10, that is, where the i1dentification-determination part 10
determines that the user is authorized to encrypt the file
on the basis of information from the user terminal 200.
When a file such as the fourth file 140 is encrypted, the
device transmit part 70 transmits an encrypted fourth file
140a (hereinafter also referred to as “encrypted fourth
file 140a”) to the user terminal 200 (refer to Fig. 9). 1In
the present embodiment, all aspects described in each of
the above embodiments can be adopted in the present
embodiment. The same components as those in the above-
described respective embodiments will be described with the
same reference numerals.

[0074]

As an example, when the identification-determination
part 10 of the information processing device 100 confirms
that the user has an authorization of encrypting the file
after user authentication performed by the identification-

determination part 10 based on the information from the
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user terminal 200, the fourth file 140 is uploaded from the
user terminal 200 to the information processing device 100,
and then, the device receive part 60 of the information
processing device 100 receives the fourth file 140 (refer
to Fig. 8).

[0075]

After the device receive part 60 has received the
fourth file 140 in this manner, the encryption part 40 of
the Information processing device 100 encrypts the first
file 110 to create the encrypted fourth file 140a (refer to
Fig. 9).

[0076]

After the encrypted fourth file 140a is created in this
manner, the device transmit part 70 of the information
processing device 100 transmits the encrypted fourth file
140a to the browser of the user terminal 200. Thereafter,
the encrypted fourth file 140a can be stored in the storage
part or the like of the user terminal 200.

[0077]

According to the present aspect, a file such as the
fourth file 140 can be encrypted by the information
processing device 100 such as a server even when no
dedicated application is installed.

[0078]

In the present embodiment, the erasing part 55 may
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erase the fourth file 140 and the encrypted fourth file
140a.
[0079]

Note that when the present embodiment is adopted, the
processing aspect from the user terminal 200 on the
receiving side may be adopted like the first to third
embodiments, or conversely, the processing aspect from the
user terminal 200 on the receiving side need not be adopted,
unlike the first to third embodiments.

[0080]

The disclosures of each embodiment and drawings are
merely examples for explaining the inventions described in
the claims, and the inventions are not limited by the
disclosures of the descriptions or drawings of the above-
described embodiments.

[o081]

Each of components including the identification-
determination part 10, the decryption part 30, the
encryption part 40, the convert part 50, the erasing part
55 in each of the above-described embodiments may be
implemented by a logic circuit (hardware) or a dedicated
circuit formed in an integrated circuit, such as an IC chip
or an LSI, or may be implemented by software using a CPU,
memory, or the like. Furthermore, each of components may

be implemented by one or more integrated circuits, or a
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plurality of components may be implemented by one

integrated circuit.

Reference Signs List

[0082]

10 Identification-determination part
30 Decryption part

40 Encryption part

50 Convert part

55 Erasing part

60 Device receive part (receive part)
70 Device transmit part (transmit part)
100 Information processing device

110 First file

120 Second file

130 Third file

140 Fourth file

200 User terminal
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CLAIMS

1. An information processing device comprising:

a receive part that receives a first file, which is encrypted, and an
information from a user terminal;

an identification-determination part that identifies a user based on
the information from the user terminal and determines whether the first
file, which is target, is readable;

a decryption part that decrypts the first file, which is encrypted, in a
case where it is determined by the identification-determination part that
the file is readable by the user; and

a convert part that converts the first file, which is decrypted, into a
second file in a format that can be displayed by a browser of the user
terminal is provided, wherein

the first file is wrapped in a wrapped file having a predetermined
extension, and

when the wrapped file is executed, the receive part receives the

information from the user terminal.

2. The information processing device, according to claim 1, further
comprising

a transmit part that transmits an information to the user terminal;
and

an encryption part that encrypts the second file,

wherein the transmit part transmits the second file, which is

encrypted by the encryption part, to the user terminal.

3. The information processing device, according to claim 2, further
comprising

an erasing part that erases the second file, which is encrypted, after
the transmit part has transmitted the second file, which is encrypted, to the

user terminal.

4. The information processing device, according to claim 1, further
comprising

a transmit part that transmits an information to the user terminal,
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wherein

the receive part receives a partial information of the second file,
which is encrypted, from the user terminal,

the decryption part decrypts the partial information of the second
file, which is encrypted, received from the user terminal, and

the transmit part transmits the partial information of the second
file, which is decrypted, to the user terminal.

5. The information processing device, according to claim 4, wherein

the receive part receives the partial information of the second file,
which is encrypted, from the user terminal, in units of n-bytes (“n” is an
integer of 10,240 or more),

the decryption part decrypts the partial information of the second
file, which is encrypted and received from the user terminal, in units of n-
bytes, and

the transmit part transmits the partial information of the second

file, which is decrypted, to the user terminal in units of n-bytes.

6. The information processing device, according to claim 1, further
comprising

a transmit part that transmits an information to the user terminal,
wherein

the receive part receives a partial information of a third file, which is
encrypted, from the user terminal,

the decryption part decrypts the partial information of the third file,
which is encrypted, and

the transmit part transmits the partial information of the third file,
which is decrypted, to the user terminal.

7. The information processing device, according to claim 6,
wherein the third file is in a format that can be displayed by a

browser of the user terminal.

8. The information processing device, according to claim 1, further
comprising

a transmit part that transmits an information to the user terminal;
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and

an encryption part that encrypts a file, wherein

the receive part receives a fourth file from the user terminal,

when the identification-determination part determines that the user
1s authorized to encrypt the file based on the information from the user
terminal, the encryption part encrypts the fourth file, and

the transmit part transmits the fourth file, which is encrypted, to

the user terminal.

9. An information processing method comprising:

receiving, by a receive part, a first file, which is encrypted, and an
information from a user terminal;

identifying, by an identification-determination part, a user based on
the information from the user terminal and determines whether the first
file, which is target, is readable;

decrypting, by a decryption part, the first file, which is encrypted, in
a case where it 1s determined by the identification-determination part that
the file is readable; and

converting, by a convert part, the first file, which is decrypted, into a
second file in a format that can be displayed by a browser of the user
terminal is provided, wherein

the first file is wrapped in a wrapped file having a predetermined
extension, and

when the wrapped file is executed, the receive part receives the

information from the user terminal.

10. A store medium storing a program to be installed into an
information processing device,

receiving, by a receive part, a first file, which is encrypted, and an
information from a user terminal;

identifying, by an identification-determination part, a user based on
the information from the user terminal and determines whether the first
file, which is target, is readable;

decrypting, by a decryption part, the first file, which is encrypted, in
a case where it 1s determined by the identification-determination part that
the file is readable; and
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converting, by a convert part, the first file, which is decrypted, into a
second file in a format that can be displayed by a browser of the user
terminal is provided, wherein

the first file is wrapped in a wrapped file having a predetermined
extension, and

when the wrapped file is executed, the receive part receives the

information from the user terminal.
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