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| MAGE 5 FI ELD OF THE | NVENTI ON The present invention relates generally to
conput er wexosmoke1 and nore specifically to managenment ofpamaBss/1m7pri vate
network clustering environments. 10 BACKGROUND A conputer network is a
group of computers, printers, and other network devices |inked together by
a communi cati on system Conputer networks allow devices within the network
to transfer information between 15 one another. A conputer network can be a
very small, such as two network devices coupled together in close
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order to maintain the conputer network in proper working order. 30 One
nmet hod of organi zing a conputer network is to arrange network devi ces,

al soor ef er rBAtRERO@® nodes, into node clusters or node groups. Node
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to large, such as thousands of interconnected network devices spanning the

entire globe.

20 As a computer network grows in size, the ability to efficiently
manage the network becomes increasingly difficult. In a large network,
also referred to as a wide area network (WAN), the number of devices
connected to the network may constantly change. Networking equipment may
fail, causing bottlenecks or traffic diversions in the system. Expansions

25 may require higher bandwidth capabilities in certain portions of the
network. A network administrator must keep track of such changes and
respond accordingly in order to maintain the computer network in proper

working order.

30 One method of organizing a computer network is to arrange network
devices, also referred to as nodes, into node clusters or node groups.
Node clusters are composed of two or more nodes and are typically created
to handle different resources in the network system. For example, one
node cluster may be responsible for transferring data files while another

35 node cluster may handle a site’s e-mail services. Node clusters also help
coordinate and distribute network traffic so that no one node becomes

overloaded.

Since each node cluster member typically performs the same set of
40 tagks as the other nodeg in the node cluster, it is often desirable to
perform the same management operations on all or many of the node cluster

members at the same time. One difficulty in performing the same



perform the sane nmanagenent operations on all or many of the node cluster
menbers at the sane tinme. One difficulty in performng the same WD
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menbers at the same tine is that a network admnistrator may not al ways
know whi ch nodes are nenbers to particular node cluster. Thus, a network
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bel ong to the node cluster. 5 Further conplicating a network
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invention provides.a method for a managenent station to manage a node

cluster in a co uter network, wherein the node cluster includes a
plurality of servant nodes, a target 25 node and a master node. The method
conprises a receiVvi step faor receipt of a nanagenent conmand fromthe
management STERFHIPH E’i‘%&@ﬁe’t"r’r@nnetv\ork by the target node. A sending
operation sends the nmanagement command to the nmaster node fromthe target
nodé® A processi Ty SFesripr bressby aiteatage idist 2haspberseé onred tihel trdA e fént
command by theighsieer cdi@teer Nextorkamadyeseftdispg: Stsepy sepdsdinkea nAanagenent
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According to a first aspect, the present invention provides a method
for a management station to manage a node cluster in a computer network,
wherein the node cluster includes a plurality of servant nodes, a target

25 node and a master node. The method comprises a receiving step for receipt
of a management command from the management station through the network by
the target node. A sending operation sends the management command to the
master node from the target node. A processing step processes a
management response to the management command by the master node. Next, a

30 sending step sends the management response to the target node from the
master node, and another sending operation sends the management response

to the management station by the target node.

According to a second aspect, the present invention provides a

35 management agent for processing management commands from a management
station. The management agent includes a receiving module and a sending
module. - The receiving module is configured to receive management data
regquested from the node members. The receiving module is also configured
to communicate management commands from the target node to the master

40 node. The sending module is configured to send management data from the
node members and to communicate a command response from the master node to

the target node.



nodul e. The receiving nodule is configured to receive nmanagenent data
requested fromthe node nenbers. The receiving nodule is also configured

t o comunwaais@oe@magenent commands fromthe target node tedimeBosaater 40
node. The sending nodule is configured to send nmanagenent data fromthe
node nmenbers and to conmuni cate a command response fromthe master node to
the target node. WD 03/096621 PCT/ GB03/01707 3 According to a third aspect,
the present invention is a systemfor processing a nanagenent conmand
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perfigr ms t hen OpehRkli0NASsBhse HACEhY Afager@Rnaganes. command from the
managenent station through the network by the target node; sending the

managenent conmand to the master node fromthe target node; pr oce55| ng a
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management response to the management command by the master node; sending
the management response to the target node from the master node; and
20 sending the management response to the management station by the target

node.

BRIEF DESCRIPTION OF THE DRAWINGS

25
A preferred embodiment of the present invention will now be
described, by way of example only and with reference to the following
figures, in which:
30 Fig. 1 shows an exemplary network environment embodying the present
invention;
Fig. 2 shows a flowchart showing operations performed by management
agents;
35

Fig. 3 shows an exemplary system according to the preferred

embodiment of the present invention;

Fig. 4 shows an alternative configuration of the preferred
40 embodiment; and



Fig. 2 shows a flowhart show ng operations performed by nmanagenent

agents; Fig. 3 shows an exenplary system according to the preferred

enbodi nenwaodz/ob@1present invention; Fig. 4 shows an al t errG@AVGBE/01707
configuration of the preferred 40 enbodi nent; and WO 03/096621 4 5

PCT/ GB03/ 01707 Fig. 5 shows the functional blocks used to conpose a
response by a naster node to a managenent conmand. DETAI LED DESCRI PTI ON OF
THE | NVENTI ON The invention is described herein with reference to Figs.
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t hroughout ater ifdECcad edmMdgnbikecrefnar ence numeral s. 10 As detail ed
bel ow, the present invention is designed to facilitate management of a

cluster of nodes in a conputer network. The invention beneficially masks
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In Fig. 1, an exemplary network environment 102 embodying the

present invention is shown. The network environment 102 includes a

20 management station 104 communicating with a node cluster 106 via a
computer network 108. The management station 104 represents a network
client with the capability of performing one or more network management
tasks. Typically, the management station 104 is a computer used by a
network administrator to manage the systems in the network environment

25 102. For example, the management station may query the number of packets
sent and received by the node(s), the number of connections made by the
node(s), and so on. The communication path between the management station
102 and the node cluster 106 may include a variety of networking devices
known to those in the art, such as routers 110, repeaters, hubs, switches,

30 bridges, etc.

The node clustér 106 comprises several servant nodes 112 and a

master node 114 connected by a private network 116. As used herein, a
node cluster is a group of nodes selected to appear as a single entity.

35 The nodes selected to be part of the cluster may be selected for any
reagson. Furthermore, the node cluster members many not necessarily be
physically located close to one another or share the same network
connectivity. Every servant node 112 in the cluster 106, however, must
have connectivity to the master node 114 via the private network 116. A

40 private network generally refers to a local area network (LAN) connection
shared by all the nodes participating in the node cluster and not

accessible by other devices in the network. It is envisioned that a node



The node cluster 106 conprises several servant nodes 112 and a nmaster node
114 connected by a private network 116. As used herein, a node cluster is
a group oWwowmes2sel ected to appear as a single entity. 32CiheBosuday
selected to be part of the cluster may be selected for any reason.
Furthernore, the node cluster nenbers many not necessarily be physically

| ocated cl ose to one another or share the sanme network connectivity. Every
servant node 112 in the cluster 106, however, nust have connectivity to
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Al thgugh any node in the node cluster with connectivity to all the «cluster
rrenbers may be sel ected as the master node 114, the node offering _the
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management requests from the management station 104 to the master node
114. The management agent 118 running on the master node 114 then
processes the management regquest. Once the request is processed, the
master node 114 sends the response to the original node that received the

25 management request. The original node then forwards the response to the
management station 104. In one embodiment of the invention, the
management agent 118 includes a gateway for Protocol Data Units (PDUs)
formatted under a Simple Network Management Protocol (SNMP) standard. It
is contemplated that other system management standards known to those

30 skilled in the art, such as Common Information Model (CMI), Common
Management Information Protocol (CMIP), and System Network Architecture -

Management Service (SNA-MS), may be used by the present inventilon.

In Fig. 2, a flowchart containing operations performed by the
35 management agent, according to the preferred embodiment of the present
invention, is shown. It should be remarked that the logical operations of
the management agent may be implemented (1) as a sequence of computer
executed steps running on a computing system and/or (2) as interconnected
machine modules within the computing system. The implementation is a
40 matter of choice dependent on the performance reguirements of the system

implementing the invention. Accordingly, the logical operations making up



managenent station 104. In one enbodi nent of the invention, the managenent
agent 118 includes a gateway for Protocol Data Units (PDUs) formatted
under a Swgpisaebiet wor k Managenent Protocol (SNWP) standar dCT/&B03I0a707
contenpl ated that other system nmanagenent standards known to those 30
skilled in the art, such as Common | nformation Model (CM), Common
Managenent |Information Protocol (CMP), and System Network Architecture -
Managenment Service (SNA-MS), may be used by the present invention. In Fig.
2, a fl owchzet eciordtiaerti rf Upepratseohsipyentommédsdnibehee3simamagatentedadgent ,

accordi ng tgocthe.qkeigrded arboshisrested dhaoprrsent invention, is shown.
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operation 206.

25 At determining operation 206, the master node receives the
management command from the target node and determines the scope of the
information required by the management station. For each management
reguest issued by the management station, a decision is made about how to
best represent the data returned to the management station in the command

30 response. The master node must consider what the response data
represents. That is, whether the data represents information about a
node, multi-node, Virtual File Server (VFS), or other entity. This
representation is also referred to herein as the scope of the information.
Once the scope of the reguest is determined, control passes to processing

35 operation 208.

In processing operation 208, the master node executes the necessary
directives and performs the necessary processing to compose a response to
the management command. The type of management command and its scope

40 dictates the actions taken by the master node. The actions taken by the
master node may include, for example, communicating with the target node

that received the management command packet, communicating with other



sendi ng operation 204 is conpleted, control passes to determ ning
operation 206. 25 At determ ning operation 206, the naster node receives

t he managenwsmvezonmmand from the target node and det er m nexTGBO3gADPe oOf
the information required by the manageneni station. For each managenent
request issued by the managenent station, a decision is made about how to
best represent the data returned to the nmanagenent station in the command
30 response. The master node nmust consider what the response data
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response bEWeE FUR HRITEGEITAESRPEE| (Oh FRTHE EaTHBE FIGdeCoseRlS AHER flow
response toertdse mnanagenent station in the protocol expected. Thus, if SNWP
was used to issue the managenent command, the response is sent using SNWVP.

g’“gfat ihgnlf5l gsvr 961 NodeesuRsnt N [ESRONSe SR ANGTBnagerent station,
P the operations performed by the management agents can be a computer

20 readable program embodied as computer readable media. By way of example,
and not limitation, computer readable media may comprise computer storage
media and communication media. Computer storage media includes volatile
and nonvolatile, removable and non-removable media implemented in any
method or technology for storage of information such as computer readable

25 instructions, data structures, program modules or other data. Computer
storage media includes, but is not limited to, RAM, ROM, EEPROM, flash
memory or other memory technology, CD-ROM, digital versatile disks (DVD)
or other optical storage, magnetic cassettes, magnetic tape, magnetic disk
storage or other magnetic storage devices, or any other medium which can

30 be used to store the desired information and which can be accessed by the
management agents. Communication media typically embodies computer
readable instructions, data structures, program modules or other data in a
modulated data signal such as a carrier wave or other transport mechanism
and includes any information delivery media. The term “modulated data

35 signal” means a signal that has one or more of its characteristics set or
changed in such a manner as to encode information in the signal. By way
of example, and not limitation, communication media includes wired media
such as a wired network or direct-wired connection, and wireless media
such as acoustic, RF, infrared and other wireless media. Combinations of

40 any of the above should also be included within the scope of computer

readable media.



ends. In accordance with the preferred enbodi nent of present invention,
the operations perfornmed by the nanagenent agents can be a conputer 20
readabl e prooggreasa2enbodi ed as conput er readabl e nedi a. By wayr/GBosaManpl e,
and not limtation, conputer readable nedig may conprise conputer storage
medi a and communi cati on nedi a. Conputer storage nedia includes volatile
and nonvol atil e, renovabl e and non-renovabl e nedia i npl enented in any

nmet hod or technol ogy for storage of information such as conputer readable
25 instructions, Tdaig.str aot ereeplaps cysieam AopldArestion ttheretatad Goovgitert
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st orage or é%ﬁemcrm@%ﬁe@|r@a5§?erff&geg@wiﬂc%nto3°2anyddithhe$erwedt wedahiieh can 30
be used to sh@r@ethe sdesddtetdadbasmmbyent 38d. whi ch can be accessed by the
managenent agents. Conmuni cation nedia typically enbodi es conputer
readabl e i nstructions, data structures, ogram nodul es or other data in a
nodul at ed dat a sFghdPSEEcfoR3ITRaradeRt :%éves PLEE HEFtonBport frechaiSm
and i ncl udesrargsi 3feorndta oacdslihy errpcerdidas. Theetenmiinpdotatsesogldta 35
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cha edln sucharranner as to encode infornmation in the sig By way
exa andh 0P | FROERITGRT PRI Eat TR Feditg r%&rﬁ%ﬁeeawqeé‘anw%rwa uch
as a w red Rettherkomsy, the eehdinior erbaegnrdst bassesabite worngndssesrpdia tosteh as

acoustic, REargjeaflﬁ&reedh@mr%ﬂerceWahel BES gEREH A cofe@Bl Natl 9P 0f @ rany of

t he above shoul.d al.sa_be include hln t.he sco 0 onput er read bl e
o . W0 OHOSSRBL PETROSIBL 07 877 BT 3 R en by ks e o

i npl ement i ngSTRET preperTEd e&‘fﬂ%ér ?Péntlsutﬁ RB@ ggehrologvent i on is shown. The
systiem conprises of a master node 114 communicating with a servant node

112 in a node gr%reIQﬁuﬁﬁ%x%fceQQ%s JfléhlaF}Halslx!g?%naﬁag%%@rag%@%méﬂ{ams
agent 302 and the servant node 112 i ncl udes a servant, managenent agent

304. The naSt%r ﬁ‘ﬁfﬁé@ﬂﬁf’ma‘ijﬁnﬁe@ﬁ‘?ﬁ%"dﬁﬁl 112-i nt's £RO°PYAFe §r°é‘re%9er?8
process 306abrdubi¥igedi td RtPpimotks a8@BneThecaandi fgopribeess-g@061dde. As

responsi bl emér&rlogwmuawatihr@ei BiYATREAOR £ QU STS th On SBlkVAdHe 1 HOdL S rddeksl N

10 tzge node3ger Qup, agcording to t Qa ss9pe of the received nmanagenent
coma

The servant management agent 304 is also split into a receiving
process 310 and a sending process 312. The receiving process 310 receives
requests issued from the sending process 306 of the master management

25 agent 302, and may also include an SNMP PDU gateway. Once the request is
obtained, the servant management agent 304 retrieves the necessary data
and forwards it to the receiving module 308 of the master management agent
302 via its sending process 312. It is envisioned that communication of
data between the receiving process 310 and the sending process 312 of the

30 servant management agent 304 may also be accomplished utilizing RPC
technology. If the servant node 112 is also the target node, then the
receiving process 310 is additionally configured to obtain the command
response from the master node 114 and the sending process 312 is
additionally configured to send the command response to the management

35 station, as described below.

In Fig. 4, an alternative system configuration of the preferred
embodiment of the present invention is shown. The system includes a
target node 402 that receives management commands 404 from the management
40 station. The management commands 404 are formatted under a User Datagram

Protocol (UDP) and are received by the target node 402 through a UDP port



Furthernore, the sending process 306 passes the command response to the
target node that originated the nanagenent command. In a particul ar

enbodi nenwooi3/w6®R1i nvention, the sending process 306 conmRUTEGB®H1N7t h
servant nmanagenent agents 304 using RPC tgchnol ogy. 15 The receiving
process 308 of the master managenent agent 302 obtains data requested from
the servant nodes 112. The receiving process 308 is also utilized to

obtai n the managenment command fromthe target node. As nentioned above, in
one enbodi mwet aft tHeonnsmrikied thhe qtéleelmﬁnﬁgefmﬂéce@@an@@@%c%?w%% an

SNWP PDU gat.eveysq THers efyiiheiBRagdereptcagenineddids al so split into a
receiving process 310 and a sending process 312. The receiving process 310

receives requests issued fromthe sending process 306 of th ster ..
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g(é t§l mas marna ecf

communi cat |R3—’r?ce$s 4éat"§115€t%@ﬁr‘i%éh?é??élﬁg?l??@tp‘ﬁ%‘g‘é the s
process 312 q@httie 3ecetvant tenagevesnnodgdat. 304 may al so be acconpli shed
utilizing RPC technology. If the servant node 112 is also the target node,

then the receiving process 310 i addltl nal fi,qu Op, he
comyBnd respons@ef F‘%ﬂﬁgteﬂ%mhéjglfm % bfl orwa%é( g L@ fnggzerr Qrgtg@fnghtt

e sendi ng ei:y%f)rggzess 3
add| ti onal | sgenon3q2ghy etbape afendox ﬁealé@rﬁm%l RPespdnselt 67t H%\élen‘é
station, as;geselrddechdeboyet handdeflend agant alosemsathy easyst e\ﬁn@qmlferlgmﬂ: on

of the pref Jed enbodi ment SRt NMeNti-0f deS1801QWNa1sBhensy st em
i ncludes a ({ afget™ n Gaegeggg E{lrttﬂr%lengjire\e/es n%r?a enent cg nds a404 Jfromthe

managenent WG§qudGn4°27héh?Paﬁaﬁeﬁ?€nfe%’&ﬁﬁajﬁ’d§ 4R POV NECERd Under a
User s Dat agr sdfe Psad.ocol (UDP) and are received by the target node 402

t hrough a UDP port WD 03/096621 9 PCT/ GBOS/01707 406. It is contenpl ated

that other management co d ocol ma [ d;py a0 gnhodi sent
of the present |‘?ﬁ/é3ﬁ{5f‘bgﬁnga V% th f66 c_?mn SIP%}:F f%éiett grget eranamage nt

agent 408 rummwEgRYeoN cor@ﬂ@ﬁeandaﬁg@qtrﬁéﬁ% apOZPRIRBF Lot en BTGB e TP Rt iman
been recei VveghcetBanay include polling servant nodes in the node cluster for data,

20 accessing stored data, and compiling the data. Once a command response is
prepared, the master management agent 302 sends the response to the target
management agent 408 of the target node 402. In the preferred embodiment
of the invention, the response is sent from the master management agent

302 to the target management agent 408 using an RPC 414.

25
The target management agent 408 initiates a gateway sending process

416 after the target agent 302 receives the command response. In a

preferred particular embodiment of the invention, an RPC server port 418

is used to receive the command response. The gateway sending process 416
30 passes the command response to the UDP port 406 and may also format the

command response to an appropriate protocol.

Once the command response is passed to the UDP port 406, the target
node 402 sends the response 420 back to the management station. It is
35 contemplated that the command response 420 may be formatted as a UDP
packet. Thus, the system described above beneficially allows a network
manager to issue management commands and queries to a single node in a
node group, while still maintaining a single system image at the node
cluster.

40



target nmanagenent agent 408, in turn, initiates a gateway receivVving
process 410 which forwards the nanagenent command to a naster managenent
agent 302wex®metdzng on the nmaster node 114. 10 The managermaWwGB@mTarid nay
be forwarded to the nmaster managenent agenpt 302 by neans of, for exanple,
an RPC 412. In one enbodi nent of the invention, the target nmanagenent
agent 408 and the nmaster nmanagenent agent 302 are SNWVP agents.
Furthernore, if the naster node 114 is also the target node 402, then the
RPC results in cakldisgusdrsl SR, agert thea reheer] Bodamecabde. aAsardostugsed
above, the wBaieE, r@ﬁaﬁﬁlﬁi}tn&ﬂﬁﬂgm&ﬁgsraﬁ%bﬂ&%et hern pBnagenBRipcomand and
constructs a0 ARRLOPY)ALE. COIIART.[e8pONSe, Ihics nPLORSSS, MYad i) ude

pol l'i ng servant n At he-no PO8T & Fo? 5 B ACCeSSIhG stored
data, and c6h{-i n@t tsﬁ@uhﬂaﬁOS n‘(‘}?éet@tcéhﬁﬁﬁﬁctﬂé@ﬁbﬁ%écii% PreRIPER ety Phe
mast ér nmanagepentnagent B3RAwsendsotthare pspoaserbindtdient dicgeds, @apageng nin

agent 408 oknihe targete NQde: ADZncd et b6 preferred enmbodi ment  of the
invention, the response is sent fromthe master nanagenent agent 302 to

the target nmanagenent agent 408 using an RPC 414. 25 The target management
agent 408 initi afes master orpdy Yéndhdigies cceggrondim-eafees SORavhigh gempagess
302 recei vegoltifes 0 HFBAsLIIES ROIES 8thd téolsPESF BhEe£hdRahd ivGthadoremhadi ment  of
the jignventi gn, .. 305 REC HELVEL P ke 4hE . '121 g%ee%mwdm%ﬁﬁ' Y€ 108, %9&1@”"

response The gat evvay senc I ng process 4 asses t conmmand response to
t he UDP por 26 avd anﬁWPs%ledFWeﬂtont Pfé’gré%rﬁ?&ﬁﬂfarcésb%r%@tbg &fed aS the
appropri at ecpmptotgierf@we&o2he command response is passed to the UDP port
406, the target node 402 sends the response 420 back to the rranagenent

station. It is 3 contenlpl a%edfatcga!tt%t he comman onse 420 Ir %e cessor | y

2 ig ¢ w1£h 1 rmatl
formatted as a U packet Sy SHENTUesct iDed above

al | dws a nePMor kThmﬁég@rattL@n@99@%@%ﬁemseéommélée@nén@ump?%%s fota
si ngl e nodesfidh acadRUesGOupmbamai. | ernst iddoriE@t thapridagsd SoaglLasyst em i nage

at the node, gluster (40 40,03,090921, PCTLGRD301707.40 5. i ssussed above.

once the nast e recel ves nagenen
conposes a F]é%a@ﬁg%emeph sﬁaélors gig{lésﬂpf:]é§ ynformatlon processor 504 is aware of

the scope of the information required from the management system and
20 congstructs a response to the management command accordingly. It is
contemplated that a lookup table may be used to determine the type of data

required for each management command.

Coupled to the information processor 504 are a local access module

25 506 and a remote access module 508. The local access module 506 is
utilized when local data access is needed to construct or perform a
response to the management command. For instance, if, as part of the
response, the master node 114 is required to provide its own serial number
to the management station, the local access module 506 is used to acquire

30 the master node’s serial number. In one embodiment of the invention, a
node’s local data is represented by a management information base (MIB).
The local access module 506 obtains local data from the node by retrieving
an object instance represented by the MIB. Likewise, the local access

module 506 may set local data by modifying an object instance in the MIB.

35
When data accesgss from servant nodes 1s required by the master node
114, the remote access module 508 is used to access such information.
Furthermore, the remote access module 508 is used in conjunction with a
communication module 510. The communication module 510 includes routines
40 to format and transmit information, as well as data compression and error

correction routines. It is contemplated that any node-to-node

communication mechanism could be used by the communication module 510.



functional bl ocks used to conpose a response by a nmaster node 114 are
shown. It should be noted that the functional blocks presented may be 5
i mpl ement w 039b@n dwar e, software, or a conbi nati on ther edGT/édrgBandi’ng on
the performance requirenents of the user. The master node 114 includes a
common interface 502 which conprises routines, protocols, and other tools
for interacting wwth software 10 executed by the master node 114. In one
enbodi ment of the present invention, a common application program
interface (C API3s idesusié@dagbdviee ircenpmaferride eipgE 802 ofThiee eoRyRTT
interface 5&%&&&9%&&,@5%& hcaBrd REBEITALI LhiRHELRSSHY a Eon&proh@ure
/o Tat! OnDLOGERAYT AP AeL S ised 42 SOlLEGL AN PLOCGRS, (AR (1L NGAS
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stat on. Thus rthed aé&gﬁaﬁb@ﬂepswaswlas% a SuwabgaDfcall he sieOperadnt he
i nformation,[ dﬁeqﬂ{ %!tiﬁrog‘ak 3% §y§cn$m1é”dmﬁ9 0084 UELS oguie
command accor d
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nodul e 506 Is utilized when | ocal data access .is ne to construct or

perffi8rm a YEIPERE VS ﬁ@e nefEgRITEAt O Sfard 5:L%o"rtl ﬁ%ei AR STFFOR ZEUBHIE of
the responseretheveastierinfodetidy fosmatggdi Fredxternpioddtderenreseyirptderi al
nunber to thg)nmanagenent station, the |ocal access nodule 506 is used to
acquire 30 the master node's serial nunber. In one enbodi ment of the
invention, a node's local data is represented by a nanagenent |nfornat|on
base (M B). The?|Ge4rragee’ silﬁD%I]LﬂoeleS%taaFH%m‘indEé‘FlOﬂla’f‘oaduflleoﬂz’t Re fode
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It should be apparent to those skilled in the art that the
above-described invention assists in node cluster management by providing
a means of representing the node cluster as a single system image (SSI).
25 The invention allows management control of the entire node cluster by
accessing any of the node cluster members. Such an arrangement simplifies
management tasks and reduces the effort required in servicing network node

clusters.

30



comuni cati on nmechani sm coul d be used by the conmunicati on nodul e 510. WO
03/ 096621 PCT/ GB03/01707 11 As descri bed above, in a preferred enbodi nent
of the prexemstossiznventi on, access to renote nodes i s achi eEUGBEINY7a
remote procedure call (RPC). An RPC allo the master node 114 to execute
a function on a servant node 112 and obtain the results of the function.
Specifically, 5 the renote access nodul e 508 associates a functional call
on the servant node 112 with a particul ar nanagenent conmand. The renpte
access nodul e 508 passes the function celdrMsal ong with the proper function
paranmeters, to the communication rmdul e 510. The comuni cati on nodul e 510
then calls ,the {Aunct ognférnat haenaserv (:)ng tl@l;[1 gnd awaldte c:fus e{,eismul‘_it.
Once the 10resu arrives, t'he 8m’run|ca|on nogute 510Gt |

conversi on Ferﬂﬁ‘itﬁésnetf”erlf'ettf‘l?év’élet Hester drratdisa ¢ aivattidd h %%Y@Ttnan%Fata
repr ésent at eorergeXDRYe #nder vagternogle, 141 akslod nohwrdesnga communi cati on
nodul e 512 and a 15 | ocal access nodul e 514. The communi cati on nodul e 514
s used to formi and.transm o daforamtl.on. compress. dald, andicorrecl,
errors. Wen a contand’is Feelida fromthe haster node 114 T&receivedehy
the comuniFRatisHoHo&YI @%IQrgetth%oqeocal access rmdul e 514 is used to
obtain a response. Once the response is encode by the | ocal access nodul e
514,101t 20 is seBbtndiQgt bee MBSIRMNOURIALA BY tHREnSHIURLLAELGD AP gD 12.
I't should be apparent to those skilled in the art that the above-described
i nvention assists in node cluster managenent by providing a neans of
representing the node cluster as a single systemimage (SSI). 25 The

i nvention all owspreregénent necenalt obspdigeerd ithe modgercntist@mahy by the
accessi ng apyst@f L& ;node cluster nenbers. Such an arrangenent sinplifies
managenment tasks and reduces the effort required in servicing network node
clusters. 30 WO 03/096621 PCT/ GB03/01707 12 CLAIMS 1. A nethod for a
managenment st at i 8 FInEiaFE I HEHe TCPRFSEr tP T8 tEERpLAVE etk Maf her
node cl ust encdnckudi ng a plurality of servant nodes, 5 a target node and a
mast er node, the method conpri sing:

sending the management response to the management station by the
20 target node.

2. The method of claim 1, wherein processing the management response

further comprises determining the scope of the management command.

25 3. The method of claim 2, wherein processing the management response
further comprises polling the servant nodes for data required by the

management command.

4. The method of claim 1, wherein processing the management response
30 further comprises formatting the management response to the protocol

expected by the management station.

5. A management agent for processing management commands from a

management station, the management agent being suitable for execution in a
35 node cluster, where the node cluster includes a plurality of node members,

the node members including a master node and a target node, the management

agent comprising:

a receliving module configured to receive management data requested
40 from the node members, the receiving module being further configured to
communicate management commands from the target node to the master node;

and



recei ving a managenent command from the nmanagenent station through the
network by the target node; 10 sending the managenent command to the naster
node fromwmaes/wenget node; processing a nmanagenent resporrsA/GBO3INBET
managenent conmand by the master node; 1%i3sending the nanagenent response
to the target node fromthe master node; and sending the nmanagenent
response to the managenent station by the 20 target node. 2. The nethod of
claim1l1, wherein processing the nanagenent response further conprises

det erm ni ng the scopdind melelargaaijorerd tCofththaanasmeet PREA HEPROT 0Pt ai m
2, wherein peReessivlg thgifgnagenemkiieSpotse chbufitheed conpmingeicagyel £i ng

the servant nodes Ee\%%ogéé 3 LEQMETRA BY dhe csmnagement waemand. 4. The
met hod of cfaim 1, erei n processing the nanagenent response 30 further

conprises formatting the managenent response to the protocol expected, bry
the Aanagenént st menageheni spgRhEnERitagentudther FPERESIPA FrmanRf&REHT
commands fr pRacssfRBYENRAtd Statbomt tie comnage restonagemt abeimgr saxiveabi®

for executi&; il faBRenode cluster, where the node cluster includes a
plurality of” node nenbers, the node nenbers including a naster node and a

target node, the nanagenent agent conprising: a receiving nodul e
configured 7o reEes wenpgenseye mosnt o &W%‘t}éesg@&heﬂﬁfof@ﬁrﬁlf‘ﬁ@ 8Ee" FERBET s,
t he 1pecei vi pgaTRdub:e ibet &y tbwither 1oeaf ipdeedhttad conmuni cat e managenent
commands fromthe target node to the master node; and WO 03/096621 13

PCT/ GB03/ 01707 a sendi ng nodul e configured t nd man nt fr he
node menmbefs, tﬁﬁeé@ﬁagﬂﬁnﬁoﬁﬁﬁ% bezaicg@mf gr‘t uérfcgg%n & Iﬁl?sgggt% r%%%%ﬁf%%%% a
command respodise feuihothel Fastdpingwdet $rtehEreargettenotsie BB The

managenment agent of claimb5, further conprising an information processor
COI’lf]_ISQUI‘ ed BO f O&H@maﬁq?&en%?@%@tr% ROASE sl Ned-tHBA Q%Enpﬁ:?@l@.@tﬁd:omon
interface configured to interact with software executed by the node

members.

10. The master management agent of claim 8 wherein the another node

20 member is the master node or a gervant node.

11. A system for processing a management command issued from a

management station, the system comprising:

25 a node cluster, the node cluster including a plurality of servant

nodes and a master node;

a target node belonging to the node cluster, wherein the target node
receives the management command issued from the management station;
30
a master management agent according to any one of claims 5 to 10,

the master management agent executing on the master node; and

a target management agent executing on the target node, the target
35 management agent configured to forxrward the management command to the

master node and send the command response to the management station.

12. The system of claim 11, wherein the node cluster further comprises a
local network connecting the servant nodes with the master node.
40

13. A computer program product embodied in a tangible media comprising:



by the managenent station. 7. The managenent agent of claimb5, further
conprising a |l ocal access 10 nodule configured to obtain | ocal node data.
8. The mawapemesd21agent of claimb5, further conprising a rETOGBI3AATESS
nodul e configured to obtain node data fromsanot her node nmenber. 15 9. The
managenent agent of claim5, further conprising a conmon interface
configured to interact with software executed by the node nenbers. 10. The
mast er managenent agent of claim 8 wherein the another node, 20 nenber is
the master node 6PTRULSErXARARLIFOBECITEL, CHlesy SR WU o pROCERENG BHénaGenent
comand i ssu&thdirgm aodennagesrent stcatpdrer béevogk Shvem sorpeigitngtatdbng Hede
cl utSt er, éhﬁocg%qgu%déisiféluhgﬁé E.d,%)ﬂgfaﬁiﬁl' ;Ufa%%]ﬂv)én@fnoﬁgléVaa!“:ardf&:dQSde?-ﬁddaa
mast er node,; a_target node bel on o the e ; [

t ar get nodema?tee(fefl?/%s Hhz RRAGEner agge rﬁﬁrﬁmsgg(g%s % re%??\t t% h%fl\r%g%get%e%%&e
station; a HBSREPIRHhAQEHERY FfeAt™HEEBraficA Eﬂfnéfn%neonc‘F]ﬁilﬁigJS 0% 10,
the master nanagenent agent executing on the master node; and a target
managenent agent executing on the target node, the target 35 nanagenent
agent configured to forward the nanagenent conmand to the naster node and
send the command response to the managenent station. 40 12. The system of
claim1l, wherein the node cluster further conprises a |ocal network
connecting the servant nodes with the naster node. 13. A conputer program
product enbodied in a tangi ble nedia conprising: W 03/096621 14

PCT/ GB03/ 01707 conput er readabl e program codes coupled to the tangible
media for managing a node cluster in a conputer network by a managenent
station, the node cluster including a plurality of servant nodes, a target
node and a naster node, the conputer readabl e program codes being
configured to cause 5 the programto carry out a nethod according to any
one of clainms 1 to 4.



