SMVART CONTAI NER MONI TORI NG SYSTEM FI ELD OFTHE
I NVENTI ON The present invention relates to shi pping
wapahepBsasport ati on of goods and nore parti cul B€T/YL@/000224

renotely nonitorable shipping containers. BACKGROUND

OF THE I NVENTION The followng U S. Patents are

believed to represent the current state of the art:

4, 750, 197;SMARTCESTAINERMORFBORING ZR S 5, 169, 188;

5, 189, 396; 5, 406, 263; 5, 421,177; 5,587,702; 5, 656,996

and 6, 069, 563. SUMVARY OF THE | NVENTI ON The present

i nvention seeks i ' d renotely

noni t orabl e shi pgl?ﬂnlg5 ??nﬁ?'%gYEmﬁgﬁg is thus provided

in accordance with a preferred enbodi ment of the

present,_jnvention, a repotely nonitorable shipping

cont ai nE® PRV ERoR r§ir.ﬁl‘lf)ey§ (9 AiPpigs AR HarspeHaongopgs and
mor il 21 ' : and at | east

62%2 dooryqlgé%dgﬁteﬁ,\gﬂ\lfimgtéﬁgl% g’?@%“%@?ﬁég}g‘a ement arranged

for | ocking engagenent with a door nounted | ocki ng

el ement, at |east one wireless communi cator nounted in

a secure location within the shipping container and

bei ng oper at iB/£CKGRYURDHISTHELINANTON Nf or mation to

a renote nonitor regarding the status of an electronic

seal nounted onto the | ocking elenent for confirmng

| ockin f . at.-lL.east .one or nd at | east on

Wi r el egl;h%afr?{lgekﬁﬁ] Irjflgug?tgﬁtsﬁ? ﬁeﬁ}?v%d &@P@é?"égﬁ%ﬁ‘gfe@&tﬁ@ of
the awn t he outside of the shipping container for

transmtt'gﬁwghe information fromthe at | east one

wirel eds’ MBI P9E26%r Sl eSS th1eP, Pidef £,A88396;
6SIHa04i . . | S comuni cat or
540 I ncf g’éggﬂz%tstf%ﬁ/é@}ezi %fgsé’b%ér)gfdeéreg@ﬁ;&t he | atch | ocki ng
el ement includes a tanper-resistant renotely
noni t orabl e el ectronic seal including a shaft portion,
a socket arranged to engage the shaft portion in a
noni t or abl e manner, whereby di sengagenent of the
socket and the shaft portion results in a nonitorable
event, and a wireless comuni cator associated with at
| east one of the shaft portion and the socket and
bei ng
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operative to provide a renotely nonitorable indication
of the nonitorable event. In accordance wth anot her
w@e@boepized enbodi ment, the renotely nonitorabl BCT/IL2006/000224
shi ppi ng contai ner also includes at | east one sensor
operative to sense at | east one condition within the
shi ppi ng contai ner and wherein the at | east one
Wi rel ess transgUMMARYNAF TIHE NVENBKIN one wi rel ess
antenna are operative to wirelessly transm t
i nformati on regardi ng an output of the at |east one
Sensor - %rés%ﬂptiﬁvéﬂ?llﬂht Qeks Pi&f ?fo@ﬁe,y ant RfpRivel ©8thotely
one sensor ‘senses at | east one of notion, carbon
monithrabté steppingtomained eni ssi ons and t enperat ure.

Addi tiogal Iy, the at |east i.rel i.cat
AN R e e R e S D

FRLBRNLI £ enSteBl &fcBftolable! BRpsik RBhithet AREIAAIAL 2 RRIHY:
preseI n acgérdancg vvieF)Jh yetoaangt hel?ﬁpgeferrgd enboldlgn%anfﬁ?ﬁmg

contairite bodyrbavin g associated theidvetisatilggst one demtend akleasilone door latch
.inc s at | east one GPS antenna for receivingsignal
havingh 115 Ee PR B0 HoOHE GPHECREN: SICh &rcogh finid
lockin@GRineAR AteRANtt dROwible§UbdhMuhRABP RSdivedt B arkeOutt Abtation
fromthe at | east one GPS antenna for providin

withip Hecihippingoepntainariaad heing eperativegaavivilessly depgsmaih ppformatipnge a
i ndi_cat.i caf,l o [ i n ' .
el Ak DAL L f U, A PPITREAOLRLE S, tockin

elemdnf bt desfimiing @acking® 0L tidFat [cansomnd Hesr, aAddit tleasnant yWwireless
the at | east one wreless communi catqr includes at .
antenpeFOUnEASViEng Hralged crelpwrs o dhe oysvids et HS| S?*}Pperfge?%amef
for trén%ﬂﬁ&ing'&?e M Bh eSS HER TR ICAT e ﬂéik%é‘%%ﬁmﬁmﬁéa smtter
communrcating via at |east one of cellular, radi o and
sat el | ith eccardancei wil iaoprefeetdankodiniéngy thei & ladss @ne wireless
comn BB S FOMRORE oo el S RRETP s o
tampéig@ém%t(}@ﬁlb%ﬂsm§ﬂft$r§ﬂb Wl Ghnik B&! welesdify & SREL Sdrdon, a socket
noni torabl e shipping container including a s |Fp|ng
arrangedripaingege the dhath avitieg ims gowiiarable maenewheéreby disergagement

one door .and at .| east one..door | atch i ng, a _l,atch
of the BaeeR ag B sher R, SIS o it kB e o b Dhless
comnfiRRiatdRNcREEd WK higae b8EBNhe sBAft F@l@l‘éh Rl eheocRdt @58 being
comuni cator nmounted in a secure [ocation within the

operalive jopriragide e madtakyrmemigrabld indiceiper eft thy montogblegves| y

transmt information to a renpte npnjtor.re arﬁ'n

St at us e P letet. Ob ndudy PREriEromeshEfe i cfkidly
monitetBMeipping coMafnef Blsh Gndl@Ei a0 Jeadf ofidsenddr dR@divead&ense at

door, and at |east one w reless antenna nmounted w thin
least enepeapdéiomenithin the shipping container and wherein the at least one wireless
transmitter and the -at least one wireless antenna are operative to wirelessly transmit
information regarding an output of the at least one sensor to a remote monitor.
Preferably, the at least one sensor senses at least one of motion, carbon dioxide, infra-
red emissions and temperature. Additionally, the at least one wireless communicator
also transmits information regarding the status of the cargo, which is placed in the
shipping container body.

In accordance with yet another preferred embodiment, the remotely

monitorable shipping container also includes at least one GPS antenna for receiving

2
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encl osure on the outside of the shipping container for
transmtting the information fromthe at | east one

WOWR006l025331 communi cat or. The shi ppi ng cont ai ner PCT/IL2006/000224

communi cations system al so i ncludes at |east one
renot e conmuni cator conmunicating with the at | east
one wireless communi cator. Preferably, the at | east

signaRN@lavhg &b 85 tieN roFLAE Ghippingi doataiitke Indtlodation tremuting circuitry
transcei ver, conmunicating with the at |ea

respopstocanctipRirTem e at 1pastipg GRARpipnng fos paqvi lé&é,ftr}owémﬂ to

the a{ ?eg&t She GO c?o%rﬁgmcﬁ&l nglfcitlﬁ’% 10885t PR &fi r%ﬁn% container.
sence sensor an comun , a renote

Prefeﬁbtjz am st senw relseadonBRlféat@ESCRIR T @dst}ﬁleTREtransmitter.

NGS The present.invention er.st o and
Addl%ﬁ}lbctha@é&ea Pre YiFlesS FOTBmPRIAHOk B}CL&?\% ﬁgga%t%e g range
transr\ﬁjﬁé? rF’rE’feMB[‘y th@'ﬁ? ‘ibabtnoﬁéoﬁirb‘lré&t Ehmhititof BRIQIEQW tRGSmitfer

Sl is asinplified illustration of a
comnshiqphg glacab teisti ame rof cedimiarniadintdndsetelije @m@mﬂ@tm\é@ks

aboo] HERR: A1 RSO G R Ayt Bt Dl Sapgdigent o the

preseﬁ'ﬂ 'fﬂi)lehﬁdneda ighi ;eriﬂgr abhi@fes fé@iﬁh{ﬁﬁlc%ﬁ@{sl Bkt OAkIENERtludds a
door 1dck handle of a Shl{) contal ner of the type

remojf:l}d mohiteraeld shippiig cormalnsn we ugmgsa shippigg eontginer body having

associ\_a:telé] tﬁ%r{a}%i gpgeita kq%réf 088 ::n'dgqes gle! c!l)oorl tlclg hgmgh gatcl‘?lockmg

OW n
clemedt h@4MpaH Mg oEHThE Gm%ﬁg&helﬁfm&ﬁﬂﬂd)dlgn@ﬁ@aﬁleﬁlﬁﬁg elefneat, doienst
| ock handl e of a i ng container aof  the
one wirglass commplgicaipr ancgmtqip inpg ggours lpcatign g{lﬂzgﬂ que,sga)pmg container
i.ner
s BN B0 P AL B3 BOTAENER A e

statuﬂf@hfwdctlﬁﬁﬁfseﬁlrrﬁdurﬂm oto nienlockifig tlemept &5 (enmfniming tickimg, of
gs. 6A_and 6B are sinplifjed pictorial thtrat ons
the ab#ea%tvwes@@gegnd Al 1oq8t %fs&%iew Htelglapm@%teﬁh jyithin a protected

RN fikins@ftife e ®fmation from
endogdengSIétt%ndt)u({sruz?ne)1L t}ﬁg%f‘%ﬂé{ or a eE?cg tggf r or%l?gc seal o? ' tnh
the attlygseond ‘bvuslhssad:(mdnumcﬂog Thé shipping .cotainen cormBumiceiions system

lified pictorial illustrations of ffere

. t
o ipGipRs Bt Dak SopP BRI e Reacatn with i PRt one
wirel &€ @bmPunfda @3 Profor#¥lY, BBat least one wireless communicator includes at

- least one transceiver, communicating with the at least one remote communicator.

Additionally, the at least one remote communicator includes at least one of a presence

sensor and communicator, a remote monitor, and an electronic seal.
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Figs. 8A and 8B are sinplified pictorial illustrations
of two stages in the assenbly of a | ockable electronic

waeak/opsst i cul arly useful as a tanper resistanPCT/IL2006/000224

renotely nonitorable electronic seal of the type
illustrated in Fig. 4; Figs. 9A and 9B are sinplified
pictorial illustrations of two different types of
br eaks pr ogRIFGUDESCRIETION RENIHE BRECWINGEC seal of
Figs. 7A and 7B; Figs. 10A and 10B are sinplified
pictorial illustrations of two stages in the assenbly
of a prT ﬁg j)r&fs{aﬁt ﬁ]l'v?ﬁtwnoui'ﬂ‘f be &dldeRAIU! éﬂﬂl Qﬁeﬂré’mé{é&fnhﬁre Folly
a tanp esI st noni t orabl e €l ectronic
from SI&anlmﬁmﬁg‘l detait@e deddripsibm, atakch i chijgnctipn Withsthe [rawiagg in
HB are sinplified pictorial illustrations of two
whichyj f f er ent types of breaks produced in the press-fit
el ectr g% g i$ bt gfmpﬂffwﬁ'ﬂ@straﬁ&l angl slﬁ?plﬁg @6ntaihercoafifuniddBions
are si ctorial illustrations of two stages
systerh reoh$tencissedbdperasiveain| asckulbhes with @t pigferied seapfodiment of the
articularly useful as a tanper resistant renotely
PreseHaRY 8P %&bl e el ectronic seal of the type illustrated in
Fig. 4Flgf"2dis Rl Geplifet I RBGatbaRkhawiesiealnd Engagderpenttodiral dror
illustrations of two different types_of breaks
lock lpndﬂwéeehlpmngnenuam@k@m@t}@leeléltsaéeéfién Eigal; of Figs. H A

and HB._DE AI LED.,.DE IP RRE MENT
Rot or R e PR A gkt ol o= Ao e o
a shi ppid1g s QrdimbRAEd ﬂﬁmmmmsilbmrgsmymgmvmmmﬁmdummmf
and operative in accordance with a pre

sealmerengagen@m oot deasdogh kagdltt of; %ﬁi@ﬁl%??nt%%ersoeféﬂ fvRe Efystrated
in Fi a shi ppi ng container 10, which nmay be a
gc%’nventl onal shi pping container useful for Iand and

sea tr NS Pas b simysliffdddiistiation ofmmlmppmg icomtaimet tormminicgions
comuni cat ors, including, for

sysers GRATICEAIAGF Opate0iD U POt R GPICh LG, T o

the rg&gﬁ}n@emgltorl ng center 14, which may conmuni cate
P presehce conmuni cat or 12 via a network in a wired

or Wi r Eigs6AnmABE are simplified mmtelcal aﬂ@cﬂratlhm Ofatw stages in the

e S o A e b AL
monnlafa%?éjd@&ﬂ?}ﬁﬁ £8 dfid YPeiRRYat8ME Bgure i n which goods

may be transported or stored. Conventionally, shipping
cont ai Migss 7&nmidyBoare simphiede pistesish iwstratipascal Bye different

B e

i n t he F@NBATang BBMYe istinpiifibd. pidtoAaldlidstrafipps clatwloystagas in the
assembly of a lockable electronic seal particularly useful as a tamper resistant remotely
monitorable electronic seal of the type illustrated in Fig. 4;

Figs. 9A and 9B are simplified pictorial illustrations of two different
types of breaks produced in the lockable electronic seal of Figs. 7A and 7B;

Figs. 10A and 10B are simplified pictorial illustrations of two stages in
the assembly of a press-fit electronic seal particularly useful as a tamper resistant
remotely monitorable electronic seal of the type illustrated in Fig. 4;

Figs. 11A and 11B are simplified pictorial illustrations of two different
types of breaks produced in the press-fit electronic seal of Figs. 9A and 9B;

4
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the asgersblyi pf b dacksb . .
remot%lgfni?oﬁlzt%ca%le él@citl%(ﬁ?cosreglad}‘ﬂ?e t\%él {l]lél?trﬁ&?fneﬁi%ezg gﬁ(ﬁT’OOdl ment

padl ock 17 engages a portion of |oop 16 which extends
t hrough a hasp 15, preventing di sengagenent of the

whamp/0483f rom the | oop 16 and t hus preventing Pot/ackoayo224

of the door. In order to confirmintegrity of the

| ock, an electronic seal wire 18 is preferably passed

through the | oop 16 over the hasp 15. A preferred

el ect r pipk C1 58 ahd WoB Qrd Sinflisied plotstiadfithsabtonyed tivo stages in

applicant/assi?nee's U S Patent No. 6,069,563, the,
enplicetFoniies SerdrRABRCUaslyoRYsBt adSed thgpper resistant

resent Invention, and second plugs 19,
el ect r Fipal 13A e@adNIBBI eakindified tpictort fhedtiatienst ofr tsto difiidrent

second ends of the electroni¢ seal_ wr 8,
types pbreakstrgducee B the kpckeple glepies %Péf‘%fo%nﬁ%ﬁéifﬁfl Ei\[)vﬁr ch are

recessed behind a wall 22 of a container door. In
accordance with a preferred enbodi nent of the present
invention, as seen in Fig. 3, the sockets 20

communi cate with electronic circuitry 23, which in
turn comuni cates via conductors 24 with RF antennas
26 which are |l ocated within an encl osure 28 defined by
an outer wall 30 of the container, typically forned of
steel, and a cover 32, preferably fornmed of plastic or
other dielectric material, which does not appreciably
attenuate the output of the RF antennas 26.Preferably,
mul tiple transceivers formng part of circuitry 23 are
enpl oyed for receiving and transmtting information
relating to the integrity of the seal. Each
transcei ver preferably operates at an RF frequency
characteristic of a given part of the world and
communi cates via corresponding nultiple RF antennas
26. Typical transm ssion frequencies are 315 MHz for
the Far East, 433 MHz for Europe and 916 MHz for the
U S. A Spread spectrum frequencies may al so be

enpl oyed. It is appreciated that alternatively,
unidirectional transmitters nmay be enpl oyed instead of
transcei vers. The transceivers preferably communicate
with electronic seals nounted on the container as well
as wth external communicators, such as presence
communi cator 12, located at the gate of a port and
renmote nonitoring center 14. Presence sensor and
communi cator 12 al so may conmunicate with renote
monitoring center 14. Additionally in accordance with
a preferred enbodi nent of the present
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i nvention, GPS and GSM antennas 34 and 36 and/or any
ot her suitable type of conmmunications antennas may

wa@bee/obs31 ocated within enclosure 28 and nay PCT/IL2006/000224

communi cate with circuitry 23 for transmtting data
recorded by circuitry 23 to the renote nonitoring
center 14 via antennas 26 and 36. An interna

envpEFINEEDAVESERFANOREOF AURREFERRPD ENIBODIRIENNS Or
whi ch senses carbon di oxi de presence, infra-red

em ssi ons, tenperature and notion may al so communi cate

Wi th Ck{ref%gelhtcé Yis 2w QRULS F%s §ENS0rg, él*ﬁ 11’1@#%& FBhipping

i ndi ca € presence of conrtraband wthint

contai@ON tainfAfhicaAYynsa kEstend ecohstarsadi hﬂided)pwa’avann avnardaR® witd a
36 for renote nonitoring thereof nce,.is. no

preferrpdcrantagiieny of theyaiesdnt iegaen- AR iR b1 &r hapPpiBE Containe
10, wﬁﬂ?%&%@rﬁtcoﬂgeﬂtﬁﬁgﬂ ﬁg)%l n%eﬁ’%%ﬂaﬁ‘ﬁr&mﬂ Restransport, is

contal ner c cations system constructed
showraigl c@nﬁﬂmﬁmﬁenl mthcmmlruﬂ&ncmmunicatarspnacﬂedmg,d for example, a
enbodi nent of t pr es entl on

presenge CQMERINKEIgd 2e f‘tﬁﬁl Ak CETIG \?VIPPGhari‘i]Eﬁ/re B, monltormggCenter
14, w&%ﬁ“ﬁ?{‘y doRRnishE R \M’;tges%ﬁég &rgtiniesef 12 viaof ndt#oek @ndlwired

Sea transport and conmuni cate with nmul tiple
or wirelesymuaneat Ib issappeseirtesly/hatonmy smtahl@tYQe oA 8BPing SORpmEnIaY Be

oo e i PP B hPb e GRAE9FER) e

any enklddure iR vitiéh B efayba@eAspoRtefofsiored. and 2. Here a
tanper resistant renotely nonitorable el ectronic seal

117 i s Cenysintipaally, nsbinping Gpniamersy&PIY KONy O JBRTE| Baws 1o
which, glgee nacp %’ edo T la‘chgsf GOENE ¢ lf?xtaglggﬁré%aéeé%lg it %ofr@s?@ﬁ&mg

O t°0f & oni ¢ seal
lockathlg ﬂ{eﬂfﬂe@ sﬂmlibﬂiﬁm{ﬁ ilofheWingbr shoende $igsi ﬂ)add 2. Typically, a

h bel th f to Fi 6A -
o i o ool Yafeialig 1D
t t
dlsenéﬁﬁg e grgrdef\r)tg% gllaﬁag Tg 21%% 108% flkr‘aﬁd t}g‘l%olﬁlfe(f %?%g&?% Sndle
door. &ddidet e abdfymcimsgrityrof thbdgcrk tay etdctrotie sbzdcxkl,re 18ns preferably
el ectronj c seal re [ f er abl d th
passed Erong gh 1eProVr otehdlin ap 1965 RgrEle FRRRIRY SERr YRF dS
desonﬁ@@%md’\&lﬁ en qgﬁl%ahﬁ’ﬁglgﬁ&ﬁ% G |SaP5'i€ﬁJt NS 6 069,563, the descr1pt1on

|can assi ee' s Pat ent 9563 t he
ofwhdnhss:haralty mnorpbrastddlhyhefesenher eby |ncor por at ed by

referepce the nt_of Fig. 4 = o
el Beocaibacaish ettt Ry SRR pfbegt ibentln, firs
and sé'C% 1@@9@@ qd, §1‘é€t@ﬂcalﬁl é’(ﬁﬁlﬁuﬂﬁ;&mgl WitRe&PEEivE FBstwirdrsegond ends
rred enbodi nent of the present invention, first
of the electromc seal wire 18, are removably received in respective sockets 20, which
are recessed behind a wall 22 of a container door.

In accordance with a preferred embodiment of the present invention, as
seen in Fig. 3, the sockets 20 communicate with electronic circuitry 23, which in turn
communicates via conductors 24 with RF antennas 26 which are located within an
enclosure 28 defined by an outer wall 30 of the container, typically formed of steel, and
a cover 32, preferably formed of plastic or other dielectric material, which does not

appreciably attenuate the output of the RF antennas 26.
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and second plugs 120 electrically comrunicating with
respective first and second ends of the electronic

W@ e@b/09i38e 118 are renovably received in respeRCT/M2006/000224

sockets 121 which are recessed behind a wall 122 of a
contai ner door. In accordance with a preferred

enbodi nent of the present invention, the sockets 121
communiPeafemblyi, t inukipéec ttransdetveed rfouming y pgrhoaf @howr)' glichre

whi. ch i
e O Kk AR ST AP e Tl B I B et gt
Each 4@ndcEver prélerslty bﬁ@rgteEJ){t BRP %gﬁen\é@ khar&é%éns@l@ of Reiven part of

container, typically forned steel, and a cover 125,
the wirls¥ enchlsbgnfumicntss v quirzespandingr nmtth:éfr R enigorasi 86. Typical

tranmglﬁlﬁﬁtfreg}lel}mcﬁegcai%gﬁf Mﬁ,&?ratﬁgg ﬁ?s %;E&gal(/lrl-f ni%? E%r&plgeand 916

MHzafR' @ei BtEA. tdpadadt bgectraﬂmeqﬁ@aiegtmy ASTHE eémployed It is
noni torabl e seal 117 may al so comunicate directly

approgjater] thplealterradivelin spidirapttpnelotransmites onaylhe emploged H@é@afl of
trans%g%{mg trtax?sce Iv8ts pée%e% Rp&n{rhw{lr}fgattg %tﬁ%le%tr?ﬁ'a @gdr%gﬂlounted on

al ner conmu em construc

the conghatdsweell as a@mwx@h&m &:oﬂzlrﬁdml(&ttﬁi hvach ps pfeggrice dommunicator
enbodi nent of the present invention. As seen in Fi g9
12, lggated ag merﬁ@,‘[ehgf ¢t oAkt @pﬁ &$mais guonyiRripg cerigt b Paesence sensor and

comn%ﬁ%éf(ﬂtlb%%l éorﬁﬁhﬂlgceﬁ@ RhRLOE5e lﬁ?(ﬁﬁlldhn% QdntdAnd and

sea anspo I's shown in comminication wth nultiple
conmun |Aahlﬁtums11y iimateoddange withra predarpldesmidimesenidbe present
comryni_cat 152, located a the ate of a port.. and a

invenfigh CES | (GTnEPIEERE 7 289 SO, RIEH ABY OLriiARs, §pe of

comn‘ﬁdn‘ié&h@ﬁ@%%%%a&OIHH}mélgcﬁt&r léc‘%?edv & 11fn NEiAMGle 128 @nd may
wred or wireless manner. It Is appreciated that any

comnguiidaggbvétht gipeitof 23 Hop pangnitingt ddtn e¢coﬂ1®ﬁ ye cizapilrpy3dio the

remofs RaOCBR SENEL L] REh Tieangt Bk pehl B AL ey Bpi gk Ehtor

38, sO&Y abriel &NMAE {RA R whicR I Rflses CRIBEN iR ﬁéselﬁzbl RiFtaR@d
contai ners enpl oy one or nore hasps 155, ich are

emissigngelgmperatise nd mosine MayrdsoLOBMmB B nit) iy EapbPatputs of
senso % wl?l r es d' n&eﬁ@s&ﬁgé oﬁ cgg%%)o%r g’wﬁgn Ele%ﬁn 2P ﬁ1ay also

be traﬁﬁﬁmﬂ Vvﬁsdn&lnﬁéﬁ 26 sfi3Efoy refivié mohAdYig; @6t roni c seal
157 i s _enpl oyed, and engages a portion_of |oo

op 156
whi ch Befesenss tshmewgmadasiy Figs 4 prkichnillupigptes an alternative

conclRSPSPIFTR B, DAt 3 Ao 993 58 s

systeracidnstiverel dnd Gpmﬁmxremm MOegi’an(tedeIh d pefdrodkemiriiment of the
presm?tl S}%gr{t?or;ll CAsS esgleln \{\Inl rF?g 15,8ais%1pp§negf %cr)rzlitabfngr ’ﬁl& % ?uc hgn%?

conventional shipping container useful for land and sea transport and which may
communicate with multiple communicators, employs one or more hasps 115 which are
fixed to door latches and are rotatably engageable with corresponding lockable
members, such as loops 116, in the manner shown in Figs. 1 and 2. Here a tamper
resistant remotely monitorable electronic seal 117 is employed instead of the padlock 17
described hereinabove with reference to Figs. 1 & 2. The tamper resistant remotely
monitorable electronic seal 117, preferred embodiments of which are described

hereinbelow with reference to Figs. 6A - 13B, engages a portion of loop 116 which

7
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the | oop 156 over the hasp 155. In the illustrated
enbodi nent, the electronic seal wire 158 is encased in
w@2006i0936r ced st eel sleeve 159. A preferred el BCT/I@0060000224
seal wire is described and clained in
appl i cant/assignee's U S. Patent No. 6,069,563, the
description of which is hereby incorporated by
extende flmoegice hasmlbﬁ:qnmm@ dwmgagexn@nt eff éher é@lspefmm dheraep and

s Grextnl e gy Mectiin s Pha i e fliopaly Ao PRl e

lock, 28 @RIeH0E0 Asal Hirel ﬁ% 1§ bﬁ:@érﬁlﬂ? bé‘ss§@ﬂﬂro r’[Ee: boB.1180@er the hasp
‘removably received in respective sockets 161, which

115. erecf@rﬁéseé@cﬂrownqabwarev@ldbsqlbnd gnd a‘laer@ﬁ il ARIicaRi{pssignee’s
U.S. F?._tgxcttl{l %’ (?69%6@%1'15%%%’@1&)9815 oP AR it iﬂ?%rﬁ{ggg&ld'bﬁr ¥fefedce.

WhHiI ¢h conmuni ¢a ennas

In th&\mhﬁﬁﬂra&ﬁesnhmﬂahﬁd ofi FipJ 4, 8 ewwbﬂmwwl R8¢ (ABgs eBYased in a
defined by an outer wall 164 of the container,

reinferges gegl Fl)@e‘feolrlr%d of steel, and a cover 165, preferably
formed yof, R &5kk G ﬁ%ﬁﬁ%d %S&ﬁﬁfgﬁi &t tH@PﬁEélﬁlmveﬁﬁéuF Birst

does not appreciab y attenuate t out pu
and sba:cmdqmgst 12®gslmnnMI|ya$mnAdnhatmg matlhl rgspentivecfict aehsseond eids
preferre? embodi nent of  the sent i nvention

S, .
of they /GOSN 567 BRGaL (%fer%qv&b\h{)re% on rsﬁwctb‘tw?k%@w@h
are retc¥§gﬁd eéhug@éfwammf9@&@&1&%@98 may al so be | ocated

e enclosure and nay communi cate with the
el ect r dniaccardance W\tlthya pwferted znmdoiinidnh gf thetpaeseatiovegipnpihe

| ectroni cyitry.to the re ni tor
sockatoeEromingee Fib Hectiohic el [ TebEurhancot Flspisy 23
(Fig. @') ehptieeth ﬁl?f?‘%gﬂnﬁﬁlmcaﬁéfs WilERPT2&80As WhitANré Wtatedtwithin an
|'edst one sensor unit 180 is nounted within the

enclosm 28 (Rig- 3pAetinieddry amnlterseai}sw ofrthe camainps; éfpiadllyifgrmed of
steel, ealn ?ov%? gf é’é?i%lf‘%}?' go(g%gé Ef ? é 5P glgﬁcttn%%ater-mewhich

es W reno

does NI 4pprdci®lyC ant@latel e olipat @ e rRA t@alﬁﬁﬁlﬂtmg%tmys It is
conmuni cate with renpte nonitoring center via presenc e
appregigiaduiiat athr tapaper {asitanh eremotelnt @ARiIa0le citrb dl Ife MRayd also

comnﬁgxg«%te &19&% IY 5/&/1%1:13 gﬁgi{ceosteﬁgtfr {i" l:&ﬁfﬁluﬁlc%p he! r.

|ona erna sensor unit 180,
I ocat eRefértidens mbe mhdepi Fig. 5:,(mh1ah fildustrdfsd a sﬂmgplng container

nmuni cate with a r(g %‘{)e commyni catéon un ﬁ'ﬁ d
comngw(sqa@lovsawa@naw%gie PACHOREBR Y P @EH05IaRCE Wl%\raée Eleferre
embo@ﬁﬁ@ﬁt‘ Bt ﬁxg g?éseljrtﬁﬁvérftlthAgﬁ’&ﬁ% F&\[M% dy EIﬁﬁﬂmé B AReUH0L which

an internal sensor
may be a conventlonal shipping container useful for land and sea transport, is shown in

communication with multiple communicators, including, for example, a presence
communicator 152, located at the gate of a port, and a remote monitoring center 154,
which may communicate with presence communicator 152 via a network in a wired or
wireless manner. It is appreciated that any suitable type of shipping container may be
employed. The term "shipping container" is used herein in a very broad sense to include
any enclosure in which goods may be transported or stored.

Conventionally, shipping containers employ one or more hasps 155,
which are fixed to door latches and are rotatably engageable with corresponding

lockable members, such as loops 156, in the manner shown in Figs. 5 and 6. Tamper
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may i nclude one or nore sensors which sense carbon
di oxi de presence, infra-red em ssions, tenperature,

wWoRdNco9s336ei Sm ¢ waves, acoustic waves and r adPEr/AIcn06/000224

Sensor unit 180 may additionally or alternatively
i nclude any other suitable type of sensor and may al so
communi cate with the electronic circuitry of the

resistanl tRRItE1g netbRbRedlectbic SBelf 167 dneraploged)and emghges opdriigs of
6A and 6B, which are si g’gl ified pigctori al

loop 56| wikich &ﬂeéﬁ%thé‘?u&hvkﬁsml creysnting dlissagagement of thy hasp 155
from {?xr %CZQ fi54 aﬁji %Ueﬁtn?%?ﬁlo@ﬁﬁ lof tle doY ts&het todsdditionally

reS|s r eno tora e electronic seals
conflrﬂnliht@mldy dbthei lnclt he eémmdlcruemlt w1ref158|1gprefa¢aldm dbaGsed Abrough
seen in Fig and 6B, there i.s provi

e
the 109 PYod8F St oo er BB KD @ﬂﬁeﬁle&f% e peal wire
158 1§ Qﬁ&sécﬁ‘ﬁ'? aareﬁﬁé‘xfcéd B@,Elt §10&ve2ish, M’fﬂir@tgrrécﬁ cleBﬁr@xﬁE QbiﬂYere is

d wth or fixed to a sensing ci rcwtg
descrlbc(hmﬂbcéalmd ipepplicont/a2digneeSHaSt PyenttNG 16,0225 68 félfs desgpipijon

ener al | | indrical configuration and
OfWh’(Cgr‘?ﬁ‘ﬂ yexgc?rﬂoéte§¥0 CFEe-t i p 214, preferably forned
W th arsgichRan@ with ﬁ?%i&%dediﬁbo@ﬁmérﬁ@f heZkbsewhin@bntimefirst
adapted for press-fit engagenent with correspondin

and sacond hhuigh lléO,reé@@mHs Cfbmnmd:atmg with gespeetive st afnﬁ‘eseco nd ends
of the;ie@? §ﬂ1&ls§%}§\{rj grnet rgbé}/%i?)z%c kfgd éﬂrééﬁﬁgcﬁt?'{]%cg(e@ Qb | Wich
are reM&ﬁ%hﬁE@ Mgl I@er?ecmﬁhm}e& dpor214 fr grlnot he socket 218

wi t hout breaking the shaft portion t

210 pr Ef@frampwr% IIYL@@%S@WHSéR@hé%CF?‘%%E%%%%’& Y’Ja‘ﬁﬂ m
turn c%mgnumc%?e@%?% kPt ﬁ{eﬂ}?%l\gﬁﬁh ggelﬁéﬁ&ﬂwﬂgmcdnr&lﬂ&sﬁﬁé Mlg 3)

PANSEEIN eF por ¢ 14. Frangi b

defined®yt dnQutited 241l E4pff&ﬁ£d§a’hl&iuyerl @pﬂhl&a}dfou:ﬂned; of sted, amlrtscmvgr 165,
circuit rq\; and transceiver portion
]

preferabiy f?%‘? f plastig or Qthes diedeCtie magst Plﬁggfof:ﬁ 8o alg)p remé‘bly
attenuéggﬁé ?@?‘Et Hind BE tﬁﬂﬁ%ﬁgl t nﬁténﬂ 210. A conductive | oop

er ab y exte roug ‘shaft portion 210
t hr ougAdditionkigy ir pccaﬂd&ntmwrth af prafedred smbodinent of dheamsent
such that br eakatg

inventi, GRardpEoN GRERID FRodIoks) APk dbn e, Dhegy ee of

commXth gﬂléﬂs‘:%ﬂfenﬁﬁa@ﬂﬁr iasot B8 BJceelr WiRin RhOPEICIdse® Qhdt may
conductive loop 2 In accordance with a preferred

commanivatdi maiht thef eteh@orpp esleqwitryi ok iangmitting data recorded by the

electronic circuitry to the remote monitoring center 154 via the RF antennas.

In accordance with a preferred embodiment of the present invention, at
least one sensor unit 180 is mounted within the shipping container 150. Sensor unit 180
preferably communicates directly with electronic seal 157. The electronic seal 157
communicates with remote monitoring center 154. The electronic seal 157 may
communicate with remote monitoring center via presence communicator 152, via the
RF antennas located behind cover 165 or in any other suitable manner. Additionally or
alternatively, sensor unit 180, located within the shipping container 150, may
communicate with a remote communication unit 182 at short range and may also

communicate with presence communicator 152.
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sensing circuitry 224 and an RF transceiver 226 are
housed within sensing circuitry and transcei ver

WEEOohi0ed33R212. Sensing circuitry 224 is el ectriBel/in2006/000224

coupl ed to conductive | oop 22 and senses the integrity
thereof. Receiving an output fromsensing circuitry
224 is transceiver 226, which is operative to provide

t r ansnjitit @fprecihRl MRt sefsor iglitCidLI Mgybe bh éiiteinabsensor, which
conductive 1oop 222 is intact. Conventi onal wirel egs-red

may inglkfle omery BioFTEeISeIs WhEh semeRmeRIDRR ydigkide eSS eR ipE2

emissiofis, &L YeehLAto rzrg@ﬁ gelm CQaJ{e% LLRBSMWat&day ra@i:anon Sensor
PransCefar es tanpering wth the seal

unit 180l adesiohally mnalierxaakag dnadfidet dngy cztlrfafsmtqdm tyiporef 3diGor and
Ref erence is no

w i ch
may al§p GRIFTInEGLesyich @F”gqctrpmp agwg%w Pg’ﬁ’g SEIPPF%OH a’f“F&i‘i‘%t
types digl Bish@APLRS 6H, | Whith et rMbhfied
seal ?Efﬁwngélﬁg&ggﬁgﬁ%% toAglgEof%ég aﬁ%?ve applicati gn *
pictoriaf 1ﬂmstmaomso of hevosstagesoin Hiegsssemplyant a7Bre|S$’rflhr¢1€&trf>@ﬁp$Gal

0_sep te shaft ortlon 0 fr cket 218 I
particg s Qo6 b TS TR ER:SERG e MoPOM Gt R sy 1178k
157mWREQﬂ%leeﬁﬁtofWg%ai(hﬂQSthe shaft portion 210. Fig. 7A
ows such break at a | ocation along the shaft
portl oAs 2%en vili Elgs) 68s ajdiiB, athetee iy peovides 21tamppgresigtant

een tha hi s. break produces :
ccenGREnAT B oRRhE AReREN o Buth PRABROISE ALY syl
forme@ Quielet Fixed tPQRermddd: cifdugry 48 shevsSvausdition mka%aﬁtpdrhm
frangi bl e portion 220 al ong the shaft partion 21

210 pieferg Eﬂilaft maenarisscybindaseal &P%féﬁ%twﬁlééeféﬂa?%sc’&rﬂq@&f% '{lﬁfntlp
e

press-fit @ﬁgaggﬁeﬁndltﬁ B:ormépoﬁbmgrteomuﬂqal fetdseet fmmte«b in al socket 218.
illustrati ons of two sta es in %Fhe asse

The preseHitATE2 RN FRSAYEDsR 2101 Shetl Bign e é‘%&?%%@r‘s
prefergbqg sﬁ%a{ﬂltatn i t.ﬁR—ﬁ&J n%l H'I&% @E?)l AF AR s%%ﬁét%l@%l%thout

iments o 4 and 5. As seen
breakﬂng tifd aft pSAioar1 08B, there is provi ded a
tanper-resi stant_reusabl e .| ackabl e ec on|
whi oh Shed Bramny R arPRLsend iR Vedurd bRt Bt
Jocatel SnteAh&FL theY sdn@fBRE ity Mhin@ irahs @y %@rtﬁ)nsﬁﬁséﬂalgthe tip 214.
circurtry and transcelvér portion 312. Shaft portion
Frang®ld pertieh €280k )prctfazsb]a Iggq:t@dr a]lolsgr toysehsing cenitry and transceiver

t t | t
prti§ RO LA 0 S R L0 hBSEAOh b bt o
shaft RA8&Y 20b.f or
A conductive loop 222 preferably extends through shaft portion 210

through to the tip 214 thereof and is configured and mounted in shaft portion 210, such
that breakage of the shaft portion 210 produces a disconnection or significant change in
the electrical properties of the conductive loop 222.

In accordance with a preferred embodiment of the present invention,
sensing circuitry 224 and an RF transceiver 226 are housed within sensing circuitry and

transceiver portion 212. Sensing circuitry 224 is electrically coupled to conductive loop

222 and senses the integrity thereof. Receiving an output from sensing circuitry 224 is

transceiver 226, which is operative to provide transmitted information indicating
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| ockabl e engagenent with a correspondi ng | ocki ng

el ement 316 formng part of a lock 318, defining a
W@ omk®9333whi ch i ncl udes a nmagnet 319. Lock 318PCHII20062000224

shown to be a key-operated |ock, it being appreciated

that any other suitable type of |ock may be enpl oyed.

The | ocki ng engagenent between tip 314 of shaft

whetlporthé ommdattveatvdpl220kis igact] EoBventicdd viiselgs Qﬁ(ﬁﬁt@ﬁhg cibghy
t hat . wi thout first unlocking the |ock, it

(ot SHASHRSTBY det GUFIaHY E KorEve: Bicsmation afhléhg%géﬂ@mte%bﬂ/hRF
transdefRr ROE ha %(ﬁ%azéf‘é‘tatﬁﬁlgéﬁ& Wht ?%éjgeap ?ﬁ?égnbniggulfsnﬁ b?‘% Eée of the

portion 310 portion I'nclu
Shaftm@abeﬁé@i frang| bl e portion 320, |ocated internedi at e

the ©1 AR SEbaly Falhl Hign Gocni Ry Siitagiey smpitied

pictori£} aibdsBaticlsaTewo I ORIy IRY of begld I%IBMuc%H G tHe &@Qit\éfe'&tromc
portion 312 than to tip 314 and Ically has a | esser

seal of Figskérd ¢8d 6Bads npied abos apfdicatidn Qﬁferos haﬂte spdrotf iFigs. 2A@nd

o Sy SO b B SRS BRSO e o

be dlﬁhngged [euth is0ckeB 208, withdut IfReksBAIEnE REagaiaditiod 210, IMEk7A
318, preferably ext ends through shaft portion 310

shows Hich @@ﬁeatk@t f hecatippalong theisbple portign @10 svhidhnlidsgust ebovaribe tip
214, OYRL d{ﬁap tlﬁ@%ﬁ'&k%&&@ﬁ%r o d&lQConﬁ&%g t(ﬂag i) fé{?ang%g%nrge in the

the's portion ces a drsco
electriehlgnopariesf tbdeungeactive 1bdpe22d. ectri cal properties of the

conduch&l% Ioop 322. I n accordance with a preferred
enbodi Bothopi suh a degsk of Hretitngdhle p@&tmf?& adonecihp shaft

portiod 241 08nd i@ BeeRFhbf @RS ‘B?éa‘l’(eaﬁsog éﬁ)dﬁ(:% QQH %&g 'R si $ e%mflcant

sensing circuitry and transceiver por
change i thaieleciric8lgropertied @fahe camibiétyvedooplzal t o conducti ve

| oop 322,.and senses the in rity thereof. K Receiving,.
an out PEETFECH AP SIS imgeciar i’t&%t Bk 854 §5 Whgﬁs@é.s}@pﬂfwd

pictorB2GilusMati6ns b 1QResEtdsVa R Qgs&’ﬁbﬂ/: % gﬁgb&g%l%lé ?@Tctronw spgl

i nformati on indicating whether 't oop 3
particylgrly msefek as Qompee mesisant| remotelt emmitomhlet cledtrogia bgatul 17 ynd

0 be, e oyed to receive informtion
157mwﬁ &Hggéémte%tgngﬁ‘}gtstdé rEE%/ RF transcei ver 326 and
i ndi cangseeptig rmgsheASaBafsB &féfet is?i’o\;fé&i 4 ?anlpeﬁ?és@%nt qusable
| ockabl e engagenent with d when t he shaf

lockabjy elecpnig 1552 yl@@par&éudﬂﬂ%ﬂmth 18 porsion 318 tvﬂe«rh is
1ntegrz{lﬁe gﬁéﬁ'?uﬂ”&? g]?céiggnsingmé%rlcﬁlrtlryrae%Lﬂ“atngcelnper ?J{)r%lon%qa ghaft

por
portion 310 preferably has a generally cylindrical configuration and terminates in a

lockable tip 314, preferably formed with an undercut groove 315 which is adapted for
lockable engagement with a corresponding locking element 316 forming part of a lock
318, defining a socket, which includes a magnet 319. Lock 318 is here shown to be a
key-operated lock, it being appreciated that any other suitable type of lock may be
employed. The locking engagement between tip 314 of shaft portion 310 and locking
element 316 is preferably such that without first unlocking the lock, it is impossible to
remove the tip 314 from engagement with the locking element 316 without breaking the

shaft portion 310.
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or di sengagenent of shaft portion 310 and | ock 318 by

using a key to unlock lock 318. It is appreciated that
WO b@o9333i si on of reed switch 323 and magnet 3ROT/IL2006/000224

enabl es sensing circuitry 324 to sense when the shaft

portion 310 is located in | ockabl e engagenent with

| ock 318 and al so enables sensing circuitry 324 to

sense \iefi pontdors BHT prefeoattly trel 3z aivecabepd rfatngﬂblef pcmn)n 320,

tocaty ey il e P E B e A P VG BT OB 87 ¢ i 116p 314.
Frang@bld poeedn 34Bis B%fe%lﬁf GStated MY ’E@g&lsfn iy A @é}gcewer

9B, which are si ied pictorial 1llFustrations
POTUQW\%l?dﬁhﬁlf tor tém3 14 yrsltypisdllbhas akdesspr thibkoe than théeenhaindeabf the
shaftgl)ﬁ ic seal of Figs. 8A and 8B. As noted above,
|ca|on of force to the seal of Figs. 9A and 9B in

an at t eebnduetise pespAs22, SRAtinP Y bdrRR BARedddomel %Jfﬂcﬂ %23
el enent 316 will not cause tip 314 to be di sengaged

whicl jsopipsed bwitgnet 3tk wherB gt nartionato fsi msl@cl@bleangmntenwuh
f ' b
ock 11 A0, B SOREE SR, By vt

and 1ak¢01wfegurdfrb atd rno&ih%éd ihtshef ;ﬁ)ﬁtﬁm s1Wtsutihiist M&&ngpéiodié%sft
@@ co(&gectl on or significant change in the

portiqn HOruces #fisprmesian Qrsiankficapbrhgngg inhe pleipica ppoperticy of

the C&l@uém%oéﬁmh a break at the frangible portion 320

along the shaft portion 310. It is seen that this
break & socopdaduceish a piefeaed reattiodinenrofsihg nirésea@itvention,

.chan i th(ei electrical properties of the conductive
sensine Qi y924 41028 5 5pRsCP PP Ha hOVRE WS ORRE SHowty and
transcﬁﬁ@ﬂﬁért@ﬁ'gw Se‘ﬂs&g%lrbt!u $bh gctﬁﬁ%@%ﬂ ggﬁﬁ Yo 9(? @!c@‘?‘e loop

ts o

9B can al so euse |nt
322 aedxsense’ssthe Refeeriyribercdfs Reosivingde dutpuFifgsn se;h@ﬁgamium@azct is

ransclUbE 28] B Peceeilr) 61 v B o rensie Bt fonc idating

whethRa EHel contiadtive 106882 inmtdR N B&Ivehsiab tafless %I'Hi’ﬁt&llﬂg circuitry
noni torabl e el ectronic seals 117 and 157 Iin th

(not sbpwBYiMFENbS camldiedsto woeimel Iﬁormﬁlcslewﬂilqhnlsgrgssmltl@barm?
¢ v si-skant, el e tr 0
onsclEy SR LSBLRUER B HIRSESLAE, Ap oL PR Sfan
engagevnent hmlths ldcla B&g raak| whehatherelh fpdrbioR 310 lix Sshatafe Pfr&MNBEINT1S
ci.rcuitry and _transceiver portion 412. Shaft portion

due tOﬁ@elbqa@p@il%Wy ihagsseal, gx@mrg:pql@ i Prejakagieiod dhe shait portion 310,
o RSO B LA, Aot SIFUARLER 118 BLBS3EH L s
It is appretificd it wei mbvision cideqt switdh®B23 and magnet 319 enables sensing
circuitry 324 to sense when the shaft portion 310 is located in lockable engagement with
lock 318 and also enables sensing circuitry 324 to sense when the shaft portion 310 is
separated from lock 318 for any reason, and allows for recording of engagements and
disengagements of shaft portion 310 and lock 318.

Reference is now made to Figs. 9A and 9B, which are simplified
pictorial illustrations of two different types of breaks produced in the lockable electronic
seal of Figs. 8A and 8B. As noted above, application of force to the seal of Figs. 9A and
9B in an attempt to ‘separate shaft portion 310 from locking element 316 will not cause

tip 314 to be disengaged from locking element 316, without first breaking the shaft
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press-fit engagenent with corresponding tooth-Iike
recesses forned in a socket 418. The press-fit
wengagessent between tip 414 of shaft portion 4ROr/#ERA06/000224
socket 418 is preferably such that it is inpossible to
renove the tip 414 fromthe socket 418 w t hout
breaki ng the shaft portion 410. Shaft portion 410
portiqor Ele Figh 9% shnwh seibsa breele atiecloeationrabong th¢ shafioparfiem3 Up@hich

ies RCReRE: OB FLaTE: BriS #19° 4 Fhovie, POy Agopposton o

 signif@nt ERRgA#CGhd SleBEiBAIPrG R tes| 0P €t RHdEdLRE BdopiI22SENSI NG

circuitry and transceiver portion 412 than to tip 414
and tygiigdB shovesssugh ladweakr attthe Ekngible ortien 3Hbalong the shaft

.regmi nder of t.h haf t tion,410. air . of elon
portids? 71 1156 «0ln, W OB La0RD H0E0 s Ssfifubafih & RRHRL
changehafie Qedttidadpropeict bf B gbnduetivdop BR2.414 t hereof and

Is configured and nounted in shaft portion 410, such

that bAki§lapprecigfedtthat thhsed syieh prrhmagept shoypy detde yllustrated

emoolSSRLARALL 9A 20m PUEI hea0l BBl lge bl o7
conductRefegert22is avdv 4i2dle Br Biger B0 yand ckiiy) ueliioll siret itnpAifiidd

pctor RSN G B! SERECLLve GOT s 426 309428 e

. | ootz y
partlcgﬁgl?rﬁs@fhg &d tglﬁg(fer %%‘8{3‘2‘?%%31? AR SleBebdit G8ls 117 and

ting conta orrespondi ng I nterior
157 irs the feabe dimienssofdgs. 4 B8d Bhen shaft portion 410 is fully

press-fit nounted in sQc 18, . there defining.a
condu_cﬁsv%eeflo‘B .lgf'nléfgc@ﬁd_ﬁﬁ%eﬁwet K Brogplé%ear FaéﬁPer'I%IStant
electrgxgﬁg Oééhlnﬁv'ﬂichggefe@ﬁ)lﬁ [Baphkes! HEAE IfRionS §15) \_K}Hiﬁﬁ 155 GifebfaVly

_and an transcei ver 434 aré housed within _
formedlewith vy fized ¢watsepsing direuity soeitnarsceiyor porion 412, Sksdhpontign

410 oAbl 3 0 BB SR RS bR o
414, preembiiceRed sithef senisl obYireuiTeieatiflrtsctt 426 il a for

the shaft portion 410 is fully seated in socket 418.
press-fis @Bpagepgn it ropigspandng wethshilegresessesufarmpd 482 sagket 418.
c ich.ig,0 ] r .
mhe HESORCEIERAR el S 4OBELOH b PP Socr 4 i
preferabipducii thaeitlioppdssiblentoaemovéhs\tipnd idofderh thé sevkets4l8 without
ponitaoring circuitry (not shown) nay be enpl oyed to
breaking thg ShattipRitm i on which is transmtted by RF

e ShASbA A0 SRS TRBIL B Wk g,
located intermediate the sensing circuitry and transceiver portion 412 and the tip 414.
Frangible portion 420 is preferably located closer to sensing circuitry and transceiver
portion 412 than to tip 414 and typically has a lesser thickness than the remainder of the
shaft portion 410.

A pair of elongate conductors 422 and 424 preferably extends through
shaft portion 410 through to the tip 414 thereof and is configured and mounted in shaft
portion 410, such that breakage of the shaft portion 410 produces a disconnection or
significant change in the electrical properties of at least one and preferably both of
conductors 422 and 424. Preferably, conductors 422 and 424 communicate- with

respective contacts 426 and 428 which are exposed at the end of tip 414 and are
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Ref erence is now nade to Figs. H A and HB, which are
sinplified pictorial illustrations of two different
WO ywem93381 br eaks produced in the press-fit el eRCT/orR0e/000224
seal of Figs. 10A and 10B. As noted above, application
offeree to the seal of Figs. HA and HB in an attenpt
to separate shaft portion 410 from socket 418 will not
arrang@iueeel¢dtically Zeripapchan eiesteingaghedinframntaspddeht the &prresponding

.. Wthout first breaking.the shaft _ portion 410. Fig. A
InteriQ, SHEACE P WO%%r“égkvb%wg%{laﬁoQ%&l%ﬁlfiﬂ%hglytms'%gﬁ%wgntey into

sockeR @18, 1A it oCl eonti8Sivk YSdp, above the tip 414. 1t is
seen that” this break produces a dirsconnection or

si gni f ileageordingageith i pieéerest eubddiméent pofotbe riresest dfventien,

conduct i I fined b nduyct or.s 422 and 424..
sensifiPORITLLY R, AROB RE Kol E B4 FORe HRL e g ity ene
transcéRQr Ebmq qiheseRadot ciR@ittyl 492 14 bRctrldhlly Sovpstot ddabudtbis 122

break. al so produces a disconnection or significant

and 42 ng scnsss threingdgaibt o1 & apndichpekaopeshiell is dedined My Lroniyaors
0 epen [ 10W LAS.: 1 .

22 o0 TRLPUETSR RASAITIE RO R p M SR o
outpus tfage Seasing becasganhliy tehs@itepctsablamidl Beégeenive Begbvide
particularly useful as tanper resistant renotely i
transthitiad dRfppationecindicatinghyhetberalhg conduckie lopg s iffagthgonventional

. L et s .of . Ei o Ei .
i SRR R4, 05, o s 05 oBBREpA o e f0RA
whicleis ehsmitied by &l trasteiberpi3efant didiyatenmmpedgswith shadeh]l which
prtiqn 51 ichis integrally fornmed with or fixed
res““?@ tgeé@ggpg%\eé HeRartiPy4ihd "t ranscei ver portion 512.
Shaft RefdRE 1 MowPhRE BkiYs NS anden®! altlith are simplified

~cylindrical configuration ahd termnates in al ocka
pictortal glustrations rof frae diffeyerft oypee df Wichks @oduned ér thatprays-div elecBdtic

ich is a ed for. lockabl e engagenent with a_.._.
seal of eSSl ALE Aty BN Enrmlc SR B avier iy ar S6Fiss 114
and 11BGK aR %ﬁemgteﬂ‘oi Rbatate&hR Pbfion A0 din isHUHIES wall ABOEREE tip
519. Lock 518 is here shown to be a key-operated | ock,

414 1q e dissnggeebivem soekes d 18, vaithcanfirsd breeking whe sisfteortjqued 16k Fig.

k I d. Th [ t t
11 P50 RaR e RERon S 18 G o HE NEhen bRt Eiove
the tip 81Qrefseseabtiat SE Brehk gtodiict® biscdrnestionUst Batifimt Chage in
is inmpossible to renove the tip 514 from

the eleg:?fgcgbg:@'émleg\pf e pw@mc@wdo,qg dafiraddyicondecteip 14% amd 424.

or ot or M e e R G a e e PRSP0 s st
portion 410. It is seen that this break also produces a disconnection or significant
change in the electrical properties of the conductive loop.

Reference is now made to Figs. 12A and 12B, which are simplified
pictorial illustrations of two stages in the assembly of a lockable electronic seal
particularly useful as tamper resistant remotely monitorable electronic seals 117 and
157 in the embodiments of Figs. 4 and 5.

As seen in Figs. 12A and 12B, there is provided a tamper-resistant
lockable electronic seal which preferably comprises a shaft portion 510, which is
integrally formed with or fixed to a sensing circuitry and transceiver portion 512. Shaft

portion 510 preferably has a generally cylindrical configuration and terminates in a
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| ocated internediate the sensing circuitry and

transcei ver portion 512 and the tip 514. Frangi ble
WEeoohioed33b20 is preferably |ocated closer to SPOEILG06/000224

circuitry and transceiver portion 512 than to tip 514

and typically has a | esser thickness than the

remai nder of the shaft portion 510. A pair of elongate

lockabienith 614 rpsefbRBlyafosm bR rithadn Ur@asht SeveH15hedh i Agh &Bﬁor
series connected reed_switch 525 which is close Y
lockafe sigpeesegt Wb cEspondine iogkng elymeat § 10 fasikgnpast of a lock

518, BLTHRME H%G&ke\.""vﬁlﬂcl]l ﬂ'ﬁ:'ﬁ{d%élg %ﬁ&@gﬁz{ﬁ)% gt_,ggh ﬁ&@ éBOWn to be a

portion 510 't hrou o the &F &0t
key- Op@nafeidgl@cledlt émdlgnmpndzcmded thas haytotlpmrmllta)hﬂe ngﬁ):. of ol Mhwtbe

e SRR RGPS g PPEH P Y Ar e FOpRProf 6 lging

elemddt IRE NS p:@ﬁerébfl adchl tﬁ@csxhtmﬁ@ fiadd dnRcRing AP ok ] bi@'ishmg;oss,lble to
conductors 522 and 524. Preferably, “conductors 522 and

remogpipe ¢igratt diosm ergagbment vepibe ldokingebement 536 S2boetriveda® the

I; e exposed at the end of tip 514. Contacts 526
shaftﬁﬂgSEég@ are arranged to electrically engage an

el ect risgaf pshRhtI100refeALBCHCRAE AlvehiRfed Bk 51@%%&9520
interior surface of | ock 518 when shaft portion 510 is

locatedrinfepardipfe dhe pyserirenity and iranseeiBI Portim &1 2%insctheitipad14.

] i e_cl os
Fang 0GR 20 9B 1B IS0y o o rnsceiver
port1od6fll2 nes ta tip@tduat ityscall ?Ch@s a ld3s A GRiOkKERE € \Wd nRinder of the
preferred enbodi nent of the present invention, sensing

Shaﬁl&‘?ﬂ“%ﬂ@y 532 and an RF transceiver 534 are housed
Wit hi N ASEASIEAG {e%ggcth{ or@?gz %ﬂW ? &k o e[oéigdv? gh Bcfudes

Sensing ‘circuit ricafly cou
a serigsomginedted eeb 2@ itah §25 vhianid ﬁ@eé@@ el 51199@11&11 yhadi pc&tlon

0 B B i e SRS L8 Sl
to the€i989€ Mo WntNs |c@ﬁ'ffg%§é<§ and Bfhieing s"ﬁg%}%}t&# S{g QRh that

sensing circuitry 532 I's transceiver
breakagg e dlg S)@fttp@rtmmfvlmprodu@a srdigcoeukcting or sighifiomt change in the
uct.ive

ctecti ) BB oAt 1P S0 PESEAS e o R ieh et SR o g

Prefergt1@Vedhdi@yrs 322 @R 150¥ @EmbRini@kSkife résﬁé&ﬁ%&ﬁt@&s whé G 558
transmtted by RF transceiver 534 and i ndi cates when

whicht 38 expasad plothei end mfdin §14. o@am@dslﬁ%l ok 4B8 eare arranged to
: t c shaft portian, .
R L R A
surfacsviof hodkhf 8sehdn, shafiti sortioe S W isSinl Iaclkibeakaagerént tigh BRRIH1S.
tion 510, or diseng a%emsnt of shaft portion 510 and
This ef Er;gag gxgagement together With the closing of series connected reed switch
525 by magnet 519, thereby defines a conductive loop.

In accordance with a preferred embodiment of the present invention,
sensing circuitry 532 and an RF transceiver 534 are housed within sensing circuitry and
transceiver portion 512. Sensing circuitry 532 is electrically coupled to conductors 522
and 524 and senses the integrity of a conductive loop which is defined by conductors
522 and 524 when the shaft portion 510 is in lockable engagement with lock 518.
Receiving an output from sensing circuitry 532 is transceiver 534, which is operative to

provide transmitted information indicating whether the conductive loop is intact.

15



10

15

20

25

30

by using a key to unlock lock 518. It is appreciated
that the provision of reed switch 525 and magnet 519
wenp@blogs3sensi ng circuitry 532 to sense when tPeT/stzadd000224
portion 510 is located in | ockabl e engagenent with
| ock 518 and al so enables sensing circuitry 532 to
sense when the shaft portion 510 is separated from
Convbitinabhrefess nmytorigashauitratsotadhb@nd nfgrbe eaplodéd e edceive
engagenent s and di sengagenents of shaft rFfortlon 510

mforraﬁépm whichgy drangyaitied dycRF itansesiverade an iigpdes whom Higphaft
portlo]n%() C}gﬂ ﬁﬁd%{, ?ocﬁhlﬂ? lefgédggﬁelﬂ'v%}f)foh I’518 gﬂ&%ﬁ%ﬁfhe%ﬂﬁﬁg rtion

eren reaks uce
510 ig B@Iatate‘mfromslealk 5 d)$ dié gseltﬁbx?,@ampwlng%th e sad e/(thcﬁhesu}ts in

oreek i o 52 ptriot 28 pan Spsaemares poraRaanSHl b lock J18

by usin@%"ke@ 9 ShBEE [Hck%l@ ¥4 Apgfé@fate‘ﬁ%’eﬁ%é blﬁvéijfﬁ'l otf‘?eéaeswnch 525
di seniga ged froml ockin l enent 516 first

and npgselkd Hgenabtes shaasing pmcmtrp B35 1@ seriSe gzvhellahe shmfv\@oﬁmulflﬁ is

ocat i af t ortl on 510
tocated i 365iGhie yp s Hend B 150 2B cnaBE Sendite Higplh's33 1o
sense ifiRaKhERAUGRE0RS T RGPARS oM Btk Si Y RirfanG absof AB GBows
in the electrical d;;ro perties of the conductive | 00

dlge@zger@ml@s hatt ppigion S3Ganking Sbkich

for re¢psding o engpgem prets en
b f |
z|30r[ ?gnﬁe%ﬁwe Il{ogp gﬁeagn %é(? b a ME gpﬁ{ ligied

pictoréal diSEAIB I 06 differéit gypeﬁ bﬂl&@&ksqiﬂ@dl@ed imnthe hekable electromc
el ectrical Eropertles of the conductive | oop defined

seal obigs ofrefhi &b+ 4B FapneipdaEna, anp%wat@naéé@ré@ foihe geal W&FI&Shb?A
158957 L 00, BS4 0RA 40 405 AL i o
cause eipb®HH tebt slisehgdged frond WkingHEeméiit 56l Iwnkheutaﬁm ®edaRingdthe

by .persons skilled in the art that the pres
shaft pgyljhe ToHig: o 3pthops Speleg bispk ahmlocafion %%thﬁémfr Btiger F10
S
e e o A e EACKE b B ABlcend, AERRRchn o
signifiseriic olrdnigm aini tes eloftrictie propeitios 0 f that condscties badpbdefined by

her ej as well as variations and nodi fications
ConduﬁHFS%ﬁ5§4occur to persons skilled in the art upon

L re?glr nglrg: lﬂSéB ﬁﬁ%ﬁé §11dhael bredk anee MhhEPlePoRidH0320 doddBe shaft
portion 510. It is seen that th1s break also produces a disconnection or significant
change in the electrical properties of the conductive loop defined by conductors 522 and
524.

It is appreciated that the reed switch and magnet shown in the illustrated
embodiments of Figs. 12A — 13B can also be used in the embodiments of Figs. 10A —
11B.

It will be appreciated by persons skilled in the art that the present
invention is not limited by what has been particularly shown and described hereinabove.
Rather the scope of the present invention includes both combinations and
subcombinations of the various features described hereinabove as well as variations and
modifications which would occur to persons skilled in the art upon reading the

specification and which are not in the prior art.
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1. A nonitored shipping container system conpri sing:
at | east one renotely nonitorable shipping container

WO p@b/09538: a shi ppi ng contai ner; and at | eastPOIE.2006/000224

sensor nmounted within the shipping container and being
operative to wrelessly transmt information to an

el ectronic seal nounted onto the outside of said

shi ppi ng cont ai ner, saijdaghgstroni c seal being
operative to wirelessly transmt infornmation to a
remote nonitor regarding the status of said electronic

L commurtt e (R L SR BBAR T o ¢ ceal

2. A namdédsosedesbicdpmbaitaablt shippihg syshimer mcludingt ng t o
claim11, and wherein said at |east one sensor is
operative tbSIUpRIRAIEHRY; #id ectly With at | east one
short range,r t ' L. 0ca : S =Y
shi ppi ng coar%tlgiggrqeo‘rlelé%ggggx%n%l%ﬁtt%‘rvggﬁlsm%gspl g@cgﬁtglﬁﬁﬂﬁnd
being sy&ttive @cwireldssy tramsnait difomstioand anhedeationicssalimatnted asto
one sensor..i s operative . to wreles . commupi cate. wi t
the ouffecp .t LiRPNn D QR 9 SISCEOTe Ao bUOB ARG Loy e ately
transnﬁ*ﬁ ARG QSR SRR MenERMH A ARE 1RYHHRBIAGRIRIdH BSiclseal; and
claim 2, and wherein said at Teast one sensor is
oper atétJeast ong oemaelaicommeimidatds comintinagating a¢th baeat deast pne
e renote communi cator. 5. A shipping container
hi cations systemaccording to claim1l and wherein
said at | east one renote conmuni cator conprises at
| east one of: a presence conmunicator; a renote,
2. nonit ohi mgniserad i Srippiag coniainsr eystewnpecosdiag .19, claim 1, and

shi ppi ont ai ner.cao ni.cat.ion t '
wherefhy aRAC1osk 8% RURET 1 QAP 8 EbRBRp R AR AL St Dot e
short rhl@@ﬁ%m@fﬁoﬁfr@d}ﬁ@a@ér\d%am&@ﬂﬂﬂ@éa@cﬁ@ﬂip}gng\béﬂmaihﬂe at | east
one renpte communi cator and wherein: the at | east one

renote conmuni cator conprises at |east one of: a
3, Presenge R sch%p%g container system according to claim 2, and

wherein said at least one sensor is operative to wirelessly communicate with said at Jeast

I an
electro(%

one short range remote communicator.

4. A monitored shipping container system according to claim 2, and
wherein said at least one sensor is operative to communicate with said at least one short

range remote communicator.

5. A shipping container communications system according to claim 1 and
wherein said at least one remote communicator comprises at least one of:

a presence communicator;

a remote monitoring station; and

an electronic seal.
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a renote nonitoring station; and an el ectronic seal.
7. A nonitored shipping container systemaccording to

w@lkaeci933and wherein said at | east one sensor PGI/IL2006/000224

operative to sense at | east one condition within the
shi ppi ng contai ner and wherein said at |east one short
range renote conmuni cator is operative to wrel esslly

6.  transnitshippimy cattiiner corgaumeatigna Bystan potording saicthimt! and
lea one sensgr to, sald]I commun

t A.
wherelioried SGEPIAT IR DI B e ier Dot R e b sontihisafiae Bith g
at leas%'on ?l]o\f@&{nﬁh Eaﬁgr fAd J1gash: one sensor senses at | east

one of carbon IOXI de, Iinfra-red em ssions, notion,
t enper et kastoet smae wemBBNicalod oynpiseaaileast apeloL:

radiation. 9. A nonitored shipping container system
accor di ng t DPEFECHCOMURKRfrer ein the at | east one

Sensor sensggnafte hdaRbrity\@at@h; gar bon di oxi de,
infra-red enissions, notion, tenperature, seismc

waves, acou@tftlectmmabnd rad| ation. 10. A nonitored
shi ppi ng contai ner system according to claim7, and
wherein the at | east one sensor senses at | east one of

7. car bonadheniodel shipffifi@cdredn@nsysiemaosording to olla1m 2 and wherein
tenperature, seisnic waves, acoustic waves

said af begstaaieSRNSOL IS OPRIHIitp GPRSE 2 MBS HgLOBEHIOR; pn §1§Fsﬁhé£?ﬁmg
contalﬂ rca%rd%l{égmﬁ 93.18 laﬂeﬁ%t OB s gg !Féfn?é‘bgmﬁ‘ﬁm c8@5 is Pekative to

€ comruni ca also transmts

w1relelss!1§/ Qlfaﬁiﬁmt @ﬁofrﬁzgﬁihdﬂaggdin@anscblﬁput&fcsmdczarlga:st wi¢ kénsosta ghid

shi ppi ng contai ner body.
remote communicator.

8. A monitored shipping container system according to claim 1, and
wherein the at least one sensor senses at least one of carbon dioxide, infra-red

emissions, motion, temperature, seismic waves, acoustic waves and radiation.

9. A monitored shipping container system according to claim 2, and
wherein the at least one sensor senses at least one of carbon dioxide, infra-red

emissions, motion, temperature, seismic waves, acoustic waves and radiation.

10. A monitored shipping container system according to claim 7, and
wherein the at least one sensor senses at least one of carbon dioxide, infra-red

emissions, motion, temperature, seismic waves, acoustic waves and radiation.
11. A monitored shipping container system according to claim 7 and wherein

said at least one short range remote communicator also transmits information regarding

the status of cargo within said shipping container body.

18



