| ELIGABILITY AND VALI DATI ON METHOD AND APPARATUS BACKGROUND 100011 The
present invention relates to the determnation of eligibility for a
service, 5 and the validation of transactions for the service. The service
can be a tax refund service, and the transactions can be purchase
transactions by a user who may be eligi bie to use the service and that may
be validated for the service. [0002] Tax' refund systens are offered in many
countries for travellers. Providing tax free shopping can be attractive to
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traveller identified on the voucher. The refund can then be made. Tax refund

operators act with merchants and customs fo facilitate the operation of this process

20  and to manage the paperwork associated therewith.

[0003] However, such a process can be very labour and cost intensive. There are

significant technical difficulties in ensuring that a tax refund system can operate

efficiently, while at the same time being secure.

[0004] The present invention seeks to provide a technological solution to such

25  problems.

SUMMARY
[0005] Aspects of the invention are defined in the claims.
[0006] An embodiment provides a method of providing a service. The method

30  includes: an apparatus being responsive to a mobile communications device identifier
for a mobile communications device (MCD) of a user to verify whether the mobile
communications device identifier is associated with a registration for the service, and
in the event that the mobile communications device identifier is registered with the
service, determining predetermined user information associated with the mobile

35 communications device identifier for providing the service.



35conmuni cati ons device identifier for providing the service. 2 100071 An
enbodi nent provi des an apparatus conprising neans responsive to input of a
nobi | e comruni cati ons device identifier for a nobile comunications device
of a user to verify whether the nobile comruni cations device identifier is
associated with a registration for the service, and neans operable, in the
event that the nobile 5comuni cations device identifier is registered with
the service, to deternmi ne predeterm ned user information associated with
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[0010] Although various aspects of the invention are set out in the accompanying
claims, other aspects of the invention include any combination of features from the
described embodiments and/or the accompanying dependent claims with the features
of the independent claims, and not solely the combinations explicitly set out in the

20  accompanying claims.

BRIEF DESCRIPTION OF THE DRAWINGS
{0011} Embodiments are described, by way of example only, with reference to the
accompany drawings.

25  [0012]) Figure 1 is a schematic diagram of an example embodiment of a refund
system according to an embodiment of the invention;
[0013] Figure 2 is a schematic system overview;,
[0014] Figure 3 is a schematic block diagram representing functional elements of a
mobile communications device,

30 [0015] Figures 4-8 are flow diagrams of example methods of operation.

DETAILED DESCRIPTION

[0016] An example embadiment of the invention seeks to provide simplicity of

operation while providing flexibility of use. in example embodiments one or more
35 devices, apparatus and systems coordinate processing of purchases and refunds



DETAI LED DESCRI PTI ON [ 0016] An exanpl e enbodi nent of the invention seeks to
provide sinplicity of operation while providing flexibility of use. In
exanpl e enbodi nents one or nore 35devices, apparatus and systens coordi nate
processi ng of purchases and refunds 3 using a nobile comruni cati ons device
that uniquely identifies a user, for ex le a traveller, and enabl es
communi cation with the user. The one or re devi ces apparatus and systens
can be operated by nerchants and/or Tax Refund Operators (TRGCs) and/or
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34. The hos em can carry out nt operations 36.
aut omat ed kBfsk (otherw se terned a validation station or validation

termnaly CRioPeADLAK LAeHl b Rbf AR Whefd] caftid mbMARRoVidirt bt BEuingtnd can be
r  various operations, i1ncluding the
services, and multiple acquirers of transactions and processing. For example there
can be multiple TROs. A wide range of point of sale (POS) devices and in-store
support for user shopping can be provided.
[0020] In an example embodiment, a merchant system can provide the issuing 30 of

20 transactions using TRO provided POS devices and/or software. A TRO operated host
system can carry out acquiring 32 of tax refund transactions. A validation system (for
example a customs approval system) can carry out tax refund authorisation 34. The
host system can carry out refund payment operations 36. An automated kiosk
(otherwise termed a validation station or validation terminal) can be provided at a

25  point of exit from a territory and can be used for various operations, including the
automatic recognition of a mobile communications device. Refund payment can be
handled by a refund desk (run by the TRO) or by the kiosks for immediate refunds in
cash, or refunds can be provided using automated payments to bank and/or credit
card accounts and/or using back-office processes by the TRO.

30 [0021] The determination of eligibility of a user can be made in store at a time of a
purchase transaction as will be described later. However, subject to legal
requirements in a given territory, the determination of eligibility and identity can be
moved away from a point of sale to the point of exit from the territory.



automatic recognition of a nobile comruni cations device. Refund paynent can
be handl ed by a refund desk (run by the TRO or by the kiosks for inmmedi ate
refunds in cash, or refunds can be provided using automated paynents to
bank and/or credit card accounts and/or using back-office processes by the
TRO. 30[0021] The determ nation of eligibility of a user can be nmade in
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can be associated with the transmitted information. The user can possibly also pay

for the goods using the using the mobile communications device. The user can the

make further purchases using the application on the mobile communications device,

25  with further digital TFS transaction information being transmitted in the same manner.
Validation and refund phases can be unified by recognising the user using the mobile
communication device. For example, the validation and refund can take place
automatically on the user mobile communication device approaching a customs kiosk
that is NFC enabled.

30 [0025] The application can be downloaded or otherwise installed on the mobile
communications device before or during the first purchase. This application can
support the user during the whole tax refund process as well as provide other TRO
services. Examples of such services can include issuing, validation, refund and

tracking operations, and merchant and other tourist info, maps, promotions, online



30100251 The application can be downl oaded or otherw se installed on the
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application can support the user during the whole tax refund process as
wel | as provide other TRO services. Exanples of such services can include

I ssuing, validation, refund and tracking. operations, and nerchant and ot her
tourist info, maps, pronotions, online B3 proactive instructions,
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20  merchant system. Alternatively, or in addition, messages can be sent to the user’s
mobile communication device for output to the user. The messages could be
provided, for example, by a message exchange between the TRO host system and/or
the merchant system and an application on the mobile communications device, or by
means of SMS, MMS, or email messages or the like sent to the mobile
25 communications device from the TRO host system and/or the merchant system. The
messages sent to the user could include information about the services that can be
provided, for example steps that need to be taken to take advantage of the service,
special offers or the like, or direct support for taking advantage of the service (for
example for a tax refund service, the generation of refund cheques or the like). The
30  messages could used to alert the user to the possibility of using other services such
as a dynamic currency conversion service.
[0028] In an example embodiment of the invention, a mobile communications device,
for example a mobile phone, personal data assistant (PDA), portable media player,
tablet computer, web-book, notebook or other portable computing device, is used as

35 anintelligent token for identifying the user at various stages during the tax refund



special offers or the like, or direct support for taking advantage of the
service (for exanple for a tax refund service, the generation of refund
cheques or the like). The 30nmessages could used to alert the user to the
possibility of using other services such as a dynam c currency conversion
service. [0028] In an exanple enbodi nent_of the invention, a nobile
communi cati ons device, for exanple a molf | e phone, personal dat a assi st ant
(FDA), portable nedia player, tablet conmputer, web-book, notebook or other
portabl e co n ' ' |
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to retu?th aWoIpl & ingbile communication device identifier has been associated with user
identification, the TRO host system can be operable to return information identifying
the user (e.g., by transmitting passport information, photographic or other biometric
information, or the like) for the operator to verify the identity of the user.
[0033] If the mobile communication device identifier has not been associated with
25  user identification, the TRO host system can be operable to return an appropriate
indication to this effect and the merchant system can be operable to prompt the
operator to enter predetermined information identifying the user. The predetermined
information can, for example, be a passport number for the user's passport and an
issuing country of the passport, an identity card number for the user's identity card
30  and an issuing country of the identity card, a driver's licence number for the user’s
driver’s licence and an issuing country of the driver’s licence, by way of example.
Information entered at the POS terminal can then be transmitted to the TRO host
system for association with the mobile communication device identifier so that this can
then be used as a means of identifying the user. A user record ¢an be held by the

35 TRO host system that includes the mobile communications identifier along with other



indication to this effect and the nerchant system can be operable to pronpt
the operator to enter predetermned information identifying the user. The
predeterm ned information can, for exanple, be a passport nunber for the
user's passport and an issuing country of the passport, an identity card
nunber for the user's identity card 30an? an issuing country of the
identity card, a driver's licence nunber’ for the user's driver's |licence
and an issuing country of the driver's licence, by way of exanple.
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25 response to being asked by a merchant, a mobile communications device and one or
more other tokens to be used. For example, a user can register his/her details and
associate the mobile communications device identifier and one or more additional
tokens by registering on a web site provided by a TRO. The mobile communications
device identifier can be formed from one or more of a mobile telephone number for

30 the mobile communications device 40, an IMEI number for the mobile
communications device, a SIM number for the mobile communications device 40, a
NFC identifier for the mobile communications device, a unique identifier associated
with the application on the mobile communications device, etc. The TRO can then
provide information to the user about refund opportunities and processes. In addition,

35  the user could be issued with a specific token (for example a visitor or TRO-issued



30 the nobil e communications device 40, an | MEl nunber for the nobile
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(MEM), located in a single place or in a distributed system. The functionality can be
integrated into a point of sale (POS) terminal where purchase details are directly

30 retrieved from an electronic cash register (ECR) 44 and therefore there is no need to
enter this information again. Alternatively, the information could be entered in a stand
alone terminal such as a web based issuing application, a card payment terminal not
linked to an ECR, other applications or software not linked to an ECR. These
alternatives could require re-entry of the relevant purchase details to aliow an

35  approval system of a customs officer to verify the purchases made. One or more



9 point of sale devices 44, that can include one or nore input/output
interfaces in the form for exanple, of one or nore of a keypad, a
keyboard, a touch sensitive screen, a card reader, a scanner, a

voi ce-activated input, a display, a printer, a card witer, a speaker, and
an NFC interface 42. 5100391 As indicated above, a WFi base station 54 can
be provided at the prem ses of a mer chaht and, as shown in Figure 2, can
be connected, for exanple, to the Internet for onward connection, for
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conmmuni cati ons device | rer, a recelpt Identifier (e.g. a receipt
nurmber), refevisasthat can beerqyisigdsfor example steps that need to be taken to take

25  advantage of the service, special offers or the like, or direct support for taking
advantage of the service (for example for a tax refund service, the generation of
refund cheques or the like).

[0040] There may be only one TRO in a market. However, where there are muitiple
TROs in a market, there can be multiple acquiring system hosts 20. The relationship

30 between a merchant and a TRO is that of merchant and acquirer (to use the
credit/debit card example). Each TRO affiliates its own merchants and is responsible
for the point of sale (POS) devices and integrated software that creates a tax refund
transaction.

[0041] A transaction message can therefore be transmitted 105 to the TRO host

35  system 20 where further processing can be performed. The transaction message



5purchased, a nerchant identifier, a TROidentifier, a tinme and date stanp,
and a security hash (which is used to prevent tanpering). It may in
addition contain information about a tour guide, pronotional codes, or any
ot her data that the TRO wi shes to collect. 100421 A separate host system 20
can be provided for each TRO so that lggormerci ally sensitive information
can be kept separate in that each TROisYonly able to see transactions
generated by its affiliated merchants. Al tax refund transactions
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the 11 order that a unique number is available within the system to track that transaction

20  during processing. The transaction identifier can be returned to the merchant system
and can be printed on a purchase receipt given to a user, using clear text and/or a
visible encoding such as a bar code or the like.
[0043]) A message interface, or switch, 24, for example a web-service based interface
using an industry standard (e.g. SOAP, WCF, XML over IP), can provide an interface

25  for messages to be formatted and/or routed. For example transaction messages can
include one or more of the transaction identifier (e.g. a transaction number), the token
identifier (e.g., mobile communications device identifier or a token identifier derived
therefrom), the receipt identifier {(e.g. a receipt number), references to the goods
purchased, the merchant identifier, the TRO identifier, the time and date stamp, and

30 the security hash (which is used to prevent tampering). The message interface 24
may be a separate system, or combined with a validation system (for example a
custom approval system) 26 according to a particular implementation.
[0044] In one example embodiment the message interface 24 could be implemented
as a server system that comprises processing and storage capacity and is operable to

35  act as a central repository for data to be accessed by the host system(s) 20 and the



val i dation system (e.g., a custons approval system 26 as well as providing
for message formatting and forwardi ng. However, in another enbodi nent the
data can be held in the TROs host systens and can be accessed via the
nmessage interface by the validation system 26. 5100451 The validation
system 26 provides an authorisation syst?n1for aut horising refunds, and can
be run by a custons authority, or on its behalf by a third party. The
val i dation system 26 is capable of approving or rejecting tax refund
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30 communication device to a point of exit from a territory can be used to cause an
invitation to use the tax refund service can be presented to the user using the mobile
communications device. In different examples, this can be achieved in different ways.

[0049] In one example, the mobile communications device 40 can be provided with
an application, for example the application referred to earlier, that is responsive to

35 detecting that the mobile communication device is connected to a mobile network cell
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mobile [0052] As an alternative to using the mobile network cell 52, or as an additional

25 measure, the mobile communications device can respond to satellite-derived

positioning information (e.g. GPS information) detected by a satellite location detector

(e.g., a GPS unit) of the mobile communications device 40 as indicative that the
mobile communications device 40 is proximate to the validation location.

[0053] As an alternative to using the mobile network cell and/or to satellite-derived

30 positioning information, the mobile communications device can be responsive to

location based wireless connection services (for example using WiFi, Bluetooth or

alternative technologies) detected by the mobile communications device 40 as

indicative that the mobile communications device is proximate to the validation point.

For example, the mobile communications device 40 can be responsive to detecting a

35  WIiFi base station 54 having a particular network name and/or signature as being



communi cations device 40 that is only available at or proximate to the
val idation point 15 could be used to confirmthat the user is at or
proximate to the validation point. Alternatively, or in addition other

i nformation, for exanple derived fromsocial networking sites, could be
used as part of an algorithmto deterniqg that the nobile comunications
devi ce, and accordingly, the user is at or proximte to the validation
poi nt. Such an al gorithm can take one or nore of the various factors
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nore transactions for selection by the user t e processed by the service,
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st ored r ecofldernatively, or in addition other information, for example derived from social
networking sites, could be used as part of an algorithm to determine that the mobile
communications device, and accordingly, the user is at or proximate to the validation
point. Such an algorithm can take one or more of the various factors discussed above
20  and can weight the factors to determine that the mobile communications device, and
accordingly, the user is at or proximate to the validation point.
[0056] The mobile communications device 40 can be responsiVe to the determination
that it is proximate to the validation point, and/or o receipt of a message in response
to such a determination, automatically to present an invitation to the user to use the
25 service and/or to confirm acceptance of the service. The presentation can be by
means of a visual and/or audible message.
[0057] The invitation could be a simple invitation to use a validation station 22 as
mentioned earlier, and may not need an active response from the user.
[0058] In one example, the mobile communications device 40 can be used to replace
30  at least part of the functionality of such a validation station 22.
[0059] For example, the mobile communications device can also be operable to
present one or more transactions for selection by the user to be processed by the
service, and can be responsive to user input to send a message to the validation
service 26 and/or the host system 20 that identifies any transaction selected by the

35  user to be processed by the service.



10061] Where the nobile conmunications device is not provided wth such

bi onmetric sensors, or where a local regulation requires separate processes,
in one exanple a validation station 22 can be configured to determ ne the
eligibility of a user for a tax 10refund by machi ne readi ng a personal
identifier (e. g, passport, identity card, driver's licence, etc.) of the
user. The validation station 22 can be c'> erable to read the information
fromthe personal identi fi er and to determine eligibility by checking the
i nformation Q%& | FRRSLAS
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[0063] Where eligibility of a user is determined the mobile communications device

and/or the validation station can be operable to send one or more validation request
messages to the validation system 26, for example via the message interface 24. In
response to receipt of the token, the validation system 26 will return all transactions
30  that are suitable for export validation.
[0064] In one example, the mobile communications device 40 can be configured to
prompt a user to initiate validation and then to pass a validation request message to
the validation system 26 (e.g., a custom approval system), for example via the |
message interface 24, to request approval based on both the eligibility of the user for



[ 0067] When the validation system 26 nmakes a deci si on about a transaction
(approvel/reject), an authorisation nessage (validation request response
nmessage) is automatically routed through the nmessage interface 24 back to

t he appropriate host 15system 20. Such a response could be in the formof a
web service response and can hold the ehgctronically approved transactions
(i ncluding an el ectronic custons stanp). The host system 20 updates an
existing tax refund transaction record for the transaction with the
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val i dation s eEhdPhodiQy¥@I20 himAt BRE traXSHR £ fefuldiPediifeql Be @hasdtens can
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communi cat e(&®ev@igation steien EanpMmeble sommeniatianglevice 40) indicating which
transactions have been approved for “green channel’ automatic payment. A TRO that

issued a token can be given first position on the validation station, and that TROs

25  transactions are displayed.
[0070] If one or more of the retrieved transactions have approved codes, the user
could be given "green channel” service for the approved transactions and could be
asked how a refund is to be paid. By "green channel" service is meant that the refund
is approved without further action being needed. If any of the transactions are not

30 approved, the user is given "red channel" service for at least those transactions
(possible for all transactions) and is asked to present himself to a customs officer for
further processing. By "red channel” service is meant that for at least those
transactions (possible for all transactions) the user has to present himself to a

customs officer for further processing to obtain approval.



15interface 24. [0074] In response to user selection of one or nore

transactions for validation processing, the nobile conmunications device
can be operable to transmt the validation request nmessage to the

val i dation system 26, which can then receive in response a nessage

i dentifying approved and rejected transqgtions. 20[ 0075] The custons

of ficer can then approve or reject each transaction, or change (reduce) the

val ue amount. The custons officer can enter the result of his/her decisions
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approval syste rét A e a copy rom all host systens 20.
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nmessagi g using .aRy appropriate technol ogy, such as SM5 nessaging, email or
a web-based service. Appropriate security protocols can be used for
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(reduce) the value amount. The customs officer can enter the result of his/her
decisions using input device(s) of the approval station 28. The result of his/her
decisions is communicated by the validation system 26 through the message interface
24 to the appropriate host system 20. The host system 20 now contains tax refund

25  transactions with approval codes (approved, rejected, changed value).
[0076] The validation system 26 can be configured to operate in one or both of two
modes of operation. In one mode of operation, information for transactions is stored
on the respective host systems 20. In the first mode of operation, the validation
system 26 is operable to retrieve transaction information from the respective host

30  system 20 for validating refunds. The result of the authorisations is communicated
back through the message interface 24 to the appropriate host system 20. The host
system 20 now contains tax refund transactions with approval codes (approved,
rejected, changed value). In the second mode of operation, the validation system 26
retains a copy of each transaction within its own database, associated not only with

35 the relevant token (mobile communications device) identifier, but also with a host



100781 By recording transactions on the host system 20 and/or on a
val i dation system 26 using at least a transaction identifier and a val ue of
purchase, and then associating 1l5user detail records linked to a nobile
conmmruni cations device identifier in the host system 20, a validation system
26 can be operable to retrieve refund tr Znsactions fromthe host system 20
of a TRO based on the nobile communicatitbns device identifier, to indicate
"yes/ no" response to a request for permission to refund, and to transmt
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interface 24 can provide a dedicated network between the validation system 26 and
the host systems 20 for one or more TROs. The message interface can be
implemented using web services or other online or offline connection arrangements.
25 [0080] In an example embodiment, automated validation stations 22 can be provided
that allow automatic pre-screening of refund transactions to generate a “red
channel/green channel” response without human intervention. The automatic pre-
screening process could be effected using, for example a validation station 22 at an
exit point from the territory.
30 [0081] The validation station 22, or an approval system (e.g. the validation system 26)
in communication with the validation station 22, could be provided with rules defining
a “red channel” requirement, for example for high-value purchases and/or for
purchases of a particular type. The “red channel” behaviour could be to require a
user to present a token, shopping receipt, passport, and the goods purchased to a

35  Customs Officer at a customs station 16 for approval.



100841 The nobil e conmmuni cations device application, or a validation system
(e.g. a 15custons approval system) 26 in conmunication with the nobile
comuni cati ons device 40, could be provided with rules defining a "red
channel " requirenment, for exanple for high-val ue purchases and/or for
purchases of a particular type. The "reg channel " behavi our could be to
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goods purchased to a custons officer at a custons station 16 for
20appr oval . BﬁilE SO 'I‘E%"
val i dati on @é@?em (Jﬁgaﬁ&bétét%t ons aﬁ.lle hﬁgﬁﬁ)gfe \H‘n? 8 [ nﬁ“gﬁ%@ﬁ.“@ﬁtf’gn wth
t he nobi | e \Gidation staﬁqmnwldémpmudedowtrdum defining @éc'dreghtchanngdl'egitugidni ni ng a
"green cha S | di I I s ertain
i tori o sunpvaicD A hAELeBEUL] o e ARl AR QIR oo NI o i of
t ransact i onthedtaveller\itdnuealog, tednsadtioarvaluet vaus of aiu:sansacl}pn@f qtgmbt?@f gredshant
etc., and I adGaly 8&”’%'n8%rde§a{|‘c{%bﬁgﬁ &4y H? Cliria ) &8 WHRelha MK BbRGY, | 1 Sts
for coumtri'®s Of o Fgin ravellers an SO on can be use
10086] Fi gucaunfties|os origih| ietailees, bsvellersearat samon oan by usastn 58 and an i nmi gr ation
system 60. S rav, ! em
for exanpl e[-g&%] 3’ga$¢’ ?é%hggog%%hﬁmseﬁgt%g @E‘Cgﬂqﬁiioﬁl ﬁ%jﬁ@%{(%&%h@ﬂgg&{s
typi cal |y cdevins sam lbapge-ahlettmmrmde foneponeef e vabtationatatisns r(@owl) 22 gve
processors a r Y, MEN ) res i on
system 58 |ngr(°:<l'jlt)m1 d ?ﬁi .HEWQ %?8{ E‘ié)sutgg'teﬁ %#ﬁltqﬁae& ourcmgJﬁe %ér@éﬁ{ng a@eﬁ@ and
to updatle tﬂlmsabtu:zn,'pstoogem&retet paved [coanrel/gueeni o‘mmgt” a"ge;soru_arwiﬂ@w H'Em]&mur ney.
ror exanp! ol ! $he Hffatic! S blfidsS S8 GENaHeblve” GRAPTH e  hat
the user e a reservation for ey and 1t wll I ncl ude
i nf or mat i ondétemninéd thahthet mebll@stmmmumeailonwdewpﬁ it ihdhe proximityt dfdlhe eyikpent t her e
will be at d that identifies particular journeys (e.g., flights)
to be taken{r@“y%%{eeﬁﬁg , and information identifying the user. The
i nf or mat i on(0p&#ENThef lylph@e caemusieationa Wewice npplidatiorh&r @ valigation isystem (Blgeat r avel
record, | or JEG t&rﬁ@abé}g\%l gstém b@lﬂ}&cﬂnﬁ’lu é&ﬁonﬁﬁ&%@ mdﬂe%ﬂ&nﬁ%ﬁ!&%ﬁ‘s system
t he reservalon I's’con ured to also store the status of the
user with r@@m&ﬂ& cotilide previgddd \wtfséﬂaa defininge “reck eltgnnel” aequiremest. fefd ser vi ce.
| nf or mat i ong %@’
I ncl uded, for éfcw‘ , \ﬁue;b e%s%@gﬁﬁ{ohikﬁ‘ghf&&g %%eﬁé%@gﬁiﬁhoeg%%cord
or could bechssingl” |bﬁh@n¢qr@pqldd:re te seritirgtaauses & piesedradioken, skerpingrachiett r avel
reservation SRpoR dangﬂé g8% a?asreh% ;%%h%tafﬁéelr 9ha E%toﬁs%%oﬁ 96 wid

he part o

service COU? | oyalty programrecord
20  approval.

[0085] The mobile communications device application, or a validation system (e.g. a
customs approval system) 26 in communication with the mobile communications
device, could be provided with rules defining a “green channel” situation providing
automatic approval according to certain criteria such as: country of origin of the

25 traveller, item value, transaction value, value of all fransactions, quantity of goods,
merchant, etc., and logical combination of such criteria. Also white and black lists for
countries or origin, retailers, travellers and so on can be used.
[0086] Figure 2 also illustrates a reservation system 58 and an immigration system
60. The reservation system 58 can be a travel reservation system, for example an

30  airline booking system. Such airline booking systems typically comprise large
networked computer systems including multiple processors (CPU) and
memories/storage systems (MEM). A travel reservation system 58 is able to monitor
the status of the journey of a traveller, and to update the status of the traveller at
various stages during the journey. For example, in a first stage, the reservation

35  system will recognise that the user has made a reservation for a journey and it will



for the airline. It is also envisaged that the traveller records within the
host system 20 can include a link to a travel reservation within the travel
reservation system58. [00871 By interlinking the travel reservation system
58 and the host system 20 records (i.e., by including appropriate links in
fields in respective records in the tra\igl 15reservation system 58 and the
host system 20), the user travel status‘can be used automatically to cause
t he generation of nmessages to be send to the user and/or to automatically
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the interactiepRnPfantiffiudes records relating to individual traveliers that enter and leave a

country. This immigration system 60 could be integrated with the travel reservation

system 58 and/or the tax refund host system 20 to enable the automatic generation of
messages to be sent to a user and/or the automatic authorisation of a tax refund
25  when the user departs from the territory in question.
[0089] In the above description of Figure 2, the reservation system 58 is linked {o the
host system 20 via the network 15. However, it is to be noted that the reservation
system 58 can also be functionally linked to the validation system 26 in the same
manner as described above. In this regard, it will be noted that dotted line links are
30  shown between the reservation system 58 and the message interface 24 in Figure 2.
[0090] Figure 3 is a schemaitic block diagram illustrating functional components of a
mobile communications device, for example a mobile telephone such as a smart
phone.
[0091] As illustrated in Figure 3, the mobile communications device 40 includes one

35  or more processors 70 and memory 72 for the storage of programs and data. Various



10various functional conponents shown in Figure 3 is nerely illustrated in
a schemati c manner, and that any appropriate conventional configuration of
i ndi vi dual conponents is possible within the nobile comunicati ons devi ce.
100921 Figures 4-8 provide a flow diagram giving an overview of the
operation of a systemas illustrated in gi gures 1-3. 15[0093] Figure 4
i1lustrates an exanpl e of processes that%can be performed at a point of
sal e where a user nmakes a purchase. [0094] At step 412, a user nmakes a
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[0094] At step 412, a user makes a purchase at merchant’s point of sale (POS)
terminal. The details of the purchase can be captured by the merchant system using
any conventional technique, for exampie by the merchant scanning a bar code and

20  the merchant system retrieving details of the purchase from storage in the merchant
system associated with the bar code.
[0095] The merchant system 14 is operable to determine a mobile communications
device identifier for a user’s mobile communications device. For example, this can be
captured using an NFC reader 42 at the merchant's POS terminal 44 using NFC

25 technology. Alternatively, the mobile communications device identifier can be input
using WiFi, Bluetooth or other technologies, or using a manual input device.
[0096] At 414, the merchant system 14 transmits a query message including the
mobile communications device identifier to a host system 20. The host system 20 is
operable to determine whether the mobile communications device is registered for a

30 tax refund service by comparing the mobile communications device identifier with user
records.
[0097] If, 416, the mobile communications device identifier is recorded with the host
system 20, then the host system 20 is operable to send a reply message to the
merchant system 14 that includes information for identifying the user. The information



50r in addition, the nerchant system can be configured to invite the user
to input the identifying information (for exanple using bionetric
recognition). [0099] If, 416, the nobile comunications device identifier
is not recorded with the host system 20, then the host system 20 is
operable to send a reply nessage to the Eerchant system 14 to invite the
user or the nerchant to input i nformati 6h for 10i dentifying the user.

[ 00100] At 420, the nerchant system 14 can be operable to pronpt the
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system 20, which can then be operable to record the information for identifying the
user in a user record for the user.
[00101] If, 422, the user is eligible to receive the service, then the merchant system
can be operable to transmit a transaction message to the host system 20. The
20 transaction message can include a receipt identifier (e.g. a receipt number}, the value
of the goods purchased, and the mobile communications device identifier. Further
information can also be included in the message, for example details of the goods
purchased as retrieved in step 412.
[00102] The host system 20 can be operable to allocate a transaction identifier (e.g. a
25  transaction number or string) the transaction and creates a transaction record
including the transéction identifier, the receipt identifier, the value of purchase, and
the mobile communications device identifier). Further information can also be
included in the transaction record, for example details of the goods purchased.
[00103] in other words, an example transaction record entry held at the host system
30  can include the following fields, some or all of which may be populated in response fo
the above described steps:
Transaction identifier,
Receipt identifier;
Value of purchase;
35 Token identifier;



35Token identifier; 22 Registered flag; Details of Goods; Details of
travel ler; A paynent target. 5[00104] The host system 20 can further be
configured to return a transaction response nessage that includes the
transaction identifier that can be printed on the purchase receipt printed
by the nmerchant system 14. The process &gen ends at 426. [00105] Steps 412
-426 can be effected in real tinme in parallel with the credit card

aut hori sation processing so that no additional delay is required at the
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described with reference to Figures 1-3 when a user approaches an exit point from a
territory.
[00108] In an example embodiment, the system is automatically operable to determine
512 that the mobile communications device is in the vicinity of a border crossing or a

20  customs validation point. This automatic determination of the location of the mobile
communications device can be achieved in various ways as described earlier.
[00109] In one example, the interaction of the mobile communications device 40 and
the cellutar telephone network to which the mobile communications device is
connected can be used to determine the location of the mobile communications

25  device 40. Thus, for example, either the mobile network 50 or the mobile
communications device 40 can be operable to determine that the mobile
communications device 40 is in a mobile communication cell that is associated with
the border crossing or customs validation point. This is represented in Figure 2 by the
mobile network antenna 52. This determination can be made by the mobile network

30  comparing the identity of the mobile communications device to a record, held in
memory (MEM) in the mobile communications network system 50 that indicates that
the mobile communications device 40 is registered with the tax refund service. The
mobile communications network system 50 couid then be operable 1o send a
message to the validation system 26 (or the host system 20), and the recipient can

35 then be configured to send 512 an invitation message to the mobile communications



30conparing the identity of the nobile comruni cations device to a record,
held in nmenory (MEM in the nobile comruni cations network system 50 that

i ndi cates that the nobile comunications device 40 is registered with the
tax refund service. The nobil e comuni cati ons network system 50 coul d then
be operable to send a nessage to the vahgdati on system 26 (or the host
system 20), and the recipient can 35theri"be configured to send 512 an
invitation nmessage to the nobile comunications 23 device 40 inviting the
user to tak v f t tive to the
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25 00112} Alternatively, if 518 the user requests to continue with the tax refund service,

.

then at step 522, the validation system 26 can be operable to retrieve purchase
transactions using the mobile communications device identifier from the place at
which the transaction records are stored (for example, in the host system 20 or the
message interface 24).

30  [00113] The validation system 26 can be operable to determine, at 524, whether the
purchases are validated for refund and, at 526, can send a status message to the
mobile communications device 40 indicating the status of the tax refund request. As
described earlier, this can be in the form of a green channel or a red channel
response. In the event of a red channel response, the status message can give

35 instructions to the mobile communications device user as to further steps to be taken
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processes,
20
25
30
35

oo BRApLARSERRR, e 520 LRRSHI N R bliche LEMEO G (T
tweyecﬂm]stb@sdms@age referred to earher with regard to Figure 5. At 622, the
user can be invited fo enter a selection of one or more of the purchases to be
processed for tax refund. In other words, rather than provide tax refund processing
for all purchases, the user may select one or more of the purchases. In this regard,
the mobile communications device can be operable in response to the status
message to indicate all of the purchase transactions which were centrally recorded
and retrieved from the central storage to the user, to enable the user {o make a
selection of one or more of those transactions. At 624, the response from the mobile
communications device is sent to the validation system 26.

[00118] Figure 7 illustrates an example of how a reservation system 58 can be used as
part of a tax refund system.

{00119} In Figure 7, step 712 represents a user checking in for a journey (for example,
checking in for a flight). In accordance with conventional processes, this can be dene
by a user checking in using a web-based or message-based service using a personal
computer or a mobile communications device. Alternatively, the check-in can be
provided at a check-in terminal within an airport, or at a check-in desk.

[00120] In step 714, the reservation system 58 is responsive to a change in status of
the traveller (for example, from not checked-in to checked-in) to send an appropriate
travel status message to the tax refund host 20 and/or to the validation system 26.

The travel status message can include one or more of an identification of the traveller

a



by a user checking in using a web-based or nessage-based service using a
personal 30conputer or a nobile conmunications device. Alternatively, the
check-in can be provided at a check-in termnal within an airport, or at a
check-in desk. [00120] In step 714, the reservation system58 is responsive
to a change in status of the traveller (for exanple, fromnot checked-in to
checked-in) to send an appropriate trav P status nmessage to the tax refund
host 20 and/or to the validation systen126 35The travel status nessage can
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it Is not edwtqui i géf,ﬁgévatlon system 58 can be linked to the host system
20 and/or the Validation system 26, and the rel evant nessagi ng and
functional i twlzdb‘g\mreaedewbos@fr@arthmsqrn@mq@lé@d e mobile eramypichiin dEYiDgst em
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messaging and functionality described above can be provided by the reservation

20  system 58 and/or the validation system 26 and/or the host system 20.
[00124] Figure 8 illustrates an example of a further stage where the reservation system
58 can be responsive at step 812 to data input from a point of departure indicating
that the user has actually boarded the transportation (for example, an aeroplane)
and/or that the transportation has actually departed.

25 [#0125) In step 814, the reservation system 58 can be operable to send a message in
the manner described previously to the host system 20 and/or the validation system
26, whereby, in step 816, the host system 20 can be operable to effect any refund due
to the traveller.
[00126] As an alternative to the reservation system 58, or in addition thereto, the

30 immigration system 60, which is operated by the national immigration authorities of a
given territory, can be operable to communicate with the validation system 26 and/or
with the host system 20 to effect a process as described in Figure 8.
[00127] The conditions that can lead to automatic approval being or not being given
can depend on predefined rules that can vary according to various legal and

35  regulatory requirements.



251001251 In step 814, the reservation system 58 can be operable to send a
nmessage in the nmanner described previously to the host system 20 and/or the
val i dati on system 26, whereby, in step 816, the host system 20 can be
operable to effect any refund due to the traveller. [00126] As an
alternative to the reservation system 536 or in addition thereto, the 30
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and/or a statistical sanple processing Is require ccordingly, an exanple
syst em 3 ovstakisticaldiasisrasrapaibdf 4 saMPIiN0IAresessf oper ation while 25stil |
provi ding sgguleaehiNgy hbh-2omaAR pFHekQRg (red channel processing) can be
determined at when locally determined requirements for automatic processing are
determined not to have been met and/or a statistical sample processing is required.
Accordingly, an example system provides for increased flexibility of operation while
25  still providing secure and verifiable operation.
[00132] As mentioned above, rules can be provided for determining approval or
rejection (green or red channel status). Such ruies can be implemented, for example,
by providing scoring for different parameters, whereby the validation system 26 or the
mobile communications device 40 can use the scoring to determine whether a
30  resultant score fits within a range for a green channel response or a red channel
response. For example, different scores could be ailocated to travellers based on
their home country and different scores could be allocated to different classes of
goods and/or different amounts for purchases. Such scores could be stored in the
validation system 26 and/or in storage for an application running on the mobile

35 communications device 40. The scores could be stored, for example, in one or more
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cormmuni Zat | @nged-t As a residly a daigroinatienioladiegaor e draneidesnansp car 88 §ad§. For

exanpl e, a §30Le £arhINRnRe il ftéhs 6XGFBbSof ithts, ¥8kddakhon system 26 (or
[00134] A similar approach can be used to control various stages of automated
_ communication with a user, automated validation and refund processing. For

example, a table can be held by, for example, the validation system 26 {(or

25  alternatively by the host system 20, the message interface 24, the reservation system
58 or the immigration system 60 that can hold scores relates to the current status of
the user’s travels. For example, different scores can be allocated based on whether
the user is registered for a tax refund service, has undergone eligibility checking
based on identity, has indicated acceptance of the tax refund service, has made one

30  or more purchases, has checked in for travel, has deposited luggage, has passed
through immigration, has boarded a flight, or has departed, etc.
[00135] The various travel status stages could have different weights in respect of
different service actions of the automated tax refund process. Different service

actions can include, for example:



25al ternatively by the host system 20, the nessage interface 24, the
reservation system58 or the imnmgration system 60 that can hold scores
relates to the current status of the user's travels. For exanple, different
scores can be allocated based on whether the user is registered for a tax
refund service, has undergone eligibiliég checki ng based on identity, has

i ndi cat ed acceptance of the tax refund rvi ce, has nmade one 30or nore
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maki ng of a purchase transaction, - on ecking in for a journey (e.g. a
flight) to | eave the t@v¢hecking in for ajouipey e 14 flightbhtodervedhs tepdtiort  f or
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t hrough i nmi gr at 1 tbe autamasicsentling of a lig of trangactigng for selestiomky thaaserder i t ory,
validation in the event of, for example, one or more of the following example
stages

15 - on or following the making of a transaction,
- on checking in for a journey (e.g. a flight) to leave the territory,
- on approaching a customs point for departing from the territory,
- on passing through immigration for boarding (e.g., a flight) to leave
the territory,
20 - on boarding (e.g. a flight) to leave the territory, or
- on returning home from the territory;
- the automatic commencement of validation processing to the refund status in
respect of one or more transactions, for example, one or more of the foliowing
example stages
25 - on or following the making of a transaction,
- on checking in for a journey (e.g. a flight) to leave the territory,
- on approaching a customs point for departing from the territory,
- on passing through immigration for boarding (e.g., a flight) to leave
the territory,
30 - on boarding (e.g. a flight) to leave the territory, or
- on returning home from the territory;
- the automatic processing of a refund following validation processing, for
example, one or more of the following example stages:
- on or following the making of a transaction,

35 - on checking in for a journey (e.g. a flight) to [eave the territory,



20- on boarding (e.g. a flight) to |l eave the territory, or on returning
home fromthe territory; the automatic conmmencenent of validation
processing to the refund status in respect of one or nore transactions, for
exanpl e, one or nore of the foll ow ng exanpl e stages 25- on or follow ng

t he maki ng of a transaction, - on check'gg in for a journey (e.g. a flight)
to leave the territory, - on approachinz a custons point for departing from
the territory, on passing through immgration for boarding (e.g., a
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the territory, or on ret’Urning~hone tomatic
processing of a refuncbﬁmﬂslsmthrgugialmrd@rat@nfmmwm(&y & fighttaiepbe, one or
nore of the foIIovmn b;a stages: on or follow ng the nmaking of a
transaction, 35- on cﬂec I'mg”’in for a journey (e.g. a flight) to | eave the
territory, 29 on apprdeeding (eg.caigiiio lpaventhefteritcdemarting from the

terri tory, on passi ngm,hl%{ %ﬁgggbﬁgif%ﬁqumiﬁ. boarding (e.g., a flight) to
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on one dr neap@bibfy coutsd alternatlvely, or additlonaily, be provided on one or more of the
transaction station 22, the host system(s) 20, the reservation system 58, the
immigration system, 60 or the mobile communications device 40.
[00137] In the example system described above, the transaction records are held in
the host system(s) 20 and these are accessed by the validation system 26 and/or the
15 transaction station(s) 22 or the customs station(s) 28. However, in another example
the transaction records could be held alternatively or additionally in the message
interface, where this is configured as a central server system.
100138] Also, although in the described example an automated validation station 22 is
shown in addition to a customs station 16, the customs station 16 couid be provided
20  with the functionality of the validation station 22 and/or could replace the separate
validation station 22. In the cases that the a customs station 16 forms an example of
the validation station 22 , the entry of the user information can be performed by the
user or by a customs official as appropriate.
[00139] An embodiment may be embodied in a computer program product for
25  operating one or more processors. The computer program product may be in the
form of a computer program on a carrier medium. The carrier medium could be a
storage medium such as a solid state, magnetic, optical, magneto-optical or other
storage medium. The carrier medium could be a transmission medium such as
broadcast, telephonic, computer network, wired, wireless, electrical, electromagnetic
30  optical or any other transmission medium.
[00140] There has been described a system and method of providing a service, for
example a tax refund service, including an apparatus being responsive to a mobile
communications device identifier for a mobile communications device of a user to
verify whether the mobile communications device identifier is associated with a

35  registration for the service, and, in the event that the mobile communications device



transaction station 22, the host systen(s) 20, the reservati on system 58,
the inmgration system 60 or the nobile comunications device 40. 1001371
In the exanpl e system descri bed above, the transaction records are held in
t he host system(s) 20 and these are accessed by the validation system 26
and/ or the 15transaction station(s) 22 8r t he custons station(s) 28.
However, in another exanple the transac Pon records coul d be held
alternatively or additionally in the nmessage interface, where this is
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communications device can be a mobile telephone. The user information can include

information identifying a nationality of a user, for example, a country and number of a

passport or other identity carrier. The apparatus, or a separate device, for example

25  the mobile communications device, can be operable to transmit details of a

transaction associated with the mobile communications identifier to a remote system,

for example a host system or a validation system. The details of a transaction can, for

example, be transmitted via a mobile telephony system. The mobile communication

device can be operable to receive an invitation message inviting the user to respond

30 tothe invitation message using the mobile communication device in order to receive

the service. In the event that the user responds to such an invitation message using

the mobile communication device, the mobile communication device can be operable

to receive a status message confirming to the user whether the service is

automatically approved or whether further steps are required for approval.



comuni cations device. In the event that the nobile conmunications device
identifier is not registered with the service, the apparatus can be
configured to enable operator entry of predeterm ned user information for
the user and to cause association of information derived fromthe entered
user information with information deri vg from 15t he nobil e comuni cati ons
device identifier prior to providing theé service. [00142] The apparatus can
be configured to transmt infornmation derived fromthe entered user
informatio e i t the nobile
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exanpl e using t |'e communi cat1 on devi ce. 1 There has al so been
descri bed alogatigiutAdiernativelgntbistcan beyrarfermeghlly ﬁéﬂ!‘mﬂ@ communlcatlon network

25  system, the mobile communications network system being configured to recognise
the mobile communications device as being registered for the service. The
determination that the mobile communications device is proximate to a validation
location can use satellite-derived positioning information detected by the mobile
communications device as indicative that the mobile communications device is

30  proximate to the validation location. The determination that the mobile
communications device is proximate to a validation location can include using location
based wireless connection services (e.g., provided by a WiFi base station) detected
by the mobile communications device as indicative that the mobile communications
device is proximate to the validation location. The determination that the mobile

35 communications device is proximate to a validation location can include confirmation



150f providing a service, including, in response to a determ nation being
made that a nobile conmunications device, registered wwth a host server for
the service, is proxinate to a validation |location for the service,
automatically initiating at |east one service action for the service.

[ 001451 The determ nation that the nnbih& communi cations device is

proxi mate to a 20validation |ocation can“include a determ nation that a
cell to which the nobile conmunications device is connected is a cel
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status of one or nore transacti he user. Prior
det er m nat i s¢letlionry thadeerttp he rravessashipy e service, the mobile commumcatlon

device responding to user input to the mobile communication device to send a

20  message that identifies any transaction selected by the user to be processed by the
service. A service action can include one or more of presenting an invitation to the
user to confirm acceptance of the service, the mobile communication device
responding to user input to the mobile communication device accepting the service to
send a confirmation message to a host server for confirming acceptance of the

25  service, the mobile communications device presenting one or more transactions for
selection by the user to be processed by the service, the mobile communication
device responding fo user input to the mobile communication device to send a
message that identifies any transaction selected by the user to be processed by the
service. The messages can be effected using SMS or email. The mobile

30 communications device can be a mobile telephone. The service can be a tax refund
service.
[00147] One or more records corresponding to purchase transactions can be used to
present one or more transactions to the user. The one or more records can be held
on the mobile communications device. The one or more records can be held on a

35 server and are provided to the mobile communication device in a message from the



communi cations device is proximte to a validation |ocation for the
service, the nobile comuni cati on device can be operable to present an
invitation to the user to use the service and be responsive to user input
to the nobile comuni cation device accepting the service to send a
confirmati on nmessage to a host server fﬁ confirm ng 15acceptance of the
service. Prior to the determ nation bei é) made that the nobile
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steps are nexu@ynicatianstdgvie dppognate tor validation lopglian fer therwenicearfsact i ons.
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respect of one or more services, can be operable automatically to validate whether
25  transactions registered with a tax refund service are automatically eligible for refund,
and to transmit a validation status message to such a mobile communications device
registered with a host server for a tax refund service to cause the mobile
communications device to indicate to the user whether a tax refund service is
automatically approved for one or more of the transactions and/or whether additional
30 steps are needed to obtain approval for one or more of the transactions.
[00149] There has further been described a system and method for automated
processing of tax refunds, the system comprising: a first database in which traveller
records of travellers registered for a tax refund service are stored, a second database
in which travel status for traveliers are stored; a computer server operable to initiate a

35  service action in respect of the tax refund service for a traveller registered for the tax



1001481 There has al so been described a nobile comruni cati ons device
conprising 15nmeans for outputting information to a user, neans for

recei ving user input, wreless comunication neans for comunication with a
comuni cati ons network system storage neans and processi ng neans, the

nobi | e conmmuni cati on device being configured for comrunication with a
renote server with which the nobile co Eﬂni cations device is registered for
the provision of a service, the nobile 20communi cations device being
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15The al ert messa?e can or exa , provide information regardi ng steps
t o be t akenthe travelleris preparing to leave the territory can be one or more of, for example:

25 checked in; checked in at station, port or airport; checked in luggage; boarded;
departed.
[00152] A tax refund system (e.g., a host system or a validation system) can be
operable to query the travel system to determine the status of the traveller. A tax
refund system {(e.g., a host system or a validation system) can be operable to receive

30 automated updates from the travel system in response to changes in travel status of
the traveller. A tax refund system (e.g., a host system or a validation system) can be
operable to check that the identity of the registered traveller corresponds to the
identity of the traveller for the travel reservation. At least one transaction record can
identify one or more purchases registered for tax free refund for the traveller. A

35  service action can include automatic initiation of a validation process for one or more



by the user to effect validation of purchase transactions for the tax
refund service. 1001511 A record in the second database can include a
reference to a record in the first database. A record in the first database
can include a reference to a record in the second dat abase. An autonatic
response can be provided to receipt of 3 request for 20validation for a tax
refund in respect of one or nore purcha & transactions by the traveller by
determ ning a travel status of the traveller fromthe second database and a
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t he

records and transaction records, stored electronic tax refund cheques, etc., being held

20 in storage as part of that infrastructure, for example in the TRO host system 20 and/or
the message interface 24, and the validation process conducted by the validation
system 26 via a validation station 22. In another example, the mobile
communications device can be used to support much more of the tax refund service,
with the tax refund service itself being provided by the infrastructure described with

25  reference fo Figures 1 and 2, for example with fransaction records and/or electronic
tax refund cheques, etc., being held in storage on the mobile communications device
and managed by the application on the mobile communications device, and the
validation process being conducted by the validation system 26 in communication with
the mobile communications device 40 application. An application on the mobile

30 communications device can be used to determine the location of the mobile
communications device using one or more or a combination of GPS, mobile network
cell location and wireless base station location information. In these examples and
also in other examples with a different distribution of tasks as part of the refund
process, user records, transaction records and stored electronic tax refund cheques

35  can be linked using a mobile communications device identifier or ancther identifier



nobi | e communi cati ons device. Such an application can be configured to run
as a foreground task and/or as a background task on the nobile

comuni cations device or as a background task, subject to the capabilities
of the nobile communi cati on device. Such an application can be confi gured
to take on varying degrees of the procegaes 15descri bed above. In one
exanpl e, the nobile communi cati ons devi application can be operable to
provi de the | ocation processes descri bed above and to provide information
to the user e j y the
infrastr uct%srs\énc'%{é]ag ctE?r it %{gwiihé%ﬁé%s sfthé% J’ft}rr’gégéf aﬁfag%%sq%grb%ex anpl e
wth all usMckeéd:grthEsyest&lnasarvﬂml on records, stored electronic tax refund

cheques, ty hIdegure, for
exanple in @?1154% n(ﬁj'es?/'ﬁg %ht% g%'b%% goérgg\sea%%ﬁ nsg% ace d%% and the
val i dation tmlmeressvmwhldusawrrtmwfmﬁmmam betonmnappeserd o o se skilled ndheé ddt i on
station 22 be
ised 0 SupPih T RaEEAFAOTRe b GetRned BTG eiRrEARE D
servi ce it sked intdsprietayl forimohudbesl| mhwheathmsraadtrmadxftoahmmlamidhelbewlva[erits
25reference to Figures 1 and 2, for exanple with transaction records and/or
el ectronic tax refund cheques, etc., being held in storage on the nobile
comuni cati ons devi ce and rmanaged by the application on the nobile
conmmruni cati ons device, and the validation process being conducted by the
val i dation system 26 in comuni cation with the nobil e comunicati ons device
40 application. An application on the nobile 30comuni cations device can be
used to determne the | ocation of the nobile conmmunications device using
one or nore or a conbination of GPS, nobile network cell |ocation and

wi rel ess base station location information. In these exanples and also in
ot her exanples with a different distribution of tasks as part of the refund
process, user records, transaction records and stored el ectronic tax refund
cheques 35can be linked using a nobile conmunications device identifier or
another identifier 36 associated therewi th, whereby the various stages of
the refund process can be tracked by the system as a whol e. [00154]

Al t hough the enbodi nents descri bed above have been described in detail,
numer ous variations and nodifications will becone apparent to those skilled
in the art 5once the above disclosure is fully appreciated. It is intended
that the following clains be interpreted to include all such variations and
modi fications and their equivalents.



37 CLAAMS 1. A nethod of providing a service, the nethod including:

in response to input of a nobile comrunications device identifier for a
nobi | e conmuni cati ons device of a user, an apparatus verifying whether the
nmobi | e 5conmuni cations device identifier is associated with a registration
indicative of eligibility of the user fgé t he service by: sending a
query to a renpte systemthat conprises~storage providing association

bet ween information derived from nobil e communi cations device identifiers
and predet eg ﬁmﬁ user information, the query including information
10derived fro e nobile comuni cations device identifier of the nobile
conmuni cati ons device, and on receipt of information fromthe renote
system i ndi tat i vk mdilad efReovieing heeodenrtns melhpeneluding: ce i dentifier is
registered wth i user

i nformation asso‘e:} %p}?&%t?ﬁvpy Lgrearmﬁ&%ﬁ%egﬁg@gﬁ%ﬁ‘??aﬁvgﬁsﬂ%g@?t?| Jgﬁﬂeﬂ er
for provi di eRnmHeicaliong| deviee dh @ hesarnfadr eaparetsr serdvivgdwhetber tthe melist e
system qndg cF]mmunl atﬂﬁsrﬁ%\ﬁé@tidﬁtiﬁépfiﬁ)r e@%éigﬂ%d WM & ?{sﬁ‘%ﬁe |§df§att€§‘ of
|nd|cat|ve t e comuni cations devi ce iden Ier is not

regi st ered @ligitnity pbths aisei foethetsgaviegolplar at us enabl i ng operator entry of
predeterm ned us far oy, f.or I i o) S

service and tran%erm H&i (r% EF%Hyt E)e a?er%r%tﬁfge § %tértgm 5ré°£@%%‘§ge&|&a§ éra ld;r@
derived fr oﬂﬁﬂoh@tl@htbﬁ'té’éemjs@formﬁfl@? n@erivel &am tfﬁ@b'ﬁob’pmtﬁmﬁﬂglﬂﬁ ceavicsns
devi ce iden t o S

associ at | onitd(%%ﬁfﬁ (;.j?nr?a[ﬁ %ﬁ@ﬁrﬁge Q%F-'er dgggntﬂgérsedékﬁ/sé%u&?%?h%tg? %t‘hc_mvx,i th

i nf or matQ onderivedy dep r the tﬁ'@bﬂﬁ)bF‘P@m@BWﬁmﬂScaqums identifiee ptietnei fepileat t he
renot e Syﬁ%ﬁqﬁm@ﬁﬁb‘ﬁs%v&@%rﬁra“ on for the service. 25 2. The nethod of
claiml1, whereint aratus include a nobile comunication device reader
operabl e to readon lﬁ%cﬁlﬁib?fl'@foﬂﬁﬁﬁﬁﬁ'nﬂf@'atthéﬁgmé@vﬁ&ﬁéemd%@ﬁfl’vﬁéhatfihénﬁ’t)lﬁl?

mobi | e Comﬁ]hﬁﬁﬁuh&ib%sd%\%@ .dé%eF he l‘%?fsbé?gd fitrt 1R r@e%v.cénhﬁ{ee'a@ hfusTobi | e
communi cati on devi ce reader npri ses 'east one of an NFC i nt erface a
Bl uet oot h | #eterminiog a@f@datevmlﬂ@qi egenetinfernativas easpogigiash. witkg the  mobile

15 communications device identifier for providing the service from the information
received from the remote system; and

on receipt of information from the remote system indicativé that the mobile

communications device identifier is not registered with the service, the apparatus

enabling operator entry of predetermined user information for registration of the user

20  for the service and transmitiing {o the remote system for storage information derived

from the entered user information and the mobile communications device identifier of

the mobile communications device for causing association of information derived from

the entered user information with information derived from the mobile communications

device identifier at the remote system to provide registration for the service.

25
2. The method of claim 1, wherein the apparatus include a mobile communication
device reader operable to read the mobile communications device identifier from the
mobile communications device.

30 3. The method of claim 2, wherein the mcbile communication device reader

comprises at least one of an NFC interface, a Bluetooth interface and a wireless

network base station.



4. The nmethod of any one of the preceding clainms, wherein the nobile
comuni cations device is a nobile tel ephone. 5. The nethod of any one of
the preceding clainms, wherein the user information 5conprises information
identifying a nationality of a user including at | east one of a country, a
nunber of a passport, or a nunber of an_,jdentity docunent. 6. The nethod
of any one of the preceding clains, fur?ger conprising, after determ ning
registration for the service, the nobile comuni cation device receiving an
10invitatiop Mespage, LN ting,! Q&‘ne“%?rthko Fegé&ﬂ dorbithel NEndrBi 4 | RobigESSage
usi ng the nobil e comunicati on” device 1n BrTer o Fecei Ve the service. 7.
The met hod edmmoliGicatiods dekiee & amobife tekephen®nt t hat the user responds to the
invitation nmessage using the nobile conmunication device, the nobile
15conmmuni cation device receives a status nmessage confirmng to the user
whet her t he5.ser vTieemiethodof @mptone aff the prepeding dlaivns, wierdiethe userheforratiops ar e
required fo r | . . 0 n f; I i i s,
wner el n t nec B8 fomatin GORGIRA 3 Rauhaler S mordind oF RERL PR 51 3 T2
further conpingiyngntmbersafiatpsssppriier ainumbef ofart idemténdodummerdssoci ated with
the nobil e communications identifier to the renote systemfor storage as a
transaction record associated with the nobil e conmunicati ons device

i denti fi er.6.2510Tfeheeatizachot] a0y areadfir@, pigisediag relaime, &uther loompfising, after

ansect SR, 1 e B/ AR SRRy 1L

The net hod of "any urII .
proxi mi Yy oihvitdtien mogdskage dovitingnihe atsieo i rekpend do the nviaiicaemessagesising the

cust ons 30Vr"f11|ohﬂjé”‘édn9rﬂur98.tyﬁhdfevfc%'in %f@@&% e &&h@édn 11, wherein

determ ning the proxim 0 e conmmuni cat1 ons device to a border
crossing or custons validation point includes at |east one of: 39

det er m ni ng; GPS fﬁé’ﬁ%&ﬁb@l‘@f H8HPETRhERM, GRRAEGcht Watl 1€ UTBPHBonds to the

conmruni cat i ons devi C€, _ ‘
invitation message using the mobile communication device, the = mobile

15 communication device receives a status message confirming to the user whether the

service is automatically approved or whether further steps are required for approval.

8. The method of any one of the preceding claims, wherein the service is a tax
refund service.

20
9. The method of claim 8, further comprising transmitting details of a transaction
associated with the mobile communications identifier to the remote system for storage

as a transaction record associated with the mobile communications device identifier.

25 10.  The method of claim 9, wherein the details of a transaction is transmitted by a
device separate from the apparatus.

11.  The method of any one of claims 8 to 10, further comprising determining the
proximity of the mobile communications device to a border crossing or customs

30  validation point.

12.  The method of claim 11, wherein determining the proximity of the mobile
communications device to a border crossing or customs validation point includes at

least one of:



determining a cell to which the nobile comrunications device is connected,
determ ning that information at the border crossing or custons validation
point 5is entered by the user to the nobile comunication device. 13. The
nmet hod of claim 11 or claim12 when dependent on claim®6, wherein the
nobi | e conmuni cati on device receives thg invitation nmessage in response to
a determnation of the proximty of the #obi | e communi cations device to a
border 10crossing or custons validation point. 14. The net hod of claim11l
or ol aim 12 when, depenfentces Ui hde WRERER NeaPBRld Cof OTRUN figikon
devi ce receives status nessage I n response eter na ron of the
proxi m ty oforineningtizins elegioemuni catl ons devr ce to a border 15crossing or
custons validati : ﬁrﬁf 14,
conprising the rr@ég?'ll%é'l] Hé%&?"cgggﬁt@ﬁ \Q/ﬁgeeéypn? eseC ﬁ%gé\"&% dé?' %Cté&)
t r ansact i ons f ordeteingoing dthoMMousaethef lumdqarcrow!g wg:tby)mﬁ@hsleimn aint 20

The tho ny. 0 ] wherei n providing the
serV| ce ﬁeﬁ?ﬁ&”&i’ g\éﬁ]endg%%épc}tgépfoe gﬁﬂegﬁﬁéﬁq "““rhe met hod of claim 16,
wherein the nobile comuni cation devrce i ssues the 25tax refund cheque.
18. An appajrat usco 0
comuni cat i Jé)%s d£€? c&?e% H|° ecﬁ%l%ﬁ '1’35191 {fh’}ﬁgn u8 %ﬁf 8§t }ag?rs%o Ejg\lﬁe([:nethgf
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assoct at ed Wi hifart, bPHeS HRAIHRP of 'iﬁ’é G Codim@liLalioht | ddeClo Bhgortiger T or
t he service, Said means verify t e conmuni cat1 ons
devi ce ltdencnoéé;iag of suskgsHeiligatioh mmth a regl stration indicative of
eligibility of the user for the service conpri sing: means for
sending a query to a renote systemthat conprises storage providing
associ at i onidet weks mettfoo ofetdimnt 1der ¢laied12 wbemn wependent omelaih Jamherein 8Bdevi ce
identifiers e r i t r
i nformati Onm%ﬁ@e eofrﬂﬁ%rﬁé%ﬁrﬂ Q?ﬂéee re%é'Yég g@émrﬂ%ﬁ%aﬁgg d)énwrggédﬁgentl fal I er of
t he nobi | e detamuinaticat pH ke gendrsily, ohtlle mobile camraurications playisievl® aobarderei pt
of i nf orgmat EI@&; m i ndicative that the nobile
comruni L%?l %%gs'g%\g/&% éeﬁ%m%'lﬁ%r?&?éteregl stered with the service, for 5
determ ning predeterm ned user infornmation associated with the mobile
O S0 785 R CiplGor 4] Jral oY infl 1) N5 SLohigiRinG' B Rebile
i nformation Fecei ved From the Fenote Syst

communication device presenting a plurallty of transactions for selection by the user

for processing by the service.
20
186. The method of any one of the preceding claims, wherein providing the service

includes issuing a tax refund cheque.

17. The method of claim 16, wherein the mobile communication device issues the

25  tax refund cheque.

18. An apparatus comprising means responsive to input of a mobile

communications device identifier for a mobile communications device of a user for

verifying whether the mobile communications device identifier is associated with a

30  registration indicative of eligibility of the user for the service, said means for verifying

whether the mobile communications device identifier is associated with a registration
indicative of eligibility of the user for the service comprising:

means for sending a query to a remote system that comprises storage

providing association between information derived from mobile communications

35 device identifiers and predetermined user information, the query including information



means, responsive to receipt of information fromthe renbte system

i ndi cative that the nobile comruni cations device identifier is not
registered with the service, for 10 enabling operator entry of

predeterm ned user information for registration of the user for the service
and for transmtting to the renote syst @for storage information derived
fromthe entered user information and t nobi | e conmuni cati ons devi ce
identifier of the nobile conmunications device for causing association of
nfor MRt L ONGREL v Gkl T 18 LASLRI E5flulREFors" | QLML Gkt Nof NG TROBIAN
derived frofiLRe noDI | e -15CORMUNT CAtons device rdentifrer at the fenote
systemt o pcowindeicategssieviagiand f or t he service. 19. The apparatus of
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appar at us o¢oramyniost®nef deviee rdentiBert for2providing &ien sehdcemiiloim dhe dnfietmatioat i ons

device is arerggig'{etlgﬁo;n%gpl n&ngsatszgn%The apparatus of any one of clains 16

to 21, wherern e user I'on 30conprises information identifying a
national ity of ameasms, résponsité hyregeipt ebipformatiornfrom toe mermety systemuinidicativef a
passport, o qﬁaﬁ Ny i wnt : feany
one of clai %%& 0 l%ff&%\/@%r'%ﬁqﬁﬂ% H%M%%%ﬁ@?ssn%%té %ﬁé@ﬂﬂgﬁ%ﬁeﬁ%%maﬂ
24. The Hppaerahlisg oberataiantrg Df poasteeriminiadgsee infgrfation ferargistratianef theusen s of
a transactl %P tﬁé%%ﬁh@et Sla Yhi F}awﬁittfﬁg%' ﬁ‘we%mﬂfé"s?%hpfb? 41988k | ibfofha ‘9‘| at

| east one of theé renote server; a vdlidation systemserver, ~or a nobile

t el ephony sgeriverh fr@n 26e Antayed luset dfiermatioatandnthéewpbile peroinngicelirnsnédidee
communi cat | %Qnﬁjf%\é!of?he' A6Ald EdrihuhiEabhoRaeliRE GPesgUssBLiafsl ?ﬂﬂf?)rlﬂfc\ticﬂ al ms
18 to 24, t HE " HODI’l € comunT catoRs devi ce conprisrrng an application

confi gured deriveddeiny dheagnierad tisariivformatixsayith infoimatiey denved fem the mekilsond t o

the invi{at j:c%‘mgﬁién S dé%ic@%érnfﬁepgtgtihle%eﬁ?%i&%?ttél8%v%%vrie§§tr£ﬁbn%gﬂ{e to

receive a tax r service I n respect o nore transactions. 26.
The nobil e swMigani cati on devi ce of claim?25, wherein, in the event that the
user responds to the invitation nessage using the nobile comunication

device, the nobile comunication device is configured to receive a status
message conf@.r m Hlge apparatus of claim 18, comprising a mobile communication device reader

operable to read the mobile communications device identifier from the mobile

20  communications device.

20. The apparatus of claim 19, wherein the mobile communication device reader
comprises at least one of an NFC interface, a Bluetooth interface and a wireless
network base station.

25
21. The apparatus of any one of claims 16 to 20, wherein the mobile

communications device is a mobile telephone.

22. The apparatus of any one of claims 16 to 21, wherein the user information
30 comprises information identifying a nationality of a user including at least one of a

country, a number of a passport, or a number of an identity document.

23.  The apparatus of any one of claims 16 to 22, wherein the service is a tax
refund service.
35



15t he user whether the tax refund service is automatically approved or
whet her further steps are required for approval. 27. The nobile

comuni cation device of claim25 or claim 26, conprising nmeans operable to
present a plurality of transactions for selection by the user for
processi ng 20by the tax refund service. , 28. The nobil e comruni cations
devi ce of any one of clains 25 to 27, mﬁéreln t he nobil e comuni cati ons
device is a nobile tel ephone. 2529. The nobi | e communi cations device of any
one of clal alel o] ' fu ce
appllcatlon %Rgsﬁég cd#ﬂ?%gggg %% §§54 J#@?ﬁgﬁn%ﬁégﬁg'aggo%fgfb
informatio riraitsactvmdas‘soameldmnm the Btdbdencuminemicaborss identifieetd aideast bhe Dﬁtf‘@nd

predet er m n?eg'lolt'e r%ttloﬂggstem servergﬂ?'aaq‘ﬁoﬂ %%B@ﬁ]ﬁ{)%gs %bn? query from a

renot e appa Vs |ng rnfor et on r|ve fro
conmuni cati ons deV|ce identifier of a nobile conmunications deV|ce to

determne vhiet hef LGS EORARRICLAS HEGSe 3RS A Al R HGBR' ISR .

derived fro onmunr cat i ons e Tdentitier prede
user 35i nf oidemiffieorrehdr by the gipparatus oof Bmdi aret |of/e::la1mseﬂﬁgiOb|2141 ttye ofokilee user
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i nformat i onmlaesagleeinvién@ttlm a;pgatoarawomhdo dbe iiwatid:ratmaslaegembmgethe mobile
cormuni cat ' ?oﬁra éétﬁ)?l cﬁeq;?c%t férﬁér (o) recggé:ﬁ E&elgqudtgér\sggﬁ Férsél?& Gns

responsi ve rmning regrstratiron s not assocl h't he
nobi | e ﬂbmmnre:wansantmnsew ce i denti f| er to send information from the renote
systemindi cative that the nobile conmunications device identifier is not
registered wwth the service, and nmeans responsive to information derived
from predet28.mi nEtk oweite cohmunieaiiondddced of claisyR8t whaareion inothetgventithat theor t he

servi ce a”duée*?%%%aa%é fo fif HRTAULGR <205 edﬁgflbg fhd ﬂge.ié {:érﬁfnuﬁf:aﬁd?ledé%@ J%
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comuni gat f?lgslggﬁ\ﬂ?%ﬁe} ﬂ%’%&fréﬁhd s@nﬁé&a%@%n?ﬁ%f?fa@f%@fr&yéod& \%Iﬁ&hélt futhkon for

the serVvice e system claim3 neans for determning
t he proxi m stgpoére required for approval.

27. The mobile communication device of claim 25 or claim 26, comprising means
operable to present a plurality of transactions for selection by the user for processing

20 by the tax refund service.

28. The mobile communications device of any one of claims 25 to 27, wherein the

mobile communications device is a mobile telephone.

25 29.  The mobile communications device of any one of claims 25 to 28 comprising

software forming a tax refund service application.

30. A system comprising
means providing storage associating information derived from mobile
30 communications device identifiers and predetermined user information,
means responsive to a query from a remote apparatus including information
derived from the mobile communications device identifier of a mobile communications
device to determine whether the storage includes an association of information
derived from the mobile communications device identifier and predetermined user

35  information for a registration indicative of eligibility of the user for the service;



t he nobi |l e comruni cati ons device of any one of clainms 25 to 29 to a border
crossing or custons validation point. 32. The system of claim 30, wherein
the neans for determining the proximty of 20the nobile comunications
device to a border crossing or custons validation point includes neans for
receiving information indicative of: GPS_coordinate information captured by
t he nobi |l e communi cati ons device; a cel 2t 0 whi ch the nobile communications
device is connected; or information at the border crossing or custons

val i dation point_is en b

devi ce. 33Io Themgw 5??%8‘?5“5%)(0 Eerr%% Ui ¢T§|s§8ﬁ' qm%&%t&owy %gmr)r@%ns for
transm tti ngoramunicationat demm:ermmgar to sehnel imddermation otontire o*ampten aﬁgamatus | n
response ta eter t f. .t t
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confirm ng sevithendser whether a tax refund service is automatically

approved in resp I%é%rb {?&ﬁ nsn%rtoggfroﬁq%tfo%nc?eq‘%% %ﬁ'l Br;eli:l/@%ﬁ'éi%? ugép HES% ePs

are required for e'sysrem o o 34,
furt herl(bontmrlrsgustgat-n d:femstus&néomﬂrpasamue asl theamnkit bmmnyncemsotﬂemaai ns

18 to 24. églﬁf §f Fréségmeoéon%gnieﬁﬁn fdewcg'fgﬁca?q%mtg %gmatfldH Bﬂﬁferﬁg i sing

at | east on nmuni cati ons devi cé as n any one of clains
25 to 29. derived from the entered user information with information derived from the mobile

communications device identifier in the storage to provide registration for the service.

15 31.  The system of claim 30, comprising means for determining the proximity of
the mobile communications device of any one of claims 25 to 29 to a border crossing

or customs validation point.

32. The system of claim 30, wherein the means for determining the proximity of
20  the mobile communications device to a border crossing or customs validation point
includes means for receiving information indicative of:
GPS coordinate information captured by the mobile communications device;
a cell to which the mobile communications device is connected; or
information at the border crossing or customs validation point is entered by the

25  user to the mobile communication device.

33.  The system of any one of claims 30 to 32, comprising means for transmitting
an invitation message to the mobile communication device in response to
determination of the proximity of the mobile communications device to a border
30 crossing or customs validation point, the invitation message inviting the user to
respond to the invitation message using the mobile communication device in order to

receive a tax refund service in respect of one or more transactions.

34.  The system of any one of claims 30 to 33, comprising means for transmitting a

35 status message in response to determination of the proximity of the mobile
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communications device to a border crossing or customs validation point, the status
message confirming to the user whether a tax refund service is automatically
approved in respect of one or more transactions or whether further steps are required
for approval.

35. The system of any one of claims 30 to 34, further comprising at least one
apparatus as claimed in any one of claims 18 to 24.

36. The system of any one of claims 30 to 33, further comprising at least one
mobile communications device as claimed in any one of claims 25 to 29.



