| Block Cipher Apparatus Using Auxiliary Transformation 5 Technical Field Tile, present invention
relates to a data transformation apparatus, data transformation methods, and storage media in which
data transformation methods are recorded, for encryption, decryption, and data diffusion in order to
10 protect digital information on information communications. Background Art Fig. 25 represents an
encryption function which is used in DES described in "Gendai Ango Riron (Modem Cipher Theory)"
(The Institute of 15 Electronics, Information and Communication Engineers, published on November
15, 1997, page 46). As shown in Fig. 25, eight S-boxes are used. These eight S-boxes are mutually
different tables. Each table outputs 4-bit data from 6-bit input data. Fig. 26 shows non-linear
transformation function which is described in 20 "Specification of E2 - a 128-bit Block Cipher" (Nippon
Telegraph and Telephone Corporation, published on June 14, 1998, page 10). As shown in Fig. 26,
each S-function unit consists of eight S-boxes. Conventional encryption devices use multiple S-boxes.
Since some ciphers are equipped with mutually different tables, memory usage is increased as
compared to ones eqld &m%@@m@@@&%&%mﬂﬁﬁaﬁ%@ﬂ%iphers use only one
S-box, the security of the cipher is decreased. As shown in Fig. 7, when a normal data transformation
unit (FL) 250 is inserted in the encryption unit, it is required to provide an inverse data

Technical Field

The present invention relates to a data transformation apparatus, data
transformation methods, and storage media in which data transformation
methods are recorded, for encryption, decryption, and data diffusion in order to

10 protect digital information on information communications.

Background Art
Fig. 25 represents an encryption function which is used in DES
described in “Gendai Ango Riron (Modern Cipher Theory)” (The Institute of
15 Electronics, Information and Communication Engineers, published on
November 15, 1997, page 46).
As shown in Fig. 25, eight S-boxes are used. These eight S-boxes are
mutually different tables. Each table outputs 4-bit data from 6-bit input data.
Fig. 26 shows non-linear transformation function which is described in
20  “Specification of E2 — a 128-bit Block Cipher” (Nippon Telegraph and
Telephone Corporation, published on June 14, 199§, page 10).
As shown in Fig. 26, each S-function unit consists of eight S-boxes.

Conventional encryption devices use multiple S-boxes. Since some



transformation unit (FL-1) 270 in a decryption unit to decrypt the ciphertexts. Since, generally, the
normal data transformation unit (FL) 250 and the inverse 1o data transformation unit (FL-1) 270 are
mutually different circuits, causes a problem that the encryption unit and the decryption unit cannot
provide the same configuration. Furthermore, in generating extension keys, complex operations are
required in order to generate the extension keys having higher security. There is 15 another problem
in case of generating the extension keys that the aumber of bits of key data to be input as an initial
value should be fixed. Embodiments of the presenit invention seek to provide systems in which circuits
for encryption and decryption are the same, and in which circuit area, program size and memory
usage which are used for non-linear transformation 20 computation can be reduced, and furthermore,

the extensigpheyicasdidpgedearetedrsing 3 siffpesrcanbijeyaticmBisaesgea ofibestedntion 2a In
accordance with a first aspect of the present invention, there is provided a data transformation
apparatusdsasingekey gepeeatiapimictbw ghrsrathdoutpbines: oatdhsaedeohdnguorest data, and a

data processing unit 5 for performing at least one of f cryption of dgta and decryption of data based
on the outBIRIKEY HAEOWNERBR TN Fatdlp RRBEIHPhh eir?éFP%%‘slﬁl r&f d&ts4ransformation  units for

P 2 o e R L SRS B PR
inserted in the encryption unit, it is required fo provide an inverse data
transformation unit (FL™') 270 in a decryption unit to decrypt the ciphertexts,
Since, generally, the normal data transformation unit (FL} 250 and the mverse

10 data transformation unit (FL") 270 are mutually different circuits, causes a
problem that the encryption unit and the decryption unit cannot provide the
same configuration.

Furthermore, in generating extension keys, complex operations are
required in order to generate the extension keys having higher security. There 1s

15  another problem in case of generating the extension keys that the number of bits
of key data to be input as an initial value should be fixed.

Embodiments of the present invention seek to provide systems in which
circuits for encryption and decryption are the same, and in which circuit area,
program size and memory usage which are used for non-linear transformation

20 computation can be reduced, and furthermore, the extension keys can be

generated using a simpler configuration.

Disclosure of the Invention



supplied to the data transformation units, includes a key shifting unit for performing a rotational shift on
at least one of 128 bits of key data and 128 bits of key data depended data generated from the key
data inputted thereto by a predetermined number of bits Z1, Z,, ..., Zm (Zi<Z2< -- 15 <Zm; where Zi is
0 bit) so as to generate shift data, and generating extension keys to be supplied to the data
transformation units from the shift data on which #he rotational shift is performed, and wherein the key
shifting unit includes: rotational shift registers for performing a. rotational shift by 15 bits or 20 17 bits

at ane operation {3 ageiaie,{he siifdataian whish.e rafional Shlhis ipeEed el (R<l<m) bits:

and a controlling unit for controlling one of the rotational shift registers to perform a rotational shift on
the shift dagtecondetlich datatstiansicstitiorpamvarst v NZVInEite SesgosEABREcUnE JBift data on

which a rotati if i [ ce Wi he present
invention, %€§%@o§@§aﬁgg§%§§%§éﬁoﬁ%{%ﬁ or éx%é%%lﬁgaﬁéﬁlagﬁira i%lgﬁgrocess for
generatingfontpetfheyningebiesd ondrpfieney ptien aldataaadissessngnpbesass rsperforming at

least one oéf%éygggéhpkggtaﬁgg decryption of data 30 .based on the output key qlata, Whergin the
data processing process includes plural data transformation ?rocesses for performing a non-linear

transformation orvl2iseiméae taksfaneIiNDEsEdBAlEstER vrakelpda rasdipripatiay generating
process, wWhigh 8PS ARKHRIR Bensformation or a linear transformation

based on extension keys,
10 wherein the key generating unit, which generates extension keys to be
supplied to the data transformation units, includes
a key shifting unit for performing a rotational shift on at least one of 128
bits of key data and 128 bits of key data depended data generated from the key
data inputted thereto by a predetermined number of bits Z, Zs, ..., Zy (Z1<Zp< ...
15 <Z,; where Z; is 0 bit) so as to generate shift data, and generating extension
-keys to be supplied to the data transformation units from the shift data on which
the rotational shift is performed, and
wherein the key shifting unit includes:
rotational shift registers for performing a rotational shift by 15 bits or
20 17 bits at one operation to generate the shift data on which a rotational shift is
performed by Z; (2<I<m) bits; and
a controlling unit for controlling one of the rotational shift registers to
perform a rotational shift on the shift data on which a rotational shift is
performed by Z;.; bits so as to generate the shift data on which a rotational shift

25  is performed by Z, bits.

In accordance with a second aspect of the present invention, there is
provided a data transformation method for executing a key generating process
for generating output key data based on input key data, and a data processing
process for performing at least one of encryption of data and decryption of data

30  based on the output key data,
wherein the data processing process includes plural data

transformation processes for performing a non-linear fransformation or a



5 supplied to the data transformation processes, includes a key shifting process for performing a
rotational shift on at least one of 128 bits of key data and 128 bits of key data depended data
generated from the key data inputted thereto by a. predetermined number of bits Z1, 72, ..., Z,,,
(Zi<z2< ... <Z1,,; where Zi is 0 bit) so as to generate shift data, and generating rile siiiit in extension
keys to be supplied to the data transformation @rlé’)cesses from data on which the rotational shift is
performed, and wherein the key shifting process includes: a rotational shifting process for performing
a rotational shift by 15 bits or 17 bits_ at one operation to generate the shift data on which a rotational
15 shift is b@ﬁ%’fMws@@}?mmﬁﬁtgﬂﬁﬂe&@@@tﬂ‘éﬁﬁocess for controlling the rotational shifting

process to perfOWhéré%@&@@éj ErRn-hgoshiddaia %if&ﬁigaﬁe@téﬁ@&@éﬁmﬁa%rt@@éed by ZI_1
a

bits so as to generate the shift data on which' a rotational shift is performed by Z, bits. 3 Brief
Explafatiof 8Pt ripahhgateif an dRsms dosapAQrassrsriRtlgd it for encryption 100 and a data 5

wansformation unjtifey degrvptoprd0s e efTomARRARNE i Saiiewh acRAfigwiRion of an

encryption unit 200 or a decryption unit 500. Fig. 4 shows another configuration of the encryption unit
200 or the 128 Q&rpbisry datasped 128 bits of Key data depended data generated from the

key data inputted thereto by a predetermined number of bits Z, Z,, ..., Zy
(Z,<Zy< ... <[ where Z 1s 0 bit) so as to generate shift data, and generating
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data on which the rotational shift is performed, and

wherein the key shifting process includes:

a rotational shifting process for performing a rotational shift by 135 bits
or 17 bits at one operation to generate the shift data on which a rotational

15  shift is performed by Z; (2<I<m) bits; and

a coiltfoi process for controlling the rotational shifting process to
perform a rotational shift on the shift data on which a rotational shift is
performed by Z,.; bits so as to generate the shift data on which a rotational shift

is performed by Z, bits.



Fig. 5 shows a configuration of a normal data transformation unit (FL) 251. Fig. 6 shows a
configuration of an inverse data transformation unit (FL') 271. 15 Fig. 7 shows a part of a conventional
encryption unit and a conventional decryption unit. Fig. 8 shows a part of the encryption unit 200 and
the decryption unit 500. Fig. 9 shows the normal data transformation unit (FL) 251 and the inverse
data transformation unit (FL-1) 271 which are placed at point symmetry. 4 Fig. 10 shows relation
between the normal data transformation unit (FL) 251 and the inverse data transformation unit (FL-')
271 which are placed at 5 point symmetry. Fig. 11 shows a non-linear function unit F. Fig. 12 shows a
configuratiBnief BrSametifirsofrénsfonamatiogsunit 13 and an S-box second transformation unit 14. Fig.
13 shows a configuration of an S-box transformation unit 21. 10 Fig. 14 shows a configuration of a
linear transformatiBie-uhis 8w/ detashanaferaiaBtnior SmpaatiRmRnaton %ﬁﬁ@ 87. Fig. 16
shows a configyration,of a key generating, unit 300 or a key generating unit 600. Fig. 17 explains
operafiond G DR HaHs BFHSQ&H%WP '8: 15 Fig. 18 shows a configuration of a shift register
A 341. Fig. 19 shows a.cqnfigurati r}.of a control table of a shift control unit 345. Fig. 20 shows
operations of the ?ﬁigra?eéh? SADQ%L W -a shift register B

Fig. 3 shows a configuration of an encryption unit 200 or a decryption
unit 500.
Fig. 4 shows another configuration of the encryption unit 200 or the
10 decryption unit 500.

Fig. 5 shows a configuration of a normal data transformation unit (FL.)

Fig. 6 shows a configuration of an inverse data transformation unit
(FLY271L. | |
15 Fig. 7 shows a part of a conventional encryption unit and a conventional
decryption unit.
Fig. 8 shows a part of the encryption unit 200 and the decryption unit 500.
Fig. 9 shows the normal data transformation unit (FL) 251 and the

inverse data transformation unit (FL™') 271 which are placed at point symmetry.



342. Fig. 21 shows correspondence between the shift register A 341, the shift 20 register B 342 and
extension keys. Fig. 22 shows operations of the shift registers A 341 through D 344. Fig. 23 shows
correspondence between the shift registers A 341 through D 344 and extension keys. Fig. 24 shows a
computer which is equipped with the data 25 transformation unit for encryption 100 and the data
transformation unit for decryption 400. 5 Fig. 25 ghows a configuration of the encryption function of
DES. Fig. 26 shows a configuration of the non-linear function of 128-bit 5 block cipher E2. Fig. 27
shows another example of S-box transformation units. Fig. 28 shows a non-linear function unit F which
is equipped with the first t Lh u~usrougi i~ fouutur .i a C -buvx ox transformation ul3rt5. Fig. 29 shows
another non-lineatfighclionshoiws irclabich dideaton tbe 10Mekedafianbtivis onin26¢9 dved. Fig. 30
shows another non-linear function unit F in which a location of the key function unit25 is moved. Fig.
31 shows Eibiret antighramssredrtaisanstoumenon yugt %MJ AMBIRBREB RAMERANSN of the P
function unit 30. 15 Fig. 33 shows configurations and operations of S 1 through S4 of Fig. 31. Fig. 34
show$ a pRSBPbEYBRIEKStence of an equivalent keys.

Fig. 11 shows a non-linear function unit F.

Fig. 12 shows a configuration of an S-box first transformation unit 13 and
an S-box second transformation unit 14.

Fig. 13 shows a configuration of an S-box transformation unit 21.

10 Fig. 14 shows a configuration of a linear transformation unit 85.
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Fig. 15 shows a configuration of a linear transformation unit 87.
Fig; 716 shows a configuration of a key generating unit 300 or a kéy
generating unit 600. | . |
Fig. 17 explains operations of a bit length transformation unit 310.
15 Fig. 18 shows a configuration of a shift register A 341.
Fig. 19 shows a configuration of a control table of a shift control unit 345.
Fig. 20 shows operations of the shift register A 341 and a shift register B
342, |
Fig. 21 shows correspondence between the shift register A 341, the shift
20 register B 342 and extension keys.
Fig. 22 shows operations of the shift registers A 341 through D 344.
Fig. 23 shows correspondence between the shift registers A 341 through
D 344 and extension keys.
Fig. 24 shows a computer which isl equipped with the data
25  transformation unit for encryption 100 and the data transformation umit for

decryption 400.



Fig. 35 shows a proof of non-existence of an equivalent keys. Fig. 36 shows another configuration of
the encryption unit 200 or the decryption unit 500. 20 Fig. 37 shows another configuration of the
encryption unit 200 or the decryption unit 500. Fig. 38 shows another configuration. of the encryption
unit 200 or the decryption unit 500. Fig. 39 shows another configuration of the encryption unit 200 or
the 25 decryption unit 500. Fig. 40 shows anotheconfiguration of the encryption unit 200 or the 6
decryption unit 500. Fig. 41 shows another configuration of the encryption unit 200 or the 5 decryption
unit 500. Fig. 42 shows a configuration in which the units of Fig. 39 and Fig. 40 are combined. Fig. 43
shows a configuration of the encryption unit 200 or the decryption unit 500, which is shown in Fig. 3,
using the non-line&mgurActishayvita P FisgeeH R PigtEscmgy paehdwrchpnodifildd Sonfiguration of Fig.
43 by using a non-linear function unit F' in which the the key function unit 25 of the non-linear function
unit F is removed. JFig. 48 SSWS aen e 5B LRALGY J1etiglingasy Ties gy Be |25 RHitening
exten§ionrﬁfgslwithﬁheﬁftension keys. Fig. 46 shows a modified configuration in which the key
functidn urt@ex CIPDET L.

Fig. 27 shows another example of S-box transformation units.

Fig. 28 shows a non-linear function unit F which is equipped with the first
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Fig. 29 shows another non-linear function unit F in which a location of
10 the key function unit 25 1s moved.
Fig 30 shows another non-linear function unit F in which a location of
' the key function unit 25 is movéd_.
" Fig. 31 shows another configuration of a P function unit 30.
-Fig. 32 shows another configuration of the P function unit 30.
15 Fig. 33 shows configurations and operations of S1 through S4 of Fig. 31.
Fig. 34 shows a proof of non-existence of an equivalent keys.
Fig. 35 shows a proof of non-existence of an equivalent keys.
Fig. 36 shows another configuration of the encryption unit 200 or the
decryption unit 500.
20 Fig. 37 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 38 shows another configuration of the encryption unit 200 or the
decryption unit 500.
Fig. 39 shows another configuration of the encryption unit 200 or the
25 decryption unit 500.

Fig. 40 shows another configuration of the encryption unit 200 or the



25 is removed from the non-linear function unit F and. in which an extension key k is supplied to an
XOR circuit 298, when the non-linear function unit F is configured as shown in Fig. 29. 20 Fig. 47
shows a modified configuration in which the key function unit 25 is removed from the linear function
unit F and in which a linearly transformed extensign key k' is supplied to the XOR circuit 298, when
the non-linear function unit F is configured as shown. in Fig. 30. 25 Best Mode for Carrying Out the
Invention Embodiment 1. Fig. 1 shows a data transformation unit for encryption 100 and a 7 data
transformation unit for decryption 400 in this embodiment. The data transformation unit for encryption
100 is, for éxamypkeomamnit &itidyyption device which outputs 128-bit ciphertexts from 128-bit input
plaintexts. The data transformation unit for decryption 400 is a decryption device which outputs
128-bit plaintexts flog #A8sbiowipanciptesrenadighnet a0 frnsfonarapoouninio2étcryption 100
consists of an encryption unit 200 and a key generating unit 300. The encryption unit 200 is a data
proce$sing GRIVIHADWHEARRINg plaintexts. The key generating unit 300 generates multiple (n) 64-bit

or 128-bit extension.ke sing constants Vi.from 128:-hit, 1.92-pit or_256-bit input key data, and
supply them to theﬁe‘ﬂcr i %%ﬁ%ﬁ%%’%?ﬁh ARatEHLA tE&ﬁ'd@cPﬂSfiE}%ﬂf B &hsists of a

decryptionc%nit%% nd a key generating unit 600. The decryption unit 500 is a data processing unit
for 15 decryp]ﬁlng C|§Il'1ertexts. The key generating unit 600 is the same as or similar to the above key

generating unit 30%5”%@”&8@5 ch&mg‘?ﬁﬁﬁ'gﬂogfj@gezoe%cryption unit 200 or the
decryption unit 500, which is shown in Fig. 3, using the non-linear function unit
10 F shown in Fig. 28.
Fig. 44 shows a modified configuration of Fig. 43 by using a non-linear
function unit F* in which the the key. function ﬁhit 25 of the non-linear function
 unit F is removed. | | |
Fig. 45 shows a modified configuration of Fig. 44 by merging the
15  whitening extension keys with the extension keys,
Fig. 46 shows a modified configuration in which the key function unit
25 is removed from the non-linear function unit I and in which an extension
- key k is supplied to an XOR circuit 298, when the non-linear function unit F is
configured as shown in Fig. 29.
20 Fig. 47 shows a modified configuration in which the key function unit 25
is removed from the linear function unit F and in which a linearly transformed

extension key k' is supplied to the XOR circuit 298, when the non-linear

function unit F is configured as shown in Fig. 30.

25  Best Mode for Carrying Out the Invention
Embodiment 1.

Fig. 1 shows a data transformation unit for encryption 100 and a



and the decryption unit 500 can run the same procedure, they can share one circuit or one program,
though the encryption unit 200 and the decryption unit 500 are illustrated separately in the figures.
Similarly, the key generating units 300 and 20 600 can share one circuit or one program. That is, one
circuit or one program can be shared by the data transformation unit for encryption 100 and the data
transformation unit for decryption 400. Fig. 2 shows meanings of notations used for the following
figures or descriptions. 25 In Fig. 3 and the subsequent figures, a left half of data is called "left data

L" and a right half of data is called "right data R". Furthermore, the 8 data which are input to non-linear
data transformation units 210, 220, 230, and 240 are called "input data”, the internal data of the
non-linear diatia Sanahsforatationninifer2d€;1220i@B3606nd 20 erehralienctintermediate data”, and data
which are output from the non-linear data transformation units 210, 220, 230, and 240 are called
"output data". Fig. Bléhslatralancdmpiaibethaeicloptie U Zo0 bhihes déerypismphit $00. 10 Fig. 3
shows a configuration in which 6-round non-linear_data transformation_unit 210, 6-round non-linear

data transfSRRIAESI N i@?‘é@?af@l@homﬁ-Iﬂ%%’rkﬂ’étéflﬂ?gﬁ%atmni%%%@grel]éﬁ%ade. The
macried BEVALURIIE 630 HbAETHSL B FArR ok o ST 20 T A helBFAA Ao mecr
data ransiomalion ol 230, FUTOETTHPLS fHe-ROHR 4R SR IRIMAIRE HULF 253,800 the
transformation unit for encryption 100 consists of an encryption unit 200 and a
key gen‘era‘{ing unit 300. The encryption unit 200 is a data processing unit for
10 encrypting plaintexts. The key generating unit 300 generates multiple (n)
64-bit or 128-bit extension keys using constants V; from 128-bit, 192-bit or
256-bit inpuf key data, ,.and supply theni to the encryption unit 200. The data
transformation unit for decryption 400 consists of a decryption unit 500 and a
key generating unit 600. The decryption unit 500 is a data processing unit for
15 decrypting ciphertexts. The key generating unit 600 is the same as or similar to
the above key generating ﬁnﬁt 300. Furthermore, since the encryption unit 200
and the decryption unit 500 can run the same procedure, they can share one circuit
or one program, though the encryption unit 200 and the decryption unit 500 are
illustrated separately in the figures. Similarly, the key generating units 300 and
20 600 can share one circuit or one program. That is, one circuit or one program
can be shared by the data transformation unit for encryption 100 and the data
transformation unit for decryption 400.
Fig. 2 shows meanings of notations used for the following figures or
descriptions.

25 In Fig. 3 and the subsequent figures, a left half of data is called “left data

1” and a right half of data is called “right data R”. Furthermore, the



unit (FL-1) 273 are inserted between the 6-round non-linear data transformation unit 220 and the
6-round non-linear data transformation unit 230. Inside the 6-round non-linear data transformation unit
210, 6 rounds of non-linear data 20 transformation units are provided. For example, a non-linear data
transformation unit 280 consists of a non-linear function unit F and an XOR (exclusive OR) circuit 290.
In this way, in case of Fig. 3, 18 rounds of non-lingar data transformation units are provided in total.
The non-linear data transformation unit 210 is equipped with a first 25 non-linear data transformation
unit 280 and a second non-linear data transformation unit 281. For arbitrary two pieces of input data,
right input 9 data Ro and left input data La, the former performs the first non-linear transformation on
the left inpdethatehichusingepiitsteextemdinenkalakd, warphitsrantioX QRéd 2602260113 0uut data of the
first non-linear transformation and the right input data Ro as the first left intermediate data Li, and
outputs theféh iapt dddled o dpie fileterighthsteirietiale data Ral THe lasendiresimslae second

non-linear transformation on the first left intermediate data L, using a second extension key k2,

output® aniROHEERALAN s Dlipdedarkdss M8 @185%?@ IHBIETIREEaaberRaton aRd the first

ht int dt R, as the second, left int rmedl dataL and outputs th rs
mermediate Gatd Vo BV TS RS (i R P EE San raridormation

unit 210, |93v6h|ch#hg@rst nonI II‘HE} @att ?sf,ormatlon unit 280 through the sixth non-linear data
t

transformaftion’ uni are é:aascade 0 Mhe final right 15 intermediate data R6 and the left

intermediate data k6 as the,outpytdatg afterr FRNSIRIMAN unit 200 or the decryption unit
500.

10 Fig. 3 shows a configuration in which 6-round non-linear data

transformation unit 210, 6-round non-linear data transformation unit 220, and

- 6-round non-limear data transformation unit 230 are cascade. The normal data

transformation unit (FL) 251 and the inverse data transformation unit (FL™)

271 are inserted between the 6-round non—liﬁear data transformation unit 210

15 and the 6-round non-linear data transférmation unit 220. Furthermore, the

normal data transformation unit (FL) 253 and the inverse data transformation

unit (FL™') 273 are inserted between the 6-round non-linear data transformation

unit 220 and the 6-round non-linear data transformation unit 230. Inside the

6-round non-linear data transformation unit 210, 6 rounds of non-linear data

20 transformation units are provided. For example, a non-linear data

transformation unit 280 consists of a non-linear function unit F and an XOR

(exclusive OR) circuit 290. In this way, in case of Fig. 3, 18 rounds of
non-linear data transformation units are provided in total.

The non-linear data transformation unit 210 is equipped with a first

25 non-linear data transformation unit 280 and a second non-linear data

transformation unit 281. For arbitrary two pieces of input data, right input



Fig. 4 shows a configuration in which a normal data transformation unit (FL) 255, an inverse data
transformation unit (FL-) 275, and a 6-round non-linear data transformation unit 240 are added to the
encryption unit 200 20 shown in Fig. 3. In total, data transformation is performed by 24 rounds of
non-linear data transformation units. Fig. 5 shows the normal data transformation unit (FL) 251. Fig. 5
shows that the normal data transformation unit (FB) 251 divides input data into two pieces of data, left
input data 51 and right input data 52, 25 performs logical operations for the both pieces of the data,
and generates output data from the left output data 60 and the right output data 10 61. The left input
data 51 is ANDed with an extension key 53 at an AND circuit 54, and then, the ANDed data is left
rotational dhattedR (algocalidtl nipaliladBshiftedthdylipbmer perbirisk rbatibial shiftirigngalt 55. The
shifted data is XORed with the right input data 52 at an XOR circuit 56. The output from the XOR
circuit 56 BEEHHREGRGRILOhEE B SHHE DREINGth IS SHERWMN k&Y 57 AUAUGRBircuit 58. |

,the O It is, XORed with th fti d 51 at XOR circuit 59 t te left output
ot 60, 10X EIBE SO (P LBt e AL A sk i HPRS? SRS F B the nvorse
data t f ti it (EL") 271 divid i t data.int i f data, left i t.data 71 and
e e e S R e D e AR e e
d f i A5 T i i i ith

ot rom efoptpul Sl 00t o ol do'a 8115 The SeBNIBeuL daie 245 QRedh an

extension atan OR circuit 74, a en, the ORed data is X the left input data 71 at
an non-linear transformation on the first left intermediate data L, using a second

extension key ki, outputs an XORed result of the oufput data of the second
10 | non-linear transformation and the first right intermediate data R; as the second
left intermediate data L, and outputs the first left intermediate data L, as the
second right intermediate data R;. The non-linear data transformation unit 210,
in which the first non-lincar data transformation unit 280 through the sixth
non-linear data transformation unit 285 are cascade, outputs the final right
15 intermediate data Ry and the left intermediate data L as the output data after
transformation.
Fig. 4 shows a configuration in which a normal data transformation unit
(FL) 255, an inverse data transformation unit (FL™) 275, and a 6-round
non-linear data transformation unit 240 are added to the encryption unit 200
20 shown in Fig. 3. In total, data transformation is performed by 24 rounds of
non-linear data transformation units.
Fig. 5 shows the normal data transformation unit (F1.) 251.
Fig. 5 shows that the normal data transformation unit (FL) 251 divides
input data into two pieces of data, left input data 51 and right input data 52,
25  performs logical operations for the both pieces of the data, and generates output

data from the left output data 60 and the right output data



XOR circuit 75. Then, the output from the XOR circuit 75 becomes left output data 80, and is ANDed
with an extension key 76 at an AND circuit 77. After that, the ANDed result is left rotational shifted by
1 bit at a 1-bit left rotational 20 shifting unit 78, and the shifted data is XORed with the right input data
72 at an XOR circuit 79. The output from the XOR circuit 79 becomes right output data 81. The
normal data transformation unit (FL) 251 shown ipgrig. 5 and the inverse data transformation unit
(FL™) 271 shown in Fig. 6 perform opposite 25 operations each other. Accordingly, using the same
extension key, the input data X of Fig. 5 can be obtained as output data X of Fig. 6 by 1.1 making
output data Y of Fig. 5 be input data Y of Fig. 6. The relationship in which the input data to one unit
can be obfainebhaseftanmuitdbaeaStamAateldtder thinbemakingrtepdipat datd Mohciheudne unit be
input data to the other is called a relation between normal and inverse transformations. The normal
data transf#matidriliens (he) 2840ed deéainseleld waadi aaakriigtorelst ¢rlled) Sorardtircuits

which realize such relation, between norgal and inverse transformations, 10 p&t%ff the 1-bit left

rotatichal SH#IRE U5 BitFg aslaRl &% f%ﬂ@&@%%%ﬁé%éﬁ#ﬁr@unﬂh% 8%@rtdrm left shift,
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operation, @AM i an OR circuit 58. Then, the ORed result is XORed with the left input
data 51 at an XOR circuit 59 to generate left output data 60.
10 Fig. 6 shows the inverse data transformation unit (FL™) 271,
| Fig. 6 shows that the inverse data transformation unit (FL™") 271 divides
input data into two pieces of data, left input data 71 and right input data 72,
performs logical operations for the both pieces of the data, and generates output
data from left output data 80 and right output data 81.

15 The right input data 72 is ORed with an extension key 73 at an OR
circuit 74, and then, the ORed data is XORed with the left input data 71 at an
XOR circuit 75. Then, the output from the XOR circuit 75 becomes left output
data 80, and is ANDed with an extension key 76 at an AND circuit 77. After that,
the ANDed result is left rotational shifted by 1 bit at a 1-bit left rotational

20  shifting unit 78, and the shifted data 1s XORed with the right input data 72 at an
XOR circuit 79. The output from the XOR circuit 79 becomes right output data
81.

The normal data transformation unit (FL) 251 shown in Fig. 5 and the
inverse data transformation unit (FL™) 271 shown in Fig. 6 perform opposite

26  operations each other. Accordingly, using the same extension key, the input data

X ot Fig. 5 can be obtained as output data X of Fig. 6 by



an XOR circuit with "not" operation can be added. Namely, as follows are shown definitions of the
AND circuit with "not" operation, the OR circuit with "not" operation, and the XOR circuit with "not"

operation, represented by 20 "andn”, "orn", and "xorn", respectively. x andn y : (not x) and y xorny:
(not x) ory x xorn y : (not x) xor y Some recent CPys are provided with commands of "and", "or", and
25 "xor" including "not". These commands can be performed at the same cost as "and", "or", and
"xor". Fig. 7 shows a conventional encryption unit 201 and a conventional 12 decryption unit 501. The
conventional encryption unit 201 is equipped with two normal data 5 transformation units FL. Thus,

the decryptiwkingitekipuddssacyip gug Withawrput vateeYdefaltignéformation units FL-' in order to

perform inverse operations. Therefore,ﬁir%ﬁe the, encryption unit generally has a different configuration

from the decryptioh GriiE RHORTER PRON AR Bt TRV HEE O AN IERAHE: SRARIRIRCd e circuit. 1.0
On the other hand, as shown in Fig. 8, in.the present embodjment, the. normal data trapsformation unit
P U3 B %%rot@?r impi%x %ﬁ%%(ﬁ%ﬂ%ﬂugpgeﬁ éat[?:(fjr : B

Q 0 € One unt :
(FL) 2 1 and the inverse data rransformati ocated side ysuﬁ:e in the"encryption
unit 200, sg,ihat e,degryREORMRIL havingithe same-SRIHioNERHRB CaRPRITREGRRLIQR. For
example, the right data R is transformed by the normal data transformation unit 15 (FL) 251 to get left
data L', ang-dhefleftrdatans isTranstommddiaythemverseadata unit (FL) 251 and the inverse

data transformation unit (FL™} 271 are circuits which realize such relation

between normal and inverse transformations.

10 Both of the 1-bit left rotational shifting unit 55 of Fig. 5 and the 1-bit left
rotational shifting .unit 78 of Fig. 6 perform left shift, however, both can execute
right shift. Furthermore, the normal data transformation unit (FL) 251 and the
inverse data transformation unit (FL™) 271 can be one of other cdnﬁgurations
as long as they preserve the relation between normal and inverse

15  transformations. For example, the number of shifts can be changed. Moreover,
an AND circuit with “not” operation, an OR circuit with “not” operation, and/or
an XOR circuit with “not” operation can be added. Namely, as follows are
shown definitions of the AND circuit with “not™ operation, the OR circuit with
“not” operation, and the XOR circuit with “not” operation, represented by

20 “andn”, “orn”, and “xorn”, respectively.

xandny : (notx)andy

xorny:(notx)ory

X Xormy : (not x) Xory

Some recent CPUs are provided with commands of “and”, “or”, and

25 “xor” including “not”. These commands can be performed at the same cost as
“and”, “or”, and “xor”.

Fig. 7 shows a conventional encryption unit 201 and a conventional



transformation unit (FL-1) 271 to get right data R'. In this case, the right data R can be obtained by
inputting the left data L' to the inverse data transformation unit (FL) 271, and the left data L can be
obtained by inputting the right data R' to the normal data transformation unit (FL) 251. 20 As
described above, the encryption unit 200 and the gecryption unit 500 can be implemented by the
same configuration, and the encryption unit 200 and the decryption unit 500 can share the circuit. Fig.
9 shows a configuration in which the normal data transformation unit (FL) 251 and the inverse data
transformation unit (FL-1) 271 are located at 25 point symmetry on the non-linear data transformation
unit 280. 1@edpyihiwamivd@n the normal data transformation unit (FL) 251 and the inverse data
transformation unit (FL"i) 271 are located at point symmetry on the 5 non-linear data transformation
unit 280, the encryphier@md:titeotedyptiomptan e tidformeguisirgl thathamwe ponfigurdtien. Fig. 10
shows correspondence between the data transformation unit (FL) and the inverse data transformation
unit (FL™) prics@mnpbint synisdetry. Theshibavdaarrigian wnitabewtl g cguineebimdl teea
transformation 1o unit (FL) 251 and the inverse data transformatign unit (FL") 271 are placed at point

symmetry BIY 8 edrsairitPRBIMTIHEAC R A dforiTRMBACNO 2 THTRIGEV ST % SPARFSthe data
rersormoln ML sxdthe e S ensoten wi 1) an b eocot ook
15 other. Fig. 3820048, 1L 3O M sMER 12 £ATRNOR HAL £ 9% FO0RIRS: share the
same circuit.
10 On the other hand, as shown in Fig. &, in the present embodiment, the
normal data transformation unit (FL) 251 and the inverse data transformation
unit (FL™) 271 are 1bcated side by side in the encryption unit 200, so that the
decryption unit having the same configuration can perform decryption. For
example, the right data R is transformed by the normal data transformation unit
15 (FL)251to getleft datal’, and the left data L is transformed by the inverse data
transformation unit (FL™) 271 to get right data R’. In this case, the right data R
can be obtained by inputting the left data L’ fo the inverse data transformation
unit (FL™") 271, and the left data L can be obtained by inputting the right data R’
to the normal data transformation unit (FL) 251.
20 As described above, the encryption unit 200 and the decryption unit 500
can be implemented by the same configuration, and the encryption unit 200 and
the decryption unit 500 can share the circuit.
Fig. 9 shows a configuration in which the normal data transformation
unit (FL) 251 and the inverse data transformation unit (FL™) 271 are located at

25  point symmetry on the non-linear data transformation unit 280.



of the 6-round non-linear data transformation unit 210, and the 6-round non-linear data transformation
unit 220, and the 6-round non-linear data transfonnation unit 230. 20 The 6-round non-linear data
transformation unit 210, the 6-round non-linear data transformation unit 220, and the 6-round
non-linear data transformation unit 230 are circuits that can be used for encryption and decryption.
Here, a normal/inverse data transformation unit 211 consists of the 25 6-round. non-linear data
transformation unit 210, and the normal data 14 transformation unit (FL) 250, and the inverse data
transformation unit (FL™) 271. The normal/inverse data transformation unit is a circuit that can be
used for 5 both encryption and decryption. Namely, the normal/inverse data transformation unit is one
nonmal/inverse traimsthismatign winenitire wbichahdataprarddtar oahenniticdh be Obtainddizs the output
data from the other unit by making the output data from the unit be the input data. to the other unit. A
normal/invirsersadateaisturfoemen oninnit] Blso) Sotisies loictiedie i rnhsymomdinsaritia
transformation unit 220, and the normal data_ transformation unit (FL) 251, and the inverse data
transférmatighringa-fata sransioraation, UtHorAthI ARG e RO AT Y Pt 2B tabnsists of
the 6-rour%()j. non:linear, data transformation ynit 230, and the normal data 15 transformation unit (FL)

253, and thE IVerEEELHE AR MG 84810875, The encryption unit 200 is configured by

cascading these Fig. 10 shows correspondence between the data transformation unit

(FL) and the inverse data transformation unit (FL ") placed at point symmetry.

As shown in Fig. 10, in case of Fig. 3, the normal data transformation

10 unit (FL) 251 and the inverse data transformation unit (FL™) 271 are placed at
point symmetry on the 6-round non-linear data transformation unit 220.

InFigs. 3, 4, 8, and 9, the data transformation unit (FL) and the inverse
data transformation unit (FL'I) can be replaced with each other. Besides, in
Figs. 3, 4, 8, and 9, the right data R and the left data L can be replaced with each

15  other.

Fig. 36 shows a configuration in which the encryption unit 200 consists
of the 6-round non-linear data transformation unit 210, and the 6-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230.

20 The 6-round non-linear data transformation unit 210, the 6-round
non-linear data transformation unit 220, and the 6-round non-linear data
transformation unit 230 are circuits that can be used for encryption and
decryption.

Here, a normal/inverse data transformation unit 211 consists of the

25  6-round non-linear data ftransformation unit 210, and the normal data



normal/inverse data transformation units 211, 221, and 231. And this encryption unit 200 can be also
used as the decryption unit 500. 20 Besides, if a set of the 6-round non-linear data transformation unit
210, the 6-round non-linear data transformation unit 220, the normal data transformation unit (FL)
251, and the inverse data transformation unit (FL- 1) 271 is assumed to be a non-linear data
transformation unit 1210, the non-linear data trangformation unit 1210 is a circuit that can be used for
encryption and 25 decryption. Here, a normal/inverse data transformation unit 1211 consists of the
non-linear data transformation unit 1210, the 15 normal data transformation unit (FL) 250, and the
inverse data transformation unit (FL™) 273. 5 Further, if a set of the 6-round non-linear data
transformatiamsfimit22ontve B-(6ln)d5eh- indatidataeansidematian shit:a80pandthe Rbifal data
transformation unit (FL) 253, and the inverse data transformation unit (FL™) 273 is assumed to be a
non-linearYata rhasformationvarie da@0ranstmastionersst tateciransfthaiagorbgnisedderconsists of
the non-linear data transformation unit ro 1220, the normal_data transformation unit (FL) 251, and the
inverse dabothrarierviiion urR{FLAEOTEDLPR normidimebse hta BARSRYMAEREUNREE211 and

1221 can be used for.the decryption unit. Further, if a set of.the 6-round non-linear data
ransformaTRRS PR LE 151t oL gPe 230 O ACERRERF (1 KRB IRBat B A SBiRalié unit 2210,

the nor sl e, OIS BY ZRARAR £UEHS VRDSPRAR YRS & BAH: spRon e
making the output data from the unit be the input data to the other unit.

A normal/inverse data transformation unit 221 also consists of the

10 6-round non-linear data transformation unit 220, and the normal data
transformation unit (FL) 251, and the inverse data transformation unit (FL™")
273.

In addition, a normal/inverse data transformation unit 231 consists of the
6-round non-linear data transformation unit 230, and the normal data

15 transformation unit (FL) 253, and the inverse data transformation unit (FL™')
273.

The encryption wunit 200 1is configured by cascading these
normal/inverse data transformation uvnits 211, 221, and 231. And this
encryption unit 200 can be also used as the decryption unit 500.

20 Besides, if a set of the 6-round non-linear data transformation unit 210,
the 6-round non-linear data transformation unit 220, the normal data
transformation unit (FL) 251, and the inverse data transformation unit (FL™)
271 is assumed to be a non-linear data transformation unit 1210, the non-linear
data transformation unit 1210 is a circuit that can be used for encryption and

26  decryption. Here, a normal/inverse data transformation unit 1211 consists of

the non-linear data transformation unit 1210, the



Here, the non-linear data transformation unit 2210, the normal data transformation unit (FL) 250, and
the inverse data transformation unit (FL") 20 275 form a normal/inverse data transformation unit 2211.
The normal/inverse data transformation unit 2211 can be used for the decryption unit. As described
above, the encryption unit 200 or the decryption unit 500 can be configured by cascading multiple
normal/inverse data transfonnation 25 units. Further, in the encryption unit 200 or the decryption unit
500, the normal/inverse data transformation unit can be formed hierarchically by 16 nesting the
normal/inverse data transformation unit within the normal/inverse data transformation unit. 5 Fig. 37
shows a caseriaiviinth thenefterypitmuniti 20Bland30eané dypionaunit datvetthessaneaconfiguration
including the 6-round non-linear data transformation unit 210. In Fig. 37, the 6-round non-linear data
transformatiin (it Y1B7Bcludes even rounds of non-linear data transformation units 280 as shown in
Figs. 3 and 4. io Data A is transformed into data A' by a first input normal data transformation unit 256,
the ddta A' is inputiterihgrst fripseipotithe O -imeadmon-imeRfeMAHas ST HBtiopor Y6324 output from
a first output port 263 as data Al'. Further, datgq{B input from,a second inp{;ﬁ port 262 is output from a

second outhit PoiRWed BRGHRER iR HABSEY BWRPBORHM the' Se il SitpRCpBIE 2641
oo S0 e B g oo e GG RN P 02 A
is assumed to be a non-linear data transformation unit 1220, a normal/inverse
data transformation unit 1221 consists of the non-linear data transformation unit
10 1220, the normal data transformation unit (FL) 251, and the inverse data
transformation unit (FL™') 275.
The ﬁonnal/inverse data transformation units 1211 and 1221 can be used
for the decryption unit.
Fur_ther, if a set of the 6-round non-linear data transformation units 210
15 through 230 is assumed to be a non-linear data transformation unit 2210, the
non-linear data transformation unit 2210 is a circuit that can be used for both
encryption and decryption.
Here, the non-linear data transformation unit 2210, the normal data
transformation unit (FL) 250, and the inverse data transformation unit (FL™)
20 275 form a normal/inverse data transformation unit 2211.
The normal/inverse data transformation unit 2211 can be used for the
decryption unit.
As described above, the encryption unit 200 or the decryption unit 500
can be configured by cascading multiple normal/inverse data transformation
25  units.
Further, in the encryption unit 200 or the decryption umit 500, the

normal/inverse data transformation unit can be formed hierarchically by



200 is input to the second input port 262 of the decryption unit 500 as the data A,". The data B1'
output from the second output inverse data transformation unit 279 is input to the first input normal
data transformation unit 256 as the data B 20 and output as the data B 1. The non-linear data
transformation unit 210 inputs the data B1 and oygputs the data B. Further, the non-linear
transformation unit 210 inputs the data Ai' and outputs the data X. The second output inverse data
transformation unit 279 inputs the data A" and outputs the data A. 25 In Fig. 38, the odd-round
non-linear data transformation unit 219 includes odd rounds of non-linear data transformation units
280. 17 Aeegtitingiiiethe chasd/ iviomat fom the Sifstinplibpak 26d- ithouthet fremtidnsecond output
port 264 as the data A,". Then the data A," is transformed by the 5 second output inverse data
transformadiata train2@nzatcbautpilt as the data A,". Further, the data B input to the second input port
262 is output from the first output port 263 as the data B,. The data B, output from the first output port
262 ofithe encryptioiZuntt’ 280 sngurcesthésesdnehinbift plepationthedectytichanifisoo as the
data B,. io The data A," output from the second output inverse data transformation unit 279 of the

m
encryptiondfHEIEOR it ie \hd e tHRTGY RHEREFHIQE s DA sner T B@tﬁ%é%ﬁnput normal

data trans;%gémation nit 256. In cases f Figs. 37 and 38, the encryption unit 200 and the decryption
unit 500 h&aBaHESs E”&%ﬂﬂﬁd‘?gﬁoﬁ,@erforming encryption and decryption. 15 Fig. 39 shows a case

in which the secong|ippyt 59ral S9(3, HATRIATRAUSN 4Rl A3 R RHMINSS GiheisesRdaput port 262,

and the first
even rounds of non-linear data transformation units 280 as shown in Figs. 3 and 4.

10 Data A is transformed into data A’ by a first input normal data transformation
unit 256, the data A’ is input to a first input port 261, the data A’ input from the
first input port 261 is output from a first output port 263 as data A;’. Further,
data B input from a second input port 262 is output from a second output port 264
as data B;. The data B, output from the second output port 264 is transformed

15 into data By’ by a second output inverse data transformation unit 279,

The data A;” output from the first output port 263 of the encryption unit
200 is input to the second input port 262 of the decryption unit 500 as the data A,’.
The data B, output from the second output inverse data transformation unit 279
is _input to the first input normal data transformation unit 256 as the data B,’,

20  and output as the data B,.

The non-linear data transformation unit 210 inputs the data B; and
outputs the data B. Further, the non-linear transformation unit 210 inputs the
data A’ and outputs the data A’. The second output inverse data transformation
unit 279 inputs the data A’ and outputs the data A.

25 In Fig. 38, the odd-round non-linear data transformation unit 219

includes odd rounds of non-linear data transformation units 280.



output inverse data transformation unit 278 is provided at the first output port 263. Fig. 40 shows a
case in which the first input inverse data transformation 20 unit 276 is provided at the first input port
261, and the second output normal data transformation unit 259 is provided at the second output port
264. Fig. 41 shows a case in which the normal/inverse data transformation units 256, 258 are
provided at the left input/output ports 261, 263, angsthe inverse data transformation units 277, 279 are
provided at the right input/output 25 ports 262, 264. 18 Fig. 42 shows a case in which Figs. 39 and 40
are combined. Another case can be implemented by combining Figs. 37 and 39, which 5 is not shown
in the figure. Further, Figs. 38 and 39 can be combined. Further, the 6-round (even-round) non-linear
data transfasvatibingiyit 2i0d#n Be irgpiadecnwithetfersidhpotnebrioRéinenodgtatreosfotheation unit
219 in Figs. 37, 39 through 42, which are not shown in the figures. In cases of Figs. 39 through 42,

the encrypsisrondipaipihecdtefpasrimiatanthé. inblemidssatsyheis draasiumenfioyiison.

Embodiment 2. Fig. 11 shows a configuration of a non-linear function unit F of the non-lingar data

.

transfErmaARSIPNENEBD! 1BVERESERAHaas FORBTSH T HDE id Pt RS HERSS Hped¥1%0, performs
54 bit & CHRIEE DS U ISCBE S Gt O LA e oo Y N Bl it f
to each ofgi hh%(}g)o@t 263 as the data B.
The data B; ouiput from the first output port 262 of the encryption unit
200 is input to the second input port 262 of the decryption unit 500 as the data B,.
10 The data A,” output from the second output inverse data transformation unit 279
of the encryption unit 200 is input to the decryption unit 500 as the data A;” and
input to the first input normal data transformation unit 256,
In cases of Figs. 37 and 38, the encryption unit 200 and the decryption
unit 500 have the same configuration, performing encryption and decryption.
15 Fig. 39 shows a case in which the second input normal data
transformation unit 257 is provided at the second input port 262, and the first
output inverse data transformation unit 278 is provided at the first output port
263.
Fig. 40 shows a case in which the first input inverse data transformation
20 unit 276 is provided at the first input port 261, and the second output normal data
transformation unit 259 is provided at the second output port 264.
Fig. 41 shows a case in which the normal/inverse data transformation
units 256, 258 are provided at the left input/output ports 261, 263, and the
inverse data transformation units 277, 279 are provided at the right input/output

25  ports 262, 264.



circuits 12 of a key function unit 25, XORed with an extension key 11, and 20 performed non-linear
transformation using substitution at an S function unit 20. Then, at a P function unit 30, two pieces of
8-bit data are XORed. by sixteen XOR circuits 815, and the 64-bit F function output data 40 is output.
Inthe S function unit 20, four S-box first transformagtion units 13 and four S-box second
transformation units 14 are provided. 25 Fig. 12 shows an implementation example of the S-box first
transformation unit 13 and the S-box second transformation unit 14. 19 Inside the S-box first
transformation unit 13, a transformation table T is provided. The transformation table T previously
stores values of 0 Hunuih $HsbvS adsisaritywhichridgm)3omed gdhaiegtonkziues. of O through 255. The
transformation table T inputs values of 0 through 255 and outputs the value (value of O through 255)
corresponding to eAsioitearpcandmprapighesnicid ipembeninmifigmatiornhB PWoigbuts 7. The
transformation table T performs_ non-linear transformation determined under consideration of security,

e.g., 1 chEcRRfgsitomgindhe e WifectVEBRh e 1AM anteRsneRMsshilipidefficiently
small or n % él so on. The S-box s cond t%sfowtlon unlt 4 includes the ﬁ(&)x first

transforma TG AT C8hi éauﬁflﬁﬁ AHHRE AU b $PE<DE shows the
left rotational ft s ift. "I" ws 1 . The 1-bit, 15 left ro atlon I Shlftl t.22.perfarms left
rotational SI%% ﬁ% AN 04 pu 1§1%ox(%|§?15 ransformatlon un| I;{%g}ggij mprlfen when 1 is

npu, the WJ\E&H@IM‘P&%% o é&%ﬂﬂ% Apd-LbI e 0tationa) shifing,upiigA2 outputs

42, the encryption unit and the decryption unit can be implemented by the same

10 configuration.

Embodiment 2.
Fig. 11 shows a configuration of a non-linear function unit F of the
non-linear data transformation unit 280.

15 The non-linear function unit F inputs F function input data 10, performs
non-linear transformation, and outputs F function output data 40. The F
function input data 10 having 64 bits is divided into eight pieces of data, and
processed in the unit of § bits. Each 8-bit data is input to each of eight XOR
circuits 12 of a key function unit 25, XORed with an extension key 11, and

20 performed non-linear transformation using substitution at an S function unit 20.
Then, at a P function unit 30, two pieces of §-bit data are XORed by sixteen
XOR circuits 815, and the 64-bit F function output data 40 is output. In the S
function unit 20, four S-box first transformation units 13 and four S-box second
transformation units 14 are provided.

25 Fig. 12 shows an implementation example of the S-box first

transformation unit 13 and the S-box second transformation unit 14.



If the S-box first transformation unit 13 and the S-box second 20 transformation unit 14 are configured
as shown in Fig. 12, one can obtain an effect, which is similar to the case in which two kinds of the
transformation tables T are provided, though it is not required to have two kinds of transformation
tables T. By including only one transformation tabje T, the memory usage required for storing the
transformation table T can be decreased, and the circuit scale can be 25 reduced. Further, as shown
in Fig. 27, by providing a 1-bit right rotational shifting unit (">>>1" of the S-box third transformation unit
15 in Fig. 27) as 20 well as, or, instead of the 1-bit left rotational shifting unit 22, a similar effect can be

obtained to a caseJisidbichcaSliflerentdransioforatiaiviabiai IS furthengiavidedindrnOther way, it is
also possible to transform input data y using the transformation table T after shifting the input data y

by the 1-bipteftidedtiobak siiftintprmitti¢ie <atloffthmS-oos ot ¢tramstoematidh thnitdb iB3Sig. 27)
provided for the input data y. Fig. 27 shows cases of s(y ), s(y)"Q, sC(y)>>>1, s(y<<<i ), brut cases of
s(y>>31), stykitranilc <t stprdem)y>sarretpendine<40, sEiuss|)sb>8 aferenghso’aplicaliise By making
the shifted amount 1 bit, it sometimes becomes possible to perform faster than cases of shifting by 3

bits or 5 bilsARLAERMAICIEDYS, BrénPdvVe GHIES-Bt Shikeiahanth POARRYINHET RS 8hifing
o pertorm GGIEF BTSN G RPN oAby | BF, SLEBUam AP Hrar mumber of
e o S B B o
non-linear transformation determined under consideration of security, e.g.,
10 checking if the function is bijective or not, the maximum differential probability
1S éufﬁcienﬂy small or not, and so on.
The S-box second transformation unit 14 includes the S-box first
transformation unit 13 and a 1-bit left rotational shifting unit 22 (in the figure,
“<<<” of “<<<1” shows the leff rotational left shift and “1” shows 1 bit). The 1-bit
15 left rotational shifting unit 22 performs left rotational shift by 1 bit to an output
from the S-box first transfonnation unit 13. For example, when 1 is input, the
S-box first transformation unit 13 outputs 7, and 1-bit left rotational shifting unit
22 outputs 14.
if the S-box first transformation unit 13 and the S-box second
20  transformation unit 14 are configured as shown in Fig. 12, one can obtain an effect,
which is similar to the case in which two kinds of the transformation tables T are
provided, though it is not required to have two kinds of transformation tables T.
By inciuding only one transformation table T, the memory usage required for
storing the transformation table T can be decreased, and the circuit scale can be
25  reduced.

Further, as shown in Fig. 27, by providing a 1-bit right rotational shifting

unit (*>>>1" of the S-box third transformation unit 15 in Fig. 27) as



Fig. 28 shows an S function unit 20 using the four S-box first through fourth transformation units 13,
14, 15, 16 shown in Fig. 27. 20 Another configuration of the P function unit 30 is shown in Fig. 31..
From 8-bit input data yr, Y2, Y3, Y4, 32-bit data Z1, Z2, Z3, Z4 are obtained by referringto S 1, S2,
S3, S4, respectively, and they are XORed at a cirgigjt 913. From 8-bit input data y5, y6, y7, y8, 32-bit
data Z5, Z6, Z7, Zg are obtained by referring to S2, S3, S4, Si, respectively, and they are XORed at a
circuit 916. This XORed 25 result U2 and. the former XORed result Ui are XORed at a circuit 917 to
output z1', z2', z3', z4'. Then, the XORed result U1 21 from the circuit 913 is shifted to the left by 1

byte (in Figy 3l i<t bn SRRIPSERIS fLohiarelesionahshifliiel daitroationalshiffkal apitsuit 918. The

shifted result 5 is XORed with the output from the circuit 917 Yo output z5', 4', z7', z8'. As shown in (a)
through (d),BfFifd33 381 aAn g adimng e Sz ansiomatignsisas; Saisigonfigured

using the S-box second transformation unit 14, S3 is configured using the S-box third transformation

unit 13, S4.isREFGHIEAUSIRGEN B R0M fRuTAdcansiomaiiamuni 18inkheiOtBrhiforiniigata from

each transformation unit is copied four times to make 32-bit data, and further, 32-bit data is masked to

output onlyghreerpigkes dfitiacdaia (Adhiialhe Ibytearatatioriabshift-af dhelcikiit 92 8sia cyclic
shifting by a unit of bit length (8 bits =1 byte) which is processed by the S-box. 15 Fig. 32 shows the P

function unitwhase eénfigation s edtiveiantéoniigod LitiutlinpleRgntatjqrris diffi¢renttorom 8-bit
input data yi, y2, y3, y4, 32-bit data Z1, Z2, Z3, Z4 are obtained by
input data y. Fig. 27 shows cases of s(y), s(y)<<<l, s(y¥>>>1, g(y<<<1), but cases

of s(y>>>1), s(y<<<l)<<<], s(y<<<1)>>>1, s(y>>>1)<<<1, s(y>>>1)>>>1 are

10 also applicable. By making the shifted amount 1 bit, it sometimes becomes

possible to perform faster than cases of shiﬁing by 3 bits or 5 bits in case that CPUs,

etc. have only 1-bit shift command. Further, when this shifting process is

performed by hardware which performs only 1-bit shifting, it sometimes becoﬁles

possible to perform faster. Further, the shifting is not limited to performed by 1 bit,

15 but an arbitrary number of bits such as 2 bits, 3 bits can be used. By shifting by an

“arbitrary number of bits, it sometimes becomes possible to obtain a similar effect to
providing different kinds of tables.

Fig. 28 shows an S function unit 20 using the four S-box first through
fourth transformation units 13, 14, 15, 16 shown in Fig. 27.

20 Another conﬁguration of the P function unit 30 is shown in Fig. 31.

From 8-bit input data y1, yz2. V3, V4, 32-bit data Zy, Z,, Zs, Z4 are obtained by
referring to S1, S2, S3, S4, respectively, and they are XORed at a circuit 913, From
8-bit input data ys, Ve, ¥7. Vs, 32-bit data Zs, Zg, Z4, Zg are obtained by referring to
S2, 83, S4, S1, respectively, and they are XORed at a circuit 916. This XORed

25  result U, and the former XORed result U, are XORed at a circuit 917 to output

z:°, 25", 23, z4". Then, the XORed result U,



referring to S5, S6, S7, S8, and they are XORed at a circuit 933 to output an operation result A. From
8-bit input data y5, y6, y7, yg, 32-bit data Zs, Z6, Z7, Zg 20 are obtained by referring to S9, SA, SB,
SC, and they are XORed at a circuit 936 to output an operation result B. The operation result B is
shifted rotationally to the right by | byte (in Fig. 32, similarly to Fig. 31, shifting is performed by a unit
of bit length (8 bits = 1 byte) which is processed by the S-box, not 1 bit) at a circuit 937 and. the
operation result B and the operation result A are XQRed at a 25 circuit 938. This operation result C is
shifted rotationally to upper (left) by 1 byte at a circuit 939, and the 22 operation result C is also
XORed with the operation result A at a circuit 940. This operation result D is shifted rotationally to
upper (left) by 2 byte at a circuit 941, 5 and the operation result D is also XORed with the output from

the circuit $39,241R ekl 2 Thisgperabond esaivk @@ﬁléétegﬁqrmati@qqlh«(&thers Byl byte ata

circuit 943, and the operation result E is also XORed with the output from the circuit 941 at a circuit

944. Output FrfremhtagHEIWE FHhis OLERUEASHINELSHIR) 24, @nel@uingt frome Y FUE w43 is output

as z5', Z6', Z7', z8'. 10 S5 and SC are configured using the S-box first transformation unit 13 and a

logicalzshifts JS@ Sy eroplighred osintdha-Schos speonshifransiormatien unit 14 and a logical
shift, S7 and SA are configured using the S-box third transformation unit 15 and a logical shift, S8 and
SB are configured Aisisigotive Srifax dourtirradstof MatidBubit 16 andialngitakshiftthEfe-tagical shift 15
is used for outputting 8-bit output data from each transformation unit to a predetermined location
within the 32:4fit tuatpsfiodutatiThe logical Shiftis sst tooshigtuetheusifapy Bibyie-PoS5 sgrdSA, 1 byte in
S6 and SB, 2 bytes in S7 and SC, ) ) . )
transformation unit 14, S3 is configured using the S-box third transformation
unit 13, $4 is configured using the S-box fourth transformation unit 16. The
10 8-bit output data from each transformation unit is copied four times to make
32-bit data, and further, 32-bit data is masked to output only three pieces of the
data (24-bit}.
The 1-byte rotational shift of the circuit 918 is a cyclic shifting by a unit of
bit length (8 bits = 1 byte) which is processed by the S-box.
15 Fig. 32 shows the P function unit whose configuration is equivalent to
Fig. 31, but implementation is different.
From 8-bit input data yy, y2. ¥3. V4, 32-bit data Z;, Z», Zs, Z,4 are obtained by
referring to S5, S6, S7, S8, and they are XORed at a circuit 933 to output an
opefation result A. From 8-bit input data ys, ve, ¥7, ¥s, 32-bit data Zs, Z¢, Z7, Zg
20  are obtained by referring to S9, SA, SB, SC, and they are XORed at a circuit 936
to output an operation result B. The operation result B is shifted rotationally to
the right by 1 byte (in Fig. 32, similarly to Fig. 31, shifting is performed by a unit
of bit length (8 bits = 1 byte) which is processed by the S-box, not 1 bit) at a
circuit 937 and the operation result B and the operation result A are XORed at a

25  circuit 938, This operation result C is shifted rotationally to upper (left) by 1 byte

at a circuit 939, and the



3 bytes in S8 and S9. Namely, assuming 8-bit output from the transformation unit as z, 32-bit output
can. be represented as [0,0,0,z] (0 shows each of eight bits 20 is 0) in S5 and SA, [0,0,z,0] in S6 and
SB, [0,z,0,0] in S7 and SC, [z,0,0,0] in S8 and S9. It is possible to implement using substitution. tables
whose input is 8-bit and output is 32-bit, which is calculated for directly producing predetermined
output. 25 In cases of Figs. 31 and 32, the apparatys can be provided, which performs transformation
at higher speed than the transformation used for 23 the conventional E2 cipher shown in Fig. 26, and
further on which flexible implementation is possible. 5 In Fig. 11, when the S-boxes of the S function
unit 20 are configured respectively by different kinds of S-boxes, eight transformation tables T are
required. Qrpthatiatheedrnd, whio (KOBdabrathate cgrdigticedrasushAvan ancligniti®}@helhismory
usage required for storing the transformation tables T can be reduced to at least a half. 10 Further,
eight piecespsiatisindasa e s fiedraiationally to urpsridsitiby #dndpanastivuriiP43.and the
S-box second transformation unit 14 shown in Fig. 12, so that the conventional eight respective

S-boxés canbéliepBredie) HReuEBdx M WG AP PHAE 8 Sib6R setioht 8t
conerete CETSERAOH . cSRIAHBRHTYAEVARSH R, SNt OHCAIOR it s Wi o Shared
cireuit for yitiplication and A4S H2R3NesE AR nl R eI ANIN AR 24 A BN £ 997D
from the circuit 941 at a circuit 944, Output F from the circuit 944 15 output as z;”,
7", 73’ z;', and output from the circuit 943 is output as zs°, z¢”, 77, 5.

10 S5 and SC are configured using the S-box first transformation unit 13
and a logical shift, S6 and S9 are configured using the S-box second
transformation unit 14 and a logical shift, S7 and SA are configured using the
S-box third transformation unit 15 and a logical shift, S8 and SB are configured
using the S-box fourth transformation unit 16 and a logical shift. The logical shift

15 is used for outputting 8-bit output data from each transformation unit to a
predetermined location within the 32-bit output data. The logical shift 1s set to |
shift to the left by 0 byte in S5 and SA, 1 byte in S6 and SB, 2 bytes in §7 and SC,
3 bytes in S8 and S9. Namely, assuming §-bit output from the transformation
unit as z, 32-bit output can be represented as [0,0,0,z] (0 shows each of eight bits

20 is 0)in S5 and SA, [0.,0,z,0] in S6 and SB, [0,2,0,0] in S7 and SC, [z,0,0,0] in S8
and S9.

It is possible to implement using substitution tables whose input is &-bit
and output is 32-bit, which is calculated for directly producing predetermined
output.

25 In cases of Figs. 31 and 32, the apparatus can be provided, which

performs transformation at higher speed than the transformation used for



8-bit data is input to the S-box transformation unit 21, and 8-bit data is output. The S-box
transformation unit 21 is configured by an N-bit (here, N=8) 20 linear transformation unit 17, a subfield
transformation. unit 18, and an N-bit linear transformation unit 19. The N-bit linear transformation unit
17 performs operations of 8-bit data. The subfield transformation unit 18 performs operations of only
4-bit data which are elements of Galois Field GF (§§). The N-bit linear transformation unit 19 performs
an operation of 8-bit data. A linear 25 transformation unit 85 of the N-bit linear transformation unit 17 is
a circuit which performs the linear transformation 24 shown in Fig. 14. A linear transformation unit 87
is a circuit which performs the linear transformation. shown in Fig. 15. 5 The linear transformation unit

85 can be ieplaced Byt dWrishepetomis an Bifine §anasidroetian (aninebidiafisfotshation can
be considered as one style of affine transformations). Similarly, the linear transformation unit 87 can

be replacethiylenctnetstivhichypasir®s another affine transformation. The linear transformation unit
85 transforms 8-bit data (X) into 8-bit data (X'). 10 The obtained 8-bit data (X') is assumed to be an
elemeit of Galois Eieldig28)! . Theerpiier S-bivxiroaribahe lbweriarbiteiatdararePrOgsfethta X' are
respectively assumed as elements of the subfield Galois Field (24) and output to _the subfield

transformatiSHeriveRy Hrel iidersdnkinssictan deisnt ey rngigy medpte@bisst wHER. satisfies
roprosento A Eon SO B e PR S} B R o S O SR B e Tolowing
reIationshiqff;l &Qelﬁg’fﬁggsr hl?s%gag ngéé?gé:%]z" éﬁ%mg the transtformation tables T can be
reduced to at least a half.
10 Further, eight pieces of 8-bit data are input time-divisionally to the S-box
first transformation unit 13 and the S-box second transformation unit 14 shown in
Fig. 12, so that the conventional eight respective S-boxes can be replaced by the
S-box first transformation unit 13 and the S-box second transformation unit 14.
Fig. 13 shows another example of the S-box of the S function unit 20.
15 The concrete configuration is explained in detail in Matui, Sakurai,
“Galots Field division circuit and shared circuit for multiplication and division”
(Japanese Patent Registration No. 2641285 [May 2, 1997]).
8-bit data is input to the S-box transformation unit 21, and 8-bit data is
output. The S-box transformation unit 21 is configured by an N-bit (here, N=g)
20  linear transformation unit 17, a subfield transformation unit 18, and an N-bit
linear transformation unit 19. The N-bit linear transformation unit 17 performs
operations of 8-bit data. The subfield transformation unit 18 performs operations
of only 4-bit data which are elements of Galois Field GF (2%). The N-bit linear
transformation unit 19 performs an operation of §-bit data. A linear

25 transformation unit 85 of the N-bit linear transformation unit 17 is a circuit

which performs the linear transformation



details, refer to Matui, Sakurai, "Galois Field division circuit and shared circuit for multiplication and
division" (Japanese Patent Registration No. 2641285 20 [May 2, 1997])). The subfield transformation
unit 18 is configured only by operation units each of which performs operations of 4-bit data. Here, as
an example of extracting "subfield”, the subfield GF (2m) where n=2m can be considered for given GF
(2"). In this example, n=8, m=4. The subfield transigrrmation unit 18 is an inverse element circuit using
25 the subfield constructed by the circuit shown in "Galois Field division 25 circuit and shared circuit
for multiplication and division" (Patent Registration No. 2641285 [May 2, 1997]). As an operation
result of this inverse element 5 circuit, upper 4-bit data and lower 4-bit data (Y1 and Yo), each of which

can be asghmed as kiR elementiptattths Reutputdaithe7iteac transforRiskgrerfoitBd e 8-bit data
Y which can be assumed as an element of GF (28), where Y = Yo +13Y1. As explained above, this

inverse elefiment cranitis@aironisharvenmphimgl ¥ = Yo +f3Yi = 1/(Xo +(3X1). Further, there are some
ways of taking a "basis", 10 such as a "polynomial basis" and a "normal basis", in representing the
element of "finite fiely [nsendranear bwtisyirime Bverse blenmiacirdulity A firscuhansbietistic of the
S-box transformation unit 21 shown in Fig, 13 is to compute data with a bit width (4 bits) which is a
half of the BRENITAS SUGHE) T thnabEmabiTéAtHa s ImsAp ARt Rande saRilg eHehverse 15
element circuit is ghargé: rized bprerforming) erations of only 4-bit data, Althqugh thegg mputation

speed mayPHE SedreR5at B HEHSHRTRTBRAR? Acf)- RIRTSH GRS [hardaaBAqEBATRN ARG in that a
scale of &y ole S e haS2n B UEh MABhIPAN A SR5.2T RENRIIINGORSRLR0R ol ikl data.
The linear transformation unit 85 transforms 8-bit data (X) into 8-bit data (X°).
10 The’ obtained 8-bit data (X°) is assumed to be an element of Galois Field (2%).
The upper 4-bit data and the lower 4-bit data (X; and X;) of data X* are
respectively assumed as elements of the subfield Galois Field (2%) and output to
the subfield transformation unit 18. Here, for example, let an element p of GF
(2% be an eclement which satisfies the irreducible polynomial
15 X3XO+XP+XP+1=0, and a=[3238, a base of the subfield GF (24) can be
represented as [1,0,¢%,6°]. If the elements of GF (24), X, X, are represented
using this, the following relationship can be established as X'=X+pX;. (For
details, refer to Matui, Sakurai, “Galois Field division circuit and shared circuit
for multiplication and division” (Japanese Patent Registration No. 2641285
20 [May 2, 1997])). The subfield transformation unit 18 is configured only by
operation units each of which performs operations of 4-bit data.
Here, as an example of extracting “subfield”, the subfieid GF (2™) where
n=2m can be considered for given GF (2"). In this example, n=8, m=4,

The subfield transformation unit 18 is an inverse element circuit using

25 the subfield constructed by the circuit shown in “Galois Field division



Further, a second characteristic of the S-box transformation unit 21 is 20 that the N-bit linear
transformation unit 17 and the N-bit linear transformation unit 19, where N = 8, are provided at both
sides of the subfield transformation unit 18. When the S-box transformation unit 21 is implemented
using the subfield transformation unit 18, there is an advantage that a scale of the whole circuit can
be reduced and the 26 configuration becomes simpler compared with a case employing a
transformation table T storing random values, whilgson the contrary, the security 5 may be decreased.
Accordingly, the linear transformations or the affine transformations are performed at both sides of the
subfield transformation unit 18, so that the reduction of the security level due to implementing using
the subfield transformation unit 18 can be recovered. In Fig. 13, the linear transformations are
performed diboith:gideshattheciasubfieldritdngfocaatiouditdiBidioweBatthe Regdstraisformation
can be performed only at one side. In another way, the linear transformation can be performed at one
side, and thevaftio lt2fsfdviazition e pArocamegeatahencthenlsioé. thig. 129 @isovwsaansage in which
the key function unit 25 shown in Fig. 15 11, that is, the key function unit 25 placed before the S
functicn urftiZBEndanperP-hihctsn amt BOVE dobiipiaded Bitenthe' 8 feastion titioh awel Bse P
function unit 30. Fig. 30 shows a case in which the key function unit 25 is placed between  the S

function urfé Q3R ETPAGTREBRAUIHIZ6Z Do BY SHIPIBIAGIALTREAT GRATICRABRM W 29 or Fig.

30, one Cagshgrﬁt data Y which can be assumed as an element of GF (2%), where Y = Y,

+BY;. As explained above, this inverse element circuit is a circuit for computing
Y =Y, +BY; = /Xy tpX;). Further, there are some ways of taking a “basis”,
10 suchasa “polynomial basis” and a “normal basis”, in representing the element
of “finite field” (how to take a basis) in the inverse element circuit.
A first characteristic of the 8-box transformation unit 21 shown in Fig.
13 is to compute data with a bit width (4 bits) which is a half of the bit width (8
bits) of the data input for the non-linear transformation. Namely, the inverse
15  element circuit is characterized by performing operations of only 4-bit data.
Although the computation speed may be decreased by performing only
4-bit operations. This case has an advantage in that a scale of a whole circuit
can be much smaller than a case of performing operations of §-bit data.
Further, a second characteristic of the S-box transformation unit 21 1s
20  that the N-bit linear transformation unit 17 and the N-bit linear transformation
unit 19, where N = 8, are provided at both sides of the subfield transformation
unit 18. When the S-box transformation unit 21 is implemented using the
subfield transformation unit 18, there is an advantage that a scale of the whole

circuit can be reduced and the



an effect that an implementation provides a higher-speed operation than the configuration shown in
Fig. 11 does. Further, by modifying the generation of the extension keys, the same output can be
obtained using the configuration shown in Fig. 29 or Fig. 30 from the same input as the configuration
of Fig. 11. In the 25 conventional F function unit sr? wn in Fig. 26, two S functions are provided, in
each of which first an operation with the extensiori’key is performed and then an operation of the S
function is 27 performed. On the contrary, in the case shown in Fig. 29, a key function unit 25 is
placed at the final stage of the F function. In the case shown in Fig. 30, the key 5 function unit 25 is

placed betggndeBIHNHRBHAL20 AthIDE PolRpiRedInibith, Fio- EAEhoutR AIGaReN Which the

non-linear transformation unit F shown in Fig. 28 is employed in the encryption unit"200 or the

decryption SO RN ABIETY. Bokiflk Baiddsinplie, g lerHnBardsansioymad ey as F
function input 10 data 10, and F function output data 40 is output. The F function output data 40 is
XORed witiy sighbeaticarsbtiie XORedndsighbetomésiteft datm ofttheniextsoondth¥Vhéitbe left data
is input to the non-linear transformation unit F as the F function input data 10, at the same time, the
left data is trsesfars v robtrdaexedoamndo tinside cohfiheratibi skowanisiGig 4 Byropesiations of
the key function unit 25, the S 15 function unit 20, and the P function unit 30 are performed in the
non-linear tfarfsfoliahtibn Geductistited dpesaidi 0akEBetsHe s taigepiatRT e BRURE e
transformation unit F. An example case jn which a higher-s%eed processing can be achieved by

distributinfﬂg‘%%ﬁ%ﬁw&%m&-ﬁr@% HetBirEtton unit F will be explained below referring

to the figures. . . . . .
g In Fig. 13, the linear transformations are performed at both sides of the

10 subfield transformation unit 18, however, the linear transformation can be
performed only at one side. In another way, the linear transformation can be
performed at one side, and the affine transformation can be performed at the
other side.

Fig. 29 shows a case in which the key function unit 25 shown in Fig.

15 11, that is, the key function unit 25 placed before the S function unit 20 and the P
function unit 30, is now placed after the S function unit 20 and the P function
unit 30.

Fig. 30 shows a case in which the key function unit 25 is placed between
the S function unit 25 and the P function unit 30.

20 By employing the configuration shown in Fig. 29 or Fig. 30, one can have
an effect that an implementation provides a higher-speed operation than the
configuration shown in Fig. 11 does. Further, by modifying the generation of the
extension keys, the same output can be obtained using the configuration shown in
Fig. 29 or Fig. 30 from the same input as the configuration of Fig. 11. In the

26  conventional F function unit shown in Fig. 26, two S functions are provided, in
cach of which first an operation with the extension key is performed and then an

operation of the S function 1s



20 Fig. 44 shows a case in which the non-linear transformation unit F' is used. The non-linear
transformation unit F' is one where the key function unit 25 is removed from the non-linear
transformation unit F shown in Fig. 43. The extension key ki is XORed with left data Lo at an XOR
circuit 891. Further, the extension key k2 is XORed with right data Ro at an XOR circuit 297. The left
data 25 is input to the non-linear transformation usit F* as the F 28 function input data 10, and
transformed by the S function unit 20 and the P function unit 30. Output from the XOR circuit 297 and
the F function output data 40 are 5 XORed at an XOR circuit 290 to output left data LI. On the other
hand, the key generating units 300, 600 perform an XOR operation of the extension keys k1 and k2

and outputbgdnedifiehadansiandiey, lthcaEbaipuautRiiof tte XY diceildPlmndihe extension
key k,4-k, are XORed at an XOR circuit 298 to output the right data. The key generating units io 300,
600 modifyilaeceixieniiofikelystio @ eharatd dindautput ki tHe chs kipkdr kb Fig. ROGHd 8eThe key
generating units 300, 600 supply the modified extension keys to the processes other than the
non-lirear function protessyBlacedimareanithetefvatiionyaiteSanddhaBiaine8andniight.data R18
become the same as the left data L18 and the right data R18 in case of Fig. 43. 15 The modified
extension keys areFégppleesvtha proedaselisheramsnthacHoRamdarmmipapidesssT® and

operated with the data, and consequently, the operations with.the key data can be performed outside
the non-lindaF i8néfidh ‘Eﬁ‘?@@yeﬁa}ﬁ%  SRGREPRETRIGHC e %ﬁ“ﬁrﬂ?‘é‘é@ﬂﬁﬁi%g %%EEP&Y%S ofthe S

function unitgzo and the P function unit 30 are performed in the non-linear function unit F'. 20
Therefore, th 1gpér‘ations of the key function unit 25 are eliminated from the

Left data is input to the non-linear transformation unit F as F function nput

10 data 10, and F function output data 40 is output. The F function output data 40 is
XORed with right data, and the XORed result becomes left data of the next round.
When the left data is input to the non-linear transformation unit F as the F function
input data 10, at the same time, the left data is used as right data of the next round.
In the configuration shown in Fig. 43, operations of the key function unit 25, the $

15 function unit 20, and the P function unit 30 are performed in the non-linear
transformation unit F, so the operation load becomes large within the non-iinear
transformation unit F. An example case in which a higher-speed processing can be
achieved by distributing the operation load of the non-linear transformation unit F
will be explained below referring to the figures.

20 Fig. 44 shows a case in which the non-linear transformation unit I’ is used.
The non-linear transformation unit F* is one where the key function unit 25 is
removed from the non-linear transformation unit F shown in Fig. 43. The
extension key k; is XORed with left data L at an XOR circuit 891. Further, the
extension key k, is XORed with right data R, at an XOR circuit 297. The left data

25  is input to the non-linear transformation unit F* as the F



non-linear function unit F, and the load of the non-linear function unit F is distributed, which enables a
high-speed implementation. Fig. 45 shows a case in which operations of the whitening extension key
kw1l are performed as well as operations of the other extension. keys in the 25 configuration shown in
Fig. 44. Fig. 45 shows a case in which the key 29 generating unit previously performs an XOR
operation of a part of the whitening extension key kwihigi, and the first extension key ki (namely, the
key generating 5 unit modifies the extension key) di supplies the operation result to the XOR circuit
891. The figure also shows a case in which the key generating unit previously performs an XOR
operation of a part of the whitening extension key kwllo, and the second extension key k2 (namely,
the key generating unit modifies the to extension key) and supplies the operation result to the XOR
circuit 297 fimthismiaputhdrtpefatind aatiséodOi] dirctiit 2081shtwm wmiE ) addctre Refuslitimated.
Further, in a case shown in Fig. 45, the key generating unit performs an XOR operation of a part of

the whitenifgibd@ndiBRmeyam the atoRnarestedioaneyhell feasiioy evimeydgenhdhirg unit

modifies t ension key) 15 and.s;%}&es the og)ﬁ:rgf%on rgsult to the XOR circuit 299. Yet further,
the ke§ g mofufit FHEUH bPEHRH AB bther part of the whitening extension key

Coahahand e cyeosente A8 LanSt N Koy gEr et ANssie aragn o) an
296 shown pkigs 418 (GUBINAIR Y keys k; and k; and output the modified extension key

kit+ks. The output R; of the XOR circuit 891 and the extension key ky+ky are

XORed at an XOR circuit 298 to output the right data. The key generating units

10 300, 600 modify the extension keys to generate and output ky+ks, ky+ky, kstks, ...,

kigtkis. The key generating units 300, 600 supply the modified extension keys to

“the processes other than the non-linear function process (F) to operate with the data.
As aresult, left data Lig and right .data Ris become the same as the left daté Ligand
the right data R,g in case of Fig. 43.

15 The modified extension keys are supplied to the processes other than the
non-linear function process (F) and operated with the data, ana consequently, the
operations with the key data can be performed outside the non-linear function unit
F’, namely, at the XOR circuits 297 and 298, while the operations of the S function
unit 20 and the P function unit 30 are performed in the non-linear function unit F’.

20  Therefore, the operations of the key function unit 25 are eliminated from the
non-linear function unit F, and the load of the non-linear function unit F is
distributed, which enables a high-speed implementation.

Fig. 45 shows a case in which operations of the whitening extension key
kwy are performed as well as operations of the other extension keys in the

25  configuration shown in Fig. 44. Fig. 45 shows a case in which the key



Fig. 46 shows a case in which the key function unit 25 is removed from the non-linear function unit F,
and instead, the key generating unit supplies the extension key k to the XOR circuit 298 when the
non-linear function unit F is 25 configured as shown in Fig. 29. Fig. 47 shows a case in which the key
function unit 25 is removed 30 from the non-linear function unit F, and instead, the key generating unit
supplies the non-linearly transformed extension key, k'=P(k) to the XOR circuit 298 when 5 the
non-linear function unit F is configured as shown irmfig. 30. In the case of Fig. 47, the same operation
as performed by the P function process is performed on the key data to generate non-linearly
transformed key data, and the non-linearly transformed key data is supplied to the processes other

than the n HB?&'M rB(z‘?&%ﬁzi@r@rH{Q%Sﬁ@Q{dgﬁéﬂé’d%%r 164 Wi dReHalaias the key

data for 1oprocessi g dat In bothcases of Figs. 46 and 47, because he key function unit 25 is

eliminated &Ry iemeeyinear, fungtiomenitss theonesationlaqd eitheynanlinea %&i&ﬁﬁﬁ gnit F is

reduced, and the operation of tﬁe XOR circuit 298 located outside the hon-linear function unit F can

be performediinrpatifielwite ¢he:apenations perdosmestiey the: roredingat fesaliotowhit B{@®Rich
enables a 15 high-speed processing. Embodiment 3. Fig. 16 shows a configuration of the key

generatingainit3089br the key generating unit 600) shown in Fig. 1. 20 The key generating unit 300
includes a bit length transformation unit 310, a first G-bit key transformation unit 320, a second G-bit
key transformation it %@‘%@iwh@y@rﬁfﬂﬁ@euﬁmﬁmhﬁmkm@mﬁamgmé ﬁ&%ﬁ@uﬁ% bits, 192

performs an XOR operation of a part of the whitening extension key kwy,, and
the second extension key k, (namely, the key generating unit modifies the
10 extension key) and supplies the operation result to the XOR circuit 297.

In this way, the operation at the XOR circuit 293 shown in Fig. 44 can be
eliminated. Further, in a case shown in Fig. 43, the key generating unit performs
an XOR operation of a part of the whitening extension key kwsy,, and the
extension key k;; (namely, the key generatiﬁg unit modifies the extension key)

15 and supplies the operation result to the XOR circuit 299. Yet further, the key
generating unit performs an XOR operation of the other part of the whitening
extension key kwongn and the extension key kig (namely, the key generating unit
modifies the extension key) and supplies the operation result to the XOR circuit
892.

20 In this way, the operation of the XOR circuit 296 shown in Fig. 44 is
eliminated.

Fig. 46 shows a case in which the key function unit 25 is removed from the
non-linear function unit F, and instead, the key generating unit supplies the
extension key k to the XOR circuit 298 when the non-linear function unit F is

25  configured as shown in Fig. 29.

Fig. 47 shows a case in which the key function unit 25 is removed



bits, or 256 bits, the key generating unit 300 generates 128-bit key data K, and 128-bit key data K2,
and outputs plural 64-bit extension keys. The bit length 25 transformation unit 310 converts the bit
length of the key data to be output so that the bit length of the output key 31 data becomes fixed even
if the key data having different number of bits is input. In other words, the bit length transformation unit
310 generates key data SKhjgh of 5 upper 128 bits and key data SKI., of lower 128 bits and outputs
the former to the first G-bit key transformation unit 320 and the key shifting unit 340. Further, the
latter is output to the second G-bit key transformation unit 330 and the key shifting unit 340. Further,
128-bit key data which is an XORed result of the former and the latter is output to the first G-bit key
transformation unit 320. 10 Fig. 17 shows inside operations of the bit length transformation unit 310.

When the izgrbihkayoatmisinfiticieonendit lenetl tianshornaatiqewnitsdatidbeinpytieyidata is
output as key data SKhigt, of the upper 128 bits without any change. Further, key data SKlow, of the
lower 128 Hits e setite & Bndautfutndhendheidfbit keyRidtatis inp B GiRtoér bitittifttwiansformation
unit 310, 15 the upper 128-bit data of the input key data is output as the upper 128-bit key data
SKhigh witheunamyiokanfedEimhenjtthedovefigas:diekelyodarasKig. i$ehetheeehasyoddibining the
lower 64 bits of the input 192-bit key data and the inverse 64-bit data, which is generated by inverting
the lower 64Zbitgatarpe thpargien e asrisgaEyaihe SUIHIC ROV PRRPESS 63 HICKEY @il Blinput, the

upper 128-bit data of the input key data is output as SKhigh, and the lower 128-bit data is output as
SKIO,,,. AnXOREH A Br\the BBk p@yda@&%hhwafr%f@ﬁ:é&x AR He fep- nearly

transformed key data is supplied to the processes other than the non-linear function
process (F) for processing data to be operated with the data as the key data for
10 processing data. In both cases of Figs. 46 and 47, because the key function unit 25
is eliminated from the non-linear function unit F, the operation load of the
non-linear function unit F is reduced, and the operation of the XOR circuit 298
located outside the non-linear function unit F can be performéd in parallel with
the operations performed by the non-linear function unit F, which enables a

15 high-speed processing.

Embodiment 3.
Fig. 16 shows a configuration of the key generating unit 300 (or the key
generating unit 600) shown in Fig. 1.
20 The key generating unit 300 includes a bit length transformation unit 310,
a first G-bit key transformation unit 320, a second G-bit key transformation unit
330, and a key shifting unit 340. From the input key data having 128 bits, 192
bits, or 256 bits, the key generating unit 300 generates 128-bit key data K; and
128-bit key data K,, and outputs plural 64-bit extension keys. The bit length
25  transformation unit 310 converts the bit length of the key data to be output so that

the bit length of the output key



G-bit key transformation unit 320 from the bit length transformation unit 310, operated by two round
non-linear transformations, XORed with the 32 upper 128-bit key data SKh,5I" further operated by two
round non-linear transformations, and 128-bit key data Ki is output. 5 When the length of the key data
input to the bit length transformation unit 310 is 128 bits, the key shifting unit 340 generates the
extension key using the 128-bit key data output frég the first G-bit key transformation unit 320 and the
key data originally input. When the length of the k Jndata input to the bit length transformation unit
310 is 192 bits or 256 bits, the 128-bit key data output from the io first G-bit key transformation unit
320 is further input to the second G-bit key transformation unit 330, XORed with the lower 128-bit key

data SKIO, g sperals oy TR ron-insariens{oHBdiARR.AKLAARPEMGYRRKA IgQuipUL Two

pieces of 128-bit key data, from the first G-bit key transtormation unit 320 and the second G-bit key

transformaggia1aiAas), e B RYIM thakdushiting wal D Leihiskexspiting it Jd@generates
the extension key using the two pieces of 128-bit key data and the key data originally input. The key

shifting unitigdéringRibes arshiteredisteR K 34 bf doshift fefister BnddtanshitheefisteeCS43 a shift
register D 344, and a shift control unit 345. The shift control unit 345 outputs a select signal 346 to
each of thefiskifCrégidterstran2ooatiohtheivpetatiostof kse shifftiegisterts34iy. Ferthawsha

configuration of the shift register A341. The shift register A 341 includes a selector A 347 having a

group of slefihie’s foriRg Hits Bisd € reyibter- RiB A8 hAvait TzgBiioA WellectSigind 3b6 fstludes a

switch signal tg indicate to connect all the switches qof the selector A 347
shifting unit 340. Further, 128-bit key data which 1s an XORed result of the

former and the latter is output to the first G-bit key transformation unit 320.
10 Fig. 17 shows inside operations of the bit length transformation unit 310.
When the 128-bit key data is input to the bit length transformation unit 310,
the input key data is output as key data SK,,;, of the upper 128 bits without any
change. Further, key data SK;OW of the lower 128 bits is set to 0 and output.
When the 192-bit key data 1s input to the bit length fransformation unit 310,
15  the upper f28-—bit data of the input key data is output as the upper 128-bit key data
SKhign Without any change. Further, the lower 128-bit key data SK,,,, is generated
by combining the lower 64 bits of the input 192-bit key data and the inverse
64-bit data, which is generated by mverting the lower 64-bit data of the input
192-bit key data, and output.
20 When 256-bit key data is input, the upper 128-bit data of the input key data
is output as SKyen, and the lower 128-bit data is output as SKjqu.
An XOR data of the 128-bit key data SKy;z and SKi, 1s mput to the first
G-bit key transformation unit 320 from the bit length transformation unit 310,

operated by two round non-linear transformations, XORed with the



25 at the same time to either of A side and B side. The figure shows a case in which the group of
switches of the selector A 347 has selected 33 A based on the select signal 346, and in this case, the
register A 348 performs a rotational shift to the left by 17 bits. Further, when the group of switches is 5
connected to B, the register A performs the rotational shift to the left by 15 bits. The 15-bit shift or
17-bit shift is performed by one clock cycle. The number of shifting bits (15, 17) is one of examples,
and other number of shifting bits can be applied. Eig. 19 shows apart of a control. table stored in the
shift control unit 345. 10 The control table is a tablé storing how many bits the register shifts at each
clock. For example, in the register A control table, at the first clock, it is specified to shift by 15 bits.
And, at the second clock, it is specified to shift by further 15 bits. Similarly, at each of the third clock

and the foypihglogksdtyis: Spesifiestdo skift by Farhils: Akrashal the itivthrousl thereighhrclock, itis
15 specified to shift by 17 bitS. Fig. 20 shows a control result under which the shift control unit 345

controls eaghnsiiitregistel Baihg1BeHiakie hawR indigitpdtin case of generating the extension key
from the 128-bit key data. The upper 128-bit key data SKhgh input from the bit length transformation

20 unit 310 is set imthershife regigtar & 344 . Eyed:28-hipkeé ol ale: Kitb itpatliroransiterfinatiGabit key
transformation unit 320 is set in the shift register B 342. Under this condition, the shift register A 341
and the shiffiiegidies B2Zubitpdratsep sbiliion whét M@mﬁfﬂéeéﬁbwlﬁ@mb@}huﬁi@g%?data in a
O g ey ety Gutpur oM the first Cobit key (rems ormation tngt 230 and the <
key data originally input. When the length of the key data input to the bit length
transformation unit 310 is 192 bits or 256 bits, the 128-bit key data output from the
10 first G-bit key transformation unit 320 is further input to the second G-bit key
transformation unit 330, XORed with the lower 128-bit key data SKy, operated
by two round non-linear transformations, and 128-bit key data K is output. Two
pieces of 128-bit key data, from the first G-bit key transformation unit 320 and the
second G-bit key transformation unit 330, are output to the key shifting unit 340.
15 The key shifting unit 340 generates the extension key using the two pieces of
128-bit key data and the key data originally input.
The key shifting unit 340 includes a shift register A 341, a shift register B
342, a shift register C 343, a shift register D 344, and a shift control unit 343.
The shift control unit 345 outputs a select signal 346 to each of the shift registers to
20 control the operations of the shift registers.
Fig. 18 shows a configuration of the shift register A341.
The shift register A 341 includes a selector A 347 having a group of
switches for 128 bits and a register A 348 having 128 bits. A select signal 346
includes a switch signal to indicate to connect all the switches of the selector A 347

25  at the same time to either of A side and B side. The figure shows a case in which

the group of switches of the selector A 347 has selected



25 output as extension keys as shown in Fig. 21. 34 Fig. 21 shows a correspondence between the
value of the registers and the extension key. 5 Fig. 20 shows a case in which four shifts are performed
by 15 bits at each clock, and from the fifth clock, shifts are performed by 17 bits at each clock.
Decision to output or not to output the upper 64 bits and the lower 64 bits from the shift register A 341
and the shift register B 342 as the extension key its outputting order are specified in the control
table, which is not shown in the figure. 10 And according to the control table, by outputting the select
signal 346 including an output instruction signal to the shift register, the extension key is output from
each shift register by 64 bits. Fig. 22 shows a case in which the extension key is generated from the

192-bit or 20Gshik keyopiadpNamely; % UBRETARPIELSY %%%E@‘A”@%f gl length

transformation unit 310'is set in the”shift register A 341, the lower 128-bit key data SKjo,,, is set in the

shift feQ|St%ﬁtﬁﬁ?alt@&ﬁzﬁibﬂhgebéﬂ%@ Kiwiput fromdige Wﬁ%@‘ﬁi&k@bﬁﬁmﬂiﬁﬁﬁé‘suﬂ't 320 is set
in the shift register C 343, and the 128-bit key data Kz output from the second G-bit key

transfgrmagenn¢oitd30 BOtscsatdistbe shitegisterts 24vhtibatd shitceluhin]biving i shart shows
keys not used for the extension keys. Fig. 23 shows a correspondence between the value of the
register and tkel ‘ekiénBiGnckely] -t Thetke yeriot osedbip oihe dxtdnsiaickeys and the correspondence

The number of shifting bits (15, 17) is one of examples, and other number
of shifting bits can be applied.

Fig. 19 shows a part of a control table stored in the shift control unit 345,

10 The control table is a table storing how many bits the register shifts at
each clock. For example, in the regist‘er_A control table, at the first clock, it is
specified to shift by 15 bits. And, at the second clock, it is specified to shift by
further 15 bits. Similarly, at each of the third clock and the fourth clock, it is
specified to shift by 15 bits. At each of the fifth through the eighth clock, it is

15 specified to shift by 17 bits.

Fig. 20 shows a control result under which the shift confrol unit 345
controls each shift register using the table shown in Fig. 19 in case of generating the
extension key from the 128-bit key data. | |

The upper 128-bit key data SKyy, input from the bit length transformation

20 unit 310 is set in the shift register A 341. The 128-bit key data K, output from
the first G-bit key transformation unit 320 is set in the shift register B 342.
Under this condition, the shift register A 341 and the shift register B 342 operate
based on the control table shown m Fig. 19. In Fig. 20, data in a column having

a slant shows to be ignored and not to be output. Data in the other columns are

25  output as extension keys as shown in Fig. 21.



between the value of the register and the extension key shown in Fig. 23 are stored in the control
table located in the controller. 35 As shown in Fig. 19, the shift control unit 345 stores the number of
bits for shifting the key data set in the shift register A 341. Namely, the extension 5 keys are
generated sequentially by shifting the key data set.in the shift register A 341 by Za = 0 bit, Z1 =15
bits, Zz = 45 bits, Z3 = 60 bits, Z4 = 77 bits, Zs = Lf’bits, Z6 = 111 bits, and Z7 = 128 bits as shown in
the shift register A control table. The sum of the number of shifting bits becomes
15+15+15+15+17+17+17+17 = 128, so that the 128-bit register performs the to 128-bit rotational shift

and the register returnsst initj e f of shifting bits is
made 126 bis (Ind IEaba oYL e e A I 2 I DR e
processingcan be stagted at once if the next processing is assigned to the register of the initial status.

Further, in case of performing an inverse transformation 15 (decryption), the process for generating
the exension key iBistaripehison eads ialHatHSoanAREcosNgi oM Obihe iransiarmation

(encryption) and the Inverse transformation (decryption) can be performed by setting the initial status.

Further, thelreksamd/Hydhe $untfidfithdoeknbkifof arfting fitsisinbtnigddigraateadharidcd8 bits (the
number of bits of the register) is to prevent the 20 generation of identical values as the status within
the same shiftragister alipud opadotmmgihetshifipnor&dhbrisaneloyel éofgredié ithanaasthits of shift).
This is because, for example, performing the rotational shift by 2 bits, which is less than 128 bits (the
number of BidlofaBsEgdter hriddetiershitg tsaiedeatiBnarshis ofia I smsIGvhikRYisegbater than 128

bits (the number af bits of the register),. . . ,
( outputting orger are sgec%rgd in the control table, which is not shown in the figure.

10 And according to the control table, by outputting the select signal 346 including an
output instruction signal to the shift register, the extension key 1s output from each
shift register by 64 bits.

Fig. 22 shows a case in which the extension key is generated from the
192-bit or 256-bit key data.

15 Namely, the upper 128-bit key data SKy;y, input from the bit length

| transformation unit 310 is set in the shift register A 341, the lower 128-bit key
data SK o 18 set in the shift register B 342, the 128-bit key data K output from
the first G-bit key transformation unit 320 is set in the shift register C 343, and
the 128-bit key data K, output from the second G-bit key transformation unit 330

20 1s set in the shift register D 344,

Data in a column having a slant shows keys not used for the extension
keys.

Fig. 23 shows a correspondence between the value of the register and the
extension key.

25 The keys not used for the extension keys and the correspondence
between the value of the register and the extension key shown in Fig. 23 are

stored in the control table located in the controller.



25 produce the identical value. It is desirable to set such values in the register A 36 control table that,
on performing the shifts of the register by one cycle, the number of shifting bits varies irregularly
through the one cycle. However, in 5 order to facilitate the configuration of the shift register, it is
desired to shift by the fixed number of bits. Therefore, one register is configured to perform two kinds
of shifts by 15 bits and 17 bits (at one clock), and shift operation by different number of bits can be
implemented using the two kinds of shifts, according to the following procedure. 10 Set the relation so
that Z, - Zo = 15 (here, Z1 - Zo = B1), Zz - Zi = 30 (namely, Z, - Z, = 2B 1), therefore, Zz - Z i = 2(Z, -

Z0). Further, h i . shi j st i - Z4: = 34 (here,
o 24 ona v R AP G e
differencesihetyenm heRugbels @l ShitingaieAre ade-15,bits 115 %ach30 Difse Q5ddBitsyand 34

bits, and the number of shiftirig bits (30 bits or 34 bits)is set to an integral multiple (2 times = | times)
of the pumbey ok kits ¢hErhits ABguERBILE) By Alefime shiflieg. dathiswarhasie diiesences of the
number of shifting bits are set to either the number of shifting bits for one time or the multiple by the
integer whigh lis2@ gre@feit tHar-tid Kitines=14s aitintégerddréaterhan?) aid He=nbidnbies, of shifting
bits for one time, by operating the shift register A 341 one time or two times (I times), it is possible to
easily impléaentishifitopadilorrs BiSvnicrathehaumbetlof sbhlfthegibies Storsttinltiidbontrol table. To
operate two times (%times) means that the shift operation finishes with two clocks (I clocks) of the
operation clock 25!iplisdfdr operatingithe sﬂﬁtﬂ@@i‘ster‘ﬁf34f&hlﬁmg bits ecomes

15415+15+15+17+17+17+17 = 128, so that the 128-bit register performs the

10 128-bit rotational shift and the register returns to the initial status.
The reason why the sum of the number of shifting bits is made 128 bits
(the number of bits of the register) to return to the initial status is that the next
processing can be started at ‘once if the next processing is assigned to the register
of the initial status. Further, in case of performing an inverse transformation
15  {decryption), the process for generating the extension key is started from the
initial status, and accordingly, both of the transformation {encryption) and the
inverse transformation (decryption} can be performed by setting the initial status.
Further, the reason why the sum of the number of shifting bits is not made
greater than 128 bits (the number of bits of the register) is to prevent the
20  generation of identical values as the status within the same shift register due to
performing the shift more than one cycle (greater than 128 bits of shift). This ts
because, for example, performing the rotational shift by 2 bits, which is less than
128 bits (the number of bits of the register) and performing the rotational shift of
130 bits, which is greater than 128 bits (the number of bits of the register),

26  produce the identical value. It is desirable to set such values i the register A



Here, on shifting | times (two times), both the higher data and the lower data of the shifted data up to |
-1ltimes (2 -1 =1time) are ignored 37 and are not used for the extension key. For example, in case
of shifting from Z, _ 15to Z2 = 45, | = (Z2 -Z1)1(the number of shifting bits at one time) = (45 - 15)115
5 =2, and both the higher data and the lower data ?@f the shifted data after shifting |- 1times (2-1=1
time) are ignored and are not used for the extensig’ key. This can be seen in Fig. 20, in which the
columns of key[8] and key[9] have slants, showing that these keys are not used for the extension
keys. And either or both of the higher data and the lower data of the shifted data after shifting | times

10 2 tmes)s gp Ataser s 1 SUBESRAEI T RN een - 0. ylich o eyl12)

and key[l 3] are output as thé extension e reasons why ration baseéd on multiple

by the integer grgatsr dhan v biserapleyaaaslass inad abRvaammio §rable I peMoen the shifting
of not only 15 bits or 17 bits, but also 30 (=15X2) bits, 34 (=17X2) bits (or 15 45 (=15X3) bits or 51 (=

17X3) pits e, whiabivesiexteeconmberafshifis andsifurtheptoimuaxelbarsecurithiArnsy the
reason why the cases are provided in which the shifted data is not used for the extension key is also
to improve tihe feestintyribes ddsined td eneliate, thecdetaintbicks isoofi gsestifon therfodanisian key 20
(in Figs. 20 and 22, keys of columns having slants, which are not used for the extension keys) when,
for examplé;nikde plogediingyof thbitsastvalé biitthéatppoceskinljokie hoghif iyprstidonsecutively
performed. For concrete examples, in Fig. 3, it is desired to generate such data when the operations
of the norfiifBEtEtrARETBEN AtloRithittrLhardiplemoried dstagrdhsromatidndsp! shifts,

according to the following procedure.

10 Set the relation so that 7 — Zg = 15 (here, Zy — Zy = By), Z, — 7, = 30
(namely, Z, ~ 7, = 2By), therefore, Z, — 2, = 2(Z; ~ Zy). Further, as shown in the
shift register B control table, set the relation so that Zs — Z; = 34 (here, Zs — Zs =
2By), Zg — Zs = 17 (namely, Z¢ — Zs = B,), therefore, Zs — Zs = 2(Zg — Zs).
Namely, the differences between the numbers of shifting bits are made 15 bits

15 and 30 bits, or 17 bits and 34 bits, and the number of shifiing bits (30 bits or 34
bits) is set to an integral multiple (2 times = I times) of the number of bits {15 bits
and 17 bits) for one time shifting.

In this way, as the differences of the number of shifting bits are set to either
the number of shifting bits for one time or the multiple by the integer which is

20 greater than two (I times, I is an integer greater than 2) and the number of shifting
bits for one time, by operating the shift register A 341 one time or two times (I
times), it is possible to easily implement shift operations of which the number of
shifting bits stored in the control table. To operate two times (I times) means

that the shift operation finishes with two clocks (I clocks) of the operation clock

B2
bl §

supplied for operating the shift register A 341.
Here, on shifting I times (two times), both the higher data and the lower

data of the shifted data up to I — 1 times (2 — 1 = | time) are ignored



25 (FL") are performed, or before or after such operations or at idle times of processes or switching
times of processes such as a 38 function call by a program, a subroutine call, or an interrupt handling
process. The characteristics of the control table shown in Fig. 19 is that the 5 control table specifies
the number of shifting bits of Bi = 8x2 -1 =15 (B 1 =8xJ1- 1, where J, is an integer greater than 1)
and the number of shifting bits of B2 =8x2 + 1 = 137(82 = 8xJ2 + 1, where J2 is an integer greater
than 0, JI=J2 or J, #J2). To set the shifting amount to a 1 of the integral multiple of 8 is to perform the
shift by odd bits, which improves the security compared with performing the shift 10 only by even bits,

gt : . ; t | M oy B-bit Ui that ie
its it AL e A D R e o ) S, ety B S SO e o .
for example 305 Bome £PU ywhichhasiReh i:HEsRIfURgRGRAMNAANS. dhe ﬁﬁﬁfé)Qp?Aﬂ%“Qq syafzas above

performs a high-speed processing compared with shifting by 3 bits or 5 15 bits. And also, in case that

this shift operatigijuséit the harekraderwhich tan shiflr daly bbiththehieraie casesaessiblgte perform a
high-speed. processing. In the above description of the bit length transformation unit 310, three kinds

of bit width of keyrtatdare input.tkweh avbegribeckeyrdbsachavings@dofbiehgtox tenwhiehk@yis between
128 bits (G bits) and 256 bits (2G bits) (G<Q<2G), 20 the bit length transformation unit 310 can extend
the key datdhisthershnestzeiof Hige ROy tatalwberthhecRbbitkey Hayads aplicesiAdg bawmee kind of
algorithm. Namely, when the k%data having length of Q, which is between G bits and 2G bits, is

input, the bild&kYtRhPaRSTS haiibs ey ranaidHve  trdhe rdans srdiwiss inirRERdata of 2G
bits.
s both of the higher data and the lower data of the shifted data after shifting I times

10 {2 times) is or are used as the extension key. This can be seen in Fig. 20, which
shows key[12] and key[13] are output as the extension keys.

The reasons why the shift operation based on multiple by the integer
greater than two is employed as described above are to enable to perform the
shifting of not only 15 bits or 17 bits, but also 30 (= 15x2) bits, 34 (= 17x2) bits (or

15 45 (=15x%3) bits or 51 (= 17x3) bits, etc.), which varies the number of shifts and
further to improve the security. And, the reason why the cases are provided in
which the shifted data is not used for the extension key is also to improve the
security.

It is desired to generate the data which is not used for the extension key

20 (in Figs. 20 and 22, keys of columns having slants, which are not used for the
extension keys) when, for example, the processing of the hardware or the
processing of the program is not consecutively performed. For concrete
examples, in Fig. 3, it is desired to generate such data when the operations of the
normal data transformation unit (F1L.) and the inverse data transformation unit

95 (FL™) are performed, or before or after such operations or at idle times of

processes or switching times of processes such as a



39 Next, non-existence proof of an equivalent key will be explained referring to Fig. 34. 5 In the
following explanation of Fig. 34, "+" denotes an XOR operation. Here, it is assumed to input two
128-bit key data SKI and SK2 (SKI#SK2), and that the bit length transformation unit 310 outputs
SKlhigh = SKI = (SKHI ISKL1) from SKI and SK2high = SK2 = (SKH21SKL2) from SK2. Here, SKHi (i
= 1,2) means the upper 64-bit data of SKi and SKLi (i = 1,2) to means the lower 64-bit data of SKi.
Assuming that XOR data of SKHI and SKH2 is AA and XOR data of SKLI and SKL2 is AB, it can be
said "at least AA#O or AB#0O" since SKI#SK2. Asigown in Fig. 34, these AA and AB become AA+AD,
AB+AC, respectively, by receiving the two rounds of non-linear transformations. This 15 means that
XOR data (AAAB) of SKlhigh and SK2high becomes XOR data (AA+ADIAB+AC) after performing the
two rounds of non-linear transformations to SKlhigh and the transformed data after performing the two

rounds of %B‘é@@ﬁrcﬁﬁ%’%%&%%@ widudhipceardinghiny ﬁ%ﬁéﬁﬁ%%fﬁ%a%r%.aﬁer

performing the two roun inear transformations’are 20 XORed with SK SK2high,

respectively, at an XQRGirui28tithe KORedsaguits@hiwaspisees ol #aia hecame MBIGAC). If the

non-linear transformation is a bijective function, inputtingAX#0 always causes to output AY#0, so that
when jat leagtAP#HBIeABHEEs itheanlbsheaist St fBasttACHO B! AR#O. Therefire =ginge-itlis

impossible to output the same data from SK1high and SK2high through the 25 two rounds of
non-linear trarstolmations; romexiswEncdhaitie enditedantikdersopsbvithg bits of B, = 8x2
+1=17(B,=8xJ],+ 1, where J, 1s an integer greater than 0, I, = J, or J; #1). To
set the shifting amount to a +1 of the mtegral multiple of § is to perform the shift
by odd bits, which improves the security compared with performing the shift
10 only by even bits, since the operation of the extension key in the data processing
unit is made by 8-bit unit, that is, even bits unit. And since the shifting amount
can be set by adding/subtracting 1 bit to/from the multiple of 8, for example, on
some CPU which has only 1-bit shifting command, the shift operation such as
above performs a high-speed processing compared with shifting by 3 bits or 5
15 | bits. And also, in case that this shift operation using the hardware which can shift
only 1 bit, there are cases possible to perform a high-speed processing.

In the above description of the bit length transformation unit 310, three
kinds of bit widths of key data are input. Even when the key data having ( bit
length, in which € is between 128 bits (G bits) and 256 bits (2G bits) (G<Q<2G),

20  the bit length transformation unit 310 can extend the key data to the same size of
the key data when the 256-bit key data is input, using some kind of algorithm.
Namely, when the key data having length of Q, which is between G bits and 2G
bits, 1s input, the bit length transformation unit 310 can convert the key data of Q

bits into the key data of 2 bits.



40 On the other hand, as shown in Fig. 35, another case will be considered, in which the three rounds
of non-linear transformations are performed instead of 5 two rounds of non-linear transformations.
Since it can be said "at least AA#0 or AB#0", there may be a case such that either AA or AB can be 0.
If AA =0, AC = 0, and in the same manner as discussed above, the XOR data (01AB) of SKI high
and SK2h;gi, becomes the XOR data (AB+AEIAD) after performing the three rounds of non-linear
transformations to SKlhigl and the transformed datg after 10 performing the three rounds of non-linear
transformations to SK2high. Accordingly, when these pieces of data after receiving the three rounds
of non-linear transformations are XORed with SKlhigh and SK2high, respectively, at the XOR circuit
999, the XORed results of two pieces of data become (AB-AElI AB+AD). Here, when it is assumed

AB=AD=AE#0, theNighawingristugeASABSAOE 0B HADIF(QAMnT Nakjs witlebihese pigess of data
after performing the three rounds of non-linear transformations are XORed with SKlhigh and SK2high,
respectivelys fiiginpecalion results are the same. Namely, SKI high and SK2high output the same
data, so that the equivalent keys exist, which are troublesome in respect of the security. 20 Not only
the ab®ve-mentionedtbadelbithreeermiadatonkrfdadg. tfansfornatiots scage €| operdinenr
transformation may output the equivalent Kifrom different SKI and SK2, that means an equivalent key
may exist. HoweveékeTeis i@oé%i@%swm@v@tﬁ@mh%mté@&wtﬁ@ﬁqéﬁia|e$&il&eyawﬂme%[€ﬁe

two-round non-linear transformation according to the present embodiment is 25 employed. Further,

there may belahioties badadriiaidheirat HeRERidteRsEosmAEon unit 310 outputs SK Inign =
SK1 = (SKHI|SKL1) from SK1 and SK2,, = SK2 = (SKH2|SKL2) from SK2.

Here, SKHi (i = 1,2) means the upper 64-bit data of SKi and SKLi (1 = 1.2)

10 means the lower 64-bit data of SK1.
Assuming that XOR data of SKH1 and SKH2 is AA and XOR data of
SKL1 and SKL2 is AB, it can be said “at least AAZ0 or AB#0” since SK1#SK2.
As shown in Fig. 34, these AA and AB become AA+AD, AB+AC,
respectively, by receiving the two rounds of non-linear transformations. This
15 means that XOR data (AAJAB) of SKly and SKZ2py, becomes XOR data
(AA+AD!.ABW+~AC) after performing the two rounds of non-linear
transformations to SK1y,, and the transformed data after performing the two
rounds of non-linear transformations to SK2,,. Accordingly, when these
pieces of data after performing the two rounds of non-linear transformations are
20 XORed with SK 10, and SK24q, respectively, at an XOR circuit 999, the XORed
results of two pieces of data become {(AD|AC). If the non-linear transformation is
a bijective function, inputtingAX#0 always causes to output AY#0, so that when
“at least AA#0 or AB#0”, it can be said “at least AC£0 or AD#(Q”. Therefore,
since it is impossible to output the same data from SK 1y, and SK24;., through the

two rounds of non-linear transformations, non-existence of the equivalent key is

o
1

proved.



41 equivalent key is proved other than the two-round non-linear transformation according to the
present embodiment, however, it is preferable to use the 5 two-round non-linear transformation
because of a simple configuration in addition to the proved non-existence of the equivalent key. Fig.
24 shows a computer for installing the data transformation unit for encryption 100 or the data
transformation unit for decryption 400. The data transformation unit for encryption 100 and/or the data
1o transformation unit for decryption 400 is connegted to the bus as a printed circuit board. This
printed circuit board is provided with a CPU, a memory, and a logical circuit element, and. encrypts
plaintexts supplied from the CPU into ciphertexts using the above-mentioned operation and returns
the data to the CPU. Or it decrypts ciphertexts supplied from the CPU and returns the plaintexts to the

15 CPU. In this wagifiRedaiigclr apsfernatiRbwh i iqriensy/pient AP i e - dpke Fanstasragtion unit for

decryption 400 can be implemented By the hardware. Further, the data transformation unit for

encryptionihOfigeihehdatadeansfoinationnsiindar decrsftiondt carchsalsenivplemeatedby the
software as the data 20 transformation method. Namely, the above operation can be performed using

the prograwstarends of magreatieadisledsiveoatdlexifiendisk torarebinsandthigriveay AhetGabove

operation can be implemented by combining the hardware and the software, though this is not shown
in the figuréBththdherasmt heguiraseisuatptbaanthar At abdi pekation Usiy Bk 8émputer, but it
is possible to implement the above 25 operation by a distributed tem such as a server and a client,

[ Sys
or a host cBnfBifter KA RFHRANES AP e R ﬁktﬂ&%h%t%ﬁﬁ%vﬁ%ﬁ%&)r@ SK1hign
and SK2., becomes the XOR data (AB+AE|AD) after performing the three

rounds of non-linear transformations to SKlye, and the transformed data after
10 performing the three rounds of non-linear transformations to SK2pign.
Accordingly, when these pieces of data after receiving the three rounds of
non-linear transformations are XORed with SK1y;, and SK2y;., respectively, at
the XOR circuit 999, the XORed results of two pieces of data become (AB+AE]
AB+AD). Here, when it is assumed AB=AD=AE#0, the following is true:
15 (AB+AE|AB+AD) = (0|0). That is, when these pieces of data after performing the
three rounds of non-linear transformations are XORed with SK 1y, and SK2pig,
respectively, the operation results are the same. Namely, SK1yen and SK2pgp
output the same data, so that the equivalent keys exist, which are troublesome in
respect of the security.
20 Not only the above-mentioned case of three-round non-linear
transformation, a general non-linear transformation may output the equivalent
K, from different SK1 and SK2, that means an equivalent key may exist.
However, it is possible to prove the non-existence of the equivalent key when the
two-round non-linear transformation according to the present embodiment is
25  employed.

Further, there may be another case in which the non-existence of the



42 In the foregoing Figs. 1 through 47, an arrow shows a direction of the operation flow, and the
figures having the arrow are block diagrams of the data 5 transformation unit and also flowcharts. "...
unit" shown in the above block diagrams can be replaced with "... step” or "... process", so that the
diagrams can be considered as operation flowcharts or program flowcharts showing the data
transformation method. In the foregoing embodiments, a case in which 128-bit plaintexts and 10
ciphertexts are used has been explained, but the data can be 256-bit plaintexts and ciphertexts, or
plaintexts and ciphertexts having another number of bits. Further, in the foregoing embodiments, a
case in which 128-bit, 192-bit, 256-bit key data and 64-bit extension keys are used, but the key data
can have another number of bits. 15 If the bit length of the plaintexts and. the ciphertexts, the key data

and the exigpRigRexkare Bhaneedi abeeHratathehbit RRgh IR BROGRSEEdray SR HNGN each step,
or each process is changed according to the bit length. Industrial Availability 20 According to the

embodimentebtimprasenidnyestion e bodinaéaathdensiormationjtofethble25d and thesinverse
data transformation unit (FL™) are provided for implementing the encryption and the decryption using
the same &lgonthmdsatmat ithes e ncayptfonuait @0 banstie déceyptiomlnicsadigarnsivareithe circuit.
25 Further, according to the embodiment of the present invention, the 43 transformation table T is
shared by #ilsiBipostdithetnosfofmanominienscanitimeequivalent key.
Fig. 24 shows a computer for installing the data transformation umit for
encryption 100 or the data transformation unit for decryption 400.
The data transformation unit for encryption 100 and/or the data
10 transformation unit for decryption 400 is connected to the bus as a printed circuit
board. This printed circuit board is provided with a CPU, a memory, and a logical
circuit element, and éncrypts plaintexts supplied from the CPU into ciphertexts
using the above-mentioned operation and returns the data to the CPU. Or it
decrypts ciphertexts supplied from the CPU and returns the plaintexts to the
15 CPUL
In this way, the data transformation unit for encryption 100 or the data
transformation unit for decryption 400 can be implemented by the hardware.
Further, the data transformation unit for encryption 100 or the data fransformation
unit for decryption 400 can be also implemented by the software as the data
20  transformation method. Namely, the above operation can be performed using the
program stored in a magnetic disk drive or a flexible disk drive. In another way, the
above operation can be implemented by combining the hardware and the software,
though this is not shown in the figure. Further, it is not required to implement all
the above operation using one computer, but it is possible to implement the above

25  operation by a distributed system such as a server and a client, or a host computer

and a terminal computer, though this is not shown m the figure.



S-box second transformation unit 14, so that the configuration is simplified. 5 Further, according to the
embodiment of the present invention, the subfield transformation unit 18 is used, which makes the
configuration simpler, and the linear transformation unit 85 and the linear transformation unit 87 are
provided, so that the security is improved even if the subfield transformation unit 18 is used. Further,
according to the embodiment of the present invengﬁn, the shift 10 control unit 345 can make the shift
register operate integer number of times to perforni'the shifting of the key data with the number of
shifting bits (for example, 30 bits or 34 bits) which is not a fixed number of bits such as only 15 bits or
17 bits, and improves the security. Further, according to the embodiment of the present invention, a

casels 15 provideghinuhighihe shEse e S episasis oused fardi tanon o

which further improves the se her, accofding fo the embodiment of the present invention,

even if thedwy. data PrRMNGAiffatemt pﬁb@ﬁ%t% a}%t&ﬁe%%ﬁg&hhgmw%e%wt 310

changes to the key data with a fixed length, which enables to operate a 20 flexible key generation.

Furthet, acgardingdoihs embodinaentef swrresaat inventigf:the, dwerpursbnaRdireaiock

transformation is used in the first G-bit key transformation unit 320, so that non-existence of the key

being equivalenhiaskdaahhefirevedyihich inagsoves theseristy, 26 fartkes Aceaidingdn the

embodiment of the present invention, the 44 location of the key function 25 is altered, which enables a

high-speed-preeestiieg:d2s operation flowcharts or program flowcharts showing the data
transformation method.

In the foregoing embodiments, a case in which 128-bit plaintexts and

10 ciphertexts are used has been explained, but the data can be 256-bit plaintexts and
ciphertexts, or plaintexts and ciphertexts having another number of bits.

Further, in the foregoing embodiments, a case in which 128-bit, 192-bit,
256-bit key data and 64-bit extension keys are used, but the key data can have
another number of bits. |

15 If the bit length of the plaintexts and the ciphertexts, the key data and the

extension key are changed, of course, the bit length to be processed by each unit,

each step, or each process is changed according to the bit length.

Industrial Availability

20 According to the embodiment of the present invention, the normal data
transformation unit (FL) 251 and the inverse data transformation unit (FL™') are
provided for implementing the encryption and the decryption using the same
algorithm, so that the encryption unit 200 and the decryption unit 500 can share the
circuit.

25 Further, according to the embodiment of the present invention, the



CLAIMS 1. A data transformation apparatus having a key generating unit for generating output key
data based on input key data, and a data processing unit for perfonning at least one of encryption of
data and decryption of data based on the output key data, wherein the data processing unit includes
plural data transformation units for performing a non-linear transformation or a linear transformation
based on. extension keys, wherein the key generating unit, which generates extension keys to be
supplied to the data transformation units, includes akey shifting unit for performing a rotational shift on
at least one of 128 bits of key data and 128 bits of key data depended data generated from the key
data inputted thereto by a predetermined number of bits Z1, Z2, ..., Zm (Z7<Z2< ... <Zm; where Zi is

0 bit) so as g, aenamIA ShILIRAME: RN JRRERIING SXIRNSIORKEYH 1P % S4BR 89 s datR

transformation units from the shift data on which the rotational shift is performed, and wherein the key

shifting unigingludesorriaHeR@bERAHGOISHENS IOLPeHA e TRIaRaRsh SR Sits or 17 bits at

one operation to generate the shift data on which a rotational shift is performed by Zt (2<l<m) bits; and
a conteolling unit foFeahtiolinghadie otshbeetaliorhhshiftadistere denperfermon s diativndl«bift on the

shift data on which a rotational shift is performed by Z1.1 bits so as to generate the shift data on which
a rotationafrsiffispetiormadt ByS Zsbitked. widata traksfotheationfigettatidfosiexeleutingd ey
generating process for _ ) ) ) )
linear transformation unit 85 and the linear fransformation unit 87 are provided, so
that the security is improved even if the subfield transformation unit 18 is used.
Further, according to the embodiment of the present invention, the shift
10 control unit 345 can make the shift register operate integer number of times to
perform the shifting of the key data with the number of shifting bits (for example,
30 bits or 34 bits) which is not a fixed number of bits such as only 15 bits or 17 bits,
and improves the security.
Further, according to the embodiment of the present invention, a case is
15 provided m which the shifted data in the shift register is not used for the extension
key, which further improves the security.
Further, according tfo the embodiment of the present invention, even if
the key data having different number of bits is :input, the bit length transformation
unit 310 changes to the key data with a fixed length, which enables to operate a
20 flexible key generation.
Further, according to the embodiment of the present invention, the
two-round non-linear transformation is used in the first G-bit key transformation
unit 320, so that non-existence of the key being equivalent to K; can be proved,

which improves the security.

25 Further, according to the embodiment of the present invention, the



generating output key data based on input key data, and a data processing process for performing at
least one of encryption of data and decryption of data based on the output key data, wherein the data
processing process includes plural data transfonnation processes for performing a non-linear
transformation or a linear transformation based on extension keys, 46 wherein the key generating
process, which generates extension keys to be supplied to the data transformation processes,
includes a key shifting process for performing a rotational shift on at least one of 128 bits of key data
and 128 bits of key data depended data generated,ffom the key data inputted thereto by a
predetermined number of bits Z1, Z2i ..., Z," (Z1 <§%< ... <Z,,,; where Ziis 0 bit) so as to generate
shift data, and generating extension keys to be supplied to the data transformation processes from the
shift data on which the rotational shift is performed, and wherein the key shifting process includes: a
rotational %E&%ﬂ@@ﬁﬂi@% BeQIsHNG A alptienalaithidnabibia %GEYSB%@%%%@“W to
generate the shift data on which a rotational shift is performed by Z1 (2<1<m) bits; and a control
process for controlling the rotational shifting process to perform a rotational shift on the shift data on
which a rotational shift is performed by Zi_1 bits so as to generate the shift data on which a rotational
shift is performed by ZI bits. Block Cipher Apparatus Using Auxiliary Transformation Abstract



It is desired to share one circuit by an encryption unit 200 and a decryption unit 500. A normal data
transformation unit (FL) 251 and an inverse data transformation unit (FL") 273 are located at point
symmetry on a non-linear data transformation un’ﬁDZZO, and a normal data transformation unit (FL)
253 and an inverse data transformation unit (FL") 271 are located at point symmetry on the non-linear
data transformation unit 220. Therefore, the grerypiigg unit 200 and the decryption unit 500 can be
configured using the same circuits. Fig. 3

1. A data transformation apparatus having a key generating unit for generating
output key data based on input key data, and a data processing unit for performing
at least one of encryption of data and decryption of data based on the output key
data,

wherein the data processing unit includes plural data transformation
units for performing a non-linear transformation or a linear transformation
based on extension keys,

wherein the key generating unit, which generates extension keys to be
supplied to the data transformation units, includes

a key shifting unit for performing a rotational shift on at least one of 128 bits
of key data and 128 bits of key data depended data generated from the key data
inputted thereto by a predetenhined. number of bits Zy, Z,, ..., Zy, (£1<lo< ... <Ly
where Z, is 0 bit) so as to generate shift data, and generating extension keys to be
supplied to the data transformation units from the shift data on which the rotational
shift is performed, and

wherein the key shifting unit mcludes:

rotational shift registers for performing a rotational shift by 15 bits or 17
'bits at one operation to generate the shift data on which a rotational shift 1s
performed by Z; (2<1<m) bits; and

a controlling unit for controlling one of the rotational shift registers to
perform a rotational shift on the shift data on which a rotational shift is performed
by Zy.; bits so as to generate the shift data on which a rotational shift is performed
by Z, bits.

2. A data transformation method for executing a key generating process for
generating output key data based on input key data, and a data processing process
for performing at least one of encryption of data and decryption of data based on
the output key data,

wherein the data processing process includes plural data transformation
processes for performing a non-linear transformation or a linear transformation

based on extension keys,



46

wherein the key generating process, which generates extension keys to be
supplied to the data transformation processes, includes

a key shifting process for performing a rotational shift on at least one of 128
bits of key data and 128 bits of key data depended data generated from the key data
inputted thereto by a predetermined number of bits 2, Z,, ..., Zm (Z1<7Z< ... <Z;
where Z; is 0 bit) so as to generate shift data, and generating extension keys to be
supplied to the data transformation processes from the shift data on which the
rotational shift is performed, and

wherein the key shifting process includes:

a rotational shifting process for performing a rotational shift by 15 bits or
17 bits at one operation to generate the shift data on which a rotational shift 1s
performed by Z; (2<I<m) bits; and

a control process for controlling the rotational shifting process to perform a
rotational shift on the shift data on which a rotational shift is performed by Z,; bits

so as to generate the shift data on which a rotational shift is performed by Z, bits.





