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Met hod and system for providing I nbound Traffic
Redi rection Sol ution Related Applications This

wa@ppBiozavé on cl ai ms the benefit of United StatB&T/US2007/014661

Provi si onal Patent Application Serial No. 60/815, 840

entitled "A network-based framework for retaining

i nbound roaners - Inbound-Traffic Redirection Based on

HLR errors or VLR errors,” filed on June 23, 2006.

This application also clains the benefit of United

St aMethétt anvd systamaForRatbeidingYmbhb ined Tiroffic Teadirkc tidip Solution

60/ 818, 283 entitled "A network-based framework for

retai ning i nbound roaners -Inbound-Traffic Redirection
Based on HLR errors or VLR errors,” filed on July 5,

RAGa ALtigadhR i cation also clains the benefit of
United 'St ates Provisional Pat ent Application Seri al

No. 60/872,769 entitled "A network-based framework for
r et aiThid gﬂiﬁ&%ﬂ dclﬁlﬁﬁnﬁ{esbedeﬁp%fn@'nx&ﬁfgctétgs PRegliLishd eﬂent

Based . on errors or VLR errors and integration wt

ApRlisalign $estehNPobl/# Byt 4dteatitleth (A neiosiabased Hagrewioskntir mﬁgnmg
iBbdigH r&kﬁﬂ’éi'§ elpbouhli TS0 ReMRSEBR Based ondPOR erbH - RAR errors,’

h|s plication is related to United States Patent

AﬁbeP 4P% Gh» 201G aThigorppligation 2lspogais the | hegefitvef Hexﬁedaﬁwes

PAPWsibadl UBatéiar Aﬁ’ﬁﬂiaﬁS& t9eR Nfg |ﬁﬁmti1r2@t3 FQ]%HE& “H %@Mo‘fk—based
an is rel ated ni t

ile g quté 12, 2006,
gt inipg (Ui TBFmess - &bow-Taaiﬁ%?&duwon Based on

HIR iefrbecbr' mhﬁdrsaﬂﬂle&@ﬁ aﬁ@tyszob@r ﬁﬁ§ e%gﬁaﬁ&amg@ Elalms the
rc

edi re
bBpel e SR oo Petnh Applissen Setinl Mo 6pA7 L7 EResed
“4an mbmbrsnaasteesﬁaae\eaﬂk Afpletdining OMbdihd 1EHG3S, —8Q14bound-Trafﬁc

LR el BRI 0 L L LSO e

ldqatien r@mtdtuglclstlecﬁamﬁlﬁﬁ)ﬂ)r hahdallurg s’t@ckplianﬂﬁét,l‘ Viiled oD d&hber 5,

2606 2%9gherAhJ %Ie;ﬂxc!;&?dc’ 1§ rr?lﬁfaed qo néteg Lgf%aetgsf) Eat?xﬁt é&]?pq{(]:g’.nglr genal

I ncor orate
I\Ehtlll/f"*gg,llé% entitied| M@ﬁod imi Ameeatttm 6 Riddgegionseiihbound Roamer

'I‘rzm?‘l@mﬂlgﬁl off qﬁl[]ﬁfl abl ¥O gt? Fssreia?%J 20k étgtem*enf Application

net MDF Sp eCI nventron re
SN | 1|1mg 487 &flflﬁhtd ‘dYIettlwésxei Apemtvs fadedéerse Wipdingf Netveork

'Mi‘ﬁ@ RebRE:WRPYEIEP OR IAES IQ%OBGEIWIH gﬂSﬁ%BtE} rﬁm@ﬁ Rk °¥005

onmon carrier nobile conmuni cation

ala-ﬂ/ by Kplagest o Vylteair dates Ptawét Hoplicationdiey 10/636,304 entidaditivikthod
ARBEERiéh SF& t@flulhﬁtl\ee'méﬂc' ?ﬂ@ﬁc MOATeEbN0 nbReYS. Patent No.

7%99 %g{ fqec{ gn %@Xs? I5I 5(903ac123r?mg priority to August 5, 2002, All of these

related patent applications are incorporated herein by this reference in their entireties.
Field of the Invention

The present invention generally relates to roamers in mobile networks. More

specifically, the invention relates to controlling traffic of these roamers.
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and to travelers visiting their territory who use
their foreign nobile phones. Such an offering enables

w@emBioz7io®bi | e network (PMN) subscribers to useCT/ligi0n7/014661

nobi | e phones within the PMNs ot her than their own,

such as the networks present in territories other than
those covered by the network to which they normally
subscri be. Typically the network operators enter
preferred bilateral roam ng agreenents

Bagkgroynd efithpdtivenfionh each ot her that include nore
favorabl e roam ng charges than those offered operators

w th whom t hey have established no such partnerships.
Ther ¥lape comppripe apd dnetypeki ppefators WerlRy eommerh sgwier hraobile

6&%5}9%ioﬂ%?¥]’@ﬁ1§ iR TaBh & SvidyScodHird Aidd rtﬁ@%lﬁlbgany of those

regi ster w when traveling outside their _
x&gxy%qkag@raé(pré Pifer dptpraptignap yoagiipg (@ their shegiibgrs traveling abroad,

4RI tb NN 818ks Prisi TN ttR AT tbiied Ty Mo VRE KBeiAfdReigh bbRE $hEkds €Snch an
qrpt.vvorks. He the network operators can naxim ze

nce, LF C X .
Frzing epables m’é’?la ARPOiR BetwpER NN sybserahersigruse hefrmehilerhiones
Wﬁlﬁﬁiﬂmﬁ?m @ﬂabe_ﬂﬂﬁn it cﬁ:fn,wdhvascmfnét@mg@ PRES ih t%’ﬁo)ﬁ@s other
ej,r hone i] e operator’ referr or _partner
it BT e s B et bR FPHLY oo Vi ol 1 ed
network(s) (i.e. Visited Public Mbile Networks
VP .that, may or, nay not be in t . country as
{ et v DirishlS tad Rt Rl PPRtee iR snt aimpied WBA R SR ments
(( pitvishshipsT)nw il reecic ahes that imehripreéer thestablyYRdMnigYycharges than
a t.the subscribers,from.the WN, imarily.
tgﬁ% ? %erkgr g By lﬁ{/ stﬁ?eé'i P eﬁt%bri’lsg%pgo 056@% r%?é%’?rsxlps'
Theraforgu Sprefoaled’t visved bgtwolls me lisse ithe the homPMekworkipsefers its
af ] ' i but . t HPMN
4ty Sy (8 L o BB L B P s
negor)y by Sotrst dfrmush eiparthiiNp ofen-ptrties negeoriRated nhnipefersed”
HeBv G RN e, e ndthl dferHbiS (hi Egﬂichlzﬁge ﬁ{eirtrn%éfng %g& rtk%Fﬁ%fners

armn? VPMNs In a country so t e "preferre
gatest Mot givestiyserodmineatpesomdt besteHpavkices Homainery ropmfdn their

R eGASRR dPeratd?’ stdeerrPRdt Phdledy feddorkyPMNs.  However ,
these TR techni ques may depri've the non-ﬁreferred VPN
I

oper aWBFEIbET PRHEAFHYIT e TgoieeXitirdaretwork(ss ke \GaitadsPublic

Mbﬁ&ﬁq&@ﬁfﬂsmmmaoﬁﬁmi‘ Ria§ nBBYe VRNV @uftry as their home
and be one of th

artnersh Wi t he HP e
“%BY‘EPeé'Fe Omr‘?e%’\%f‘kMObflﬁ NeRyrtlsofH PMPX dB name&aseus Cpon-
profpired VHMINURAGY hdRsgey geeiéle @ﬁli)d&ﬂbérﬁ @ioﬁ{ mgtﬂmmxr, primarily due
attenpts., t or abarting the handsef's, attenpt
tf o FFOGTE] o VBN S TV EMEIC At e 8t UG WS EIHOPE the
sobsctiber SLIHBNIN.OEhis snay0blsd ehdurdwetraffic rdisttibution By iR BIPMN
T-g}lﬁ% Igé)cfir;%gtlio% E’ﬁ?) {L?tgtlee%ng of Roaming (SoR)). Sometimes the HPMN
operators use TR techniques to control the traffic distribution of the roamers among

VPMNSs in a country so that the “preferred” VPMN gets a higher percentage of the

HPMN’s roaming traffic as compared to the “non-preferred” VPMNSs. However, these
TR techniques may deprive the non-preferred VPMN operators of inbound roaming
revenues. In some cases, these deprived VPMN operators may evén have a
partnership with the HPMN and be one of the “preferred” networks. In addition, TR
technique, which typically functions by rejectfng registration attempts, timing out or
aborting the handset’s attempt to register on a new VPMN, can generate network
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handset to re-initiate a nunber of registration
attenpts, which unnecessarily overl oads the network

wo paogiotaee bet ween the HPMN and the VPMN. | n sPE®US2007/014661

cases, conpeting and "non-preferred” VPMN operators
may deploy a formof TR at their end to retain the

i nbound roaners (i.e. subscribers of HPMN) by stopping
them from | eaki ng out of their network. This decreases
the revenues for other VPWN operators. The TR that

4GS 8n YRMDhRBISER1s Ah ShikaRh&Krs $adde nddrdcy. PHls icBRBSE theliRobile
(ITR solution to retain_the i nbound rogam ng

84119 Feinitiaterp Burpbyrof r%aqtraawwtear%% Pl UgggpesyRily overloads

he &b oIk BiterfiRS beRREn tHe HFNMINGQYE HdTeppances of an
i nbound roarner registering successfully at a VPW

even when an HPMN i s applying the TR agai nst the VPM\.
Qt her In¥ohRrcagds] cdngsaiiy Gkt SnopFvictted aviPRIN bpdrdibrsayst dploy a
0 C el 3 conp etitor, VPW § | TR attenpt. .One
et A i AR et i B REBG boco OB S BN bY
@6ppiRYy ehdnl efrodeseakeg dut a:fffthecir hewuoﬂecrhm decrbaseo e cas®ies for
R sgl i ntegra

i VE VR Pesfn T, Tt PR VMR bBIERLEEoL B actuaty an
inbpect TR |(11Tét) rsolutime semye the irboviRMdaimingsubsarideison updat e
response nessage. In another case, the | TR and

anti-1TR solutions were integrated to help a VPWN
oper allw prigt artnalsy eprovitasundti+Ida ieshnigpesmdesgnedntp iraprove the

Qﬁalﬂ%s MP M\$nbolfld Qgﬁné?rreg%ﬁné’fsuécgﬁﬂﬁ %Ca SAINN %ﬁ’w@en an

rejection error nessage that the HP HLR sends to the

HBI’@%M anplyingiag, THy egginst ﬂ‘h’eVWibN Other prigrrart tgchniqugs provide an
% i Fl:"ﬁe s&?ﬂ?ﬁ ountét a?‘an%e%@Jr'WJ PIR YBSRRY Onk ¥ 3fcte Rarlier

a e 1 nbound roaner's regqgistration process
filings rrpvided iptearated solyiipny to gpkieyesthy %esarqdwatfﬁ? Hasiregtion. In one
ERMNRERR 208 ahti-THOVEMEIns wekSindgrAEd amanm%&h& Tfuaidh iwhBR an

and anti-|TR techni ques did not cover.  the scen

RRVRE VLR GApISE (3 ecuPNNIIoE RISt Bad WPV & A Sqpopdate
&?&{dﬁs Bk temlt aibth@li L6 tRd I’Itéiﬂﬁﬁd thl-I”ﬂt'IEtsdlﬂmié%ré QaeRited to
a e _conpetitor e conpeti
o Cr PR b Ereeae o o ST RS b Slna e S v yvs n
61;;vazeﬁ1bfeodsf ik Rba&mdlunowb I £f&tion @ROr AlesIARE ﬂlabﬁhet HeMN HLR
abqve ntione onsi der th
S 1 HEC RRRE" RO Berh M CTRELTLE iy moound
djarriengThnsswy@gmsta:m iroessaget eapts at falhe ob rqmaumttomnd \fpamer’s
regls ];tt1§nr prlglcesss HirGhe gn%eti?o%g}ﬁ\hﬁ%ﬂdqg uXHahD téxﬂ)%d as HPMN HLR

abort.

However, the prior art TR, ITR anti-TR and anti-ITR techniques did not cover
the scenario where a competitor VPMN VLR, instead of the HPMN HLR, aborts the
registration attempt of the inbound roamer at the competitor VPMN. As the
competitor VPMN VLR aborts the registration attempt, it is referred to as competitor
VLR abort. Moreover, one or more of the above mentioned solutions did not consider
the case when the inbound roamer’s handset got stuck either during his registration
attempt at the competitor VPMN or after his successful registration with the

competitor VPMN.
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conpetitor VPMN. In accordance with the foregoing,
there is a need in the art for a system and net hod

wakiosl2ahé ow a VPMN operator to performtraffiBCT/US2007/014661

redirection on the inbound roaners, in order to cause
the VLR of the conpetitor VPMN to abort the inbound
roaner's registration attenpt at the conpetitor VPM\
This hel ps the VPWN operators to retain its inbound
roamers. There | Hglso a requirement oigllev ate the

pr ob/teAFeordanes, Bithiihe derggoing dhefe dt:? P RS e
meﬂ{]lﬁgﬁifrcﬁ &ﬁawda VPRIN bpdtatos tddpdrrmmfh}fﬁo rq{?ﬂh@b‘mdiﬁor&the inbound
met hod, for redirec ro traffi rooa

XTI lat%ﬁefv&’t%“%ﬁw‘thﬂﬁ%ﬁ&‘ o3,k CamReiE ‘3"’%&?& o jnbound
rf»érﬁ%’ts \@}A&h atigd) et miph Qt rmarwnpmor avPRDDt Thie mee;gg slice VPMN
W t h anot her .net wo | ocat.ed |n t.he

aPERHES P B ARG TETE PSR PSR BTG Hlsy s e
pré6lbm @€ stuclehaabét gy deyeribedeb@et i on unit, a r egi stration
attenpt of the roaner at a second VPMN, upon receipt

of a first registration cancellation nessage of one or

Sumimaryegi stration cancel | ati on nessages at the first
VPMWN, sent by the HPMN. . The nethod further includes

caus 'ﬁ% o %ntng%%tlog i$ 815]&12 Jgaﬂg&ﬁﬁg %He%drfgrc' R:gﬂ'é&mg roammg

message D assocl ate e second VPWN
ttatffimrof a Fremeagssociated ovittaen SHYING fand HariepRyaPAANS lnea first

VERGRD YRR rog}ﬁE:? ﬁ.‘&&%ﬂ&n&ﬂ@ r&ﬁstwlﬁ $R@es hE@okOMat is located

nmessages to froma redirection unit. The
in cilie reamei mntm. or gifferant ccoypine @ | gt YN Ngride c’BE"&P% dnelgdes

c*etb%tlfné byh dytp MN)n e arrgéibtfa@iﬁﬁ n@8mptstthd tahiREht a second VPMN,

acilitates the roanmer™s nobile communi cation when the
Upen Feein of g@n@@éfeggséqagors cacrllgtion (pessage of fe\ABRETE Tegistration

ANQIRESn aRBREts &f tht HRst VIVOMY, isert wmsqmpm Sb{éhﬁmoﬁdﬁrther

redirecting roaming traffjc of roaner, associ ated
A RARsaFRIFIPNTS SRS €GP e S RUbaR HEPITHE P Fopg 0 a VLR

a\;,(Ed\fNrt]ed’Wﬂlﬁ Ehel Jéﬁorfdoﬁmﬁm\l ﬁ‘iathv@ht tgél Eﬁgldtxﬁ.uble githip@rof thet tdamer at
anot her _net t is located in.the same ¢
B FoaRLNE Ml 1995 oF PEEOGHRRISHI BySeEm S (e TR from
digkdpedtiofiniNThe &Qlttﬁbt&dl it atriﬂethé detsttioRbi 4rh @bupled ecths first
ration atte r oamer 0 .
W '3@ feﬁfre Jonury n‘ﬁ’@err %‘fj]ihs R ?5%an2ance§?? ?og?]r}{ﬁmnon
wikhthgmaner’® hendset geor stuckdy itetseanddPMBncel | at i on
nmessages at the first VPMN fromthe HPMN. The system

further includes a redirection unit coupled to the
f i r stAngEdN dspect 96 thé hpyention presents a system for redirecting roaming

traffic of a roamer, associated with an HPMN, and is currently roaming in a first
VPMN, where the roamer may attempt to register with another network that is located
in the same country or different country as first VPMN. The system includes a
detection’ unit coupled to the first VPMN that detects a registration attempt of the
roamer at a second VPMN, upon receipt of a first registration cancellation message of
one or more registration cancellation messages at the first VPMN from the HPMN.
The system further includes a redirection unit coupled to the first VPMN for sending
one or more registration messages to the HPMN to cause the HPMN to send a
registration response message to a VLR associated with the second VPMN that
thwarts the registration attempt of the roamer at the second VPMN. Thereafter, the
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one or nore registration nessages to the HPMN to cause
the HPWMN to send a registration response nessage to a

wo/kdesazraoci ated with the second VPWN t hat t hwaP@EUS1@7/014661

regi stration attenpt of the roaner at the second VPWN.

Thereafter, theredirection unit facilitates the

roanmer's nobil e conmunicati on when the roaner's

handset gets stuck in the second VPMWN, Brief

Description of Drawings In the draw ngs, the sanme or

redindckion wngf cidittes thanbaner’d dwbile fogmeiumidation edbenehi soatier’s
system for inplenenting

H’%ﬁ &tﬁ%&" ‘%?”SQ ’?&rné’? I'on System (I TRS) solution, in

accordance wi th an enbodi nent of the present

invention; FIG 2 is a flowhart for inplenenting ITRS

solution in a Visitor Location Register (VLR) error

BriefddesaxiptiomefiDrawings cor dance with an enbodi ment of

the present invention; FIG 3 represents a flow

di agram for providi ng enhanced | ocation based | TR to

caus dn gthe offpwings.othe\samen oo rsimilar refesengeRnwnbesy igentify] similar

MRS hetsl N accordance with an enbodi nent of the

present invention; FIG '4 represents a flow di agram

for pHGvildTeREFsPRie & P¥5IFY droipaigmepisgdnpawrd Fraffie Redpection

Selet (IPRSLOIARA! Rebordhrte %ﬁ%@%ﬁ%ﬁnﬁ!ﬂt Br @8 p?éggrﬁ%\m%ﬂ@m,

of t& prese Invention; FIG represents a
di ag iﬁ] £d5 ap’i‘?‘?‘&?% fﬁ’g ‘WH*PI“F’P?‘"@OW%%"(I‘F‘% i & W‘Sltor Location

Re@ibtdr fVIIR) &xrorTbhsad tagpiidhcH, Ih t dcadrdghddywith @inHEWb diedth€f the
VLR error. based approach, in accordance with an

PARSBAI TP 0f the present invention; FIG 6 represents
a_f| dlGdB aepresentsar fige diagram figr prvddingRnhanced lsvagon dased ITR

| TR att t.f t.Wwo [ d
S R ORGP RS L e P et R 2 SRR
ar BmbadihenCof hp pesentinenfibow di agr am for handl i ng a

stuc a en_t roal St .
dur GO T e R S ibtal 5 BB Rl BR FEG) Bl ik in
thee M Riror basad appabacic én vdctdrdanct i wigh ae reoddidmemt offthd Ipeesent
ﬂeﬂﬁ&m invention; FIGS. 8A, 8B, and 8C represent a

ow di agram for handl | ng a stuck handset
FIG. S represents a flow diagram for performing ITR in conjunction with

countering of TR attempt initiated by the HPMN in the VLR error based approach, in
accordance with an embodiment of the present invention;

FIG. 6 represents a flow diagram for performing the ITR to counter an ITR
attempt from a competitor network, in accordance with an embodiment of the present
invention; '

FIGS. 7A, 7B, and 7C represent a flow diagram for handling a stuck handset
case, when the roamer’s handset is stuck during its registration attempt at the
competitor network, in accordance with a first embodiment of the present invention;

FIGS. 8A, 8B, and 8C represent a flow diagram for handling a stuck handset
case, when the roamer’s handset is stuck after it is successfully registered at the
competitor network, in accordance with a second embodiment of the present

invention.
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case, when the roaner's handset is stuck after it is
successfully registered at the conpetitor network, in

waecowsniance with a second enbodi nent of the prEGENS2007/014661

i nvention. Detailed Description In the foll ow ng
description, for purposes of explanation, specific
nunbers, materials and configurations are set forth in
order to provide a thorough understandi ng of the
invention. It will be apparent, however, to one having
BetgiledPgsciption i n the art, that the invention may be
practiced w thout these specific details. In sone

i nstanc II-knomn features may be onmitted or

si npl Eﬂf“ﬁéa’o loyging depaiption, 1B PEIAOEES: HeoXplapation, specific numbers,

nBéaats amlcormgnfdﬁaﬁm et b2k BY &B&90 bfbvldé&; t6ORa LA kRt Aing
an enbodi me means ft hat

e PR Epten FoiIE I apratent, SOHEE oD TR A HEE P BRI i the art

testhe hrb@ﬂt1¢mnﬁ9 b8 edctiord withdut tiise epdeit ded4lls, I Some instances,
t of the ipvention.

uded _.in at st one, enbodi
YREAHESE o sy 881 aried BE Suelot ot N fonBHEours g Present
Ma&&ntmnsFﬁﬂﬂMﬁﬁrd, RefeRRacs pethefl dpecification t00Rge régibodiment” or ”an
sar.J, e to .t The presen )
ARGRT S meai Tt byl BAfe, SR Caiataiefhfeaped in
@moeptiam \pltlmdhmtembbdmtent;tm ohcludeaif foi at mﬁstaorreoaxﬂmsdlment of the

»a f
iﬂ%gh(l)%h a'}‘}?e %p:ﬁjérﬁj’w ot nﬁlﬁe e 1n an emgoryve é:gt a‘é’t‘(l,(aBPP(S %lﬁ%es in the

Vi Si £9% oF PSP

Smh@ﬁmjm, dres wot tecesklalysyfst ®rthgsamd admdanentnbound

Traffic Redirection (ITR) architecture that allows

that first visited network operator to retain its

i nboukl nrewReyentiiacpravidesendystan. emethpdvandeascampytd® program

SbaRE, B ae%séolaeme ah, rofaﬁ’kr lé§s%c}’é{th%nwﬁ‘h Y rﬁirﬁ@ﬁetéveﬁ@tbb&%en a

Regi st er VLR% associ at ed the conpetitor visi
iiiféft Yistied petyeorks, 3 sempetitone vr%tgqi getveark gmdathe dopre aetwotle The

JyoRRBprodided B ISKINRGIIh G WddhktRA @@k)"@fchltecmsthﬁl JIRWR that
thhe operator of that first visited network to retain

55 ViSHesh RO cmerador tPhEtall diseRbamndo igameryj The gyptem further
PI6¢INE K ‘mereaioerbagéa aprben! ket Whan hnmu&dw%eﬁrkeglster
&&%‘5 hi s et§1vvor K in case the honme network

SHRHA P BIFOPREHIPT &ifisft nefoek L5t abrrts (g5 Togistation
adlepi\6f the@oathér dtelle bahpeditd \@fRE aletork OTHk al(w\bs )&Ie GRfhtor of

LSt .eit cation Regl ster (HLR

Mft&lv 89 PH @{f%ggbﬁbnﬁ%‘“ BRASPRRr Vi sited Mobil e
Swi t dthuem;rsﬁanamwwnsnmmd xhsmwa:ﬂa qperdteg tcShﬂhen(tMMﬁCt’thR}ound

C anpet | vi sited r .
r@z?rﬁrgl \hg{l ?%snﬁ%ée ne qrﬁ_lxﬁ 2Gse 2 hoe> hdr& e Eas Qich’ aullenfication
requirement. The system also allows the visited network operator to blacklist and
whitelist either a Home Location Register (HLR) associated with the home network,
or Visited Mobile Switching Center/Visited Location Register (VMSC/VLR)
associated with the competitor visited network, or a combination of both. This
blacklisting and whitelisting is performed based on various criteria, which are
described later in context of the present invention. The system also handles various
cases when the inbound roamer’s handset gets stuck due to the ITR attempt by the
visited network. This may either happen during the inbound roamer’s registration
attempt at the competitor visited network, or after his successful registration with the

competitor visited network. The system also provides a Gateway Location Register
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bl acklisting and whitelisting is performed based on

various criteria, which are described later in context
wo@RooBhe7ips esent i nvention. The system al so hanedBEES2007/014661

vari ous cases when the inbound roanmer's handset gets

stuck due to the ITR attenpt by the visited network.

This may either happen during the inbound roaner's

registration attenpt at the conpetitor visited

network, or after his successful registration with the

(QUR)&abddaolutionithe cllowes waervisited hetvayls tosdreaté 8 Oymthetivl (@efsrred to

h%?c% ez\yng}fcln”g (t:rafﬁico séz?%{o?lb\g{aég‘t@)e P@ I—ﬁfﬂ éﬁ% Pﬁxlaﬁy results in

VIS flo'treate a syn
thagingringhamingrerenugs of flekesijed metfdrk opdatet, rsitisatthHLR diverts

th8R9GiRE R RN LB LB one PRl el odi g{sto? thid GLR based

maxi m zfng roam ng revenues of the visited networ
faking aolution ariedeseribpdlapdr o einjext pEthe presersamiention.r affic to
the visited network. Various enbodi nents of this GLR

based faking solution are described |ater in context
of t HearlreappraachesvEprerions TERT pegh afpihpiotseiisby the inventor of

; h tau Nafat
UK fsp ﬁ»ﬁééhp%?gér%ﬁo)/&p z%os gggolég%h,,\gied A g il %81(’@% Ffb \Qﬁys of

ahlewiing 4 petwegdoeperpphin QF@IQNa%/’éﬁtUPﬂ%fﬂ#‘bM% sxgnﬂ@@vh?ﬁ%i solution

t@Q’@traﬁlt RAbohrfd Qﬁﬂh@yo@um&%%ﬁ oRr MORIsS 3R Ebﬁwa@@s‘ﬁ ?ﬁ)wde
solution to retain i nbound roaners on ItS net wor k

teemiuen P iiRerformEgel TRy pr BICE He EPRSEREs desyptern M fRzPreiding an
1aesfmr m‘fd?ffﬁc IRWéRue&io@ Systeén ATERHN tStutdorS YEHiE urﬁ@osomron allows

Vi dj bound Traffi.c Redi.rection

e Erdirrction pt terreamens arpeted il i%%ef pific ! RHbiae ko
(mdm)ebi T2, gmfefrsttvlatddqarnhbwota&mwaﬂqwﬂmhf 1a4\./bb B&mer 106,
Publ.i c Nb e Ne ir | S|

Wbl OB & RaboPE PhARY o e oty Gt YREfy g10s
(wprg;lemtaﬂ lity déshediBs€ Inl €Y. 1fIn 4RI c4RR,, roamgl Hitemsy witénhpt to (or
1F r{{)rcgcri.[;{o e§gg it :%rS%%%E%W alt% e t cc%mlope?ltor v1S1LeSoxrle§3vark)
HRYIN égz dndudesi et Hoaesbowmtion \RejyNtet (ISIL(RD HO, odnglets heeinafter

e%leé ;ta'oe "r“nl?'fiﬁ%; lfi(‘i 6“5%3) 1&}%%9.1%9% 04 %?So lg@g(? 1 Ltg(r-cf %tetgtgaq HLR-H

bl@ skdiré® HofilbGlatal dorrgfonding t@plpmatmts Qfdﬂ%MHellOé’,on skilled
inthe art that HLR-H 110 stores profile data

corresponding to all roanmers of HPMN 102. Techni ques
by whieshnigpesHRnNyhiehh ar tHRIYING eanb saerdovtbenndr spamgrs to preferred

ﬁft\%rakeﬂno\é%'\/&l?d RSN Whre a@ﬂﬂre(ri%txﬁf{e’d 11} Che @htod@Sent of the
"previous TR " 1n one enbodi nent of the present

nresgahinyeHionHBRMMN 532 pay inchide adR @o‘me mlﬁh%wre HOFIG Hdlist is
sBd ][E% ﬁdué%t thé aéanluﬁ% waesk L0itd Seb&R@trokdiers rtg ampmﬁened” visited
l{ﬁg\gq)rfcle oroexalmtp e, 1 seconci1 Q’Pl\%%n%g S1s g%rea}‘errég Set\%grrkeof HPMN 102,
HPMN 102 will attempt to redirect the traffic of roamer 106 to second VPMN 108,

using the TR module deployed at its network.

Techniques by which a VPMN operator can counter attempts by an HPMN at
outbound traffic redirection are also known. For instance, examples of such
“previous anti-TR” are taught by by the inventor of US patent application, application
no. 60/662,030 filed on March 14, 2005, System 100 may optionally include in first
VPMN 104, an anti-TR module (not shown in FIG. 1) for countering the HPMN’s TR
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networ k. For exanple, if second VPMN 108 is a
preferred network of HPMN 102, HPMN 102 will attenpt
wao ooos@elitnect the traffic of roamer 106 to secoPdI/URNN/014661

108, using the TR nodul e depl oyed at its network.

Techni ques by which a VPMN operator can counter

attenpts by an HPMN at out bound traffic redirection

ar e al so known. For i-nstance, exanples of such
reV| us anti-TR' are taught b y the inventor of US
Bht Vs isrhorarents e dhe V8 @Pe@@vre@zn@@oﬂw.lﬂw TR

AwBmbts{ fadbiftion26 9% ITRESIoRToh QR dABRMTiERA1ANR! dodjuhSEdiAdEn FIG.
%:n first VPW 104, an anti-TR nodul e (not shown in

IG 1) for countering the HPW s TRattenpt. Vari ous
enbodi nents where the VPWN operator counters t he HPWN

TR at t di t | ut

doscrPBER 199 &S db iR MY g m v PADY Q0K G2 s 5
integlatedesith @ VIMISG in ERMMPMN 104 Sﬁmi‘lsﬁly, VI WIFR I 112 8 tikk@dides a

V|
Bt VESPVER 14 BeBionbaialsf il B0 St ceikne VRIEAGE: A
firgAVPHN VIR 112 agl &t memttmwmldemfﬁswﬁﬂww 108 are
j P R 11 { d VIVEC T,
b ERRED bt asey) R el S v
116 and itvmwt:&wnscn :17] m@rtmah@ably resged fdas\WMSCOWERIV2 114,
bl f .

e e T T
addiReseq Rpames 10VEsienating ih fire \éﬁ’MNelr(éns r¢u§gi viala switch/roaming
SA%07 £396 Sna BRGHEa ORI S1P1 4781 BN (ob! SN AR 186

routed via a switch/roam ng
sigrelina i seserd VEVPY 198 gs ’foé‘tqqplwalthh/SPE’mmarSfW-Vl d2¢end an

idt8@atorfal §TRL 1129 th MHARORY. MBVMN 108 chsnuaithRd \M{haﬁxgt VPMN
h/ro STP-V2 120 and an i nternati onal
@g‘?ni? aeqqp%&’l’f%%‘ 108ppe Bignalingrysteant' & S sienpling prchitagsqre

1204naeing aﬁlcmﬂm‘dBMl\&rl] Jsaf@sum%ngwaﬁ{d f]@wﬁmhgmaﬂng STP-H
% S H‘gé%aélpgg Ciljg%g gggﬁrﬁ: %qlggé} IP%Q’/VgeA/ Idr}querent networks are
Rmsﬁmhnr(égaﬁ)gﬁaﬁbMpng?bﬁ P28 (TOAPPMMulfg. Mgﬂ% ApgIRatién Part

a en diffe e rans ction
CREATAS RARR QSPolERTort 2hitolc T, B 188 Veked imabntin, other
epﬁppdhxm:at tbﬁIhe Ealsént Grlvﬂ&l?blon, @ansidnaRpakhagéd e SHafating CoMection

ﬁloltlkl:% éb@,l) as ous{ %nal I n anot her enbodi nent of

n

e pres VentTon Sigﬁe si gnal s exchanged are
S| gnal i ng Connecti on Control Part (SCCP) based routing

Si gnﬂtﬁmer 106 may attempt to register with second VPMN 108, even though he
is already registered with first VPMN 104, due to one or more of the following
reasons. For example, roamer 106 may attempt to change the VPMN network in case
there is weak signal strength or a loss of co.verage in first VPMN 104, or due to new
available technology (e.g., GPRS or 3G) in second VPMN 108. In another case,
HPMN 102 may redirect the traffic of roamer 106 to some other network operator in
second VPMN 108, even though an operator in HPMN 102 may have a roaming
relationship with first VPMN 104. In yet another embodiment of the invention, this
network reselection may also be due to preferred PLMN timer on roamer 106’s

handset, indicating preference of second VPMN 108 over first VPMN 104. This
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wo/RioBlod0ds due to one or

Roanmer 106 may attenpt to register with second VPWN
108, even though he is already registered with first
nore of the foll ow NngPCRESHNT014661
For exanple, roanmer 106 may attenpt to change the VPW
network in case there is weak signal strength or a

| oss of coverage in first VPWN 104, or due to new

avai |l abl e technology (e.g., GPRS or 3G in second VPWN
108. In anot her case, HPMN 102 may redirect the

sigezingi ot twthE slepdves1the epsraigne ﬁtshé/r PMR 1 RE Hisereaeme from
fomsemend VPMN 108, even though an operator in HPW

102 may have a roamng relationship with first VPW

104. In yet another enbodi ment of the invention, this
net \Amystefresm @@rttie® IndlBdes ah SsHTPINe 109, pi ETRI #:188uIELNY that

Bl SR BTt a0 Sl bRl AL G Bry more

signating ifesagebaiprardee so hh@nptpe redieet joames 1GHCs WEHR td Gidst OfPMIN

e.revenu romr ste OOf r
folle o, S BtBodi PR SRR reeblion. (¢ RhAmIoE ot Firt MM, g deptoss
IFBrinbdule 1801do oaftén the TR um:nptl-ﬂl?l\ﬂsle b@é?ratmdn PN NPV the
4 r S
R 4 BCSp G B S0FBRE VERSCION AT RRAHED 4] inpppes o
detaction Vﬁ%lt/I‘IBZ 0"41: mlomtm BeiAP reigaling ntehagemlmﬂmmgm ‘between

. ; lLe_ 1
TR ol VN O AR SR od 3
raerdtoring. ITRAnedule b3 fuppert includgyer rediosctipm ugie ¢ h &b veiihg one or
o8- M@%l%ﬁﬁé %é%eé '&9 Hf@r%a x%alqut ?%f’fﬂ:ﬂ gﬁ;}rl]lgelgiﬁzs Eéyloyed

nonitorin rressages ex
dstectirepnitii apd rrileectlan dnit 43¢ ereanollestivielySTfdred 16 as R module

179 rfbxt %bﬁﬂlg‘ tBe TERS sb@Hor, Qn §§cop(?a§§é Wh%ﬂbﬁsoéﬁﬂ%&méﬁq of the
nodul'e 130 furt her i ncl udes a redirection unit

PEGSREA wgereﬂ?é & Withbe appgrenti t9naPergn tkidled ge dhe grty 8@4 ﬁef&rent
fLRAORE afe ddsedifted wﬁfP Okckdd whid el avesedstebsmt Wb 19Michly for

unit 134 are_collectively referred

132 and redirect

SXHRRETY FEPRSSS: %3‘??“1"6? 1 BSPRRFYaPInRyt Plethe RS Wil bt Atsqeiated

with EIRC fiodasdeo V\IntdlhétaﬁerMSm? FdRSbReRI $s t@fbet pefoph &S By ither
nven an #a be applgrent1 to a ers g%l led I.n
defegtic pil |3z r BB her P rl Badl phbees Rrrtimed

bydTRGhodme 1BB dlorie32 and redirection unit 134 only for

exenpl ary purposes. Any functional property of any of

the two will be associated with I TR nodule 130. In .

ot heidn woottier, erabgdifmgntcofi the grisht ns/emﬂbrbd"membdulerado actively

ir?e{c%g tl%eglgrfathhg o 1|S é\?gkl)gé ﬁ%} ?rohr Inag%n'clﬂné'f? 11§1A8 Ioan in-

signaling path mode In thxs case, the operator in ﬁrst VPMN 104 may configure STP-

V1 116 to assist in exchange of one or more registration cancellation message (i.e.
MAP CancellLocation), and one or more registration messages (i.e. MAP LUP)
between HPMN 102 and first VPMN 104. In one embodiment of the present
invention, a first registration cancellation message is a CancelLocation message sent
from HLR-H 110 to cancel the registration of roamer 106 with first VPMN 104. In
another embodiment of the present invention, one or more registration messages are
LUP messages that are sent on behalf of roamer 106. In one embodiment of the
invention, all signals exchanged through STP-V1 116 are SCCP/TCAP based signals.

Such “active” monitoring is hereinafter referred interchangeably as in-signaling mode.
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by I TR nodul e 130 al one. In another enbodi nent of the
present invention, |TR nodule 130 actively intercepts

wo b@ssrgnal i ng from STP-VI 116 or from i nter nabCDO81007/014661
STPI 118 in an insignaling path node. In this case,
the operator in first VPWN 104 may configure STPVI 116
to assist in exchange of one or nore registration
cancel | ati on nmessage (i.e. MAP Cancel Location), and
one or nore registration nessages (i.e. MAP LUP)
Ihethedarigdtlifg iddeaTkR fmadate VRVE déployeldnom neandnd G&i7npath by

of .t he f,l ention, a fir reqi i
IS PETY AT oAt o S L ooy 1
thodiie HHRIHond émbodimantosf]the preseng giventicn, therppofaterga fest VPMN

HAS ol L8ty VRS 08 0b, 90056, EIRH! PR GhallE 130

%resen I nventi on, g | ONn nessages
ader seoPndues sagios (i-hatia FLR-Yénkl2pat behaliz o eugeieg signaling
8 P SR W b NIl B e i
agpgyplbfadure of primagcrontjes: Hepes, thermenjtorise iee probingfaf éhe TR attempt
& plgs R ih RYShoha) PASRE Yadfiodifl & 2R nbFidRES ik dififils.
I n-signaling node, | TR nodul e 130 is depl oyed on
roam ng SS7 path by configuring STP-VI 116 to route
Ilgg erllﬂ a4 88 abpr%&g% ageﬁmf 16 {d 1he a&{tngu@ RrdeF & mﬂﬁ ®ping
..In one e oal nent . of, e rese vention, t
peptineart rPFfsqusww}%nfézWFﬁ&r‘E% @;ﬁ@vﬁe i‘ri]%“tpssfmed
mrfdgva m&nalaﬁ%ﬂ Topes (6OtablesO(TE) o8 using \a/rli Méalsargetinuhxesf?ra&)n (MTP)
an a congdar routing.(1.,e | . - . 0]
Pt T BBl ek o iPGiAL ST Sl Pt 165e6" (sPC) and
S@ithHAR yaniiny SPOYiepémiinglastha neeain skau inp@NMN(Qr In case the TT
routj of traffl ' of .fail f,.pri
1 G . operan St R IR sPntefis PN Bt T mogute 130
fat bethphcdnsing and ontgeinlgiimetnagormb SESP sizmiing ecpmpest Glonsidering
[ actiyv ni tord ng_ of e sj.an o i
B B8 GeliRidht et B TP SRl orebarth bl I veAIN 104
¢onfignres 8TP-O0p1 Igtosend auinEonying inessage.anidisa NumbeotingBlan GNP) as
.tk R j r d i
%.Eg IR @a@&eﬁéwéég@ %%;ﬁ‘)t eah: %ﬁ( %{I]_?'R ReLLR I vUSbiother

ranslation r ta or usi ng an

dvebsiirgentT inyalyled rin Prer TT andr e MEHrpwiipe telingques havaarpady been

&e@érﬂfeﬁ%hﬁ viél-EFITﬁiiﬁ | Poi m Code (SPC) and
Swi t chi ng/ Roam ng SPC dependi ng on the network setup

in VPMN(s). In case the TT is used, the operator in

fir StTIMP%%EéQ%@QHSﬁ Srdvedes SHRoM edhbbdiangls| WiRr&BERI k&mpetitor
130 for bo

S EONETR R AT T ST
Menrips oR gheMhBotiriUioamer atl the cORPERLOVPMN.f A e ddiyStild 4 PMN
VLR aborts the registration attempt, it is referred to as competitor VLR abort. FIG. 2
is a flowchart for controlling traffic of the roamer of HPMN in the VLR error based
approach, in accordance with an embodiment of the invention. At step 202, a
redirection unit coupled to a first VPMN detects a registration attempt of a roamer at a
second VPMN, upon receipt of a first registration cancellation message of one or
more registration cancellation messages, which the HPMN sends. In an embodiment
of the present invention, when roamer 106 makes a registration attempt at second
VPMN 108, VLR-V1 112 receives a MAP CancelLocation message from HPMN
102. ITR module 130 detects this registration attempt by monitoring (i.e. actively or
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configures STP-VI 116 to send an incom ng nessage,
with a Nunbering Plan (NP) as E. 214 and CdPA

w®e@BieEDé on Poi nt Code (DPC) as | TR nodul e 13PCT/US2007/014661

Various other enbodi ments involved in the TT and the
MIP routing techniques have already been described in
the previous ITR filing. The present invention
provi des various enbodi ments where the conpetitor VPMWN
VLR (i.e. VLR-V2 114), instead of HLR-H 110, aborts
pasivelgpine MAR iCancall.o@tipt nohsagheTherdafiandt siopaes, the redirection
|tor VP g
FEEREHT S 5P reiBrhioR SREREL [ e LR e RaBaB bR 1o
s)éhdRaabglsttatloF rﬁpolﬁsemesaag‘elt@mdﬁd_i nssbeiated orithy e Lsm@gd VPMN to
af fttllecr gistrétn)% a&tg gFSf tﬂé md:, ftﬂe %@n(}/‘v’ﬁvﬁ‘ﬁ "R Bnﬁ @ﬁ@&jdlment
chc i n accordance W th an enbodi nen
q>frthemtemn inveaticn, YR aoduled 3P serids eddABA-ogation Iétesiaﬁﬁ aepsegs (i.c.
%Eé b5 bend Y G CEIA fod t%%ﬁl‘i 12 | PfhaPldSEPHLRIF 310 to send a
roa at a second VPMW, on receipt of a fjrst
TegigiratianaIchRINST BIFEBES, PR ﬂS sHEE GMARCyicelgpation message
519'19(']15 tr&@ét'e%r E‘da&%gxlxd YPMID 108 S3AQASIs TP GltsdaBE 1SHBM\'on behalf

sends. "I n an enbodi nent. of the present inyention

eloepnmier 106 SiviRG SN AMPERFion ithtti TORMEE { Uit Wafirst SEOHH W

108nate Rethred d2ad GRIBIMESP 2nchdPe Gipeddink 6pbhR mERERAShch as
fromHPWN 102. | TR nodul e 130 detects t

Fegedoraiamomeseee st LHY HBFH t BFn G2YFS ai i1ty abort the
&EE&&%nVaedembt bheaMBP1 06ai e&loho vaMIoNogrES Sage.

ereafter, at step 204, the redirection unit sends
one or nore registration nessages to the HPM t hat
causem atnbmemmmemdhapremt Biverionp HLREH 10 0 sigay require first

TRRATH8: et TS5 et o EnAS S0P by e

ﬁbgts&ﬂﬁanﬁMbbss [betvoden IéPMd)UIl(meaﬁd ﬁfst t\ﬂH\/IbTr H¥ledt such a case, the
t 130

h@%%gbégnﬁmg 5%@@? on béﬁé%? dPlflr mV%%%BT84u%BgageSHm

AhfRetdichiGn TifatmatimnEADHnBSskEe) X theinbewdl roameyi prior 4¢ semling

{lfaSL %O% gges RAHER-IB Lf%] lﬂ%n%ﬁ@o&%n@&f Mg‘ resent invention, roamer

I On nmessage or reject er or to second
Whar@i@et getsnteck: ini sscandPV MBS Hfe cithergining dis rpgifteAtion gtempt

?@F&%‘éﬁ%ﬁd@g oPBtdr TRIBSRL QN LePRiratiRMANRE sdBRd VPNIR 108.

I's hereinafter referred to as
Tfua leesty Happemdussa e, ingilenertatiog of aplTRSesalition g Ssst STMN 104.

ﬂ'ts‘sugﬁl E&s%& La%@?h'e%ﬁth@ﬁﬁ&ﬁg@ afd syndRtE @F eﬁtce’efegﬁfratl&ﬁ'd f68e, the
toaort ereglstratlon atte of roaner

m@emonst@moftwm R8RS BRBIRERYTIGH i other
RORBEdirkaNiP 134 IBhdbidd biRefY6 & aibke &nflie&dive calls despite

being stuck earlier. FIGS. 7A, 7B, and 7C, and FIGS. 8A, 8B, 8C describe various

embodiments that cause the roamer’s handset to get stuck in the second VPMN, and

st

the mechanism used to handle such cases.

In one embodiment of the present invention, ITR module 130 in first VPMN
104 exploits the racing condition of its fake LUP messages and the competitor
network’s (i.e. second VPMN 108) ongoing location update with HLR-H 110.
Therefore, ITR module 130 is able to create HPMN 102 TR on roamer 106, according
to its preferences, irrespective of whether HPMN 102 has the TR solution deployed at
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VPWN 104 to authenticate the inbound roaners of HPMWN
102, prior to initiating the registration process

whedseznodHPMN 102 and first VPMN 104. | n such BCDHS®)7/014661

the operator in first VPWN 104 may perform an

aut hentication (using a Send Authentication

I nformati on (SAlI) nessage) of the inbound roaner,
prior to sendi ng the LUP nessage to HLR-H 110. In an

fieert B Bl i Riateeios A eomekr bt TIC o ap i pgndsets

antlSsaneg IVILR/YIM SCYBaset swionMSﬁH%ysano(BBS\y%xaﬁlﬁ A9rper Global

fter.i uccessf ul nd. VPIWN
Sl ok MRS BBt R S e CaB P io i Sspes to =
pra&RS1sSOPMIN (mgmecf by s hewRMatidiDdpdake) isarc mdependent pabdesy from
h nd sy r
PSraBHHE EMIAANIRA ABEE YR FhoR Ble GSf1pndgra doos pog gpake
seading pf @mlltdt:etlmnamagestmm degeadant.nimethier stords) HPMIN 102 may

o?> £ e ﬁép{hgﬁcankaﬁhéa%%'xﬁ L tl]régér AR S ucﬁ%‘%et@:«%ﬁc with

ean recelve calls eSIt el ng earlie
w?rp@s rogrper Y49 wap ceatler m@gtemdmef@ﬂ or&B’terame cronpidtion of the

o\ﬁ@&hg qécaﬁgf:? 9934{@ Ploseds hﬁt aC@HeRIILOR Jf%@ngﬂéﬁat cht NARAS&L é—i}‘%/m

second VPMN, and ni sm usé

ngeRr{aﬁdHéRch hloé asseds then Cappslleasption massasefimmediaitlps apen a
bR b 98w ITIRERERE. 8n 2RAhdr endbobitheny BMNe la%exﬁ)ime%lt)ﬁ' some

the racing condition of its fake LUP massages and
RGP on gt NORE™ FILE verBotn e 85 bR gpessage
tb QE@IITHTH Rﬁvﬁ{geVPMNn (4. Rirst W@/{Nﬁf@ar hBr @ﬂerltEB caﬂx@wn@n of

e create H@%\]/Né on roaner
) BP%@;C gt &F B, U The ompeioE SPVEN 6. ahepf YEMN
lldE’J\/NT.h%fd?S,S theITHS Sslutionomigdedepyeid abon StheetwaviK. HLR
| gﬁ sol ution also has a dependency of TR e.g. on
IWBEW ghdsets and some VLR/ VMBC/ Base Station

Subsystem(BSS) versions. As per Global Systemfor

o & o ERERA 8F A BMbertt AVSRICR: b ceriving gopays LUP

nippsage e thel roldie afran lqngang)oqasoraupdamjtemmm@m sopre0BREN HLRs

i%&g %ﬂg{&gﬁégg%aisg% AL ' tﬁg ?ﬁ%gr% l%cﬁfog%%ﬁi?te Pjagsa@gcgn twh?le ‘some
HEMNeH LB caboits mhenexmlopam mwnmmctmnnAetah@sulmm $TRS

shiRlbh 1RRRRY agptwal@ adnt Q@mﬁﬁﬂ&e{fkﬁ’/ﬁ@‘\hgi‘ slfzesmaez {Dy4)

t he previous net wor oaner

ipglemsatatipn i.pegibsn eth@u) arge P dolipwing e ORM cmgpus: |1®n an

efibolidRnPHYME ?Bgesbrﬁ‘-'iﬁ*\ténﬁl?n liﬂéj@&rﬁp@irf&m Q’ﬂR%Borts the ongoing
enbodi ment of the present invention, HPMN HLR (i

LERirppseqiinn Wheni¥ retrivesie Spnesdlacrtion mesway en roamer from the
HEMRABR e H¥we R Ofbrfe VLR versions do not follow the GSM standard, and

hence do not abort the ongoing LUP transaction. In addition, upon receiving the
HPMN HLR abort for the ongoing LUP transaction, most VLR/VMSC/BSS will
generate a network failure error at an air interface (which is received at roamer 106’s
handset) according to the GSM standard. However, some VLR/VMSC/BSS
combinations again do not follow the GSM standard and hence do not generate a
network failure error at the air interface. Therefore, ITR retention success depends
upon both the HPMN HLR, and the competitor VPMN VLR, in addition to the

normal dependencies of the TR.
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wokdsatting HLR ver si ons)

recei pt of a new LUP nessage. |n another enbodi nent of
the present invention, some HPMN HLR (e.g. sone

i ssues the Cancel LocapCDIS2007/014661
nmessage to the I TR deploying VPWN (i.e. first VPW
104) only after the conpletion of |ocation update
process of roanmer 106 with the conpetitor VPMN (i.e.
second VPMN 108). Therefore, the ITRS sol ution al so
depends upon the HPMN HLR i npl enentation. In an
enbodi nent of the present invention, upon receiving a

new LE #RS R ﬁ%&x%{% Sigk?ﬁ @'I a 3090 ufieduc RO work.

update % ransaction,
Bkt Ir¢tomaszom; sanceﬁ%g@dzyenﬂw rapge erl@%r 'i‘?g?of’/e dde repntigncaeqess is
b e O B RS e R Bbackc
solution indirectly al so depends on the conpetltor

VPWN R b 8ok~ VRetainad raamstseiopaiting janempetitor neiverk] o,

t hey "are not 8 I oW n@)éﬂaﬁm@béméramdhf chmpetitametwork |
enbodi nent of the present i nvention, the conpetitor

VPWN VLR abgrts t i.ng LUP_transaction when it
r eceiRFER!E RY B5FR FFE g‘l‘?eﬁn “i‘Feﬂég es“gﬁ o1 FHRfde raoﬁ\g{“ﬁ@ant

Mk HcRasd BYRB6nd BammhgYevdnuetsd 10118 sehiistival sicotssow t he
GSM st andard, and hence do not abort the ongoing LUP
transaction. In addition, upon receiving the HPMN HLR
abor tAsf desciiteet emmlg@j thg frédent ITRS sduti@onproniiss a VLR error based
BSS t f r
agﬁroaaf\:{}wﬁxq aus sV\{lhe c?x\%ﬁg]cq Vva! \EPI\?I%IE\?F veé& d@é ooutﬁr%g I’?!% @gérgﬁ’{ from
firstn BN 1%0@&@ nogmen 1@thatteBENG & rogibtar dvm—kmeosompetit@o Y&MN

t [
OB BS, OAPR 5ea0u td  g, es
legation based WER dior caupg dref erapetiftreVERopkort pjthey é’l&uerrexh based
E}gﬁﬁ@t? Sn ERE I\/ﬁl prcﬁr%ln REHBd dlhp:ﬁt m%lp}éls&t nﬁfégu&h% case roamer

npet’itor VP in addition to the nornal

H)édequ%ﬂm\é@\/fﬂfdepmhrgﬁm ResatRE30, WER prraleci0, sonapes go send
tﬁé‘%ﬁéi EUPam§§s§%ésStU Bek-wigbr rh LH;vbfm sdcdh o BM@H6n, the enhanced

, retention success can be in the range of 10%
@@“@0@@“@ﬂ$Rﬁ%P%ﬁ¥m@ﬁ success is defined as the
percent age of departing roaners to conpetitor network
retai ned back. [ Ret ai ned roaners degertln

conp&¥9MSF I%Wr%ﬂempt to (s fRreyhtoAliepet L) -reg‘)“—"gLW’thchond
VPINE % due® dne D Riidre taAsdlRemaRivhed hiove. Heddepitkstep 302, VLR-

V2 114 sends an LUP message to HLR-H 110. Detection unit 132 can deduce that

roamer 106 is attempting to register with second VPMN 108 when it detects no new

registration message sent from first VPMN 104; and it still detects receipt of one or
more registration cancellation messages (i.e. CancelLocation message) at first VPMN
104. A first registration cancellation message of one or more registration cancellation
messages is sent directly to VLR-V1 112, while the subsequent registration
cancellation messages are tapped at ITR module 130. Therefore, at step 304, HLR-H
110 sends a MAP CancelLocation message to VLR-V1 112, in order to abort roamer
106°s registration with first VPMN 104. Thereafter, at step 306, HLR-H 110 sends
another MAP CancelLocation message that is tapped by ITR module 130. In order to

perform ITR, in accordance with an embodiment of the present invention, ITR
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WO o@sieT)06 evenue due to its statistical

Despite all these dependencies, the ITRS still can
provide a significant revenue increase on inbound

SucCCesBCT/BS2007/014661
descri bed earlier, the present ITRS sol ution provides

a VLR error based approach that causes the conpetitive
VPMN VLR abort due to the ITR attenpt fromfirst VPW
104, when roaner 106 attenpts to register with the

e or VPW . second VPWN 108 ElL.G
o bith 08 P ol P g BRI EPORE WS GH AR dmessage) o
HI.CR:—BI | l@nubtiisdmbctﬂgatrﬂ:em o8 ﬂxetdaﬁceibnmbn hmssagt B dadnmnbn urut
5 P SR PR 06 s R 5l el o
W%Wehl\ﬂesvmdiereuﬁhﬂ\lam eaplkrmwlcc@einiﬁt IsmdukseT@w auomo HLR-H
d tin t
RIS apgts SERAGTHEs LEuSEREn OB (2 VEMIPISEGERrhhe o
nbmlt ifajurd> s @obrhFR 065 Jpawdsasr Tisid calkdtove fater G8paing in detail the
f t
oBcbETY ohRiE 2L A% S SekP u! B il MAPIRLEE SbbicHuen:
response. frokie sreend WPMVEN &@8°SY2R. VLRV2 114 sends an LUP
nmessage to HLR-H 110. Detection unit 132 can deduce
that roamer 106 is attenpting to register with second
VPWNIn ggothise renpbodigesné cofs theo PFrsoRtr BYyERtiqat Wiile peefempag the
eff@fibed MR Mbaked VIR tthpt, 21ER irhodtild 1150 ARLEC tassé'a?c@lei‘éabest

of one or nore registration cancell ati on nessg[g
message upah ceraiRicelt erCarsedagaionamerpes froppiiRrtia 110, Various

eHbB&ﬁneh%gif%&{d%{g @8 sm&hﬁﬁt MeRafeRAGR ldif)wﬁ NaVISC oﬂﬁfaﬁlcr
ation ssa es is ect |

atl on, cancel sent
105 fo Sptleghlochtghare okt RquuRt DEGRSRraEr §fhe previous fr
fitiap CHblvatdrOIT thEs S €S0l e thasm@h &Tquésfﬁhdﬁt@u] thed 3Re current

e R e DTy, L odget 1 Giaotpe ideShiey, it i fhip probem,

aAdtherd erhbcaimemlﬁﬁpafdrmg@ldcaﬂiom Basatl tITRS attesipt \IPMiwl Béscribed.

ereaft t 06 HL 10 sends. anot.he
RERGHEE 1o, Bl Brnrith B8 080 Fle T deaga peiags i RRtveh of YER-v1
1130ITR moduldelBOtaan pend orroutingRequast anmedidizlyc erind tdhseuding the

f'fﬁ( f’ %?e@ga tho t}ﬁﬁ{ ﬁr Fﬁ)e? tx@grggé'du%gnt Aﬂﬁ?%hﬁ?r}éiiﬁ)e f_(ﬁlt_.;ng

S one or
rmwasge MAbSdelwtmzcnfoupatmncfet Slart Mgssage 0PV wkssae In

t Tely ' T
oSENELARERAD IR BIORA f1SLB0 Al ol SR e n e
a@ath@relen@oémegh qfo thy| fawgntion, 4 thenputingr sequesis isarain  Any Time
5‘%%3 ((lg?ﬂ?rﬂ&s’s 6g°eu Q'He @‘:RI E@ﬁ%e@&%@é Q:aﬂ Be Is'!:n%ohl alﬂdgbllér bfaﬁon

S roaner s registration with second
h@@tﬁétrumai ﬁgbsanber Dlrectory umber (MSISDN) of roamer 106 Hence at step
308, ITR module 130 can send the SRI-SM message to HLR-H 110, in order to

retrieve a VMSC address of roamer 106.

In an embodiment of the present invention, in case HLR-H 110 requires first
VPMN 104 to authenticate roamer 106 with his HPMN 102, first VPMN 104 can
initiate an authentication procedure, prior to sending the fake LUP message to HLR-
H. In another embodiment of the present invention, first VPMN 104 is required to
initiate the authentication procedure in case roamer 106 was registering with first
VPMN 104 for the first time. At step 310, ITR module 130 sends one or more
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network failure on roanmer 106's handset. This cal
flow later explains in detail the process of causing
wohdmsieR7id® to send the abort nmessage and r ecei RET/US2007/014661

subsequent response from second VPWN 108's VLR In
anot her enbodi mrent of the present invention, while
perform ng the enhanced | ocati on based TTR attenpt,
| TR nodul e 130 sends a search request nessage upon
avgp %%.of t he CanceILocatlon nessaggﬁfrOWIHLR- 110.

O SERETE ISk 8F Ssuh AU FAYO8 dRfoERationy (Rl request to
HERSIRJe0) pricr toaséndiipovse ¥Mptorofregioddtivh heGaie Gel raet Lup

RGBT 0 T A BPayo e b fimen of e PsSent mspi of e

operatdidn FERNVINNL 026eiq Wde&kmited 36 e ,prdsblﬁnntahﬁhﬂélfsf eNthe operator in

oS B0 g S cbRienlaitetls shOSREFeatcht pRRC b AR eipeoncer
tohuthentfoaterfomged Dibawitio histHRMN 10PRTherbaftap} atisteprid®, HLR-H 110

rﬁgﬁr I tgelgf Agﬁf mefs!cl ncgth}i dFilca ©s ?uccg taut%}ﬁr% c\a/}ur)xitifzroain?hmé

NCElLOCAt T On hessage 1's feceived
Ingul ghdodBEent afiths em*ela incutiomghe 84LedIK nrenege avmwsisys of one or

aB{hithric%o% ﬁ)%ga%ie[g%?,t {lﬁh fag ktﬁgllatglp %ng? &tfiﬁtngle{s u's_«u*:deo'I'| éhh%h%l!:z{ﬂing

one e e I nven routing reque
rpamer 1QaPvide his HOMIN HQP. Stefpe 308 t¢ §h2 farsr sh8lvarin dae@sldgws, as the

| .
Rl S T80 B O 00, R G ol Wi ypon
1wbnwn@ﬁh@req@mmtmed eagibilithe i nvention, the routing
request is an Any Tinme Interrogation (ATI) nmessage.

The SRI - SM nessage can be sent on a Mbile Station

-1 nt eFRBERENEREISTARRE Fnseliation magspaseydetgeiase ATR vpdoting. 3 Q sends

oh@ 3P Biord Blke IANERssads WHIER a30S prl: E&'u’i@?lqmeﬁval 3@t1ﬁ1% ¥T0) until
send the SRI-SM nessage to HLR-H 110, in orde

OPg regigiiAtion MAYEEE 43 &?C%’gda? arSB%ﬁ?é-‘rﬂﬂlfe%“aqt’ﬁmaﬁeﬂce at step 314,
TERbasHure 80 a{entﬂ?@tonemﬂ&eltﬁwww 85 VPRI a@ebﬁbe‘idhlglol@ or

require r P to authentlc te roa 106

mgre #al?ﬁ @U% wf&&%z‘w 149. rﬁ‘% 15, AN Ity reavirdy °é cgpppletion of

1wgbaa mpdataﬁ;r@essﬂaﬁgﬁmdu{ 210. Mdr)]\%vet' Oalsﬂﬁohbng LUH’emé@k@es from
S to ot her e | nt, af

TERGRERO 0 dtse i S, 1Pl p AP A SEend, Berdany Bipey lerval cr,

ahdvbt atike at daeegsmhe:nt theahald nis peam:xediuTbe m ﬁmsanreﬁ\aﬁrﬁﬁ a re-

%%qgra\‘vai{x;n%? kha% g@g@gf Ylﬂﬁttlr%e 2 uFt%o R%}‘SO ar{)g.[ Oagn%[eerr 5)} (fa'or a c{epartmg

rpapez a ahewst mthat intmmpreeseageST0 sud T1asmSanerval are similar to the

pﬁH&ngq§kqﬁ&gon Information (SAI) request to HLR-H 110,
prior to sefding one or nore registration messages

(i.e. fake LUP
As explained earlier, ITR module 130 attempt the ITR by sending various

MAP messages, such as, but not limited to, SRI-SM message, SAI message, and fake
LUP message. In one embodiment of the present invention ITR module 130 may send
these messages using one or more GT(s) for each CancelLocation message received at
VMSC/VLR-V1 112. The GT used for sending these messages may be a new GT
allocated to ITR module 130 by the operator in first VPMN 104. However, in this
case, ITR module 130 needs to inform all its roaming partners regarding the new GT
being used for performing any kind of TR attempt, as per IR 21 roaming guideline.
This ensures that the roaming partners of first VPMN 104 configure their respective
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waledosomiined to be present

messages) to HLR-H 110. In yet another enbodi nent of
the present invention, if the operator in HPWMN 102 is
in a whitelist of theCT/US2007/014661
operator in first VPWN 104, | TR nodul e 130 sends the
SAl request nessage to HLR-H, in order to authenticate
roarner 106 with his HPMN 102. Thereafter, at step
312, HLR-H 110 returns an SAl - ACK nessage t hat

at es sueg essful authentication of roaner 10 In
R R B ouc g (55 RS PSS ThepRy GRTO Rikomodule
1ssage consi sts of one or authenticating paraneters,
such as triplets and quintuplets, used for

"aut henticating roanmer 106 with his HPMN 102. Steps 308

t 0 3IRoweever, shmerVEMNoastatats kiayaiot ke tddiscdpser tattheir Competitor
R oV AN QB BRL Gl S RER LAY Iy IGS § 56 RGsinet e,
1 on e |

depenalng upo rement
Algasiolyie| YRNIN dPsratceamay metfiaye rapire rﬁiétmdlebatato BiR module 130.

I?gégéﬁgﬁq RBChssy IJI‘KRHHEHH '1f%ior39y %@g‘%Zg?n ¢ YLRVEC114. after

e r nmessag eS"Wthin a I nt erval
edifying it( TiD) msndtﬁdd VhR-¥GiTsmpnbp cgqnmtgé Ayeadding one or more

%&iﬁﬁg Q%‘ﬂs 15 1k W‘Rcﬁfi 9@'#" Tn fStﬁé}Sé‘v’Sxtdk OfFR 'ﬁ'ﬁﬂﬁ% 17 pés]&, FiRes the

R nodul e 130 enpts to redirect the traf
exasting MR-YRKT @@nalbyle@éh@} higdlan@ te cragtsracnegrest-figped tsa" of 15
dibiky & llélsOAls-EOtHe%pEﬁ?ortdl HRst VENINVAR)4 doRfiphes g%f’w 1 1106 to route

conpl etion of | ocation update process at

oiesraing signplingyuessages WithECHRA aa s fepRost-frgd %M%R ppgule

needile, e STt Wbhill Pode W@T@ ds8d daf uREdpiiR® instead of
interval (Tl), and/or untl a re-registration

Rogtshal Relnsdhe epsrsernin firsteV YN J04do pReid iqfgrming other competitor

x{eﬁﬁr%&ﬁb $atrrdaév:e$ HENING bfftlh?boétllﬂdg,ﬁ e and BfstrbABinl tﬁﬂdm\tv@ whlle
errqQrm an 0 a eparti

B imarng wR8 b e i i et R t el AE Fpn nd Giner

WPMIN @ferdiars thdisquiveritlTR hddulé 130.ng. As expl ai ned

earlier, I'TR nodule 130 attenpt the I TR by sending

vari ous MAP nessages, such as, but not limted to,

SRI - 3vome segdimeBAGT thie peasget, inventioh AR tndRuleESe agels the fake
]ﬁﬁllem%g&gg kﬁ&p& re%gigl g!@anpg = tAéﬁ\fgéggégngInl &W?H#od&é&t of
nay sen ese nessages usi ng one or

tbapwsrtmlime:htmc dTRanodnis é%(ge?ndedm fake LEP nortS@ARIMI-H 110,

RV ST ST T QRGN AR TG I SRRISTETE, 17 Fguer

eppbodimeppfithegresepphipyertion, [TR mﬂd§lec’é§es endisTiRe f@jepul 6P rwsage
ﬂﬁ%@?atél? ahtff REEnglthe SRESIOARAG A bAG' ey 6L LWARing

for the SRI SM ACK message. If HLR-H 110 retrieves a VMSC (or VLR) location of

roamer 106 immediately from a new network location update even before it is

completed, then the SRI-SM ACK message will return roamer 106’s current VMSC.

Once the current VMSC of roamer 106 is retrieved, and a re-registration counter
corresponding to an International Mobile Subscriber Identity (IMSI) of roamer 106 is
at threshold, then ITR module 130 does not attempt the ITR any further, however, it
may optionally provide Value Added Service (VAS) to roamer 106. Some exemplary
VAS may be, but not limited to, a Winback SMS, and a Prepaid Local Number

service.
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bei ng used for perform ng any kind of TR attenpt, as

per IR 2 1 roam ng guideline. This ensures that the
wo casioerjopart ners of first VPWMN 104 confi gure PEEUS2007/014661

respectiveSTPs for appropriately routing the signaling

nmessages on the new GI to I TR nodul e 130. However,

sone VPMN operators nmay not like to disclose to their

conmpetitor VPMN or HPMN operator that they are

perfaqorm ng any kind of TR agai nst_them Al so, sone

VPWN 1B 7R F@PB‘i“g‘eﬁ*a?/f theypresat @vsn@;s‘a@‘ wpdpls 130 blacklists HLR-H

110 RorD el RfihéDtimk MnterivhliA lab&ncé Bﬁﬁﬁsﬁcﬁﬁ@& ni E’seﬂ@éjblﬂ Eﬁl  exror

130 may use a GJI . of VLR-V2 114 after
R AL W P i ek edaeﬁy gastE) 10 the

romting feq@dst (SRI-SNPTdrs dogfifnteblynbmer &Eltimdsfréth Imrmvorods This
TR.modul e .13 ost-fi the existing VL
e ey eres TR o TPt Fettip i e SRS avery before
epds fakki IM@R| nisEsaph. Ih50tﬂérg\kfblﬂs owhédne€ancellogatjor message bmtmetmer
first 1z ST. ut
108 i% fchtyedFfhn, Hick- Aol S0 SR TH o Mtichited B 6 B of he
apowt Pebsone,dI'KEI'ntodulb'lIBlO nsoesl fiekd BUP 1Bessages (thait SEPS14) without

SQ,?A{QD%L%/}%JOQHII%RE?CG%&% mﬁég‘”%l their prefixes instead

operator in first VPWN 104
to avoid inform ng other conpetitor networks (and even

HPNN)In %otflg}l e?nl%gﬁ{lenft Io CP@; @E}qvérﬁ!ﬁ%ﬁ \l;vﬁ«gpz} Q’Mg&( l&oﬁéﬁlmed in

whi |l e attenpting any east nmak
the SBI-6M &K, FT& mapwk léﬁdn"@t Hetermyp/yheiher Hiip VMG in second

VB MIROMRY is lal onl TR ﬁ&%kﬁg Jig’tgmrll r&ft@f]gpp@}m?g dbE Qf:[.l)(lﬂ:gu&h fogics

pr esent 1 nvention nodul e send the f
ofpEsdefimed Seteria opéh@fesrtoné? Téﬁresﬁ&r B AoRu lpel30 38 nof pend any

SRIN erﬁes@%ﬁéoﬁﬁé'feﬁt suBfeqhiif fQKé:-‘ LB meQusdht in@ﬁdeTtBe follow-on
nmodul e 130 sends the fake LUP nessage to HLR-

ofip: i 3k fakei LWh gnepses inissusa afigrihe BRESMACK, do HaItRﬁ L}p- In

ot wordsNtheaTR AReMPEsn BB iR Yoabr 1088yilRSBHibandoned.
i nvention, |ITR nodule 130 sends the fake LUP rressage

i mredi at eI y after sending the SRI-SM nessage (i.
af t efln Syet Pandiity sthiddatiént el then@rdsedt inventin, - 1K Aﬁ?jﬁule 130

PRRART SR T A oIS By o TR, i e
HRdNt 1@ failgdat retvey any MNIBC eaddtess $i.€ dnphe tSRI;ACKenedshge) in

roanhy Sl\{l&,‘ lgﬁssa er@ﬂﬁlttl“{ﬂr%/gtﬂ (_I)rr\oc{ugegfn%) ‘%8 bI%.ckCl L& Miows the
operator 6n efd$t YAMMN 104 0 egirgt TARI mpdwo UAO drong @mrd&lg) Gnthen$RI
r%egsa%g% %%E%ggtlglg.rﬁlotﬂgp wohﬁ, ﬁl‘i@ g,%{,gelgoligggg faké( L(.Jll"\@!:s)sages
without any routing request (i.e. SRI) prior to it. In an exemplary case, if the operator
in HPMN 102 has deployed a Short Message Service (SMS) relay mechanism for
relaying SMS always through HPMN 102, irrespective of roamer 106’s current
lacation, HPMN 102 will always return its own address to ITR module 130 in its SRI-
ACK message instead of VMCS address. In such a case, ITR module 130 will
blacklist HPMN 102 from issuing any routing request (SRI-SM) prior to fake LUP

messages.

In an embodiment of the present invention, an error message is returned in

response to ITR module 130’s fake LUP message indicating unknown subscriber,
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at threshold, then I TR nodul e 130 does not attenpt the
I TR any further, however, it nmay optionally provide

wy/alosmANded Service (VAS) to roaner 106. SonmePCT/US2007/014661

exenpl ary VAS may be, but not limted to, a Wnback
SM5, and a Prepaid Local Nunber service.ln an

enbodi nent of the present invention, |ITR nodule 130
bl acklists HLR-H 110 for a pre-defined tinme interval

Aepetngior 2oL gRPRD Peaai netosr s et P AR YA & ggaon

20da @laé ® fesi3istiong regibnal servids@ubsetipticty naﬁmmesdan(xﬁgehncswk like).

I i PROTI RN A4t PRl Y B IRER i ONF M e A oAl

sﬁbﬂetlﬁtmt fz&RIL—'[Hanssaggs, el aliccIMESIGR rémeredt UPfineVeMe 104 again,
Cancel Locati on nessage on roaner 106

tﬁusa%%% °nln§§h?rom tl—ﬁ_nﬁ?qH 110, and if this HLRis

bl ackl i sted due to any of the above reasons I TR

ol i SRUALAIR el FreTURE IORRn! herk-yB1 148, Abbor

w t hout sen I Ng an reque S
the 1ocatwnamiaweqrmvemd|qfs¢mn@f106rvé senopd MAMNPAOSn i ease roamer

1@%@ n%sty ” é#l?nl %eg&\%g?ﬁm: @?iﬂ%u&%gsﬁlw %leieg%nm&l v@ords

Is VMoC 1'n second VPW
when iy |1T@a seidsemfpanael-ogationomrssagd teVLEpBR y1|lﬂgV§r8n‘é2 114

vABRot &c@&:b@[&dk@ﬂh&é«a&ﬁsg@z{rﬁ \mer\etaﬁldm%bxt ﬁfd éh &@oﬁchVPMN 108.
response. Thereafter, | TR nodule 130 will not send

Ty cf@fWSn%g sphde spmprunicgtion pEwguen 10, é‘RéﬂLRdﬂ H@s%aégé% R’s

mmbe&ioﬁ%&ﬂa@s (fainmmmresé)fre%@@reﬁak @s hiRb AR R VER-V2
|S|ssue after the SRl - SM Al H 110. |n other

L14rhas the kpevladgeihetoioginer, H0g ﬁe“’&i‘ei?&’(stﬁr with speqnd1YEMN 108
qmﬁ th ﬂn@blth?x@baﬂdanﬂmt is ftlﬂe Ycﬁﬁlgﬁliwmmée gﬁi@ﬁﬁfm{m)ﬁ‘émm
e resen . nventli 1y npaul.e ac
e} NGRS 26 pPHOVL AT SIPbEIE e HELEVATD) povitzs lny gaition, \hen
I'Hg.gﬁkﬁduﬁ 530 s&ndde@MlmbS%?gé i HBRD1 I(Etpﬁbﬂtomydlﬂyﬁﬁ fake LUP
a es n.response
rerireiete \Sairh oo shiore RN IDE 4 Bsjrod i &8 sk ack
niddssagk to TTR ngpdalel 130s Hbivevappidraatenrbodimdnit 0§ the\firddsntlidderttion, if
i | I 30 fr n her |
G0 Blo | 03 RO S ple” SORAERGH NecbbidbnShestlle, qugp s
Gagealbaratigido I_\UFRW@slslég eeenvdfteh tmtfamyUPomssm} is sepidm ITR
nddufe 1584 HELR Zhﬁ o ul@”m%x L%ﬁomﬁ%vmécﬁdﬁ (i.e.

operator in HP rt Message
regumgdl @em@m)A@élrwsa@b tT:!nrﬁ lﬁmlgleﬁmgr of] they VS GV Raengtises that

A VPAER 107V hBEperforh @R Rfritey LriOfitdniA TR roahE 196 GHEch Rhse.

In order to avoid such a situation, ITR module 130 may opt to send one or
more fake LUP messages (i.e. at step 314) successively for a pre-defined number of
times to HLR-H 110. This causes either HLR-H 110 to issue an abort message in
order to abort the ongoing LUP transaction of roamer 106 with second VPMN 108, or
forces VLR-V2 114 to abort the ongoing LUP transaction upon receiving the
CancelLocation message from HLR-H 110 for the first set of fake LUP messages.
Subsequently, at step 316, HLR-H 110 successfully completes the LUP transaction
with first VPMN 104. Therefore, first VPMN 104 is able to retain roamer 106 using
the ITRS solution deployed at first VPMN 104. In an embodiment of the present
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| ocati on, HPMN 102 will always return its own address
to TR nodule 130 in its SRI ACK nessage i nstead of

wO/RMBS0zdoe ess. I n such a case, | TR nodul e 130 ®ET/0S2007/014661
bl ackli st HPVMN 102 fromissuing any routing request
(SRI-SM prior to fake LUP nessages. In an enbodi nent
of the present invention, an error nessage is returned
in response to I TR nodul e 130's fake LUP nessage
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| ocation,updatge trans ctlonof 0 C

R S B 3 Sarleb RO Fhele IO R P e the 1w
tmgszotion VPNED 806 & seapnd AFMN|1D§. Tenglftet, atistep 320G M-V 114

$8h{om G50 Ut Y el SRR RSy B ATRD PR Tence,
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cIprétlt?\fef @ﬁcﬁq tHe yve s:te% sz@gv}m LG ath 9 QeRfs arﬁﬂﬁ%rmésg%e, such

as HLR-H 110 has [ ake | ocation address (as
ay/\styrerk Ffald‘erﬁrtés@?m?feb‘i’%f dprdse;. Exampleg afapagerkgmgssages from

BANINVZ02L 14 sB@mat wmnq»k e%euhg% 4 mrmés%el e ﬁiahlek 106

regi stered wth second

Due to th
indjeatime e metvark) Eiligs jarg, t Put @ohvdipited dpy gt (1%@%
MAPI ¥1LOBBSTCA® abdrt Lﬁlﬁ@y@teﬂlofa@lﬁéprﬁhcﬁﬁ\y oﬂ%bieﬁlentanon of the
TerTi nat ed 55\” ties.
FHOh FEL S g’éﬁ%&‘ kA m@F&lOﬂ}Pégg%rg‘éPW VER <Hc M’eR Vp?r Hgy-
to sending the fake LUP nessage, the VMSCA7LR address

of second VP 108.is returned in the S I-ACK nessage
to | 6‘% gN“i Of {the,\RRGRFAL IVENLQR, EXEN) AftHIFPdIgE quf Y more

cphifsatile IfﬁlVdEnMIJBnmeB:fagH,RdHe&ikﬁ deés 132t db&Sumtardytect any

G Eeeon TEat- SR 00N B a7 1N Ed BMERed Bl P Yay e

séqont drd-Refimsiutiae LdOrviab THLAR-Witiid Ghe keFRRgimpaitibre tir8Mhobiarin this

&lb%&ﬂénf if }Ihﬁefaly U 55{ ) 1‘53 'pr géﬁl#g\g\}g/g@o%@%%gh?@gﬁssage
stéieas FRIFSY, KIRNodd4 139 £4n bimkllpiefﬁlﬁw Hhandf YMSEEYLRTR 114,

2l h&TR Lo Sch 3R ITROfekdpt SUCh case.

In another embodiment of the present invention, if the ITR attempt is finished
(due to the threshold of timers and counters), although not yet successful, then ITR
module 130 may send one final SRI-SM to HLR-H 110 to retrieve a VMSC address
stored at HLR-H 110. In such a case, HLR-H 110 returns an address of ITR module
130 due to the last sent fake LUP message. Thereafter, ITR module 130 can perform

one of the following:

1. ITR module 130 may issue a PurgeMS message to HLR-H 110 on the IMSI of
departing roamer 106. This results in HLR-H 110 to have no VMSC/VLR
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In order to avoid such a situation, |ITR nodule 130 may
opt to send one or nore fake LUP nessages (i.e. at

wG@r@p/o3ldg successively for a pre-defined nunbeeT/082007/014661

times to HLR-H 110. This causes either HLR-H 110 to
I ssue an abort nessage in order to abort the ongoing
LUP transaction of roaner 106 with second VPWN 108, or
forces VLR-V2 114 to abort the ongoing LUP transaction

upon receiving the Cancel Locati.on Hn@i aj e fr m HRH |
110 Fefressiof ToRmSE L6 T, 1% 566 OF e MR 8 8" when a routing

Subs @R {sYrec@ilve® e MIIFLEL 18, Rmid HLR-HUCHESsd ub| YLR/VMSC
conpl etes the LUP transacti or]avvi,rtééj first VPNNB%‘ﬁET"b

Ther Agess, if Wil retypyr mosages hah iRoisales, & Jpsft pdic
usi novvBe/ViTiRGd&eésWfiredined apb Gyiedtnan) i r st VPMN 104. In
an enbodi nent of the presentinvention, the successful

LUP transaction inplies exchange of other necessary
nmess dgRsmodule N3amay fddd? th&bowarnats and/eRpita®ion AKers for departing

Sucodeertnidy In R shted et TS aeRbAS biefia dly Tl eppton

1 1 0. xﬂmagtecfrm ¢1ICR-Hbe(neayhs duaito wembr k@b’ Wiebite sstivgiiss like

step 3 nd fudl. . L UPd
316) B o tﬁ?%ﬁ%%“lé% Eﬁ% digdul, 138 8L have
abor tanntkss elgpace surdiras rean@aridé|badc & fish VMd@é However, in

VLR- \é%seléfl %%7% %cgaﬁlts)_rﬁﬁ{emlo le 1@6%1‘%0&58% 91le{ ﬁast ﬂ'gﬁnde

at secon ereafter, at st 320, VLR-VI
114 rRaagying Wb@kfﬁﬂwbmnﬁnﬂ%g@a@é 1-’5,%c7ﬁlla§e“¥€AP‘\bsent

abor tg 0. IHeP fledshPe 8NGEH I TR 3OS a8knb3edp@idRStd BR PRN
conpetitor VLR to abort the LUP transaction with t

he
conpeeduest eviapn, IFrasg| ¢fyan icoming, SA5, WmnRa\F?rYfir&l SMS s

Sendsre@cnte%' dtUTR ﬂ@&ﬁ@qgﬂ ﬁ%HPHLRSH NGHWAIRK rfodbleUr3® Wil send a
roamer 106's handset . | es of network nessa

f r om HIPNAITIS ALK 6 é“’@ﬁ“l‘i/ﬁ“‘isﬁgberr gesfeer fRyHR- lﬁ Geffogthat

eSS agBscgfert PRFBIingl Efils aAd Bt do bt Ehife REITROMKd I8 BoIr €
are, but not limted to, MAP U P ABORT, MAP_CLCSE,

TCAP abort, and systemfailure, depending on
i iTpl eARjihatentbodhent DE tli‘d%ehl_ﬁivéﬂtloﬁ prokiBes-hdditdynahadteria for

et o AL o LN )b 80 i ce,
GRfutorif fin efmrmrmeleﬁmmuﬁgmném&xembuﬁbnmmgp@ﬁle among
det egtion uni L det any, L o)
BBttt AN e, RPERhBR s RRRy, Sl Plome
swppdrisnint Hecisien @ficpeplosmitig fthe é’ﬁRt attempt.nde rapa¢xemiplasy case, ITR

n% I'ié ?36 Hl y Ec?tl&a eﬁﬁlg %:&E{gu%ﬁgﬁ B{sﬁfﬂﬁ%ﬂ' corltR)l ggugg% ?jn each HPMN

Yodi men nessage IS pr
ztthﬂ@ffqrgﬂttm@bar@qu'ﬁgrtconﬁgtgyg@ distribution control profile for each HPMN

is defined based on the following, but not limited to, one or more parameters:

1. Unique inbound roamers: For example, no more than 15% of unique departing
inbound roamers from Vodafone™ United Kingdom (UK) are subjected to

ITR attempts.

2. Inbound TR attempts: For example, no more than 15% of departing inbound

roamers from Vodafone ™ United Kingdom are subjected to ITR attempts.
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such as SRI-SM | TR nodul e 130 can bl acklist HLR-H 110
and VMsSC/ VLR-V2 114, and hence abandoning the ITR

w@raoenptine | n anot her enbodi ment of the presentPCT/US2007/014661

invention, if the ITR attenpt is finished (due to the
threshold of tiners and counters), although not yet
successful, then I TR nodule 130 may send one fi nal
SRI-SMto HLR-H 110 to retrieve a VMSC address stored

at HLR-H 110. In such a case, HLR-H 113 5e ns an

5 dakous TR RuGHsRH Fr esoTInea Bornbar 40K Lhiperiednbound
LUP ressagq. eTtiﬁﬁeafo& Ghny) bm dufone B Untrad Kiapdai TR are
one of  the fo]low n 1. TR nodule 130 nay issue a

Pur geWRiCREd L& $U5°4%-R- H 110 on the I MBI of departing
roanmer 106. This results in HLR-H 110 to have no
VMVSC/IvloRa @thbedisnenf of tha pessertGfvenlibysa canfigutable cofintgnipepdpires

i n b 5% R I RIS UG RE AT, 1o oter
wwiids, the tistributiomessayge carhba perfrgined farshe ponfigzirablpceragiter of the
or #o%d&g cgunt\{ﬁfgghvﬁea%g%ﬁe af mBﬁ%ﬂé&@ Ho? example, if the

may reset the counters and
ditpbution emtrp) isend TRatteopiraandi theyconsigrispleiqgnter i sehfosl0, then

:
e A

fhfébwm&‘ﬁ eapdediae | j ke I ocation area changes, or any
MO activities), ITR nodule 130 will have anot her
chance to yedirect roaserRi0&eaoknttn first VPMN 104.
However, iYCESESBHOT RO MaREctforlcbsnted TR nmodul e 130
will receive HLR-H 110's Provi de Roam ng Nunber (PRN)
request. ITR nodule 130 will return 'Absent

Subschizaether éRBGRAENtLST thd-RvEhtibhOif EER—HTIIO has fraud control in a
acknow edgenent to the PRN request ﬁ?‘g‘&é:”bn case ,of
[

WHY msdh#wgarm fals, L AP, megiage AEProVER | 1o e SmabrRew
ﬁgﬂﬁ‘étﬁmlgt%rﬁﬂt@@f tbdfndd ﬂd@duﬁnM'lﬁcalﬁﬁ Wdkde ﬁﬂﬂﬁktﬁn of

F d S\MS S b
FEReT 061 SR stpa it 0k RS I P ED oG fee Kot n et
o tHee bmboditehDof thR 1iimﬂtibxﬁ ths thaﬁémltdd I?&rtloﬁma@edi It”mltneo}fxamsms
e present vent ov I criterla
B T8 pblissDior e toR P e REP R BPfipE RoSit Bofco
ety N@MIN én bﬁbtﬁer&manﬂrynlln_cca&e thet ﬂoemepgrea.tb@ck Fcnthfm hrogrte country,
g;’g%ll 2 delfﬁ LDERoRed UM Ak B St el {RRoASM BR home

country, when the operator in HPMN allows the roamer to roam in the home country

(i.e. national roaming). In this embodiment of the invention, ITR module 130 attempts
to perform the ITR to a third VPMN when the attempt to perform the ITR to first
VPMN 104 is unsuccessful. This can be useful for a group alliance, i.e., when the
third VPMN is a preferred network to first VPMN 104 as compared to second VPMN
108 which is a non-preferred network for first VPMN 104. Therefore, all the special
handling mechanisms defined for ITR mechanism within the country can be similarly
applied for the ITR outside the country. Hence, the ITRS solution allows the VPMN
operator to redirect the roamer to any network of his choice by identifying location of

the roamer.
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i nbound roaners of each HPMN. The configuration
di stribution control profile supports in decision of

w@erBoeTag the | TR attenpt. As an exenpl ary cBSBEPS1007014661

nodul e 130 nay activate the configuration distribution
control profile on each HPMN at different tinme bands.
The configuration distribution control profile for
each HPWN i s defined based on the follow ng, but not

 oanEFG. 4 fprdfs I AR B Pliie jicith kGl AROIR in

tke AR emrgr based mpdrqadarm rascérdaree Witk fo rv;e(bpdm)mdyn Mf ghie present
%ﬂﬂgﬁ’ th %ﬁ@m & fdx‘;%ﬁ;%ﬁ 8 dofintky 6 @ikt 9??%\?/01 %zftha! RRRHRYing

attenp r exa no nore than )
Iagpapdqlﬂgw,nﬂ‘&;mdpba r%temtfnﬁovéemtfbrﬂ@( nely legatipe @f roamer

S 0 gglgés)ges%?e &HIHE@ ﬁ'f ﬁ)g rEé?st}aTlgn ¥ ¥&m 308 is inwn\ghéﬁ%n LUP

For exa no nore than 30% of artin
eTEARG el IeCsiyiee s f(rﬂpw 102 rfrepy econd ARMINF HagmAY, me%wvz
1@@@5&& d&e mﬁﬂmeésligé E‘H ALRYPI 1961 ERLW hTstéMQ q&@ $UF Mhessage,

one enbodi nent of present invention,

agighroaghar AR atterpRin t"‘é ﬁorrﬁe fesencele ARBBLIONFREIHHT Wigh second VEMN

108 PHBRE oS, at E‘te% 264, CIQ‘Rfrh&dﬂl@bi(ﬁdé?éc‘ﬁsta{ pdabibleddhak @ nlr8gistration
profile. I'n other. words, the dlstrlbutlonrresure can

of gog3ast K6 EPRY Eiceiph et a&wﬂhw&m message @f fipt 104 from

HIGEE S 100 16 ithig &) file ﬁﬁt eaﬁ&nszfcaﬁd}ﬁmam EreRbived bt ﬂm GVPMN
1%ar amater t he gl strj

tr
31§ R IR Bnes AR R, modtla el bl gty b ot s
\tRMﬂIOlM dentot Wikich esme0nt18G davattdmiited e aepisted dvitlD secen® MPMN

g f h f VPN
A AT rod UL ARAEy LB BRF R SR e
(P&l) messafgetaahhermﬂisarﬂ:et informatominessagdhitoaVibR 1Y 1 Ehbefdierrelaying
tl(m)e ﬁrstt rgéls T %oa Aleelt lorl_"ﬂrg {Iég‘ %iﬁ%c&i@&%?ﬁj)m rV?.& VT A2 at

i SCET ¢ nessage
smpd4ﬂ8e The®aftay VIR yi1Aevay pagespamen K6 ot aicipatiomdf a reply

5 e 36 G AR 5k, ALl P, o
sfepofi O, LY LRV TH2 adendmpn sicknawlgdgemgnio tiiessageinsti #re RBI-4CK,
réthggh a%;'t;ﬁg n&daﬁ&& o% H)?lm%ﬂw ‘fx’?gndtl%‘f @Ll'bg&nj%ﬁts@ﬂhé }%sent invention,

SNB Can even e app I ed per form ne
og dit sase) Whpref is modiepranse frytheqwgings \@& Mg 118 samply returns the last

known cell location (i.e., the cell where roamer 106 was previously located) to ITR

module 130. All these variations intend to gain a rough idea of the blind spots where'
the roamer was about to be lost from first VPMN 104. In yet another embodiment of
the present invention, ITR module 130 may relay the CancelLocation message (at step
408) to VLR-V1 112, even before it receives an acknowledgment to the PSI message.
It will be apparent to a person skilled in the art, that the PSI-ACK message will be

processed independent of the current ITR attempt.

Further, at step 412, ITR module 130 continues the ITR attempt by sending
fake LUP messages to HLR-H 110. Upon exchange of some standard MAP messages
between HLR-H 110 and ITR module 130, at step 414, the registration process
completes successfully with HLR-H 110. The completion of successful registration
process between first VPMN 104 and HPMN 102 causes the competitor VLR abort.
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new VPMN i n another country. In case, the roanmer goes
back to the honme country, the ITR attenpt is
w@bmsgzmned. However, it is possible to sel ect PEr/vA20RE014661
in the hone country, when the operator in HPWN all ows
the roamer to roamin the hone country (i.e. national
roam ng). In this enbodi nent of the invention, |ITR
nodul e 130 attenpts to performthe ITRto a third VPW
when the attenpt to performthe ITRto first VPW 104
Henceiras sfep 43 FHULR-FHT 1 & sandm a Kaneplbeqation gressigg ioypR-V2 114, to

aBbit} ltlr@'}‘égistrétloﬁ aﬂe&i@?@f foliet 10d A sMND VMR 108eTRIEREY, at step

net wor Kk first MN 104 as conpared to second VPWN

41&8%\6% 1.1@ agknogrledges e ahogt RETRUMING 8r1G4T aborymgesage to

HIGdH The "IﬁfsQ:raﬁses ahlistheLrsiveci 12! o yamedite AgNdReRaRiBifSerror (#
defined for nmechani sg&vvl thin the country can be

lg?ﬁ‘irf’%ﬁ‘?rylo&pgﬂ?af‘%ﬁtfaé?te?ﬁ ‘| TR out si de the country.
Hence, the I TRS sol ution aI | ows the VPWN operator to

redi rec nmer, t net wor k, of hi
oA SRSt oeb gn 1907 T ahe A oot e v GE sptiator in
HpMw dizaigpans & QR mmidndigﬁhgstl ome @t nmre VEYDVE). FIGaS exgprds@iits a

| n e VLR error ppr oach nce. W
Ao BB BPoming RES T Avepy gt RO oyt
1ﬂ1&16tet1 dgvihe HPRNC outiter YLBS edror ba;sedﬂaMstoa@ﬂ in rvat:ordslce with an

ILTR T
enin){efr@%{ the H%grﬁo@‘é%ﬁon t—ﬂ‘ B}lggglﬂhgif%ép \%Bg A I\gl d that
PERMNg éOZ B tid:xéoylegltlsez ARt sdntiaf aguesrdirstl J8MN 1|0|4f dhe emSSlble
HRER 1 ProapRio TR Y Fodefes 18G5 HBGR ERMNIARE ML i recoived
anéﬁ’é\é@ el 0 dros Fedand MPMNIR8VAL ster S92dERtHR 140 regpives the LUP
Yom 3«{1&1@ vy QRIBThel et ag;aag; 504 cue(e%oﬁ Sinftor2egkidds a

att npt t regi ster wth sec . Thereafter,
rassible hpaugg4in FCBR“#B%IOé r&@eerdb(l%dtpgn arefﬁfé)%ts%ﬁ EapRglhgeation

rhdtsdeR Ut St AKPAMN Of 04 RSREATROG, 110P PRidcBEE R 2 @an therefore
Cancel Locati on nessage at first VPWN 104 from H

dedpe thaf reamer 106 dpaticppling tq egistss el SE%*&tYPdWNnIé)éségaep 506,

HECS 10 séidsfdnbier @Wlﬂ&ﬁnblﬁ nitedade Aiat |1§_ fped lﬂ>|y€ITR3ﬂLodule
| TR modul e 130 nm H‘tﬂidéoa blind s first

1384 Fthets126 SRRSO riema o rbied o "rbga?%ff’@rncr s

it N toSBEO g@w@m b@%en&hg rfﬂ(fSeGLIEEP n&fss@bie &foéhOﬁ‘R hibBule 130 to
ends a Provide Subscriber nf or mat,l on. .

HGH Fib dnieemto e e, ST OP (1 Tl Rocadige 1 IO

ltke Weréiibﬂmtf&fsiﬂv EMil\El(Blydepg)y’s he arfti-TRtuniteg caintatthe TR attempts

ARREAD b TEPSRAS. Ol wbre SRNSHILOSAEE Aluch: Fey rnan

meammspdxﬁeto thedzi«telldﬂlbatesxagesdiora firg PIAMN 104, At step 510 HPMN
102 (i.e. a TR unit deployed at HPMN 102, or HLR-H 110 itself) sends an

acknowledgement message, such as an LUP reject error message to ITR module 130.

The examples of error in the LUP reject error meséage include system failure,
Unexpected Data Value (UDV), Missing Data (MD) and the like. In another
embodiment of the present invention, the acknowledgement message is an LUP abort
error message. In case any of the two messages are received as the acknowledgement
messages, ITR module 130 continues to send fake LUP messages, until a successful
LUP transaction is completed or a threshold (e.g. T0) is reached. In an embodiment of
the present invention, ITR module 130 sends the fake LUP message to HLR-H 110,
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waende2Aam acknow edgenent nessage,

fromroanmer 106 indicating a current cell location in
first VPW 104. Thereafter, at step 410, VLR-VI 112
such as PSI|P@ITKS2007/014661
returning the | ocation of roamer 106. |n another
enbodi nent of the present invention, or in case there
IS no response to the paging, VLRVl 112 sinply
returns the last known cell location (i.e., the ceI

where roa reviou d to ITR

P ou e g ga e RS S sk B e p st Gl Sep

500), iR thbdudel 13(p deddesheliether tth @pply aumey TRyvasiuddo oit tot z{babdaon the

I#g;& fromfirst VPWN 104. In yet another enbodi nment of
&"8PB%ent invention, | TR nodule 130 nay rel ay the

Cancel Location message (at step 408) to VLR VI 112,

even ’[%gf g{c%eovsllléﬁl% S%ﬁl Xl%g‘sgggn%? %g&wnegthiaﬂTfog %Io?%llowed '

nmessa to a person
(RNeA)aRoammg aﬁestlﬂqwdFéBR) m{tene‘é@hlg%(%),l MDoer Q@Uoﬁ@g §€Qr as the

e - of, t ry
APUEREALERg Bl S i BTk B ity ol i

cageridip AT reliest EPT easdainsgibs UV iwhich ig aw IR (73 @ﬁm@k@xﬁaﬁg error)
ﬂ%fm g Q@%‘nc&k@@ﬁ%@ dﬁ‘\'TTKGﬁ&ﬁ:@@ $30P5hYaEhdbh R lduddif I@Rdattempt

ul'e 130, step 414, the registration process

@bﬁam &&T W@gtemqegin@ HoHhr TR y3ing UENG i€ dhnis| the paly GT

u@éd FHGERS ubv £0hs iReddhRbnPf GTAER 108t M@@ewefr 1€ e IMEMREject
104 and H 02 causes the conpetitor

eB9H st SHRNME (\ﬂpcfs grgponeemPlfR 1R 7). §1éeﬁ‘d§e gnti-TR solution (i.e.
2B MR CbAGBANOIR eaaﬁ@g emt}ooevipiswa albhd withothaR@frént tIMR. attempt.

regi stration att r.oame cond, VP
FhgentizkR gpit l%nfefgfeé‘pmzf‘i @“tl\?eﬁce@l’gi%a‘[é’t E‘ﬁBW“eH‘g% W P’ﬁg if the
a@BOTR unibi¢ ohBt applicd & @nﬁﬁﬁ@h&hﬂﬁorﬁ(@ﬁ&%&yitanfdhﬁr khdlrh@ssing

Thi es V 0 nera t wor .

elieP R 357 B RPN AR et e F5rech haby AR T sqption

wiotls foAbottiestivd xlnedltcemglanepasmelaicﬁiitoﬂing tode.e may be a

case where the operator in HPMN 102 deploys a TR

sol uti on agai nst one or nore VPMN(s). FIG 5

r epr ésensesthe aftributedn dlyy achnpwicdge miassage rig RO of BR,ithe ITRS
t aC [ R

gﬁ'ﬂbﬁ N Ijﬂ,ﬁgré% H@he%\fféﬁ& AR biRukR1 54 Eﬁﬂ}éhﬁ{ew AL Ut a

error based ap
sa@c@sﬂﬁdatmaeaqrm lor arthreshobiis reavhed fas utm@n ;bp deduped that HPMN 102

id ramwgg&x L{g eJo S qaé?o @iﬁ@toaseﬂfethb ANifrefS wematmay be

oyl ng the TR solution against_ first
avmqnqcbzirhlsrpféumgfpﬂqsefoz:h@thgeétwma%éaswg imaqdedf Ro fogfonfirm

tﬁ&aﬁpmfl%zl R pfehiRdTRh R aem&iuﬁ’ tOBbaAd: e 1BE qmﬁﬁpl be
2 fromsecond YPWN 108. At step 502, HLR-
cg&@u¢e§c gplyegﬁqrth@Ups rece1ved in the acknowledgement message for a

configurable number of successive times of the fake LUP messages on roamer 106.

Based on the acknowledgment received in LUP reject error message, at step
512, ITR module 130 once again sends a new fake LUP message to HPMN 102.
Thereafter, at step 514, HPMN 102 completes the registration process with first
VPMN 104 to allow roamer 106 to register with first VPMN 104. This causes HPMN
102, at step 516, to send a CancelLocation message to VMSC/VLR-V2 1}4.
VMSC/VLR-V2 114 at step 518 returns an acknowledgement message, such as a
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nmessage from VLR- V2 114. Thereafter, at step 504,
detection unit 132 detects a possible change in

w0 e@sseTed i on of roanmer 106, upon recei pt of aPCT/US2007/014661

Cancel Locati on nessage at first VPWN 104 from HLR-H
110. Detection unit 132 can therefore deduce that
roaner 106 is attenpting to register with second VPMWN
108. At step 506, HLR-H 110 sends anot her

Cancel Locati on nmessage that is ed by I TR nodul e

TS0 P shortt SPMN 103 Fipalbpet stqpm @VLBeVAill4squds ametwork

FARkrd 8Gbarhdrq0b6RQRMd: roanmer's traffic to first VPWN
104 by sending fake LUP nessages from | TR nodul e 130

to HLR-H 110. In this enbodi nent of the present
i nventd an etdsdieent of AR @%t iislentidh, h @vek) Thel RE (OTA) based

fi tgPl\/N 10 de ons an anti - un
ARt it o Uermedife P B I gt exsnsAab A apiris
mpindtizac ketonticthgalsitivh BIEAEIAGES 068 Hhandiyt. HB%%O%}) haRit e deal

t he fake LUP hj f
WD Brobdeeihyfe) Selprmdghing SHes Jhidoorap Byecieabe FRRY
k@ atioro IuptH_&R ttdndab@on t(sel pfr()cesﬁn @i$ anBthac iéﬁﬂbwiﬂf&e |'ant‘he present
LUP r e or, nessa
RS 1 B0 ol iirte PR e TR HieBRE SRS pepbibge wit «
Ertcvny feeatiog Registar (ﬂbR}symé tachuadlbgyr. Fhe GLARXpREd &dhﬂa‘r!dg@/ uses
% %MS &HDAkaM ? ﬁanag hgﬁ %t {owlonap}q Oatﬁhl‘?lf%atmnal ES’?Q%%? ror a

i ment "o he prese I'nven
eRIRReNcaige If@nlﬂumﬁ% Y@ oparatdrs/Hnatyer ¢mbrdimentneSthageesent

irﬁ}exﬁﬁﬁeth@@tl@{mﬁ bﬁ] ﬁ%t@?ﬁaﬁ?% ﬂ%{] erlﬁ%%hg %d &5nd glait'%nn in

ack novd e gerrent message con I
R Pak ahat e (GLSR sae sitherrire indepesderdlysarfolied logRide the ITR or

ddpRAGALY la 1éd$n§i@@meqtl‘ﬁdh95n é'mBJHn%SA}QJf%é egent ;{Q)em!lén after
reacEed n an enbodi nent of present nven

| gamsp of cRRsanphving &R%MNUP qTéi%M@Ie 102) hsRswécesstully
reaidtetddl \Wt’h fiRUVPhMINE 64, t@@@@ﬁ ik JaH %ls@%%ﬁbayél@siﬁﬁﬁ@ SE‘%??I fake

now edgenent nessage (i.e.
ESREFES OMHBE Hfé?a“teg meySaﬂﬁL TRoséIrutol distast they HPMN

dilxaib ek ﬂrhﬂldo-ﬁRhéli‘&a@xEHﬁé ThiWWilRmkRW @6 98IRE b TRSS Aflfiers of
ta tf, %ﬁ] Not Al l owed (RNA), Roam ng
Igg%@frzl trg%‘sfﬁ?éa &5 4% ure (SF), MD or any ot her

error as the attribute. According to the configuration
of t TR ng ,VPMN oper ator, .in case the LUP

rej e?? VJér s %%goﬁéﬁ %%1 NROE i Sffecive agaings g HPMN TR
sobitioh itlzat is BelRed o ard)suEBmmnaodmildf ahRfe Mrﬂcmdsml\ms G.e.

‘H%ﬁ/)ﬁu“%?]“% nS| ger e ea{a ?8a %%}%?tleflﬁé %FH@%@@N ma
Vigiting cqugtryh[g auglepnbGiiment of the present invention, this solution allows the
operator in first VPMN 104 to retain initially registered roamers on its network.
However, it does not consider a case when new roamers attempt to register with first
VPMN 104. Hence, in order to allow more inbound roamers to register with frst
VPMN 104, the operator in first VPMN 104 can dynamically swap in and swap out
the retained roamers using a GLR caching mechanism. In one embodiment of the
present invention, the operator in first VPMN 104 may opt to retain, via the GLR
caching, the inbound roamers that generate more revenues while roaming in first
VPMN 104, as compared to those that do not generate similar revenues. This causes

the location update of inbound roamers, who are not cached by the GLR, to go back to
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wa@e@sngneconpliant to IR 73),

used for sending UDV in the TR solution at HPMN 102.
However, if the LUP reject error is SF or MD (which
then the anti- TRRGDUS100TOM4661
(i.e. anti-non-conpliant TR solution) may be applied
along with the current ITR attenpt. The anti-TR unit
is referred to as anti-non-conpliant TR solution in a
VPW if the anti-TR unit is onIy applied to

ORI nBidRaTa il 35 TARLRIR ot Spellf nlkRg Vi

llO?I Rvil radhigvet bethRresrmusts farrthevestdinedfropmers pithgett afﬁeetmg the HPMN
h&:@&{ti&g xﬁ&?lﬁﬁé&ﬁs(tg}{ﬁﬁ%g IR RSB buldh &@é‘iﬁn R€is itself
no t he

attr ein e ac ge nessage I's RNA RR,
Haggdmsrgienue gistiitutionti fied in a way that | TR rmdul e 130

i mredi ately retries until a successful transaction or

a threshold is reached, as it can be deduced_that HPMN
102 iAltexprsivelyn SrRrRogwe 138 wast sepdene ppmopy ke LUR mesgages on a

&BH&@E tr%zlrn]-é? sSAMAMTNindBY WoisePaN angdss Jméxﬁecﬁﬁbx‘ﬂtthé’ BRI-SM

active and passive node | TR To confirm

‘Yle‘é‘t it Hﬁmwmbaq the Aartgieniopgerirs r@ﬁ@%@édlﬂ&h pForpRptitor network
@bandann vhem T6%) Wﬁﬁtfalbe,eLQP NedseRAviPof a@fE&tethe B¥ickS of the

ksitpgaeast o LG PBRY SHRTEL RRPASE et e s

VMR OTeBRAgRFesO Nofl 6t6Rd VENIN Beseth an édibodiment of the present

a‘%@gw %g gltfl?r ﬁg L i ghel%bé gﬁg Sggteﬁ %élrgg égﬂg%’m address

dfadeond FVIMINS &0 GoOHPPIN 1002 for Threatfined, manbest @ptimtsl, (i.c.

HPVN 1 conp et th fir
SRR BB 1 U 10k} SRR 4 e P
ARNDLtIO imagei &8 HANEE STRHRMMtibA 250 dtat HRPNG 182 asmnsenitiatathe

SRR LM NN Bl S

distcbutaon. AWEARuith oy HPV HR2\V-digdbutizigribd $hare eftrogmerp to e, ITR

RS Bl 0 S MR PR L 008 s
HPMh1 2 nsing theOyMSCIHER MddresopAyecond &P MY pi08a EIF ML 02 will

sgﬁéé git pgfgo*ﬁe& nfblaPE ko 0dhi i esviy P RESEA IPEMbbitsd bP'second

SiMentries to initiate network resel ection by
Y }08106' s handset. The anti-TR unit nmay deal with
this OTA based case independently, since it does not
have to be tied with | gcation c[odate transacti on

or
pr oc d8&pe embodigtspheh the fysatoR: fecoss WIMN S Jant also §&loy the
TTRBEtRRA forl RdirdtEing ddnke 100Ritiaéfid mgtsﬁmdﬁorkt Iahis BRbodiment,

s%ggndr@£h4&ap0§ga§ %gttl)(lmrz]lﬁy ir\ll\ghtxcl'é 36111 ITR module, which may be similar to
ITR module 130. FIG. 6 represents a flow diagram for performing the ITR to counter

an ITR attempt from a competitor network, in accordance with an embodiment of the
present invention. This embodiment assumes that roamer 106 (i.e. in this
embodiment) is initially registered with second VPMN 108. However, when roamer
106 attempts to register with first VPMN 104, at step 602, VMSC/VLR-V1 112 sends
an LUP message to HLR-H 110. This causes HLR-H 110 to issue a CancelLocation
message to VMSC/VLR-V2 114 in second VPMN 108, at step 604. Thereafter, at step
606, the ITR module in second VPMN 108 sends a fake LUP message to HLR-H 110.
At step 608, HLR-H 110 sends a CancellLocation message to first VPMN 104 (i.e.
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Gat eway Location Register (G.R) based technol ogy. The
GLR based technol ogy uses a G.R unit deployed in a
who®BieTI06 ocati on by an international SS7 carrPEr/US200E014661

conmon carrier for multiple VPWN operators. In one
enbodi nent of the present invention, the GLR unit can
be integrated with the I TR nodule in a sanme platform
in such a way that the GLR can either be independently

reper TRV LR LA Tk b o RO VRl 1A by d A abor

nidsbee tb TELRIDQUOCtor harefoantr 1068 paligtiation HRBﬁ\!pt( it fixst VPMN

HP 102) h t d t
13T R HRon e Pl e iEReDan oRr e Get S 498 T
rﬁc&ﬂﬁﬁa %m&ﬁﬂm&ﬁc piesdrlde of eedTRadodudaatesecors] VREIN 108 that is

pRratink 3n TR Blofot MU ANAS 10RYS L REGh g Warh B rom
léakamefrosﬁr@f VERRN 10802Hemg] 8t tiwiartgseednd VPYEN YB3/ ITB4attempt, at

t hi I f [ . .
SRy MR 5 1 £ Wl SHEH B s i
sdecebsiorhtot defent sectind VPN 108" qUER ntempsr Finally.on stegFiids HPMN
IQ)b su%ciessl%ul‘rfly x?x%le{eg Q%ec 93%9 %fgr\/ o¢ s'g Wit Birde %l@ﬂlel(ﬁlf & Yfow

error In a vislitl
roaunml:()ﬁ to lregxumeatdmwmtO%fAstm@cmse@é mnsiamnsw@ﬂwded at

a3 P, Yhd PR ?Addm%téa&n%pwm@iog Perbdib it ¥R hlx%et! R in

retain 'nitial stered roaners on its network

el @pde pr sefoad VRMNCHRJiagare epvenge cherbyabaspping any
fglttﬁ&ma{tgngtggi ster with first VPWN 104. Hence, in

order to allow nore i nbound roaners to register with
first VPW 104, the operator in first VPWN 104 can

dynam, ealemboditdat lof tisheSenBhvestion Beaniet 1@5rse1ehnagaamy3even
usi ng a GLR cachi n% mechanism | n one en‘ﬁodl gm

ﬁeh%“fg‘r adte TR mpgule 30 atterpps fgfavciimss and spil FameppRRisyres able
tH&&’ng@E bdck toefirdt WPV a 04 N8intd, RICRENIING knbWe ah Haatess of ITR

B A PSR B TR e 1B e o

re&ﬁ&r@waﬁs afid SMS o\l hiddset. Thiad efbudigent btthe pmntmenuon,

HRSRE g BRONSC BORE G 1o LA 050258 Y s
1peasisn bie&cﬂ'éa mEkapef mh,asthM&bMeﬁMS itoo HLR-41 1VPMN 4i®her
Wlbltolﬁ1m n ? ftﬁe t%%ster?tr rgx\}ftfi}nu 41 IEI@st @ér{ﬁeg (;a%@mganon

ut 1 onh nNec
niessdgeds firkteVIRMRNL m@ﬁrgoametrultoﬁom sn@m&ﬂbsms@rth with fsecond

n%{ BYLOHE dith Sl ﬁl;blﬂtt%&'i‘\)mgﬁl t@a{ﬂaéﬁb&ﬁio}ﬁ mdsdd3e at first
nodul e 130 can send onhe or nore fak nessages on a

VPMN 104 and being unaware of roamer’s reg1strat10n w1th second VPMN 108, ITR
module 130 sends a fake LUP message to HLR-H 110, which will then send a
CancelLocation message to second VPMN 108. As second VPMN 108 will not send

any network failure to roamer 106’s handset, roamer 106’s handset is unaware of

CancelLocation and may get stuck for receiving any calls and SMS. It will be
apparent to a person skilled in the art, that the MO activities of roamer 106 will not be
affected due to any of the two stuck handset cases, and hence roamer 106 will still be
able to initiate MO calls and SMS. Therefore, a mechanism is required to handle the

two cases of handset stuck in order to allow MT calls and SMS for the roamer. This
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departing roamer's I MSI, using the VMSC/ VLR address
obtained fromthe SRI-SM when it is known that the

waeleantiing roaner has regi stered with a conpetPCDUS2007/014661

network (i.e. second VPMN 108). This fake LUP nessage
will not affect the services of the departing roamer
in second VPMN 108, as the VLR VMSC address used is
t he actual VMSC/ VLR address of second VPI\/N 108. In an

e ment of the e nvent i
SRS i ops s ep e D igut SRR e Oh SR g AT
psioc anetndiRhelBB; LUD nidRdiye fiogh lﬂ‘&madlpc ¢3¢ HbRd] hhber

of tinmes (i.e. configured by the operator in first

VPWN 104). The intention is to create a fake

di st MGt 7An7B.rradd Cateprapont| 2 TR vs diagranp for hepdlingzs stpgkhgndset
%%2 en teS r&aﬁ‘%l’ LR &P Sl ckClurifz (r’eg@tratﬁ)ﬁcgt%p\(PMhe

) as excee Its share of traffic distribution.
cPhipstitop getvosk, jim apqeriing itha Gk epbastimpricetithe PrcR#t dngption.
ly y

PR S pRer] . 48RRI L B D 9 sccBh DTN 108
dpg 20 @BF ©F MoKe IS ayIdRscaRes akaveot step IR 3 &4 sends an
THMh ek Qse Wo! i—ILqu'dl 18. 'A3SH 3"3@4 NEERAY €] 100sch8S Tl o MN more
108, which will be aborte second VPWN 108, |n_on
regfﬁieadqoﬁéﬁ@ceéiﬁﬂqqmeﬁsmch% ﬁs apNNCI0Ee F?a\/’L%r‘éb 112,
18 2Bb@Yodhe 106RSegRIratidnORith Sist NEENINE G4, MtdcBadrRhit 189 dStects

traffic to its network. In thi
thpraReipb st HhgyCapel-arakop ﬁnﬁsf?@F&&ZhSé%Wd At étepwgcﬁmﬂ
1T YeliB anbiliel @inckILobARBnTRekvige. H3Qevdr) this tind EIR Ananled3a taps
tgl gw d'L ram for performing the ITRto counter an | TR

\i ?6%’368 etitor network, in accordance with

an enbodi nent of the present invention. This

enbo I Qa

N nbogliherea%tszr ats slflep i/nor&é%‘i?lé é?ne é(ah S?ﬂ §SI\2 éx{oeg%%%ﬁmLR—H
1108to tcaiese er\[Mﬁ@éﬁLR aéalress df06araert Higptis step 718gITR module 130

th fir Y/

Leinl 4 8o YR ko B N oy Yl fF M £ mppcages
16 HLR-H lwshearmrmdmm of theipoesentas vajen tITRVNBYLa/L T sgpds the
f&lge4Lth O@@&Q%bd ﬁgﬁ-ﬁgﬁo With&'ite@alﬁgé’ forl BE SR@fSEVF rAzCI@tmessage

I N secon send

frast BILEH Hoabtieo 719, HLH HO0stoms tes SRL BYPACK e SR 0 ITR

rﬁ&{h@é 130 %mcsﬂo{rfagéfal mmiﬁgsd&&sfw %coWWMﬁAflOS to ITR
recei ved at 12). Thereafter, at step

(1
madale, 1361 Fhe éNW/é’IzB ?&PSSaEOPIPVWE% Daeause @ I-‘IEPPFF"i‘l‘@ “Lup
d{l/éé R%Q%&mr&am VOB S 0B @fASgdatcd ORLALH anptwidd iki VEISC/VLR

address.

For each registration cancellation message detected, ITR module 130 sends
the one or more fake LUP messages within a first pre-defined interval of time (T0)
until one registration message is recorded as a successful transaction. At step 714,
HPMN 102 successfully completes the registration process of roamer 106 with first
VPMN 104, which causes HLR-H 110 to send a CancelLocation message to second
VPMN 108, at step 716. At step 718, VMSC/VLR-V2 114 in second VPMN 108
generates a network failure at roamer 106’s handset, causing roamer 106’s handset to

be stuck for any further MT activities.
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104. However, upon receiving the Cancel Locati on
nmessage (i.e. at step 608), |ITR nodule 130 can deduce

wo b@speasence of the | TR nodul e at second VPM\PADBS100A014661

is performng an I TR attenpt in second VPWN 108 to
retain its inbound roamer fromleaking to first VPW
104. Hence, to thwart second VPMWMN 108's | TR attenpt,

at step 612, I TR nodul e 130 sends a fake LUP nessage
three or nore tinmes in succession to defeat second

VPWN 108's I TR attenpt. Finally, at step 614, HPMN 102
succ e&ef mbdhpnisonhat hasiléshibe rsegk standset easepuseeths WMSEC/VLR

Johes} oV B Yeri 2! NANERATEG2 1A% b8 BBl Ll by 712, 10

‘a succes uI transacétron
alleworodmdr 386 4 Rcpive MT CBMﬁeaﬂWﬁUﬂuh’é hapdseb dhereby/fAvilitating

r?sgﬁe:plgk\?grk%ﬁie %(J?% uliBRicl 38R 6hd VPMIQ IO@W@QteﬂW I module

secon S NO cover age, and t here %
199snnitsrd 1Ry Eogistihtion messageT Re.ca nesrriake Lanuseng AP ERHR-V2

bires R ﬂtﬁ%@@&o '"{W?&bla@& a 5@@@% VM LRaNISEE s{EPéﬁ at HLR-

even get stuc dule 130 attenpts for four

H 140 svithnige é&MﬁC/\fIth@radﬂ%s pErogmier ARt Sings, HE&-Hiid0 now has

1R Gk 10VIASCHV L XM ebO 41 ro%!ml%s 8 06,HUR-¢11d 19 OISR of roamer
address of | TR nodul e as I\/SCATLRaddr ess of firs

1o\ pre1 pessibiey Jge An mbqfsfmfrnt rftft thgePIgRAnE PYECRtQRe WEN o PMSC

&citeRNGSMPMN 1025 rdtRReEs @l call ReqiRste ﬂﬁ@ﬁdd@ﬁr fameh g 06°s
present | nvention, | TR nodule 130 reno

S |
ST e LN ELR A 1N e R ee PO s S5k RHlLR-H 110,
wikeR ka3 Jdetaaches reqa&sag a/MSOOVLRS 221 MARNESICOENE V01 14 will

L ACTIBRIe SEHER Stosring NEREC AT elpBPERAN syfmer 106°

MBBTge td HIR-EST lVPEbboh64VHMNE r1 OISOMEE HPME 1682 will exchange

suc essful | 108. In thi
?ﬁ ﬁéeﬁ?agx i E}g%ﬁégel |°ﬁeés Fhao nce T?ocgtrf%lﬁv%oager%06 $
pibﬁlfel inSdrmidBMN at OVMSUAVDR} Vi lufhaﬁarce, YMICHMR-VE 114 has no

strat t on I

ograanon ?(Lﬂ %Ppor?%tzogxa agea t %%Q"H !L(%G %goglg/h ?a\./%]‘cf’ Q:ontig]ict for

@Bhlismmmn oegtiog aeall mrsecmds\él@@Nt 198s WdEH I VIRWVKR 108 usesass MAP
81 a

SEEARES YPee Fuchirind 1B SR, BI0A SRERE A0S htE g e M
il eanweinencHiG o rMéW@hﬁal? specessfullyk ei‘rf@hhsh@b alsingn gheg fpyesent
fiéhhsis@nd SMS. It will be apparent to a person skilled
In the art, that the MO activities of.roamer 106 will
not be affect ed due to any of the two stuck handset

casegn aANIT RRNS Bast ORRES a ESGaSIMS &l febdivddtat VMSC/VLR-V2 114

and it has no record of roamer 106’s current location in second VPMN 108; it will not

issue any MAP signaling messages, such as RestoreData and SearchMS, as done in
the case of MT call on roamer 106’s MSISDN. Thus, the SMS will not be delivered to
roamer 106’s handset. Even though the roamer is unable to receive the MT SMS, he
can still receive the SMS later, i.e., when his handset is not stuck. This is because the
SMS delivery uses store and forward technique, where the SMSC of the roamer’s
home network stores this SMS and delivers the SMS when the roamer registers back
with a network (like first VPMN or second VPMN).
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able to initiate MO calls and SM5. Therefore, a
mechanismis required to handle the two cases of
whandeztiost uck in order to allow MI calls and BM3USWN7/014661
the roaner. Thismechanismis based on sending the
routing request, such as SRI, SRI-SMand ATI, prior to
sendi ng the fake LUP nessage from | TR nodule 130 to
HLR-H 110. FIGS. 7A, 7B, and 7C represent a flow

di aggan), . AemiandhbGmenSHUHE RERASBheRAHE ITRNABAIOE30 can

roarrer s handset 1s stuck during its_reqistration
initiate mpeallagetuphreqesstjewpnds rroamqrvw%ié MSF%I%c‘B (CgafcEsiRratipn of
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Hiaugel 10eadd @Bmaﬁ@&gecoam‘scr\smm\mm fdichAttustsepP RIGE\ CK

I

sGaizceReae@DinmessgeagaiL el é(afwmph sertds sndfD7@8ssageThack to

\H@ﬁ#/ﬁﬁ% @%g%/s\ﬁ%&?ﬁ% o§:§4rqg &Qeevaﬁsdﬂg BRHJ’}%% witR roamer

| eve Iress O roaner 5)
196G, prdfite ninforatid@0 AVISEAMER-M20 Iédiretems @hea‘tlﬁnaw qdgement

"&ﬁ%ﬁgéﬁr %%B\Jffﬁ!) J\%%E% NEiRE of BE, $8Ke LUP nessages to

I ment of the present invention,
| TR nodul e 130 sends the fake LUP nessage to HLR-H

110, F\Nrﬁlgo bt st&@%‘i ri-fLIi@f 1 B reftlths RMVhAGKWIRESAER thésOdBe, such
HLR-H 110. At HLR-H 110 returns the SRl -SM

aACRG?FE@?&@?eAPB Iffms%ﬁsd oe VI4BCHHR- Vér W68 ZespRrse h Rbe
- a54a MessRE0NE, ¥PMY) 1708). étér;Rm@dHLR-HSﬁo sERés an ISUP

1ad

VMSC/ VLR address Is prov bec t he Vi QUS
PEESALRR TG RN G i R
alé@eswl»v:éb fbt aleVMCée‘tﬂdeﬁM@essd ste[EG’BS eanh nicyles 1 3atdlenses the
cance atl on nessage detecte | TR

PRl by SRS § BEHSE O TECSHER e 91 T B iy BERH 10. I
aplentdaih i@ df thetpeéséal inVéntioh i@ ceSPTRMbHhle AA@ does not detect any
regi ati on nessage,,i ed as I .
PR REL hestreent Srns 18U Bk oS ke et ERR] ) immediscly
afﬁm’ib@ﬁ\ﬁﬁg ttiee I$EPi ACMamessegpr & essthef embedivrent] 06 thé Phesent
mven?mn in order to avoid jamming the switch circuits or incurring charges, ITR
module 130’s fake ISUP IAM message can be immediately followed by an ISUP REL

message, after a pre-defined configurable time interval has passed. This time interval

is configurable by the operator in first VPMN 104.

In another embodiment of the present invention, ITR module 130 can send a
roaming number query to HLR-H 110, to cause restoration of roamer 106’s profile
information at VMSC/VLR-V2 114. In this solution, ITR module 130 sends a MAP
PRN on the VMSC/VLR-V2 114 (i.e. retrieved at step 712) with a Signal Connection
Control part (SCCP) Called Party address (CdPA) Sub System Number (SSN) set to 7
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VPWN 104, which causes HLR-H 110 to send a

Cancel Location nessage to second VPWN 108, at step
wq 1@s/0rtoet ep 718, VMSC/ VLR- V2 114 in second REIVEBS08014661

generates a network failure at roaner 106's handset,

causi ng roaner 106's handset to be stuck for any

further MI activities. The nechani smthat handles the

stuck handset case, uses the VMSCATLR address of

secon . VNBC VLR-V2 11
¢ eXLg‘l Woﬁawmy FRjtigR ds tpas%%’s g iﬁ}’% éYVPs""é’?Pc?“m‘
n%rlam(ll%l firsh amme tand tsb‘dbhe hpMIsE alldw diréat $S7 daternctid36asd the
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are oss dlnent of resent
tp pardsneal rwam@g oz lavesdt fayeadingt ed wi t h HPI\/N 102
receives a call request, intended for roanmer 106's
MSI SDN, the GVSC sends a routing request nessage, such
as Srmothsr pitemativerig for R appduisst Mo sendapropting peraation geery
1y l\'ﬁg{\'ﬂ'} Ry M i&%aum&%%n V2 rohthet 10l6°s PhatilB MidBRLLE at

Stat1 on Roam n RN) correspondi ng to_roaner
VRIGCAVRBNGDNL o g RIiob IR oG dSUPINE S08AR TH Fpprgse on
réfiger™M 0d’s M@ﬂsmetosmmt iLog ngzﬁﬁamdﬂvtmwam will issue a

RestoreData and MAP |.SD to. retrieve roa %
Restorelpata jmasgreseCi ShRA NAse odee {£aig stu i‘f?&’é‘,‘"r 06’s profile
iMYREANEART Wl bé4pPasntne 4 péesHTEiiilen uabﬁuirt tﬂm th@gahdt@Brks

bi %‘S(a %‘f—{ roagr%frh %SOS‘FFSE‘I%W%Q ; 1}5}9 :’flﬁm'g%g%ﬂ I%WI feglpphcable in

MABGINRthe it ddk dose SotcbldARhSERI ¢ladfs fees sagthert ietwork. In yet

determ ne,.t he act | ocati anelp
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as no re Of ‘Foaner L1oé S current [ocation
messages dnah Mirivi¥or @ 8etwiotk Mok lonlydi% jof stuek bandsy\pf network X will

b%ii&g@“‘aﬁlglﬂiﬁﬂ?egﬁ es. such as RestoreData and Sear chMS,
as

one I'n e caSe of MI call on roaner 106's MSI SDN.
Thus, the SM5 will not be delivered to

FIGS. 8A, 8B, and 8C represent a flow diagram for handling a stuck handset

case, when the roamer’s handset is stuck after it successfully registers with the
competitor VPMN network, in accordance with a second embodiment of the present
invention. In this embodiment the roamer’s handset is unaware of the CancelLocation
message received at second VPMN 108 from HPMN 102, as roamer has successfully
completed its registration process with second VPMN 108, prior to receiving this
CancelLocation message. At step 802, second VPMN 108 successfully completes the
registration process with HPMN 102. Steps 804 to 816 are similar to steps 704 to 716,
in which first VPMN 104 receives a CancelLocation message to abort the roamer
106’s registration with first VPMN 104. However, in this embodiment, ITR module
130 is not aware that roamer 106 is already registered with second VPMN 108. Upon
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roamer 106's handset. Even though the roaner is unable

to receive the MI SM5, he can still receive the SM5
WO 21081027106 e. , when his handset is not stuck. TPCEHUSR07/014661

because the SMS delivery uses store and forward

techni que, where the SMSC of the roanmer's hone network

stores this SM5 and delivers the SM5 when the roaner

regi sters back with a network (like first VPI\/N or

secqn In.an alter resent
TG Eng ??gnwnl‘ﬁaﬂ%ﬁ‘le%s 8% 0@%%?@ gfﬂi modyl erﬁog?nds 5 an SRI
to eettiesd a VIMS@MISR nddrasarin 58énd WBVISDNS, doltcanesleby the fake LUP

Rt rs-H 0 B Rt I2 o BRALS ol TRG B8: Phpon r0a

This ¢aua¢seHLRhH 1daltd s@@tm@me@e@ton mgaseageds s¢oup VPN 108, at
2 %ds HLR-H 110, using a fake nunber ('X ) as a
callihg party address (CgPA) and roaner 106's MSI SDN

as the called party address (CdPA). In an enbodi nent

of t%&f&ﬁ@@tmarﬁ%fe'ﬂés 9, alea,s régikt@re& alykh SR NBAURS k08,

is sent i nmedi at after sendi ng the new fake LUP
YSSCAGER(Y2 14 awthestr@porwzcry the Ganqeilpcation messege fiogr HLR-H

1oRadt dokQ-it &indSing RFailiéé mdsbdge Hiukh Qs SRAFTK FailkiRN ot ESH4RS1106’s
to VMBC/ VLR-V2 1 4. which returns a PRN- ACK rressi(a%%ere?ore

hapgety I pther words; wamep 06’y handselris wpawazg that i gotsuc
YRS MeFt Mahddek4s SRS t@p&%%@@ﬁ@&cﬁ?ﬁl&@@;ecﬁ @s MRedfls and
110, which sends an | SD gessag e bﬂck to J@g % ITR
MTAM3 Rest effhe sigps $13 19,538 Are S0 i erdo » Whgre
ﬂ%({dlb 1 SRS l(k)x@wsfalaé oUipl Beds#ifeOto MFALR G111 10,/M§ag?ﬂ§§wzsamm-
retyrns an ac n ss a

om0 g ete LR I IF 5B A A AEP R FagnRl e, Trm
rildcﬂuer daB80rmsy aitiste ka dxecdderanp toedloagd]T sullh oasroamer 106’s

I‘IZSS. N glgaafigmf)ﬂ,evagg)g%s % %Slat gntyl}[c%'%vklﬁ‘ ¥1%131 ailif(‘i tgxé: R/ET call on the

a nmessag

ré8er’s MSISDBIpas? SkplaihkdRIHFKIS) EAE,nTB, mal V(SLd?e Aﬁdrmhcable for
:éﬁgyggtégn E§age (ACM to ITR nodule 130, to confirm
that “the tTunks are reserved for the call setup

Finally, at step 738, |ITR nodule 130 rel eases the

ongol p‘f@slellt HV%E{?)H di ga.k@ tﬁee}'o?xﬁ %? aﬂ%ﬁ%gﬁhaﬂw&@ efitbo@ient,

I SUP In an di nent” of
3o eticely wﬁwmm@wdunwths@ Pmbptma%ﬂ eenigng @é&h hagdware and

IRlvakd el@ﬂﬁém's SEIP a&%rde{ﬁ%é SAEE an | dmboRREshtt d¥ethe SpBséRELinvention,

nmessage to R-H 110, i1nmedi ately after receiving the

SP@UPICA@WII‘%%% Befenot| limisgdoton SFWAISo BRSHISAL SQﬁWﬁfﬁea“ﬂr“é‘é“é?FPde’

ihipYe2tntsQRe idvBntiinder to avoid jamm ng the switch
circuits or incurring charges, IJIR

Furthermore, the invention can take the form of a computer program product,
accessible from a computer-usable or computer-readable medium providing program
code for use by, or in connection with, a computer or any instruction execution
system. For the purposes of this description, a computer-usable or computer readable
medium can be any apparatus that can contain, store, communicate, propagate, or
transport the program for use by or in connection with the instruction execution

system, apparatus, or device.
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weenBiogunabl e tine interval

nodul e 130's fake | SUP | AM nessage can be i medi ately
foll owed by an | SUP REL nessage, after a pre-defined

has passed. This tPEBUS2007/014661
interval is configurable by the operator in first VPMWMN

104. In another enbodi nent of the present invention,

| TR nodul e 130 can send a roam ng nunber query to

HLR-H 110, to cause restoration of roamer 106's

profjile information at VNSC VLR-

sol uT}fW‘oWe ‘P*ﬂ:?aﬂﬁ’&ﬁpé’? HOMISIRRRICYS ﬁﬁéaiﬁ{%‘r?“}aﬁ’éem infrared,
or\/maﬂdﬁcﬁd&jhﬂsﬁi (Or appardted 6d devied) @ta Is'bﬁgaﬂdrﬂx)nedmutrh Eaamples

g$°g’!§§“ th%%’iesmg %gpgin% S'c}rT%ee lccégv)@or or sot‘ilxdp%éymemory,

nidgﬁéttcytpﬁs) a tdaoeeisle comnputer diskeitei @mandonp msd)inemom (RAM), a

N

exAMilEsVbRopcal Hiskd degludmo tompast Kiskhe trhask onlbremnmry (CDROM),

equ n PalsIc | [ thits
oQRRIE £k oLkt CORALERP ARV 1.,
i ssues RestoreData nmessage to HLR-H 110, to gain
roangr I QBB
156" BEAAL Wl AR HITRILDS { o ot
pEran e, whidh wheni exeeuied, rediierts aoaming gpitiaqfiagroaer pigociated
W SCHPIMN KB AR RAS Tréirimi FR6&UCE ﬁﬁﬂleﬁ hangrRs adié@nptuﬁar usable

early call forwarding or |ate call forwardin Anot h
pAEFash Al B delecting DY TIRIGT BRI S 10 2die PND P FoRgration

afth@ BRUHO RoM@r ¥t & Qebdud- MPIAD, upsh eame dfestfakaidgiiration
of roamer 106's profile inforpation at VVS

canellatn TEEFREe o0F PO IPRSRHRY canepighan S s T et by

tHEE SIPAHS. Q‘ﬁerd&’fﬁi‘&er 1916gamVhiodbly, firtheHRMud2a cAgpier usable
VVBC/ VLR— g‘ will issue a Reilt oreDat a me%s from a
PrRgrEY cﬁ?i‘b Or| sendipg Ope o5 TRIP FeESTRERN PUSNESS 1D i'°e

rédHe@ﬁdYﬁﬁﬂxﬂébupldd taithd ﬁﬂsevamtcemse thezHRMNstorsemd(a Irémjranon

in the art t rks, block S y.fr
r%fﬁ%‘fsﬁe’i”e?fgﬁvg i@ \}'Irl‘ﬁyfssé’ﬂag%na T shgl Yo on% : tg tH¥¥brt, the
regiytation Iattanbtnofctﬂs emnwhat thetsdeeondeV NG Td!o e‘sdlmgtlorb hnji¢ further
the S u ngm

faeclriigﬁtgf earo r8¥ gmé‘?lesen Fﬁlf%\ﬁl)tg%éénmé P% %ake &%? gets stuck
imé:ssagmda@rﬁiach can be applied to a stuck roamer of a
net wor k optionally based on percentage distribution as
per the operator's configuration., For exanple, a

maxi AuVPHIN faperstdraies PIUPT FOSS §faajions, of dhe Biesert gpvegtion to
a\[}f\l‘v}fﬁ}ﬁ Ko Ber®SmPidiic PodiREtichi dike HRBESREIamess JTSPMIKKinbrder to

be 1 ssued fake | SUP nessages. L
cause a competitor VLR abort to the inbound roamer’s registration attempt at a

competitor VPMN. The present invention helps the VPMN operators to re‘Fain these
inbound roamers on their respective networks. The present invention further allows
VPMN operators to handle various cases when the inbound roamer’s handset is stuck,
either during its registration attempt with the competitor VPMN or after its successful
registration with the competitor VPMN. This handling of stuck handset cases, allows
the stuck inbound roamers to perform various MO and MT call and non-call related
activities in the competitor VPMNs. The VPMN operator may also be able to
authenticate the inbound roamers if HPMN requires so. The present invention allows

the VPMN operator to create a fake distribution image of its competitor VPMN at an
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FIGS. 8A, 8B, and 8C represent a flow di agram for
handl i ng a stuck handset case, when the roaner' s
whamwdeztioé s stuck after it successfully regi stRBCBHUSZDT014661
the conpetitor VPWN network, in accordance with a
second enbodi nent of the present invention. In this
enbodi nent the roaner's handset is unaware of the
Cancel Locati on nmessage recei ved at second VPMN 108

AN o SRR RS SO

operatoecei vi ng thi s Cancel Locatl on message At step 802,
second VPMN 108 successfully conpletes the

regi stration process with HPWN 102. Steps 804 to 816

ar e FhercomponentssofgpesefiOsystem deseribddrabame dielyderany cgpipination

I i
o}%érrrrlé\?&%g spt?leegfgg%r%a‘#még V\Pt&ﬁﬁﬁs ?&?ﬁl\?{b ‘I\}/I‘Nﬁb%xﬁp&d@ﬁts of the
PrsoRtveystemi pan lalse esrisonpenents, on TyRsyRiRID avithdp aj largestcomputer
4h & dt,{élgsorkog«g@ br Lfmﬁ dyStefd é&%ﬁeﬁ@%x%ta%q% Ybdpibd with any

onr ecei vi ng Cancel Locati on -
nn@bgra@feothwoqﬁmmbwti @rzot SPCI‘FP)nsré‘éﬂli‘l % othey tuspg SoRFPISKY, megnory

dEﬁEés' aNE dﬁﬂﬁ@%\(&& 8RS H Ay HAMRPdS YEAMIndAhs. In addition,
[ owed by t fake LUP rressages to HLR-H 110 to

aebﬁwnwér chrabinations el ofher PrOGEEgERRE FPMRORENSIPAX PRI TYERE out
tHd fufictfody SLhe prdsEhtdydid@. t 0 send a Cancel Locati on

nmessage to second VPWN 108, at step 816. Now, since
roamer 106 is already registered with second VPWN 108,
VMSC/ VLR-V2 114 neither responds to the Cancel Location
rres s &igshdutd ire HioRedHthet Ghe rveriou$oeampaneste ndiscdeppd flgrdin rmay be

I
B8 Ul AL AL Bl BB 0815 s
auwameugtwas einbodiet istvataus imputdrgeasiableonerdis, ingems of their
b@ﬁ’cﬂﬁ at a%%?st&n& oort %%@Eézﬂﬁdneo 7 staptlbydut f@&netﬁ9§ Mand/or

S an est
oéhee charagieristins.| Gempusersteadsblermpedia d en W.Blach snﬁ’@ rf@mattré ﬂe@mnéfor
dsdlc %ﬁ \flbg Mboatl ihiiRdd RS ﬁ&en(;tohrhltéa' 7 ]n%gwolvh‘ﬁ'lé'] Storage
th(_e VMSC/ VLRV2 address to update HLR-H 110 with the
medig in\egops/fommg deige gBticak pagsstic oy Wlﬁ%@uﬁ@f jigrpefagedia) and
chitiel WALEs fhaf ?rka? Behided S8 tHRseP sﬁﬂhI R¥mMedC@dth andBr LRBT8Ions
106' s Sl SDN n addition,  various enbod|nents_for .the
tipppughvegirelres: PRtisalvpr willed sighalingangdinprany SORRINGHRR Greof.
explained in FIGS. 7A, 7B, and 7C are al so applicable
for FIGS. 8A, 8B, and 8C. The present invention can

take Uthli]e%s ftl'ﬂar ggn?efxt @f&aﬁy %dﬁﬁ%y ot'ﬂ@rruqy@ Eﬁo&éﬂ%ﬁg jch'g%’«lzgcription and

the claims, the words "comprise," "comprising,” and the like are to be construed in an

inclusive sense as opposed to an exclusive or exhaustive sense; that is to say, in a
sense of "including, but may not be limited to." Words using the singular or plural
number also include the plural or singular number respectively. Additionally, the
words "herein," "hereunder," "above," "below,”" and words of similar import refer to
this application as a whole and not to any particular portions of this application. When
the word "or" is used in reference to a list of two or more items, it covers all of the
following interpretations: any of the items in the list, all of the items in the list and

any combination of the items in the list.
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an entirely software enbodi nent, or an enbodi nment
contai ning both hardware and software el enents. In

waewsnance with an enbodi nent of the present PCT/US2007/014661

i nvention, software, including but not limted to,
firmvare, resident software, and m crocode, inplenents
the invention. Furthernore, the invention can take the
formof a conmputer program product, accessible froma
conput er -usabl e or conput er -readabl e nedi um provi di ng
program code for use by, or in connection with, a

CONPH,EL b@\;e &@M‘lﬂtf&etorf%strgﬁd AB6UheaR TXRd ﬁ@kenF@fstén'i‘ & not

ses of scription a COITpUt er-usabl e or
n@,tem@dtt@ pe exbaystivecorip érmahﬁhé REFSORS SHigM A herpipqise fopmdiscloged-

Wﬁt‘iE ?deerﬁcsérﬂfo%m&@m Rh& kfmplRs Q2GR IReset sytsfeaﬂsreafetscnbed
ram for use by or in connec‘tﬁ{ on wt

hPW:lz't Fordlpomtius BRBPISSNvAIPLE ERYIVaAIpFAPatitieations atfeRﬂSEBIe-r‘ﬁléhm

thee gédﬂ)@ &laﬂlebﬁreﬁzﬂt al-8Gh! @8itkose NBRORAL inCthe Ot ivaRI r,ecogmze The
el ectronmagnet i infrar ed or sem ¢ nduc‘fﬁ‘{; S ?
t%?ﬁbwgapﬁ@wreﬁétﬁ rovded %t@aﬁ*tl g eging
sPdterls GRIPIHBES. ITRay ﬁﬁ!y@noﬂ'&dhm&bd fCthel S tean S rﬁéthﬁku;(xte@cfnbed
agr solid state nenory, magnetic tape, a renovable

B8Yfput er di skette, a random access nmenory (RAM), a

e BT P S Al o

combined eo peonidecfurttiesémbadiments rﬂrtycsmrrbmgler(@mwcan be made in
e (CD-KR and Digital
]\%er sa& F‘l%v%%ekml%(g%%f%tk%cogmut er V\{Jsabl e mgdl um

provi ded herein includes a conputer usable program

code, which when executed, redirects roamng traffic

OfheAVaPRBBAs aSsoci ated with an HPWMN. The conputer

program product further includes a conputer usable

program code for detecting by a detection unit coupl ed

to afir PMN regi.strati.gn attenpt of Q r

at a P§%Vd§?ﬂja\é9mr%ﬁcﬁh?aé’88loﬁ 0g¢ oLodinany ski eéﬁ S eragt?%)dnmt

ag anpeitdtiah iopnhaeepagthe finventom aradaaled élusstatiansi afra scheme for
[ lation g that i.S.sen h M T

rﬁ% ﬁt‘%rmfﬁ%’é@ prgitsjuc U t Séorm%t?fgly\ﬁ es :ﬁ conpu F% perons

vasiaiidng and ogwdificationkewitbin the mpikih gf tieepresenimmvention will of course

ocgtgrl tgttﬁ(?sgo?g» ({Igeﬁ‘? %ﬁﬁsmttﬂe gtj\i]/g-'\/ﬂgwgtﬁé)gﬁlﬁox{]uﬁgﬁtg Qi ih% been

unit coupl he fi to cause t
dwhried Hoegxm;rlatth@prems ptmlst@nrre inplgmented priggpyidy from the point

FREF 'o?t(%qv{‘%&]let ﬁ@w&@t%%%eyy Méh ih Ond E’ﬂ@&&un@:ﬁ‘t@ However, the

registration atte roamer at the second VPM
presenty inyiepiden imay gﬂgq) tber gfifecpizely implemented on GPRS, 3G, CDMA,

WCDMA, WiMax etc., or any other network of common carrier telecommunications
in which end users are normally configured to operate within a "home" network to
which they normally subscribe, but have the capability of also operating on other

neighboring networks, which may even be across international borders.

The examples under the system of present invention detailed in the illustrative
examples contained herein are described using terms and constructs drawn largely
from GSM mobile telephony infrastructure. However, use of these examples should

not be interpreted as limiting the invention to those media. The system and method
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facilitates the roaner' s nobile comruni cati on when
the roanmer' s handset gets stuck in the second VPMN. A

WO/RBMBlIODes at or uses one or nore variations of PEEUS2007/014661

present invention to allow himto performtraffic
redirection on the inbound roaners of HPMN, in order
to cause a conpetitor VLR abort to the inbound

roamer's registration atterrpt at a conpetitor VPM\.
erators to

ey §s S
g%t oP I, ﬁese | x)goun rﬂgg'i"é‘r yl%ehel tg‘?%"%@'&‘i“f’%ﬂé’“s medium,
neludimgkwithai dipitgpant()i amyenbblmwlqphome netadolrIO\Aﬁch‘xﬂ?hQ\I without

%ﬁ!ﬁtﬁ;noéglvf éfs’é-gﬂ g ¥ “Wcﬁﬁﬁlﬁ or"‘G?ﬁst a‘la’?l ifd p%ones or other

roaner's IS stuck, elther du
?lealﬂ%fqle@hpw ngiwogkper syistemst G mnqyeqallp@ Mwmmmafmanauy

il {PUEGAE ST blosbriaSlohitk Wt Whd Bortd}BrcBPELId Ol il pon-
Thi s handl i ng of stuck set cas CK
hmbuf PoRAEEtomed péxemrh] vigelnding ram)%mt@s Mnot: aﬂbdlgﬂh@ﬁ to

faRBorghich®dmdt &h ot bdrkddal Toml ARG bR

(i'lrhe VP&/‘I\;CB‘ger at or b a‘lg sao Oegg%lgg P%o aut hgﬂﬂ“};@% lﬁgbﬂe
GGy ﬁﬁﬁegfaﬁnfﬂe KRpsplecRiptfIm sysh ashBonyr Blasiation, PSP or
dthereipphRtusathhtoNs capdle/BVARG! Bdecd; vg’rtaé&ﬁmﬂuxfx@zﬁfons over
dlstrlbutlonlrra‘%e of its conpetitor MN at anHPMN

HEH PhAPREOWS: REAPLRSy 8% AYRs (irh fixedcling Spvigesr ade fer receiving

cromtmmimloﬁsg rbut &KpaME’MNdém@yrﬁérﬁ in nubQ oD (vhil® breserving a
ve include any conbi nation

ed ab
P%fs‘ssf%{‘grp n‘ﬁjcsm s ¥n o‘gﬁl e VY o fEYI4ES nfom Dlink;  or
ttl@ganﬂnemcatiﬁne eqmpinem&ﬂéaﬁt ok vbioe odr aB esthmeh€6AsGah as those

BhABE, GRIRRIEBIALR Subsystems wiLhin a | af ger

em of nétwork. The present system
conponents can al so be coupled with any nunber of

ot he Tn %Q%%&%”Je?ta&”e%dbo%ﬂ%@:? of f?lu %gsaet-arrsx ugé%f}[le/‘ tmvention

controllers evi ces
this \specatication f@liwfvmtmmm offa tcbnttmmampnmms chiy faddlatdaﬂmg party

18 B ¥allBigely. Pér tﬁ%%x&ﬁké Bfabt, 9&‘!}1’#0 O BE2 D0 rrg vohcg call, in

corrponents may e carrying ou unct1 ons O
dh sybseriber telecosmaunicntives equiptenhat alsoe cammbleon$ visual,

aﬁmﬁﬂiﬁl&%dﬂoﬁsﬂl&&%‘iﬂbﬁ{yﬁAﬂeHﬁ v@f ﬁ&%%{u@gsdoru&hg an be for -

uter ai ded "design tools and/or’ expressed (or

t'?"é’p €20 RicBHSS Oré%hed&?fﬁmaﬁ@?i@ﬁ diptast r uctl ons embodi ed in

vari ous corrput er-readable nedia, in terns of their

behayi gr a r egi ster. transfer, |ogic conmponent,

tr anxl? g't CIE%WB{ me@gic eghepimrengs efcpe present invention
hfmabmt (&rstﬁlieldc BlowG0ED Bhe bf bR SRIIMBGhE aft'withhReciHE hat

Qr

various moae gca%ons an&] dﬁanges can be made without departing from the scope of
the present invention as set forth in the claims below. Accordingly, the specification
and the figures are to be regarded in an illustrative rather than a restrictive sense, and
all such modifications are intended to be included within the scope of present
invention. The benefits, advantages, solutions to problems, and any element(s) that
may cause any benefit, advantage, or solution to occur, or to become more
pronounced, are not to be construed as a critical, required, or essential feature or

element of any or all of the claims.
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dalfygygtnd Nnot as a I‘[smfﬁT[ﬂ;H-pA}t on the scope of the
Ry gt on, are [del aldo8kd TS REBECANS O a schenme Tor
r . fjrecting roam ngoggtghrulﬁagr a roaner assocl at ed
Wi gpan FAPIVN. NUMENDAP I ocation Update

MAP Mobile Application Part

MO Mobile Originated

MSC Mobile Switching Center

MSISDN Mobile Station International Subscriber Directory

Number

MSISDN-H HPMN MSISDN

MSRN Mobile Station Roaming Number

MT Mobile Terminated

MTP Message Transfer Part

NP Numbering Plan

NPI Numbering Plan Indicator

OCN Originally Called Number

0ODB Operator Determined Barring
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vari ations and

present inventi
W@e@sn0zrye skil |

t hat have been

nodi fications within the spirit of the

on will of course occur to those of

in the art in view of the enboPiTE/087/014661
di scl osed. For exanple, the present

invention is inplenmented primarily fromthe point of
vi ew of GSM nobi |l e networks as described in the

enbodi ments.

However ,

the present

an-—OCphpDc

invention may al so

[IFa¥a% sl fa W

e Si-rcCtTtT VveTy pb\;élr L \,& UTT O T\J, O\J, WIV%__%BPVA,_—ﬁ
% ete———o6f aﬁ)'N¥{ pak WO
r i ormuni-catlonsMAE Digyide Roamng Judiber, o oo ot 1y
coft gur ed—to—dpergI¥idg! SOBETLOGIION ooy verle o which—
AR Erovide Subserile oGty | of
ating-loni%¥e elﬁ@EM‘E?éqgﬁﬂg petworks—whi-ch—
[J O £)
o -

L‘mgﬁgp t el pnhn y

oA ,
\/ LRE$t§Eq filth ure !—!r\\_A_n%L’ use gf -these
x| es thll| nofenl-Apthentic ti i
i i on_to_thoseSigadl conngeiononirghparhy pot hodcan be—
ofS6¢Re and oY dla\ Ldpﬂi@ﬂﬁw of
t 3G conmuni cat | onsSigaingfiate ey udi na wit hout
1iv¥M ation: () ansumﬂbqrfldqngj “19 network including-
wWiSM8ut linitatlion Mesyags Serytse (‘J')I\IIA WCDMA_or  GPRS,
sa?MBCit e phones ophest Fsaﬁ?)?lfflvﬁejqfﬂltgﬁhnnp networks or

SySR@nE; (i)

ny Signaldtgint Code £ apparatus nornally

s in a hone

Qr Mﬁr”sS@qdkthg_%@aﬂOHm also

cokBGBed for

LseMAP Seng; Routiag Ieformationdios Lagation Service

noPRESMISt ored

net Se aformation o Shorh Message

deS8Tat ed t ot dl ecSigneliecsisteah®’ such as per sanal

cOPNIt ers. Pal

1ty Beb Systam AREWRST Mohi | e devi ces: (iii)

anS$it ert ai nment cBemise SvitchPpist m such as _Sony

Pl SRt at i on,

of T€8Rdi ng and
orTRon- hone net

PSP QSMM‘MLMS_J_Q&L&LE_L&Q&EL&_

V\orﬁ’mfﬁ@}ie@wemru y) f Lxed line devices

nefE for

r ecei Vi ngToosiation €atel ons, but capabl e of

deyA8ynent in

uneiVelvs AddedBemyies whil e preserving a

peYERst ent subs

cr i Nénited ogaiioh Registehe evel2eve devices.

f réebREYi nk; or

t el ¥OdAMYARcat i ons equi pnent neant f or

voVEEOver

BP_cdommivisited Mabils Sswitching$entense provi ded by

VOVIRIPE-8r Pack

t . VPMNYMSChi ng _certain enbodi nents

of VPN syst em

ndeWVigite¢ Ppblexidnbild Netsoth on, thi s

speci fication f

oll ows the path of a tel econmunications

’I%@iullitalfrreﬁ:%rﬂeg ?Aalcil ggwﬂ?c'htxy incorporated by this reference herein):

“Method And System

For Cellular Network Traffic redirection” Application No.

10/635,804 filed on August 05, 2003.

“Method and Apparatus for Defense Against Network Traffic redirection”

Application No. 60/662

Q71X SCCP
Q70X MTP

,030 filed March 14, 2005.
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to a called party. For the avoidance of doubt, such a
call can be a normal voice call, in which the

wa@aisorilber tel ecomuni cations equi pment i s al BOT/US2007/014661

capabl e of visual, audiovisual or notion-picture

di splay. Alternatively, those devices or calls can be
for text, video, pictures or other comuni cated data.
In the foregoi ng specification, specific enbodi nments
of 7k Ap esent invention have been described. However,
one of ordinary skill in the art will appreciate that

(&M biid SVerod Mabileolterfanel changes can -be nade wi t hout

denal fiaran TeYikit he scope of the present invention as
é{it forth in the clains below Accordingly, the

L0 Steesing 9 ReAminghe figures are to be regarded in an
illustrative rather than a restrictive sense, and all

@#&P dificatigns are intended to be included wthin
SPMEE spedleationi nventi on. The benefits,

BibiaIieAgRs tel&eulunRABolSyREARPRIE g+ pnd any el enent (s)
advant age, or solution to

may. cause any benefit, .
@gg{ﬁf\p@caf‘%“ but e Fhapesifipigbunced, are not to be
COPBITLEIOBEersios /910 Rélkase 199R8yi r €d, or essenti al
feature or elenent of any or all of the
cl ai ns. APPENDI XTechni cal references (each of which is
GEPHpontME by this reference herein): "Mthod And

| ul ar _Net wor k affic redirection”
%ﬁgﬁ%ﬁg}é&ﬁ?@ﬁ%‘?}}’?w&%ﬁsééﬂe‘?& e oR: August 05, 2003.
Taghnipal deadinationfahabhst MossapeSanse (Pg8);nst  Net wor k

i N i an ication No. 60/662,030 filed
(%%Eé'%%?&g%gg%%ﬁa%)@ox MIPQ77XTCAP GSM 1111
SIMand Mbile Interface GSM1 114 SIM Tool kit IR 7320

Gk Reaky BRRGITAY GSM 902 on MAP specification
Di git al ceIYuI ar t el econmuni cations system (Phase 2+)

Sl eA8pssrrityand&ilRart (MAP) Specification (3GPP TS
M1 MR ARy Lodiidn RELRASE 1998) GSM 340 on SMB
GSM 408 Mobile Radio Interface Network Layer
GSM 23122 Mobile Station Procedure
GSM 24008 Mobile Radio Interface Network Layer
GSM22011 Service Accessibility
GSM25304 Idle Mode Selection
GSM29010 Error Network Mapping

GSM 29002 MAP Protocol
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Digital cellular telecomunications system (Phase 2+);
Techni cal realization of the Short Message Service

W@ 3u8)27106GSM 03. 40 version 7.4.0 Rel ease 1998)P(3NsRB48014661

Security and OTA, GSM 31048 Security and OTA, GSM
23119 Gateway Location Register, GSM 408 Mbil e Radio
Interface Network Layer GSM 23 122 Mobile Station
Procedure GSM 24008 Mobil e Radio Interface Network
er GSM2201 1 Service Accessibility GSM25304 I1dle
é“SeI ecti on GSM29010 Error Network Mappi ng GSM
29002 MAP Protocoll Caim 1. A nethod for redirecting
roamyng, i afd} ?edgfectﬂ“igr %QHEBJ %ng‘ﬁb% aarogﬁﬁgﬁﬂm%tar}?mdset the

roaner €l Nng assocCl a

Net woraknet {4ovig) assavintéchivith el Home fgble detdleiietpyors (HFNMN) and
V' s Frﬁgalﬁpglg sfer%mhhed AR Wadided (p\Amebtue endivosd (WIRNY, the

rection Unlt he net hod conpri si ng:
d et eé‘rrst VP Mbitcored fo a rediragtipuni, tF%g’P%‘PF‘ SPTBHSEEt enpt

of the rogpREiR! afhs $e@NP MRV regiRtfifioh @88hPH ofhe oamer at a
first of one or nore registration cancellation

mes s e SERINbypantecapG2 feiRfi g OB Merieatgpion cancellation

reg| %ersg%kp;bng%g@@gwfu omthe redirection unit to the
causin based qon the one or

r egl strat P@‘ih'}ﬁe%?a&ﬁ &eore lr?géstrrqpmrqeasaggﬁqfdog ﬂi’%ﬁf’ér??t%?f‘lué‘ﬁ to
respeRsEPIBESage to a Visited Location Register (VLR)

associ ated with the second VPM\ t

regi st rat P8 % P"e*ﬁfzt’ ‘f”t‘?eorrnboé?réerglst” yiv(t?rhrté‘e‘sésg ShavENg ©

V\,hg!r leérm h h&glﬁtﬂ!ﬂlloﬁ @edponse musshgd & h [ Visistdeodatien Regivear ' (VER)

g?ulcl?gﬁoﬁf) L OWM%K&%‘? the ré}ﬁﬁqﬁ&{ ai‘te?mpt of the
roamer at the second VPMN;

wherein the redirection unit facilitates the roamer’s mobile

communication when the roamer’s handset is stuck in the second VPMN.

2. The method of claim 1, the HPMN having an associated Home Location
Register (HLR), the method further comprising:

authenticating the roamer with the HPMN by sending one or more

authentication messages, prior to sending the one or more registration

messages, from the redirection unit to the HLR.

3. The method of claim 1, the HPMN having an associated Home Location
Register (HLR), the method further comprising:

in response to the registration response message, sending the one or

more registration messages successively to the HPMN, thereby causing the

VLR to send an abort message to the HLR.

4. The method of claim 3 further comprising:
blacklisting the HLR and the VLR to restrict the redirection unit from
sending further registration messages to the HPMN within a pre-defined time

interval, upon the occurrence of one selected from a group consisting of the
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WO e0oBlzTo€ onpri si ng:

2. The nmethod of claim1, the HPMN havi ng an

associ at ed Hone Location Register (HLR), the nethod
aut henti cati ng the roanmerP@i/URDNE14661
HPWN by sendi ng one or nore authentication nmessages,
prior to sending the one or nore registration
nmessages, fromthe redirection unit to the HLR 3. The
nmet hod of claim 1, the HPMN havi ng an associ ated Hone

Locatir@Nriiaty &t fhd (hd-Mort kessapetd0d HURS &Y the HLR failing to
conpri si ng I N response to the régﬁggg#r ation response

messéf‘g‘élt SHERHITAYL TSP WRBTETSaEF0TP Stration messages
successively to the HPMN, thereby causing the VLR to

send_an abor sag 0 et f :
1o 8 macthad of SBAROr: GF TN Blind' ap Gl PR popation
t he l{leﬁsﬁeﬁ(HEE)‘, fHehethbefuirthed doagirisimg: uni t from sendi ng

further Eg‘ ]?lt r.at ' org%sw thg ?—%IhI{] ?allgi?m%tah{’ﬁ%t@dolr\]dgbile

pre-defin u on e occurrence o

sel eswédhihg @enter gvmsp:) @ddlssssmlrcayome tb hgvtidg infdrination query
send .t he_abor.t ssa 0 Iel |

o SO PR PisgRET PP ooh® pral el BBRRyiler bRl o
5. Thcfstrm theoddiodetioh anitnfrom sehdingPiNtienvdubige fnformation query to
asso%l Hone Location Register (HLR), the nethod
further conprising: blacklisting the HPWMN when the HLR
fails to return a Visited Mobile Switching Center

(VBB addp & (E%f | L€ PRE SRRy ﬁawfn‘?é‘tah NBsdtht PRMeONocation

query fromthe redirection unit to the HLR wherein
the Reaister (SLRhand t}ae pediresiionsenit apvingsary addest. e method further
redi LgmblgRg:unit fromsending a further routing

i nform |on query to the HLR 6. The nethod of claim
1, the. HPRMCHBATANEE 8 S5 B6i OB Gl R ECHRIELPR Gipssesss Using o

Rggl Wgc(aﬁhl%);s a,hmé t\hf R ﬁﬁﬂésfs%édcﬁtbdumtﬁ tiasscagl ¥RMN, from
address, the netho urther co

Anot Hes tegHRetign Ui > e IR, Trgpndaig, e Afdres oq?%%gléfgcggn unit
usi NQyith NO/RMKXT diRes and cheav M RIdRekdr ess associ ated with
the second VPMN, fromthe redirection unit to the HLR

for updating the address of the redirection unit
7. The method of claim 6, the roamer having a profile information at the VLR

and an associated Mobile Station International Subscriber Directory Number
(MSISDN), the method further comprising:

initiating a call setup request from the redirection unit to the MSISDN
number of the roamer for restoring the roamer’s profile information at the

VLR, thus facilitating the roamer’s mobile communication.

8. The method of claim 6, the roamer having a profile information at the VLR,
. the method further comprising:

sending a routing information query from the redirection unit to the

HLR for restoring the roamer’s profile information at the VLR, thus .

facilitating the roamer’s mobile communication.

9. The method of claim 6, the roamer having a profile information at the VLR,

the method further comprising:
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with the VMSC address and the VLR address. 7. The
nmet hod of claim6, the roamer having a profile

wo pdosorEDé on at the VLR and an associ at ed Mbbi P&T/US2007/014661

Station International Subscriber Directory Nunber

(MSI SDN), the nethod further conprising: initiating a
call setup request fromthe redirection unit to the
MBI SDN nunber of the roaner for restoring the roamner’

s profil esédafr%z{}% My Almbe? GuifyHront mésreﬁ%hbh hﬁit k@ﬂle VLR

the roaner's ['e conmmuni Catl on.
cl ai fergestorirg e onsmeriiarFriilg BOPPYHGY & tli‘*‘hYlengEPF gar?"&t“mg the

the YidRertshoviRich@chunttatibier conprising: sending a
routing information query fromthe redirection unit to

the HLR for restoring the roanmer's profile information
at 10. e Vhéthod hﬂ&la’iﬂci | iht RPN hlméng @armsd@utabﬁoln& Location

co icati e net hod of.
ol et ER gny He geLhod of, bR aclils FORERILR, the
f ur t hedthaofmhérsomgiisiagdi ng a roam ng nunmber query from
the redirection un for I t
roaner's PP F°&Pf r?%&{’ehﬁ%‘iﬁ%sﬁ hrgdlfﬁ_c ogtuhﬂ% Bponse to a
f aci bt ingrifiorgarnesehtiion blixd edieation mini 4¢ therHLR,Gending a
The net. of &l '

me T %ant 100 lo é§+ d t%che%it}'ﬁﬁif_@agwa%%e R rregrgvt%lggfrl]@%cﬁ??ss of
haV| rige mmrecdmn ewg fatm tH@Ll&thqrh@Wtﬂgdhe fagigtiqtipn attempt of
COMPI Siofher HARNLLSRAU PPt he address of the

redirectiron unit 1n response to a routing information
guery sent fromthe redirection unit to the HLR

t r e
tsﬁgfj FliE%ysQerﬁ 69 SafBdtx %nrolmgﬁ%t B c ARt AR, BRPAZ GChdn@set, the

to renmove th dress of the redirection unit

f r omredraerHhefte agRemiated At 3 RigmenRublig dylahileahpyioris (HIRMPP and

of thEik@RPBstdbd Wi S 8E0NsidENNbIBINISbileliletwhrls (ERIEIN), the
for redirecting roamng traffic of a roamer having a

hand $¥ttCMCARPEYRHer bei ng associated with a Hone

Publ i c Mok degechibd bRt lcoGpiEdRY) a&‘ﬁﬁi VPMIN ﬁirlcy:td’cﬁ@ atreglafhtion
wth a first Visited Public %i e Net wor St\/P
syst é\ﬁ;pxgahﬁﬁ thirﬁﬁrper at a second , upon recelpt rst’ of one or

more registration cancellation messages sent by the HPMN; and

a redirection unit coupled to the first VPMN for sending one or more
registration messages to the HPMN to cause the HPMN to send a registration
response message to a Visited Location Register (VLR) associated with the
second VPMN for thwarting the registration attempt of the roamer at the
second VPMN;

wherein the redirection unit facilitates the roamer’s mobile

communication when the roamer’s handset is stuck in the second VPMN.

12. The system of claim 11, the HPMN having an associated Home Location
Register (HLR), the system further comprising;:

at the redirection unit, means for sending the one or more registration

messages successively to the HPMN for causing the VLR to send an abort

message to the HLR in response to the registration response message.

T 42



10

15

20

25

30

a detection unit coupled to a first VPMN for detecting
a registration attenpt of the roanmer at a second VPMW\,

wapws/oeaeei pt of a first of one or nore regi stPEL/USV07/014661

cancel | ati on nmessages sent by the HPWMN, and a
redirection unit coupled to the first VPWN for sending
one or nore registration nessages to the HPWN t o cause
the HPW to send a registration response nessage to a
Visited Locatjgn i.st.er ssociated with the
se@oﬁ‘ B ?% 4 R@%f?‘ﬁ%c{ £| stration attenpt of

t he r oanmemeats fohblagldistingl thePRDR avmmce‘r’thtdneeStre:d thegedifegtion
unit _f. I t HB?S s _
when vt Ao Sk el B3R FRALEE CORTUIIAR hREp g pre
12. Wefanedymerintsfvad| wpom the, occwaendP\ef ersy pelectedh from a group
assogénﬁis%q 90 ke vﬂﬁ%mﬂg R8I bbdrHhRbsagt RELEYSLE N the
further co risin he redirection unit, neans for
sendfA& faHinzon eer@rthmetrrl@gr IEPRORES WASSAESOARRYLR.
successively to the HPWN for causing the VLR to send

an abort nessage to the HLR in response to the

r ebfi- She avsien elecpindd. tesdRYE! bavingra asRe Sl hegarion

12, RUELREFHCR) M SR fufR@REmbaing! ackl i sting the HLR
and thé1 VLF? to'res s?Irr ct the regr regc)tr on unrt

sendi ng fHWP‘Pﬁeforr'élg‘rké‘F‘i’%t FlﬁnHﬁ%‘é&f}@§ thg HR frﬁﬁ\/l\? return a
Wi t hivisigd PVBbitle Biviteiting i0¥Btet MVRISG)| addbe® n tr&izgonse to a routmg

occurrence of one selected froma

t he VHprmpatiop; Ayery ogglé‘n&hetﬁ IeRfEy “ﬁﬁ adﬁ r}i]l‘g ri’i%ll

and bhekldtiRg iapdrfoi@ed @ wemidt thbeedirgiiat it from sempgmmther
he VL ystem of claim 11, the

nessage. t o
prmfﬁﬁ%ﬁﬁ&aﬂa%gﬁb‘&ryé?é‘& 1?ne Locati on Regi ster

(HLR) t he systemfurther conprising: means for

vi EF bt S & Sl ) B RRARE kel Ao Bl Bation

r esp&egistet GIBR) aud fhagedirefthonmenit bavingiary gddfrrrse,mlw Rstem further
redire %J’BH .unit to the HLR, wherein the blacklisting

i s per to restrict the redirection unit from
sendi ng anfeana Her sersling pgotherf onereafi the queergy mere Kegistration
HLR n?e@s %mﬁé% %Orﬁﬁ aﬁhx%whﬁd L, vLRNS1dFERWRREOwAR the

assocCl at Locati o
second VPMN from the redlrectlon unit to the HLR, for updating the address

of the redirection unit with the VMSC address and the VLR address.

16. The system of claim 11, the HPMN having an associated Home Location
Register (HLR) and the redirection unit having an address at the HLR, the
system further comprising:

means for sending a registration location detached message to the HLR
to remove the address of the redirection unit from the HLR, upon receipt of
the address of the redirection unit in response to a routing information query
sent from the redirection unit to the HLR, when thwarting the registration

attempt of the roamer at the second VPMN fails.

17. A computer program product comprising a computer usable medium having a

computer usable program code stored thereon for redirecting roaming traffic
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Regi ster (HLR) and the redirection unit having an
address, the system further conprising: neans for

wagendiozggo@not her one of the one or nore regi StPEL/UBIV07/014661

nmessages using a VMSC address and a VLR address
associated with the second VPMN, fromthe redirection
unit to the HLR, for updating the address of the
redirection unit -wth the VMSC address and t he VLR

o LS B iAToL AR F RSB 1 A0 DE P B PSPEEI Ty P Bubti
redi [\&SHilb Qeetkrik! (HPNINY gndi ihidl Y egistendd with al{uRi; Viidied Public
syst ur.t her . c f 3. . .
e I R N
Lﬁgwﬁ‘ggﬁe?ﬁggfﬁ’?ﬁ%‘?m tdmpr:jsmg r ect%no;ﬂunl t%qf romthe

: ggp S gutter u%la{b € tha rg_gan"? 26dPnehdiCrot TRl &S aQr'Ehe first

unit inr ro ng In ormati on uer sen
f r omVIPMEN @ chigissre tigroatteuit tof the top@et-itR segpith rUYpoR geceipt

h
R A T o AN

a conput esccasdbbrapyiectisable [PaQaHY cAIC BN IBF sedilg e or more
pr 09? Co%ﬂ@fr‘még néssdfr&ﬂ BicGeMrdcQbn Liitiot8S HIPRNT @A ng
|

traf a roa havi ng a handset, the roaner bei n
associ at ethiv QWW"WIPBEH&‘%}“ \Geaed m@arraeﬁ%?%ntaﬂfbw the

and ioBi b ﬂokyreﬁﬁght%ﬁﬁgﬁag!st the MENINSD s l’@ﬁ’stﬁﬂbﬂl teSponse
Mobi | e Networ k™ ( VPIWN) the first VPWN cou‘gaﬁ ﬂ?tﬁl d
r edi ﬁeeéfageﬁotm‘\’fsﬂe@ Hé’cefef??p%}@%‘?t%l(‘é bRAFBFBRGCTR the secon
CONMPRIENTRGS tHwaktSthe FRiEREH G attb&qie bEthp reu@ie2 At the decoie MPMN;
for detecting, at the first c@,g ration, bile
attenpt ofYhefd rB’SnﬁFd‘é"tC“%nsé‘B’dnd ﬁ)ﬁg S}bonr0 BEEF pmot
of a chinkfilicafiorOWRerOthe Fa¥hE:r s ghdskr ia ktuok ircthn sedohd VIPMIN.
nmessages sent by the HPMN; second conputer usable

program code neans for sending one or nore
regi stration nessages fromthe redirection unit to the

HP and third co r r

el PR G G308, B A AV AS R O Sch
rress&gﬁm: ItohatiddPRegis®r SEHR)a the giowppter | prasiags poeest further
nmessage t.o a Visited Location Register (VLR)

assomgllp th the second VPWN to thwart the

regi str at ifomthaterapier vfablehprogeamepdean meppfe faeshentivasig, the
roamer with the HPMN by sending one or more authentication messages, prior

to sending the one or more registration messages, from the redirection unit to

the HLR.

19. The computer program product of claim 17, the HPMN having an associated
Home Location Register (HLR), the computer program product further
comprising:

fifth computer usable program code means for sending, in response to
the registration response message, the one or more registration messages
successively to the HPMN, thereby causing the VLR to send an abort message
to the HLR.

20. The computer program product of claim 19 further comprising:
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wherein the redirection unit facilitates the roarner's

nmobi | e conmuni cati on when the roanmer' s handset is
w@rwsk2iime t he second VPMN. 18. The conputer prRQr/ES2007/014661

product of claim 17, the HPMN havi ng an associ at ed

Home Location Register (HLR), the conputer program

product further conprising: fourth conputer usable

program code neans for authenticating the roamer with

t he HPWN sendi one, or nore uthentlca on. .

nessages, b%f;dll oF™ ‘ﬂgrs‘ésﬁgﬁerﬁogrﬁ’é‘ “he ’B?a‘"ﬁ(f?’éh acklisting the HLR

regi sindathé OH.Rrs sagies thefrediractite unie dione edndiy fubthér fePistration

the er.. program.pt o t of claim17,
Eb%f’%e avfong a%m 'éoag I%%g&rtrifga? 15 IEERy R alst fgpon’ the

( |-||_ R)occeence ofrpurt sxlecpaddigmamgpoupchoosistingr dfites VLR failing to send
conpr r.u I r cod

For aas e rigside? S UPHLR ShP T LB FHETH SRS e BREgetion
mes s dgronseyaessage totheER. regi strati on nmessages
successively to the HPMN, thereby causing the VLR to
send an abort nessage to the HLR 20. The conputer
program product of claim19 further conprising:fifth
conmput er usabl e program code neans for bl acklisting
the HLR and the VLR to restrict the redirection unit
fromsending further registration nessages to the HPWN
within a pre-defined tinme interval, upon the

occurrence of one selected froma group consisting of
the VLR failing to send the abort nessage to the HLR

and the HLR failing to send the registration response
nmessage to the VLR
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