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(57) Abstract: In the present invention, data corresponding to risk of communication is efficiently extracted. A control
unit (11) determines risk levels of false session data (dp) and division session data (d3), and collects file information
from between the false session data (dp) and the division session data (d3). In this case, since a file is not included in the
division session data (d3) but a file is included in the false session data (dp), the file information is collected from the file
included in the false session data (dp). In addition, an a.exe file is included in the false session data (dp), and the a.exe file

RrE2 )



WO 20217245944 A1 {/IMAID 0000 00T A0 000 0

HN, HR, HU, ID, IL, IN, IR, IS, JO, JP, KE, KG, KH,
KN, KP,KR,KW,KZ, LA,LC, LK, LR, LS, LU, LY,
MA, MD, ME, MG, MK, MN, MW, MX, MY, MZ,
NA, NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT,
QA.RO, RS, RU, RW, SA, SC, SD, SE, SG, SK. SL,
ST, SV, SY, TH, TJ, TM, TN, TR, TT, TZ, UA, UG,
US, UZ, VC, VN, WS, ZA, ZM, ZW.

8 EEE (RTORVWRY . 2 TOEEDRERF
ENTAE) : ARIPO (BW, GH, GM, KE, LR, LS,
MW, MZ, NA, RW, SD, SL, ST, SZ, TZ, UG, ZM,
ZW), 1—5 T T (AM, AZ, BY, KG, KZ, RU, TJ,
T™M), 3— 0w /X (AL, AT, BE, BG, CH, CY, CZ,
DE, DK, EE, ES, FI,FR, GB, GR, HR, HU, IE, IS, IT,
LT,LU,LV, MC, MK, MT, NL, NO, PL,, PT, RO, RS,
SE, SI, SK, SM, TR), OAPI (BF, BJ, CF, CG, CL CM,
GA, GN, GQ, GW, KM, ML, MR, NE, SN, TD, TG).

P NENEGE
— ERFEERES (RH$B215%0))

is associated with a schtasks command having a risk level of 3. Therefore, the control unit (11) collects, from the a.exe
file, meta-information, a file hash value, and a file body as the file information.
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