2:4 JAN 2006 1 *166166* MJLTI MEDI A COPY CONTROL SYSTEM AND NETHER hioh
DI G TAL DATA RECORDI NG MEDI UM AND OPTI CAL DI SC REPRODUCI NG APPA 5
BACKGROUND OF THE I NVENTION Field of the Invention The present invention

generally relates to a nultinmedia copy control system ﬁ' using a
digital data recording nedium and in pgticular, to Mmm mmmwwmmmisc 10
reproduci ng apparatus in conbination with a digital data teterding
apparatus, adapted to control duplication of digital data, preventing

unaut hori zed duplication of contents in an optical disc on which

mul ti medi a data i nghudiTMEDTH gidRPY CONTROUASY SAMY iND tMETHQADI USANGa i s
recorded. 15 Description of the Prior Art In recent years, DVD (D gital

Versatil e Drg@rMdeamTa DVErARDINGaREDI IS RiNpe OBTIICAL DEsc REPBODUPLINGed
recording capacity have cone into use in place of conventional |aser disc

and vi deo CRpmithpy&unber of novie titles and nusic titles 20 have been
released in DVD. H gh quality digital audio data or digital video data is
recorded on these DVD- Video standard disc and DVD Audi o standard di sc, and
because the digital data is of high quality, AV equi pmrent makers have not

t aken rpasurgycrirAMNPUE | THE digitRtIGygnal data fromthe inside to the
Field of the Invention
The present invention generally relates to a
multimedia copy control system and method using a digital data
recording medium, and in particular, to an optical disc
10 reproducing apparatus in combination with a digital data
recording apparatus, adapted to control duplication of
digital data, preventing unauthorized duplication of
contents in an optical disc on whichmultimedia data including
digital video data and digital audio data is recorded.
15 Description of.the Prior Art
In recent years, DVD (Digital Versatile Disc)-Video,
DVD-Audio and the like with dramatically improved recording
capacity have come into use in place of conventional laser
disc and video CD, and a number of movie titles andmusic titles
20 have been released in DVD. High quality digital audio data
or digital video data is recorded on these DVD-Video standard
disc and DVD-Audio standard disc, and because the digital data
is of high quality, AV equipment makers have not taken measure
of outputting digital signal data from the inside to the

25 outside of the equipment from the fear that unauthorized
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25 outside of the equipnent fromthe fear that unauthorized *QG00 Q?* q A6
JAN 2006 2 digital copy is made. This is because contents provide xﬁo
produce novie titles and nusic titles and provide such titles would be
significantly damaged if digital copying is made and a nunber of '
unaut hori zed copy discs appear on the market. 5 In a conventional audio
equi pnent, such as for exanple, CD (conpact disc) player or MD (mni disc)
pl ayer, digital audio data is outputted outside the equi pnent by using

| EC60958 as -a digital I/F. This IEC60958 includes generation C rol
managenent difddrtvek COPYch B RAASEVEL 1 EBpYS PEEURS &gmrﬁ%@ngégﬁéﬁe\é@gpén}
and controls the generation copy control nanagenent inforpation io ﬁhat
even in t he prasicamovd alitditlas aogynngipet bt 8 ANURFIH OC S oF LELF 8t
generation is allowed for an unlimted nunber of tinpes, whereas d'gitgl
copy of secowdlgbher aigos fiisantohy gianeged 3 f1@hebbrl ¢RRYENH LS | gn
drawback that if sonmeone tanmpers wth a CGV5 generation copy contro
managenent deviwsoer af noeutderisderd cepyi APCSopPELAT it tByrket-
generations can be easily produced. Fig. 14 shows an outline of a 1
repr oduki ng/ r ecor dilmga czovesst bomph andhn eaipRRIt s Facdn? B LB /PraBR e/
authori zed optical disc player 209 conprises: an encryptjon decgdett293
for decodi P afcameaypt ddach r phayesy et BHR 1 APt dBtRYEdn 9r9ita
audio data is outputted outside the equipment by using
IEC60958 as a digital I/F. This IEC60958 includes generation
copy control management information called CGMS (Copy
10 Generation Management System) and controls the generation
copy control management information so that even in the case
where digital copy is permitted, digital copy of first
generation is allowed for an unlimited number of times,
whereas digital copy of second generation is prohibited.
15 However, there has been a drawback that if someone tampers
with a CGMS generation copy control management device of a
recorder side, digital copies of unlimited generations can
be easily produced.
Fig. 14 shows an outline of a reproducing/recording
20 system in a conventional systemof DVD. An authorized optical
disc player 209 comprises: an encryption decoder 203 for
decoding an encryption from a system steam; a reproduction
controller 204 for servo-controlling an optical pickup and

a working mechanism relating to reproduction of an optical

25 disc; an AV decoder 206 for converting a system stream to a



controller 204 for servo-controlling an optical pickup and a workin
mechani smrelating to reproduction of an optical 25 disc; an AV dééo 2866
for converting a systemstreamto a 2 4 JAN 2006 3 digital audio or digita
vi deo signal; an anal ogue output <circuit 207 for- converting the digital
audio or the digital video signal into @an anal ogue signal to output the
anal ogue. signal; and a digital output circuit 208 for converting the 5
digital audio or digital video signal into a signal of a definite output
format (for -exanple, |1EC60958, |EEE1394 and the_like) to output tpgut
digital signajitdbaaudiseoradigitted ivideopsighrldi &% ARBIUEIC 278
conprises: an analogue input circuit 210 for converting an %O nakggﬁe
audi o or'Wdyybﬁiﬁngo$iﬁwwﬂcdHWeraidggthaldsggﬁéﬂ;a&ddPgPFaF anﬁg Preuit
211 for converting an input signal which is input in a definite ii%ital
format intaq@dh®ighal aliie on ahgloghevsiignadi §RaPLLRR TAVNENEBAEPYI 2 for
converting the digital audio or digital video signal into a 15 system

stream a recorsi NoagQna r&1¢ﬁta2161.1‘Eputseircui@oﬁ@ﬁoﬂfpirngoaﬁeéﬁtjinc%ﬁh@ ckup
and an worki ng nmechanism relating to recording of an optical disc; copy

contro# MENAGEPENt adatia @@Gai¢Eﬁsrtoideewsﬁ@aaxuinﬁ@rad@ié@?ﬂn&f Copy
control managenent information fromthe system stream 20 and rewiting, it

as necessary, ¢ 8RftaNoRRELYPELONageNEDat exanpls, f SECEIATRy FFEFIIYDEABh to
the systemstream As for an commercially available press disc 201, the
authorized e 1ike) to output the digital signal.
Meanwhile, an authorized optical disc recorder 216
comprises: an analogue input circuit 210 for converting an
10 analogue audio or video input signal into a digital signal;
a digital input circuit 211 for converting an input signal
which is input in a definite digital format into a digital
audio or digital video signal; an AV encoder 212 for
converting the digital.audio or digital video signal into a
15 system stream; a recording controller 213 for servo-
controlling an optical pickup and an working mechanism
relating to recording of an optical disc; copy control
management data (CCI) detector/rewriter 214 for detecting
copy control management information from the system stream
20 and rewriting it as necessary; and an encryption generator
215 for adding an encryption to the system stream. As for
an commercially available press disc 201, the authorized
optical disc player 209 reproduces an audio or video signal,

which is digitally or analoguely connected to the authorized

25 optical disc recorder 216 for creating a copy disc 202.



optical disc player 209 reproduces an audi o or video signal, mﬁlcg i%ms
digitally or anal oguely connected to the authorized 25 opti cal jhs JAN
recorder 216 for creating a copy disc 202. 2.4 JAN 2006 4 A case of

aut horized two generation recording in this conventional systemw |l be
described with reference to Fig. 15. It4is assuned that only digital copy
control information (hereinafter, referred to as digital CCl or "DGCCl")
is 5 recorded in a predetermned formon a comercially available press
disc 220, and the commercially available press disc 220 is, under %ﬂf
condition with |i M caseonf bathoarimad toid genss atdaeFRGGHAITEDY™ FRE copy
control managenent information is shown by a block 250._In other rds, in
this comerconventibnadasyasties widdsbeidesopbed whhakarense grﬂ):%ﬁgi'n

Fig. 10 indicate a status "C4=1, C3=0" (hereinafter, expressed by, .

" CAC3=10") . 1¥\¥ienI t eipy eadsuimegl the tconkerdi @l t3l Aeny seRErolyiBéergiatd oo
with an authorized optical disc player 228, a digital output circuit 227
converts a (h@irtdhafudim orefidrdedi tal asi dégidiagndICE B aLSFGhal of a
definite digital output format to output the digital signal. v%eqéﬁnf

di gi tab si gpatoedieputhes preddieedeinnit fordiqn varohpersidld ¥ A¥Git % an
aut hori zed optical disc recorder 235 fromthe authorized optical disc

pl ayer 228, pihes2@isom@R0 pchrl ghieatosingmali aild yoomediedd & PEOSE i §F 1240
audio or digital video signal by a digital input circuit 230. The
converted digitaleauthe esndiyibal witdebisiyahionstihabrpermits only one

generation copy. This copy control management information
is shown by a block 250. In other words, in this commercially

10 available press disc 220, C parameters as shown in Fig. 10
indicate a status "C4=1, C3=0" (hereinafter, expressed by
"c4c3=10") . When reproducing the commercially available -
press disc 220 with an authorized optical disc player 228,
a digital output circuit 227 converts a digital audio or

15 digital video signal into a signal of a definite digital
output format to output the digital signal.

When the digital signal outputted in the definite
digital format is inputted to an authorized optical disc
recorder 235 from the authorized optical disc player 228, the

20 inputted digital signal is converted into a digital audio or
digital video signal by a digital input circuit 230. The
converted digital audio or digital video signal is then
converted into a system stream by means of an AV encoder 232.
With the system stream, a copy control management data (CCI)

25 detector/rewriter 233 detects the digital CCI (250) and



converted into a system stream by neans of an AV encoder 232. Wth the
system stream a copy control managenent data (CCl) 25 detector/Z ewAN &B6
233 detects the digital CC (250) and 2 4 JAN 2006 5 determ nes the status
to be "C4C3=10" that permts one generation copy and thus rewites the C3
paranmeter of the digital CC fromO to Bto make it into "C4C3=11" so as
to prohibit copy of second and subsequent generations. An 5 encryption
generator 234 then adds an encryption to the system stream and a recording
operation is performed under a control of a recoxding contraqller 231,
whereby a fdetergdmesatingn sopyusdiocber ' GACIFEAT eBhathReFBIHS S1C copy
control ling managenent information of this case is shown by a blogg 51.

10 Wien repgedediaty ahecapyyanisthps1 ngyrdtetitHoei ¢ddPagafetar & é€$?ayer
242, even though C paraneters of the digital CCl have "CAC3=11" indicative
of copy bei ddgprtati [€QTErdmed reprbduetnakei &tpanter <t Brthe opt#EaFdi sc
pl ayer 242 to output a systemstreamdigital signal. The 15 reason why the
pl ayer nor npldoj ijeint cxowy a0 £ epeodudi agidoparka¢ hentt generatdmishg ffe
reproduction even if copy is prohibited is that, it is inpossible to

aut hor ifize eeguicaesttison geneze atmmmaddethemadidshanentpyphientte becorinEePed
to the digital output circuit are not limted to the recorder but 20 pay
be an audi o/etirdam nepr adiet s bygiqurend t Wbn H @ peirfiarred unsiar aseRRtBLf or
exanple, digital TV and digital anplifier) . Wen this reproduced digital
signal is iofustrestddimg controller 231, whereby a first generation copy

disc 221 is created. The resultant copy controlling
management information of this case is shown by a block 251.
10 When reproducing the copy disc 251 by an authorized.
optical disc player 242, even though C parametexrs of the
digital CCI have "C4C3=11" indicative of copy being
prohibited, the reproduction is performed by the optical disc
player 242 to output a system stream digital signal. The
15 reason why the player normally performs a reproducing
operation without stopping the reproduction even if copy is
prohibited is that, it is impossible to authorize equipments
to be connected, and the equipments to be connected to the
digital output circuit are not limited to the recorder but
20 may be an audio/video reproducing equipment with a digital
input (such as for example, digital TV and digital amplifier).
When this reproduced digital signal is inputted to an
authorized optical disc recorder 249, a copy control
management data (CCI) detector/rewriter 247 detects the

25 digital CCI {251) to determine that copy is prohibited and



aut hori zed optical disc recorder 249, a copy control nanagenent Qahgﬁgﬁ%l)
detector/rewiter 247 detects the 25 digital CC (251) to detern?

copy is prohibited and 2 4 JAN 2006 6 does not performa recording
operation. As a result of this operation, a copy disc of second generation
is not created. However, when the copy dontrol managenent data
detector/rewiter (233) of the optical disc recorder (235 5 is tanpered
wi th, unauthorized copy becones possible in the follow ng nanner. A case

of unaut hori:zed two generation digital recording in_the sane,g¢con t i onal
system wi | | 95&S H€§CSPE§°\H‘E R F%F@ggﬁ@g PBEER .10%6. @isk@mfgﬁuftﬁe‘ﬁlet%ls
comercially avail able press djsc 220, an commer cCi a%‘{g 10 avail abl e press
di sc 260 i sORRFELIHY DRARY SHSF A 95GANTRIBEEHaL OB et FitQL SHSA T
generation copy, digital CC _ satisfies "C4C3=10" and co conér ol l'ing
management i nf or tHPMEN Sthe G | SN hBRY bGFOR tEOLK PSR 1 &3Fdduci ng
the commercially avail able press_disc 260 with an _authorized 15 optical

di sc pl ayer de¢@ctory xpwri teat pad i pdurhe2eptigdletisc Fefiqydel b or
digital video signal into a signal of a definite digital output format to
out put 5 he dngtaa\peﬁaﬁwml.thmmqu@@wgm@C%pnr%ﬁcwefm%algheth’é the
definite digital format is inputted into an unauthorized optical disc 20
recorder 278ofldewirte mamrherizell spsecall dingutiianieze@ebwot HENEABGECE
digital signal is converted into a digital audio or digital video signal
by a digi t adligdigial creeerdinglinTihe same conventional system will be

describe with reference to Fig. 16. Likewise the
commercially available press disc.220, an commercially

10 available press disc 260 is under the condition with
limitation that permits only one generation copy, digital CCI
satisfies "C4C3=10" and copy controlling management
information thereof is shown by a bock 293. When reproducing
the commercially available press disc 260 with an authorized

15 optical discplayer 269, adigital output circuit 268 converts
a digital audio or digital video signal into a signal of a
definite digital output format to output the digital signal.

When the digital signal outputted in the definite

digital format is inputted into an unauthorized optical disc

20 recorder 278 from the authorized optical disc player 269, the
inputted digital signal is converted into a digital audio or
digital video signal by a digital input circuit 271. The
converted digital audio or digital video signal is then
converted into a system stream by means of an AV encoder 273.

25 For the system stream, a tampered copy control management data



converted digital audio or digital video signal is then converted into a
system stream by nmeans of an AV encoder 273. 25 For the system s kegN 2086
t anpered copy control managenent data 2 4 JAN 2006 7 (CCl)
detector/rewiter 274 detects the digital CC (293) having "C4C3=10" that
permts one generation copy. The tanpertd copy control managenent data
detector/rewiter 274 tanpers the digital CCl data to set for copy free
"C4C3=00" 5 though it should rewite the C3 paraneter of the digital CC
fromO to 1-to make it into "C4C3=11" so as to prohibjt cogg of zggg?d and
n defsta

subsequent (§EheY adébastoTHeewrdt eam@ Vptdehechenshst 6H Piia
encryption to the systemstream and a recording operation is performed
under a cortawingf"@4¢8=16C0tdiaty paxnits | ene2generadiicly ePRYie geirati on
copy disc 261 of copy free having no limtation for copy is created. Copy
cont rol | i ngtamragedertpY rdar el aremdgemestedabaide saehAT/ BeWa ifiedc R 7494,
Since the digital CCl data of the one generation copy 15 disc 261 is"
t anper ed t ccampyr$reke dhebtahi €Cdi datactoi setréprodapFdfsgeafCAGBRE0"zed
optical disc player 285, a digital output circuit 284 converts a di%ital
audi 0 ®r ditgidwadhvitdeshosldgmwiite thesiCihplarsmet efefdhithe digilttall &@lput
format and outputs the digital signal. Wen the digital signal 20
out putted ifrdhed def ilnitbemdikgi tLal ihaontiC4tBerhlit" hecaaishspi pedhibpti €8PYdi sc
player 285 is inputted to an unauthorized optical disc recorder 292, since
the digitalof@ecdond andsstibsequemt generations. Then, an encryption
| generator 276 adds an encryption to the system stream, and
a recording operation is performed under a control of a
10 recording controller 231, whereby a one generation copy disc
261 of copy free having no limitation for copy is created.
Copy controlling management information of this case is shown
by a block 294,
Since the digital CCI data of the one generation copy
15 disc 261 is tampered to copy free, when this disc 261 is
reproduced by an authorized optical disc player 285, a digital
output circuit 284 converts a digital audio or digital video
signal into a signal of a definite digital output format and
outputs the digital signal. When the digital signal
20 outputted in the definite digital format from the authorized
optical discplayer 285 is inputted to an unauthorized optical
disc recorder 292, since the digital CCI data is set to copy
free "C4C3=00", digital copy discs of unlimited generations

will be created. Copy control management information at this

25 time is shown by a block 295. In other words, in the




free "C4C3=00", digital copy discs of unlimted generations wll be
created. Copy control managenment information at this 25 tine is2shgyw 2o a
bl ock 295. In other words, in the 2 4 JAN 2006 8 conventional system once
an unaut hori zed copy disc is created by neans of a tanpered unauthorized
optical disc recorder, a copy free disc8&s to be created because of such
an unaut hori zed copy disc even in the case of using an 5 authorized optical
di sc player and authorized optical disc recorder. A case of an authorized
two generati-on anal ogue recording in this _conventional t i1l

descri bed WFPRVER&GTEHceSYILERy. gi‘ﬂe ﬂé’sd’rﬁeﬁﬁtl??\ﬁ%zﬁgcgﬁé&r g%\g y >

avai l abl e 10 press disc 300 is _under the condition of caop r.ohi bi&.i on,
digital CCl csggited &y morns1ef én&aé@ﬁf%d%rﬂ%‘ilwﬂﬁlzﬁgn\éggﬁﬁ‘ﬁl isc
informati on thereof is shown by a bl ock 331. When repraoducin thg

commer ci al | Fegeaidedbl @ mary Iier Bove vig Ho &f éiﬁ%‘??‘%é%e%?)‘t‘?‘éa‘? ik

pl ayer 309, an anal ogue output 15 circuit 307 outputs an anal ggue audi o or
anal ogue vi @do usiagpthorized €oBYgidisc AWPutiv FRei £Fa56s ofaltt FThot
connected to a recorder) converts a digital audio or digital video,signal
into aBsi gnautdord zkd joptical gliaF Bleyer pecmRLEYWGIASAIOPEIRASIGeF. 20
When t he anal ogue signal outputted fromthe authorized optical disc player
309 is inpurespndemn aut horized optical disc recorder 316, the inputted

anal ogue signal is converted ) _
A case of an authorized two generation analogue

recording in this conventional system will described with
reference to Fig. 17. Assuming that a commercially available

10 press disc 300 is under the condition of copy prohibition,
digital CCI satisfies "C4C3=11" and copy controlling
management information thereof is shown by a block 331. When
reproducing the commercially available press disc 300 with
an authorized optical disc player 309, an analogue output

15 circuit 307 outputs an analogue audio or analogue video signal,
and a digital output circuit 308 (although not connected to
a recorder) converts a digital audio or digital video signal
into a s.J'..gnal of a definite digital output format to output
the signal.

20 When the analogue signal outputted from the authorized
optical disc player 309 is inputted to an authorized optical
disc recorder 316, the inputted analogue signal is converted
into a digital audio or digital video signal by means of an
analogue input circuit 310. The converted digital audio or

25 digital video signal is then converted into a system stream



into a digital audio or digital video signal by neans of an anal ogue i nput
circuit 310. The converted digital audio or 25 digital video signlé |8y tohgn
converted into a systemstream 2 4 JAN 2006 9 by neans of an AV encoder
313. Since this converted system stream does not include digital CCl data,
copy managenent information does not exi9st. Therefore, it is inpossible to
manage copy by neans of a copy control nanagenent data (CCl) 5
detector/rewiter 314. Mreover, since the input signal is anal ogue
signal, no encryption is added to the_system stream, by neans q$ At em
encrypti on jEneeansrof18n AMdeacedesr dildg SORCEoIFS SPAYRH TS Y e
recordi ng operation w thout addin an encryption, whereby a first

generation stppati s naavinglude AdIiSRL RiMaddMeAt FRPYr MEMAGFTeNt
created. This copy disc 301 can be reproduced when r oduced gégge ns of
Be

epr
an aut hori zédfdirma‘qilcay@b@@,o’far%itﬂete-augél%ef%ﬂb%enkg b THRS nt
information, it is possible to perform anal ogue recording or digi}al
recordi ng ahsoage copybysmaansuoficr icany gmntel MakagerepricdataolCahht
is, in the conventional system even in the case of using an authorized
opti cals di sdeteciratefrewr thers3hét tMepeeserw s hncBythpebRPHE ShIRBPY 8 sc
once by perform ng anal ogue recording, copy free discs allowing digital
recor di ng omnanaquue irgrcl dingg ewicddy el die Lisneifiede 8Pyt B ety 2HEBVER B
usi ng an authorized optical disc player or authorized optical disc,
recorder. Nuoy, mears ref eapnercrypfign mEnerateni 31p) oekdbf tpcording
controller 312 performs a recording operation without adding
anencryption,wherebyzafirstgenerationcopydisc301having
10 no copy management information is created.

This copy disc 301 can be reproduced when reproduced
by means of an authorized disc player 323, and because of
absence of copy management information, it is possible to
perform analogue recording or digital recording also by using

15 an authorized optical dies recorder 330. That is, in the
conventional system, even in the case of using an authorized
optical disc recorder which is not tampered with, by creating
a copy disc once by performing analogue recording, copy free
discs allowing digital recording or analogue recording will

20 be unlimitedly created even by using an authorized optical
disc player or authorized optical disc recorder.

Now, with reference to Fig. 18, a detail block of the
reproducing-recording system in the conventional case will

be explained, and then explanation on digital recording

25 operation and analogue recording operation will be made.



r eproduci ng-recordi ng systemin the conventional case will be expl ai ned,
and then expl anation on digital recording 25 operation and anal ogye, JAN 2006
recordi ng operation will be nmade. 2 4 JAN 2006 10 An optical disc player
352 conprises: a spindle notor 341 for rotating a disc 340; an optical

pi ckup 342 for reading a signal recorded®n the disc 340; a nechani sm
control section 343 for driving and controlling the spindle notor 341 and
the 5 optical pickup 342; a signal processing section 344 which extracts a

system ot ream ol ol gl o3kanah b RELAGURL"S o ke PURGIL NG SBFENW moter
s AP AR P
encrypti o%- @eébgélﬂﬁsﬁ%i:@ﬁ%?%r‘éﬁrﬁqh%%l&é:cggl A gﬁggh_cﬂngli nélclg_%é:tftﬂlosf)ﬁ\]ifaeo
i deo. si gnald 4 hES TR ANAPGy BB agan s 1anahharctRendt aho P gl e o
G o1 t ol vi AP S haPLeRED 280 o B al GBFPHECS O SRC ket 111 GpoEn
exanpl e |1EC60958, | EEE1394 and the |ike), Egbferfor

| .
anal ogue si gHErdutPuE BYALREN SLEEATH S Sﬁﬂﬁ?iﬂﬁyt g%ﬁggﬁﬁégtd83%?rm

of the anal ogue audi o or anal ogue videp signal; and a system controller
351 for contHYI¥R}RTt RE Gngotralc%’?%tFln%uggu%hEOr?ﬂjr u%e%{i% e39§£§ﬁ8$

anal ogue signal_ output control ,
d g%:)ic]-cup 5)42 and supplies a control signal to the mechanical

control section 343; an encryption decoder 345 for decoding

10 an encryption from the system stream; an AV decoder 347 for
extracting a digital audio or digital wvideo signal from the
encryption-decoded system stream and decoding the digital
audio or video signal; a DA converter 348 for converting the
digital audio or digital video signal into an analogue audio

15 or analogue video signal; a digital signal output control
section 349 for converting the digital audio or digital video
signal into a signal of a definite output format (for example
IEC60958, IEEE1394 and the like) to perform ocutput control;
an analogue signal output control section 350 for performing

20 output control of the analogue audio or analogue video signal;
and a system controller 351 for controlling thedigital signal
output control section 349 and analogue signal output control
section 350 while reading the digital CCI data, as well as
for controlling the mechanism control section 343.

25 Meanwhile, an optical disc recorder 365 comprises: a



section 350 while reading the digital CCl data, as well as for controlling
t he mechani smcontrol section 343. 25 Meanwhile, an optical disc recQnselnns
365 conprises: a 2 4 JAN 2006 11 spindle notor 354 for rotating a -
recordabl e disc 353; an optical pickup 355 for recording a signal encoded
by a recording signal processing section]357 on the recordable disc 353;
a nmechani smcontrol section 356 for driving and 5 controlling the spindle
not or 354 and the optical pickup 355; the recording signal. processing
section 357 for outputting a recording signal to the optical pickup 355
whi | e addi ngsmindkerneotosr 36k iffax covleatbng sysecorstatdembsand ed/ afl
encryption has been added and perform ng nodul ation on the 10 sane, and
for supplyi ngptaicabt pakksipgrEds tiozt heececdangsen ségmalolersead¢@dnbB58 at t he
time of recording; a digital input converting section 360 for converting a
definite di gté@brdshgnali gaallpyirtesk$simyt becbibsi 367 mtro thelixyécardabdieo or
digital video signal; an AD converter 359 for converting an 15 anal ogue
audi o or vi débs¢nPEB;skgr@lcHarism cowttal seghabn 356 Adrmivieing6antlor
encoding the digital audio or digital video signal into a systemstream a
digitals5CC ¢ecpdel13nG thersplivt@re imgakt GiSidabn@Gih é rogrh ideel pjistkarp Stideam
signal; a digital CC encoder 362 for rewiting digital CCl data on the 20
syst em st r earh&i gaeb ridnac sdgtharic e rwidds i rcpneaici ofh 353 ySoenvutpatiadng
section 364; an encryption generator 363 for encrypting the system stream
by addi ng ana erecypiiing sheneloto the optical pickup 355 while adding an

error correcting code to a system stream on which an
encryption has been added and performing modulation on the
10 same, and for supplying a control signal to the mechanism
control section 356 at the time of recording; a digital input
converting section 360 for converting a definite digital
signal outputted from the outside into a digital audio or
digital video signal; an AD converter 359 for converting an
15 analogue audio or video input signal into a digital signal;
an AV encoder 361 for encoding the digital audio or digital
video signal into a system stream; a digital CCI decoder 358
for detecting digital CCI from the system stream signal; a
digital CCI encoder 362 for rewriting digital CCI data on the
20 system stream signal in accordance with a command of a system
control section 364; an encryption generator 363 for
encrypting the system stream by adding an encryption thereto
and transferring the encrypted system stream to the recording
signal processing section 357; and a system controller 364

25 which reads the digital CCI data and provides the digital CCI



and transferring the encrypted systemstreamto the recording signal
processi ng section 357; and a systemcontroller 364 25 which readQ & kaN 2006
digital CCl data and provides the digital CC 2 4 JAN 2006 12 encoder 362
with a comand to rewite the digital CCl data, as well as controls the
mechani sm control section 356. Digital reg@rding operation is as follows.
The optical pickup 342 reads a signal recorded on the disc 340, 5 and the
signal processing section 344 perforns data punching and error correcting
to extract a systemstreamdigital signal while supplying the nmechani sm

control sect BBROGET Witteh Wi the enicosmasidyie remel e doerdbabta t G6E edata,
system stream of which encryption has been decoded fromthe system stream
10 to the Avafe¥&ddr BUTTCOMRHEOAY #BEoHGCIBYTl ktERRtE0d Giegitigin Ifi o or
digital video signal fromthe systemstreamto decode the sanme, and
transfers the decodedgstghrakecendiangigpenrtiongdsl asutfatleent r cTheection
349. The digital signal output control section 349 outputs the digital
audi o or di gbriicalded cliidflradds e corgrerl imrgcordedtonatse ghbscoI4d @,
definite output format (such as for exanple, |EC60958 and | EEE1394). A
definite@ di gendl thegnbdnahmroedstiom shetdonsBdé pesfoonseds bd puriching
digital audio or digital video signal by the digital input converting
section 360 and erndsforreesct in@Gd e tA¥ cdng Gieyt &6 & rEam Al/gthaddeigrsdll
encodes the digital audio or digital video signal into a system stream
The digital wiBtledescgaery 358 tkeeemeshdingisralcd®@roht aettdont Bd3 with a
control signal. The decoder 345 transfers a system stream
of which encryption has been decoded from the system stream
10 to the AV decoder 347. The AV decoder 347 extracts a digital
audio or digital video signal from the system stream to decode
the same, and transfers the decoded signal to the digital
signal output control section 349. The digital signal output
control section 349 outputs the digital audio or digital video
15 signal while converting it into a signal of a definite output
format (such as for example, IEC60958 and IEEE1394).

A definite digital signal inputted from the outside
is converted into a digital audio or digital video signal by
the digital input converting section 360 and transferred to

20 the AV encoder 361. The AV encoder 361 encodes the digital
audio or digital video signal into a system stream. The
digital CCI decoder 358 detects digital CCI data from the
system stream signal to transfer this digital CCI data to the

system control section 364. The system control section 364

25 reads the digital CCI data and, when necessary, provides the



system stream signal to transfer this digital CCl data to the sy?,.er\r} 2006
control section 364. The system control section 364 25 reads the igiﬁgl
CCl data and, when necessary, provides the 2 4 JAN 2006 13 digital CCl
-encoder 362 with a command to rewite the digital CC data on the system
stream and al so controls the nmechani sm 18ontrol section 356. The system
streamis encrypted by the encryption generator 363, and then the
recordi ng signal 5 processor 357 adds an error correcting code and perform

modul ation on the encrypted systemstreamto output a recording sigpnal to
the optical gkl ﬁam%ﬁ&ztﬂéths@ﬁ%%ﬁ?é;&nFSHrﬂﬁ& gb@o‘flhgggé di sc

353. Anal ogue recording operation is as follows. The 10 optgcal ickug 342
reads a si gfflI deder dadtlom sisd el 561230, 2RAP TR CONGTALHFHESREFRFNLER i on
344 perfornms data punching and error correcting to extract a system stream
digital sigreontuwdl|esestpphydh§-a Ehatsvstemgnhresd LReeReENRERLSPYORPROI
section 343. The decoder 345 decodes the system stream and 15 transfers the
decoded systemrsypbinnt genles afpnictolerand7therhshay récddimesvighetacts a
digital audio or digital video signal fromthe system streamto decode the
sane, amd tpomséesert BETdecodedsigidr t oor hecbAngoppsta éndmer fpEm pa
converter 348 outputs the digital audio or digital video 20 signal while
converting inoduniatannaral ddee ssigrmtedherstapustagai thOWR Ea? di sc
recorder 365, the analogue signal is converted into a digital audio or
di gi tal recording signal to the optical pickup 355 and record the
system stream on the recordable disc 353.
Analogue recording operation is as follows. The
10 optical pickup 342 reads a signal recorded on the disc 340,
and the signal processing section 344 performs data punching
and error correcting to extract a system streamdigital signal
while supplying a control signal to the mechanism control
section 343. The decoder 345 decodes the system stream and
15 transfers the decoded system stream to the AV decoder 347.
The AV decoder 347 extracts a digital audio or digital video
signal from the system stream to decode the same, and
transfers the decoded signal to the DA converter 348. The
DA converter 348 outputs the digital audio or digital video
20 signal while converting it into an analogue signal.
When inputted to the optical disc recorder 365, the
analogue signai is converted into a digital audio or digital
video signal by means of the AD convertex 359, and transferred

to the AD encoder 361. The AD encoder 361 encodes the digital

25 audio or digital video signal into a system stream. Since



video signal by means of the AD converter 359, and transferred to the AD
encoder 361. The AD encoder 361 encodes the digital 25 audio or diZg tjaN 2006
video signal into a systemstream Since 2 4 JAN 2006 14 an anal ogue i nput
signal does not include digital CCl data, the digital CC decoder 358°
transfers information to the systemconf4ol section 364 that digital CC
data is not detected fromthe system stream signal. The systemcontrol 5
section 364 does not issue a command to the digital CCl encoder 362, does
note rewite the digital CCl data qn the system stre e S iS no
digital CC aﬂaﬁa,aléﬂéﬂeallwuctoﬁ*tlﬂd!a:l 4952 r%i%dvﬂ%ﬁﬁ‘i%m%rg%gcﬁ%n@%ﬁ%f The
systemstreamis e.ncr%pt ed by the encryption generat %r 36%,. anc{_‘t ethe
10 recor di nghei ghialitrbocesEodegsdesdds Bt @t e Edr FBELE Fe “%n

per form nodul ati on on the encrypted _system str,eamtg %Lf[ ut__a .recording
signal to tisesden mntpr@ku@eegsoan&%ect&%t ¢ha1E3dt Emts A3EAmich 1e
recordabl e disc 353. The disc on which recording is nade in the above
manner doesdedtedtrad fiom Shei gisdiero@t A S MEEL - T NAA %S bR FRAHFEL
file structure of the conventional systemw || be descrjibed with reference
to Figh 19sektdicyc3869d¢esinedes sauent Comnang speshedigital CGg) REIFRE,
Audi oZone, Vi deoZone and O her Zone, and anong whi ch, copy 20 é_;)ntrol

management i3®20r e Hrnoteandws itenttér sLEmHtel 9661 devtems Hie X bed

on Audi oZone 370 and Vi deoZone 371, respectively,
stream because there is no digital CCI'data, and also controls

the mechanism control section 356. The system stream is
encrypted by the encryption generator 363, and then the
10 recording signal processor 357 adds an error correcting code
and perform modulation on the encrypted system stream to
output a recording signal to the optical pickup 355 and record
the system stream on the recordable disc 353. The disc on
which recording is made in the above manner does not include
15 digital CCI data. :
Next, CCI data on the disc file structure of the
conventional system will be described with reference to Fig.
19. A disc 369 includes mainly four zones, i.e., VolumeZone,
AudioZone, VideoZone and OtherZone, and among which, copy
20 control management information of audio contents and video
contents are described on AudioZone 370 and VideoZone 371,
respectively.
AudioZone 370 includes a plurality of audio title sets

ATS (372), and each audio title set ATS includes an audio title

25 set management information storage area ATSI (373)and an



Audi oZone 370 includes a plurality of audio title sets ATS (372) , and
each audio title set ATS includes an audio title 25 set managemerd4 JAN 2006
information storage area ATSI (373)and an 2 4 JAN 2006 15 audi o data obj ect
-col l ection AOBS (374). The audio data object collection AOBS includes a
plurality of audio contents as reproductdon units and digital CCl data
corresponding to the respective reproduction units of audio contents. As 5
shown in Fig. 19, ATS#1 (372) includes ATSI# (373) and AOBS (374) , and
AOBS (374) i-ncludes p Track nunmbers as reproductio unj.ts of .the aﬁdio

contents. L#R@hPsdata fPIGGedZdheegFIoNn; ﬁ&dé?%ﬁlﬁt Reo@udte 24k £h
respect to audio/video contents for each Chapter which %s a.reprﬁsyction
unit. 10 NeRjectorodheatsaniA@BYLNGUdRS & RIRGALMLY OF AUt © COMNER S nal
systemw || be described with reference to Fig{c 20. Fig. 20 sho a&a
exanpl e of a@drepyadsctien andity ardefligdsAleECiloA 2AGTFOAERS 9 A udes
a plurality of audio title sets AOTT AOB (381) ._The audio title sef AOCIT
AOB (381) 1thpnaespestd s wrepregustigngvgifscied RPHIC (8825en5Rd 1 4Ft her
each audi o pack A PCK (382) includes PrivateHeader (383) and Aggi d%{a
(385) 5 ThemhowneliRr Fig: el PeAEs#136372) iqieedes AT bn(3bY & S“r?ga he
digital CCl. A plurality of audio gacks A PCK (382) constitute Audi,o- Cel
(386), and 483dnbl sna®QHS gRIKAl ingdhdecs Fregdoyumbazssiatt 8B rR HCACION 387)
which is a reproduction unit. In this reproduction unit Track (387)7
data of theudigist if Che E@B8H)o icorbertant bihkewi 58, nalsen¥ageozZone 371
includes digital CCI data with respect to audio/video
contents for each Chapter which is a reproduction unit.
10 Next, CCI data on the object data structure of the
conventional system will be described with reference to Fig.
20. Fig. 20 shows an example of audio data. Audio title set
collection AOTT_ROBS (380) includes a plurality of audio
title sets AOTT AOB (381). The audiotitle set AOTT_AOB (381)
15 includes a plurality of audio packs A PCK (382), and further
each audio pack A_PCK (382) includes PrivateHeader (383) and
Audio data (385). Then, the Private Header (383) includes
a region 384 storing the digital CCI. A plurality of audio
packs A _PCK (382) constitute Rudio_Cell (386), and assembly
20 of plural Audio_Cell (386) constitutes a Track (387) which
is a reproductionunit. Inthis reproductionunit Track (387),
data of the digital CCI (384) is constant and will not change.
Conversely, digital CCI data corresponds to a Track unit.
In this object data structure, PTS region in the fifth

25 stair is for storing reproduction time data, sub_stream_id



Conversely, digital CCl data corresponds to a Track unit. In this object
data structure, PTS region in the fifth 25 stair is for storing24 Jan 2006
reproduction tine data, sub-streamid 2 4 JAN 2006 16 region is for storing
streamtypes, first access unit pointer indicates a first byte of an audio
frame of this A PCT. Such digital CCl dadf is included in the form of
digital signal data in object data of a disc, however, there is a danger

5 that a person who is famliar with the object data structure can easily

tanmper with -the co ontrol hmanagenent ,data tector/t ' o]
ttheby tanﬁ&ﬂi\ﬁr’t Eh)gtﬁ%rcﬁtﬁﬁjaﬁg é%quﬂ?g_ypq%( istti-gﬁ,c%%ﬁe‘r‘{éﬁﬁ\éggbg#% | em
t hat once an anal ogue co I S de, _copies cpnsequent .generations are
enabl ed wit ﬁBthCf(f—gqff rﬁtgh%ﬁ bgﬁgﬁt ot ?ebrq}%ﬁ?{]%rgraﬂg Brrrlo&ué‘és éﬁ'ﬂé@?bvi de
novie titles and nmusic titles_have specjal, fear that dj i%’]al \" con%e ts
data that woul d geBued Fighbdl Gt Ay hsﬁﬂqﬁﬁbde -1y t%g gt £41 4391 bpt ed
illegally in large extent without deteriorati 5]1 ual i t{ t hereof . /15
SUMVARY OF FHENaNVERFRAN PR egrtedahe 9hoeht 3 on %&’%‘Wé@n HETE bHELERIEDI ve

t hese robl ems and has an object to_provide a copy, conirol system  and
net hod %f ditiattap Hﬁi—“&oélnblhanlépﬁléhi-lan‘leEpF]BﬁLé}PﬁﬁcEog%lﬁﬁa?glf‘ﬁgtﬁgiang a

specific recording nedium which can prevent unauthorized copies f

bei ng cr eat 6@TuARSHlYeHpPPeEBRERILRE GORY CeRtr@at QaPé‘g‘Fgﬁﬁ&r 58%@ f{.‘l&%

means of an detector/rewriter to thereby tamper with thedigital CCI data.
In addition, there is a problem that once an analogue copy
is made, copies of consequent generations are enabled without

10 limitation. Contents providers who produce and provide

movie titles and music titles have special fear that digital
AV contents data that would get to higher quality in future

will be digitally copied illegally in large extent without

deteriorating quality thereof.

15
SUMMARY OF THE INVENTION
The present invention has been developed to solve these
problems and has an object to provide a copy control system
and method of digital data and an optical disc reproducing
20 apparatus using a specific recording medium, which can

prevent unauthorized copies from being created unlimitedly
even if digital CCI data is tampered with by means of an

unauthorized recorder, or even if an analogue copy is made
by means of an unauthorized recorder.

25 In order to achieve the object mentioned above, a first



unaut hori zed recorder, or even if an anal ogue copy is made by neans of an
unaut hori zed recorder. 25 In order to achieve the object nentioned ,abo 90
first 2 6 JAN 2006 17 aspect of the present invention provides a n@ Négd%g
copy control systemfor controlling a copy of a digital data recording
mediumin which digital contents data isl®tored and fromwhich the digital
contents data is reproduced and recorded to another recording nmediumfor
copying, wherein the digital contents data stored in the digital data
recording mediumincludes a first copy control information of a digital

format and &SPEESN@ICEBRE BIARENG NN RFUILdes ah Wt EMtRItPRYr mat |
sai d system conprising: encryption judging means decrypting reproduction
10 out put da&patrednsyskenifgirteonteehl ing aranmyofedd e bad d eRPrHRY her
t he reproduction output data is encrypted data; first copy control |
det ecti on nmgdduelncvhigh tdigiiakicondspteodatal isistioremhaneh frepivhbeh
decrypted reproduction data; extraction neans extracting the digital
contents dathefdbaitad avurepiedats iepepdrsiicsd dndaecontedonnebpsr
control detection neans detecting the second copy control information from
the e¥tr actredodiddingnedbundmrscdayvangwhdrasieiehoeygidbe bcontents data
reproduction output data from the recording nediumis decrypted and judged
for each di gitbaled 200 thet digstedi dattadeecoegdindunedonm dndliudesha Lheet
where said first copy control detection neans detects the first copy
control infoowyt controheinéproattonorf af dibétdilgfonmmatmnds second copy
control information of an analog embedded format, said system
comprising: encryption judging means decrypting reproduction
10 output data from the digital data recording medium and judging
whether the reproduction output data is encrypted data; first
copy control detection means detecting the first copy control
information from the decrypted reproduction data; extraction
means extracting the digital contents data from the decrypted
15 reproduction data; and second copy control detection means
detecting the second copy control information from the
extracted digital contents data,
wherein encryptionl of the reproduction output data from
the recording medium is decrypted and judged for each digital
20 contents unit under reproduction, and in the case where said
first copy control detection means detects the first copy
control information, the reproduction of the digital contents
data is controlled based on the first copy control information,

and in the case where said first copy control detection means

25 detects no first copy control information, the reproduction of



data is controlled based on the first copy control information, and in the
case where said first copy control detection means 25 detects no i gaN QoY
control information, the reproduction of 24 JAN 2006 18 the digital
contents data is controlled based on the second copy control infornation.
A second aspect of the present inventionlfrovides a nultinedia copy
control nethod for controlling a copy of a 5 digital data recordi ng nmedi um
in which digital contents data is stored and fromwhich the digital
contents data i, reproduced .and recorded, to_anqther recoyrdi ng medjum for
Copying, wh&P8i 191 tel GOGHERt TOAT rts CAREEOLBPLRR £4 Rt hF FRCANGPRY
recording nedium.includes g first copy control information of a digital 10
format and SOBEESRd IOFSFT@SHMl i nformation of an anal og enbedded format,
sai d nethod conprising: decrypting reproduction output data fromthe

di gital data recor8i RgTARH BﬁPeﬁﬁd°jqugienQrm@PﬁerlntWtrl€§’r RRREIIST Gut put
data is encrypted data; detecting the first copy control information from
the 15 decr PytEdMesd o FoRY &Qn&afpgl; nefhosttfiong et bl ing 2 0RRWtRE data
fromthe decrypted reproduction data; and detecting the second cop
control® i nf 8igdtiadn drtenrerereingaBedduai §nt ahlcboawhtgldﬁpa}:emﬁéréaha
encryption of the reproduction outgut data from 20 the recording nediumis

decrypted aAd §tered aner TreB Il £aF diditahcongentsudee? LisepePAoEUred,

and in the case of detecting the first copy control information, the,
reproduct i oAngf referded to another recording medium for copying, wherein

the digital contents data stored in the digital data recording
medium includes a first copy control information of a digital
10 format and a second copy control information of an analog
embedded format, said method comprising: decrypting
reproduction output data from the digital data recording medium
and judging whether the reproduction output data is encrypted
data; detecting the first copy control information from the
15 decrypted reproduction data; extracting the digital contents
data from the decrypted reproduction data; and detecting the
second copy control information from the extracted digital
contents data,
wherein encryption of the reproduction output data from
20 the recording medium is decrypted and judged for each digital
contents unit under reproduction, and in the case of detecting
the first copy control information, the reproduction of the
digital contents data is controlled based on the first copy
control information, and in the case of detecting no first copy

25 control information, the reproduction of the digital contents



digital contents data is controlled based on the first copy control
information, and in the case of detecting no first copy 25 contrqgl
i nformation, the reproduction of the digital contents 24 JAN 2063 IAN J6 4
s controll ed based on the second copy control information. As a result of
this systemand nmethod, even if digital qgpy controlling managenent
information data is tanpered using an unauthorized recorder and an
authorized digital copy 5 is nmade, or an unauthorized anal ogue copy is
made by using an unauthorized recorder, it is possible to prevent unlimted
unaut hor i zedatepi esantomldeidigasedatrethes esdichgopgprasdustli bnfornatiani on
by judging as an illegal recording nediumat the tine of reproduction. 10
A third aspect of Abeapreseht ofHvdrits eysirawviadesnathodpt even Hfskigital
reproduction device for reproducing an optical disk in which digital
contents datapy «dmotedl abdgf mamageinent tivefdigatdbncdatentis datnpesed
reproduced for copying, wherein the digital contents data stored in the
optical diskidim} udesndbthotizetd copyrdentand amaatmidicediiigidaditady
format and a second copy control information of an anal og enbedded format,
said rEeproductrae devt cen comPpitt Bopdz et Be@hodaiea ogy aicd intgd ereeysusing
extracting streamdata fromthe reproduction output data of the optical
di sk; encrypi onadehoddrz et ars odelary,pl kngs s sehid Yeatbepr @0en eprrodtirei £ ed
stream data and judgi ng whet her the reproduction streamdata is encrypted
data; first uneutioontzed abyisnd faomn hedng dedecdd by ddeihyrsdpmmdyc cdon r ol
information fromthe

limitation by judging as an illegal recording medium at the

time of reproduction.

10 A third aspect of the present invention provides an
optical disk reproduction device for reproducing an optical
disk in which digital contents data is stored and from which
the digital contents data is reproduced for copying, wherein
the digital contents data stored in the optical disk includes

15 a first copy control information of a digital format and a second
copy control information of an anhalog embedded format, said
reproduction device comprising: stream data extracting means
extracting streamdata from the reproduction output data of the
optical disk; encryption decoder means decrypting the extracted

20 reproduction stream data and judging whether the reproduction
stream data is encrypted data; first copy control detection
means detecting the first copy control information from the
decrypted reproduction stream data; contents decoder means
extracting and decoding the digital contents data from the

25 decrypted reproduction stream data; second copy control



decrypted reproduction stream data; contents decoder neans extracting and
decoding the digital contents data fromthe 25 decrypted reprgngk“qu
stream data; second copy control 2 4 JAN 2006 20 detection neans detecting
the second copy control information" fromthe extracted digital contents
data; anal og output control means genergg ng anal og contents data fromthe
extracted digital contents data; digital output control neans converting 5
the extracted digital contents data to a specified output format data to
be generated therefrom and a systemcontroller receiving the first and
second copy deteciblon meanmidesecaridg 68t sefPNAceRY FHHA VY Iafmatddit r ol
nmeans and said digital output control neans, 10 wherein encryption of the
repr oduct i onf oo e estnaéteddigidadpcontbntisstata; analpe edtant gandged f or
each digital contents unit under reproduction, and in the case where said
first copy cosdumslgeméezting amahsgdedvrtentshdatar Sromoppe extragited
I nformation, the reproduction of the digital contents 15 data is controlled
based on thedfgitsl camterdry datai digitedl @utprEndontrbieneass conares tsiaigl
first copy control detection neans detects no first copy control
i nf or mabi on, thdextepcrddcdi @htal contertisgiis ad tooatserics fdatdaou spubrfiomddted
based on the second copy control information. 20 A fourth aspect of the
present invetdtantprivyi deseratdiigthakedadn;r epdodusysteandondzoldiery system
which is a connection conbination of a recordi ng nmedi umreproduction
receiving the first and second copy control information and

controlling said analog output control means and said digital
output control means,

10 whérein encryption of the reproduction output data from

- the optical disk is decrypted and judged for each digital
contents unit under reproduction, and in the case where said
first copy control detection means detects the first copy
control information, the reproduction of the digital contents

15 data is controlled based on the first copy control information,
and in the case where said first copy control detection means
detects no first copy control information, the reproduction of
the digital contents data is controlled based on the second copy
control information.

20 A fourth aspect of the present invention provides a
digital data reproducing and recording system which is a
connection combination of a recording medium reproduction
device reproducing digital data of a recording medium and a
recording medium recording device recording the reproduced

25 digital data to another recording medium, adapted to control



device reproducing digital data of a recording nmediumand a recqrding

medi um recordi ng device recording the reproduced 25 digital data 5J6Nowﬂﬁer
recordi ng medi um adapted to control 24 JAN 2006 21 a multinmedia copy of
the recording nedium wherein the digital contents data stored in the -
recording nmediumincludes a first copy cpntrol information of a digital
format and a second copy control information of an anal og enbedded fornmat,
said 5 reproduction device conprising: encryption decoder neans decrypting
reproduction streamdata output fromthe recording medium and judging

whet her t he & aprlddarad igh copveah e aeico rddmey mgdemawbereinﬁhe:@lp;glct@rlt r ol
detection neans detecting the first copy control information fromthe
decrypt ed 10°-omfewtsicidoh sharednidathe rencedingemedieniine hndes afirstt i ng
the digital contents data fromthe decrypted reproduction stream data;
second copy @Rt rasintdmledmiformagdion dét actiigigcahdormedonddcamecont copy
information fromthe extracted digital contents data; anal og out put
control nearsonfene! ainfigrmabiony 46 aonaralegdaembefiderh tfhemakt r aatidd di git al
contents data; and digital output control neans converting the extracted
digitald® conteprtaduetbonodavspeccoémpdisihput efiorgatidat detodke peaasat ed
therefrom wherein, in the case where said reproduction device and 20 said
recordi ng dedeceymt Englinghedduwonimet tséd eaima dadiadodtgiit af rom utheu tr econrtdd aly
nmeans, the digital contents data reproduced from said reproduction device
i ncl udes botedhen famdtjaddisgcehdthepythe reproduction stream data is

encrypted data; first copy control detection means detecting
the first copy control information from the decrypted

10 reproduction stream data; contents extracting means extracting
the digital contents data from the decrypted reproduction
stream data; second copy control detection means detecting the
second copy control information from the extracted digital
contents data; analog output control means generating analog

156 contents data from the extracted digital contents data; and
digital output control means converting the extracted digital
contents data to a specified output format data to be generated
therefrom,

wherein, in the case where said reproduction device and

20 sald recording device are digital-connected via said digital
output control means, the digital contents data reproduced from
said reproduction device includes both the first and second copy
control information, and in the case where said reproduction
device and said recording device are analog-c connected via said

25 analog output control means, the analog contents data



control information, and in the case where said reproduction device and
said recordi ng device are anal og-c connected via said 25 anal og g%tput
control neans, the anal og contents data 2 4 JAN 2006 22 reproduce f 2006
-sai d reproduction device includes only the second copy control :
information. A fifth aspect of the presengsinvention provides a digita
data recordi ng nedi um adapted for multinmedia copy 5 control, said
recordi ng medi um conprising: at |east one contents data storage region
storing digital contents data which includes first copy control

i nformati on sepacdugetalfrohosadd aegreeend opewad ridlclivday raiiwrelod an
anal og enbedded format, said storage first and second copy control

informati on $@cbadngopl! eeatedli inFairnaftdlorgach digital contents unit,
wherein the digital contents data stored in the recording nediumis

adapted to be reprogucedthrospébe degthal pdakant’ eaQeditAgnnpeowidee Ehat
the reproduced data is decrypted for wuse in judgi ng whether the

reproducti ondegtpell data irecenerivlt a@oldndal@ptidie fARCT widh edmeBRROGEli ON
data being adapted for use in detecting the first copy control information

and extBacti agntikel, dsdiHakeeorbenlys mddtian RSP i@ InANd ¢ he ¢ rad ed
digital contents data being adapted for use in detecting the second copy

control infoesRtefls d8tASstorgel tredfionhistoraRN difyiath unHthalt s eth 1EOPy
disc is created by using an optical disc recorder having illegally
tanpered di gwhathCohcenaederirly @Ry &on#dSTenh fRyndalient ig¥d a digital
format and second copy control information of an analog embedded
format, said storage first and second copy control information
10 being allocated in pair for each digital contents unit,
wherein thedigital contents data stored in the recording
medium is adapted to be reproduced from the digital data
recording medium so that the reproduced data is decrypted for
use in judging whether the reproduction output data is encrypted
15 data, the decrypted reproduction data being adapted for use in
detecting the first copy control information and extracting the
digital contents data therefrom, and the extracted digital
contents data being adapted for use in detecting the second copy
control information. |
20 As a result of this, even if an unauthorized copy disc
is created by using an optical disc recorder having illegally
tampered digital CCI encoder, by making judgment by detecting
said digital CCI data or said watermark CCI data recorded for

each digital audio contents unit or digital video contents

25 unit under reproduction, it is possible to judge whether each



said digital CCl data or said watermark CCl data recorded for each digital
audi o contents unit or digital video contents 25 unit under repro@uictawrios
it is possible to judge whet her each 24 JAN 2006 23 contents unit is |egal
-or illegal. Accordingly, it is possible to provide an optical disc copy
control systemwhich can prevent illegal 28opy discs fromincreasing
unlimtedly. 5 BRI EF DESCRI PTI ON OF THE DRAW NGS These and ot her objects
and features of the present invention will be readily understood fromthe
follow ng detailed description taken in conjunction with preferred
enbodi nent s CRBEESCSHUH & b &r bRge 1t 81t Hd kegmhpafeoRr dipgi igsit1dsi n
which like parts are designated by |ike reference nunerals and in which:.
Fig. 1is a BPeskbdima§parovida aunticat dissopgpryonentrolsyysbemathigh
optical disc in the first enbodiment of the present invention; 15 Fig. 2
is a block dFagrBrReVentheldgge loromu Hasicsed romoingerasdnprndiigiittadly .
recording in the same enbodinent; Fig. 3 is a block diagramin the case of
unaut horized two generation digital recording in the sane enbodi nent;
Fig. 4 is a block diagramin the case of authorized two 20 generation
anal ogué@ r ecBRAERgPESCRAB TI Qe OFNTTEHE MRAWINGSi g. 5 is a bl ock diagramin
the case of unauthorized two generation anal ogue recording in the sane
embodi ment; Fig. 6 TRezebandkothayrahiettananpt feakudiescofephedpriesgnt
invention will be readily understood from the following
detailed description taken in conjunction with preferred
embodiments thereof with reference to the accompanying drawings,
10 in which like parts are designated
by like reference numerals and in which:.

Fig. 1 is a block diagramof an outline of a copy control
system of an optical.disc in the first embodiment of the
present invention:

15 Fig. 2 is a block diagram in the case of authorized two
generation digital recording in the same embodiment;

Fig. 3 is a block diagram in the case of unauthorized
two generation digital recording in the same embodiment;

Fig. 4 is a block diagram in the case of authorized two

20 generation analogue recording in the same embodiment.

Fig. 5 is a block diagram in the case of unauthorized
two generation analogue recording in the same embodiment;

Fig. 6 is a block diagram of an optical disc reproducing

and recording apparatus in the same embodiment;

25 Fig. 7 is a view showing CCI data on disc file structure



.and recording apparatus in the same enbodinment; 25 Fig. 7 is a vi%n%shgwh&g
CCl data on disc file structure 2 4 JAN 2006 24 in the same enbodi Hﬁ,
Fig. 8 is a view showing a rel ationship between object reproduction units
-and CCl data in the sanme enbodinment; Fig. 9 is a view show ng CCl data-on
an object data 5 structure in the sane egbodinent; Fig. 10 is an
expl anatory view show ng copy control rmanagenent information in the sane
enbodi ment; Fig. 11A and Fig. 11B are views for explaining concept of
digital copy control managenent information; 10 Fig. 12 is a CCl
reproduct i onircdiite cdamé cembbdimeaft; a pl ayer in the sane enbodi nent; Fig.
13 is an explanatory view show ng rel ationship between copy controlling
managerment i nformakign &nkk pl eyew shepindusti«intbohshlipilbetheenavieject
enbodi ment; 15 Fig. 14 is a bl ock diagram showi ng a conventional copy
control systeipmfduadit Dphi aaktdi acid KA docasia bheckadieagrdbodifment ;
conventional copy control systemin the case of authorized two generation
digital recording; F2@.Fiegisl@ ivdeav kdhomkid aQCandahawong an ot | daba
copy control systemin the case of unauthorized two generation digital
recordidg; Htgudoutré idnbkhek sdmagreadbEdianemny; a conventi onal copy

Fig. 10 is an explanatory view showing copy control
management information in the same embodiment;

Fig. 11A and Fig. 11B are views for explaining concept
of digital copy control management information;

10 Fig. 12 is a CCI reproduction control flow chart of
a player in the same embodiment;

Fig. 13 is an explanatory view showing relationship
between copy controlling management information and player
reproduction control in the same embodiment;

15 Fig. 14 is a block diagram showing a conventional copy
control system of an optical disc:

Fig. 15 is a block diagram of a conventional copy
control system in the case of authorized two generation
digital recording;

20 Fig. 16 is a block diagram showing a conventional copy
control system in the case of unauthorized two generation
digital recording;

Fig. 17 is a block diagram showing a conventional copy

control system in the case of two generation analogue

25 recording in the conventional art;



.ccontrol systemin the case of two generation anal ogue 25 recording in the
conventional art; 2 4 JAN 2006 25 Fig. 18 is a bl ock di agram showpmgJ&n 2006
conventional optical disc reproducing and recording apparatus; Fig. 19 is
-a view showing CCl data on disc file structure in the conventional art;
and 5 Fig. 20 is a view showi ng relationghi p between object reproduction
unit and CCl data in the conventional art. DETAILED DESCRI PTI ON OF THE
PREFERRED EMBODI MENTS In the foll ow ng, enbodi nents of the present
invention 10 will be described with reference to Figs. 1 to 13. Before the
description proceedsg.i18i $snat &l ek elidgtan showénghe foainvernipnal
description will be nade for the case of wusing an optical disc as a

recordi ng negtu@aat @fiidty higd@dhcingdaador edictid ialg vapieardaus ;i ncl udi ng
copy control managenent 15 ‘i nformation, the present invention is not limt

to this and applipgpbl §d 95GopPalatswikdict T Q& teeHOEdsRIL Bl stepralit ng
digital data, for exanple, tape and sem conductor nenory. (First

Enbodinent)iﬁiQheldgy%ghgqéfyilgpg;ogn@ reproduci ng/ recording 20 system
based on a copy control nmethod of an optical disc according to the first

embodi gent of the Preses {dueulicafisnbiiflgdrela iGN ®tirBdrlony atanot es
a commercially available press disc and nuneral 2 denotes a copied disc.

The commer ¢ipghloyiAnaidabhgi or 888 Ec3c ohtsl oest il otéRbvesonbaals art.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
In the following, embodiments of the present invention
10 will be described with reference to Figs. 1 to 13.

Before the description proceeds, it is noted here that,
while the following description will be made for the case of
using an optical disc as a recording medium storing digital
audio or digital video data including copy control management

15 information, the present invention is not limit to this and
applicable to comparable media for recording and reproducing
digital data, for example, tape and semiconductor memory.

(First Embodiment)

Fig. 1 shows an outline of a reproducing/recording

20 system based on a copy control method of an optical disc
according to the first embodiment of the present inéention.

In Fig. 1, reference numeral 1 denotes a commercially
available press disc and numeral 2 denotes a copied disc. The
commerclally available press disc 1 stores digital contents

25 data such as digital audio and/or digital video data having



25 data such as digital audio and/or digital video data having 2 4 JAN 2006
26 an encryption added to a system stream The digital contents2 &daNa2006

i ncludes two types of copy control managenent information (CCl) ,. i.e., a
-first copy control information of a digital CC (referred to as "DGCC")
type and a second copy 5 control informtigon of an anal og enbedded type
(hereinafter, referred to as "watermark” or "WMCCI") which are recorded in
the disc. Detail of the WMCCI will be described later with reference to
Fig. 11. In Fig. 1, an authorized optical disc player 10 10 includes: an
encrypti on decetderydtfiom dddedi hg asyeteny ptream.f r fneadsyst ein sdtebents
reproduced fromthe optical disc 1; a reproduction controller 4 for
servo-cont raddtiagimologescalvo friyplesp cahdcap woeckhbgolreamhaaigemeard] ating to
reproduction of the optical disc; a copy control managenent data (DGCCl)
15 det ect or infarmaleient (OQI J) di el , @O} reantoply canageleifornbatsat bon
(DECCl) fromthe systemstream an AV decoder 6 for converting the system
stream to a aidgdigtizdalaqdiio (eefergieldato as dDGSTPNAlt yie \saidcange sohMMESH Y
decoder 7 for reading out WWMCCI data fromthe digital audio or digital

vi deo si gnalcat(: ool puifcnd t Do td¥E aAVaflgtedesmbe da8dangb O QU radii i t 81§ cui t
8 for converting the digital audio or digital video signal into an

anal ogue si grafedvede Putspuivhedrmdttk'acd giwhalc IOyt Ut cnChreWécOréied in
converting a format of the digital audio or digital video signal into a
signal of auigfidiide. owguif yfMthe WMCCI will be described later with
reference to Fig. 11.
In Fig. 1, an authorized optical disc player 10
10 includes: an encryption decoder 3 for decoding an encryption
from a system steam reproduced from the optical disc 1; a
reproduction controller 4 for servo-controlling an optical
pickup and a working mechanism relating to reproduction of
the optical disc; a copy control management data (DGCCI)
15 detector 5 for detecting digital copy control management
information (DGCCI) from the system stream; an AV decoder 6
for converting the system stream to a digital audio or digital
video signal; a watermark (WMCCI) decoder 7 for reading out
WMCCI data from the digital audio or digital video signal
20 outputted from the AV decoder 6; an analogue output circuit
8 for converting the digital audio or digital video signal
into an analogue signal to be outputted; and a digital output
circuit 9 for converting a format of the digital audio or
digital video signal into a signal of a definite output format

25 (for example, IEC60958, IEEE1394 and the like) to output the



25 (for exanple, |1EC60958, |EEE1394 and the like) to output the €_4 J

2006 27 signal. Meanwhile, an authorized optical disc recorder & JAN 06

i ncl udes: an anal ogue input circuit 11 having a function of converting an
-anal ogue audio or video input signal into a 5 digital signal; a digital
input circuit 12 having a function of comyerting a signal which is input in
a definite digital format into a digital audio or digital video signal; a
wat ermark (WMCCI ) decoder/encoder 15 for detecting a waternark signa
(WMCCl) fromthe digital audio or digital 10 video signal and rewiting the
WMCClI when mdgesslary; an AV encoder 14 having a function of converting the
digital audio or digital video signal into a systemstream a recording
control section 13Mkanwherlen- contawthopgzaa opiticall pdikspreasddap war ki ng
mechanismrelating to recording of an optical 15 disc; copy contro

managerment daicl (d&) dletRcdsgiewnpet cilbchoe detkatving &i guhatieapys
control managenent information (DGCClI) fromthe system stream and
rewiting theMXEdingean BREESFAUY 21AllD abr eRLANP! i ABudeRE@ialr ilntd o4
generating and adding an encryption to the systemstream 20 As for the

comer & al | yizMaid aldiggress digd thl theutadtiheiiized20ptvealy 8isenet ayer 10
reproduces an audi o or video signal fromthe disc, which is digitally or

anal oguel y oforenteast iy tdhes iatidDrtriech opd | Dbutli BE 4 etefdeitd&digital
thereby create a copy disc 2. In the case of digital
format into a digital audio or digital wvideo signal; a
watermark (WMCCI) decoder/encoder 15 for detecting a
watermark signal (WMCCI) from the digital audio or digital

10 video signal and rewriting the WMCCI when necessary; an AV
encoder 14 having a function of converting the digital audio
or digital video signal into a system stream; a recording
control section 13 for servo-controlling an optical pickup
and an working mechanism relating to recording of an optical

15 disc; copy control management data (CCM) detector/rewriter
16 for detecting digital copy control management information
(DGCCI) from the system stream and rewriting the DGCCI when
necessary; and an encryption generator 17 for generating and
adding an encryption to the system stream.

20 As for the commercially available press disc 1, the
authorized optical discplayer 10 reproduces an audio or video
signal from the disc, which is digitally or analoguely
connected to the authorized optical disc recorder 18 to

thereby create a copy disc 2. In the case of digital

25 connection, both WMCCI data and DGCCI data are included in



.25 connection, both WMCCI data and DGCCI data are included in 2 &‘iAN 2006
28 the digital contents data, while in the case of anal ogue conrfe AN 2006
only WACCI data is included in the anal ogue contents data. The contents
-data includes encryption data enbedded therein to enable the decryption of
data packets 5 carried together with the2gontents data signal. A case of

aut hori zed two generation recording in the present invention will be
described with reference to Fig. 2. It is assuned that DGCCI and WACCI are

recorded infhe,.formas shown in Fig. 13 on a commercially avail able press
10 disc Zo?t}tégdd%ﬁgté& -e&}qi, %%E?Iaﬁhélﬁr dds tdis cage i of uanlai ogtibe

condition w limtation that permts only one generation copy. This copy
control na\rll\%%gﬂ%ﬁglpﬁ‘f’oroﬁéﬁ Wé)qm?t@swmmlbl}deai birodkh &4ana hoguber

words, in this cgﬁ rci allﬂﬁ avail abl e press disc 20, C paraneters of the
15 DACCl andPFhen t&howAhencpngents dapresiantludes sémttgpt 1 64C3atQ" .

When reproducin tge commercially available press disc 20 with an

aut hori zed ?gﬁ? dtBergiaydo able therdptirgptisndedodant 4 rpde ke 6y St em
strean%by means, of an encryption decoder 22 and DGCCl is detected by neans
of a cdpy RPToHefofofaklgamatittiddihe (@Biyenesedbtn 24 grizher eby
discrimnating that one generation copy is permtted. As a result of this,
in the authori zedPof@iS€alC fdipsid helrdyrerd 290 Ferdip t bbn obéPoiEd ChCuhtt R
converts a digital audio or digital video signal into a signal of a
definite diRfiffbutprientéprarill be described with reference to Fig.

2. It is assumed that DGCCI and WACCI are recorded in the
form as shown in Fig. 13 on a commercially available press
10 disc 20, and the commercially available press disc 20 is under
the condition with limitation that permits only one
generation copy. This copy control management information
(CCI) is shown by a blbck 54. 1In other words, in this
commercially available bress disc 20, C parameters of the
15 DGCCI and the WMCCI shown in Fig. 13 represent the status
"C4C3=10". When reproducing the commercially available
press disc 20 with an authorized optical disc player 29, an
encryption is decoded from a system stream by means of an
encryption decoder 22 and DGCCI is detected by means of a copy
20 control management data (CCI) detector 24, thereby
discriminating that one generation copy is permitted. 2As a
result of this, in the authorized optical disc player 29, a
digital output circuit 24 converts a digital audio or digital
video signal into a signal of a definite digital output format

25 to output the signal.



.25 to output the signal. 2 4 JAN 2006 29 Wen the digital signal 2C)Lut putt ed
in the definite digital format is inputted to an authorized opticaIJAHiZQ‘@

recorder 37 fromthe authorized optical disc player 29, the inputted
-digital signal is converted into a digital audio or 5 video signal by a
digital input circuit 31. The converted29digital audio or video signal is
then converted into a system stream by neans of an AV encoder 32. Fromthe
system stream a CCl detector/rewiter 35 detects DGCCl to confirmthe C

paraneters of "C4C3=10" indjcating that one generation copy 10 is
pernmitted. Thus, &ﬁﬁnc§hﬁaﬂ%ﬁ&Q§Po$lghélD@E%DWH#G&W&Httmm debimdteo 1 to
obt ain "C4§§:1#' so.as to frohibit copy of second and subsequent
gener at i onST @ L ARF Nt 191 LDRREAGSER aThian bee rdRedcop) Lica Isisbivic by a
block 55. I n _ additiagn,. an encryption generator 36 generates and adds an 15
encrypti on*E§°F rsf?t &mot F?&nﬁ%%%%r%%%e&hﬁ dnldgerp?f orlhed
under a control of a.recording controller 33, whereby a first generation
copy disc iTpP§t&de§11§d%vﬁJt FiERal disgrparesdeceansodat dighte Udindio her CC
55 recgorded, Wien reproducing the copy disc 21 by an authorized 20 optical
di sc Pl ayer196° s¥@hah&ugn it badt trBUbf ciNeUDECAL . afde’ C4ER=ted
representiag thaé cogi is prohibited, reproduction is perfornmed to output
a syst em sBr8ahfdi §PHEAP O%iWifigo redgEnall dss thent henvepyegr bhibid isyst ahen
this digitaL siggal Is inputted to an authorized optical disc recorder 53,
Stream by means of an AV encoder 32. From the system stream,

a CCI detector/rewriter 35 detects DGCCI to confirm the C
parameters of "C4C3=10" indicating that one generation copy
10 is permitted. Thus, the C3 parameter of the DGCCI is
rewritten from 0 té 1 to obtain "C4C3=11" so as to prohibit
copy of second and subsequent generations. The copy control -
management information (CCI) is shown by a block 55. 1In
addition, an encryption generator 36 generates and adds an
15 encryption to the system stream and a recording operation is
performed under a control of a recording controller 33,
whereby a first generation copy disc 21 is created with the
digital contents data including the CCI 55 recorded.
When reproducing the copy disc 21 by an authorized
20 optical disc player 45, even though C parameters of the DGCCI
are "C4C3=11" representing that copy is prohibited,
reproduction is performed to output a system stream digital
signal regardless of the copy prohibition. When thisdigital
signal is inputted to an authorized optical disc recorder 53,

25 a CCI detector/rewriter 51 detects the DGCCI to discriminate



.25 a CCl detector/rewiter 51 detects the DECCl to discrimnate 2

4 JAN

2006 30 that copy is prohibited. Thus, the recording operation 2 JAN 2006
controlled by the recording controller 49 to be stopped, whereby the
-recordi ng operation is not perforned. Asa result of this operation,

creation of a copy disc of second 5 geneggation i s prevented. Next,
of unaut hori zed two generation digital

detector/rewiter of the optical disc recorder is tanpered, will be
describe with reference to Fig. 3. Likew se the coimmercially available 10

press di sc BtRL &FORYmEr BFahiP

154 .| afhaispr dde diesoing opwdetion is

a case
recording in the case where the CCl

condition with limtation that permts only one generation copy, and both
DGOCl and WARHTehipdt Py Che3rErordimg ¢oetsodlas ¢ €l Hhevwaipés, shown

by a bl ock 93. Wen

reproduci ng the commercially avail able press disc 60

usi ng 15 afRRASRY ithedreperdingddper ptayeri SAptider FGGRRA| S Alekecs edl by a
CCl detector_64 and it is discrimnated that one generation copy is
bl s a0Be Rt AP NOUtoNEa t iodn caf t a 68opPNUEEES offthe elictid al  audi o

permtted.
or Vigf
gener

opti cal

decoder/ encoder but which has a tanpered CC detector/rewiter (74),

i nputted dif§iGCHCigrdl tdfe case where the CCI detector/rewriter of the

10

15

20

optical disc recorder is tampered, will be describe with
reference to Fig. 3. Likewise the commercially available
press disc 20, an commercially available press disc 60 is

under a condition with limitation that permits only one

o signal into a signal of a definite digital output format to be

ed. 9O RhésdPgevantsidygnal outputted fromthe authorized
disc player 69 in the definite digital format is inputted to

unaut hori zed opt i ¥ tdi $c gassoraerugduthochzedoemonglenkave idnWigital

an

t he

generation copy, and both DGCCI and WMCCI satisfy "C4C3=10",

and the status of CCI thereof is shown by a block 93. When
reproducing the commercially available press disc 60 using
an authorized optical disc player 69, the DGCCI is detected

by a CCI detector 64 and it is discriminated that one

" generation copy is permitted. Hence, a digital output

circuit 68 converts the digital audio or video signal into
a signal of a definite digital output format to be generated.
When the digital signal outputted from the authorized
optical disc playef 69 in the definite digital format is
inputted to an unauthorized optical disc recorder 76 which
does not have a WM decoder/encoder but which has a tampered
CCI detector/rewriter (74), the inputted digital signal of

a definite format is converted in format into a digital audio



.25 a definite format is converted in format into a digital audio_2 4 JAN
2006 31 or video signal by a digital input circuit 71. The conveRttedAN 2006
digital audio or video signal is then converted into a system stream by
-means of an AV encoder 72. For the systemstream a tanpered CCl
detector/rewiter 74 detects DGCCl and 53tonfirns the status "C4C3=10"
representing one generation copy permssible. The tanpered CCl
detector/rewiter 74 tanpers the DGCClI data to nmake setting for copy free
" CAC3=00" though it should rew,ite the, C3 paraneter R th@lDGCCI frqgi 0
to 1 to makBTiYidepsignahbia dbgisadoi BPYRi BHECROpy b 1S ECHVE i
subsequent generations. On the other hand, since there is no, W

decoder/ encgééﬂtailnatlﬁil§ QR BOP i SAgh dbtlic &hed senvessedein e, @ (he St
data wll not be rewitten and remain "C4C3=10"._Then, an encryption
generat or 75tZ@ad BN BREPPPOEOANAV 1$HECRARPel2d 1BPEERY G UHER PHEHAT,
stream and a recording controller 73 perforns recording_operation. Thus,
there i s obtatRdperesheCChedetacton/eepyidiar b1 ¢etesps Pﬁggleﬁﬁquﬁng
only copy Ilimtation for the DGCCl data, which CCl of this case is shown
by a blbock genfigmmdine hetahesglREFAEIO xaBrerertbngi anpefEddFedd By an
authorized optical disc player 84, it is confirmed by' passing the_signal
reproduced tepy Dermdistibhe oughhantaBrergst C6T dtrrRFoy/reNWaL t8Acr ¥pti on

has been added. It is also confirmed by a CCl detector/rewiter 79 that
t he DECCl tampers the DGCCI data to make setting for copy free "C4C3=00"

though it should rewrite the C3 parameter of the DGCCI from
0 to 1 to make it into "C4C3=11l" so as to prohibit copy of

10 second and subsequent generations.

On the other hand, since there is no WM decoder/encoder
in this unauthorized optical disc recorder 76, the WMCCI data
will not be rewritten and remain "C4C3=10". Then, an
encryption generator 75 adds an encryption of the tampered

15 CCI to the system stream, and a recording controller 73
performs recording operation. Thus, there is obtained a one
generation copy disc 61 of copy free excluding only copy'
limitation for the DGCCI data, which CCI of this case is shown
by a2 block 94.

20 When the one generation copy disc 61 is reproduced by
an authorized optical disc player 84, it is confirmed by’
passing the signal reproduced from the disc through an
encryption decoder 77 that encryption has been added. It is
also confirmed by a CCI detector/rewriter 79 that the DGCCI

25 data represents "C4C3=00" which indicates copy free. As



25 data represents "C4C3=00" which indicates copy free. As 2 4 JAN 2006 32
shown in Fig. 13, in the present invention, the reproduction is [26r gakt20t
only in the case where the DGCClI of an encrypted audio or video data is in
-the condition of copy permissible with restriction or copy probhibition,
while reproduction is 5 not permtted in3he case of copy free condition.
Therefore, when the digital CCl is of copy free, it is judged as an
illegal disc. As the result, a digital output circuit 83 is controlled to
mute only digital signal output, or both the digital output circuit 83 and
anal ogue outsngItiMbg‘lltG-823ar enhe e/t ed et @ hdie diqpreduehion
anal ogue signal output, or a conmand is sent to a reproduction controller
78 to stop itshperdyrtdraiond yopar Eheopase wWhexe dhe PeECdnpSdrreancryptede
case where reproduction condition is not satisfied based on the DGCCl 15
or WICCl, traidistamtides ddter imyinditgy spnah ekonro freppig@ ormiseiligpl ay
section or video output section. In this way, even if a copy free disc is
created by withmss ol ohbon hor icanly eptoicididlier, recbl darepredustpessidl e
to prevent digital copy discs of second and subsequent 20 generation from
bei ng dr eat exbthpetrire ifsd dh the agré odl cdpycfrepppretim it . sykhereHdrehe
present invention. Next, a case of authorized two generation recording in
t he present wharenhieodigithleC Hdéscof b witrier eferientedged &4 gn Ullegals
assuned that DGCCI and WMCCI are recorded in

disc. As the result, a digital output circuit 83 is

controlled to mute only digital signal output, or both the
digital output circuit 83 and analogue output circuit 82 are
10 controlled to mute both digital and analogue signal output,
or a command is sent to a reproduction controllexr 78 to stop
the reproducing operation.
In a preferred embodiment, in the case where
reproduction condition is not satisfied based on the DGCCI
15 or WMCCI, the system controller may display an error message
on the display section or video output section.
In this way, even if a copy free disc is created by
a tampered unauthorized optical disc recorder, it is possible
to prevent digital copy discs of second and subsequent
20 generation from being created by the use of the optical disc
copy control system of the present invention.
Next, a case of authorized two generation recording
in the present invention will be described with reference to
Fig. 4. It is assumed that DGCCI and WMCCI are recorded in

25 the form as shown in Fig. 13 on a commercially available press



.25 the formas shown in Fig. 13 on a conmmercially avail abl e presigg 4 J@N.
2006 33 disc 100, and the commercially avail able press disc 100 i g dips
the condition of prohibiting copy, of which the CCl is shown by a bl ock
-118. In other words, in this coommercially available press disc 100, C’
parameters of the DGCCI and WMCCI 5 show83in Fig. 13 represents "C4C3=11".
When reproducing the comrercially available press disc 100 using an
authorized optical disc player 109, an encryption is decrypted froma
system stream by nmeans of an encryption_decoder, 102, and then, th QGCCI IS
det ect ed by Sesthsl O/ 2R t}a%teeMFrfeé,l%Yn@rV@a;lafei%cﬁﬁ?%%SFhiP oh8
generation copy is prohibited. Athough the DGCCl represents cop )

i nhi bition, unfer dhe@andidnior o HETAS iR IRgHW Ls LT M1 t&’& ?é@r;r dduce
a systemstream The reason why the player normally perforns a reproducing
oper ati on wishmnin &Y cppilnrck Hel § epriodwahion wedsi fiedgyis Camnerehpblied
is that, it is inpossible to authorize equipnments to be connected, and the
equi pnent s tavadiel Zlohadarresis 1 2hd 00| Giparavatpas af £hRpDAGGH ped FHCET
recorder but may be an audi o/ vi deo reproducing equi pnent with a digital

i nput (Buch shewi gm Sianplé, relpyesantsV/' aAd3dldi't-al ng repepucAndatbe
result of this, in the authorized optical disc player 109, an anal opgue

out put ci r cugamuercbal put & vad lakel o e asididser 1 00i 46d ng Gkl 2 WP R &R t al
output circuit 108 converts a digital audio or video signal into _a signal
of a definitaptitgltdisoupparverod®® e eaqamdriqrdis decrypted from a

system stream by means of an encryption decoder 102, and then
the DGCCI is detected by means of a CCI detector 104, thereby

10 confirming that one generation copy is prohibited. Although
the DGCCI represents copy inhibition, the reproduction is
performed regardless thereof to reproduce a system stream.
The reason why the player normally performs a reproducing
operation without stopping the reproduction even 1f copy is

15 prohibited is that, it is impossible to authorize equipments
to be connected, and the equipments to be connected to the
digital output are not limited to a recorder but may be an
audio/video reproducing equipment with a digital input (such
as for example, digital TV and digital amplifier). As a

20 result of this, in the authorized optical disc player 109,
an analogue output circuit 107 outputs an analogue audio or
video signal and a digital output circuit 108 converts a
digital audio or video signal into a signal of a definite
digital output format to be generated.

25 When the digital signal outputted in the definite



.25 Wen the digital signal outputted in the definite 2 4 JAN 2006 34
digital format is inputted into an authorized optical disc r ecof2de /AN 12§06
fromthe authorized optical disc player 109, the inputted digital signal
-i's converted into a digital audio or digital video signal by neans of "a
digital input circuit 110. 5 The convertegh digital audio or video signal is
then converted into a system stream by neans of an AV encoder 112. For the
converted system stream a WM decoder 114 detects the WMCCI data of the
CCl 118, and since _the CCl indicates copy prohibition, the recordi ng,
operation i sdhgitpdr format is1dnmHeisd HH-@RR L ERAT §ERdr aPEE CR169466s
not generate an encryption to be added, and as a result of this, a first
generation copgoddes 107 fuom the apshordzeshiorthcadciisgerkayer i kdedi sc
pl ayer 117 is shown by a block 119. Next, a case of unauthorized two

gener ation reuputiteg di§iitalt hégpedséatcomventipdnintola sk cdwk iapsh aniotth
reference to Fig. 5 It is assuned that DGCCI and WMCCI are recorded in
the form as dhgihailnvidgo 4Bgmal by aearsiodl & \diayit & hbirpyr edgcuditsd 1020,
and the comercially avail able press disc 120 is under the condition of
prohi bi i ng Thpyomhest€4ldigi shdbvaud e chyvadeboskgisd.is$ Aherheeonwerdsd i n
this coomercially available press disc 120, C paraneters of the DGCCI and
the WVCCl shown ans§fsgemlStrepmebgmé A€3=11an AMhenauirndid ng Farméhe
comercially avail abl e press disc 120 using an authorized optical disc

pl ayer 129, aoneectgot isystiesn ddoregt et WMoegoder 114 detects the WMCCI

data of the CCI 118, and since the CCI indicates copy
prohibition, the recording operation is not performed.

10 Namely, an encryption generator 116 does not generate an
encryption to be added, and as a result of this, a first
generation copy disc 101 will not be created. The CCI
detected in the disc player 117 is shown by a block 119.

Next, a case of unauthorized two generation recording

15 in the present invention will be described with reference to
Fig. 5. It is assumed that DGCCI and WMCCI are recorded in
the form as shown in Fig. 13 on a commercially available press
disc 120, and the commercially available press disc 120 is
under the condition of prohibiting copy. This CCI is shown

20 by a block 153. In other words, in this commercially
available press disc 120, C parameters of the DGCCI and the
WMCCI shown in Fig. 13 represent "C4C3=11". When reproducing
the commercially available press disc 120 using an authorized
optical disc player 129, an encryption is decrypted from a

25 system stream by means of an encryption decoder 122 and then



.25 system stream by neans of an encryption decoder 122 and then 2 4 JAN
2006 35 DGCCl is detected by nmeans of a CCl detector 124, thereby % JAN 2006
confirm ng that one generation copy is prohibited. Though the CCl
-represents copy inhibition, the reproduction is perforned regardl ess of
this, and a systemstreamdigital 5 signals is outputted. As a result of
this, in the authorized optical disc player 129, an anal ogue out put
circuit 127 outputs an anal ogue audi o or anal ogue vi deo signal and a
digital output circuit 128 converts a digital audio or digital video
signal intoDRGECEHnk$ détactetli bivt aveding taf aufplt desemdior 1R 4.0 tHeereby
gener ated. \Wen the anal ogue signal outputted fromthe authorized optical
di sc pl ayer ciztfisnimguthat ¢toneageneaation zempwpts qafohilh ttedecofdernghs3s,
the inputted anal ogue signal is converted into a digital audio or digital
vi deo si gnalttyy Gehnsepteachfsarmalpyy lintplbitionwi the3e.epkval woriver t &4
digital audio or digital video signal is then converted into a system
stream by meanfonfiednréyaediedesr of3ZXhilhe andver tgd teystsdmestm edhgitags
not include DGCCI but includes only WMCCI data recorded because the input
signal 3s arslgmpie.idHowtyertted ncad eres2l ti ® £Enbhi\W|, dénotliee anthar C&kd
detector/rewiter 134 is tanpered, even if copy inhibition is defined by
t he WWMCCl daimid¢de dileti pilayer i129,great eshahdgaef buspugendratuion t2py di sc
121 is created. The CCl detected in the disc recorder 136 is as shown by
a block 154.cutputs an analogue audio or analogue video signal and a

digital output circuit 128 converts adigital audio or digital
video signal into a signal of a definite digital output format
10 to be generated.

When the analogue signal ocutputted from the authorized
optical discplayer 129 is inputted to an unauthorized optical
disc recorder 136, the inputted analogue signal is converted
into a digital audio or digital video signal by means of a

15 analog input circuit 130. The converted digital audio or
digital video signal is then converted into a system stream
by means of an AV encoder 132. The converted system stream
does not include DGCCI but includes only WMCCI data recorded
because the input signal is analogue. However, since there

20 is no WM decoder and a CCI detector/rewriter 134 is tampered,
even if copy inhibition is defined by the WMCCI data, the
definition is ignored and a first generation copy disc 121
is created. The CCI detected in the disc recorder 136 is as
shown by a block 154.

25 In the case of reproducing the unauthorized copy disc
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121 with an authorized optical disc player 144, an encryption dechéeJAN 206
decrypts the encryption, and DGCCI data is detected fromthe decoded .
-system stream by neans of a CCl detector 139. However, since no DGCCI data
is recorded on 5 the systemstream WNCH6 data is detected by means of a WM
decoder 141. Then, it is confirmed that there is no DGCCI data and that
the WMCCI data represents copy prohibition "C4C3=11". As to be descri bed

| at [ ti ith st 9 S11.sh ' [ 1 j t
| nvent on,  bhbi 16" ARePBE PO TR SSREr WEACaC A L T S G aT T E e Rere

hi bitiaon, the dj IS ] d t ' LSE As th
ool 15 RereRRtodtdur ATt 48 PECEIREATed Tl OGN b ARy drgital

signal output, or the digital output circuyit 43 and_.anal e_Qutp
circuit l42dareckech faem ridle e F0928 MYSE Pot rcﬁad‘?ﬂ%t\( I%?%%% ogu%pgpland

anal ogue signal output, or a command, is sent_} r.eproduct.i ral | er
138 to stopdethetoapidduci ﬁ@“@d@%rtiw(b%rn%equ?ﬂ?t ApSanay, * %gﬁ%%?f a??]‘

unaut hori zed disc is created by a tanpered, unauthori ze optical dis
recordér, ithessyessimiss narr MGt afaFaghe 6f Qﬁtﬁléggtyaf“e@@psyo | s?cgmof

second and subsequent generation from beinpg create t he .qptic i;sc
het Bhesi s dSTecy

copy cont r ofespsieamldfl + hd hgsesieht:§ n"?/%rhf?‘g’ﬁ?dNE St e exanpl e of

a reproduci ng and recordi ng apparatus enploying the copy conttaql hod of
an ogtical d%§@ and that ghe ICCI dat;n%e resknts coB¥ proklgltq%k

nc4c3=11". As to be described later in connection with steps
S9 to S11 shown in Fig. 12, in the present invention, when
10 there is no DGCCI data and the WMCCI data represents copy
prohibition, the disc is judged as an unauthorized copy disc.
As the result, a digital output circuit 143 is controlled to
mute only digital signal output, or the digital output circuit
143 and analogue output circuit 142 are both controlled to
15 mute both digital signal output and analogue signal output,
or a command is sent to a reproduction controller 138 to stop
the reproducing operation per se. In this way, even if an
unauthorized disc is created by a tampered unauthorized
optical disc recorder, it is possible to prevent analogue or
20 digital copy discs of second and subsequent generation from
being created by the optical disc copy control system of the
present invention.
Next, a concrete example of a reproducing and recording
apparatus employing the copy control method of an optical disc

25 according to the present invention will be described with



.25 according to the present invention will be described with 2 4 JAN 200
37 reference to Fig. 6, and further description will be made on 4 sdiJgN (2808
recordi ng operation and anal ogue recording operation. An optical disc
-player 174 includes: a spindle notor 5 161 for rotating a disc 160; an
optical pickup 162 for reading a signal37recorded on the disc 160; a
mechani sm control section 163 for driving and controlling the spindle
notor 161 and the optical pickup 162; a signal processing section 164

which extracts a system streamdigital _signal b er forni.ng.,da 0

punchi ng orreferenedriediityg of e rggﬁstcr%p%p’ﬁ%éﬁqﬂpibgekhn%d%&nand
supplies a control signal to the nmechapical . cont oIIinqisegé'qﬁ 163; an
encrypt i on dledb@ibEalpberor diddt QRGP GHOR NG pERER OTESMEHE %% Em stream

a DGCCI decoder 166 for detecting DECCI fromthe encryption-decoded system

15 stream epe PRt feBeder 167 for extracting a digital audio or digital
vi deo signal fromthe encrypti on-decoded s

t d.d di h
signal; a WICCl ddeo@at il idksc (R 8E %%? 5&%&5553325?$8hP5ﬁ§ @ESP%aF

audi o or video signal output of the AV decoder 167; a DA caqnverter,, 168 for

conver i ng 61 thur diogiattdnaedibserl 64 dad aphhaplimiekaR Haltefubeaddrd or
video.s!gnal;'a.digita! signal output cont[ol section 170 for con¥erting
the digital aaidine bregiode®dpyridhe ditss 4687 ghare cham sy errtincd PRI put
f or mat .(for exanpl e | EC60958, | EEE1394 and the || kg{etrgogggfloé{na%nd %%tepm
control ; anlé3 for driving and controlling the spin
optical pickup 162; a signal processing section 164 which
extracts a system stream digital signal by performing data
10 punching or error correcting of the output of the optical
pickup 162 and supplies a control signal to the mechanical
controlling section 163; an encryption decoder 165 for
decoding an encryption from the system stream; a DGCCI decoder
166 for detecting DGCCI from the encryption—-decoded system
15 stream; an AV decoder 167 for extracting a digital audio or
digital video signal from the encryption-decoded system
stream and decoding the signal; a WMCCI decoder 169 for
reading out WMCCI data from the digital audio or video signal
output of the AV decoder 167; a DA converter 168 for converting
20 the digital audio or video signal into an analogue audio or
video signal; a digital signal output control section 170 for
converting the digital audio or video signal into a signal
of a definite I/F output format (for example IEC60958,
IFEE1394 and the like) to perform an output control; an

25 analogue signal output control section 171 for performing an



25 anal ogue signal output control section 171 for performng an 2 4 JAN
2006 38 output control of the anal ogue audio or video signal; a 2kspNag006
section 172 for displaying an operation state; and a systemcontroller 173
-for controlling the digital signal output control section 170 and anal ogue
signal output control 5 section 171 whil38 reading the WMCCI and DGCCl dat a,
and also controlling the display section 172 and the nmechani sm control
section 163. The systemcontroller 173 may incl ude a copy pernissibility
deci sion portion for deciding whether_or not a cop ernlsS|

accor di ng tERubuepntred Hﬂét(lﬁ 3R Hegeet éPd(LPGG’r 1‘6‘99 Fhena st@m
controller also naybe forned _ of a m croconputer N@anmhlle an

opti cal d|§i1$Eb®Vd§¢C199n|Aaﬁué€§'J%SR%ﬂYkﬂQe%%t@@elﬁglpﬁrSFQFQV|ﬁ§da
recordi ng disc 175; an optical pickup 177 for_recording a signal encoded
by a 15 recoreVhEesi gaakrpréessdiiy kst qun ngbl teat Haer et gi§phgsdpsal 175;
a mechani smcontrol section 178 for driving and controlling the spindle
notor 176 eetPWE aprixal ssiciden 117773 anqirﬁenaJe%lﬁalwrsalgﬁalltp&toee%mé
sectlon 179 supplies_a recordin ignal to the optical pickup 177 while
addi ng® an 2®eetion totrerilege EDGOtheW‘élnaé't QR Hadaid arnéhakyht i on
added thereto and perform ng nodul ati on on the sanme, and_ supplies a
control si gzmmtmlflh@gn@@hmmﬂ@bma@l@eét7|20a}nd1dae aechigs itsmeoptrol

recording. The disc recorder 190 further includes; a digital input
converting section 163.f ofhe system controller 173 may include a copy

permissibility decision portion for deciding whether or not
a copy is permissible according to an output of the CCI

10 detector (166, 169). The systemcontroller alsomaybe formed
of, e.g., a microcomputer.

Meanwhile, an optical disc recorder 190 includes: a
spindle motor 176 for rotating a recording disc 173; an
optical pickup 177 for recording a signal encoded by a

15 recording signal processing section 179 to the recording disc
175; a mechanism control section 178 for driving and
controlling the spindle motor 176 and the optical pickup177.
The recording signal processing section 179 supplies a
recording signal to the optical pickup 177 while adding an

20 error correcting code to a system stream having an encryption
added thereto and performing modulation on the same, and
supplies a control signal to the mechanism control section
178 at the time of recording. The disc recorder 190 further
includes; a digital input converting section 181 for

25 converting a definite digital signal outputted from the




.25 converting a definite digital signal outputted fromthe 2 4 JAN 2006 39
outside into a digital audio or video signal; a WACCl decoder 183, fjaf 2006
readi ng out WMCCI data fromthe digital audio or video signal; a |
-encoder 184 for rewiting the WMCCI data of the digital audio or video
signal in accordance with a command 5 ofi9a systemcontroller 189; an AD
converter 182 for converting an anal ogue audi o or video input signal into
a digital signal; an AV encoder 185 for encoding the digital audio or
video signal into a systemstream a DGCCI decoder 180 for detectin

DGCCl f r omatutes s tievhas er @hgi rdnandia ooudidemedgaalise ¥¥eCi ?‘é‘&\ﬁigfi ng
DGCCl data carried on the systemstreamsignal in accordance with a
command of 18 feysreadéogtoot WHCABGa tanf ronctyptdion grhaustisr orgvidee
generating an encryption by adding an encryption to the system stream and
transferri ngigridk; endMQTBdersysdem 58 4 efor toewhit EngotengSTgnaptasot
processi ng section 179; and a display section 188 for displaying an
operati on sl eligittelsyatdem aomirded edgh8d ineausoXdanOseE thdat comnpand
provides the DGCClI encoder 186 with a conmmand to rewite the DGCCl data,
and al%o coit wosgstér carechabl sm I8t mal ABextriver g8 .1 820fxaqnedt ghdal

r epr oduci ng and recordi ng operation of the optical disc reproducing and
recordi ng afpanailugrue antilgus edr iate @ idipgitt al goehnknt ¢ endhglikaBes HaRet i bed.
The optical pickup 162 reads a signal recorded on the disc 160, and the
si gnal procasshvigesectieen 1864 foar fertaxsd ag atpendhigigal audio or video

signal into a system stream; a DGCCI decoder 180 for detecting
DGCCI from the system stream signal; a DGCCI encoder 186 for

10 rewriting DGCCI data carried on the system stream signal in
accordance with a command of the system controller 189; an
encryption generator 187 for generating an encryption by -
adding an encryption to the system stream and transferring
the encrypted system stream to the recording signal

15 processing section 179; and a display section 188 for
displaying an operation state. The system controller 189
reads the DGCCI data and provides the DGCCI encoder 186 with
a command to rewrite the DGCCI data, and also controls the
mechanism control section 178.

20 Next, a digital reproducing and recording operation
of the optical disc reproducing and recording apparatus
configured as a digital connection will be described. The
optical pickup 162 reads a signal recorded on the disc 160,
and the signal processing section 164 performs data punching

25 and error correcting to extract a system streamdigital signal



.25 and error correcting to extract a systemstreamdigital signal 2 4 JAN
2006 40 while supplying a control signal to the rrechanismcontrolIZ‘hg’ANmU6
section 163 with. The encryption decrypts the encryption fromthe system

- stream decoder 165 and the output thereof is supplied to the DGCCI decoder
166 and the AV decoder 167. The 5 AV detbder 167 extracts a digital audio
or video signal from the system stream and decodes the sane, and the
decoded signal output thereof is supplied to the WMCCI decoder 169 and the

contral section 17

digital signal outpu ..The digital . signal _ouytput
control sctirbn Soupluhtda SorkE §TeBAlbatne Bosh Antaib S8RsTRL PR,
signal of a definite_|/FE qutput formt such ,as for e l e, 1 EC60958 and
ERE1304) SeREARRNLES. WD - DARS Sicouet TeR0IRELIRES (O [REEF VHRLRRT  om
the system stream and the output thereof_ is supplied to the system,
control | er £198. thReSYqkeR %%%g%rdﬁ%@dﬂﬁcjoﬁégsaﬁﬁéj\mtﬂ%ﬁ FPEFe9 M he
digital audio or videq,signal and the decoded ngCI data is supplied to
t he syst erﬁEBﬁEFSFﬂI &P tflﬁs.%G?ﬁé §9§Pgﬁ’1r tehtayl £8e &Vsdﬁ’%?:‘é‘?l?/éé-g‘ot Fehe
DGCCl _data_and the WMCCI data and controls the digital signal output
contrdl selYidecasor Lhd nkr ek fadhidia bt ritdke@r 9i I3 SHengte did®ihce
with the 20 received CCl data. The systemcontroller 173 also transfers

oper ati on Eh8pIvstenpinaR®R sAc decndeq Bt sprsecengnthgdecqied gd@blc, in
the case where a reproduction condition is not satisfied by the copy
e

cont rol | i ngQukBRREgERERECIEN6r FHPPAE et toh&NRAIMCCYr damoder tfd and &l

controller ) o
digital signal output control section 170. The digital

signal output control section 170 converts the digital audio
10 or video signal into a signal of a definite I/F output format
(such as for example, IEC60958 and IEEE1394). Meanwhile, the
DGCCI decoder 166 decodes the DGCCI data from the system
stream and the output thereof is supplied to the system
controller 173. The WMCCI decoder 169 decodes the WMCCI data
15 from the digital audio or video signal and the decoded WMCCI
data is supplied to the system controller 173. The system
controller 173 receives both the DGCCI data and the WMCCI data
and controls the digital signal output control section 170
and the mechanism control section 163 in accordance with the
20 received CCI data. The system controller 173 also transfers
operation display information to the display section 172.
In specific, in the case where a reproduction condition
is not satisfied by the copy controlling management
information of the DGCCI or WMCCI, the system controller

25 displays an error message on the display section or video



.25 displays an error nessage on the display section or video 2 4 JAN 2006
41 output section, and since a certain error nessage regarding i3} e 206
disc is displayed on the display or video output .section to which the
-video signal is connected, it is possible to informthe user of the reason
why a nornmal reproduction 5 state i s not4lachi eved and thus informthe user
that it is not a failure of the optical disc player to thereby elimnate
user's anxiety, so that it is possible to prevent occurrences of
unnecessary -user's clains. A definite digital signal inputted to the
optical di QUERRL SR HRR, 1205 1 PRECE He CREGR HR §5rehiRy$ade i FeP2Rddngi t al
audio or video signal by the digital input converting section 180 and
transferredkledhk Aisendsdei sPdRYetheoAL A cOHEP12Y89 Lo VisRS QWP W gi t al
audi o or video signal into a system stream The DGCCI decoder 180 detects
DGCCl dat a 9% ehdo1Bhight Ehe Stirdegrsdioged! 1ampamest@bCdit dstressiklppl i ed
to the systemcontroller 189. The systemcontroller 189 reads the DGCCl
data and prtsviigebormet IDe0rs esne§dbhel 86 awiorh Waye enrarrna t o erwpduet i op
DGCCl data carried on the system stream when necessary, and al so controls
t he meZhanistiateorts alotsachiievedoandsthTheinformntke rissen dtasutl tof st et DGCCI
encoder 186 is encrypted by the encryption generator 187, and then the
recordi ng A dital lprecefsthel pptadusl ahi = rptaxerr ot ithgredye e laiul peke or m
nodul ati on on the encrypted system stream which the resultant signal is
suppl i ed toiqgie’ dpmikaAtpi skuphat7it is possible to prevent occurrences

of unnecessary user's claims.
A definite digital signal inpﬁtted to the optical disc
10 recorder 190 from the outside is converted into a digital
audio or video signal by the digital input converting section
180 and transferred to the AV encoder 185. The AV encoder:
185 encodes the digital audio or video signal into a system
stream. The DGCCI decoder 180 detects DGCCI data from the
15 system stream signal and this DGCCI data is supplied to the
system controller 189. The system controller 189 reads the
DGCCI data and provides the DGCCI encoder 186 with a command
to rewrite the DGCCI data carried on the system stream, when
necessary, and also controls the mechanism control section
20 178. The system stream output of the DGCCI encoder 186 is
encrypted by the encryption generator 187, and then the
recording signal processor 179 adds an error correcting code
and perform modulation on the encrypted system stream, which
the resultant signal is supplied to the optical pickup 177

25 and is recorded on the recording disc 175. At this time, both



.25 and is recorded on the recording disc 175. At this tinme, both 2 4 JAN
2006 42 the DGCCI data and the WMCClI data included in the system &tJjaaiolé
are al so recorded on the recording disc 175. Next, anal ogue reproduci ng and

-recording operation in the anal ogue connection configuration of the
present 5 invention will be described. H2e optical pickup 162 reads a
signal recorded on the disc 160, and the signal processing section 164
perfornms data punching and error correcting to extract a system stream

digital si i, suppl yi control signal to the mechani smcontro
section 16%%%@@@3?6 %$€$ﬁ¥4 gﬂe%&ﬁ&daﬁlaééb@@@ thdhasygpeimont naanhe
system stream_and the enggéption-decoded systemstreamis supplied to

both the DT C9B8eEN ANt b ear afxdiEn g 187scTRES .AV decoder 167
extracts a digitak audi o or video signal from the system stream and
decodes the sane, V&fd’t AB248gY8eHeBr §AUr DY andsuppd bddngoopaeabioaotwer t er
168, the | decoder 169 and the digital signal output control section
170. The DADEcARAHNABIe 160NRERESPNS cond idiupattiomudfothe wirdeersi gnal into
an anal ogue sigpal to be supplied to the anal ogue signal out put

contr 8l | i ng™YEXGIAR #7111 e deacribedodeThe66p2acadc adekuhel 84VGR ag@t a

fromthe digital audio or video signal and the decoded WMCCl data is

suppl i ed t 8 PhEP8YsFRAPTESRL PBI the diysc IMBAnwdtid &he Isd giiai talo (&3 s ideg oder
166 decodes the DGCCI data fromthe system stream and t he decoded DGCCI
dat a section 164 performs data punching and error correcting to

extract a system stream digital signal while supplying a
control signal to the mechanism control section 163. The

10 encryption decoder 165 decodes the encryption on the system
stream and the encryption-decoded system stream is supplied
to both the DGCCI decoder 166 and the AV decoder 167. The
AV decoder 167 extracts a digital audio or video signal from
the system stream and decodes the same, and the decoded signal

15 is supplied to the DA converter 168, the WMCCI decoder 169
and the digital signal output control section 170. The DA
converter 168 converts the digital audio or video signal into
an analogue signal to be supplied to the analogue signal
output controlling section 171. The WMCCI decoder 169

20 decodes the WMCCI data from the digital audio or video signal
and the decoded WMCCI data is supplied to the system
controller 173.

Meanwhile, the digital CCI decoder 166 decodes the

DGCCI data from the system stream and the decoded DGCCI data

25 is supplied to the System controller 173. The system



25 is supplied to the systemcontroller 173. The system 2 4 JAN 2006 43
controller 173 reads both the DGCClI data and the WMCCI data and Tonjanobse
t he anal ogue signal output control section 171 and the mechani sm control
-section 163 in accordance with the received CCl data. The system
controller 173 also transfers 5 operation3di splay information to the
display section 172 simlarly to the case of the digital connection
configuration. In the anal ogue recordi ng operation, the anal ogue signal

i nputted to~th% ogﬁjcal di sc recorder 190 fromthe 10 outside is converted
into a di gi FAMYAQdiRETor \A F&ER AT &edih b e RSCAT cateerarat tig2 WMot data

transferred ta the MN&CI gecoder 183. The WMCCI decoder 183 detects the
WO dat a PPBnTPRETALS £8E 2Badicdusr siicaed olgpalt eodtiruls seettdeired 7WW/OC

data is suppli,ed to the systemcontroller 189. The systemcontroller 189
reads 15 thgr‘G\WE:I'(‘je TREbanhanFoRtaes $eet WMIO 6 2ricodercolftn d vith ehenand
for rewiting the WMCCl data on the system stream when necessary. The
syst em st r eBRFRAVEAGCARER t @ncobieel S%stemepntarisier rad ta sbherdseageder
185, apd the AV encoder, 185 encodes the digital audio or video signal into
a systBm 20PeFREART THemlathelnfsrmattont tol the HSont redstibe meghani sm
control sectjon_178. Regarding the systemstream encryption is generated
by the encr§pttdArg¥ndrattdre r8me anf theodigatracidonpenrion s added and

nmodul ation is nade by the recording signal processing section 179; and
then the configuration.

In the analogue recording operation, the analogue
signal inputted to the optical disc recorder 190 from the
10 outside is converted into a digital audio or video signal by
Ehe AD converter 182 and transferred to the WMCCI decoder 183,
The WMCCI decoder 183 detects the WMCCI data from the digital
audio or video signal and this detected WMCCT data is supplied
to the systemcontroller 189. The systemcontroller 189 reads
15 the WMCCI data and provides the WMCCI encoder 184 with a
command for rewriting the WMCCI data on the system stream,
when necessary. The system stream having WMCCI encoded is
then transferred to the AV encoder 185, and the AV encoder
185 encodes the digital audio or video signal into a system
20 stream. Then, the system controller 189 controls the
mechanism control section 178. Regarding the system stream,
encryption is generated by the encryption generator 187; an
error correcting code is added and modulation is made by the
recording signal processing section 179; and then the

25 resultant recording signal is supplied to the optical pickup



25 resultant recording signal is supplied to the optical pickup 2 4 JAN
2006 44 177, and the systemstreamis recorded on the recordi ng d $yan12s
At this tine, only the WACCI data is recorded on the recording disc 175.
- Next, CCl data arrangenent on the disc file structure 5 in the present

invention will be described with referenag to Fig. 7. A disc 400 includes
mai nly four zones, i.e., VoluneZone, Audi oZone, VideoZone and O her Zone,

and anong which, CCl data of audio contents and video contents are

witten in Q@@Loég et§01 ang Vi deoZone 402, respectively. 10 Audi oZone 401
i ncludes a plurafity -8f S48rem streagets rasordedgonnshd 08 co a@dngaghsaudi o

title set Al§ (40%% igﬁlu es an audio title set nmanagenent information
storage area ATSI (4845 m Y ot et BMEE] edh teolilse atd iy dKBD 1 4053 -

The audio g@%%r%P%?Ct collection AOBS includes a plurality of 15 audio

contents as reprolﬂﬁiQﬁFﬁnﬂ¥§'(Tracks#l to #p) and the DGCCl data
(Digitals4l to #p ,406) and WMCCI data (WM#I to WWp 407) are included

therein correspondi Ty toccc‘%edq"'e%r?e”clﬁr\l@emenprQIdlm‘Ié A ifis) Ofs HAR i o
cont engs. 'Pn ATS#1 403 includes ATSI#1 404 and AOBS 405, and AOBS

Fg. 7
405 i ncl udes 299% B @8R oinvig Rk kenmit b bp dass d i & @ RF 0l Gid - UL 4 & Of
the audio g gte ts. Likew se, also VideoZone 402 includes DGCClI data 411
and WOC! datd-4{2 vt H1FEsAOG insludk o/maitedycavlientmddy, gagh Chapter

which is re@@igggzgge? %%%T%%ggéfwagééﬁone and Oth
erZone, and among
which, CCI data of audie contents and video contents are
written in AudioZone 401 and VideoZone 402, respectively.
10 AudioZone 401 includes a plurality of audio title sets ATS
(regions 403), and each audio title set ATS (403) includes
an audio title set management information storage area ATSI
(404) and an audio data object collection AORS (405). The
audio data object collection AOBS includes a plurality of
15 audio contents as reproduction units (Tracks#1 to #p) and the
DGCCI data {({Digitals#l to #p 406) and WMCCI data (WM#1 to WM#p
407) are included therein corresponding to the respective
reproduction units of the audio contents. In Fig. 7, ATS#1
403 includes ATSI#1 404 and AOBS 405, and AOBS 405 includes
20 P pieces of Tracks #1 to #p as the reproduction units of the
audio contents.
Likewise, also VideoZone 402 includes DGCCI data 411
and WMCCI data 412 with respect to audio/video contents for

each Chapter which is regarded as a reproduction unit.

25 i i
Next, a relationship between an object reproducing



.25 Next, a relationship between an object reproducing 2 4 JAN 2006 45 unit
and CCl data will be describe with reference to Fig. 8. Audi o datiaJsj200st

col l ection AOIT AOBS 420 includes a plurality of audio data objects AOIT

- AOB 421. The audio data object AOIT-AOB 421 includes a plurality of audio
packs A PCK b 422, plural (a certain nunb4d of) audi o packs A PCK 422
constitute an Audio_Cell, and each Track (PG as a reproduction unit is

conprised of one or nore Audio - Cells. For each reproduction unit, the
so as for video title set collection

WMCCI and DGgY] i d.

AVTT_VOBS 424, t%ﬁﬁ%tﬁf%}g& S”e’p]r%g%ﬁﬂe&?rdrhq Widh oefeserhad ten@ier. BQre
Cells. For r dyuct.ion unit, WMCCI and DGCCl designated by

e Ly G858 BBV, Gl ke T hbpe. BOTREROBSOB? Wt Fude@geTent on

ref erence nunera

t he obj ect ture 15 qf the present invention will be described
with refer e%?ie@?%iig?gqf Qﬁoca%ﬁo‘aﬁl BAt 8 XRT A0B 41, care afiqaydigrdat a.
Audi o data 1 ctiaon AQTT_AOBS 430 is conprised of a plurality of
audi o data o%bjeeg(fcé AX%J#P%%‘I 31 108K esf a tohlen zaildi by tg 1 bhediet pATKE peCﬁEﬁ?)l
includes a Qljgal%%roi' ?udi 0 20 packs A PCK 432, and further eachrof the
audi o pack APCK § hcl BdE8Thalna thardeiero B3 3a at tlo Agdicq sdat dck3%,oThe
Private Fb%%%rs l]j_ﬁ:?{{l ncl udes DGCClI 434, and the Audio data 435 includes
WVMCCI data encode Herdt nAUALRL Gedili t yanet earh arpacks (AgPCKs 432

constitute '%‘égir%d%ecltlicﬂr?Gdnfpdigscsggglr%sg; glfu;ile or more Audio Cells
For each reproduction unit, the WMCCI and DGCCI are_
designated. |
10 Also as for video title set collection AVIT VOBS 424,
Chapter as a reproduction unit is composed of one or more Cells.
For each reproduction unit, WMCCI and DGCCI designated by’
reference numeral 427 are allocated thereto.
Next, CCI data arrangement on the object data structure
15 of the present invention will be described with reference to
Fig. 9 which shows an example in the case of audio data . Audio
data object collection AQTT_AOBS 430 is comprised of a
plurality of audio data objects AOTT_AOB 431. Each of the
audio title set AOTT_AOB 431 includes a plurality of audio
20 packs A_PCK 432, and further each of the audio pack A PCK 432
includes PrivateHeader 433 and Audio data 435. The Private
Header 433 includes DGceI 434, and the Audio data 435 includes
WMCCI data encoded therein. Apluralityof audio packs A PCK
432 constitute Audio_Cell 436, and assembly of plural

25 i j
Audio_Cells 436 constitutes each Track (PG) 437 which is used



.25 Audio-Cells 436 constitutes each Track (PG 437 which is used % 4 J@@]
2006 46 as a reproduction unit. In this data structure, a PTS re&ioHANi 6
for witing reproduction time information, a region of sub-streamid is
-for witing a streamtype, a region of first-access-unit-pointer indicates
a first byte of Audio 5 frame of A PCK tHéreof, and the region 434 is for
witing DGCCI. In this reproduction unit Track 437, the contents of the
DGCCl data 434 and contents of the WMCCI data are constant and wll not

change. In hgr p@ggl data apd WCClI data are allocated in pair
cor r espondi %tgs fﬁori;! IQ%%E ani ton {5 Next, thhhe datanplteusit ur e epr Bigct égon
control flowsf g £ ] copy .control of an optical disc in the present
i nventi on coﬁfig&keg gg“gggﬁ??gégu§$69@\quetﬂﬁ phathed, belrewiwrd ot
reference tgufi g+ Ri yst reproduction streamis supplied to an 15
encryption dSCB%ef%%ﬂ&th%écékﬁcgréfﬁ§ﬂbﬁtéﬁﬁeQﬂmﬁypeioa restiep 99, and

in the casesyhgge, ?% encryption.is detected, existence of DGCCl data is
detected by nmeans of the PO YREBHeANAdicates2)a firshebgheeovhanriiier e

is DOl dakp,pmeide rm ned whether the DGCCI data is in a state of
copy 20 free %Ipen% h(ses(ﬂg%ggsr)eo.f%éngﬁﬁwrieﬂlping‘}343,5 forthel regencer .

i nvention, the reqﬂpggclion of encrgpted audio or video digital data is
permitted only when RERFUGECEEORNUAL St Brackof 38ppyhei EBNRRSIHS etd on

'(I)'Le(r:g%r gr %@;ﬂﬁﬁ d%r%% lil§4na(1)rgd cpoenrtrreir;[t:_[secci)fm@gg P\iII\'?CgI Sc;[aaéae ai‘fe gggzt;;ie-
and will not change. 1In other words, DGCCI data and WMCCI
data are allocated in pair corresponding to a Track unit.

10 Next, one example of a reproduction control flow for
executing copy control of an optical disc in the present
invention configured as described above will be explained
below with reference to Fig. 12.

First, a reproduction Stream is supplied to an

156 eéncryption decoder (165) to detect existence of encryption
(step S1), and in the case where the encryption is detected,
existence of DGCCI data is detected by means of the DGCCI
decoder (step S2). In the case where there is DGCCI data,
it is determined whether the DGCCI data is in a state of copy

20 free or not (step S3). As shown in Fig. 13, in the present
invention, the reproduction of encrypted audio or video
digitaldataispermittedonlywhenDGCCIthereofisiJlastate
of copy with restriction or COpy prohibition, and is not

permitted when in a state of copy free. Therefore, in the

) : :
5 case where the digital CCI data is in a state of copy free



.'-5 case where the digital CCl data is in a state of copy free 2 4 JAN 2006
47 (YES in step S3), it is determ ned as an unauthorized copy di 3G JAR 206
result of this, a digital output circuit is controlled to nmute only

-digital signal output, or both the digital output circuit and the anal-ogue
output circuit are 5 controlled to nute HM@th the digital signal output and
anal ogue signal output together (step S4). On the other hand, in the case
where it is determined that the DGCClI data is not in a state of copy free

instep S3,aqrmal reproduction is conducted in step S8. Furthernore, 10
in the case (V\/ner él%r?ctr‘%bt :g)n' i $tnbf determénednast ep Snamthoriizddhegnse

where DGCCl data i% not detected in step S2 even though encryption is
detected | n94P&y SPS @ WATekbdef Ehés) adededdslt muemert cIMERL tdaka (st ep

S9). In the caz& gggre there is detected WMCCl data, it is determned in
step S10 15SRRAEEREr §hedawrtte cerbyi diphtalssagaadf cotput,r @ WototthdAS

shown in Fiﬁ" l%, in the present invention, normal reproduction is
permitted offt§iitdl RYtRite Gierel f hen@Wor adalagile bntaust atiecefi tCceme free
(step §12), and in.the cases _of copy with restriction or copy prohibition
state, “it i§°36%Q &%Fﬁéﬁifa%b@rthmgatdicgitzaahsa‘qp;aldbacpuié\Sar&iéﬁaqbbu@f
this, adigital output circuit is controlled to nute only digital signal

output, or thENELgPEHPWuttRAeEReEUI(StendSdnal ogue output circuit are both
controlled to mute both digital signal output and anal ogue signal output
toget her (step SIi9R the other hand, in the case where it is determined

that the DGCCI data is not in a state of copy free in step
S3, normal reproduction is conducted instep S8. Furthermore,
10 in the case where encryption is not detected in step S1 and
in the case where DGCCI data is not detected in step S2 even
though encryption is detected in step S1, a WM decoder (169)
decodes to detect WMCCI data (step S9). In the case where
there is detected WMCCI data, it is determined in step S10
15 whether the WMCCI data is in a state of copy free or not. As
shown in Fig. 13, in the pPresent invention, normal
reproduction is permitted only in the case where the WMCCI
data is in a state of copy free (step S12), and in the cases
of copy with restriction or copy prohibition state, it is
20 determined as an unauthorized copydisc. As aresult of this,
a digital output circuit is controlled to mute only digital
signal output, or the digital output circuit and analogue
outputcircuitarebothcontrolledtonmtebothdigitalsignai
output and analogue signal output together (step S11).

25 Then, a terminal end of reproduction units is judged



.25 Then, a termnal end of reproduction units is judged 2 -4 JAN 2006 48

(step S5) and when judged NO in step S5, the process returns to %'feb\hsmﬂﬁ
and when judged YES in step S5, the process advances to step S6 to judge
-whether the termnal end is a termnal end of the entire reproduction.. In

the case of NOin step 5 S6, the digital 4gutput circuit and the anal ogue
output circuit are reset to the normal output states, then returning to

step Si. On the other hand, in the case of the termnal end of entire
uction . is ended. As to the WMCCI as descri be above,

reproductio e pro
Eﬁg%poﬁg?lﬁn i YReBel Wdaedioni p efterer®® ttheipgcddd rand 8. W

detail expl
signal is ggng{al %i produced by a technique in which after encoding
certain neceSSArSP Pnf ARMRANIER 1hdged Y ESidnos bep Bisjebhaimivdes § @dagiahly
make a bit gtregm certain necessary information data is encoded into an
audi o or vid8o°5FHndP £6 BudgsbetdthenS e otéheibhl ShEHEA® ANtSYGH A1
manner that when a user reproduces the bit stream the Wisignal is
i nper cept i BFR% 0P £i hAAdPBIE res wetprdriuct hen usern cenaotasBCEENNZE 1 hNg rEhange
in the audi}g or video signal conpared to the original signal. In the
presen§ i nvatn TR dagisRdveutpuEicl railift ansi tige 26, SR/ULIRACLE VM1 ¢
techni que, WMCCl of a sufficiently low spectrumlevel in a user’s
unr ecogni zdbi % I§tfte &0 Shadeetmad owpii b sl «, g r%itgﬂéﬁir%cf“é.oegeggded
therein within a certain frequency band. As shown in Fig. 11B, int
present erbodi MhtthafathernbadinginvERe datsa ot ¢ @udhon 91 ¥igegs
entire reproduction, the reproduction is ended.
As to the WMCCTI as describe above, detail explanation
10 wWill be made with reference to Figs. 11A and 11B. WM signal
is generally produced by a technique in which after encoding
certain necessary information into an audio or video signal
to thereby make a bit stream, certain Necessary information
data is encoded into an audio or video signal to be embedded
15 into thebit stream in such a manner that when a user reproduces
the bit stream, the WM signal is imperceptible or inaudible
such that the user cannot recognize the change in the audio
or video signal compared to the original signal.
In the present invention, as shown in Fig. 11A, using
20 i
@ spread spectrum technique, WMCCI of a sufficiently low
Spectrum level in a user's unrecognizable degree is added to
audio and/or video signal and embedded therein within a
certaln frequency band. As shown in Fig. 11B, in the present

embodiment, after encoding WMCCI data into an audio or video

N .
25 Signal by means of a WM encoder 1101 to thereby make it into



.25 signal by neans of a WM encoder 1101 to thereby nmake it into §h4 A\08
2006 49 a bit stream the bit streamis recorded to a recording di é 1102.
Then, at the tine of reproducing the recorded data from the disc, the

- WMCCl data is decoded by neans of the WMCCI decoder 1103 while the audio
or video signal is reproduced 5 fromthey it stream At this reproduction
time, even if WMCCl data is recorded and enbedded in the AV data, the user
can not recognize the change in the AV signal in conparison with the
original signal because of the | ow spectrumlevel. According to the above

confi gurati érpitis\t:eewmhelamtiarégmriegqrmaéuatétaa&%c?%%ﬁﬂg% the
eo

audi o or video signal, WMJMCCI data can exist also in the audio or® vi

signal of ahl0@nal Bhee, raptdduttmere s ir@pdo i Wed knasSréfoRddhUH4 A from
reproduction signal. Wiereas, in the conventional technique, since fRE 15

conventi onathdi disal, €Be dateCci sdatel udedeiBdR WAL SlEaAPer o £ Ofp LD a as
shown by areas 383 and 384 in Fig. 20, CCl data ¥§;n eX|st°%n %éiﬁMgg&audio

or video sigeabdetr al6idgivhdlle rapy eAitd Uy Sj &) %ﬂ%%gge§ n9£%§§§§§ﬁhn an

anal ogue reproduction signal. 20 In the present e rment,” & by a

T o he e Scpemt AU, LSprSaintl RIS B4l =0
anal ogue reproaElutsi pacsrged ady Widedifed AR il U AafEPTOIUCLLOD gLignal .
not recognize the change in the AV signal in comparison with
the original signal because of the low spectrum level.
According to the above configuration, since WMCCI data is
10 recorded in a state embedded in the audio or video signal,
WMCCI data can exist also in the audio or video signal of an
analogue reproduction signal as well as in a digital
reproduction signal.
Whereas, in the conventional technique, since the
15 conventional digital CCI data is included in PrivateHeader
of the data as shown by areas 383 and 384 in Fig. 20, CCI data
can exist only in an audio or video signal of a digital
reproduction signal and does not exist in an analogue
reproduction signal. |
20 In the present embodiment, as shown by a region 435
in Fig. 9, since the WMCCI is included in the audio (or video)
data region, the WMCCI can exist also in the audio/video
signal of an analogue reproduction signal as well as in a

digital reproduction signal.

25 (Second Embodiment)



.25 (Second Enbodinent) 2 4 JAN 2006 50 In the first enbodi nent, V\/@ilgA,@ e
above description has been nade for the case of using an optical éisc as a
recordi ng medi um whi ch stores digital audio or digital video data
-including copy controlling managenment information (CCl) 5 in the forns:of
watermark (WM data and digital (DG datgyg, the present invention is not
limted to this and applicable to various conparable nedia for recording
and reproducing digital data, for exanple, tape and sem conductor nenory.
The essential feature of the present invention is a 10 nultinedia copy
control system fodncéhte dllrsig emhoshimerit a whii e tthe dabove edesdr hgtdedi um

i n which digital contents data is stored and fromwhich the digita
contents datas ikeerpradacddr thel cam®rafdusbngnenhep trierdr diigc nesdi am f or
copying, wherein the digital contents data stored in the digital data
recordi ng lSecwecd inyimed ine svial ¢h rstto e \d icpita blaudifooratii gd taDCGZCiEoof a
digital format and a second copy control information (WMCCI) of an anal og
enbedded f aiated inBlaidhiysd empgoophitsedl ienchynayemenjtullgfogmagdas decrypti ng
reproduction output data fromthe digital data recordi ng nedi um and

j udgi ng whetmerhd hfo 20s reprwduetrmar koutpyt ddaiaa arsd elicd yipd ed(Daj agdat ey St
copy control detection neans detecting the first copy control information
(DCCCl) frarhé erasenyptredentepondisthon Uahhtedxts ach L snam@saspl exabaet i ng
the digital contents data fromthe decrypted reproduction data; and second
copy contrdio dedetdusncompazable media for recording and reproducing

digital data, for example, tape and semiconductor memory.
The essential feature of the present invention is a

10 multimedia copy control system for controlling a copy of a
digital data recording medium in which digital contents data
is stored and from which the digital contents data is reproduced-
and recorded to another recording medium for copying, wherein
the digital contents data stored in the digital data recording

15 medium includes a first copy control information (DGCCI) of a
digital format and a second copy control information (WMCCI)
of an analog embedded format. The system comprises: encryption
judging means decrypting reproduction output data from the
digital data recording medium and judging whether the

20 reproduction output data is encrypted data; first copy control
detection means detecting the first copy control information
(DGCCI) from the decrypted reproduction data; extractionxneans-
extracting the digital contents data from the decrypted
reproduction data; and second copy control detection means

25 detecting the second copy control information (WMCCI)from the



.25 detecting the second copy control information (WMCClI) fromthe 24 JAN
2006 51 extracted digital contents data, wherein encryption of the4 JAN 2006
reproduction output data fromthe recording nediumis decrypted and judged
- for each digital contents unit under reproduction, and in the case whiere
said first copy control 5 detection neamgg detects the first copy control

i nformation (DGCCl), the reproduction of the digital contents data is
controll ed based on the first copy control information (DGCClI), and in the
case where said first copy control detection neans detects no first copy
control i nfetrmidten (AGEMEY), ddrecdits epavalucthenebf eherypylenl oEoHient s
data is controlled based on the second copy control infornmation (W/CCl).
Accor di ng tegrheiraciauid atmd eata byompphyi mecoatdirgninedioan hes opti cal

di sc but also various kinds of digital data recording nedia, an

unaut hor.i zetbGopted drefojelided 160 redaum diditthd Iddet émteli woit nitRdeEd and
reproduction Ilimtation is added to the nediumat the tine of reproducing
the recor dijg redhesionhenalyint the pasel hhertospdevéitstunapyhopntedl
copies frombeing copied freely. As describe above, according to the

preseng i NENtd O on kdns adetétes tRedEgrsal coppyconnrodl infAigrmahagenent
I nformati on data, watermark copy controlling nanagenent information data

i's recorded wir@ry econdi peprEgdhdfloandsWere digitepr odutengst Heteeésrdi ng
medi um the digital copy controlling managenent information is read out by
decrypting controlled based on the first copy control information (DGCCI),
and in the case where said first copy control detection means
detects no first copy control information (DGCCI), the

10 reproduction of the digital contents data is controlled based
on the second copy control information (WMCCi) .

According to the second embodiment, by applying not
only to the optical disc but also various kinds of digital
data recording media, an unauthorized copy of recording

15 medium and the like is discriminated and reproduction
limitation is added to the medium at the time of reproducing
the recording medium, whereby it is possible to prevent
unauthorized copies from being copied freely.

As describe above, according to the present invention,

20 in addition to digital copy controlling management
information data, watermark copy controlling management
information data is recorded on a recording medium, and when
in reproducing the recording medium, the digital copy

controlling management information is read out by decrypting

25 an encryption from the reproduction output data; and the



.25 an encryption fromthe reproduction output data; and the 2 6 JAN 2006 52
wat er mark copy control li ng nanagenent information is read out frqvlg 2006
digital audio or video signal fromthe output data to detect the * JAN
-encryption in a reproduction unit of the digital audio or video contents
under reproduction; and in the case 5 whgre encryption has been nade,
reproduction control is perfornmed in accordance with the digital copy
controlling managenent information, while on the other hand in the case
where encryption has not been nmade, reproduction control is performed in

accordance wht8raairtt &b ¢cImte coPpin g evaiay drierg: 10 foamregsiment si néad @arti on.
Accordi ngly, advantageous effect is obtained such that even if digital

copy controflbmda dEPBEEIENidisfer Metded giagreal fremuETedutpuly data to
unaut hori zed recorder and an authorized digital copy is nmade, or an

unaut hor i zedegBakogHE €RBYybT iRIEnbY vEpREdARtURAING 2 the Kéguirter, it
IS possible to prevent unlimted unauthorized copies frombeing created by

addi ng reprggddebi g9 vigkbatbRbenky hudeirngepsodudtilsyalanddar dieg azesd um
at the time of reproduction. Although the present invention has been

described ihe2@ RIS IUh WMdd bBenPhatier,n e@prdindt g scoheredf iwith
reference to the acconpanyi.ng drawings, it is to be noted that various

changes andpBR@bhiedl 19 tdPRcAPNEEANEHEO dilpSeal skbby edonnrbha tavgt .
Such changes and nodifications are to be understood as included within the
scope of thg.REEeGRht AYEHrMtion, while on the other hand in the case
where encryption has not been made, reproduction control is
performed in accordance with said watermark copy controlling
10 management information. Accordingly, advantageous effect
is obtained such that even if digital copy controlling
management information data is tamperedusing an unauthorized
recorder and an authorized digital copy is made, or an
~unauthorized analogue copy is made by using ah unauthorized
15 recorder, it is possible to prevent unlimited unauthorized
copies from being created by adding reproduction limitation
by judging as an illegal recording medium at the time of
reproduction.
Although the p.resent invention has been described in
20 connection with the preferred embodiments thereof with
reference to the accompanying drawings, it is to be noted that
various changes and modifications will be apparent to those
skilled in the art. Such changes and modifications are to be

understood as included within the scope of the present invention

25 as defined by the appended claims, unless they depart therefrom.



.25 as defined by the appended clains, unless they depart therefrom 2 4 JAN
2006 53 WHAT IS CLAIMED IS: 1. A nultimedia copy control system £d&rJAN 2006
controlling a copy of a digital data recording mediumin which digital 5

- audi o contents data is stored and fromwhich the digital audio contents
data is reproduced and recorded to another recording nediumfor copying,
wherein the digital audio contents data stored in the digital data
recordi ng medi um includes a first copy3ontrol information of a digital 10
format and a second copy control information of an anal og enbedded format,
sai d syst eWHAIhPrS STRgEMEMCES/pt i on j udgi ng neans (3, 22, 165) decrypting
reproduction output data fromthe digital data recording nedium and

j udgi ng whet her the reproduction output data is 15 encrypted data; first
copy control detection neans (5, 24, 166) detecting the first copy control

information fromthe Ad@ﬂwﬂﬁ@&ié%@Q%ﬂ%ﬁ%&%téﬁtf@ﬁté&&mpﬁné6, 25,
167) extracting the digital 20 audio contents data fromthe decrypted

o7 ogict LoD GEIOS i O BH08 Moo stbancheanly soplyglofisiegiien ans
5 audio contents data is stored and from which the digital
audio contents data is reproduced and recorded to another
recording medium for copying, wherein the digital audio
contents data stored in the digital data recording medium
includes a first copy control information of a digital
10 format and a second copy control information of an analog
embedded format, said system comprising:
encryption judging means (3, 22, 165) decrypting
reproduction output data from the digital data recording
medium and judging whether the reproduction output data is
15 encrypted data;
first copy control detection means (5, 24, 166)
detecting the first copy control information from the
decrypted reproduction data;
extraction means (6, 25, 167) extracting the digital

20 audio contents data from the decrypted reproduction data;

and



.extracted digital audio contents data, wherein encryption of the
reproduction output data 5 fromthe recording nmediumis decryptﬁq ﬂgﬁz 6
judged for each digital audio contents unit under reproduction;, a iw t he
- case where said first copy control detection neans (5, 24, 166) detects
the first copy control information, the reproduction of the digital audio
contents data is 10 controll ed based on t first copy control information,
and in the case where said first copy control detection neans (5, 24,
166) detects no first copy control information, the reproduction of the
digital audi o confeAPBAdEPRYi SONEBALr BRLegthaseleaASt Ké,sébend6&dpy contr ol
information. 15 2. The nultinedia copy control systemas clained in claim
1, wherein edeheofinhbether secand sepgndovtpylconfoomatinhofmam ahei ncl udes
three copy control states of copy free, copy permssion with restriction

and copy i nhektthened2@igkigl &3dyioasdntBntBedease where the copy control
state of the first copy control information is the copy free state, the

reproduction is cwﬂé&ehheénheypgibﬂhb@i&ﬁe,r@géohucEB@n caspull abhe copy
perm ssion with restriction and copy 2 4 JAN 2006 55 inhibition states,

pe th re | AN | -
copy contol "Eoh Sa TTRe  aBona eany Eonr o LERorna: P6nore the Baey rr e

state, the digital audio contents unit under reproduction, and in the

case where said first copy control detection means (5, 24,
166) detects the first copy control information, the
reproduction of the digital audio contents data is

10 controlled based on the first copy control information, and
in the case where said first copy control detection means
(5, 24, 166) detects no first copy control information, the
reproduction of the digital audio contents data is
controlled based on the second copy control information.

15

2. The multimedia copy control system as claimed in

claim 1, wherein each of the first and second copy control
information includes three copy control states of copy
free, copy permission with restriction and copy inhibition

20 (Fig. 13), and in the case where the copy control state of
the first copy control information is the copy free state,
the reproduction is controlled to be inhibited, and in the

case of the copy permission with restriction and copy




.5 reproduction is controlled to be permssive, and in the case of ,the co
perm ssion with restriction and copy inhibition states, the reprgéuééNé 6
is controlled to be inhibited. 10 3. The nultinmedia copy control system as
-claimed in claiml1, wherein said recording mediumstores the first and
second copy control information being allocated in pair for each digital
audi o contents unit (406, 407; 423, 427)._15 4. The nultinmedi a copy control
systemas clained in 20 claim1 further c ri sing: anal og output control
means (8, 27, 168, 171) generating anal og contents data fromthe extracted
digital audiphébhtéansstatas, dtget seprsadpatieontisokontand 14, t28pe170)
converting the extracted digital audio contents data to a specified output
format data perhésgémerated therefrom wherein the digital audio contents
data outputted via said digital output control neans (9, 28, 170) includes

2 4 JAN 2006 56 het khkheafsier $thead tHRC @RGyC @Y t6oNt selatienfdr rald on, and
the analog contents data outputted via said anal og output control neans

(8, 27, 168,séZéhd'esF9deénegbx &5@o§ﬁggeen ﬁ9p¥hEOBBb9|fE@EOEQEEéonthQ S.

A mul ti nmedia copy con or contr ol

5 reproduction is controlled to be permissive, and in the
case of the copy permission with restriction and copy
inhibition states, the reproduction is controlled to be

inhibited.

10 3. The multimedia copy control system as claimed in
claim 1, wherein said recording medium stores the first and
second copy control information being allocated in pair for

each digital audio contents unit (406, 407; 423, 427).

15 4., The multimedia copy control system as claimed in

claim 1 further comprising:

analog output control means (8, 27, 168, 171)
generating analog contents data from the extracted digital
audio contents data;

20 digital output control means (9, 28, 170)
converting the extracted digital audio contents data to a
specified output format data to be generated therefrom;

wherein the digital audio contents data outputted

via said digital output control means (9, 28, 170) includes



.a copy of a digital data recording nmediumin which digital audio contents
data is stored and fromwhich the digital audio contents data i <4 JAN 2006
reproduced and recorded to another 10 recordi ng nedium for copying, wherein
-the digital audio contents data stored in the digital data recording

medi um includes a first copy control information of a digital format and
a second copy control information of an gﬁ?log enbedded format, said

met hod conprising: 15 decrypting reproducti on output data fromthe digital
data recordi ng nedi um and judgi ng whether the reproduction output data is
encrypt ed dabathdehectingtt Radf pesendopyryorpnsdioilntofeampdnofy omnthéhe
decrypted reproduction data; 20 extracting the digital audio contents data
fromthe deengpbgdcpependaectinbn dataptard débeshingahbhéogeocangutopy
control information fromthe extracted digital audio contents data, 2 4

JAN 2006 57 cwhereinmenekypsion79f 16be nepyoddueti,aBsodhpyt tdat aeboam t he
recording nmediumis decrypted and judged for each digital audio contents

unit under r@gb?dgghkggi apndoi-Rathen case of detecting the first copy
control information, the 5 reproduction of the digital audio contents data

is controfled based on the first copy control information, and in the case
of detecting no first copy control information, the reproduction of the

digital audio Cong?ntsAd%E?tE%edia copy control method for controlling

a copy of a digital data recording medium in which digital
audio contents data is stored and from which the digital
audio contents data is reproduced and recorded to another

10 recording medium for copying, wherein the digital audio
contents data stored in the digital data recording medium
includes a first copy control information of a digital
format and a second copy control information of an analog
embedded format, said method comprising:

15 decrypting reproduction output data from the digital
data recording medium and judging whether the reproduction
output data is encrypted data;

detecting the first copy control information from the
decrypted reproduction data;

20 extracting the digital audio contents data from the
decrypted reproduction data; and

detecting the second copy control information from the

extracted digital audio contents data,



.controll ed based on the second copy control information. 10 6. The

mul ti medi a copy control nethod as clained in claim5, wherein edch JAN 2006
first and second copy control information includes three copy control

- states of copy free, copy permission with restriction and copy inhibition
15 (Fig. 13), and in the case where the copy control state of the first
copy control information is the copy free_state, the reproduction is
controlled to be inhibited, and in the case of the copy permi ssion with
restriction and cogy inhibition states, the reproduction is controlled to
be 20 pernissivevhandinpnenpaeyphsenwhpér hehsepsvpguebhonopuspatedatat he
second copy control information is the copy free state, the reproduction
is control |l edrbm bkepeenbsding, maddumnishdececapeedf ahhe jodpgdpépm ssichn
with restriction and copy 2 4 JAN 2006 58 inhibition states, the
reproductiondigieant kabiedcbatbatsi GRiRi Lader7reARoaptieah,dbsl in the
reproduction device for 5 reproducing an optical disk in which digital

audi o cont entgscdakagbscst9hgdrand chikam \é’e'ggh cbh%rghgagggrﬁa@iigneorakgm S

data is reproduced for copying, wherein the digital au contents data

d i h ' i i pcludes . i . L. Lnf [ f
G gi tal for mefORRACA 00N THoCaey AR FAr PP B RErSn aF “af Sanal 0g

enbedded forgg%trg?igd based on the first copy control information, and

in the case of detecting no first copy control information,
the reproduction of the digital audio contents data is

controlled based on the second copy control information.

10
6. The multimedia copy control method as claimed in
claim 5, wherein each of the first and second copy control
information includes three copy control states of copy
free, copy permission with restriction and copy inhibition
15 (Fig. 13), and in the case where the copy control state of

the first copy control information is the copy free state,
the reproduction is controlled to be inhibited, and in the
case of the copy permission with restriction and copy
inhibition states, the reproduction is controlled to be
20 permissive, and

in the case where the copy control state of the second
copy control information is the copy free state, the
reproduction is controlled to be permissive, and in the

case of the copy permission with restriction and copy



. reproduction device conprising: streamdata extracting neans (162, 164)
extracting streamdata fromthe reproduction output data of the 29pjiN

di sk; 15 encryption decoder nmeans (3, 22, 165) decrypting the extracte

- reproductlon stream data and j udgi ng mhether the reproduction stream data
is encrypted data; first copy control detection nmeans (5, 24, 166)
detecting the first copy control informatjon fromthe 20 decrypted
reproduction stream data; contents decod 8 reans (6, 25, 167) extracting
and decoding the digital audio contents data fromthe decrypted

reproduct i onishibakidat atages, JaNe20eBrsgucséesndscepypteontedl taebecti on
means (7, 26, 169) detecting the second copy control information fromthe
extracted di ghhabiaadio contents data; anal og output control nmeans (8, 27,
168, 171) 5 generating analog contents data fromthe extracted digital
audi o contents data; digital output control means (9, 28, 170) converting
the extracted digital audio contents data to a specified output fornat

data to be generated tRarghropy120dsk0 rapsyaher 6ankEghLer £6173) receiving
the first and second copy control |nfornat|on and control ling said anal og

out put C°9tr9 pggéﬂéﬁﬁgzgnlgﬁtlééi)d?@ﬂ iﬁ'ghq glﬁﬁgltal audio contents

data is stored and from which the digital audio contents

data is reproduced for copying, wherein the digital audio
contents data stored in the optical disk includes a first
copy control information of a digital format and a second

10 copy control information of an analog embedded format, said
reproduction device comprising:

stream data extracting means (162, 164) extracting
stream data from the reproduction output data of the
optical disk;

15 encryption decoder means (3, 22, 165) decrypting the
extracted reproduction stream data and judging whether the
reproduction stream data is encrypted data;

first copy control detection means (5, 24, 166)
detecting the first copy control information from the

20 decrypted reproduction stream data;

contents decoder means (6, 25, 167) extracting and
decoding the digital audio contents data from the decrypted

reproduction stream data;



_output control means(9, 28,170), wherein encryption of the reprodyction
output data 15 fromthe optical disk is decrypted and judged fo§4ed6N2MW
digital audio contents unit under reproduction, and in the case where said
- first copy control detection nmeans (5, 24, 166) detects the first copy
control information, the reproduction of the digital audio contents data
is 20 controlled based on the first copy gontrol information, and in the
case where said first copy control det ecti’on neans (5, 24, 166) detects no
first copy control information, the reproduction of the digital audio
contents data i s seephéofPed Basbrobndehecseenndcedpy (éontbeol 1PA or mati on.
2 4 JAN 2006 60 8. The optical disk reproduction device as clainmed in
claim7, whedetacwheg &heepeodudt copypepnigsilonanfoonditiponfirsmnshenet, said
systemcontroller (173) controls 5 said anal og output control means (8, 27,

168, 171) andxsahdtedi giyakaoubpdti oceshrehtaeansat9, 28, 170) to restrict
the reproduction based on at |east one of the first and second copy

control i nformatigRa;dg 8ut§ﬁ€ eBhtesl flbaksreprodyuctigp deyige as claimed
in claim7, wherein each of the first and second copy contro i nformation

i nclud h : f 1SSl . WM
ostriction SBCERby onAr B pRoRCRE ey s Hate’ B2, FRBYSRELELRRNIARL oy

gggt;ol statguggo %gn g%tglagEagopy control information is the copy free

digital output control means (9, 28, 170) converting
the extracted digital audio contents data to a specified
output format data to be generated therefrom; and
10 a system controller (173) receiving the first and
second copy control information and controlling said analog
output control means (8, 27, 168, 171) and said digital
output control means (9, 28, 170),
wherein encryption of the reproduction output data
15 from the optical disk is decrypted and judged for each
digital audio contents unit under reproduction, and in the
case where said first copy control detection means (5, 24,
166) detects the first copy control information, the
reproduction of the digital audio contents data is
20 controlled based on the first copy control information, and
in the case where said first copy control detection means
(5, 24, 166) detects no first copy control information, the
reproduction of the digital audio contents data is

controlled based on the second copy control information.




.the reproduction is controlled to be inhibited, and in the case of the
copy permssion with restriction and copy inhibition states, thg4 jan 200
reproduction is controlled to be permssive, and 20 in the case where t%e
- copy control state of the second copy control information is the copy free
state, the reproduction is controlled to be permssive, and in the case
of the copy permssion with restriction and copy 2'4 JAN 2006 61
inhibition states, the reproduction is cdftrolled to be inhibited. 10. The
optical disk reproduction device as claimed 5 in claim7, wherein the
digital audio contents data outputted via said digital output control neans
(9, 28, 170) includes both the first and second copy control information,
and the anal og co#tentshdabptbubputiied veprodatdianategiost pat ctanmedl
nmeans (8, 27, 168, 171) includes 10 only the second copy control

information. jhle1Aifll 9it ghedddhowdahaar eppeducicRgoangder-Réakdong system
whi ch is a connection conbination of a recording mnediumreproduction

devi ce. repr odychag; dhoiLahopugle dabasliyated EEROLHNNGLTOdUN ABdcdo1c

recordi ng mediumrecording device recording the reproduced digital

data to not her, recordi ng, nedi u adapted _t o gontrol mul t.i redi y of

the recor inaaﬁngB Oﬂh@BEPHgtﬁghEFS?tégagﬁdﬁg’C%Rfe%gé’dgbg)sggaeéggﬁ t he
digital output control means (9, 28, 170) to restrict the

reproduction based on at least one of the first and second

copy control information.

10 9. The optical disk reproduction device as claimed in
claim 7, wherein each of the first and second copy control
information includes three copy control states of copy
free, copy permission with restriction and copy inhibition
(Fig. 13), and in the case where the copy control state of

15 the first copy control information is the copy free state,
the reproduction is controlled to be inhibited, and in the
case of the copy permission with restriction and copy
inhibition states, the reproduction is controlled to be
permissive, and

20 in the case where the copy control state of the second
copy control information is the copy free state, the
reproduction is controlled to be permissive, and in the

case of the copy permission with restriction and copy



.20 recording nmediumincludes a first copy control information of a digital
format and a second copy control information of an anal og enmbeddéddJAN 008t
sai d reproduction device conprising: 2 4 JAN 2006 62 encryption decoder

- means (3, 22, 165) decrypting reproduction stream data output fromthe
recordi ng nmedium and judgi ng whether the reproduction streamdata is
encrypted data; 5 first copy control detection neans (5, 24, 166)

detecting the first copy control i nfor mat®on fromthe decrypt ed
reproduction stream data; contents extracting nmeans (6, 25, 167) extracting
the digital inbdbdotéont ehesedat aher vaprrhdugscrypptedcreprodieti 6 be0 stream
data; second copy control detection neans (7, 26, 169) detecting the
second copy d¢ohtibakeddnformati on fromthe extracted digital audio contents
dat a; anal og output control means (8, 27, 168, 171) 15 generating anal og
contents data fromthe extracted digital audio contents data; and digital
out put control neans (9, 28, 170) converting the extracted digital audio

contents data to @pspeghti %gtlea&pu&s&%ggkoe%@ ba Bevgeaenat ed hhewef rom

20 wherein, in the case where said reproduction eV|ce

5 in claim 7, wherein the digital audio contents data
outputted via said digital output control means (9, 28,
170) includes both the first and second copy control
information, and the analog contents data outputted via
said analog output control means (8, 27, 168, 171) includes

10 only the second copy control information.

11. A digital audio data reproducing and recording
system which is a connection combination of a recording
medium reproduction device reproducing digital audio data

15 of a recording medium and a recording medium recording
device recording the reproduced digital audio data to
another recording medium, adapted to control a multimedia
copy of the recording medium,

wherein the digital audio contents data stored in the

20 recording medium includes a first copy control information
of a digital format and a second copy control information
of an analog embedded format,

said reproduction device comprising:



.and said recording device are digital-connected via said digital output
control neans (9, 28, 170), the digital audio contents data repr@dugaN 2006
fromsaid reproduction 2 4 JAN 2006 63 device includes both the first and
- second copy control information, and in the case where said reproduction
device and said recording device are 5 anal og-connected via said anal og
out put control neans (8, 27, 168, 171), %fe anal og contents data
reproduced from said reproduction device ¥ ncludes only the second copy
control information. 10 12. The digital audio data reproduci ng and
recording systenfRST¥PALRBIIPACERAI REARS WhRer 82n €88H GBcrhetfingst and
second copy control information includes three copy control states of copy
free, copy p&FRregieliaNt Rtreest detei ontand copy ithki bietoediqbi gedid and
in the case 15 where the copy control state of the first copy control

i nformati on Bsdt hedgopy fvheehstratae trberodpredvat serehm qeeat hell ed to be
inhibited, and in the case of the copy permssion with restriction and
copy i nhi bi teabrypakesdathe reproduction is controlled to be perm ssive,
and 20 in the case where the copy control state of the second copy control

information is the;gopychpoecshebsr hbEect eBROfUEhLONsi So5oniEelled to be
t he copy |

perm ssive, and in the case of perm ssion fth™reés tion and

copy detecting the first copy control information from the
decrypted reproduction stream data;
contents extracting means (6, 25, 167) extracting the
digital audio contents data from the decrypted reproduction
10 stream data;
second copy control detection means (7, 26, 169)
detecting the second copy control information from the
extracted digital audio contents data;
analog output control means (8, 27, 168, 171)
I5 generating analog contents data from the extracted digital
audio contents data; and
digital output control means (9, 28, 170) converting
the extracted digital audio contents data to a specified
output format data to be generated therefrom,
20
wherein, in the case where said reproduction device
and said recording device are digital-connected via said
digital output control means (9, 28, 170), the digital

audio contents data reproduced from said reproduction



.2 4 JAN 2006 64 inhibition states, the reproduction is controlled to be
inhibited. 13. A digital data recordi ng nedium adapted for 5 nultinedia
copy control, said recording nmediumconprising: at |east one cont &ht $ANI 2006,
- storage region (403, 404, 405) storing digital audio contents data which
includes first copy control information of a digital format and second
copy control information of an anal og enbedded 10 format, said storage
first and second copy control i nfor mat i &4 being allocated in pair (406,
407; 423, 427) for each digital audio contents unit, wherein the digital
audi o cont edrsieatincludes both hehe 15i ret oanld neeeenld ueeopy edaprell to be
reproduced fromthe digital data recording nmediumso that the reproduced
data is dettfgutmesk i, umedi n j udgi ng whet her the reproduction output data
is encrypted data, the decrypted reproduction data bei ng adapted for use

20 in detecting frhaHd reds€opyecodntrol informati on and extracting the
digital audio contents data therefrom and the extracted digital audio

contents data beidig &tk Qn UsSi fe I8P Ed N 1o S0 daSPPYe CORL T O
information. 24 JAN 2006 65
5 analog-connected via said analog output control means (8,
27, 168, 171), the analog contents data reproduced from

said reproduction device includes only the second copy

control information.

10 12. The digital audio data reproducing and recording
system ag claimed in claim 11, wherein each of the first
and second copy control information includes three copy
control states of copy free, copy permigsion with
regtriction and copy inhibition (Fig. 13), and in the case

15 where the copy control state of the first copy control
information is the copy free state, the reproduction is
controlled to be inhibited, and in the case of the copy
permission with restriction and copy inhibition states, the
reproduction is controlled to be permissive, and

20 in the case where the copy control state of the
second copy control information is the copy free state, the
reproduction is controlled to be permissive, and in the

case of the copy permission with restriction and copy



.14. The digital data recording nediumas clained in claim13, wher " Each
of the first and second copy control information includes three cog JAN 2006
control states of 5 copy free, copy permssion with restriction and copy
-inhibition (Fig. 13), and in the case where the copy control state of the
first copy control information is the copy free state, the reproduction is
controlled to be inhibited, and in the cgge of the copy permssion wth 10
restriction and copy inhibition states, the reproduction is controlled to

be perm ssi V?nhfaLB‘itl'%nt e cage wher %eFQ‘%d%%EYLO%O@.tSr Qon3tdhg @l thgesecond

copy control ormation is the copy free state reproduction iIs
controll ed to g bp%rg|SS|ve and in the 15 case of the copy perm ssion with
restriction an Copy “‘inhibition states, the reproduction is controlled to
be inhibited.

13. A digital data recording medium adapted for
5 multimedia copy control, said recording medium comprising:
at least one contents data storage region (403, 404,
405) storing digital audio contents data which includes
first copy control information of a digital format and
second copy control information of an analog embedded
10 format,
said storage first and second copy control information
being allocated in pair (406, 407; 423, 427) for each
digital audio contents unit,
wherein the digital audio contents data stored in the
15 recording medium is adapted to be reproduced from the
digital data recording medium so that the reproduced data
is decrypted for use in judging whether the reproduction
output data is encrypted data,
the decrypted reproduction data being adapted for use
20 in detecting the first copy control information and
extracting the digital audio contents data therefrom,.and
the extracted digital audio contents data being
adapted for use in detecting the second copy control

information.
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14. The digital data recording medium as claimed in
claim 13, wherein each of the first and second copy
control information includes three copy control states of
copy free, copy permission with restriction and copy
inhibition (Fig. 13), and in the case where the copy
control state of the first copy control information is the
copy free state, the reproduction is controlled to be
inhibited, and in the case of the copy permission with
restriction and copy inhibition states, the reproduction
is controlled to be permissive, and

in the case where the copy control state of the second
copy control information is the copy free state, the
reproduction is controlled to be permissive, and in the
case of the copy permission with restriction and copy
inhibition states, the reproduction is controlled to be

inhibited.




