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SHORT-DURATION DIGITAL CERTIFICATE ISSUANCE BASED ON
LONG-DURATION DIGITAL CERTIFICATE VALIDATION

Cross Reference To Related Application

This application claims priority from co-pending 3J.Patent Application No. 14/570,867
filed December 15, 2014, entitled “SHORT-DURATION I®TAL CERTIFICATE
ISSUANCE BASED ON LONG-DURATION DIGITAL CERTIFICATEVALIDATION”

the contents of which are incorporated herein ligremce in its entirety.

Field of the Invention

The present invention relates to a computer-imprgetemethoda system; and a non-

transitory computer-readable storage medium.

Background of the Invention

A certificate authority generally issues digitalrtdecates to customers to enable these
customers to establish secure communications witieroentities and allow these other
entities to authenticate these customers. In adaéssue a digital certificate to a customer,
the certificate authority may need to validate infation regarding the customer by
examining government databases, third-party datsbasd services, and other customer
techniques. If the information regarding the custoroan be validated by the certificate
authority, the certificate authority may generatel assue the digital certificate to the
customer. However, such validation techniques neag me and resource extensive activity.
Thus, requests for multiple digital certificatesymet be desirable, as the expense and time

required to obtain these digital certificates maysignificant.

It is generally desirable to overcome or ameliorate or more of the above described

difficulties, or to at least provide a useful altative.

Summary of the Invention
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According to the present invention, there is predida computer-implemented method
comprising:
issuing a first digital certificate to an entitfet first digital certificate specifying a
critical extension enabling validation of the entib a certificate authority service, wherein
the critical extension prevents the first digitattdficate from being used for authentication of
a server of the entity and the first digital cectte:
specifies at least one subject field specific to the entity;
specifies a first public crypgpaphic key;
corresponds to a first private cryptographic key; and
specifies a first validity period for the first digital certificate;
receiving, from the entity, a request for issuant@ second digital certificate, the
request including the first digital certificate ard digital signature, the second digital
certificate being usable for authentication of the server of the entity;
determining, based at least in part on a validésiqnl specified within the first digital
certificate and the first public cryptographic keyhether to issue the second digital
certificate; and
issuing the second digital certificate to havedh&east one subject field and a second

validity period that is shorter than the first d#ly period.

According to the present invention, there is alsavgled a system, comprising:
one or more processors; and
memory to store instructions that is executabl¢éhieyone or more processors to cause
the system to:
issue a first digital certificate to an entity, tirst digital certificate specifying
a critical extension that prevents the first digitartificate from being used for
authentication of a server of the entity and:
enabling validation of the entity; and
specifying at least one subject field specific to the entity;
receive, from the entity, a request for issuancea (fecond digital certificate, the
request including the first digital certificate amloe second digital certificate usable for
authenticéon of the entity;
determine, based at least in part on informatioecigd within the first digital

certificate, whether to issue the second digital certificate; and
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issue the second digital certificate to have infation that is based at least in part on
the information specified within the first digiteg¢rtificate and to have the at least one subject

field specific to the entity.

According to the present invention, there is alsavigled non-transitory computer-readable
storage medium having stored thereon executabteuat®ns that, if executed by one or
more processors of a computer system, cause thputensystem to at least:

receive, from an entity, a request for issuanceaadigital certificate usable for
authentication of the entity, the request includiegpreviously issued digital certificate
specifying a critical extension usable for validgtthe entity to a certificate authority service
and that prevents the previously issued digitalifczate from being used for authentication
of a server of the entity, the previously issueagltdl certificate further specifying at least one
subject field specific to the entity;

determine, based at least in part on informaticci$ied within the previously issued
digital certificate, whether t@sue the digital certificate; and
issue the digital certificate to have informatibattis based at least in part on the information
specified within the previously issued digital derate and to have the at least one subject

field specific to the entity.

Brief Description Of The Drawings

Preferred embodiments of the present inventionhemeafter described, by way of non-

limiting example only, with reference to the acca@nying drawings, in which:

FIG. 1 shows an illustrative example of an envirenimin which various embodiments can
be implemented;

FIG. 2 shows an illustrative example of an envirenmin which various components of a
certificate authority service are collectively cogofed to issue long-duration digital
certificates and short-duration digital certificat® a customer in accordance with at least
one embodiment;

FIG. 3 shows an illustrative example of an envirenmin which a certificate authority
service issues a short-duration digital certifidamtea customer upon receipt of a valid long-

duration digitakertificate in accordance with at least one embodiment;
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FIG. 4 shows an illustrative example of an envireninn which a user client rejects a long-
duration digital certificate received from a custnserver in accordance with at least one
embodiment;

FIG. 5 shows an illustrative example of an envirenimin which a user client is able to
utilize a short-duration digital certificate recedsfrom a customer server to authenticate the
customer server in accordance with at least one embodiment;

FIG. 6 shows as illustrative example of a process receiving long-duration digital
certificates and short-duration digital certificatiom a certificate authority service in
accordancevith at least one embodiment;

FIG. 7 shows an illustrative example of a processgenerating and issuing a long-duration
digital certificate in response to a customer ratjdier issuance of the long-duration digital
certificate in accordance with at ¢ane embodiment;

FIG. 8 shows an illustrative example of a process (tilizing a long-duration digital
certificate to authenticate a customer and issweasrmore short-duration digital certificates
in response to a customer request in accordanbeatlitast one embodiment;

FIG. 9 shows an illustrative example of a process utilizing a digital certificate to
authenticate a customer server in accordance with at least one embodiment; and

FIG. 10 shows an illustrative example of an envinent in which various embodiments can

be implemented.

Detailed Description of Preferred Embodiments &f livention

In the following description, various embodimentdll vibe described. For purposes of
explanation, specific configurations and details set forth in order to provide a thorough
understanding of the embodiments. However, it aldb be apparent to one skilled in the art
that the embodiments may be practiced without pleeific details. Furthermore, well-known
features may be omitted or simplified in order ot obscure the embodiment being

described.

Techniques described and suggested herein rel#tte tssuance of a long-duration certificate
which may be utilized to request and obtain sharation digital certificates for server

authentication. In an embodiment, an entity (eagcomputing device of an organization)
communicates with a certificate authority servisech as through one or more application

programming interface (API) calls to the service,réquest issuance of a long-duration
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digital certificate. The entity may be associatathva customer of the certificate authority
service, which may be configured to issue digiatiticates to various customers to enable
these various customers to establish secure concations channels with other entities and
allow these other entities to authenticate thesmws customers through use of the issued
digital certificates. The long-duration digital tBcate may be issued with a long validation
period (e.g., one year or greater) and may inclaileextension which may be marked as
critical. This critical extension may prevent uséents (e.g., browser applications installed
on a user computing device) from accepting thig{daration digital certificate, as these user
clients may either not be configured to recogniee dritical extension or are configured to

reject this critical extension.

Once the certificate authority service has validatee entity to ensure that a long-duration
digital certificate may be issued to the entitye ttertificate authority service may issue this
long-duration certificate to the entity or the &yisi servers. Upon receipt of the long-duration
digital certificate, the entity may request shautation digital certificates, which may be
utilized to establish a secure communications cabwith a user client. For instance, in an
embodiment, the certificate authority service reegj from the entity, the long-duration
digital certificate and a request for issuance o$hart-duration digital certificate. The
certificate authority service may verify informatigpecified within the long-duration digital
certificate to authenticate the entity and, upomifieation, issue a short-duration digital
certificate to the entity. The short-duration dadjitertificate may have a shorter validation
period in relation to the long-duration digital tificate (e.g., a few days, a few months, etc.).
Further, the certificate authority service may deiae this validation period based on the
remaining validation period of the long-duratiorgithl certificate. For example, if the
remaining validation period for the long-duratioigithl certificate is three months, the
certificate authority service may issue a shortatlan digital certificate with a validation

period that does not exceed three months.

In an embodiment, once the entity has obtainedktort-duration digital certificate from the
certificate authority service, the entity may pdwvithis short-duration digital certificate to a
user client in order to establish a secure comnatioics channel. The user client, upon
receipt of the short-duration digital certificateay verify the identity of the entity through
evaluation of the short-duration digital certifieand, through use of a public cryptographic

key obtained from the certificate authority seryieerify the digital signature included within
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the short-duration digital certificate. This mayable the user client to verify that the short-
duration digital certificate was issued by the i6iegte authority service and is thus valid.
Utilizing this short-duration digital certificatethe user client may obtain the public
cryptographic key of the entity and utilize thisbpia cryptographic key to encrypt and

transmit data to the entity through the secure camaoations channel.

In this manner, an entity may be able to obtaintiplel short-duration digital certificates
from a certificate authority service based on avipresly issued long-duration digital
certificate without the need for extensive validatiprocesses being performed prior to
issuance of each short-duration digital certificateaddition, the techniques described and
suggested herein facilitate additional technicalaatihges. For example, because, in some
embodiments, the long-duration digital certificateludes an extension that is either
unrecognizable and/or causes a user client totréjeclong-duration digital certificate, an
entity may no longer be required to revoke and estjissuance of a new long-duration
digital certificate in the event the long-duratidigital certificate is compromised. Further, if
a short-duration digital certificate is compromiséte entity may revoke this short-duration
digital certificate and utilize the issued long-aliimn digital certificate to obtain a new short-
duration digital certificate from the certificatethority service without need to go through

the entire validation process once more.

FIG. 1 shows an illustrative example of an envirenm100 in which various embodiments
can be implemented. In the environment 100, afmate authority service 102 may provide
a certificate authority system that enables custsrkthe certificate authority service 102 to
request issuance of one or more digital certifeatehich may certify the ownership of a
public cryptographic key by a customer (e.g., namdoiect, as identified within the digital
certificate). These one or more digital certificateay allow other entities, such as a user
client 106 (e.g., browser applications) to verifie tidentity of the customer and establish a
secure communications channel with the customeereldy transmissions of encrypted and
non-encrypted data may be made. In an embodimeatcertificate authority service 102
receives a request from a customer for a long-ouradigital certificate, which may be
utilized for issuance of short-duration digital tdezates at a later time so long as the long-
duration digital certificate is still valid.
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The certificate authority service 102, upon recwlvihe request from the customer for
issuance of the long-duration certificate, may @enf one or more validation processes to
ensure that the customer may be trusted and i@zl to obtain a digital certificate from

the certificate authority service 102. For instaribe certificate authority service 102 may
access one or more government agencies, third-pdatgbases or any other trusted
information repository to evaluate the customegue@ that the customer is what it claims to
be, and that the customer has been properly viteadigital certificate. If the customer has
been properly vetted by the certificate authorgwgce 102, the certificate authority service
102 may issue a long-duration digital certificaiethie customer for use in obtaining shorter
term short-duration digital certificates. The lothgration digital certificate, in some

embodiments, is an X.509 certificate, which maycdgyehe issuer of the digital certificate,

the validity period for the certificate, the sulijge.g., customer), the subject’s public
cryptographic key, and the digital signature of tleetificate authority service 102. However,
this long-duration digital certificate may furthgpecify a critical extension that may indicate
that the long-duration digital certificate is to bslized only for validation purposes. This

critical extension may not be recognized by somer glents 106 and, as a result, may be
automatically rejected by these user clients 106érAatively, the user clients 106 may be

configured to reject any digital certificates tiratlude this critical extension.

Once the customer has received this long-duradigital certificate from the certificate
authority service 102, the customer, through onmare customer servers 104, may submit a
request to the certificate authority service 102lain one or more short-duration digital
certificates usable to establish a secure commtiminsachannel with a user client 106 and
enable the user client 106 to authenticate theomest server 104. The request to the
certificate authority service 102 may include thrementioned long-duration digital
certificate. Upon receiving the request from thee mr more customer servers 104, the
certificate authority service 102 may evaluateltimg-duration digital certificate to verify the
identity of the customer and ensure that the lomgiibn digital certificate is still valid. In an
embodiment, the request may be digitally signedgusine customer’s private cryptographic
key corresponding to a public cryptographic keycdpel within the long-duration digital
certificate to assure the certificate authorityvemr 102 that it is issuing the one or more
short-duration digital certificates to the sametgrnhat the certificate authority service 102

originally issued the long-duration digital ceutdite to. The certificate authority service 102
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may use the public cryptographic key of the longation digital certificate to verify the

digital signature.

The certificate authority service 102, upon ventyithe identity of the customer that has
provided the request, may evaluate the long-duratigital certificate to determine the
remaining validation period for this digital ceitéite. The certificate authority service 102
may utilize this information to establish a valdgeriod that may be specified within the one
or more short-duration digital certificates. Fostemce, if the remaining validation period for
the long-duration digital certificate is three mimgtthe certificate authority service 102 may
issue a short-duration digital certificate that hagalidation period that does not exceed the
remaining three month period defined in the longatian digital certificate. Alternatively, a
customer, through the request, may specify a dbsmédation period for the short-duration
digital certificate, so long as the desired vaiwmatperiod does not exceed the remaining

validation period of the provided long-durationitagcertificate.

The certificate authority service 102 may also gateethe short-duration digital certificate to
include the same public cryptographic key specifigdhin the long-duration digital
certificate. This may enable the short-durationtdigertificate to serve as a proxy for the
long-duration digital certificate and enable accesthe user client 106 or other entity. For
instance, the long-duration digital certificate mbhg issued to the customer through a
physical implement, such as a smart card, badg¢her device that may have stored within
it the long-duration digital certificate. A custonmaay present the smart card, badge or other
device to the certificate authority service 102otlgh a computing device at a remote
location. Based at least in part on the analysitheflong-duration digital certificate within
the smart card or other device, the customer maysfieed with a short-duration digital
certificate that may be valid for a shorter perafctime. This may enable the customer to
access the remote location utilizing this newlyexs short-duration digital certificate, which
may be valid only during his/her time at this reefication. In an alternative embodiment,
the short-duration digital certificate may furtreecify a different customer cryptographic
key than the one specified within the long-duratibgital certificate. This may enable the
customer to revoke the short-duration digital Gedte if compromised without exposing the
customer cryptographic key specified within thegaturation digital certificate.
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Once the customer, through the one or more custsergers 104, has received the one or
more short-duration digital certificates from thertdicate authority service 102, the
customer servers 104 may now transmit data to omeooe user clients 106 along with the
received one or more short-duration digital cerdéifes. The user client 106 may obtain, from
the certificate authority service 102, a publicptographic key of a cryptographic key pair
which may be used to verify the certificate auttyoservice’s 102 digital signature specified
within the one or more short-duration digital destites. If the certificate authority service’s
102 digital signature is verified to be authentle user client 106 may determine that the
one or more short-duration digital certificates &edid and thus use these to verify the
identity of the one or more customer servers 1@4 diverified, utilize the customer’s public
cryptographic key specified within the short-duratidigital certificates. For instance, if the
customer servers 104 are utilized to transmit dligitsigned (e.g., utilizing a customer’s
private cryptographic key) data to the user cli#@6, the user client 106 may utilize the
customer’s public cryptographic key as specifiethini the short-duration digital certificate
to verify the customer’s digital signature and detiee whether the transmitted data is valid.
Thus, the user client 106 may be utilized to trah&mormation to the customer servers 104

securely.

As noted above, a customer may communicate withriéicate authority service to request
issuance of a long-duration digital certificatetthey be utilized for validation purposes in
obtaining short-duration digital certificates. Fhet, the customer, through one or more
customer servers, may request, from the certifieatdority service these short-duration
digital certificates, which may then be used tobdmauser clients to authenticate the one or
more customer servers. The request for these dhaation digital certificates may include
the long-duration digital certificate, which therttficate authority service may utilize to
authenticate the customer. Accordingly, FIG. 2 shoan illustrative example of an
environment 200 in which various components of Hifamate authority service 202 are
collectively configured to issue long-duration dadjicertificates and short-duration digital

certificates to a customer 212 in accordance withast one embodiment.

The certificate authority service 202 may providstomers 212 with an interface 204 that
may enable these customers 212 to access thacaeetibuthority service 202. A customer
212 may utilize the interface 204 through one orem@mmunications networks, such as the

Internet. The interface 204 may comprise cert@ousty safeguards to ensure that the
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customer 212 has authorization to access theicatéfauthority service 202. For instance,
in order to access the certificate authority sen202, a customer may need to provide a
username and a corresponding password or encryp@ignvhen using the interface 204.
Additionally, requests (e.g., API calls) submitténl the interface 204 may require an
electronic signature generated using a cryptogcakéy such that the electronic signature is
verifiable by the certificate authority service 2@2ich as by an authorization system (not

shown).

Through the interface 204, the customer 212 maghieeto submit a request for issuance of a
long-duration digital certificate to one or morestamer 212 servers. As noted above, the
long-duration digital certificate may be utilizedt{ a later time, to enable the certificate
authority service 202 to authenticate the custo2iE2 and issue short-duration digital
certificates to the customer 212 servers. The &doe issuance of the long-duration digital
certificate may include information regarding thestomer 212, such as the customer’s 212
name, address, earnings information, and the Kkether, through the interface 204, a
customer 212 may be permitted to specify the vabdaperiod for the long-duration digital

certificate, which may then be specified within tbeg-duration digital certificate.

Once the certificate authority service 202 has iveck the customer’s 212 request for
issuance of a long-duration digital certificates thterface 204 may transmit the request to a
management sub-system 206, which may be configoredocess the request and determine
whether the customer 212 may be issued a longidardigital certificate. For instance, the
management sub-system 206 may be configured teagoyvernment agency databases and
other third-party databases to determine, baséehat in part on customer 212 information
provided with the request, whether the customer 1248 be issued a long-duration digital
certificate. For example, if the management sulbesy206 determines, based at least in part
on information specified within a third-party dadsle, that the customer 212 cannot be
trusted, the management sub-system 206 may denguitemer’s 212 request for a long-
duration digital certificate. If the management sybtem 206 determines that the customer
212 may be issued a long-duration digital certtBcdhe management sub-system 206 may
store the customer’s 212 information within a coso profile repository 210. Further, the
management sub-system 206 may access a certiflesgiestore 208 to obtain a certificate
template that may be utilized to generate the ldmgtion digital certificate. For instance,

the management sub-system 206 may obtain an X.Bf@ldcertificate template from the

10
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certificate data store 208 and utilize this tengliat generate a long-duration X.509 digital
certificate for the customer 212. The managememsystem 206, through the interface 204,

may provide the customer 212 with the newly gerer&ing-duration digital certificate.

In an embodiment, the management sub-system 20&fispe within the long-duration
digital certificate, a critical extension that m@agt be recognizable by a user client or may be
rejected by the user client. For instance, thacalitextension may be a “validation-only”
extension that may signal, to a user client, thatdigital certificate may not be utilized for
authenticating a customer 212. This critical extamsnay include information on the one or
more validations performed to authenticate theaust 212, such as the date the validation
was performed, the standards or requirements whérle used for customer 212 validation,
and/or an identifier of the customer 212 of thdifteate authority service 202 for whom the

validation was performed.

At a later time, the customer 212, through one orercustomer 212 servers, may again
access the interface 204 to request creation obomeore short-duration digital certificates,

which may be used to establish a secure communisaithannel with a user client and
enable the user client to authenticate the cust@h2r The request may include the long-
duration digital certificate previously issued thet customer 212. Further, in some
embodiments, the request may be digitally signethbycustomer 212 using the customer’s
212 private cryptographic key, which may corresptind public cryptographic key specified

within the original long-duration digital certifim Upon receipt of the request, the
management sub-system 206 may evaluate the loragioludigital certificate to determine

the remaining validation period for the long-duvatidigital certificate. For instance, the
long-duration digital certificate may include a idétly period field specifying the start data

and expiration date for the long-duration digitafrtdficate. Based at least in part on the
specified expiration date, the management subisy®286 may be able to calculate the
remaining validation period for the long-duratiagital certificate.

Additionally, if the request has been digitally rsggl by the customer 212, the management
sub-system 206 may access the customer profilesitepp 210 to obtain a cryptographic key
corresponding to this particular customer 212 thay be used to verify the digital signature
included with the request and ensure that the vedeiequest is valid. If the management

sub-system 206 determines, based at least in pariformation specified within the long-

11
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duration digital certificate, that the customer 242vhat it purports to be, the management
sub-system 206 may access the certificate dat® €208 to obtain a digital certificate
template which may be used to generate the requeste or more short-duration digital
certificates. The one or more short-duration digiertificates may be similar to the long-
duration digital certificate with the exception adrtain specified information. For instance,
the short-duration digital specification may spg@ifvalidity period that less than or equal to
the remaining validation period for the long-duvatidigital certificate. For instance, if the
remaining validation period for the long-duratiomithl certificate is three months, the
management sub-system 206 may specify, withinlibe-sluration digital certificate, that the
validity period for the short-duration digital céidate is any value less than or equal to three
months. The expiry date for the short-duration tdigcertificate may thus either coincide
with the expiry date of the long-duration digitaraficate or be sooner than the expiry date

of the long-duration digital certificate.

Further, the short-duration digital certificate magt include the critical extension specified
within the long-duration digital certificate. Thmsay enable user clients to utilize the short-
duration digital certificate to authenticate thestaumer 212 and enable user clients to
communicate securely with the customer 212. In sembodiments, the management sub-
system 206 may generate a short-duration digitdificate that specifies an alternative
customer 212 cryptographic key to the cryptograpeig specified within the original, long-
duration digital certificate. This may help redube likelihood that the long-duration digital
certificate and, thus, the original customer 2 ptgraphic key, may become compromised

as a result of a short-term digital certificatedmte

Once the management sub-system 206 has generateméhor more short-duration digital
certificates in response to the customer 212 reqties management sub-system 206 may
access the customer’s 212 profile within the custoprofile repository 210 to specify the
number of short-duration digital certificates issuethe corresponding customer 212
cryptographic keys, and any other information they be useful in generating digital
certificates on behalf of the customer 212 at erléitne. The management sub-system 206,
through the interface 204, may issue these shodtidn digital certificates to the customer
212, who may provide these short-duration digiatiicates to user clients to enable these
user clients to authenticate the customer 212 amdsinit data securely over a secure

communications channel to the customer 212. Fyrthese short-duration digital certificates

12
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may enable the customer 212 to digitally sign leis/data and encrypt data that is to be

transmitted to the user clients.

As noted above, a customer may transmit a requesiding a previously issued long-
duration digital certificate to a certificate autity service to obtain one or more short-
duration digital certificates that may be transedtto user clients such that these user clients
may utilize the short-duration digital certificates authenticate the customer. Accordingly,
FIG. 3 shows an illustrative example of an envirenin300 in which a certificate authority
service 304 issues a short-duration digital cedte 308 to a customer 302 upon receipt of a
valid long-duration digital certificate 306 in acdance with at least one embodiment. In the
environment 300, a customer 302, as part of thaesiqto the certificate authority service
304 for issuance of one or more short-durationtaigiertificates 308, may provide a long-
duration digital certificate 306 previously issusdthe certificate authority service 304 to the
customer 302. As noted above, the long-duratioradigertificate 306 may specify a validity
period, which may include a start date (e.g., “Before” field, as illustrated in FIG. 3) and
an expiry date (e.g., “Not After” field, as illuated in FIG. 3). This validity period may
define the duration for which the long-durationitigcertificate 306 is valid. Further, this
validity period may enable the certificate authoservice 304 to determine the remaining
validation period for the long-duration digital tBcate 306. For instance, the certificate
authority service 304 may utilize the expiry datel ghe current date and time to calculate the

remaining validation period for the long-duratiagital certificate 306.

The long-duration digital certificate 306 may alsalude a critical extension that may be
utilized to prevent user clients from using the daturation digital certificate 306 for
authenticating the customer 302. For instance llastrated in FIG. 3, the long-duration
digital certificate 306 may specify an extensiorthwan identifier “Validation_Only Type —
1.01.” This particular extension may be markedrégal, meaning that the user client must
reject the long-duration digital certificate 306itifdoes not recognize the critical extension.
Further, as user clients are updated to recoghigectitical extension, the user clients may be
configured to not accept any long-duration digttaftificates 306 that include this critical
extension. Thus, a customer 302 may not be abdesgert its identity to a user client simply
utilizing this long-duration digital certificate 80

13
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As noted above, when the customer 302 submitswestdo the certificate authority service
304 to obtain one or more short-duration digitaftiteates 308, the customer 302 may
provide the certificate authority service 304 witie previously issued long-duration digital
certificate 306. The certificate authority servid@4 may evaluate the long-duration digital
certificate 306 to ensure that the long-duratiagitdi certificate 306 is still valid. Further, the
certificate authority service 304 may evaluate onmore subject fields (not shown) to verify
that the customer 302 is what it purports to be.iRstance, the one or more subject fields
may specify the given name and surname of the wwesto302, the customer’s 302
organization name and/or unit, the state, provartd country where the organization may be
located, a common name (e.g., URL) for the custd®@@ror other entity, and the like. In an
embodiment, the customer 302 utilizes the cryptolga key included within the long-
duration digital certificate 306 to digitally sighe request to the certificate authority service
304 in order to assure the certificate authoritgvise 304 that the short-duration digital
certificates 308 are going to be issued to the samséomer 302 that was issued the long-

duration digital certificate 306.

Once the certificate authority service 304 has entihated the customer 302 through use of
the long-duration digital certificate 306, the desate authority service 304 may generate
and issue one or more short-duration digital dediés 308 to the customer 302. These one
or more short-duration digital certificates 308 niagy similar to the long-duration digital
certificate 306 except for a few alternate entriesr. instance, as illustrated in FIG. 3, the
validity period for the short-duration digital aéidate 308 is shorter than the validity period
specified within the long-duration digital certdite 306. For example, the certificate
authority service 304 may specify a start date etputéhe date in which the short-duration
digital certificate 308 was generated. Alternatyyéhe start date for the short-duration digital
certificate 308 may be defined as a later date filoendate of issuance of the short-duration
digital certificate 308 to the customer 302 andiptd the expiry date specified within the
long-duration digital certificate 306.

In an embodiment, the short-duration digital cexdife 308 is generated to include at least
one subject field specific to the customer 302tbepentity specified within the same subject
field of the long-duration digital certificate 306For instance, the short-duration digital
certificate 308 may specify the same organizatiame, organization location (e.g., state,

province, country), and common name (e.g., URL)ttasse specified within the long-
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duration digital certificate 306. In some emboditserthe short-duration digital certificate

308 may further include additional subject fieldd specified within the long-duration digital

certificate 306. For instance, the short-duratiagital certificate 308 may specify, through

one or more of these additional subject fieldsdantity of a delegated entity associated with
the customer 302 for whom the short-duration digitertificate 308 has been generated.
Additionally, the one or more additional subjeatldis included within the short-duration

digital certificate 308 may specify a second lomat(e.g., state, province, country) wherein
the short-duration digital certificate 308 may Idized.

The expiry date of the short-duration digital deséite 308 may be defined by the certificate
authority service 304 based at least in part onetk@ry date specified within the long-

duration digital certificate 306 and/or customeR 3@quest. For instance, as illustrated in
FIG. 3, the expiry date specified within the shdutation digital certificate 308 is earlier than
the expiry data specified within the long-duratdigital certificate 306. The validity period

for the short-duration digital certificate 308 mag defined by the certificate authority
service 304 or by the customer 302 through theasty$o long as the validity period for the
short-duration digital certificate 308 does noteea the remaining validation period for the

long-duration digital certificate 306.

The short-duration digital certificate 308 may niotlude the critical extension included
within the long-duration digital certificate 306athprevents use of the digital certificate by
user clients. For instance, as illustrated in F3Gthe short-duration digital certificate 308
does not include the extension “Validation_Only @yp 1.01.” Instead, the extensions
specified within the short-duration digital cetdiie 308 may enable user clients to utilize the
short-duration digital certificate 308 to autheatethe customer 302 and for other purposes
(e.g., data validation, data decryption, etc.). Whige short-duration digital certificate 308
expires, the customer 302 may again submit a réqoielse certificate authority service 304,
along with the long-duration digital certificate @0to obtain new short-duration digital

certificates 306.

As noted above, long-duration digital certificatesued by a certificate authority service to a
customer may not be utilized to verify the authatytiof a customer’s assertion of his/her
identity. For instance, the long-duration digitattificate may include critical extensions that

may not be recognized by one or more user clientsay indicate to these one or more user
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clients that the long-duration digital certificatmay not be accepted for customer
authentication. Accordingly, FIG. 4 shows an illasive example of an environment 400 in
which a user client 404 rejects a long-durationitdigcertificate 406 received from a
customer server 402 in accordance with at leaseari®diment.

The long-duration digital certificate 406 may inddumany of the similar fields included in
regular digital certificates. For instance, thedaturation digital certificate 406 may specify
the validity period for the certificate, the cusemto whom the long-duration digital
certificate 406 was issued, a customer cryptograkéy, and a certificate authority service
digital signature, which may be used to verify tthet long-duration digital certificate 406 is
valid. However, the long-duration digital certiftea406 may include one or more critical
extensions that may be utilized to specify thatltdmg-duration digital certificate 406 is for
validation only. For instance, as illustrated itGFH, the long-duration digital certificate 406
may specify an extension with an identifier “Valida_Only Type — 1.01.” This particular
extension may be marked as critical, meaning thatuser client 404 must reject the long-
duration digital certificate 406 if it does not ogmize the critical extension. Further, as user
clients 404 are updated to recognize this critediension, the user clients 404 may be
configured to not accept any long-duration digttaftificates 406 that include this critical

extension.

If the user client 404 receives this long-duratiigital certificate 406 from a customer server
402, the user client 404 may discard the receivetd ¢fom the customer server 402 and
terminate the communications channel with the custoserver 402. Thus, customers may
only be permitted to utilize the long-duration daicertificate 406 for validation purposes in
conjunction with the certificate authority servidéaurther, this may limit the exposure of the
long-duration digital certificate 406 to a wide @rte, thereby potentially reducing the risk
that the long-duration digital certificate 406 ahénce, the customer’s public cryptographic
key may be compromised.

As noted above, a customer, through one or mort®mes servers, may request one or more
short-duration digital certificates from a cert#te authority service. The request may include
a long-duration digital certificate, which may elelthe certificate authority service to
authenticate the customer and utilize informatipactfied within the long-duration digital

certificate to define the validity period for theeor more short-duration digital certificates
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to be issued to the customer. These one or mom-dt@tion digital certificates may be
utilized by the customer to assert his/her iderittya user client and enable the user client to
authenticate the customer. Accordingly, FIG. 5 shoan illustrative example of an
environment 500 in which a user client 504 is atdeutilize a short-duration digital
certificate 506 received from a customer servertdQfthenticate the customer server 502 in
accordance with at least one embodiment. The Ut 604 and the customer server 502

may be similar to the user client and customeresahustrated in FIG. 4.

In the environment 500, a customer server 502 mamsinit data and a short-duration digital
certificate 506 to a user client 504. The usemtl#4 may be a browser application which a
user may interact with to access the customer s&@2 When the user client 504 initiates
communications with the customer server 502, th&torner server 502 may respond by
providing the user client 504 with certain data #mel short-duration digital certificate 506.
The short-duration digital certificate 506 may sfyethe identity of the customer, a validity
period for the short-duration digital certificaté@ a customer public cryptographic key, and
a digital signature of the certificate authoritynsee that issued the short-duration digital
certificate to the customer server 502. In additionthis information, the short-duration
digital certificate 506 may specify one or moreemsdions, which may be used to specify that
the short-duration digital certificate 506 may l#ized for particular purposes. For instance,
as illustrated in FIG. 5, the short-duration dibitartificate 506 may include a “Basic
Constraints” extension, which may be used to lanpath length for a certificate chain. While
the “Basic Constraints” extension is used extemgitleroughout the present disclosure for
the purpose of illustration, additional and/or aitgive extensions may be specified within a
short-duration digital certificate 506.

However, in contrast to the long-duration digitaktdicate illustrated in FIG. 4, the short-
duration digital certificate 506 may not specifgréical “validation-only” extension, such as
the “Validation_Only Type — 1.01” extension spesifi within the long-duration digital

certificate illustrated in FIG. 4. Thus, the shduration digital certificate 506 may be
recognized by the user client 504 and enable tke alent 504 to utilize the short-duration
digital certificate 506 to authenticate the custorserver 502 and, through use of the
certificate authority service’s public cryptographkey, validate the certificate authority
service digital signature specified within the gkdurration digital certificate 506. Thus, if the

user client 504 is able to authenticate the custoseever 502 and verify that the short-
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duration digital certificate 506 is valid, the uselient 504 may engage in further

communications with the customer server 502 thraighcure communications channel.

As noted above, a customer may submit a requestcaatificate authority service to request
issuance of a long-duration digital certificate,iethmay be utilized only for validation
purposes between the customer and the certifieateodty service. Further, once the long-
duration digital certificate has been issued to ¢hstomer, the customer may submit new
requests to the certificate authority service gsuance of one or more short-duration digital
certificates that may be used by user clients themiticate the customer and enable secure
communications between the customer and theseclieets. The new requests for issuance
of the one or more short-duration digital certifesamay include the aforementioned long-
duration digital certificate, which the certificaa@thority service may utilize to authenticate
the customer and obtain information necessary ftioel¢he parameters of the short-duration
digital certificates. Accordingly, FIG. 6 shows @#sstrative example of a process 600 for
receiving long-duration digital certificates andosghduration digital certificates from a
certificate authority service in accordance withlestst one embodiment. The process 600
may be performed by a customer through one or rsastomer servers, which may be
configured to enable communications between theéomer and the certificate authority

service.

In order for a customer to obtain a long-duratiogitdl certificate, the customer may be

required to provide to the certificate authorityvéee certain information that the certificate

authority service may utilize to properly vet thestomer as a trustworthy entity that may be
entrusted with a long-duration digital certificak@r instance, the certificate authority service
may access one or more databases maintained byngoset agencies, trusted third-party

databases and other trusted information reposit@édedetermine whether the customer may
be trusted. Thus, the customer may be requiredtisfys 602 one or more certificate authority

service validation requirements in order to obtlong-duration certificate.

If a customer is able to satisfy the certificatehauty service validation requirements, the
certificate authority service may generate a loonation digital certificate. This long-

duration digital certificate may specify a longidély period (e.g., one year or longer) and a
particular critical extension that may specify tlla¢ long-duration digital certificate may

only be used for validation purposes by the cegtk authority service. Thus, the long-
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duration digital certificate may not be accepted user clients that are configured to
recognize this particular critical extension. Aftatively, the critical extension may not be
recognized by a user client, which may cause tke clgent to reject the long-duration digital
certificate. The validity period of the long-dunti digital certificate may be defined by the
certificate authority service or the customer tlgtounis/her request to the service. With the
long-duration digital certificate generated, thetiieate authority service may issue the long-
duration digital certificate to the customer foeu3hus, the customer may receive 604 the
long-duration digital certificate from the certidite authority service.

At any time after having received the long-duratatigital certificate from the certificate
authority service, the customer may submit 606qaest to the certificate authority service
for issuance of one or more short-duration digtaltificates that may be utilized for
authentication purposes when communicating withamaore user clients. The request may
include the aforementioned long-duration digitaitiieate, which the certificate authority
service may utilize to verify the identity of theistomer and ensure that the customer is
authorized to obtain the requested one or moret-sluation digital certificates. In an
embodiment, the request submitted to the certdi@tthority service is digitally signed by
the customer by utilizing the customer’s privatgptographic key corresponding to a public
cryptographic key specified within the long-duratialigital certificate. The certificate
authority service may use the public key of theglolration certificate to verify the digital
signature. This enables the certificate authorgyise to ensure that the short-duration
digital certificates will be issued to the sameitgrihat was issued the long-duration digital

certificate previously.

Once the certificate authority service has validatee customer through use of the long-
duration digital certificate, the certificate autity service may generate one or more short-
duration digital certificates that may be issuedhe customer. These short-duration digital
certificates may have a shorter duration or valigieriod than the long-duration digital
certificate. For instance, the certificate authosiervice may define the validity period for the
short-duration digital certificates based at leagtart on the remaining validation period for
the long-duration digital certificate. Alternatiyelthe customer may request a particular
validity period for these short-duration digitalriticates, so long as the validity period is
less than or equal to the remaining validationgeefor the long-duration digital certificate.

This may prevent the certificate authority servicem issuing a short-duration digital
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certificate that has an expiry date that is latantthe expiry date of the long-duration digital
certificate. The short-duration digital certificatanay also omit the critical extension
specified within the long-duration digital certdite. This may enable these short-duration
digital certificates to be utilized by user cliembsauthenticate the customer. Once the short-
duration digital certificates have been generatieel,customer may receive 608 these short-

duration digital certificates from the certificaathority service.

Once the customer has received the one or moré-dti@tion digital certificates from the
certificate authority service, the customer mayia#i610 these one or more short-duration
digital certificates for authentication purposesr knstance, a customer server of the
customer may provide user clients with a copy shart-duration digital certificate to enable,
for instance, the user clients to determine tha&lytare communicating with a server
authorized to operate on behalf of a domain nanezifspd in the short-duration digital
certificate. The short-duration digital certifieatnay include a certificate authority service
digital signature, which may be validated by theruslient through use of the public
cryptographic key obtained from the certificatehauity service and maintained by the user
client, e.g., in a data storage location for trdstertificates. If the digital signature is
validated, the user client may determine that tietsduration digital certificate is authentic

and may be used to ensure that the customer isityhaiports to be.

As noted above, a certificate authority service megeive a request from a customer for
issuance of a long-duration digital certificate.isThlong-duration digital certificate may be
utilized for validation purposes between the custolnd the certificate authority service.
For instance, the long-duration digital certificat@ay specify a critical extension that may
cause user clients to reject the digital certiBaaiprovided to the user clients by the customer
or any other entity. However, the certificate auityoservice may utilize this long-duration
digital certificate to validate the customer andues short-duration digital certificates that
may be used for authentication upon request. Aaegly] FIG. 7 shows an illustrative
example of a process 700 for generating and issaihgng-duration digital certificate in
response to a customer request for issuance oflogduration digital certificate in
accordance with at least one embodiment. The psoZ€® may be performed by the
aforementioned certificate authority service, whiolay be configured to receive requests
from customers and communicate with other entitresorder to determine whether a

customer may be entrusted with long-term digitattiteates. Further, the certificate
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authority service may be configured to generategHeng-term digital certificates based at

least in part on the customer’s request and knagitaticertificate formats and standards.

A customer may communicate with a certificate attiiervice to request issuance of a
long-duration digital certificate, which may belized for validation purposes between the
customer and the certificate authority service. giigomer may operate one or more servers,
which may be utilized to communicate with variousewu clients during the course of
business. In order for these one or more servele @uthenticated by these user clients and
enable secure communications between these oneooe servers and user clients, a
customer may need to acquire one or more digitdificates in order to assure these user
clients that the customer is what it purports toA® noted above, the long-duration digital
certificate is to be utilized for validation purgss Additionally, this long-duration digital
certificate may be required in order to obtain sloorration digital certificates that may be
utilized for server authentication by the user e Thus, the certificate authority service

may receive 702, from a customer, a request foaisse of a long-duration digital certificate.

The request from the customer may include inforomatiegarding the customer’s business
operations. For instance, the customer may provislename, address, e-mail address,
Uniform Resource Locator (URL), financial recordslahe like to the certificate authority
service for review. This information may be necegda determine whether the customer
may be entrusted with one or more long-durationtaligertificates. Thus, the certificate
authority service may determine 704 whether it teagived the necessary information from
the customer to perform a thorough validation psscéor vetting the customer. If the
customer has not supplied this necessary informa#is required by the certificate authority
service, the certificate authority service may défAg the customer’s request for issuance of

a long-duration digital certificate.

If the customer has supplied the certificate auth@ervice with the necessary information
required to validate the customer, the certificatghority service may perform 708 one or
more entity and domain validation processes tofyweand validate the requestor (e.g.,
customer). For instance, in some embodiments,dhéicate authority service may send one
or more electronic mail (e-mail) messages to anres$d that is known as being
administratively responsible for the customer’s domThe certificate authority service, for

example, may utilize a “WHOIS” query to identifyetlcustomer domain and transmit an

21



10

15

20

25

30

authentication link to the specified contact addrexluded in the customer’s “WHOIS”
entry. Additionally, or alternatively, the certifite authority service may access various
government agency databases and other third-patabdses to determine, based at least in
part on the provided information, whether the coso may be entrusted with a long-

duration digital certificate.

Once the certificate authority service has perfarntiee entity and domain validation
processes, the certificate authority service magrdene 710 whether these processes have
been satisfied. For instance, if the certificateéharty service determines, based on an
analysis of customer information specified withiovgrnment agency databases and other
third-party databases that the customer may noe¢rtrusted with a long-duration digital
certificate, the certificate authority service ndgny 706 the customer’s request. However, if
the validation processes have been satisfied, én@icate authority service may generate
712 a long-duration digital certificate that may uidized for validation purposes between

the certificate authority service and the customer.

The long-duration digital certificate may specifyetissuer of the digital certificate, the
validity period for the certificate, the subject.ge customer), the subject’'s public
cryptographic key, and the digital signature of tweatificate authority service. The long-
duration digital certificate may further specifycatical extension that may indicate that the
long-duration digital certificate is to be utilizexhly for validation purposes. This critical
extension may not be recognized by some user slemd, as a result, may be automatically
rejected by these user clients. Alternatively, uler clients may be configured to reject any
digital certificates that include this critical exssion. Once the certificate authority service
has generated this long-duration digital certigcdhe certificate authority service may issue
714 this certificate to the customer. Thus, thetamer may now utilize this long-duration
digital certificate for validation purposes and gt of a request to obtain short-duration

digital certificates for communications with onemore user clients.

As noted above, a certificate authority service megeive a request from a customer for
issuance of one or more short-duration digitalitestes. These one or more short-duration
digital certificates, as opposed to the previous$yied long-duration digital certificate, may

be utilized by user clients to authenticate thetamasr and enable secure communications

between the customer and these user clients. Thuesefrom the customer may include the
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previously issued long-duration digital certificatehich may be utilized by the certificate
authority service to validate the customer andi@io information necessary for generating
the requested short-duration digital certificatdscordingly, FIG. 8 shows an illustrative
example of a process 800 for utilizing a long-doratdigital certificate to authenticate a
customer and issue one or more short-durationatligértificates in response to a customer

request in accordance with at least one embodiment.

Similar to the process 700 described above, a mestonay communicate with a certificate
authority service to request issuance of a shawdtohin digital certificate, which may be
provided to user clients by the customer to endbése user clients to authenticate the
customer and transmit secure communications taus®mer. The request may include the
long-duration digital certificate previously issutdthe customer by the certificate authority
service and usable only for validation purposesvbeh the customer and the certificate
authority service. In some embodiments, the reqfmsissuance of short-duration digital
certificates may be digitally signed using the oustr’s private cryptographic key included
within the long-duration digital certificate in @dto assure the certificate authority service
that the short-duration digital certificates wile bssued to the customer. The certificate
authority service may use the public cryptogradeig of the long-duration digital certificate
to verify the digital signature. Thus, the certifie authority service may receive 802 a
request for issuance of one or more short-duratigmal certificates.

Once the certificate authority service has receiedrequest for issuance of the one or more
short-duration digital certificates from the custamthe certificate authority service may
examine 804 information included within the long-ation digital certificate to determine
806 whether the certificate is valid. For instant®e certificate authority service may
evaluate the subject fields within the long-dunatibigital certificate to determine whether the
entity submitting the request matches the spectigioject within the long-duration digital
certificate. Further, the certificate authority\see may determine whether the long-duration
digital certificate has been tampered with by mitilg the included certificate authority
service digital signature to determine the validifythe certificate. If the certificate authority
service determines that the long-duration digitattiicate is not valid, the certificate
authority service may deny 808 the customer’s rseqi@ issuance of the short-duration

digital certificate.
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In an embodiment, the long-duration digital cectife may be issued by a different certificate
authority service than the certificate authorityvé®e configured to issue the short-duration
digital certificates to the customer. The long-diwra digital certificate may include a
certificate authority service digital signature responding to this different certificate
authority service. Accordingly, the certificate laottity service may first determine whether it
has a public cryptographic key from this differemrtificate authority service and, if so,
utilize this public cryptographic key to verify thiggital signature specified within the long-
duration digital certificate and validate the lotgration digital certificate. If the long-
duration digital certificate is valid, the certidite authority service may continue examining
the long-duration digital certificate to determindnether it can issue the requested short-

duration digital certificates to the customer.

If the certificate authority service determinesttii@de long-duration digital certificate is
indeed valid, the certificate authority service numtermine 810 whether the long-duration
digital certificate still has a sufficient remaigirvalidation period for issuance of the short-
duration digital certificates. For instance, thetiieate authority service may require that a
long-duration digital certificate must have a renag validation period greater than three
months in order for the certificate authority seevito issue any short-duration digital
certificates based on the long-duration digitatiteate. Similarly, the certificate authority
service may be configured to only issue short-domatligital certificates with a particular
validity period. If this particular validity periodxceeds the remaining validation period of
the long-duration digital certificate, the certéte authority service may not be permitted to
generate the requested one or more short-duratgitalccertificates. Thus, if the certificate
authority service determines that the long-durataigital certificate does not have a
sufficient remaining validation period, the cedé#te authority service may deny 808 the

customer’s request.

Once the certificate authority service has deteechithat the long-duration digital certificate
has a sufficient remaining validation period fasuance of the requested one or more short-
duration digital certificates, the certificate amily service may determine 812 the validity
period of the short-duration digital certificates lie issued. As noted above, the certificate
authority service may be configured to generatetshaation digital certificates with a set
validity period. Thus, these short-duration digitartificates may specify this particular

validity period. In other embodiments, a custortteiough the request, may specify a desired
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validity period for the short-duration digital aédates. If the desired validity period does not
exceed the remaining validation period for the lolngation digital certificate, the certificate
authority service may utilize this desired validggriod to calculate the start date and expiry
date of the requested one or more short-duratigiteticertificates.

The certificate authority service may utilize thetatmined validity period of the short-
duration digital certificates and information gametkfrom the long-duration digital certificate
to generate the one or more short-duration digiatificates. Subsequently, the certificate
authority service may issue 814 the one or moretgshoation digital certificates to the
customer in response to his/her request. This malle the customer to provide these one or
more short-duration digital certificates to variauger clients to enable these user clients to

authenticate the customer and securely communiagiiehe customer.

As noted above, the long-duration digital certifecenay include a critical extension that may
either not be recognized by a user client or mayseahe user client, upon detection and
recognition of this extension, to not accept theglouration digital certificate. Thus, if a
customer provides a long-duration digital certifecéo a user client, the user client may not
be able authenticate the customer and thus not comeate further with the customer.
Accordingly, FIG. 9 shows an illustrative exampleaoprocess 900 for utilizing a digital
certificate to authenticate a customer server aoatance with at least one embodiment. The
process 900 may be performed by any user clieok as a browser application installed on a

user’s computing device.

When a user client establishes a communicationsingawith a customer server, the
customer server may transmit one or more digitdifamtes to the user client in order to
establish the customer server’s identity. Thesé@aligertificates may include various fields
which may be used to determine whether the cust@®efer is who it purports to be. For
instance, the digital certificate may include ajeabfield, which may specify the name,
address and domain of the customer and the asstaastomer server. Further, the digital
certificate may include a certificate authority\see digital signature, which the user client
may utilize to verify that the digital certificatgas issued by a trusted certificate authority
service and that the digital certificate is valkurther, the digital certificate may include
various extensions, which may specify how the digiertificate should be processed by the

user client. Thus, upon establishing a communinatieith a customer server, the user client
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may receive 902 a digital certificate from this tounser server and may further identify 904

any extensions specified within the digital cectitie.

As noted above, long-duration digital certificateay include a critical extension that may
specify that the long-duration digital certificateay only be utilized for validation purposes
between the customer server and the issuing cattfi authority service. This critical
extension may not be recognized by certain usentdiand, as a result, may cause these user
clients to reject the long-duration digital ceddtes. Alternatively, in some embodiments, a
user client may be configured to recognize thisoai extension and, as a result, not accept
the long-duration digital certificate from the cwster server. Thus, the user client may
determine 906 whether the received digital cedtBcincludes this “validation only” critical
extension. If the digital certificate includes thisitical extension, the user client may
terminate 908 the communications channel betweeruser client and the customer, as the
user client may be unable to authenticate the mestoHowever, if the critical extension is
not present, the user client may continue 910 @ming the digital certificate to authenticate

the customer server.

FIG. 10 illustrates aspects of an example enviranimi®00 for implementing aspects in
accordance with various embodiments. As will be rapjted, although a web-based
environment is used for purposes of explanatiofferdint environments may be used, as
appropriate, to implement various embodiments. €heironment includes an electronic
client device 1002, which can include any apprdpraevice operable to send and/or receive
requests, messages or information over an apptepm&twork 1004 and, in some
embodiments, convey information back to a userhef device. Examples of such client
devices include personal computers, cell phonesdheld messaging devices, laptop
computers, tablet computers, set-top boxes, perstata assistants, embedded computer
systems, electronic book readers and the like. fidétevork can include any appropriate
network, including an intranet, the Internet, aludat network, a local area network, a
satellite network or any other such network and@mnbination thereof. Components used for
such a system can depend at least in part upornygee of network and/or environment
selected. Protocols and components for commungatia such a network are well known
and will not be discussed herein in detail. Comroaton over the network can be enabled
by wired or wireless connections and combinatidrerdof. In this example, the network

includes the Internet, as the environment inclualegeb server 1006 for receiving requests
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and serving content in response thereto, althoogtother networks an alternative device
serving a similar purpose could be used as wouldpgparent to one of ordinary skill in the

art.

The illustrative environment includes at least application server 1008 and a data store
1010. It should be understood that there can berakapplication servers, layers or other
elements, processes or components, which may beechar otherwise configured, which
can interact to perform tasks such as obtaining ttam an appropriate data store. Servers,
as used herein, may be implemented in various way&) as hardware devices or virtual
computer systems. In some contexts, servers may tefa programming module being
executed on a computer system. As used hereinssurdéherwise stated or clear from
context, the term “data store” refers to any dewcecombination of devices capable of
storing, accessing and retrieving data, which nmyude any combination and number of
data servers, databases, data storage devices aadsibrage media, in any standard,
distributed, virtual or clustered environment. Theplication server can include any
appropriate hardware, software and firmware foegnating with the data store as needed to
execute aspects of one or more applications foclieat device, handling some or all of the
data access and business logic for an applicafioa.application server may provide access
control services in cooperation with the data stord is able to generate content including,
but not limited to, text, graphics, audio, videalam other content usable to be provided to
the user, which may be served to the user by the sesver in the form of HyperText
Markup Language (“HTML"), Extensible Markup Langwag(“XML"), JavaScript,
Cascading Style Sheets (“CSS”) or another apprmpridient-side structured language.
Content transferred to a client device may be m®®@ by the client device to provide the
content in one or more forms including, but notited to, forms that are perceptible to the
user audibly, visually and/or through other serigekiding touch, taste, and/or smell. The
handling of all requests and responses, as weheaslelivery of content between the client
device 1002 and the application server 1008, cahapelled by the web server using PHP:
Hypertext Preprocessor (“PHP”), Python, Ruby, Pddya, HTML, XML or another
appropriate server-side structured language inetkésnple. It should be understood that the
web and application servers are not required amd naerely example components, as
structured code discussed herein can be executadyoappropriate device or host machine

as discussed elsewhere herein. Further, operadesibed herein as being performed by a
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single device may, unless otherwise clear fromexinbe performed collectively by multiple

devices, which may form a distributed and/or virtsstem.

The data store 1010 can include several separdtetadbles, databases, data documents,
dynamic data storage schemes and/or other datagstonechanisms and media for storing
data relating to a particular aspect of the presksitlosure. For example, the data store
illustrated may include mechanisms for storing picitbn data 1012 and user information
1016, which can be used to serve content for thdymtion side. The data store also is shown
to include a mechanism for storing log data 101ictvcan be used for reporting, analysis or
other such purposes. It should be understood lieae tcan be many other aspects that may
need to be stored in the data store, such as paggei information and access rights
information, which can be stored in any of the abbsted mechanisms as appropriate or in
additional mechanisms in the data store 1010. Hba store 1010 is operable, through logic
associated therewith, to receive instructions friti@ application server 1008 and obtain,
update or otherwise process data in response ¢hefée application server 1008 may
provide static, dynamic or a combination of staitd dynamic data in response to the
received instructions. Dynamic data, such as datd un web logs (blogs), shopping
applications, news services and other such appitatmay be generated by server-side
structured languages as described herein or magrdaaded by a content management
system (“CMS”) operating on, or under the contripltibe application server. In one example,
a user, through a device operated by the user,traigimit a search request for a certain type
of item. In this case, the data store might actessiser information to verify the identity of
the user and can access the catalog detail infam#&t obtain information about items of
that type. The information then can be returneth&éouser, such as in a results listing on a
web page that the user is able to view via a browsdhe user device 1002. Information for
a particular item of interest can be viewed in dickted page or window of the browser. It
should be noted, however, that embodiments of tesenmt disclosure are not necessarily
limited to the context of web pages, but may beengenerally applicable to processing

requests in general, where the requests are nessatly requests for content.

Each server typically will include an operating teys that provides executable program
instructions for the general administration andrapen of that server and typically will
include a computer-readable storage medium (elgaré disk, random access memory, read

only memory, etc.) storing instructions that, whetecuted by a processor of the server,
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allow the server to perform its intended functioBaitable implementations for the operating
system and general functionality of the serverskamvn or commercially available and are
readily implemented by persons having ordinaryl skilthe art, particularly in light of the

disclosure herein.

The environment, in one embodiment, is a distrihed/or virtual computing environment
utilizing several computer systems and componeritat tare interconnected via
communication links, using one or more computewneéits or direct connections. However,
it will be appreciated by those of ordinary skiil the art that such a system could operate
equally well in a system having fewer or a greatember of components than are illustrated
in FIG. 10. Thus, the depiction of the system 1@90~IG. 10 should be taken as being
illustrative in nature and not limiting to the seopf the disclosure.

The various embodiments further can be implementec& wide variety of operating
environments, which in some cases can include oneaye user computers, computing
devices or processing devices which can be useg@dmte any of a number of applications.
User or client devices can include any of a nunddegeneral purpose personal computers,
such as desktop, laptop or tablet computers runaistandard operating system, as well as
cellular, wireless and handheld devices runningitedoftware and capable of supporting a
number of networking and messaging protocols. Susisstem also can include a number of
workstations running any of a variety of commeigialvailable operating systems and other
known applications for purposes such as developraedt database management. These
devices also can include other electronic devisesh as dummy terminals, thin-clients,
gaming systems and other devices capable of conuatumy via a network. These devices
also can include virtual devices such as virtuachmrees, hypervisors and other virtual

devices capable of communicating via a network.

Various embodiments of the present disclosurezatifit least one network that would be
familiar to those skilled in the art for supportingmmunications using any of a variety of
commercially-available protocols, such as Transimis€ontrol Protocol/Internet Protocol
(“TCP/IP"), User Datagram Protocol (“UDP”), protdscoperating in various layers of the
Open System Interconnection (“OSI”) model, FileAstr Protocol (“FTP”), Universal Plug
and Play (“UpnP”), Network File System (“NFS”), Caron Internet File System (“CIFS”)

and AppleTalk. The network can be, for examplecal area network, a wide-area network,
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a virtual private network, the Internet, an intriaren extranet, a public switched telephone
network, an infrared network, a wireless networlsatellite network and any combination

thereof.

In embodiments utilizing a web server, the web eepan run any of a variety of server or
mid-tier applications, including Hypertext Transferotocol (“HTTP”) servers, FTP servers,
Common Gateway Interface (“CGI”) servers, data eseyvJava servers, Apache servers and
business application servers. The server(s) alsp lmeacapable of executing programs or
scripts in response to requests from user devias) as by executing one or more web
applications that may be implemented as one or rsorgts or programs written in any
programming language, such as av@, C# or C++, or any scripting language, such as
Ruby, PHP, Perl, Python or TCL, as well as comloomat thereof. The server(s) may also
include database servers, including without linotatthose commercially available from
Oraclé®, Microsoff®, Sybas® and IBM® as well as open-source servers such as MySQL,
Postgres, SQLite, MongoDB, and any other serveraldap of storing, retrieving and
accessing structured or unstructured data. Datadssers may include table-based servers,
document-based servers, unstructured serversjoredatservers, non-relational servers or

combinations of these and/or other database servers

The environment can include a variety of data stared other memory and storage media as
discussed above. These can reside in a varietcafibns, such as on a storage medium local
to (and/or resident in) one or more of the compui@r remote from any or all of the
computers across the network. In a particular setrdbodiments, the information may reside
in a storage-area network (“SAN”) familiar to thoskilled in the art. Similarly, any
necessary files for performing the functions atitédal to the computers, servers or other
network devices may be stored locally and/or retgptes appropriate. Where a system
includes computerized devices, each such devicenciude hardware elements that may be
electrically coupled via a bus, the elements iniclgd for example, at least one central
processing unit (“CPU” or “processor”), at leasednput device (e.g., a mouse, keyboard,
controller, touch screen or keypad) and at least amput device (e.g., a display device,
printer or speaker). Such a system may also inaumgeor more storage devices, such as disk
drives, optical storage devices and solid-stateagdevices such as random access memory
(“RAM”) or read-only memory (“ROM”), as well as reswable media devices, memory

cards, flash cards, etc.
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Such devices also can include a computer-readatmage media reader, a communications
device (e.g., a modem, a network card (wirelessigd), an infrared communication device,
etc.) and working memory as described above. Tihepater-readable storage media reader
can be connected with, or configured to receive;omputer-readable storage medium,
representing remote, local, fixed and/or removaldeage devices as well as storage media
for temporarily and/or more permanently containistpring, transmitting and retrieving
computer-readable information. The system and uaraevices also typically will include a
number of software applications, modules, servaesther elements located within at least
one working memory device, including an operatiggtesm and application programs, such
as a client application or web browser. It shoutdappreciated that alternate embodiments
may have numerous variations from that describedeab~or example, customized hardware
might also be used and/or particular elements niighimplemented in hardware, software
(including portable software, such as applets)ath bFurther, connection to other computing

devices such as network input/output devices magnigoyed.

Storage media and computer readable media for ioimgacode, or portions of code, can
include any appropriate media known or used in dhe including storage media and
communication media, such as, but not limited watile and non-volatile, removable and
non-removable media implemented in any method @hrielogy for storage and/or
transmission of information such as computer reledimistructions, data structures, program
modules or other data, including RAM, ROM, Eledlig Erasable Programmable Read-
Only Memory (“EEPROM”), flash memory or other memaechnology, Compact Disc
Read-Only Memory (“CD-ROM?”), digital versatile disDVD) or other optical storage,
magnetic cassettes, magnetic tape, magnetic aiskg&t or other magnetic storage devices or
any other medium which can be used to store the&edesformation and which can be
accessed by the system device. Based on the diselemd teachings provided herein, a
person of ordinary skill in the art will appreciatther ways and/or methods to implement the

various embodiments.

The specification and drawings are, accordinglypgaegarded in an illustrative rather than a
restrictive sense. It will, however, be evidentttharious modifications and changes may be
made thereunto without departing from the broag&itsand scope of the invention as set

forth in the claims.
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Other variations are within the spirit of the pmasdisclosure. Thus, while the disclosed
techniques are susceptible to various modificatiand alternative constructions, certain
illustrated embodiments thereof are shown in tleavdrgs and have been described above in
detail. It should be understood, however, thatehemno intention to limit the invention to the
specific form or forms disclosed, but on the comtrathe intention is to cover all
modifications, alternative constructions and eqgleints falling within the spirit and scope of
the invention, as defined in the appended claims.

The use of the terms “a” and “an” and “the” anditanreferents in the context of describing
the disclosed embodiments (especially in the cantéxthe following claims) are to be
construed to cover both the singular and the pluraless otherwise indicated herein or
clearly contradicted by context. The terms “comipgs “having,” “including” and
“containing” are to be construed as open-ended g€fire., meaning “including, but not
limited to,”) unless otherwise noted. The term “geated,” when unmodified and referring to
physical connections, is to be construed as parthyholly contained within, attached to or
joined together, even if there is something inteimg. Recitation of ranges of values herein
are merely intended to serve as a shorthand methaaderring individually to each separate
value falling within the range, unless otherwisdicated herein and each separate value is
incorporated into the specification as if it wenglividually recited herein. The use of the
term “set” (e.g., “a set of items”) or “subset” @t otherwise noted or contradicted by
context, is to be construed as a nonempty collectiomprising one or more members.
Further, unless otherwise noted or contradicted context, the term “subset” of a
corresponding set does not necessarily denote @epsubset of the corresponding set, but

the subset and the corresponding set may be equal.

Conjunctive language, such as phrases of the fatneast one of A, B, and C,” or “at least
one of A, B and C,” unless specifically stated othse or otherwise clearly contradicted by
context, is otherwise understood with the contextised in general to present that an item,
term, etc., may be either A or B or C, or any nopgnsubset of the set of A and B and C.
For instance, in the illustrative example of a Baving three members, the conjunctive
phrases “at least one of A, B, and C” and “at least of A, B and C” refer to any of the
following sets: {A}, {B}, {C}, {A, B}, {A, C}, {B, C}, {A, B, C}. Thus, such conjunctive
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language is not generally intended to imply thatate embodiments require at least one of

A, at least one of B and at least one of C eadietpresent.

Operations of processes described herein can Herped in any suitable order unless
otherwise indicated herein or otherwise clearlytmicted by context. Processes described
herein (or variations and/or combinations thereadly be performed under the control of one
or more computer systems configured with executadsieuctions and may be implemented
as code (e.g., executable instructions, one or nocoraputer programs or one or more
applications) executing collectively on one or mprecessors, by hardware or combinations
thereof. The code may be stored on a computerdéadtorage medium, for example, in the
form of a computer program comprising a pluralityrestructions executable by one or more

processors. The computer-readable storage mediynbenaon-transitory.

The use of any and all examples, or exemplary laggue.g., “such as”) provided herein, is
intended merely to better illuminate embodimentstied invention and does not pose a
limitation on the scope of the invention unlesseotfise claimed. No language in the
specification should be construed as indicating aory-claimed element as essential to the

practice of the invention.

Embodiments of this disclosure are described henmeatuding the best mode known to the
inventors for carrying out the invention. Variatoomwf those embodiments may become
apparent to those of ordinary skill in the art upeading the foregoing description. The
inventors expect skilled artisans to employ suchatians as appropriate and the inventors
intend for embodiments of the present disclosurebéo practiced otherwise than as
specifically described herein. Accordingly, the peof the present disclosure includes all
modifications and equivalents of the subject matteited in the claims appended hereto as
permitted by applicable law. Moreover, any comhorabf the above-described elements in
all possible variations thereof is encompassedhleystope of the present disclosure unless

otherwise indicated herein or otherwise clearlyticted by context.
All references, including publications, patent apgtions and patents, cited herein are hereby

incorporated by reference to the same extent @ach reference were individually and

specifically indicated to be incorporated by refex@and were set forth in its entirety herein.
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Throughout this specification and the claims whiollow, unless the context requires
otherwise, the word “comprise”, and variations sash‘comprises” and “comprising”, will
be understood to imply the inclusion of a statddgar or step or group of integers or steps
but not the exclusion of any other integer or stegroup of integers or steps.
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Claims Defining the Invention

1. A computer-implemented method comprising:
issuing a first digital certificate to an entitfet first digital certificate specifying a
critical extension enabling validation of the entib a certificate authority service, wherein
the critical extension prevents the first digitattdficate from being used for authentication of
a server of the entity and the first digital cectte:
specifies at least one subject field speciithe entity;
specifiesa first public cryptographic key;
corresponds to a first private cryptographic;kayd
specifies a first validity period for the first digl certificate;
receiving, from the entity, a request for issuant@ second digital certificate, the
request including the first digital certificate ard digital signature, the second digital
certificate being usable for authentication of $leever of the entity
determining, based at least in part on a validésiqnl specified within the first digital
certificate and the first public cryptographic keyhether to issue the second digital
certificate; and
issuing the second digital certificate to havedh&east one subject field and a second

validity period that is shorter than the first d#ly period.

2. The computer-implemented method of claim 1, wimethe first digital certificate is

an X.509 certificate.

3. The computer-implemented method of claim 1, wimerthe critical extension
specifies a date of validation of the entity by teetificate authority service prior to issuance
of the first digital certificate, one or more stands utilized by the certificate authority

service to validate the entity, and an identifierresponding to the entity.

4, The computer-implemented method of claim 1, wimethe second digital certificate
further includes a second public cryptographic kiegt is distinct from the first public

cryptographic key specified in the first digitakrggcate.

5. A system, comprising:
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one or more processors; and
memory to store instructions that is executabléhigyone or more processors to cause
the system to:
issue a first digital certificate to an entity, st digital certificate specifying
a critical extension that prevents the first digitartificate from being used for
authentication of a server of the entity and:
enabling validation of the entity; and
specifying at least one subject field speaiiche entity;
receive, from the entity, a request for issuancea second digital certificate,
the request including the first digital certificaéed the second digital certificate
usable for authenticatiost the entity;
determine, based at least in part on informatioaciigd within the first
digital certificate, whether to issue the second digital certificate; and
issue the second digital certificate to have infation that is based at least in
part on the information specified within the fidigital certificate and to have the at
least one subject field specific to the entity.

6. The system of claim 5, wherein:

the request for issuance of the second digitaifcate includes a digital signature;
and

the instructions, if executed, further cause th&tesy to verify the digital signature

using a public cryptographic key specified withie first digital certificate.

7. The system of claim 5, wherein:

the information specified within the first digitaértificate includes a validity period
for the first digital certificateand

the instructions, if executed, further cause tretesy to utilize the validity period for
the first digital certificate to verify that therst digital certificate has not expired and can be

utilized for issuance of the second digital cectife.

8. The system of claim 7, wherein the informatidntlee second digital certificate
specifies a shorter validity period than the vaigieriod for the first digital certificate.
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9. The system of claim 5, wherein the informatiocluded within the second digital
certificate is further based at least in part orabdity period specified by the entity within

the request for issuance of the second digitaifioarte.

10.  The system of claim 5, wherein the second aligirtificate is further issued to have

one or more additional subject fields not inclueathin the first digital certificate.

11. The system of claim 5, wherein the criticalemsion indicates that the first digital

certificate should not be used for authentication.

12.  The system of claim 11, wherein the criticak@sion includes a date of validation of
the entity prior to issuance of the first digit@raficate, one or more standards utilized to

validate the entity, and an identifier correspogdim the entity.

13. A non-transitory computer-readable storage mmadhaving stored thereon executable
instructions that, if executed by one or more pssoes of a computer system, cause the
computer system to at least:

receive, from an entity, a request for issuanceaddigital certificate usable for
authentication of the entity, the request includigpreviously issued digital certificate
specifying a critical extension usable for validgtthe entity to a certificate authority service
and that prevents the previously issued digitalifczate from being used for authentication
of a server of the entity, the previously issuagltdl certificate further specifying at least one
subject field specific to the entity

determine, based at least in part on informaticecsied within the previously issued
digital certificate, whether to issue the digital certificate; and

issue the digital certificate to have informatidratt is based at least in part on the
information specified within the previously issuéidital certificate and to have the at least
one subject field specific to the entity.

14.  The non-transitory computer-readable storageéiume of claim 13, wherein the
instructions further include instructions that whestecuted by the one or more processors of
the computer system cause the computer systentamabdesired validity period defined by

the entity within the request to determine whetbdassue the digital certificate.
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15.  The non-transitory computer-readable storageéliume of claim 13, wherein the
previously issued digital certificate was issuedthg computer system in response to a

request from the entity for issuance of the presipissued digital certificate.

16.  The non-transitory computer-readable storagdiumeof claim 13, wherein:

the previously issued digital certificate furthgresifies a public cryptographic key
that corresponds to a private cryptographic, key

the information specified within the previously ussl digital certificate includes a
validity period for the previously issued digitartficate and

the instructions further include instructions thatexecuted by the one or more
processors cause the computer system to utilizevétieity period to verify that the
previously issued digital certificate has not eggdiand can be utilized for issuance of the

digital certificate.

17.  The non-transitory computer-readable storageiune of claim 16, wherein the
information included within the issued digital ¢iechate specifies a shorter validity period

than the validity period for the previously issuidital certificate.

18. The non-transitory computer-readable storageiume of claim 16, wherein the
request for issuance of the digital certificatedigitally signed by the entity utilizing the

private cryptographic key corresponding to the mudrlyptographic.

19. The non-transitory computer-readable storageiume of claim 13, wherein the
critical extension indicates one or more standatiized to validate the entity.

20.  The non-transitory computer-readable storageiume of claim 19, wherein the

critical extension further indicates that the poenly issued digital certificate should not be
used for authentication.
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