WO 03/ 054745 PCT/ S&2/00292 5 System Method and Apparatus for Miltinedi a
Display Field of the Invention This invention relates to a system nethod
and apparwbDus/ofoms mul ti nedi a display and 10 refers parti @arsdoypozwhough
not exclusively, to a system nethod and apparatus for display of

mul ti medi a content obtained. over a network. Definitions Throughout this
specification a reference to a network is to include all fornms of 15

t el econmuni cati ons networks includingt those over cable, fibre optic cables,
wireless, satellites, and direct broadcast (as in television and radio).
This includes |ocal area networks, w de area networks, the Internet, and
the $orld Wde Web. Background to the Invention 20 There are many web sites
that all ow users tqQ IqQg in and downl qQad fqr., viewing nmultinedia content
over th§me3\ﬂ%‘P?8ﬂW8W%‘r\‘tsf%’a wiamgdia BYas a new graphic feature,
or as long as a three-hour notion picture. Unfortunately, nuch of the
content uses particular applications so a person wishing to use their
machi ne Fidléiof thedothemiient o vi ew and/or listen to the content nust have that

articular applicatigon (or one conpatible 25 with it) .on.thegir machi ne, and
st ued s TBGD i oo sTRCromerRd: R HEEREBR o WP erlan Ao
appli p CatleRS,PRuNETL HRBER RitahdlusVBR, REL §Gtehd, MeBtbd dappabiuk @ﬁw Spigenpany,

users mnust have nmany applications on théeéir machines to be able to use the

| nt er neof waltimedia confertpbtaned ovana setworkaot sati sfactory, involves users in
extra expense, and consunes storage on their machine for many applications
to achieve the sane end result - on-line 30 viewng and/or listening to
cont ent Defwftidagr nore, viewing a three-hour notion picture on a conputer
nonitor is not ideal, _particularly if an entire famly w shes to be

i nvol vedhrqughpat thiy spesilecaipafa refsreacs 49 asaewoﬂedﬁttenmc’éﬁ%vaﬂngow BE able to

usey§ he hamluhBlifont AR ifefiie) M 6e 81, %ﬁqgm%&’vﬁeé, P PGeICr een
tel evision set, and surround-sound audli o system thuS giving a fheatre- | i ke
satellites, and direct broadcast (as in television and radio). This includes local area

networks, wide area networks, the Internet, and the World Wide Web.

Background to the Invention

20 There are many web sites that allow users to log in and download for viewing
multimedia content over the Intermet. The content can be as small as a new graphic
feature, or as long as a three-hour motion picture. Unfortunately, much of the content
uses particular applications so a person wishing to use their machine their machine to
view and/or listen to the content must have that particular application (or one compatible

25  with it) on their machine, and must use it to view and/or listen to the content. With
many such applications being proprietary, and being linked to a particular company,
users must have many applications on their machines to be able to use the Internet/web
to its fullest. This is not satisfactory, involves users in extra expense, and consumes
storage on their machine for many applications to achieve the same end result — on-line

30  viewing and/or listening to content.

Furthermore, viewing a three-hour motion picture on a computer monitor is not ideal,
particularly if an entire famﬂy wishes to be involved. It is far more preferable for such
content viewing to be able to use the family entertainment center which may include a

35  large screen television set, and surround-sound audio system, thus giving a theatre-like



WO 03/ 054745 PCT/ S@2/ 00292 2 5 presentation. This also enables the famly
to be confortable and to use furniture intended for such purposes. The
qual ity oWorospseducti on i s also higher. This al so i npact s pam/SGor/ernet

tel ephone as this required use of a machi ne such as a personal conputer.

If an Internet canera is also being used, it can be inconvenient to do 10
this froma bedroomor study. At tines of a famly or conmunity event,
comuni cation with persons overseas using Internet tel ephony, and a canera,
could be facilitated if the famly's nmain entertai nnent area could be
used. It is therefore a principal object of the present invention to

provi 8e Isessniatien.' Shimalkn mmbidsahe damlpdo usedomifdrtabke modi toorusanfitwitura

tel evision receiver. Another, object of the present invention is to provide
an int egﬁ%@ﬁ%‘ﬁfl%?‘ifh pé'%’??fe@%‘&‘ll'a?\?w Pfrep P “n‘ﬁF‘{;? B}gg‘e”sear ching at the one
time. 20 Yet another object of the present invention is to provide an
interactive help desk over a network A final object of the present

i nvent i ofhis also impects de Iatemes tdephohatas dhis requiradt wwentfi & ahdchineupghaabed over a

twork. 25 S f the | tion.Wth th \ d. ot her . obj ects i
mind, tn@oRPBRBHE Mt cHi N CUIHER A bRk e oM Bh OO | | no

sear ¢f, IS foNS4 BEBrbAE oWt At 898§ ofa PRGN ReohihRidilyCveRY ¢ rﬁﬁmn&sﬁ&?h at a

search engine, the instructions being sent to the séarch engine through a
30 ser vewith presons ovesseasiusingtintemst tlsphooy dudta samerd eowlddrectacibiatat iflthast one

dat abasef%‘li[bt,,g(;naﬁ?gétgxggmménqgre%%gxﬁrbeg{sga(i ding the "result of ilts search of
the at | east” one database as a nessage to be send to the user's nachine.

The present invention also provides a system for conducting an on-1line
search, the 35 systemincluding receiving at a server instructions for the
search, Htietherdpreroiimsiel pisi gf te presspt prention tp pEavidéct i ons for a search as

sent 140 FuS&A MAHOhICoan bB GsedOANIEL R G/ A% Blevision receiver. '

Another object of the present invention is to provide an integrated search engine that will

allow multiple searching at the one time.

20 Yet another object of the present invention is to provide an interactive help desk over a

network.

A final object of the present invention is to provide a system that can be automatically
upgraded over a network.
.25
’ Summary of the Invention
With the above and other objects in mind, the present invention provides a system for
conducting an on-line search, the system including a user’s machine instructing the
search at a search engine, the instructions being sent to the search engine through a
30  server, the server simultaneously conducting the search on at least one database of the
server, the server providing the result of its search of the at least one database as a

message to be send to the user’s machine.

The present invention also provides a system for conducting an on-line search, the
35  system including receiving at a server instructions for the search, the instructions being a

copy of the instructions for a search as sent to a search engine, the server conducting a



WO 03/ 054745 PCT/ S&2/00292 3 5 search of the server database, creating a
search result nessage, storing the search result nessage at the server
recei vi ngweatosjoegrss one identity pertaining to the user's PeaESGZ@)292Nd
sending the search result to the user's machine as a nessage. The polling
of the server may be by sending at |east one unique identity to the server.
10 The server may include a network file system server, a nessage server
and a database. The user's machine preferably includes a web server and an
application processing interface. In a further form the present invention
provi des a systemfor a secure, on-line upgrading 15 of an operating

syst e ofeachioérths senedni databasd) ecreatisigeanseard! wekuligmessagst stpsngfths @pstichg a
nessage to hhe user'F machi ne of.an'uE?rade a&%g& a si%nal for 1og on by
the user "SUILHEsAHE af I Sqyen §eoiang gk feast pue JAelitys PARARMSOSWRAISRE St 0 t he
server CapthiBRinddendifg Y ReRA Vet tHeBer PR o £TEIMENY from the server
a universal resource |locator at which the upgrade 1s to be found; and
obt ai ni ng the upgrade and downl oading into the 20 user's nachine as an

overwriti of;. th n- upgr ade erat.in stem The inventi al so

provi des Lfggg ?Ié'tngﬁ%ftg? S%{Q' gre%‘ﬁ}’ geo _ﬁepéfgg %bg‘ryaﬁlta‘fr}?g‘]%ﬁueaweﬁtﬁtgrtﬁggﬁ§er" &yst em of
a use¢d' sThReHveemay Recledesd petvotlnGleUdttoh dehRr,d @BKa8E s@veLheh daRBMNY a
message to the user!'s machine of an upgrade after a si %nal. for log on by

t he user The »sergsrchive; rrefeeably depludes & Web; servse andrane ppplicstion iprepessiogn t he
user's n?&g% g confirmation to proceed with the upgrade; the server
sending to € user's nmachine a universal resource |ocator at which the
upgrade is to be found; and obtaining the upgrade and downl oading into the
user's chjine as an overmwilinq_of t he un-upgraded operating system 30

Hﬁ; f

Ther e theapressnt HieHtion PERRERSFeYSeRIoE B Seqie. carinefupigeasting t he
un- upgr aged; i ; { eany, i: -1 rbage
R e R R R R

fi srup downl oad
may r ecompssage tathe heerisamaching ef of uppade dffen bk cighabdédrolog dhby dhsmsg@ts on. The

system mpy ,operate.as a pull .systemso, that ..security firewalls, can be
i nt ai nBHCTREE ot 38 2 YR P BagRg fendity (g derygy Confimation to

proceed with the upgrade; receiving from the server a universal resource locator at
which the upgrade is to be found; and obtaining the upgrade and downloading into the

20 user’s machine as an overwriting of the un-upgraded operating system.

The invention also provides a system for a secure on-line upgrading of an operating
system of a user’s machine, the system, including the steps of a server sending a
message to the user’s machine of an upgrade after a signal for log on by the user’s .
25  machine is sent to a server; the server receiving from the user’s machine confirmation to
proceed with the upgrade; the server sending to the user’s machine a universal resource
locator at which the upgrade is to be found; and obtaining the upgrade and downloading

into the user’s machine as an overwriting of the un-upgraded operating system.

30  There may be provided an automatic garbage step so thét any files of the un-upgraded
operating system that are overwritten are sent to garbage after the upgrade is complete.
If the download is disrupted, the download may recommence at the last file of the
download before the disruption. The system may operate as a pull system so that
security firewalls can be maintained as long as the IP address of the server is not
35  blocked.



35 bl ocked. WD 03/054745 PCT/ SG02/ 00292 4 5 In yet another formthe
present invention provides an interactive help desk systemfor operating
over a newamsks47she systemincluding froma machi ne of a ®PEEFSGIze@IYi ng a
hel p desk query; with the query receiving a unique machine identity of the
machi ne and a unique user identity of a user of the nmachine; obtaining a
profile of the user to facilitate dealing with the query and the user; and
attending to the query. 10 The uni que tachine identity and the uni que user
identity may be provided automatically. The user profile nay al so be
provi ded automatically. An interactive chat, w ndow may be opened on the
user's na iyﬁggl’foglﬁr stJQﬁ’ﬂit § PEAEY &VSP\WWOWQ§%‘QE’§“3¢§’§§F& 4‘?@1? gydergdery. The
operation ; i : . . SO
he. hel p o O R M hinelor b Berl it aBER
Communi catiésknquetye tnbethet dqrery seselvingra chique neactiinehiderdiay pf diss knaokiye had by

nmessagi ng. .The net K be.the Internet..The inyentjion als rovi des a
Syt om { oPnighs brdRBlt St waes of e packinet peinine HpioRierecdPs U530 ag it
i ncl udi ng4ddnag Vihlthd\gues £ ahd theSider 8AA aftdABing XS HRMuER. Secure on-line

upgr adi ng, an the interactive hel p desk system "apparatus for performng
an ontd i ne search; apparatus for performng secure on-1line upgrading;

apparatusfor _performng ap_interactijve hel des ste nd a rat us

f or strea?‘ﬁt‘e’ngu d%u\icmln?)ag%m!%nl eenéﬁty_tl 8¢ ‘?ﬂﬂ‘ﬁpﬁ‘ga‘i dh‘é’ﬁﬁi’eﬂ‘g}_y g% PWp"g‘?‘ nal

f orm t he piteReElly. TMRNESeP Prdille WiagedsoNR6 FHES atitdfaRedlfyO AR iRfrative @Ak

downl oad of nultinedia content, 1n real tinme, the apparatus including a web

server, aWndgppmeyx dei enenpd oy temiissl s imacking aloe serding @nd eegiving onessegauct i ng
an on-1li g gﬁ@ed' a¥5h ; i -lin i ng,
nmessagi ng‘,% g%ﬁgggtq% a?ﬁ%#gt | oné)ﬁr]rﬂ'{i}%tti;lgs?l f o% Qﬁgg’?&%% ng%d@é;ﬁas%f lé‘i/eir ?1)5 L{E}% Eelgﬁ|3

mul t ildedi desk cotlentelp 36skTtan amai dteuSmaotions o€ the uen’sanathigu Cono@ntiédtion and

any user lg)gtw;[:er}xethg Bge%rsaglgcﬁligga chp Sle help desk may be by messaging. The network may

be the Internet.

The invention also provides a system for streaming download in:real time of multimedia
20  content including the on-line search system, the system for secure on-line upgrading, and
the interactive help desk system; apparatus for performing an on-line search; apparatus
for performing secure on-line upgrading; apparatus for performing an interactive ilelp

desk system; and apparatus for streaming download in real time of multimedia content.

25 In a final form the present invention provides apparatus for performing streaming
download of multimedia content, in real time, the apparatus including a web server, an
application programming interface, search means for conducting an on-line search,
upgrading means for conducting an on-line upgrading, messaging, and translation means
for receiving and displaying the multimedia content.

30
The apparatus may be given a unique identity, and any user of the apparatus may be

given a unique user identity.

Description of the Drawings
35  In order that the invention may be fully understood and readily put into practical effect,

there shall now be described by way of non-limitative example only a preferred



given a uni que user identity. Description of the Drawings 35 In order that
the invention nmay be fully understood and readily put into practical

effect, wbasesshal!l now be descri bed by way of non-1im t 2Cinssoer@apl e only
a preferred WO 03/ 054745 PCT/ SG02/ 00292 5 5 enbodi mnent of the present
invention, the description being with reference to the acconpanying

illustrative drawings: Figure 1 is an illustration of the system
architecture; Figure 2 is a nore detaijed illustration of the system
architecture; 1,0 Figure 3 is an illustration of the software |ayers

within the system Figure 4 is a flowhart, for an onljne upgrade of the
syst el s capwdupem isihe maesent myvgatien.sthe descriptigncheang with mefarencst tedbe of

online S%EP&BuéénygngHﬁﬁraQVé gragviéésowchart for a second case of online
I gure

support; i's a represertation of the architecture used for a search
request; and 15 Figure 8 is a flowhart for a search request. Description
of Preferred Enbodinent To first refer, to Figure 1, there is shown the
_over al | Eigwrilpean tlugratignof thesystem @ehileglirei nedi a content has a web site

that can F@éure%%?@?é’q%éﬂeﬁ iH&s{%{a'tiSnHﬁﬁ; isﬁ?ﬁf%_@rcﬁggétﬂ&;a 20- network 14.

t hrough a server - e user's machi ne a web server 18 and an
app! ii6at iRgurp B ogamaithustragion of ref safievate 1ajAérs withth thesydemt ed i nto the user's
machi ne iFE}. In.Fi gure 2,.the server have,a network file system

("NFs') ddgwef ivaTloychactfongnonling wpgrads o1 e sysicnt s QRTINS SESIOBY her  ser ver s

may be i nghitdeds MabhbihrSBE ¥ Bkst baseTRRIRE slpport2d requi red and/ or desired.
The server 12 communi cates with the user's machine 16 using a network, such

as the [Fagure fds a flawchanidor i seagnd ahselafoslinesuppentyi ce provider ("ISP') 28 of
t he user .. The ates. Wi.th the-user's machine .16 using a

L.SP 28 i . ‘
{ ol ecomBBRs 7 FohEPRepRIGR ¢t o fechge Rl Ton S N BT 30 ) SDN 32,
DSC 34, Ah¥eire 86s 2 BowEiRsEdr b ka@ciB@quak. W r el ess ‘

Description of Preferred Embodiment

To first refer to Figure 1, there is shown the overall architecture. A source 10 of

_mﬁltimedia content has a web site that can be accessed by a user’s machine 16, using a
20 network 14 through a server 12. The user’s machine 16 has a web server 18 and an -

application-programming interface (“API”) 20 integrated into-the user’s machine 16.

In Figure 2, the server 12 may have a network file system (“NFS”) server 22, a message
server 24 and a database 26. Other servers may be included within server 12 when or as

25  required and/or desired.

The server 12 communicates with the user’s machine 16 using a network, such as the
Internet 14 and the usual Internet service provider (“ISP”) 28 of the user. The ISP 28

- communicates with the user’s machine 16 using a telecommunications network that may

30  use one or more of PSTN 30, ISDN 32, DSC 34, ADSC 36, a leased line 38, or wireless
40. The user’s machine 16 uses 2 monitor and/or a television receiver 44 for display
purposes. As is stated above, a web server 18 is integrated into the user’s machine 16.

One or more of the usual peripheral devices such as, for‘example, keyboard, mouse,
microphone, loud speakers, and camera, may be connected to the user’s machine 16, if

35  desired or required.



40. The user's machine 16 uses a nonitor and/or a television receiver 44
for display purposes. As is stated above, a web server 18 is integrated
into the weas/os4a7aichi ne 16. One or nore of the usual periPchSGabo@eyi ces
such as, for exanple, keyboard, nouse, mcrophone, |oud speakers, and
canera, may be connected to the user's machine 16, if 35 desired or

requi red. WD 03/054745 PCT/ SQ02/ 00292 6 5 The software applications used
in the machine 16 are shown in Figure®3. The base |ayer is operating
system 46. Then are the drivers 48 for the peripheral devices. Next are

t he graphics system 50, npessaging system 52, and tge web _server . The
finald |H;persoﬂrvr@mmha@fmaadmdpwayé}e mpching d@ @re shgngs M54 18ME 3 nildenet
browser .60, ;and.a de 0 | | g ]

setti ngLASERIET i P er%g}\ﬁ @3& eﬁé%mgg a&?%@ é\’!e %g‘kegflg(?it%ﬁé sHt%FeHr}n%iegﬁg?'ef erably
an open OHEELHhS pEdphiasGaahlse, mbssagingayitag 52j arfu the weblserven] 8. ritler faedl and web

browsers or operating systens, have nulti-tasking, be eferably in the
styl e oflayagipcludesndugio p@@g?@%@%ﬂ%éﬁea S| ihﬁﬁwﬁgéﬁﬁgi%@gtﬁce) _
conpl i a{l{z-, X%ﬁah' s%ode%ahgégﬁr%fePén%hﬂ&ﬁeéét%%sh FicB Sl hblbe BEQYibed.on such that if

copi ed corrupts t copy so t he copy is unusable. Furthernore,
the [TCP/ I P stack is preferably built into the operating system To further

protect itself, the operati stem nakes t he nmemqr ace., | ich it

is |oade %T%F’@tsé{ét@@dﬁs_mf?rgb@r@u‘?pég SPH&E 5 @sﬁ?@é%?ﬁg%%gﬁgtmgl? \éﬁh, even
in the qyent fiermefUndCheb! 6:dwsaRPbE Cetatig | &fstdhise ShavENRuRPREGEAENBeSY St em
preferably has automatic garbage collection. In this .,way old versions of
any  r outpreferableinstbe stylaoff AMNIAY carslf hee PAHE” {povtable epemiingsystomdeigifaqi s

provi des for. efficiency i.n use.of, resources. and redu - S

capaci t FOPuRiaP eh“. lszgre%ﬁ%bq%ﬁﬁvé%dngﬁg'yas %Crlﬁngﬁggm{ﬁsg%s g%%rr%) Pﬁf-‘ltog;e???[

opt iy Z%rﬁ*){seﬁféY&;ﬁnké it the Q\\;ﬂ\%ﬂii@@nhiabldl\ﬁ tFurthbendal)i thet JCPAP coigkrgss and
deconpress tiles "on the fly" ile witing or reading fromsnmall capacity
bl ock dereferably built into the operating system.

To further protect itself, the operating system makes the memory space.in which it is
loaded as protected. This ensures that the system does not crash, even in'the event of -

20. critical application failures.

The operating system preferably has automatic garbage collection. In this_ way old .
- versions of any routine are sent to garbage after the new version is loaded. This
provides for efficiency in use of resources and reduces the storage capacity required.
25  The operating system also uses a multi-layer, optimized file system thus providing it
with the ability to compress and decompress files “on the fly” while writing or reading

from small eapacity block devices.

The operating system is preferably stored in a ROM with the RAM being for temporary
30 file storage and processing. The RAM is fully cleared every time the receiver’s machine
16 is switched OFF. It’s also preferable that there be no built in disk drive. This
facilitates dealing with viruses as viruses are normally designed to attack or use data

stored on a disk drive with read and write functionality.

35 It is preferred that, where possible, the device drivers are included in the operating

system so that no new application is required for a user to attach a standard peripheral



The operating systemis preferably stored in a ROMw th the RAM being for
tenporary 30 file storage and processing. The RAMis fully cleared every
time the wemsiosgns s machine 16 is switched OFF. It's al secprssognebt e t hat
there be no built in disk drive. This facilitates dealing with viruses as
viruses are normally designed to attack or use data stored on a disk drive
with read and wite functionality. 35 It is preferred that, where possible,
the device drivers are included in thed operating systemso that no new
application is required for a user to attach a standard peri pheral mo

03/ 054745 PCT/ SG02/ 00292 7 5 device to their npachine. Upon the user's
machi fe 96ViBeiihtheamaghiag Alpon the usgerREAg 40sbems rﬁ"‘t‘ﬁch‘l’q zON,t HBesyst em
opens acg : n ager,
and then arl%% %%&ngﬁﬁlﬂ@ﬁe&déglg étéH{ %ﬁ E‘%i% i gge{glgh??é’wa \é'%@gf or the
usual kn@il qné‘rtﬁnqohﬁrdabvxdexvageesndmehuﬁrmmeabmwdésﬁtorpot limted to: nouse,
printer, external disk drive, canera, |oud speakers, audio, and so forth.
The audi o driver preferably includes a radi o] tuner and may have MP3 and WAV
formt SyRpeklice AfivaRANAudLD ! BHER ol UBRY gkl AEAESS; ntmfzmge BRet wor k,
and starting the active kt op, e user require in at 48.
The U@ qnet lirdsted tot m:mso,fpﬂﬂle‘, wﬁamalsdxsiadhve;@amt&, leadcspedkersy sadip, ardessent t o
t he serv a serv hecks. f or e sage
my be. ¢ FEt 1THE AROTRT pigrral THe s BBt g o b MP? agg WAV 3475
nessage kgmaflippbA. t he user advising themof the upgrade and requesting a
yes/ no answer Fo proceed imediately with the upgrade. |If yes, at 45 the
URL for the specifi c, secure 20 upgrade :is shown, and the user's rrachi ne
16 changgs to. agle .4 h up 1548 the.user's
machi ne %B,Shg st ep%glfg %%ltm Cecse;rst S tg'gé(r’aatnl &&12%/?1% Aftve | s
theresi Sd@kdjpsﬁmmsmoia reqmﬁﬂaalrog' in at He. Uhewhigad iddntiiesyfthetdreAadhindack t o

before step 46. After ,a successful 4&2 ade at 48, the user's nmachine 16
reboot s K 28¢ & usen arpgentiie e spssat e gepvep [she s Py MessHiss & décesst ul ,

or 11t hendigklpblialy bS 18 it bl &l ehkhae RRVBE Sperhfify RREES T JLULHYS, back to
before step 42. "Prefierably, in such
message is sent to the user advising them of the upgrade and requesting a yes/no answer
to proceed immediately with the upgrade. If yes, at 45 the URL for the specific, secure
.20  upgrade-is shown, and the user’s machine 16 changes to. an upgrade mode at 46. The
upgrade is sent to the user’s machine 16, at step 47, and overwrites the old operating
system. - If there is a disruption or break in the download, the system reverts back to
before step 46. After a successful upgrade at 48, the user’s machine 16 reboots at step
49 and the process ends. If the upgrade is not successful, or if the disruption is
25 sufficiently severe, the process reverts back to before step 42. Preferably, in such an

event, the system remembers where the disruption occurred during the download and

recommences the download only from the commencement of the disruption.

By using a “pull” system secure firewalls can be maintained. Each user’s machine 16
30  has a unique machine identity, and each user of that machine will have their own unique
user identity. The identities may be in accordance with IEEE 802 standard, and may be
a MAC address and/or a uniquely created address. Full profile data on each user s kept
on the server 12 to be aware of which machines 16 have been upgraded, and those that
haven’t been upgraded. Appropriate messages can therefore be created by the server 12
35  for those machines 16 that haven’t been upgraded in a timely manner, and be sent to

them after they have logged on.



event, the systemrenenbers where the disruption occurred during the

downl oad and recomences the downl oad only fromthe commencenent of the

di srupti owo 0Bps4185 ng a "pull" system secure firewal |l s canPoa/Sear/niaz ned.
Each user's machine 16 30 has a unique machine identity, and each user of
that machine will have their own unique wuser identity. The identities may
be in accordance with | EEE 802 standard, and may be a MAC address and/or a
uni quely created address. Full profile data on each user is kept on the
server 12 to be aware of which machi nes 16 have been upgraded, and those
that haven't been upgraded. Appropriate nessages can therefore be created
by the sEheanestzifd Systent Hosprefeadiy nassdet@iliedat whawen' tcobpamdingpgpatéstl i n a

tinel er, and be.sent t0 .t af they h | . 3/ 054745
bCT] St oAb gEn et RaeR ey e e S e B o PR o
co- pendi §eyRah &RtherdbyRhdorfirhed b9 Htfelehsl " Messaging Systent filed

cont enpor aneously hefewith, the contents of which are hereby incorporated
by reference. The data stream ng systemis preferably as described in our

co- pendi patent 10 a ication.entitled " od for Displ of
Vol {1 et o (i aaife | BAtent gt BYHSGTh 5 SrSs ey ot PR <CHRnug: BHeRt of
whi ciip arg) RARRAY bRARAPOrRieaddby forr eDRpRMCESf ThMulgmephi C@onAi I Gleknt
(Figure is preferably derived fromthe known X server and 15
i ncor por eanéampordneovHy wWierewith.miltta entenisa pf i whiclyr ar¢  Bereby himcoperatgdyHisivei ght |
nodul ar aﬁd custom zable. It may support various skins and styles to be
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? customizable. It may support various skins and styles to be able to change the

appearance and feel. For further -information on such a graphics server see

www.xfree86.org

20  The web server supports many known systems including, but not limited to: HTMLA4,
CCS, JavaScript, Cookies, SSL, Java, Plugin, and non-blocking I/O; and has a built-in
image ‘viewer as well as supporting Intérnet Protocol V.6, and Xbel bookmark and

management.

25  The web server includes at least one common gateway interface that is/are capable of
making system calls on the user’s machine. This provides interfaces for remotely calling
the interfaces to assist the user with the settings of their machine and also assists in

providing an interactive Internet help desk.

30 . A chat window is provided to allow the user to be guided by the help desk. The interface
also allows the help desk to take conirol of the user’s machine to assist the user in
initializing their machine by, for example, zooming the video, increasing the audio,
launching the browser, and so forth. By having a built in web server it also allows the
user to have remote access.

35



25 The web server includes at |east one common gateway interface that

I s/are capable of making systemcalls on the user's machine. This provides
i nt erf acewofoans47esrotely calling the interfaces to assi st PCSGazenIni th t he
settings of their machine and al so assists in providing an interactive

I nternet help desk. 30 A chat wndow is provided to allow the user to be
gui ded by the help desk. The interface also allows the help desk to take
control of the user's machine to assi8t the user in initializing their
machi ne by, for exanple, zoom ng the video, increasing the audio,

| aunchi ng the browser, and so forth. having a built in web server it

B
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refer to Figure user 0 Serv usin he 16.

Upon t hethd asit @fiechethe iinklios phagatttop drdels kepiecalte ehieinkdiactivie Tttt mag) deskt op
and is connected tqg the interactive Internet help _desk. The help desk is

aut omat i 4e8Ki Yhehedp fleskds Rtermatiaslly peevidetewis thegeashine,l 64dentgy ps well epthe yser' s
identity, T ] kne. : identity.
As 10 su%sﬁ;rg? ﬂ%‘%ﬁﬁ%%%%ﬁ%&%e%h%eﬁg@%&t%26 3@3&’55‘?5%‘? Iodtélﬁﬁé ‘A%ni S may
be di® a suah] the helpakblsis ppovided withtto del dsyr’s phofite. Fhid map be oh atdal-upebgeisdesk in
dealing with the yser.in_a nor riendl apnd responsi ve manner., The help
desk carerm%twéﬁ.& vkt e Lfmd{égls@ésﬂ%g i ser inya m_effe‘ﬁiwaﬁpy
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user can send their queries to the help desk using this w ndow. The machi ne
16 polls at regular intervals for nessages fromthe hel p desk using the
nmessagi sgs}lem.ref erre bove; ..and/ or sk ﬂ? nects to

t 0. 2,.1 help d n
'he web Ber HEngH ettt g R derarerbited FRLrhaies FER faucni ne
16. 15he hel pusdesin sonl thédieGueiRBtts Ghe hélp dedlnatih@Miss Windbe. TRChabigind6 20 such
as, for exanple, volume contraol, launch_ the browser, audio functions, video
functions artPlls@tfregtlar intervals for messages from the help desk using the messaging
system referred to above; and/or
2.  the help desk connects to the web server on the machine 16 and authenticates itself
to the machine 16. The help desk can then control the functions of the machine 16
20 such as, for example, volume control, launch the browser, audio functions, video

functions and so forth.
The help desk assists the user until the user is satisfied.

25  The functionality of Figure 6 is the same as that of Figure 5 except that the second
option is the help desk sending messages to the user, the messages containing
instructions in response to user queries. The instructions may be directed to the machine
16, and machine 16 may act on those instructions without user input. The machine 16
will regularly poll for messages, as is described above.

30
The browser includes a search function, and this is illustrated in Figures 7 and 8. The
user selects the séarch engine they wish to use, and enters the search query. The search is
mnstructed and the search engine performs the search. At the same time, a utility agent in
the operating system sends the same query to the message server. The identities of the

35 machine 16, and the user, are sent with the query. The message server searches its

databases, and/or any database to which it has unrestricted and direct access, for any



The hel p desk assists the user until the user is satisfied. 25 The
functionality of Figure 6 is the sane as that of Figure 5 except that the
second oWDI0s054785t he hel p desk sendi ng nessages to the u®em/SGukerzaessages
containing instructions in response to user queries. The instructions may
be directed to the machine 16, and nachine 16 may act on those

instructions wthout user input. The nmachine 16 wll regularly poll for
nessages, as is described above. 30 TWe browser includes a search function,
and this is illustrated in Figures 7 and 8. The user selects the search

engine they wish to use, and enters the search query. The search is
i nst Buctmedsibledsolitéonsaartbh queryi Heit fiawds oenes arhancse srobliiongyt it fsendsartkoss ne, a

utility agent in_. the.operating syst ends the sane query.to the nessage
server. PP Lhihe PRy 14 et BeShae i BeTE8  mtiperll T 807 © tedssfhe i ¢
the quergext fifR HBSRAGLBEHNE polkLhEGBARY 1DSIn Bal ABRIRSuseR R Mstabytat abase
to which it has unrestricted and direct access, for, any WO 03/054745

PCT/ SQ02:@0R9nd dol®nietivos sisphetilghe tasilo agives Theaisgrdaey nofl avetto ftwaistoone or

nore sol ptionps, it..sends thoese. solutions to.the hi n 6 _as._a hessage.
o ber mahewRh Site gE R 3Pt bURRCfor B fthtcf B8l i AR RS i SonR 2
machigne 1pahd Sedu@dSvin it 2amdngst ke \Weoviddie the @ferCan delt rthi€ reduid sear ch,
and do sonethinaéflse until the result arrives. The user does not have to

return tselutionand@rpcsed to perfopm dhespesessarydipgispdionolf noh dhesussr eontinsegvith i f t he
result ggggamﬁﬁggpgg&ﬁa{mﬁ%w 10 If the required solution is anongst those

provi de eu c¢an sel%ect the required solution and proceed to perform
t he necessary transaction. If not, the user continues with the search by

t he search engine. The browser is preferably an applicaLiqn that, can handl e
Ul mockeE DD B PHOGEON 18 RERICAROT s e LRt BRICEa? GBRYtOITR can
recqkVve Al dh SpLR%noth& dpplieidRNit ¢on rdceite@Rd 3PlayC RAT, lefaphid! {Bskingt Ur s,
audi o |ncIu§|ng,raQ|o, and so forth. The content to be éisgf%ged can

or i gi natcharts, smatmpirirsanausitincidingdradie, awd eo fasthoEheiperientyie be displayed

platfor rganlor}ndg%g)a?g%&-}rany known source and be able to be displayed. It 1s platform-

independent.

20 In consequence, the desktop is similarly based. The desktop also takes note of and
follows the user’s individual settings such as, for example, home page, bookmarks, ISP,
search engines, web sites, and so forth. The video and audio player may be known

systems such as, for example, FLASH movie player.

25  The user’s machine 16 includes a monitor and/or television receiver, for display
purposes. Display includes an audio (radio) broadcast. If a televiéion, it can be viewed in
comfort, and the usual home entertainment units used to create a theatre-like effect.
Even with a television, a user can do one or more of: surf the internet, view live events,
view prerecorded motion pictures, listen to live audio, listen to prerecorded audio,

30 messaging, audio/visual chat, and use various applications on the server. This may

include remote storage of files using the server.

By having a unique ID for the machine 16, as well as for each user, the server 12 can
maintain the profiles of each user of each machine 16. This may assist in providing

35  detailed records when billing, usage patterns, and so forth.



20 'In consequence, the desktop is simlarly based. The desktop al so takes
note of and follows the user's individual settings such as, for exanple,
hone pagewOlookiTes ks, | SP, search engines, web sites, an@CIcGopi2h2 The

vi deo and audi o pl ayer may be known systens such as, for exanple, FLASH
novi e player. 25 The user's machine 16 includes a nonitor and/or television
receiver, for display purposes. D splay i ncl udes an audi o (radi o)
broadcast. If a television, it can be ¥iewed in confort, and the usual
home entertainnent units used to create a theatre-like effect. Even with a
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12 5 The Cainms 1. A systemfor conducting an on-line search, the system
including a user's nmachine instructing the search at a search engi ne, the
i nstruct iwo93oeiTmg sent to the search engine through a s@CT&Go200202 server
si mul t aneously conducting the search on at 10 | east one dat abase of the
server, the server providing the result of its search of the at |east one
dat abase as a nessage to be send to the user's machine. 2. A systemfor
conducting an on-line search, the syst'®@mincluding receiving at a server
instructions for the search, the instructions being a copy of the
instructions_ 15 for a search as sent to a search engine, the server
condutt i Age£188%r ch of the server database, creating a search result
nmessage, storing the search result nessage at the server, receiving at

| east one identity pertaining to the user's nmachine, and sending the
search resul t At 9ystelefors@idustinpahoméina searchyeesysiem idfudingA &yt eficBiec! ai med
inclaiml, whereipn the polling of the server is by sending at |east one
uni que i dent i Iyirpgngfhe st 2 sparch engineothe drstractionseheingseahio tesearchc| ai ns
| to 3, whereLn: V, i : i S [

ressage SorverEanqr A s OB RCHIRb] LEnTYREIM ReREoy &
clait®s 1 to 4leastivae databashef tieaseherthe kirmer providingdiksreaulvebits sxavelr ofaghd an

application prqcessing i,nterface. 6. system for secure, on-line

bt adi g of " HCER PSSt BieEe 1 TS © e PHTIARE { he syst em
including the steps of: (a) sending a nessage to the user's machine of an
upgrade after a signal for log on b the user's nachine is sent to a
server; 2.b) tAesysicnr fos condieiing asmmﬁmsqamlm e systewe inchothifig revatvignat a

proceed wth :«:Ee?\?er ix?s?rugt?&{sa}gre the \é\gr(é)liltgg f‘il?sf‘fgctﬁgsr/bgi(r%g %/c%%}% 90% theli%stmctions
15 for a search as sent to a search engine, the server conducting a search of the server
database, creating a search result message, storing the search result message at the

server, receiving at least one identity pertaining to the user’s machine, and

sending the search result to the user’s machine as a message.

20 3. A system as claimed in claim 1, wherein the polling of the server is by sending at

least one unique identity to the server.

4. A system as claimed in any one of claims 1 to 3, wherein the server includes a

network file system server, a message server, and a database.

25
5. A system as claimed in any one of claims 1 to 4, wherein the user’s machine
includes a web server and an application processing interface.
6. A system for a secure, on-line upgrading of an operating system of a user’s
30 machine, the system including the steps of:

(@  sending a2 message to the user’s machine of an upgrade after a signal for log on by
the user’s machine is sent to a server;

(b)  the user’s machine sending to the server confirmation to proceed with the

35 upgrade;



5 (c) receiving fromthe server a universal resource |ocator at which the
upgrade is to be found; and (d) obtaining the upgrade and downl oading into
t he user'womaokhime as an overwiting of the un-upgraded @EEFS&HOL/NERIBZYStem
10, 7. A systemfor a secure on-line upgrading of an operating systemof a
user's nmachine, the system including the steps of: (a) a server sending a
nmessage to the user's machine of an upgrade after a signal for 1|og on by
the user's nmachine is sent to a server’? (b) the server receiving fromthe
user's machine confirmation to proceed with the 15 upgrade; (c) the server
sendi pg k the user's rrachiaﬂe a universal resource | ocator at which the
upgr ate t o THEMUNndromandh] o)SeHISE ai i WivVarsRk TesRprerddocater abwiiishdiheg i nt o
the user’'s maghinge R BOfRANE Ml ting of the un-upgraded operating system
20 8. A systenmias claimed inclaim6 or claim7, wherein there is provided
an aut on@d)i ¢ obamieyihe spgpdsand davnlaading inte theafset’ hmachine poamoedweoip@pat i ng
system t hat arF overwritci‘en are sent to garbage after the upgrade iIs

conpl ete. 25 8t thRUBYPEEAJFDRPERIMESCh any one of clains 6 to 8, wherein if
the download is disrupted, the downl oad recomences at the |last file of

t he downl oad before the disruption. 10. A systemas clained in any one of
clai B 67to0 94 systmeifor ehrecwy sinelmeoppgatieg aSam opd@tipy Isystapsefem wer’shat

For opetati ng VRSSO ABE RN Gy SIBROE: ncl udi ng: 35 (2) [rom & machi ne
of a usefa)r eCekiveiGeAdiAglhRndlome 18RS ¥ser W AR 2 RipPalt 38024 893920 14
log on by the user’s machine is sent to a server; -
(b)  the server receiving from the user’s machine confirmation to proceed with the
15 upgrade;
(c)  the server sending to the user’s machine a universal resource locator at which the
upgrade is to be found; and
(d)  obtaining the upgrade and downloéding into the user’s machine as an overwriting

of the un-upgréded operating system.

20
8. A system as claimed in claim 6 or claim 7, wherein there is provided an automatic
garbage step so that any files of the un-upgraded operating system that are
overwritten are sent to garbage after the upgrade is complete.
25 9 A system as claimed in any one of claims 6 to 8, wherein if the download is

disrupted, the download recommences at the last file of the download before the

disruption.

10. A system as claimed in any one of claims 6 to 9, wherein the system operates as a

30 pull system so that security firewalls can be maintained.

I1.  An mteractive help desk system for operating over a network, the system

including:

35 (a)  from amachine of a user receiving a help desk query;



5 (b) with the query receiving a unique nmachine identity of the machi ne and
a unique user identity of a user of the machine; (c) obtaining a profile
of the uswp Bo547aEilitate dealing with the query and the w®sarsGoana92 (d)
attending to the query. 10 12. An interactive help desk system as cl ai ned
in claim1l, wherein the unique machine identity and the uni que user
identity are provided automatically. 13. An interactive help desk system as
claimed in claimll or claim12, wherétn the user profile is provided
autonatically 15 14. An interactive help desk systemas clainmed in any one

of cl ai 3, wherein. an interact c s .opened on the
user'%I g&@hl n@m ofhe <RIsHY ﬁ%cle&%g artiggcg}e\“% Wsé%&b@' ngg\?lvd%’ﬁﬂ“ héGuéry. 20

15. An interagtibNeudehd gﬁ,s(yf %g}(ﬁ‘lﬁl@ﬁamlﬁé med in any one of claims 1 1| to
14, wherein %g o%eratpo ? the user's machine is taken over by the help

desk so {de heﬂ;tmnd%proﬁkmfdhmsento fatibitdteideading vathohe gy aséiliesisema@nidne. 16.
An inter?étlv | p desk systemas clainmed in any one of clains 1 | to 15,
wherein Hedatiomehet ween the user's machine and the hel p desk is
by nmessaging. 17. An interactive help desk as clained in any one of clains
11 to 16, wherein the network is the Internet. 30 18. A system for

st r el ngz.domnoiatmcmivpdmlp deskesystenmak talatmgil dncdamedd, wheteyd ithey upique

-1 h d h
on 1 1 e R SHSL AN, R A AL ey, Y5 T

the interactive help desk systemas clained in any one of clains | 1 to
17. 35 19. Apparatus for perform ng an on-line search as clained in any one

of cl ai nb3-1 t&n isferapiiyebelplaskisysisprasseipmedopgtaimy B onsclaim 12, wherein the

user profile is provided automatically.

15
14.  An interactive help desk system as claimed in any one of claims 11 to 13, wherein
an interactive chat window is opened on the user’s machine for sending and

receiving messages regarding the query.

20 15.  Aninteractive help desk system as claimed in any one of claims 11 to 14, wherein
the operation of the user’s machine is taken over by the help desk so the help desk

can control the functions of the user’s machine.

16.  An interactive help desk system as claimed in any one of claims 11 to 15, wherein

25 communication between the user’s machine and the help desk is by messaging.

17.  An interactive help desk as claimed in any one of claims 11 to 16, wherein the

network is the Internet.

30 18. A system for streaming download in real time of multimedia content including the
on-line search system as claimed in any one of claims 1 to 5, the system for
secure on-line upgrading as claimed in any one of claims 6 to 10, and the

interactive help desk system as claimed in any one of claims 11 to 17.

35 19.  Apparatus for performing an on-line search as claimed in any one of claims 1 to
5.



20. Apparatus for perform ng secure on-line upgrading as clainmed in any one
of clains 6 to 10. 21. Apparatus for performng an interactive hel p desk
syst em aswoloaiosds i n any one 10 of clains 1 | to 17. 22. rapps&moanars2 f or
stream ng download in real time of nultimedia content as claimed in claim
18. 15 23. Apparatus for perform ng stream ng downl oad of nultinedia
content, in real tine, the apparatus including a web server, an
application programming interface, s®arch means for conducting an on-1ine
search, upgradi ng nmeans for conducting an on-line upgrading, and
transl ati on nmeans for receiving and displaying the nultinmedia content. 20
24. Apparatus as claimed in claim23, wherein the apparatus is given a

uni que i(PentAégmata§ 'foff‘gé}%rgﬁﬁ? s8Gué oRLHIR r{ig'i]acﬁ}l N FAmRl if! Ayt orWher ei n

any user~of t'he appara S glven a uriique user i1dentity.
claims 6 to 10.

21.  Apparatus for performing an interactive help desk system as claimed in any one
10 of claims 11 to 17.
22.  Apparatus for streaming download in real time of multimedia content as claimed
in claim 18.
15 23.  Apparatus for performing streaming download of multimedia content, in real

time, the apparatus including a web server, an application programming interface,
search means for conducting an on-line search, upgrading means for conducting
an on-line upgrading, and translation means for receiving and displaying the

multimedia content.

20
24.  Apparatus as claimed in claim 23, wherein the apparatus is given a unique
identity.
25.  Apparatus as claimed in claim 23 or claim 24, wherein any user of the apparatus

25 is given a unique user identity.



