1121

N—0&

1 Ol4

90IA9p JUswageuew
[043U00 UO[EIIUNWWOY

G

99IA3p

Janeg

0¢

L€

BOIAOP |043U09
UoIEOIUNWILIOY)

90IASp JUSl|)
Z2—0lL L—0L
92IASp (0.13U0D
uonesuNwwo?
2—08 L —0g
STL/1SS
Aemaen)
L
> MN
9 /l
L



2121

¢ Ol

te— A

Y

Jun
uoEOIUNWIWOY MN

FN\\ A
Y

Jun ageJols
ejep sudew

A
Y

31UN [0.QU00 JOAISS

ez 22

0z—

Jun SuiSeuw »1 J|un jo.ju0d BIY
el 21— 4
\
jun
UOIeOIUNWWOD MN
oL— )
MN 0e —
G —~




3121

30 (31)
Communication control unit
32
NW communication
unit
A
Y /33 _—35
Control unit <—>{ Reader/writer
A A 40
y 34 ( 41 IC card h
Device communication B_V
unit , ---?\-36
T 14.
] -4 2
\ J
40
IC card a1
o a2
| 44— |
36 ! CPU > EEPROM|~—47 !
/_/ I 1
! 43 \ !
< E > UART |= / » RAM ~—46).

______________________________________________

FIG. 4




4121

40
IC card
50
Communication unit
A 54
y 51 Storage unit
Control unit 95
52 . . .
= Certificate information
Command processing storage unit
unit o
__53
Encryption/ Secret key information
decryption unit storage unit

FIG. 5




5/21

__5

Communication control management device
(device management server)

_ 60
NW Communication
unit
A
Y — 61
Control urmE 62
Key generation unit /66
__63 Control unit
Certificate issuance _—67
unit
Key information
— 64 o storage unit
Certificate update | [
unit 68
/65 Certificate information
Certificate storage unit
management unit
_ 66
Management unit

FIG.6




6/21

L7914

|
ejep Sulgewl sAleoay
0¢s < 6LS —
g1 S —{evep SuiSewr pajdiuous 3dAios(
< —
LLs ejep Sudew jdAioug
— =
91s <35 —
v1s—] elep Suisewr ywsues|
]
£ 1S~ esuodsal Sd] | H @A899Y
ziIs— 7
asuodsas §d | H peidiious 3dAuos( :
> LIS
oLs—
6S —| @suodsal §d] | H 3dAsoug
—
asuodsal 4] | H Yam 8s

991ASp JU8ljo 03 puodsey
Ls— ~s5—

1s9nbal §d] | H Nwsued|

GS — ]

uoljeoluayNe [ennw Aq aeyspuey ysijqels]

S

1senbai g4 | H Hwsuet)

90IASP 04309

0¢ )\mmosov Lmtmmu Le )\@zs_gssoo %_m%zomv 0€

€S < 55—

LS —

901ABp 9SS 0}
1senbai ) | H Huwisued |

Q0IASP [0/JU09

]
OREaIUNLALO) %Eé@ 0 F)\m SOIASP JU31[9 v




7121

[043U00 UOIIEOIUNWIWOY

90IASp Juswageuew

g

8014

Aemazen

90IASp
Jonieg

80IASP |0J3U0D
UOIEOIUNWILIOY

0¢

L€

L

}IOMIBN

901A8p JUBI|D

oL—
| |
99IA8p 90IAp
uonesunwwon| uonesiunwwo)
f

qartl ViLL

LoL—
ST1L/1SS

S MN

l/'

()
o
—




8/21

6Ol

801N JUBI|D
Ol A
9nH
GLl
Jojum vEL doyum |
Y Jiopeay [ piea O] EES —~ Y Jiopeay [ pJed 9]
ows
I - lger— 4 ovi— — n spug |SELT 4 ovL T
soed SLLY .
A Rowsw 1.1 o L A _ Kowsw
velL v eeq > faowspy [T Y ~ ere(
vgl gL —
LU DY Lil My |
NdN NVS NdIN VS
— A — — A —
bl Bcl gél | gel
Y NV i NVH
Ajddns
471 L1zL— 221 _m_;sa e3pLg LZL zzL—
MN Jg]jou0n J8]j0J3u0
~— A ozL— oLL— — A ozL —
el 8%1A8p UOIFEOIUNWIWIOY ael 801ASP UO}EOIUNWIWOY
griL— aH viLL—
bLL 80IA8P [0.13U0D UOIEDIUNWWOY
LoL— Y

MN YoMISN



9/21

9]B3S UOI3EDIUNWWOD-UON

LLLS—

OLLS

9]e)S U0IJediunwwoo-uou
03 SuIyoMS Jonaysu]

8pOoW UONEOIUNWLIO [eULION

60LS "

80LS~_

3pOoW UO[EDIUNWWOD
[euniou 03 SUIYOUMS JoNKsU]

[oLs—

>

901LS " |«

(49A49s JusweFeuBW B0IABD)
991A8p Jusluageurw
[043U02 uoKEdIUNWWOY

G—

colLs

wa|qo.d Suryesipul
uornjew.ojul AjijoN

€o0LSs

yoLS~— S3A

LPa3o9elep wse|qo.id

0L Ol4

83€1S UOIJeoIuNwWo9-UoN (spow uoljeJedo 3si] ajYM)
T apou UoreoIuNWWIod [BULION
20LS— loLsS— <
99IASp 90IASp
co_umo_::EEoo vcoomm co_umo_c:EEoo um.__u_
arLL— ViLL
90IASp 043U00 UOIEOIUNWWIOY)

LoL—



10/ 21

|0.13U0D UO}EDIUNWIWOY

991ASp JuUsWageuew

L OI14d

801A8p JUBID

oL—

90IABp
UOIEIUNWWOY

arL—

20IAap
UOIeoIUNWIWIOY)

oL~

.10t

Remayen

Yol
99IA9p 99IA3P [0.4u00
JonIeg uoIeoIUNWUIY)|

0¢

L€

L

YomieN

STL/1SS

> MN




1121

Network NW
101"~ A
Communication control device (communication _cl:qln'glrcél; system)
Communication device
_—120 Y lg’ 2
Controller
122 121 Bridge
RAM y
123 Y /1/3 S
MPU
SAM s Hub
124
116 A
> Data 134
memory \
Power
supply __140 ¥ ,L35 Bridge
. | Reader/
IC card < writer \
—117
111D
Memory — :
I/F Communication device 132
B 120 Y —
A118 Controller
Y~ .
122 121
Memory — Bridge
card RAM T
123 Y 133
> SAM MPU P Hub
124
Data \ 134
memory Y
A
140 \> 135 Bridge
| Reader/
IC card = writer T
Y 10

F | G 12 Client device




12121

apow ysno.yi-ssed

LlELS—

apow ysnoJyj-ssed
0} SuUIyoIMS JonJ3su]

3pOW UOI}EDIUNWLIO0D [BULION

ogLs—

62LS 82LS—
L21LS—
9pOoW UoI1eIunwwod
[eW4ou 03 SUIYOYMS JoNSU]
921S "~ < \}
YA RS

(4oAdss Juswiaseurw 301ASp)
901A8p Jussgeuew
[043U0D UOIFROIUNWILLOY

2e—

wo|qo.d Surzeoipu
uoneuLiojul AJjoN

y2LS~— S3IA
7 Ppaj0e38p Wwaqoid
SYARS)

€l Ol

apou y3noay-sseq (spow uoieJado 3si| SHYM)
v SpOW UOIeOIUNWWOD [BULION
22ZLs AR <
90IA9p 90IA8p
UOI3BOIUNWILIOD PU0ddg UOoI}eoIUNLILLIOD 38114
arcr— oLLL—
901A8p [03U0D UOIBIIUNWWOY

oL~



137121

90IASp JuUsWIaFeuew
[043U0D UOREDIUNWIWOY

¥l Old

80IASP JUBID

oL—

J9]|0.13u02
uoinquAsiq

azirz— |

99IA3p 99IA8p
UuoeoIUNWWOY UOIJEOIUNWWOY)

uoneslu

0IASp

NWIWoY)

oLLz— apLe— |

J9]|043u00
uonnquasiq

viLLg—

velLe—

L0z

ST1L/1SS

Remajer)

g
991A8p 391Ap |03U0D
JLYVEIN UOHEOIINWWOY)
0z

1€

YHOM}BN




14121

Network NW
A
201

Communication control device
(distribution device system) 212 A~——| Distribution

controller L/F 254

A
252 Y 251 _ vy 253
Memory [~ Controller [~ Hub

A A A

211A
Communication device 232 211B 211G
Yy & N 2 y <L
Controller ,
222 221 Bridge
RAM T
/_/223 Y ?—/33
SAM MPU | Hub Communication Communication
— 224 device device
Data \
memory 7 ?_53 4
240 § 35| Bridge
| Reader/
IC card |~ writer A \ A
Power Memory 252 251 Y Y )
supply I/F Memory || Controller <= Hub
¥y, 218 S b3
Memory Distribution LF | _254
card controller
Y 10
F | G 1 5 Client device




19721

91 OI4

$OIABP UOIJEOIUNWILLIOD OM})
Ul UOI3EOIUNWWIOD 83nqLsIq

L02S—

$991A8P UOIFROIUNWIWOD 994y}
Ul UoIFeolunwwod anguiasid

991A9p UOIeOIUNWIWOD SUo
Aq UOIFROIUNWIWIOY 93ND8XT

802S—

7ON[EA PjoySa.y)} puodas Uel) sse| peoT

7aN[eA pjoysaay} 1Sl Uey) ssaf peoT

90IA8p 9413ua Ul peo| 3uIssa00.d JOHUO

€0¢s

4

an[eA ploysaJy} puooes
pue anjeA pjoysaiyi 381 398

S3A

Zpadinboe uonnguisip
J0J uonjewiojul 3uipeS




F

| G. 17

16/ 21
300
—5 / NW 31
Communication coptrol e - Communication
management device <> Network ~< control device
(device management server)
A A
301 Y — 2
Communication control device
320 332 Server device
Controller
3822 321 Bridge [—
RAM
§ 333
323
SAM MPU Dig Hub
__324 ,}/ 334
Data
emory Bridee |
¥ 317 y 385
Memory Reader/ ~316
I/F writer Power
§ 318 y 340 supply
Memory IC card
card
2 10
Client device




17121

c . Communication control
ommunication management device
control device (device management server)
| S301

Store analysis information of
communication amount
[ 5302

Transmit analysis information of
communication amount

S303

-
-

__S304

Determine execution time of
self-diagnosis based on analysis
information of communication amount

| S305

Transmit active/nonactive
check query at execution time

S306

A

S307

Y

S308
Self-analysis necessary?

NO

YES

Transmit request to
execute self-diagnosis

S308

Execute self-diagnosis
_—S313 s
» S314
Notify non—execution of self-diagnosis
S315

> ,—S316

Store result of self-diagnosis

-
-

Abnormality?
YES $318

Output alert

-l
-

FIG. 18



18 /21

- Communication control
Comtmulnéca’qon management device
controt device (device management server)

S321
Store analysis information of
communication amount

| ~__S322
Determine scheduled execution time of

_self-diagnosis based on analysis
information of communication amount

S323

Y

Self-diagnosis
executable at scheduled
execution time?

YES __S325

Execute self-diagnosis

S326

Y

> S327

Notify non-execution of self-diagnosis

S328

-
>

__S329

Store result of self-diagnosis

YES ,S331

Output alert

-l
Y

FIG. 19



Communication
control device

[ ~—_S401

Store analysis information of
communication amount

| S402

Transmit analysis information of
communication amount

19121

Communication control
« management device

evice management serverD

S403

-
v o

S404

Store analysis information
communication amount

of

|

S405

Create log collection schedule
based on analysis information of

communication amount of each device

S406

Notify transmission time of log information

- —S407

5408

Store transmission time of log information

| S409

Transmit log information

at transmission time

S410

Store log information

FI1G.20




Communication
control device

S421

Store analysis information of
communication amount

| S422

Select candidate for transmission time
_of log information based on analysis
information of communication amount

| 5423

Notify candidate for transmission
time of log information

20/21

Communication control
management device
(device management server)

_—S424

-
V o

_—a

—S428

S425

Store candidate for transmission
time of log information

| —8426

Create log collection schedule based
on candidate for transmission time
from each device

| S427

Notify transmission time of log information

—S429

Store transmission time of log information

| _—8430

Transmit log information
at transmission time

S431

-
>

S432

Store log information

FIG. 21



21121

Communication Communication control
trol devi management device
control gevice (device management server)

—S441

Store analysis information of
communication amount

> sS442

Determine scheduled transmission time
of log information based on analysis
information of communication amount

[ 5443

Estimate congestion degree of
network at scheduled transmission
time of log information

S444
Log information transmittable?
S445

Transmit log information

S446

Y

S447

Store log information

FIG. 22



