; e3e-dy-nnotr Xdrvx6yTdy 1 DEVI CE AND METHOD FOR DATA ENCRYPTION ' FIELD OF

| NVENTI ON T G ah AN relates generally to cryptography, andTqu 2003
pa[ticularq mﬂwﬂﬁ@mﬂwm and nethods 5 for data encryption and decrygyFon
controlled key. BACKGROUND OF THE I NVENTION I n the nodern

" "electronic" agéstfay-to-day commercial, official, and personal
transactions are 10 increasingly being conduct ed by nmeans of data exchanged

over public tel econmuni c%m%%wgggglﬁrHoDS% Itﬂéxvl{ﬁédfﬁfcﬁdxﬁrfgb} en stored in

i nsecure storage. The data exc over |"'econmuni cati on channel s
or stored in insecure storage is susceptible to unauthorized access by
others, 15 and confidentiality and privacy cannot be guaranteed. Data
encryption is one solution in prevepkiAdofNaiBREreRd access of data when
in storage or transported over puplic tel ecommunication channels.

Encryption is a formof cHib¥it ati BWHHOR r anddhdeh pl A0Sl Wt o &9 20
uni ntel i gi bl e eahesdeagdhy Peaid for@phgt L881ARYEI 66 dONDEEAtdreh mefthods
encryption i hat_recpvers the Lainteé; fron1§he unin%el%igiqhz ciphert%xt.
In practice dat¥ i€ AL, 88% PERF¥PLIRReRPFRP 01 EF pPherd eXCEF an
encrypter beforkeyeing 25 transported over a public channel or committed to

storage. Upon reception or retrieval of the data, a decrypter nust decrypt

the ci phertext back to plaintext to obtain the original data. In a
secret-key cryptographical scHHaRGROBEL OFf THE KNVENTIXNed to pass

i nf or mati on about ~how t her@naidt odersdl “HleRAR31i2 Perigal, Medatheo-day
encryption to an authorized dgf{%gégr so that the latter can construct an
ec

inverse to eff &PPVRHG Per f of r3PEi oRSTERNRhe GTARBFRASAADSOt REF
uﬁaut hori 26d deietgydayingly hbdingheokdycwelll bii ntkdrts Sofli 8htaulekchingetl

i mpossible to deeryplie. LAMRhGKh; PIKENLEORALI Y, L SECIELheY 1
cryptographi c system Yhere s an established conputational sequence o
steps or al goriaftrer gtagest it iosesndedetoypgeon. The skdraetexcdhypnged over

cryptographi c syem | e VeLshhin f8st 9589 cWhhiels or stored in insecure
storage is susceptible to unauthorized access by others,
15 and confidentiality and privacy cannot be guaranteed.
Data encryption is one solution in preventing
unauthorized access of data when in storage or transported
over public telecommunication channels. Encryption is a
form of computation that transforms a plaintext.into an
20 unintelligible ciphertext. Decryption 1is the inverse
computation of encryption that recovers the plaintext from
the unintelligible ciphertext.
In practice, data 1is first encrypted from
plaintext into ciphertext by an encrypter before being
25 transported over a public channel or committed to storage.
Upon reception or retrieval of the data, a decrypter must
decrypt the ciphertext back to plaintext to obtain the
original data.
In a secret-key cryptographical scheme, a secret

30 key 1s used to pass information about how the encrypter
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10 the assunption that the algorithmis publicly known. The only thing that
needs to be kept secret is the secret key which is shared only b@tWwe#i t208
sender and an authorized receiver. Typically the key provides a
.user-selected value 15 which is taken together with the plaintext as inputs
to the algorithmto effect encryption and decryption. Usually, the
algerithm nodifies the plaintext by addingZhe key value to it by sone
nodul o arithnmetic. In practice, the secret key is prlvately 20 conmuni cat ed
fromthe sendePEIMEDUERBr iCACFYREASIN, €O t AP0 RGHF NOTEEaT eIRPAARERT B
this way, the autéftorwcedlaeeerveancmneftfﬁwterud yigkesr yPt cbhe reephektayt
usi ng the publicl fknomq:aé i thm.in conju ctl n mnth the |d of t@%er
secret key. On B Gt'her l'h eco’?ﬂ’etr]s ‘not 8} ?ght he ét ﬁey and
short of any otmauuiiqm'eareét td@(ckysacthaerme wit\ﬁ:hbuhavcehet okeyy \eullt Helngbsgitbl e
keys in the key;spag Y, e yi 1 gible
decrypti onej V\hensﬂﬁl&key s%arecgplls’ﬁxge)% S(ralgjrrie‘% &Pedé%hl‘gt eaéaéhc@{})p}tlél%ﬁé)u stem
is said to have high encr@@l\r@tmakﬂn&nsiny aarﬁleWt%td@?XyﬁWQﬁOgtap iics

said to be comuyatdwnalderd rlfse%% @s%ab&:.%‘?x@u'&:%hkﬂﬂﬁltlbﬁﬁli 'séquence of
conput ati onal |y "i nf easi bl e Lt cannot gr acti cal aécorrp i'shed in

01 ~1~~ 208 3 F&ERHnIbI ea]a%ﬁh"chr&f formesn rﬁ%‘ah%nofa“rdea Sﬁ’a%PEfL@%ourc@s
For exanpl e, orseednﬁujﬂeayycewm@mramé aeygsémvﬁslabhelmpnﬁuﬁwneaywbeh

consi dere nregson jJm | a SR8 | 1. t nput.er
t hat costgéij)ne E}lun %24 ﬁq r{iad:os‘ﬁ r?aoi)fl% cc‘})r%sgjg‘ere ¢ r%gé)g"%abl tep?1
exanpl e of a seu¥ls qt@qusmaémn@es t@nélet keptpsgcrer er ﬁb}m sehoes, ktetsre
Cl(a' ntext is flvmtcrpq(te@t{tat&@ot?tt@ﬁraétmetensttwen@eaa@rl ank' aRShAEABEibed

phert ext 10by bei ng added nodulo™2 to a secret key. The secret keyis a
string of randdif4f%%%s long as the plaintext, andis only used one tine.

Thijs schglrre can be prOVe?Pm&t@.\&%thfeGRbyS@%@Mes @Jhsalﬁscgeneefctelaﬁvalue
undesira I ement of _one of secr. r_.eac it o ai nt ext .
Thel5need 1&’0 % v i taken BBQSELFBn&lgi‘ ttﬁ’é Hndthat® gh‘é?/ ‘68nnot
be reused nake tiHee smlh_mmtttmmrandn ceffea:nt heenonyptxiormf ander deagepdada.
transacti ons. Atd 3, hae/fee bgego@g og&@er #ﬁﬁe‘{ﬁ{@‘%{} rg&‘grggdaggunt

of random key RS ‘a pseudo ran genera or.
generator is tygHecdayyredivedd Byt P mmmq taﬁrletémsetterc The

pseudo-r andomsequence geqe{ atg%iadtslc?é’rm'tﬁ{@' Vs &let & ml@@ﬁ' bysthgrivately
initial value can beused as a

valueinitiaglly in the shif egi ster.

Koy, ther 2B DG Kk §rbSr SFOREY 5 AR P URhOR BTEH arFoRGveT
sequence of I‘Etlhd@ﬁgl‘bleiSsebbw%Vﬁha@m&-ltl rremadhcisyptaggraﬁImCaebeenBed
enpl oyi ng pseudo-randongener at rs a t| b al nt ex
attacks,i.e., whe aeprgr%ﬁnor?%ofg lh%e‘tgﬁ’p F 5%8 cf‘gcgrlrl‘\g)scgonam Ehe
pl ai ntext are mmMLCS@CIltmwrscdnb@esllttlamelbeennounsrcdeneduttrbl pmﬁ/l@bed of

asecret-key cr 0 a%q_}g te
apong thes)e scﬁgltr?eg"rl S ]&%,S f{gﬁ% t/(%éc}geét aa(nﬁar d&"ﬁw% %S?r?épr%prm gat ed by

the United5 oth&usegees 4k®t’at<9e‘§i Nahestial o Burasnt et etran@aplaer Fedaekl

| nf or mat i onPr ogeeeneg Qtiandaxd e EbP@:yPehltl eatal BsHleéerQenmleﬁz Qkypice
t hen, DES has been establ i shed as a stag g Eilcengr gtlon th b1
According to DEB2CEhENENENY ol Cai@Sdetr OBEI Bhlar 8ipLifornbarelligible

bl ock- by- bl ock deeayipthloock behagbdhsi keyl epgceTlis abgoranmaim essent i athy
consi sts of six L3t of a serie f e e y
addition, and %ﬁgggkﬁﬁeglsu tI%LﬂIOﬂS oﬁ%fatf%ngg%%% dh blogikyﬁflﬁﬁ
each 64- bBO bl 6ok enFhé y56aick k@@lodgccyvtednthpéughta $ﬁ|f§at@g|§@erb@o
generate S'Xte%Bmﬁh%%%L%%blH@e ALians. Wil e DES has been officially
adopted as astandard in the ast eca enerally felt that thetine
has cone for it to be re@lacé@mﬁytéthéﬂﬁllonéﬁgd155Fand%?@@utﬁel@%%ébh is
Chat the 56-bi i nlfaw sTaY g it 0aShfdnod tp RQKUEESL 2 e Ya SRHSL Pfhed 1n a
approxi mately 101' possi bl e keys. In view of nodern high-speed and

mul ti - processor conputers, an exhaustive research of the keyspace (i.e
trying out every possible key to see if it20will yield an intelligible
decryption) of this size isbecom ng conputationally feasible. Another

di sadvantagei s that the underlying design principle, such as thechoice of
the various pernutation and substitutiontransfornmations and the nunber of
iterations required, is25not clearly enunciated. There have been
controver si esabout the possibility of a trapdoor being built into
thesystem Thus, it cannot be a truly public encryptionsystemif a user
cannot easily and accurately evaluate theactual security of the system

A so, the user has no30systematic way to nodify the al gorithm or
transfornatlonsto nake the systentnDre secure or to |ncrease theencryptlon
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an exponential increase in conputing overheads. This is because DES,
simlar to other short-key schenes, relies on the principle of 3
conputationally intense algorithns to achi eve encryption. The Qéheﬂghémp
key is used many tines S but under different conditions to encrypt a much
| onger pl aintext. Another schene is the RSA (Rivest, Shamr, and Adl eman)
Publ i c-Key system This relies on the pringiple of conputationally conpl ex
al gorithnms to achieve 10 encryption. The schene has a user pick two very
large prinme nureessnaprlef erabdenta fefv handeedbgh gintesinsachof t orgesenabéea
D oy 95! MosRo RGPk A daery BhORuAYSa FRSEXPDRODNLScReE Lo Tod
as exponent|at|on under ‘a modul oA I'c control he encrypt|on

The 1.5 encr ypgived ledl ec anc e wieeie pmbchonrQQﬂRﬂﬂﬁﬁ eneRyPRSopakh @es

intended for tRer4sen, tagtm'gsau e&5811 f &fi{ge&u&é&%o@l@@raél@t tBEtkéé!sl:JhUS
t he encrypt ed nessages can onl e rea %Ot e user I n pOSSESSI on

decryption SkeyOlrthe HHABEEPAabl BrishioRe | RLIBES t nE@ecuPPty %?n%h§e§9§tem
20 i s based onyhheadsmadflevery | arge prlne nunbers that are not easy to
obtain. Al so, the systen1can be- - eas defeateg kf a_quick wa éy

factorize the product of o T ?@ﬁik&?)lﬁesﬁﬁﬁﬁ FRPY §YSESTerk Thﬂ%e
there is still tanwee@dtd"ororanierrmm\mdléiﬁe,dattwe enbaymptexon sysfanst CBIEETS
AND SUMMARY CF sHelo WNKENR-DNlit :s%ran [ 8hal €52 0ENEEAmAB] 66! c Aindhext

present invention to prOV| and devi ce
encrypt i oA%andbyedejsg @ é‘FPd}bl%cﬁ U eFedFIm IR heT%o%%Clﬁ%tht]F@ﬁed

di sadvant ages. jkt & %c&mr@blﬁctr&tdsnh%M§S@§t1drwemI@metmapm&/é;d@ aaxl‘i@t hod

and device for .data_encr ion an 2003 ecr
the underlylnglﬁrPH&préé%apée Fé&?lyuﬁ&é?s?ﬁﬁﬁﬁﬁlgaﬁng % Hﬁﬁghﬁﬂﬁllc

W t hout conpr oplesifegitt sm@myl t outl alkbi hawayhet‘lmd@ssselnlel m@mirement
provi desa trul y publ i ner i on..s yst.e t.hat he est
bPURd &Y IR YL PR SR e 81 SPLIENEHDAS e

standard. It is &nSffers jec ent= 3 Fventi on rovi
and devi c&5f or ngada ﬁezmrtylpel bayabddectypthernashiohgape éiklter @essagecan@. |t

|5 another ob] cgl ehelheapretenl rBuSRH ARcbolRer ouhdeoafstiiadi cad device

for data encry t|on anddecryption in thelr encryption intensity is
user - sel ect abl Ehet cratgat Fﬁ@@r@bﬁé@tdéﬁatﬁ§aﬁﬁé§éﬁppﬁventlon to provide

a nmet hod and deV| ce for gatakPRRCM4td qsb@mdm&iagryspt o@hetdl o agenstapde to
i npl enent and haye Iom1co utlng over he . Thes g §dd|t|onal obj e #s are
acconpl i shed bg EndrPhI g BOUREr Ol ek% +hy B¥orfy P TR r e

of such nappi ngsne‘fbeomappl nghepqrsaettﬂbmﬁﬁmnal glea)eta\n/bmchlhastnwally

parti 1 oned bl ogka byl gek, FashLaglk Shise Meolseuser el seiable.aumbgach

pl . sai nt ext bl ock 1'S "equi 0 an I renal ona pl al vector X

mappi ng, speci siequewea g@@ter@‘tasﬂsers Smﬂmi{%:lﬂlé’naiﬂﬁ%lgmdarhx drhe \rmlp%et he

pl ai ntext vect@pi%ih219nil th5eh MBOSQNad ¢ & ph%feexhlws&ooayue%n be
associ ated i nversemappi hg al so exists for |nverse mp

ci phertextvect BF¢§ Back £ t Heh$r elrh3ebdoWidist 6r Sﬁ‘al*hg‘*@gﬁér% pFendigie and

f&rm of the nappi @M dratdear epagt @d@eﬁi@ﬁa%ﬂadeaﬁabﬁ\rcb\Mttshou{owever,

conprom sing the se cur|t¥ of t eSOnEtho %gdeV|ce The nggg{ggs ha e the
n

feature that itSrepéftor %ﬁ%%b?%&?s MR poHaRT iR cta't O%ﬁthe
bl ock size andgeherpange @freeemisqmtpmd@ par drkateem -Adeorrdiend: 't caujreeﬂaeslpect

of the inventigng the Ol JUL nggion of the ciphertext and 1its

corresponding plaintext are known.

30 Other schemes hé&e been considered to provide a
secret-key cryptographic system employing shorter key
strings. Notable among these schemes 1s the "Data

Encryption Standard," (DES), promulgated by the United



bl ock size and the range of each mappi ng paraneter are al so kept ?eggﬁt @ﬁP
only shared secretly between users by neans of a secret key. ThJL, ez
not privy to the secret key are frustrated in a usual cipher-attack nethod
5 of exhaustively trying out every mapping in the repertoire. This is
because they are confronted with a conputationally infeasible task of
exhaustive research anong a repertoire of 4ndeterm nable size. According to
anot her aspect of the invention, 10 the block size N, and the range of each

nmappi ng par ametertaseNaRepnpd RuprageofeStandeadsuf fadesna] nfage tiPues

of them are sepbgstedsifgPEREHAgra (LPBET ObES] DAY N@h aNPT edet efdn ey 7 ze
which is considered to %

e extrenely large, the block size N and.th ange
can be est abl i 3hR@S1618R aDEF AAGSs %cﬁ%%ﬁaté{]‘pﬁmq?és & RaRgard puebflc
ci pher-attack afnergptlibncenhenst edavicblrdangorpuDaEs, ondld \endrygasidi eardisk

of exhaustive research anong a repertoi,r f .extr | ar ize, lLn th
preferred nbo%‘ia ?,El?ﬂea p%‘iaﬁgg eﬁ?nb%cqfﬁ%yT%f%&'Yce-“gcer}ksbxlcoakz el_r.lgeand
the associ at ed64 nleitse dappi-ng Mhexcalgguitive 'esEentimtidyve ognzistad 9k are
respectively N gdioeosi pr@laPlahdtexty QBQi%bpgﬁré\l%n%eFﬁ?é&rp%Mﬁm,' ng

to the tth block; A and A-1 are respectively Nx ppi ng and associ at ed

i nverse mappi ngEYat3i Vs onind and | prafefi Befendtotiad t ety ns
vector 30 corraaprgdity-bhotke within erch A4-did bloeRnstThetSs -t reppi ng
paranmeters,that _are part qf the secret key. Essentiall t he NxN . i ng
metrix A BT nbE ERELRGpATHY iIhc8, SPH EhaditRTT X CO 07eRBEa5603 B et Bhent s
are all owed t ovabugsoffer aheamngeratiohen t herepertoire of mappings has a

bze given by pernuting @&H@t réﬁ‘sf CHEIBM o | Zpg PN Th%ﬁoé@ggn as a

S
exponenti al function and the repertoire size beconme enornous

for5noder ate vafardasd N dHie Llagtodesadepl éf 6 gRBennble1DOlt tihat the
repertoire hase pn@BRRENGREPUR i 0 ob LHR1Gdd1 ddw Psef &7 hed, enhediqra . a

second component zt i s_added to nmake up each ciphertexi vector in_order

t oenhancel? he SERRAFEY- of OPFe TSAFORe Furthifdy . Ehghi 0 TRABFFECIRYe PE&sFRT al I y
agai nst a knowsh@t@i nt ext phicakiceands hkepotgpidcal oful asedimdtyebf 107
statistic att --black sizes..In i n i .econd
conmponenti s aaéés(se% of‘?:ir(l%%ﬁﬂfvec or’ WHI ccl’*lf v%?‘?%gnfggh]ﬁﬁ Q%E&t %Efio%:r{gﬁtlsln

anot her i npl ereveeessr Chapssersd conpenkauststsaresearicheart f bhet iksy or a
m xture of nonglifeay;funct 'tggaﬁg RS 0~ alamyection, The REESERt ;¢

i mpl ement ati on 'does not have tTheSane weaknéss as convent]onal nethods that
encrypt el ai vkt ¥ipildg Ay bedehiieikle i AgceyrpsendoofaridvrRontABers to
it. This is besauseiddeconsseat iBRAPIPIrbakespbaceahBNedi BRRSEYRA aRACE,
each pseudo-random nunber 1sin neral not added directly to ﬁ si ngl %[EO

pl ai nt ext char act efP&§ i FPehe! Ht%ngPS t88e R 1 oSEGRVERT i a
ci phertext chatazies, &fit thea baBeauscopbrmataetbn, ; adbof spbaititextion
characters. T [ -r nber. in
tg: s schene i rsEar vﬁ%%%%ﬂgngg%@ng%%e rr%rl% (t:}g"ﬁ'%b%er;:o éaqﬁ:c?%-sd %gl%glrsm§%?’gltq:rc% ) _qs

po! ynoni @Y NPT:qt oblear &re dnvgeritadimd .asp@beref hawe pbesenconsveneirsn es

i s30t he provi dduoftie NBOPE NY; { L epeyerk wWagp&bari beiahzeuk Ngenaral tard
specific mappin roperty in particul ar areuser-selectable by neans of a
secret key. wi m ¢ heﬁ&‘rset kby CagnRér Pare CIlorR'eR: #f t Rngryption

conput ati onal Iggstdi i £) aUuke2003nfot easily and accurately evaluate the
actual security of the system. Also, the user has no

30 systematic way to modify the algorithm or transformations

to make the system more secure or to lincrease the

encryption intensity. In any case, 1t appears that the

encryption intensity cannot be increased without incurring



i nfeasi bl e task of attenpting an exhaustive research in the indeterm nable
repertoire of mapp~.ngs. Another inportant aspect of the preseftl ijiyefidpn
is that the conputing overheads increase only as 5 the square of the bl ock
size, whereas the encryption intensity increases exponentially. Thus, it is
possi bl e to achieve extrenely high encryption intensity with little

conputi ng overheads. In contrast, the conpufing overheads of conventi onal

encryption systens tend to jncrease 10 exponentially as encryption . |
intensity is i nGleRRMPNEFH R} SIRARAIRE HArF IR PO BT ReANP- pr OB &mis-
Addi tional obj e@letauds2ADBES sand 1adveant sgesr Fhdhe- KEe Seiienidiy e feil @@ sWoh|

be understood fr mthe.;loll vm'ngk descrié)tion olfC t he referreld er%ne ts,
whi ch 15 descri ption®shotth~6e Take™eh %‘b’nﬁ’% W o™ TR St e e 5‘hy ﬂg
dr awi ngs. 0 ~atli e2E0@nteyRRILER .DESORI FAhON I THERYDRAWUNES fRgy times

Il Tustratesgsschepmtigaddy %igﬁé‘?éxg«i é?fx&ﬂig% ERC RN SY Shedh aPBhg@?b' €
to the present invention; I g. rTlTustrates the conputing over heads
versus encrypti ®aimteédity for a conventional encryption system Fig. 2B

illustrates the corrrl)gt iF_ng P@tﬁﬂ{tﬁa@cﬂéﬁ’de%ﬁshaf%YMAomiﬁégﬂﬁiSuarflﬂf%tbﬁd
present | nventi ; I Q. j strates the_encr Lon Intensity.of .the
present inventi %%Wagﬁ”ﬁé%‘ Y578t i gﬁlﬁu\ﬁgﬁ'i]ﬁﬁ 8F FHE Préb’ﬁ?h@tfe
paraneters suchods bkembusaréoNaddg rat@ep Déx eactlgmppilng nmatbi X atkiene L,
Fig. 4is functional .bl ock di agr f 5 LYRLiQn Vi C Lng
to a pref e?roed g#ﬁgﬁ%%n‘of ?h% S?g‘]seg‘ﬁt tt}g%’vélt'lg%%r E:‘;LS'Q §qq|%s \g&f}ﬁng%%g%al
bl ock di agram ofprtilve desnygrs orpvefexable car dewg huadx esr etiarited eadodi hent

of the present Iy 5 8B8i 200k Gi sGARi1BYS dG IR SaR@! HUE Al ONSH O
ssible selections of basis plaintext vector_elenénts for, a block of size

N=9: and Fig. 6BSYS-ustFRfRPHIRN ad RETIRMRA AF FEROMTGIA R FBHNENGPT 2
sel ecting a nunpeidudlo ehdetEnmscico@oarol. Bp Bheclendgsas: idrenkey's arehe

arr anged iQSa Sé%gr@% %bn égy~é%n2 élgade public for anyone to encrypt
messages intended for the user, but is useless in deriving
the decryption key. Thus, the encrypted messages can only
be read by the user in possession of the decryption key.
The undesirable feature is that the security of the system
20 is based on the use of very large prime numbers that are
not easy to obtain. Also, the system can be-..easily
defeated if a quick way to factorize the product of two
large prime number is discovered.
Thus, there 1is still a need for an improved

(- 25 data encryption system.

OBJECTS AND SUMMARY OF THE INVENTION
It 1s therefore a general object of the present
invention to provide an improved method and device for
data encryption and decryption which do not suffer from
30 the above-mentioned disadvantages.
It 1s an object of the present invention to

provide a method and device for data encryption and



11 DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTSFig. 1 illustrates
schematically a general secret-key encryption system applicable gg tjfyg 2003
presentinvention. Plaintext x 10 is being encrypted into5ci phertext y 20 by
means of an encryption device orprocess 30. A user-selectable secret key k
40 i s used byan encrypter to control the encryption 30. The secret keyk is
shared privately with a decrypter who in t@rn uses itto control a
decryption device or process 50 forlOdecrypting the recejived ciphertext y
back to pl ai nt 8RETXPEIEN ﬁﬁowgéﬁL 5 EeBPdGFRYH gpPéé%ﬁ%Plﬁ%e%¥?oﬁlearlY
is_the, pr OYi si Qf\d@ﬁ:_saalﬂiﬂ[albil@?ahﬁa@mméﬁfnfaﬂe paberat ivﬂghaﬁep@cﬁrﬁ@fdilﬁj.girlxg
mappi ngs. Its size_i eneral _and speci fi in operty. in particuylar
are user-selec%%ﬁlgegy %ngansl%gggugégﬂét%%%5Brﬁ%Fﬁ%u$nYﬁét%%%r%¥°&%§?s

ot her s ar econf rottred ywiptuh ld cc amputvattiiomal dys ianf dadsithlgan dwk eftrlbbhphedg an
exhaust i vegr esgar ghgi-R naR Jdgndet er m nabl erepertoire of mappi ngs. The nmappi ng
maps or encrypts plaintext i.nto20cjphertext. Each mapping is specifyabl e by
a set of mappi ng par amet el WA @RCFReERRIRFRIQY thecPreePBEL 1NYBNE1IGE] £O| s

derivabl e fronptbeigecret keyhdd Thador asentel NEeNt ik shasneagprpbal Ndegt
streanpartitioned blgck-b -bl ock into plaintext vectors. The25bl ock size is
al so user - sel eGESHYREVPR PRECO@FE: oK 9“F$%h§eﬁpﬁgk size is N, then the

mappi ng maps an LV-di nenditonal apbahat exdhj ectadfr tihet praseatr espendiog to
N- di nensi gpral gl ex T mapRj V, fe
their30reggrto?%goﬁgé_aésﬁggh?%%tgggbegggggﬁ t é?b%%%ﬁ s?éggggagﬁﬁ d%n?he
range of each HAappvR§ipar dvetvdricln theircanssyption dasiensdtvevid wier-
encryption intgaskbyabyadjusting these paraneters. |If each nmapping

ramet er has ~ ~JU 2003 .12 a range given by L, then as wll be shown
later, the repertoire ofIﬁapﬁangeﬁas@9$%hﬁ¥gﬁ&ﬁﬁ?qk'EN&NFhﬁt1QF%§?n§he
key space growsnexpetenti abl ypwotrhddl. Hormexhao®l eandf dewiddO,fdt = S&td hen

{ K} -- "8 which is abaqut,ten . tines 5 J|arger_than t .of DES is
expanded g = §?Cfﬁgk§fnkéfqné%ﬁfﬁﬁﬁlQ%n@hﬁ%gnérFhgﬁmgggaﬁghéggﬁe$%F€L
exhaustive resaafichavei Lbwhavmpubingyoverhe@dé .keys, even he or she has

know edge of N. In the pli‘gg\%l[a[ %?ﬂ%ﬁi@éﬂ o"ﬂ_j%laﬂsLa?[gea@é KEPhe S 85 €

the attacker is confronte termnabl e [arge key space.
Anot her i nport @AReE3pEBE of? t HEEPFeRcable nvBaRPP BRI | SAPABE efcr Y ton

intensity _Canl pe é%%é@kby c{)ﬂ? éaéhea%%&tr@s}éer ymieghn%@'?lg ;Nbba%lt:eeﬁ?&ti ng
cor r espongj ng L co i ng. over heads.” I n contrast, e caqnputin
overheadsggf c%%@éﬁFFﬁﬁgpﬂéﬁgrpﬁ?iBﬁe%y%?ﬁ%kt{%ﬁl i%}??hékﬁéh} onéﬂ??ally
as encryption bhbteksidizd s NpcrigasaderTbetetsabbel haindrasathstmid o eft an
\P problem Fig) 2 iUl ustiates the comyling ouaidiedds, 20 Herslseceor
encryption intensrty for conventiona encrypticon System H g 28
illustrates the.cofhningPoveeheascibisds bancr yperorfi msmisisat dagrahle
present 'nVe”tmgﬁpiﬁ?CBHEaﬁbEEQE,OEaerthﬂopﬁhQH&%§t'bb%%b&akﬁ%cihﬁit$he
caomputi ng_overheads for the conventional systemincreases 25 exponentially,
wlereas that of1PRRShPRALNCIPRFERENEN iGFHases | BYaPSERRLEERLY 1NHRLSS s

because ]Ehehcom@plbl ping_ avesch eawss ©d Ebe Areseide | MMEHLn@NthBCldasR meithe
square of the block_ siz ereas,.the encryption iptensity [pcreases
exponent i al 1y, V30ERF oY PATT LR Hiss RIBLALREY pUPROFnstnsi TS0 SirFal
present inventpooin¢hpieasndgfasmanfexpenenbpangbunat ittue ofeptehre ora@piazg
paranmeters such.,a ock.,si.ze i.dr - pi i X el nt
e rel ati oo Mg BpiFEe Sl "ol ah SR6G EREDLEERELE Kety 8P
correspont® t onethleod axed virinl @aich Tingp piapg Lrasr havel ehenifed turg |tdwed itté have

one of two valHgSer€ofre hls 8Ndizd" chhtlQQ GOr l63RRRAS ik G GA%H Wien
each mapping matrix elenent is allowed to 5 vary over a range with one

I o]
hundred possi btevRlee%, s&2g. ang Epegnapge-a8 eRCROMAPPLRANPHEABBEACt hat it
is possible for the presgstoraygft ton dn@ acdpeame €Kt traehyvBhghoancryat i on
intensity with little increases 1 n conputing overheads.




10ENCRYPTI ON AND DECRYPTI ON METHODThe preferred nethod of the present
i nventionincludes the follow ng steps: Step |I. Select Block Size g\llz‘}agg 2003
pl ai ntext bl ock corresponds to an N-15di neni onal plaintext vector. éh
N-di meni onal plaintextvector is encryptable to an N-di neni onal
ci phertextvector. ThusPlaintext x = xi =] xlI, x2, . . . , XN ]G phertext y
=y, [yl ~YX~ ~-~YN] (1)20i =1, 2, . . . , N--The original
plaintext is gﬁgal }I<y i.n the formacharacter stream This character

ah

representatio b&¢GHVEMEdEEd H2RGFeAc 2 Tne™BPPAREnSagRMgter are
pr edefi nedcharatserkepdesdabdte. anthendy shamddysesratdycodede&nsenerivyeal

representatio ener al , z oo N S j rr ond
topt he sane o%%?n%hgﬁeféemsaélfls’e?nkeﬁé pIr_ra]i'nrll%(éx?gﬁgggc'?go?s??ég%yg§nea?eg. An
initial block $R¢REEakevnpFeof rest Kappd nih carkiyea b sadpher sHifgdle nefchod

initial 300sderépg eknbh@thheak el @rpmig. dhe | kivd®) bhaskpegnuiai t amean
be specified as part of an encryptiaon-infornmation to be passed fram one
user to anot he?elgﬁrﬁ%éﬁg' Emssm?d%@q%%m% QEBr EPMEEONERA LD Ry,

t he ot her usercempupetionalipe iidfeisSibls epabR IFAr erhgast beeplddgdsedh back
toits original_order after _it_has beea %gcryﬁtgg fromthe ciphertext. S
bl HRReTEIRIAR

Step I1. Generd"¥appf RYSFEP*FERC I €45%3¢%(2) by the user
specifying a set of napphoagopdiageter ssnokheat ,aspectwhefe thei sirevdrabiain f or

the”hbi[&‘:ké’ﬁvﬁf&&&’ 19 AVl Sadd eﬁt\% # G b s |ty
matrix r au a~2 .o aj\I}a%i naz ..t%?é;z g%rb: a;tagg,: ~p9p1|}128\|d% 15 ~ .
aNi aNz - . apeedingtjbej kepg sgcret.  oncy gwffigigntlyy|lprge [vadues
.., zN]c _. 4#8) them é@@oadléeebar_wn%%@@&et!aatr@@@r@&wnavihgr ent
flor ns dependi rnl%ﬁog enmbodi rrants. As wil |l be descr.i eded n rmbe detail l.ater,
in one embodi NEREIfteFBIea3d&M VIR f‘ﬁatcox?asﬁ% otk- BY- 5EHEM S
exanpl e, 25 (zl&rgeb, tRétblotk EhkewNenadRthe xahges canpdeudestadideahed
function t [ n ector, eqg.. b 02, . ... )| c,
is an inifélal %%I%eg%%&%?}?né%anorﬁ%‘%? %‘%%%laﬁ:rrerﬂt)r{%s ),3.? r?af larﬁliiseéb getjt éa%%
nonl i near _ fuamcei eildf sgnfronted with a computationally infeasible
task of exhaustive research among a repertoire of extreme
large size.
In the preferred embodiment, the mapping is in
20 the form:
Y: = A X + Z, -
and the associated inverse mapping is
X = A-l[ Y: - z;]/
where
(_' 25 x. and y,. are respectively N-dimensional plaintext and
ciphertext vectors corresponding to the tth block;
A and A' are respectively NxN mapping and associated
inverse mapping matrices; and
Z. 1s an N-dimensional second component vector
39 30 corresponding to the tth block.
A, and z, constitute the mapping parameters that
are part of the secret key. Essentially, the NxN mapping

matrix A defines the mapping space. If each matrix



~1 1J UL 2a03 is Step IIl. Share a secret key privately between users for

passing encryption informati on fromone user to another for decrgplt iﬂﬁ' IE&;
exanple, k = [ Block size ; Mpping parnmeters, 5 Random function 2
specifications ; initial block pernutation, ... ] - [ N; A; z~, ... ;

: ] (& 1In general the secret key k allows a set of encryption or
decryption paraneters to be derived for 10° control | | ng the encryption and

decryption res | y....Ihe, k S K } includes the set of all
possi bl e keys %ﬁ%ég%e Sé:-r%ereaa lg%ieb%/)ag%li’ﬁggsicb\feer val d&8 95t [é'acﬁgﬁﬁy the
paranet ers w t¥F¢PeTEQL¥angé. mEppirganbie, ai fieachineppbrg peatuitdngl erddnt

has a range Whdk £ ROSS] &héntval Uas,. sughwas 15pfld -;40,1, 2’exp'on|e'n:l:}i_aq_| e E
{L} Then, given N, the seé/ of possible keys residing 1n a key space is

gi ven by: { k JUBRCEIRN NG §hogrepeniqire &ivg facanfe anaraiis gygs @1 or
tth bl -ocks Fr omdepat ¢ oOvalZesxtofs B hod Y. - ZFdr ) ekaBplEhe iimveLse appppi ng
paraneters: A, , are derivable fromthe secret. key in uation (6).
In particul ar ,Ll"f]h(z(5 2stt;l%vlé?%%rl-rr%1p]b? ﬂbaﬁnsﬁl (TSPREAT | ROR} 3 ‘EPb‘i/Fiq]n@ert i ng
the mapping matrix A Then neppimge er sl remoddintentd t fa iskicegelr cprpbheas.
Thus, all the i 30 RlRic @6 R 3eBLAH AR RATRULAL LANS Q' 6485580k ¢o

i nverse mapping is preferably quantities to avoi d truncati on appl ﬁg
paraneters as SBINGR the Fecyiienh Pl ithegschemsd MMxther he Tlpher iext

has been 10 effective especially against a known-plaintext attack and
the potential vulnerability of statistic attack on small
(~7 block sizes. 1In one implementation, the second component
is a pseudo-random vector which varies from block to
block. 1In another implementation, the second component is
15 a non-linear function or a mixture of non-linear function

and a pseudo-random vector.
The present implementation does not have the
same weakness as conventional methods that encrypt a
plaintext string by adding a string of pseudo-random
20 numbers to it. This is because the present mapping takes
place in N-dimensional space, each pseudo-random number is
in general not added directly to a single plaintext
character as in the conventional case in order to convert
it to a ciphertext character, but to a linear combination
(J 25 of plaintext characters. The problem of analyzing by
others the pseudo-random number in this scheme is what is
known mathematically as a non-deterministic polynomial

(NP) problem.

One important aspect of the present invention is
30 the provision of a mapping framework wherein its size in
general and specific mapping property in particular are
user-selectable by means of a secret key. Without the

secret key, others are confronted with a computationally



~ '~ JCL ~~i.~3 16 decrypted back to plaintext, the plaintext in nunerical
_representation can be decoded back to the original plaintext in ghﬁ ﬁﬂ%ua
representation by neans of the sane character code table used in't

decryption. S In the preferred enbodi nent, the second vector conponent zt
IS non-zero. It is added to nmake up each ci phertext vector in order to
further enhance security, especially againgt a known-pl aintext attack and
the potential vulnerability of statistic attack on small block 10 sizes. In
one preferred inpeeathiat itesk tdfe aetempt vest oan eshposenvei semearch in

pseudo-random yget ohabBRatmyabbes LegErbhbock 69 RhpgkngEor the tth block, by
Equation (2), each ci phertext vector elenment is given by 15 yl = allxt +

al zxz + , . ., ai nxN #ngtRer t important= a3pRPCE gz &he presentaanN

+ bzR ( t, cz inZeftYdh=1iaN it "tkﬁi“béﬂnpht,lng overheaﬂéxbhd'r&&@e(o &N ) (
9 ) The segcret

ey has ara ters - 10 )

The decryp |ont]iE @? rkl’l(:’§)k %hlﬂepl é‘fl}ﬁré?rs c%ebéer}%"é’ ‘érﬂ by
25 xt = A1 ( i{ntensmty lmcaea’sleer epzpehehltedlllypl emanisat iien,isa wpeeible
conputation is t oy a
ci phor text i tRORC e by i e BE B AR B AR Y
i nstance, the @@@@hﬁlegr@m@a@@ (iln) t:0h§rpséf. ethbl‘-‘yomu.mq ®vemheddear
runction or a <9§eué|8n{réﬂé%h£!!ncéh9f‘{ ﬁo@ef%&eﬁaé‘e Cderd e xti acd L4
eI emsnts ﬁre gener allgir%u ua ~%~ + 01 JUl 2003

2, €xponen }?e?ﬁoﬂn Q’P‘él?%rl%"e%%’c?iﬁgl% IRt dipsethis
of ba5| spl ai nt eXt arcotherehentbbstagpog efcaAnplri ptehlemectorxs E{ X1} S-=
S1, Sz, . . . , SH5such t } .
(rN HlL < M <_ | ~Define t%‘ggc}:gp ?%e%PJ%ﬁESrngfesgugeFuﬁE‘fi grclw(‘)afntasqes \?f
ai sxr + Zt( 12theithrehenpr opevenptibat 1601d ) be wuederstoo¥S fragks thers(

13 )and zs is V, (b
) wben i . vio LPORER BRbE: i B SRS B aeﬁér“saezﬁ%":‘?s a
non- | i neaks f urdeseriPeign, Ghiowdd .- be | t&k@n16l§1Fr@<PﬁlEéfE@ﬂ@"h WDIXS the vs -
bsR(t, cs )I/@é&g@g&@gg&lgga&y}asand Equati on (15) 25xr G 1(zr/br)(Yr -
arsJCs ) /br |- Ys - bsR ( t, CS))are/ass)/br 1For
exanple~1 = 930s =1, S, 8then| -1, 2) ..., 9r =2, 3, 4 6, 7, 9 ey
JUL 2003 18 and the key is



k = [ ~1=9; sl=1, sz=5, s,=8 ; all, ass, aes ; azl, azs, aze, a3l, a3s,

a3g, . . ., a98 ; 5bl, bz, . . ., b9cl) cs, ce; . . . | (OA7JYLTR003
encrypt the tth block, from Equation (13) Y1 = allXl1 + bl1R ( t i C1 ) 10 ys
= assxs + bsR(t , cs ) Ye = ae8X8 + b8R ( t, ce ) from Equation(14)Yz
=azl X1 +azsxs + azexe + bzG (xz) Y~ =amXl +a~sxs + aaexe + b3G ( x~ )15y4
=a4l1x1 +adsxs + a48x8 + b4G ( x4 )Y6 a61xﬂl# a65XS + a68X8 + b6G (X6)Yy,
=a~| x| +a~sxs + a,exe + b, G & é a95XxS + gﬁﬁ + h9G (X9) To
Decrypt thett hbl ock, 20 fronPE4E tPBﬁF fTFHQ 855?§Epp {8%f vector

el enentsare easily Obtaln@d@lel—ClYlqufaéeb gbheiata&aXEY LaYSgehéfhl t
~ cs) | /assXe - - | ce) [ aee25 from atl (14 Equati o

(15), the non-bggFggla%%ng % °%|8H§%F§ar %%' %92 }faz?5ﬁ§§pt
a2sxs + azeXe) jinveRtien;G if (Y~- (a~|x| + a~b5:cs + a~exe) ) /b~1x4 -~ 1
~ (Yg- (a4lxl + a455 + a4 0 9 1ol 1x1
+ab5x5 +a68xe ) ) /b6 ]x, %Q’) 11?&{&#&3 Q&é ié‘% “E; }: %‘yfrhéa

(Y9( a91x1 +a95¥§r$&§8?BCFYPtF@@ }&ﬁénﬁﬁéw1Eﬁﬁaﬁl@ﬁmﬂﬁﬁngPi ?ncrY%R+%©
the cubicroot okykkamg in this way the plaintext yXZ, . .., X9 ] can
ber ecovered qU|ckIymnthou aV|ng t o] vertan Nx N r|x 10 ENCRYPTI

DECRYPTI ON DEVICE Fig. 4 Rett ot Mtk &P%gr SAPBECERE enET ‘?"i‘ ?1
devi ce accordi ngetsua pme&epma@neabm@msamy ﬁbrthheppessehtlnm&nhmann The
encryption;gdevi ce 30 essent:i.all for
15 rece|V|%g i nput plalntgéﬁa gys?%$§§% %ﬁadﬂéﬂéﬁ: ofggglﬂ%gg arac f
code tabl e 260, thed Pressudr t venriomn bmq@aszsm BRe sﬁrbra@@mtﬁs& sed

to store, amongfhBesohhidi¥She M Agnlgapéﬁ@@@ﬁ@uéar aSOHICRIK Isngzéh@ 20
dhcryptlon Exanpl es of such controlling paraneters are N, A fit

descri bed aboveaBfl £&ngRke o SéEhsf“E‘QPle gatpaxNeNeREPsi #g matrix, and zt
is a vector that forns thglgecmdlgora)oa@ﬂbt%nanebqb@rkeraﬁ@ramcbcﬁr e

Th h f | |
2~y ) hboe. bSTERRERCR APV B CCOROTh & o B Hit & | ST 0f

val ue vector fothenpuesentoiavpseéadarandom generator. The processor 240

i ncludes several functiong; ngcQsare Ebﬁ&éiéﬁéfdhﬁicﬁyngié QE

such as a 30 pl ai ntext pre-processor an encryption processor
bl ock counter 2@scrxpﬁséad@ewaﬁ@omcg@ﬁérlagortozw pr@f@’-’d—”ﬂé’e;ﬁ"ﬁ?%%&r %9.

the present invention; and
20 Fig. 6A 1lists the wvarious permutations or
possible selections of basis plaintext vector elements for
a block of size N=9; and
Fig. 6B 1illustrates the actual permutation
configurations of selecting a number of elements from a

( - 25 block whose elements are arranged in a 3x3 image.



zn operation, a secret key k is First processed 01 JUL 2003 20 by the key
processor 249 to obtain the controllingparaneters such as N, A, i}s . C

whj ch are then stored instorage 220. Preferably, the key process adllo 2003
checkswhet her or not the input key is valid against a stored set5of key
validation rules. If the input key is found to beinvalid, a nessage is
communi cat ed out of the device tonotify tHhe user as to what the problemis.
I n onei npl enentation, the secret key k conprises a concatenationof the
control ling par arrm&mstmmd uﬂxep.l{ey.‘mmowsm Mmmsmnmmsoef ore
they are stored in stor i npl e t.i 0 t he secret ey k
conpri ses areduced i nput g‘nﬁgﬁ EF &%t SF HP? aﬁ&V t fe 60T a

of control | i ng sEarratetlays. eﬁheykEyoprm@eﬁsmw 2491 atsbl servestias arkspnt
generator wh dhharhangs, e et adHERde TuI18°l d ARG, Wbl SBL SO ineo

control ling paraneters that are eventual | stored In stora
exanpl e, i aK@hapase o 228siby desanad, Oft hénke9n¢—§Y}2‘5601b| t@‘fllftﬁtgoénd

can be mapped gdpsrdyLdat er m e ke 1RRRIHIG QR ch&efulkl 49t soficeat b9l |1 ng
paranmeters. Once the c ntrglllnﬂ g aneters20are 'néP t hey can. be
ptP (e

accessed by t K& FRGEEESSHT >20°P pFBf RSEYR R h sgcret key
characterstreanusnshamng pheveheﬂyp@toh aladeceyPer svinufirecednbyslkes it
plai ntext inpy téﬁ%fzég%] r L0 A)ef@é 1 Precepsed %‘t h§r8!:é‘é£'t eé& for

pr e- processor e pl ai ntex e- processor ses out ei nput
pl ai nt extl%haﬂ@&@iptﬂﬂ%ﬁh%lr@&@mm@he@ﬂ:%ﬁtzé’ hiaﬁkaéeopéléht‘}éeﬁ:t PF t he

bl ock size par arreter Er g ioirdean?. agPeeeeofrmt@rﬁ@s@dtoanvtemlehatat ext
qge processoral s erforps an |n|t|a bl ock_ pernut ati n reponse
t

30par anet or £he tgﬁevseb?agefm MADERESACHATHRI { ABFe FRRFLALIAG fo
convert each ghperticdird rdﬂ)n@pwrﬂgrsl catt\sabmeeucih bbﬂéra&Chnw SpkciBic
equi valent to afPlalntext veEtorx he character code tq_ eégﬁ¥ﬁ)pt|§nally
be | ocat ed PiS 2B53P5E guﬂgtdBaFﬁéCEAEpr?t%n‘fﬂﬁﬁ(ﬁ?
counter 247 keepsist odck sécwhtckepl ockithdei rherseressedteyThosherheateh
bl ock produceg.Jepl fidyf ey ¢¥ecsorg %&\%@&téﬂé& e&%f\é%fstdt%ét th$Kt hER
input into theencrypt|on processor orrespon
C|phertextvec?@ﬁ?WPQ%?me@u@e@au$ﬁéW@[ﬁﬁﬁ%%ﬁﬁhvéétdv‘y%nﬂébﬁF@Fﬁéélﬁy

operating an M@ﬁéﬁ@dﬂﬁ@tﬁﬂmmdﬁprﬁ@@ .addi ng asecond conmponent z~ to it . The
matri x A and the second ngonent are obtai nabl e frontstorg%e 220. lE t he
Se

preferred enbodi nent, DRALBADSRET PE LRERERNT 2 PHG 105 dmehEEQhi ch
vari es bRaock- by.ph'mxtA ps@a&dxhr;aaplpimgeri&r aspecRﬁ_éabla4byprmwms aeries

f d t h bl ock 15 dent

o Pocuse g NGS! hPan BB boUn RN PLaCkncGATTIRELL SRR lRRIATER O
pseudo- r andomitedtsodenivad lsefires lthet lsiesnedy keye kci phert ext vectors are
conput edby t he encrypth@mpbqggg Qr1ﬁ$§n§ngnaﬁﬁgu?%BhogiQPEtEk@”@@%@

encryption device 30 via the Clp ertext g I's a

f ncti onal bIQ@%tdléﬁﬂﬁﬂ(ﬁ Qe Qﬁﬂ?%&ﬁkcﬁP@@vPéélaééﬁFdWﬁﬁfpﬁsa prERerred
odi mens of bilbekpeesent si AVEHtE S8k - Tdes Geds Vot ion iRy iseerd@ key25 sfm | ar

|n structure %ﬁ thg en%rygtlon devi ce 2 an essentlall ﬁerforns t

i nverse oper aft'§ns 6P &AEr ybti oir d Faggﬁﬂﬁy §P8 cfPhe text

i nput buffer 8aGehsnonedei plagntaptt we¢ﬁmwtemﬁx>aastooagesﬁaﬁdlagprNeessor

340, a charache&eggq%ngﬁbkq %%Qteigdv%c%%rC|phertext out put buffer 380. The

storage 320 is use 8 ot'er "t hings, controlling paraneters

for con~rolling the decfyyst i mppExt@mpl davef duth crrtwie i nghdar arReeFs are

0 1 ~UL 3903 %%plelrté’lr%t HY<L)a - size WHED §E§e58§ SAMR @S dikadlk forancgyption

and are al so derivable fromthe 1 nput secre However, 1 n the decryption

devi ce, the nﬂﬁﬂnln@ﬁattﬁex YRNGE fdt assdd mARREdg quna“t%feefconp‘ht‘aﬁ”bnca“

i nst ead5a der géeectnver SQQSERRRIANG 1M1 X fF 1 difc HgRd.oihe HOsessof 36@
i ncl udes sever functlogsmhlch are |IIustQ$ted as functional bl ocks, such

as aC|phertengBF§ PREcERBERR BATAML gl ydth 67 Shy BERELBP BABAYChEHC

counter 345, a pseudo-random generator 347, and alOkey processor 349. These
functional bl ocks arecounterparts to that of the encryption device 30.

| naddi tion, the processor 340 al so includes an inverseprocessor 344. The

i nverse processor 344 conputes the'inverse mapping matrix A 1 given the
mappi ng matri x A 151 n operation, a secret key k is first processedby the
key processor 349 simlar to the encryption device30. The controlling
paranmeters such as N, A zt(b,c),...are derived and then stored in storage
320. Once thecontrolling paraneters are in place, they can be accessed20by
t he processor 340.1nput ciphertext in the formof a stream oftransforned
nunerical string entering the decryptiondevice 50 is buffered by the
C|phertext i nput buffer 320<.,before being processed by the ciphertext

L e e~ AA



The ci phertext pre-processor 341 parses out the input ciphertext stream

bl ock- by-bl ock of size N in accordance with the bl ock size par t?}’u frzm
storage 320. In this wa y, each block is equivalent to a ciphertex %0
vector y. The bl ock counter 347 keeps track of which block is being
processed. Thus, the tth bl ock produces the ciphertext vector y-~. ~ ~ JUu
2003 23 The ciphertext vector yt is then Egput into thedecryption processor
343 where a correspondi ng pl ai ntextvector "Xt is conputed. The pl ai ntext
vector xt is optai by first,subtracijing.the seco nent, zt. from yt
bef or e5operat i %géﬁﬁggw\?%@epgeq’ﬁapgﬁég r‘?tast S’i’%(le];\ BQO;S?-II% T‘rq‘gélt%%er st%e
mappi Ng mat ri xcAParzpHre hef seeppingdnpadfent s bzeobi vemapy eL'¥Y om st brage 320.

The second conpeagedy isifenty cRls apbhdhtiR1ihewePA Y P! i kly dadngf 30-4l;n the
preferred enbodi nent, the secondlOconpaonent a random zi n% comnponent

i
whi ch varies b¥oekiYe ¥ otk ARReddd r}ari’d&r?llgé‘méfcfi’t&s RECUE &gp times
[ den:ji cal ts(; thb&rd;@rtﬂe?lzen@matptéﬁr%m.vi CEf gﬂ,ispreedﬂa(ﬂﬁ‘éh bld ft% &ameﬁetrﬂees (of
pseudo-randomyect ors,&hatwas used tq r.andom zeeac .ock in e .
encryption devt cg ?Ofol15l n The GRASYEIRG 1! &ti% R pIra ﬁpe?f(&‘ﬁé@&rﬂeer gone
an initial bl ockserrelut awibh, hate Hectypt puhplolBskeys348vehsbeperf ehes an
i nverse bl ock i QA on t i a rOnce
L MG 0848 &L£SP! Zﬁ'} 'ﬁ&?fsraézo%tﬁeco.efﬂg}dy 3 ¥, a9 2300 1

the plaintext vector xt_ 1S decrypt nmeans of a
character code@¥@b?ESB60eBE nPraretot RBE atbackart he enBLYpRLEA WaGhcén The

char act er godef @ e FRINDSL OPL A PR k¥y | §52¢€d outside the decryptiondevice
50. The coded nunerical val u}?s in.the plaintextvector are decoded back to
5 %{F

their original characterSROERFE t hitE: afe AIRFTal Plai ikt Pesent
ecover edand iimvdrenimut patt am diengaciromtiinrendd\Hyc e a0 priag tikadilgheet ext
out put buffer ' 4 and pegtd wely il ] ystrat.e. t hepreferr

har dwar e enbodlﬁ'?rtglﬁ{ésgg? 'an@cgtgncrsi/‘:“g)lstii;onq‘dl ice léaﬁ)& Oa %égrhfgl'?l one%SS?gQQMi ch
are part of thorrssperfiphlyshsobmeonomt ing Eivgrheadme pEiesennticasént i on

al socont gl atgse &yl WRIE 23R L WaESh Y fHa If HdMIRTRIM 504 ckhs
various functions perf,ortrrrF\;,gcr:IObglp_?(tﬁtlgl 0 ~ c§nUL 20103 a24 encryption gg\t/:i ce 30

R
and the decrypt§th RN eRP PRSI 1% RS SREE¥RSICE 385 eRFd t¥46Scan
be assuned by ifersdssdprocasser ok aageoreal mapidsyatide sifor agesN220,
320 and buffer erthlo 300 can be assuned by the various S types of storage
in the corrputé)r. “Bftware can reside in one of the storages of the
conmputer for controllingide eacrypiliuenrahdsdeche ptdomputpergat bgrgheads
accordan Wi lescr. he : NDROM! - mati c
sel ecti o%%of ?r%o%gl]%aﬁfoa : rr%t er slﬁge}esgigzs)ilebteo above, Eﬁ%ﬁ%&%ﬁ%ﬁﬁgﬁi res
theusers to sev&fier mapPiag fibmidlnspertesr ethahesaedtingn pyeckpréssed
by means of a a8ei\8f ey piithid riqmé}?siK:%y_f.%rs‘Etl'xeopr@%%ﬂ'tng.nﬂéh@f%herSAcan
be derived. Thel5repertoire of~hmaR£| ngs_is essentially generated
byper mut i ng tt?@“lﬂae‘%esrﬁ%n ofPf hEhRXNEWRppf HH TR r ind WbstHiahSTei £hd&si GRSt ed
range. As poi ricetbuoiiincalomerhdadiy eear tthier @oheendishae thatemniptaetkee
becones tre I e. even for nodera al ues of N and _L.20ln the.
preferre errbro%gilﬁrl?en?ﬁr alaglylt'enfsi"thle(:rev‘\a/asy %E‘%ﬁpl%@e(ﬁleo gé:faesgelgrti zénYﬁggﬁ%Bpi ngs
into various gmmpsEaRssdadaati ttmeycadaly be Thasi lig bdestiiagutbhedompdt ing
identified.In | v5h QMR I 1,C e selget LQnsagong
the categori zé)ta;anrglppl ns s&éq%k%éz%%S%glgeg%gfeﬁ@égxgég%tg%?%i,?ét hegségr et gll:<)ey
need to be ch&fgedben Bleghl asipasi svheyedsd &hset epFrKeyd cneednbenassY gned
to agroup of peeplesEre sghaimndismtig create categories of nappi ngsby
Ber nut i n%Ot he bl ock or plaintext elements. This is30simlar to the
sel ectionff a subset off ¥hsid PhHiFAEIY S DrertBRmM CAnbRGERRECHI Af nt ext
vect or descri hhé i prdmaspeediowsiiidi | oind Fgd £iven~. &4 | oan abexgondheiaser
random y 01 f‘]ulrJ1Lct2j.0003 OZFt'S gﬁl ects a subseta o] lgasi scpll %isntb Xt vector
el ements. In theSiivl &3 ERBoUrRBARY PREAPSHETRI 1Y Cln-Sel B ¥ PH&T ntext
vect or el emrentgdarenge afo eaethomabp ihki sawayx edehecktphert®xé vetébion
el ement results froma |inear



S conmbination of only the selected basis plaintext vector elenents. In

ot her words, the ciphertext vectors are essentially napped to alestJ‘ltsQﬁ(I‘i
spanned by the sel ected basis plaintext vector elenments. In ggn I re
are 2N ways of permuting N 10 el ements when each el enent can take on one of
two val ues. By the binom al theorem the 2N selections may be grouped ( as
the sumof all possible pernmutations of Mbasis vector elenments anong N
elenents ~r ~C(NN.~ ~ N M ( NM ! ag Fig. & lists the various

pernut ati ons dorlXywossabliesselfedt | |auns @h‘lomm s Ipl2aiqumsaspoecioreel ehent s
for a block of. ﬁﬂ ed.c apLo S
therefore 29 = é%ﬂg@ ea%?r\t' trates ihe %g&ﬁ pgsr nﬁfibvlg%% tbORavE
confi gurati ONENGT %fel@t'ﬁl‘f@l‘éﬁfﬁun%éi of "@f emedt 811 ronlal 90 BpBERSRABYE

el ements are &g @s'fh@e@as'enwﬁéﬁeéacleﬁ%ﬂ)ﬁ{ﬁgtn(htf:}jgbtel%ritoﬁ.st albelkamoi n a
3x3 image.. The configurations ar eﬁ?lrranggd i.n |ncr eask % er of Mand
8 r 48

bearing confi J&rat P mEEErSer upgred PesAft BfiS#0¢ - Hot
shown, corresponras 99 cirhe- 4% itwi 3l0 . 25Icagsanwber eern bhatsitveitoposbébiat is
se ecOed) Forg gxanpl.e, in l

configuration I?5(4IEB\A,h| %‘Eégéél fgmt,g?‘glgntﬁ%bgdsﬁ@%;,leg?n g)%tﬁ% &t olr—llFs X -
(x~, 0, x" 0, exEryptipn : mt@qutylmthelu&,@rl@ Haar eas amdier scamahgnghat

t he secret-keyjerHdadde, 30 changed periodically, they can easily pick ou~ a
01 ~U~ 20@@B 26 predeterm ned sequence of the configurations by thepresent
schenme to provide a correspondi ng sequence ofsecret keys.ln yet another
embodi menmo, amwmm mappi ng parameters can

eacconpl i shed by the intial ock nti onede rILer

Zener al, the plaintext &‘&et o?ree%ee%% n&‘?‘g r% rg;l p&?\f% n ”?Vﬁ%gégsarl |y

correspond t o inicd uskerse tcblede?rdlﬂ@v\alr@’fsrttems N the pI ai ntext character stream

cone in. 10For ggx :yr@be, rg@ehcsqrorcqcs%q% tp the 7th character and xzto the
in | ock ]T

1st character aracter stream There are N factorial (N)
ways of stuffing N el enE®ch i madngext TRAOCK t caFYBEBERISer kAt aBRonNtan be

opti onal hgsel @GR kna1he1uSet exitd v'eb%o%pecEﬁbﬁaﬂl—dﬂméﬂﬁéﬁ@@rﬁl@ﬂﬂééﬁt0 t he
secret key. The different orderi n?&can begenerﬁ gﬂ;’&ﬁ éing o t the E)I ock

el enents ont o Y$&E3us dénf PIGEAPILBRL oF i nBBes erte
prescri bedor derecaad thmmUrseadl ng them of f according to anot her prescri bed
order. For exanple, or a l@xock 5| ze N:9 n§20| mage i s a 3x3 matrix. The
bl ock el enent s[ x|, x™ xef1x gy can be™ssigned to the
matri x i nthe order Cfllp(blmritaxtt to rlygh=t yand {op, t (yzbottom vadi fferent (1)
pernmutathgn [x" x" xI, xe, x5, xz, x3, x6, x9 ] |s obtal neg]by readi ng the
el ements off the matrix from bottom to t op25and 1'eft’ t'o right. In general,
different permufRE oRf¥igieatt aPhednbeXtar Lot | BRYALAYt hali nge uEeEand t he

nmanner i nwhi ckhbfteceleenitiear e |'@hﬂsOdha@aété@a(ile@ﬁ'e%fefntfartqmnt heinrage.
whil e the enbodi rrenltts of the variou spects of 30 the present é%gentﬁg]
| ed

tCat have beefCRESEFEHed %r 8 t”f’ﬁé“epr r24Ci Myl ettt Pong RHose-EkF
iv the art wi chawadéest amokdé hatbVari at Tha théseamdmy; ‘a sarée codesi bim.

I'I'her ef orgg thﬁu}n@f‘i@ailor}eb%e%%hitgtﬁgnt.0 protection within
In general, x,, X,, ..., Xy do not necessarily
correspond to the same order the elements in the plaintext
character stream come in. An initial block permutation
prior to mapping can be used to shuffle the initial
30 ordering of the block elements. The 1initial block
permutaiton can be specified as part of an encryption

-information to be passed from one user to another by means



0 1 JUL 2003 27 the full scope of the appended clains. 01 JUL 2003 28 IT
. IS CLAIMED: 1. A cryptographical systemfor users to encrypt plajntext 'ato
ci phertext and decrypt the ciphertext back to the plaintext, c rﬂ‘é‘i-n%du S
a secret key shared between the users; neans for deriving a set of

user-sel ectabl e encryption paraneters fromsaid secret key, each of said
user-sel ectabl e encryption paraneters havih§ a range of val ues; 10 neans
responsive to said set of user-selectable encryption paraneters for
generating a n&bPpi RGCanifRFeE r 6¥rt oi K8 tHEreoMaVer ThepPhgepl diFRexcaint o

ci phertext; megwr fom deid VimgeBsSeit &b €eCryREaRgRarRRELSASnEERM BakH
secret key; an 15tmeans r.esponsi.ve tg sai d ﬁgé ﬁaf deg{ tion %rametgrs
for generating an’i ﬁvé’F&@W&ﬁpPﬁSe&sé EPht BY NET P ;?ltr?éio PN hiPEr se
mappi ng the ci phahextedttack to the plaintext; and wherein: said repertoire
of mappi ngs having a size 20 dependent on the range of values of each of
sa~, d usersel ectabl e encryption paraneters, whereby others not privy to
sai d secret® keyt#@Re Ionf R v thRRP ICEhpiAmtiE8hd 49ck nf easi bl e task of
exhaustive research anong,a-r gpgcrctpifg ~ of mappings of indeterm nablg)
size. 25 2. A }%p ographical systemas in 1, further co risi]?ﬁg: means
responsi ve to I USi®Fe SPECATHEBE RoFehaPt i TR R RIHATRERTR ods Zer

bl ock- by- bl ock .int avhdmd nt ext bl ocks or vectors each having a size
gfg?;f;gg f/gcfg'rdi ﬁ?colﬁgso%k RS PAAGIS b B S Ve RS MaPPINg MapS 2

10 A is in general an invertible NxN mapping matrix

( r 1
| ay Ay ... Ay |
| ay az ... ag |

A=ay;= | . . . (3)
15 [ . . o
| an @ .- aw |
L 4

i, =1, 2, ..., N
and
20 ze= (2} = [ 2y, 23, ..., Zy )¢ - (4)

is a second vector component that c¢an assume
different forms depending on embodiments. As will be
described in more detail later, in one embodiment it is a
( random vector that varies block-by-block. For example,
25 (z,).= b, R(t, c,) (5)
where
R(t, c¢,) 1s a pseudo-random function at ¢

b, is a constant vector, e.g.,

b = (b, by, ... , by]
30 c, 1s an initial value of R.
In another embodiment, (z,), may also be a nonlinear

function_ of x,.



Q1 ~U- 2003 29 correspondi ng ci phertext vector; and said set of

user-sel ect abl e encryption paraneters include said block size paQatelir .2083
A czyptographical systemas in 2, wherein: 5 said set of user-selectable
encryption paraneters include a mapping matrix; said mapping is such that
each ciphertext vector is a vector sumthat includes a first vector sum
conponent formed by a product of said mapphgg matrix and the 10
correspondi ng plaintext vector; said set of decryption paranmeters include
an inverse mappsegpMBIL(X assoshateda W édr &aikbyTanpivg: d Bt IHetwetil (Sird

i nverse mappi ngg| sua{:shsirpat e%Ch[fEl'a' nt ext. 15 )éect or .is a product of said
i nverse mappi ng- Mt 1% SHe a FESTHERD veeESF B d80c eG5BT t A€ ¢t ¥s p&fi ng
ci phertext vectamophensfohedeerypricgum eReepexdmpléeéts first vector sum

component. 4. A cryptographical gysten gsei n Ma 1H5t3§ﬁn%pegg,rrpri si ng:
means for ?peneratl ng a set of pseudo-random vectors, one for every bl ock;

and wherei ® the vector sum i nRrRdeB AUS6E4R8 \ARIDHE GAE IHponediftdidded
by a pseudo-random vector fronpsaid s&€imeda®iolseudo-randomvectors. S. A
cryptographi cal systemas in ~,_ wherein: said sets of yser-selectable
encryption and decryption par St er sh ek incl-udés ‘par aneters for (6)
generating said set of psemdgenamddmttect se8ret key k allows a set of

encryption or decryption parameters to be derived for
10 controlling the encryption and decryption respectively.
The key space { k } includes the set of all possible keys
( that are generated by all possible values of each key
parameters within its range. For example, if each mapping
matrix element has a range with L possible values, such as
15 {L} = {0,1,2,...,L-1)}
a,, & (L}
Then, given N, the set of possible keys residing in a key
'space is given by:
{ k )} = L (7)

20 Step IV. Generate the inverse mapping for tth bleck
From Equation (2)

Xe = A (y, - 2z, ) (8)

The inverse mapping parameters: A™Y, z.,, ... are derivable

( from the secret key in Equation (6). In particular, the
25 inverse mapping matrix A! 1s derived by inverting the

mapping matrix A.

The mapping or inverse mapping 1is preferably

9 carried out with integer quantities to avoid truncation
problems. Thus, all the mapping parameters as well as the

30 plaintext representation are given 1in 1integers and

computations are exact. After the tiphertext has been



01 JUL 2003 30 6. A cryptographical systemas in claim1, further
conprising: a secret key generator for generating said secret keyp4r@am i3
input with a predefined I ength. 57. A cryptographical systemfor "users
toencrypt plaintext into ciphertext and decrypt theci phertext back to the

- plaintext, conprising:a set of encryption paranmeters and a set ofdecryption
paraneters for respectively controlling thé&Oencryption and decryption;a
secret key shared between users; neans for deriving, a user-sel ectabl e
portion ofsaid ee‘fr%?tpe‘ﬁcpﬁﬁ i 6F Qs fiEn BLP 4N EBYF ef Pk &y EIRTARR L
responsive to ssepresd¢ntodtemer ypin orddpadedmiat S Yark gater atHang o igEipRiIng
anong a repertqiyet f. fo i ng_plaintext i.nto,ciphertext,

sai drepert oi reoé)#alﬁg%%ﬁglsg k%l\ﬁ ngcg-‘éﬂgirfgrgesﬁélﬁ&gﬁpnoﬁysﬁ?gn%e %)fthe csraﬁnﬁi on
par anet er s; neanshfmactier i vodg tabberused ech abhe gectrypniof20sai d set of
decryption paraneters fromsghd SECEEL kaYSABIATRARE, F ERRORSIKAL Q RAldL set
of decryption paraneters for _generating an | nverse mappl ng associated wth
sai d mappi ng f GFONRRARRE Fappfngonneestpherktexishadideds 4o maee pHRi rfaskh .

8. ﬁ d?t at encr Yot dr evd tC@ecf:@dSrmiﬁCl&‘r:caé'rb'Etl‘}kf@PGﬁé’Pt %Hﬁ?ﬁéems%'dtﬂifﬁ&ty,' nto
ci phertext, conprising, ., storage neans for storing a set of encryptjon

par anet er s) 30@5&?%‘:’3%[13& ae‘?‘l‘%r%lii dh dﬁ?%‘t%]ras&ltr?c‘?%diéﬁgtaé: I sihe
par anet er and -potegpi el parlanetaridl ol f s2883sB8iccantaok| omgsmalppibie ok

pl ai nt ext 4ito £i rtext, each of said mapping paraneters having a range
of possibl'e val'ues; plaintext processing means responsive to the block size
parameter for partitioni Nt a®hienpRrefrarateximplehertiabyont odihe t ls@csng

OEt aining a pl ajditerd ¥8mbBheRO IBSPONELRAAHAr&AEBND [ ALIG 0 TBPRE P VERARS

r

ForErTol e |tk AR SREL 4 SRS IR, TRDIL IS

correspondi ng cgdterdiptiemestOrveSodtl dEREADI 1€ dwémdoy@ Si ze dependent on

t he range val ues of each of said mapping parangters, .thereby producing a
repert oi relqj{)f mappi ngs hati ig2a’si Ze2wffat ¥ has: a’ range %fbl\%jltUe&lPand
Y2 = @nX; + @3Xy + 4 ..., @yXy + DR(E, C,)
20 Yy = @uX, + 8pX; + , ..., Xy + bRI{E, ) (9)

The secret key has parameters -

k= [ N; a;; ; b; ;7 ¢; ;7 ... 1 {10)
The decryption is given by Equation (8), and plaintext can
be recovered by

( ) 25 X, = A (y. - zZ, )

In another preferred implementation, a speed
computation is employed to quickly recover the plaintext
from the ciphertext without having to invert the NxN

29 mapping matrix A. In this instance, the second component
30 (z,). is preferably either a non-linear function or a
pseudo-random function. As before, the ciphertext vector

elements are generally given by Equation (2)

Y, = a,x, + z,



15 ci phertext output nmeans fox outputting the ciphertext fromsaid data
-encryption device. 9. A data encryption device as in claimS8, Lﬁrtgﬁi '
conpri sing: key processing neans for deriving a user20 selecta é] tizg%
~of said encryption paraneters_from an input secret key, the user-selectable
portion including the mappi ng paraneters. 10. A data enczyption device as
in-claim9, further conprising: 25 a secr key generator for generating
said secret key froman input with a predefined length. 11. A data
encryption device as in claim8, wherein: saJ]i dc+|s=erl- sej ect abl g;portion of
sai d encryption 30 paraneters includes the bl'ock siZe parameter;: and '~ 1
,~~l L. 2aa3~ Fhesdiethepera bl gefpavised egtinge adepartht SePSeheohl B2R1S| ze
paraneter, theyeinhadusddih @ & BRGSO Ay MR S havd0g dedide that is
user-sel ectabl'e. 12. A data encryption device as in claim8, 5 further
conprising: a character *ofii AgXaehns fof Tohvefeing pl afhtext that is in a
char act er srepreggnttidton tsq 3 rufeki;cplur gptegentat+ an., ¥3, A. data.y
encryption device as in claim8, 10 wherein: the jmapp}ng paranmeters include
a mapping matrix; and said mapping is such that e€ach ciphertext vector is a
vector sum t h&efiimd Udes cidhigmtexteanp isiumasorgpdimt 4 fof net 'Sy a
product of .said nappinqqngtglégamdzghe correspondi ng pl ai ntext vegtoy. 14.
A data encryption device as in claim13,
with the property that
10 (a)' when 1 = s

( Ys = 85Xs + Zg (13)
) and z; is a random value as in Equation (5)
z, = bR(Et, c;)

and
15 (b) when i = r,
Yr = ArXs + Z; (14)
where
z, = bG(x,) (15)
and
20 G(x,) is a non-linear function, e.g.,
Gix,) = x/? - (16)

From Equation (13)
Xs = [ys - bR(t, c; )1/ag
(J, From Equation (14) and Equation (15)
25 X, = G'[z,/b,]
= Gy, = arXs ) /b, ]
= Gy, - ([ ys - bR{E, c5 ))a, /ag )V /b ]

For example

19 N=9
30 s =1, 5, 8
then
I =1, 2, ., 9



further conprising: _. means for generating a set of pseudo-random 20
-vectors, one for every block, and wherein: said vector sumincludes a
second vector sum conponent, said second vector sum conponent bei(hy JUL %ma
~ pseudo-random vector Erom said set of pseudo-random vectors. ~5 15. A dafa
encryption device as in claim14, wherein: the mapping paraneters incude
User - sel ect abl e paraneters Eor generating. said set of pseudo-random

VeCt O S. "~ -" ~l.il_U0D3 33 . 16. A da%g deczyption device for
bIock-by-bIochg§c€g¥tﬁ pof ciphertext froman associated encryption
device into plaintext, nprising: storage neans for storing a set of
decryption S paraneters,ksai tl ¥e¥:of desmiptisanrSpassmeters including a

bl ock size paraneter and inve&gg g&ppgqg;paraneters for controlling inverse
mappi ng of ciphertext into plainteXt, &ach of said inverse mappi ng
paraneters having a range of 30-pdssi Bee Paluéss: ciphert ext @pr dcessi ng
means resppnsive to the bl ockbgsi zg, parapepgr; for partitioning the input

ci phertext bl ock-by- bl ock, therer obtaining a ci phertext vector] (17
correspondi ng to each bl ock; 18 Hverse nMappi ng nmeans responsi ve to]tﬂe

i nverse mappi ng paraneters for generating an inverse nmappi ng anong a
repertoire theﬁf°énc§?+9 tRHYEESK BBPLPkNY mappi ng each ciphertext vector
into a corresponding plair.text vector, said repertoire having a size
dependent on tFeoREgEREECDf (BAth of said inverse mappi ng parameters

t hereby producing a repertoirg of dwense reppiags having...a size that has
a range of val ues; and pl ai nt ext out put gﬁggg for, outputting the plaintext
ff om sai ¢ Yat a decryption deWtcé 2asts17. t ecryption device as in
claim 16, further conprising:ykey appqcesdRt neagls for der!v~::g a

usersel ectabl e portion o~ said decryption parame=ers from an i nput secret
key, the user-selectable portion including 30 the inverse mappi ng

par amet ers. from Equation (14)

Y2 = 831X, + @,5Xg + @¢Xg + DG (X,)

Yy = anX; + 83Xs + 83Xe + D3G(x;)

15 Ve = QX; + 84Xs + @4Xg + b G(x)
! - Ve = 8gX, + @gXs + AgeXg + DG (%)

Y7 = @nX; + 8;6Xg + QgXg + DbyG(X,)

Yo = 81Xy + 89gXg + AggXg + DG (Xs)

To Decrypt the tth block,
20 from Equation (13), the basis plaintext vector elements
. are easily obtained as
x, = [y, - byR(E, ¢,) 1/ay,
Xs = [ ys - bsR(E, Cs5) ]/ass
Xg = [ yg - bgR(t, Cg) 1/ag

29 25 from Equation (14) and Equation (15), the non-basis
plaintext vector elements are

X, = Gy, - (anX, + a@;Xs + aX%y)) /byl

Xy = G {y; - (anX, + ayXs + a;gXg))/bsl

X, = Gy, - (anX, + QuXks + agXe)) /byl



18. ~ data encryption device as i;~ ci~~im17, ~~ ~ JI'L 2~~~ 34 further
conprising: a secret key generator for generating said secret kef 4f rjgm 2003
input with a predefined Iength. 19. A data decryption device as in claim
16, 5 wherein: said user-selectable portion of said decryption paraneters

i ncl udes the block size paraneter; and said repertoire having a size
dependent on the bl ock size paraneter, thereby producing a repertoire of 10
i nverse mappi ngs having a size that is user-selectable. 20. A data
decryption device as in clai mx}6: Guftiher- coagx] si ng.x.Charapdey /decodi ng
means for converting plaintext that.i S, in a coded nunerical resentation
back 15 to a character represéﬂtét%oﬁ.y21. %hdgtd'égggyﬁtgﬁﬁ&226§bg as in
claim 16, wherein: said associxat edGendyypt i Gnidew cashas @ash) ¢V phkrt ext
vector being asygcirebmswiubialon Nalsydes a first 20 vector sum conponent
formed by a product of a napping matrix and the correspondi ng plaintext
vector: w 2ai d% rverlsé F&IpitY GHRi& £9%c1fdd an i nver se mappi ng matri x
associ ated wit Angaid mhip MGymabd Y ladnte2t Jabd, i Ry,erse mappi,NY ¢sn shieh

t hat each pl aintext yvector .i g .a pr.oduc f _sai d. i nver pi matri x and
a resultant veEFSPV8F§§u§&&4§}Ytﬁa%%ﬁw&eﬁﬁgﬁﬁﬁn§°bH%ﬁ%%?gg y%%ior m nus

t he vector sunmexcept. for its first vector sum conponent.

10 ENCRYPTION AND DECRYPTION DEVICE
Fig. 4 is a functional block diagram of the
¢ encryption device according to a preferred embodiment of
the present invention. The encryption device 30
1 essentially comprises a plaintext input buffer 200 for

15 receiving input plaintext, a storage 220, a processor 240,
a character code table 260, and a ciphertext output buffer
280.
The storage 220 is used to store, among other
things, controlling parameters for controlling the
20 encryption. Examples of such controlling parameters are
N, A, Z. ... As described above, N is the block size, A
is the NxN mapping matrix, and z, is a vector that forms
the second component of the ciphertext vector y,. There
(., may be other parameters for controlling z., such as z. =
25 z.(b,c) where b is an N-dimensional constant vector and
¢ is an initial value vector for input into a pseudo-
random generator.
The processor 240 includes several functions
9 which are 1illustrated as functional blocks, such as a
30 plaintext pre-processor 241, an encryption processor 243,
a block counter 245, a pseudo-random generator 247, and a
key processor 249.
In operation, a secret key k is first processed



i~ ,i'. 2~(~~ 35 22. A data decryption device as in claim?21, further
‘conprising: neans for generating a set of pseudo-random vectors, one for
every bl ock, identical to that enployed 5 in the enczyption deV|cé11a¢UL 2003
wher ei n: said vector sumin the encryption device further includes a second
vect or sum conponent fornmed by a pseudorandom vector from said set of
pseudo-random vectors. 23. A data decryptipmn device as in claim22, 10
wherein: said inverse mappi ng paraneters incude usersel ectabl e paraneters
for generatinglﬁaidh&etk@y pgeud@saadonzyQCUQis05&&1d\Qﬁ&pt@ghapbuqahg

met hod for users to encr nt ext to Ci text d _de
ci phert ext bacl?atram rnst e%%%/cpn c’%ﬂ dt ngz hgl)l H 18 s@EFe?p’ﬁBy §8¥%§eﬁnt he
users; der|V|ngumnagecﬂ2®serPseEecabbye &mquﬂycpr¢mﬂssm¢ea£s®rchesasd
secret key, ea%e‘%fhe%a'o‘} USRr Al Eﬁbﬁﬁtﬁ%glﬁﬂﬁéﬂﬁ'a%‘hﬁ?g@%e% ¥y a

range of possible values; generating a | repertoire t ereof
in responsé toodaikeYsetaldidaisian sallag-abl éﬁ’@r JEPMSN kexr dseferads gp be

nappi ntg pl a:c Nt exbva 1At Cdpzfiéiégéé 135c@?\ﬁ\h\/ﬂl&@.t@dsQiutOfoﬁje@ﬁé/p&éOﬂce tto g
parameters from secre e eneratijn i nverse nmappi ng associ at e
with said mappif 3 Flf’ﬁer"ssee%aﬁg iy t‘ﬁ}éagl ﬁ%@rt%&?b ALk o the fﬂaf’ﬁ?ext,
and 30 said repmmﬂmmenuﬁtxununmm5sberengkaygtznmﬁnpenﬂemiconcahenaamga of
each of said S%&(ghémggntr5ffYné6parameters and the key processor 249

10 parses them out before they are stored in storage 220. In
another implementation, the secret key k comprises a
reduced input set compared to that required for the set of
controlling parameters. The key processor 249 also serves
‘as a key generator which expands the reduced input set to

15 the full set of controlling parameters that are eventually
stored in storage 220. For example, if a key space of 2%
is desired, the key is 256 bits' long and can be mapped by
a predetermined key mapping onto the full set of
controlling parameters. Once the controlling parameters

20 are in place, they can be accessed by the processor 240.

Input plaintext in the form of a character
stream entering the encryption device 30 is buffered by
the plaintext input buffer 220 before being processed by

(j; the plaintext pre-processor 241.

25 The plaintext pre-processor 241 parses out the
input plaintext character stream block-by-block of size N
in accordance with the block size parameter from storage
220. In one implementation, the plaintext pre-processor
also performs an initial block permutation in reponse to

30 parameters in the storage 220. A character code table 260
is used to convert each character into a numerical value
such that each block is equivalent to a plaintext vector

X. The character code table may optionally be located



sel ect abl e encryption paraneters, whereby others not privy to said secret
key are confronted with a conputationally infeasible task of exhaﬂs«fiﬁﬁ_ 2003
research anong said repertoire of indeterm nable size. 5 25. A

cryptographi cal nmethod as in 24, further conprising the step of:
partitioning the plaintext block-by-block in response to a bl ock size
paranmeter into plaintext blocks or vectorsg; each having a size according to
said bl ock size 10 paraneter; and wherein: said mappi ng nmaps a pl ai nt ext

vector into aR@iRRPUHE hGhphedede @™ o, and said set of

user-sel ectabl e encryptign raneters inc sai d bl ock size.par ter. 15

26. A cryptographi cal rreﬁ}'?ogﬁé’sch AOURSPM ég?%f?ﬁ?%é:rmccg?rﬁ%: %’F‘r’lggt ﬁggggep

of : generati ngssabeisecpebdesgeldr.om @huknpuhen tth abppedtefimetideengthe 27.
g g 2 p g

A czypt ogr aphi Cl%x'ir{?et:'&oq/f& |25, wherein: 20 said set of user-selectable
encryption parameters include a ‘frapping natrix; said napping is such that

each ci phértext vector Bheé Rlscirexfuivedzar i fvclisdddhen finret veeEor tham

conponent for R p e g Y les¥iorS2i48 IRBRENE BBLEEYp8AEih§Cc ZPhertext
correspondi ng plaintext vector; said set of deqrs%‘gtl on paraneters ing¢lude

an inverse maySiGt@TEYrei XSsSEEPHFEE wi t T FLRRSFCAE el 8F%OT antt sifd
i nverse mappi kptaS rEd byt Nelefacihd! &t NTAXtm3Or ¥RCAObNT %, dard 08d€in@f asai d
the-corr espondeRE HRHEBAR, it G ritus THE DBEEGH uAEkodst Forords
first vedfor swmpeorgdnerte df.aifadxlyeptfogpmasttico@igerd@2fod as in 27, further
S conprising the step ofy, gepgrat idl%f%ﬁ%td of eﬂﬁg&méﬁepdoryh\éectgééongne
flor evexy bl ock; and wherein: o . .
component is a randomizing component which varies block-
by-block. A pseudo-random generator R.(c) 247 provides a
series of pseudo-random vectors, one for each block. Each
15 series is dependent on the initial value vector c¢. For
the tth block, z, assumes the tth pseudo-random vector in
the series.
In this way the ciphertext vectors are computed
by the encryption processor 243 and are then output from
20 the encryption device 30 via the ciphertext output buffer
280. -
Fig. 5 is a functional block diagram of the
decryption device according to a preferred embodiment of
((} the present invention. The decryption device 50 1is
25 similar in structure to the encryption device 20, and
essentially performs the inverse operations of the
encryption device 20. It comprises a ciphertext input
buffer 300 for receiving input ciphertext, a storage 320,
a processor 340, a character code table 360, and a
30 ciphertext output buffer 380.
The storage 320 is used to store, among other
things, controlling parameters for <controlling the

decryption. Examples of such controlling parameters are



the vector sumincludes a second vector sum conponent forned by a
‘pseudo-random vector fromsaid set 10 of pseudo-random vectors. 29. A
c~cyptographi cal nmethod as in 28, wherein: said sets of user - sel@®dt dbiLe2003
_~encryption and decryption paranmeters each includes paraneters for
generating said set of pseudo-random vectors. 15 30. A cryptographi cal
method as in claim25, further conprising,the steps of: selecting a subset
of plaintext elenents fromeach plaintext vector as basis plaintext

el ements; sel agting asubset of corgaspandhipg cipderdaxd 20 elgmmnt sdgrom
each ci phertext vectgr as _basi s ci phertext. el rren%S' ' ﬂenerati ng said
mappi ng wher ei T e26A-tPPheF et el t ‘?’%lvftéellﬁn T FHG) daRYta S/EFEE sum

conponent and lkewecondowaweconponenhe sdmdritgtaion 28efracesai thbasiapping

ci phertext el q@g; ; [ [ YRYE re ldi.nearl. dent
on the correspon |%§ Zgglg%]sr?%‘f a‘?%?(‘flexcgl.&}e?%ér?g}n& tq% I?:lton élftaé:étpglﬁdéﬁlcsg%%gng
defined by a usederieedabheesasi sappindivaentx Ahdigousadh of its second

-sum conponent aré a  ~rhe- prldcdss2203388 RN dlsANglove PATTDERL ARl NEAT | €S
bl ock- by- bl ock; and for thoseé ciphertext elenents not_in the subset each of

its first sumEdhpPondAe atbluStrdeRd asnbiunatinat PheckipsSUdt Basics

pl ai nt ef<t 5 El@l@tﬁéﬁ;eih?pi:énﬁ%cém_ ' mi,oradhﬁdtgzpiejh f.fdmmo@esag&etsz,
user-sel ectabl e ination c icients;.and each of its se su
conponent are & bﬁjgc%)]f n%%‘i‘mf%ﬁgﬂ%h HPSEYdR T %igr‘?élerﬁazﬁorﬁ é)%’tn/ ’elaé@eﬁt ,
sai d non-10Q nedetey unpriceesieing ks - def Thabkee; fihajeimava | nigleaks | mwer se
TAPPI NG Wher el fuRACt, RASL St A EXh Sl nd Ak ddVBESECE WA 1n
dépendent of a resultant value produced t he correspondi ng ci phertext
el'ement mi nus aHELELPR exddlt PEPCEESOF| r340 s@hsConbBRLtHEeS afft 15WEE5e

pl ai ntext el emydcéworn3lle Subset ihsedBel %wc&%s@fr spid sefplt8gathe
function operating on a resultant val ug 0 ucelc_il?.b%gt he corresgondi ng
[

¢ [
ci phertext el SMEEHE MRPRHRI AT EXX Pt FoVeRt & PPL0%H Bahpbhehit .

15 In operation, a secret key k is first processed
by the key processor 349 similar to the encryption device
30. The controlling parameters such as N, A, z.(b,c),...
are derived and then stored in storage 320. Once the
~controlling parameters are in place, they can be accessed

20 by the processor 340.

Input ciphertext in the form of a stream of
transformed numerical string entering the decryption
device 50 is buffered by the ciphertext input buffer 320

(J before being processed by the ciphertext pre-processor
25 341.

The ciphertext pre-processor 341 parses out the
input ciphertext stream block-by-block of size N in
accordance with the block size parameter from storage 320.
In this way, each block is equivalent to a ciphertext

30 vector y.

The block counter 347 keeps track of which block

is being processed. Thus, the tth block produces the

ciphertext vector y,.



31. A cryptographical nethod for users to 20 encrypt plaintext into
ci phertext and decrxpt the ciphertext back to the plaintext, conpol"}séﬁg.t 3
providing a set of encryption paraneters and a set of decryption par gpg
for respectively controlling the encryption and decryption; 25 sharing a
secret key between users; deriving a user-selectable portion of said set of
encryption paraneters from said secret keys generating a mappi hg anong a
repertoire thereof in response to said set of encryption paraneters for 30
nmappi ng plaintext into cirpeectigkerteacdveepett ¢ res ofhempmmgs hews nghe
LS fependent 40058k foherl Iy BUSORRYUATPLEN S ecodlaihe th 200529

e ec I"OIT par ame

deriving a user-Sefécta ortion of “sa g set” o
from sai d secreéeckey: Xanis g@n‘@luéledng ‘Bne | mlak meenta pis i rass ots a@@tﬁw%cﬂl

sai d_nappi ng I%rﬁﬁﬁge%ﬁ@ré@&%&%@f &%@W%h\%n@nea&a@fo%{ y. I rdverse
mappi ng the ci phertext back to the plaintext

A L. AT . A@. AGRRIRBIBI v Rep NS LIN@ESE? . W@PM@M&M@M@A@L& The
ﬁl[—IeAéC ﬁyf g\f nder A@ %ePp iAA@N f 5x - Al AndASehe AseSbndAS@nponent are
y

| WKghxy&' G vql %B?%Eﬁ?&?a]fcréﬂ“baf E3Y24% c 2% caffls| 394 L aFeRPRELRL] i ca] ¢

a] ca] ca] ca] ca] td¢ubjcal) ta] chbkcahcthpcahcayptabpzlieyviga 30.

CD{ | wr mhb] X] c*a] caV] ca] cg},ca] a] cg% #g?&ﬁwﬁ@@] calfal calsal gl cal

caj] ca] ca] ca] ca] ca] ca] ca] ca] ca
" HHBHDHHE) SnEESVBOBEB| SIFYR<TPRgiogy. Jconpesiend] MiciUVEa]i@sURI@E] ca] ¢
a] ca] ca] ca] ca] @l Baber] cakcgkéahsaksahsﬁ] géhéaheakcal )] cAfTcal it ¢ HPN1QLZ

1(1]111888”’ gg@%ggg}Q%Fxgﬁe encryptlon device 30, provides the same
series of pseudo-random vectors that was used to randomize
each block in the encryption device 30.

15 In the case when the original plaintext has
undergone an initial block permutation, the decryption
processor 343 also performs an inverse block permutation
in response to parameters in the storage 320.

Once the plaintext vector x, is decrypted, it is

20 decoded by means of a character code table 360 similar to
that used in the encryption device. The character code
table may be optionally located outside the decryption

device 50. The coded numerical wvalues in the plaintext
( : vector are decoded back to their original characters.
25 In this way the original plaintext is recovered

and is then output from the decryption device 50 via the

ciphertext output buffer 380.
Figs. 4 and 5 respectively 1illustrate the
9 preferred hardware embodiments of an encryption device and
30 a decryption device which are part of the cryptographic
system shown in Fig. 1. The present invention also
contemplates a computer under software control for

implementing the various functions performed by the
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corresponding ciphertext vector; and
said set of user-selectable encryption

parameters include said block size parameter.

3. A cryptographical system as in 2, wherein:
5 said set of user-selectable encryption
parameters include a mapping matrix;
said mapping is such that each ciphertext vector
is a vector sum that includes a first vector sum component
formed by a product of said mapping matrix and the
10 corresponding plaintext wvector;

( said set of decryption parameters include an
inverse mapping matrix associated with said mapping
matrix; and

said inverse mapping is such that each plaintext

15 vector is a product of said inverse mapping matrix and a
resultant vector produced by the corresponding ciphertext
vector minus the vector sum except for its first vector

sum component.

4. A cryptographical system as in 3, _further
20 comprising:
means for generating a set of pseudo-random
vectors, one for every block; and wherein:
(a; the vector sum includes a second vector sum
component formed by a pseudo-random vector from said set

25 of pseudo-random vectors.

5. A cryptographical system as in 4, wherein:
said sets of user-selectable encryption and
decryption parameters each includes parameters for

generating said set of pseudo-random vectors.
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6. A cryptographical system as in claim 1,
further comprising:
a secret key generator for generating said

secret key from an input with a predefined length.

5 7. A cryptographical system for users to
encrypt plaintext into ciphertext and decrypt the
ciphertext back to the plaintext, comprising:

a set of encryption parameters and a set of
decryption parameters for respectively controlling the
10 encryption and decryption;
a secret key shared between users;
( means for deriving a user-selectable portion of
said set of encryption parameters from said secret key;
means responsive to said set of encryption
15 parameters for generating a mapping among a repertoire
thereof for mapping plaintext into ciphertext, said
repertoire of mappings having a size dependent on said set
of encryption parameters;
means for deriving a user-selectable portion of
20 said set of decryption parameters from said secret key;
and
means responsive to said set of decryption
parameters for generating an inverse mapping associated
( with said mapping for inverse mapping the ciphertext back
- 25 to the plaintext.

8. A data encryption device for block-by-block
encrypting of plaintext into ciphertext, comprising:
storage means Eor storing a set of encryption
parameters,
jo salid set of encryption parameters including a

block size parameter and . mapping parameters for
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controlling mapping of plaintext into ciphertext, each of
said mapping parameters having a range of possible values;
plaintext processing means responsive to the
block size parameter for partitioning an input plaintext
5 block-by-block, thereby obtaining a plaintext wvector
corresponding to each block;
mapping means responsive to the mapping
parameters for generating a mapping among a repertoire
thereof, said mapping mapping each plaintext vector into
10 a corresponding ciphertext vector,

( said repertoire having a size dependent on the
range of wvalues of each of said mapping parameters,
thereby producing a repertoire of mappings having a size
that has a range of wvalues; and

15 ciphertext output means for outputting the
ciphertext from said data encryption device.

9. A data encryption device as in claim 8,
further comprising:
key processing means for deriving a user-
20 selectable portion of said encryption parameters_from an
input secret key, the user-selectable portion including

the mapping parameters.

10. A data encryption device as in claim 9,
further comprising:
25 a secret key generator for generating said

secret key from an input with a predefined length.

11. A data encryption device as in claim 8,
wherein:
said user-selectable portion of said encryption

30 parameters includes the block size parameter; and
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16. A data decryption device for block-by-block
decrypting of ciphertext from an associated encryption
device into plaintext, comprising:

storage means for storing a set of decryption

5 parameters,

said set of decryption parameters including a
block size parameter and inverse mapping parameters for
controlling inverse mapping of ciphertext into plaintext,
each of said inverse mapping parameters having a range of

10 possible values;

ciphertext processing means responsive to the

block size parameter for partitioning the input ciphertext
( block-by-block, thereby obtaining a ciphertext vector
corresponding to each block;

15 inverse mapping means responsive to the inverse
mapping parameters for generating an inverse mapping among
a repertoire thereof, said inverse mapping mapping each
ciphertext vector into a corresponding plaintext vector,
said repertoire having a size dependent on the
20 range of each of said inverse mapping parameters, thereby
producing a repertoire of inverse mappings having.a size

that has a range of values; and

plaintext output means for outputting the

plaintext from said data decryption device.

(,' 25 17. A data decryption device as in claim 16,
further comprising:

key processing means for deriving a user-

selectable portion of said decryption paramecers from an

input secret key, the user-selectable portion including

30 the inverse mapping parameters.

18. A data encryption device as 1n claim 17,
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further comprising:
a secret key generator for generating said

secret key from an input with a predefined length.

19. A data decryption device as in claim 16,
S wherein:
said user-selectable portion of said decryption
parameters includes the block size parameter; and
said repertoire having a size dependent on the
block size parameter, thereby producing a repertoire of

10 inverse mappings having a size that is user-selectable.

20. A data decryption device as in claim 16,
further comprising:

character decoding means for converting
plaintext that is in a coded numerical representation back

15 to a character representation.

21. A data decryption device as in claim 16,
wherein:
said associated encryption device has each
ciphertext vector being a vector sum that includes a first
20 vector sum component formed by a product of a mapping
matrix and the corresponding plaintext vector;
= said inverse mapping parameters include an
inverse mapping matrix associated with said mapping
matrix; and
25 sald 1nverse mapping is such that each plaintext
vector 1s a product of said inverse mapping matrix and a
resultant vector produced by the corresponding ciphertext
vector minus the vector sum except for 1i1ts first vector

sum component.
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22. A data decryption device as in claim 21,
further comprising:

means for generating a set of pseudo-random
vectors, one for every block, identical to that employed
in the encryption device; and wherein:

said vector sum in the encryption device further
includes a second vector sum component formed by a pseudo-
random vector from said set of pseudo-random vectors.

23. A data decryption device as in claim 22,
wherein:

said inverse mapping parameters incude user-
selectable parameters for generating said set of pseudo-

random vectors.

24. A cryptographical method for users to
encrypt plaintext into ciphertext and decrypt ciphertext
back to plaintext, comprising:

sharing a secret key between the users;

deriving a set of user-selectable encryption
parameters from said secret key, each of said user-
selectable encryption parameters having a range of
possible values;

generating a mapping among a repertolre thereof
in response to said set of user-selectable encryption
parameters for mapping plaintext into ciphertext;

deriving a set of decryption parameters from
said secret key;

generating an inverse mappling associated with
sald mapping for inverse mapping the ciphertext back to
the plaintext; and

said repertoire of mappings having a size

dependent on the range of each of said set of user-
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parameters include a mapping matrix;
said mapping is such that each ciphertext vector
is a vector sum that includes a first vector sum component
formed by a product of said mapping matrix and the
25 corresponding plaintext vector;
said set of decryption parameters include an
inverse mapping matrix associated with said mapping
matrix; and ,
said inverse mapping is such that each plaintext

30 vector is a product of said inverse mapping matrix and a
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each plaintext vector as basis plaintext elements;
selecting a subset of corresponding ciphertext
20 elements from each ciphertext vector as basis ciphertext
elements;
( ’ generating said mapping wherein each ciphertext
element is a sum that includes a first sum component and
a second sum component, such that:
25 for said basis ciphertext elements:
each of its first sum component are
linearly dependent on the corresponding basis plaintext
element, the linear dependence being defined by a user-
selectable basis coefficient; and

30 each of 1ts second -sum component are a
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each of its second sum component are a non-
linear function of a corresponding plaintext element, said
non-linear function being user-definable;
10 generating said inverse mapping wherein:
each basis plaintext element is an inverse
linear dependent of a resultant value produced by the
corresponding ciphertext element minus the sum except for
its first sum component; and
15 each plaintext element not in the subset is
an inverse of said non-linear function operating on a
resultant value produced by the corresponding ciphertext
element minus the sum except for its first sum component.

31. A cryptographical method for users to
20 encrypt plaintext into ciphertext and decrypt the
ciphertext back to the plaintext, comprising:
providing a set of encryption parameters and a
( P set of decryption parameters for respectively controlling
the encryption and decryption;
25 sharing a secret key between users;
deriving a user-selectable portion of said set
of encryption parameters from said secret key;
generating a mapping among a repertolre thereof
in response to said set of encryption parameters for
30 mapping plaintext into ciphertext, said repertoire of
mappings having a size dependent on said set of encryption

parameters;
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