
;e3e-dy-nnotrXdrvx6yTdy 1 DEVICE AND METHOD FOR DATA ENCRYPTION ' FIELD OF
INVENTION This invention relates generally to cryptography, and more
particularly to devices and methods 5 for data encryption and decryption
controlled by a secret key. BACKGROUND OF THE INVENTION In the modern
"electronic" age, day-to-day commercial, official, and personal
transactions are 10 increasingly being conducted by means of data exchanged
over public telecommunication channels . Sensitive data is often stored in
insecure storage. The data exchanged over public telecommunication channels
or stored in insecure storage is susceptible to unauthorized access by
others, 15 and confidentiality and privacy cannot be guaranteed. Data
encryption is one solution in preventing unauthorized access of data when
in storage or transported over public telecommunication channels.
Encryption is a form of computation that transforms a plaintext into an 20
unintelligible ciphertext. Decryption is the inverse computation of
encryption that recovers the plaintext from the unintelligible ciphertext.
In practice, data is first encrypted from plaintext into ciphertext by an
encrypter before being 25 transported over a public channel or committed to
storage. Upon reception or retrieval of the data, a decrypter must decrypt
the ciphertext back to plaintext to obtain the original data. In a
secret-key cryptographical scheme, a secret 30 key is used to pass
information about how the encrypter    01 JUL 2003 2 performed the
encryption to an authorized decrypter so that the latter can construct an
inverse to effectively perform the decryption. On the other hand, other
unauthorized decrypters without the key will find it 5 difficult if not
impossible to decrypt the ciphertext. Conventionally, in a secret-key
cryptographic system, there is an established computational sequence of
steps or algorithm for encryption and decryption. A secret-key
cryptographic system is usually designed with 



10 the assumption that the algorithm is publicly known. The only thing that
needs to be kept secret is the secret key which is shared only between the
sender and an authorized receiver. Typically the key provides a
user-selected value 15 which is taken together with the plaintext as inputs
to the algorithm to effect encryption and decryption. Usually, the
algorithm modifies the plaintext by adding the key value to it by some
modulo arithmetic. In practice, the secret key is privately 20 communicated
from the sender to the authorized receiver through a secure channel. In
this way, the authorized receiver can efficiently decrypt the ciphertext
using the publicly known algorithm in conjunction with the aid of the
secret key. On the other hand, others, not privy to 25 the secret key and
short of any other cipher-attack scheme, will have to try out the possible
keys in the key space one-by-one to see if one will yield an intelligible
decryption. When the key space is extremely large, the encryption, system
is said to have high encryption 30 intensity and the decryption of it is
said to be computationally infeasible. A computational task is
computationally infeasible Lt it cannot practically be accomplished in a
01 ~1~~ 20Q3 3 reasonable amount of time by means of reasonableresources.
For example, one hundred years on the fastestavailable computer may be
considered unreasonable.Similar, using a specially constructed computer
that costs5one hundred trillion dollars may be consideredunreasonable.One
example of a secret-key system is a "one-time pad" or Vernam scheme, the
plaintext is first codedinto a binary bit string and is transformed to
ciphertext10by being added modulo 2 to a secret key. The secret keyis a
string of random bits as long as the plaintext, andis only used one time.
This scheme can be proved to haveperfect secrecy, but also has the
undesirable requirementof one bit of secret key for each bit of plaintext.
The15need for the key bits to be as long as the message andthat they cannot
be reused make the scheme impractical inthe context of modern age data
transactions.Attempts have been made by others to generatethe large amount
of random key bits by a pseudo-random20generator. The pseudo-random
generator is typicallyrealized by a feedback shift register. The
pseudo-randomsequence generated is completely determined by the
valueinitially in the shift register. The initial value can beused as a
key, thereby allowing a small number of key bits25to generate a long
sequence of "random" bits. However,one-time pad cryptographic systems
employing pseudo-randomgenerators are susceptible to "known-plaintext"
attacks,i.e., when a portion of the ciphertext and itscorresponding
plaintext are known.30Other schemes have been considered to provide
asecret-key cryptographic system employing shorter keystrings. Notable
among these schemes is the "DataEncryption Standard," (pES)) promulgated by
the United   01 ,~U~ 2003 4 States National Bureau of Standards, Federal
InformationProcessing Standard (FIPS) Publication No. 46, Jan. 1977.Since
then, DES has been established as a standard publicencryption scheme.
According to DES, the encryption and5decryption are performed
block-by-block, each block being64 bits long. The algorithm essentially
consists ofsixteen iterations of a series of predefined permutations,key
addition, and predefined substitutions operationsamong sub-blocks within
each 64-bit block. The 56-bit key10is cycled through a shift register to
generate sixteenvalues for the iterations.While DES has been officially
adopted as astandard in the last decade, it is generally felt that thetime
has come for it to be replaced by a new, improved15standard. One reason is
Chat the 56-bit key may be tooshort. It produces a key space of
approximately 101'possible keys. In view of modern high-speed and
multi-processor computers, an exhaustive research of the keyspace (i.e.,
trying out every possible key to see if it20will yield an intelligible
decryption) of this size isbecoming computationally feasible. Another
disadvantageis that the underlying design principle, such as thechoice of
the various permutation and substitutiontransformations and the number of
iterations required, is25not clearly enunciated. There have been
controversiesabout the possibility of a trapdoor being built into
thesystem. Thus, it cannot be a truly public encryptionsystem if a user
cannot easily and accurately evaluate theactual security of the system.
Also, the user has no30systematic way to modify the algorithm or
transformationsto make the system more secure or to increase theencryption
intensity. In any case, it appears that the_encryption intensity cannot be
increased without incurring   o ~ uu` zoo3 5 



an exponential increase in computing overheads. This is because DES,
similar to other short-key schemes, relies on the principle of
computationally intense algorithms to achieve encryption. The same short
key is used many times S but under different conditions to encrypt a much
longer plaintext. Another scheme is the RSA (Rivest, Shamir, and Adleman)
Public-Key system. This relies on the principle of computationally complex
algorithms to achieve 10 encryption. The scheme has a user pick two very
large prime numbers, preferable a few hundred digits each, to generate a
pair of dissimilar encryption and decryption keys. Encryption is performed
as exponentiation under a modulo arithmetic control by the encryption key.
The 1.5 encryption key can be made public for anyone to encrypt messages
intended for the user, but is useless in deriving the decryption key. Thus,
the encrypted messages can only be read by the user in possession of the
decryption key. The undesirable feature is that the security of the system
20 is based on the use of very large prime numbers that are not easy to
obtain. Also, the system can be--easily defeated if a quick way to
factorize the product of two t large prime number is discovered. Thus,
there is still a need for an improved 25 data encryption system. OBJECTS
AND SUMMARY OF THE INVENTION It is therefore a general object of the
present invention to provide an improved method and device for data
encryption and decryption which do not suffer from 30 the above-mentioned
disadvantages. It is an object of the present invention to provide a method
and device for data encryption and   01 ,l U L 2003 6 decryption in which
the underlying principles are clearlyunderstandable and can be made public
without compromisingits security. In this way, the present invention
providesa truly public encryption system that can be established5as a
standard.It is another object of the present invention toprovide a method
and device for data encryption anddecryption which are extremely secure.It
is another obj ect of the present invention to10provide a method and device
for data encryption anddecryption in which their encryption intensity is
user-selectable.It is yet another object of the presentinvention to provide
a method and device for data15encryption and decryption which are simple to
implementand have low computing overheads.These and additional objects are
accomplished bygenerating a user-selectable mapping among a vastrepertoire
of such mappings. The mapping operates on20plaintext which has been
partitioned block-by-block. Theblock size, N, is user-selectable, and each
pl.saintextblock is equivalent to an N-dimensional plaintext vectorx. The
mapping, specified by a set of user-selectablemapping parameters, maps the
plaintext vector x to an N-`_25dimensional ciphertext vector y. An
associated inversemapping also exists for inverse mapping the
ciphertextvector y back to the plaintext vector x. The generalprinciple and
form of the mappings in the repertoire canbe made public without
compromising the security of the30method and device. The mappings have the
feature that itsrepertoire has a size that is an exponential function ofthe
block size and the range of each mapping parameter.According to one aspect
of the invention, the   01 JUL 2003 



block size and the range of each mapping parameter are also kept secret and
only shared secretly between users by means of a secret key. Thus, others
not privy to the secret key are frustrated in a usual cipher-attack method
5 of exhaustively trying out every mapping in the repertoire. This is
because they are confronted with a computationally infeasible task of
exhaustive research among a repertoire of indeterminable size. According to
another aspect of the invention, 10 the block size N, and the range of each
mapping parameter need not be kept secret. Once sufficiently large values
of them are selected to produce a repertoire having a predetermined size
which is considered to be extremely large, the block size N and the range
can be established 15 as a standard and made public. Others in a
cipher-attack are still confronted with a computationally infeasible task
of exhaustive research among a repertoire of extreme large size. In the
preferred embodiment, the mapping is in 20 the form: Yc = A xc + zt _. and
the associated inverse mapping is xc = A1L Yc ' Zc~. where 25 xt and yt are
respectively N-dimensional plaintext and ciphertext vectors corresponding
to the tth block; A and A-1 are respectively NxN mapping and associated
inverse mapping matrices; and z~ is an N-dimensional second component
vector 30 corresponding to the tth block. A, and zt constitute the mapping
parameters that are part of the secret key. Essentially, the NxN mapping
matrix A defines the mapping space. If each matrix   01 JUL 2003 8 elements
are allowed to vary over a range L, then therepertoire of mappings has a
size given by permuting a11matrix element, viz., LNxN. This is an
exponentialfunction and the repertoire size become enormous even
for5moderate values of N and L. For example, if N=3 andL=100, the
repertoire has a mapping population of 1018.In the preferred embodiment, a
second componentzt is added to make up each ciphertext vector in order
toenhance the security of the scheme further. This is10effective especially
against a known-plaintext attack andthe potential vulnerability of
statistic attack on small(--block sizes. In one implementation, the second
componentis a pseudo-random vector which varies from block toblock. In
another implementation, the second component is15a non-linear function or a
mixture of non-linear functionand a pseudo-random vector.The present
implementation does not have thesame weakness as conventional methods that
encrypt aplaintext string by adding a string of pseudo-random20numbers to
it. This is because the present mapping takesplace in N-dimensional space,
each pseudo-random number isin general not added directly to a single
plaintextcharacter as in the conventional case in order to convertit to a
ciphertext character, but to a linear combination(_,; 25of plaintext
characters. The problem of analyzing byothers the pseudo-random number in
this scheme is what isknown mathematically as a non-deterministic
polynomial(NP? problem.One important aspect of the present invention
is30the provision of a mapping framework wherein its size ingeneral and
specific mapping property in particular areuser-selectable by means of a
secret key. without thesecret key, others are confronted with a
computationally   0 1 J U L 2003 9 



infeasible task of attempting an exhaustive research in the indeterminable
repertoire of mapp~.ngs. Another important aspect of the present invention
is that the computing overheads increase only as 5 the square of the block
size, whereas the encryption intensity increases exponentially. Thus, it is
possible to achieve extremely high encryption intensity with little
computing overheads. In contrast, the computing overheads of conventional
encryption systems tend to increase 10 exponentially as encryption
intensity is increased. This is another manifestation of an NP problem. -
Additional objects, features and advantages of the present invention will
be understood from the following description of the preferred embodiments,
which 15 description should be taken in conjunction with the accompanying
drawings.   0 ~ JUL 2003 10 BRIEF DESCRIPTION OF THE DRAWINGS Fig. 1
illustrates schematically a general secret-key encryption system applicable
to the present invention; S Fig. 2A illustrates the computing overheads
versus encryption intensity for a conventional encryption system; Fig. 2B
illustrates the computing overheads versus encryption intensity for the
present invention; 10 Fig. 3 illustrates the encryption intensity of the
present invention increasing as an exponential function of the mapping
parameters such as block size N and range of each mapping matrix element L;
Fig. 4 is a functional block diagram of the 15 encryption device according
to a preferred embodiment of the present invention; Fig. 5 is a functional
block diagram of the decryption device according to a preferred embodiment
of the present invention; and 20 Fig. 6A lists the various permutations or
possible selections of basis plaintext vector elements for a block of size
N=9; and Fig. 6B illustrates the actual permutation configurations of
selecting a number of elements from a ( '. 25 block whose elements are
arranged in a 3x3 image.   01 ~UL 20fl3 



11 DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTSFig. 1 illustrates
schematically a generalsecret-key encryption system applicable to the
presentinvention. Plaintext x 10 is being encrypted into5ciphertext y 20 by
means of an encryption device orprocess 30. A user-selectable secret key k
40 is used byan encrypter to control the encryption 30. The secret keyk is
shared privately with a decrypter who in turn uses itto control a
decryption device or process 50 for10decrypting the received ciphertext y
back to plaintext x.One important aspect of the present invention
is_the,provision of a mapping framework for generating arepertoire of
mappings. Its size in general and specificmapping property in particular
are user-selectable by15means of a secret key. Without the secret key,
others areconfronted with a computationally infeasible task ofattempting an
exhaustive research in an indeterminablerepertoire of mappings.The mapping
maps or encrypts plaintext into20ciphertext. Each mapping is specifyable by
a set ofmapping parameters which is essentially user-select-.able asit is
derivable from the secret key k.The present invention has each plaintext
streampartitioned block-by-block into plaintext vectors. The25block size is
also user-selectable via the secret key. Ifthe block size is N, then the
mapping maps an LV-dimensional plaintext vector into a corresponding
N-dimensional ciphertext vector.The mappings have the feature that
their30repertoire has a size that depends on the block size aswell as the
range of each mapping parameter. A user canselect a desired level of
encryption intensity byadjusting these parameters. If each mapping
parameter has   ~ ~ JUl 2003 12 a range given by L, then as will be shown
later, the repertoire of mappings has a size given by LNxN. T h a s , the
key space grows exponentially with N. For example, if L = 100, N = 3, then
{ k } -- 10`8 which is about ten ,times 5 larger than that of DES. If N is
expanded to = 9, then { k } -. 101st, This means that an attacker, in an
exhaustive research, will have to try out 1016 keys, even he or she has
knowledge of N. In the preferred embodiment, N and L are also kept secret,
the attacker is confronted with an 10 indeterminable large key space.
Another important aspect of the present ( ' invention is that encryption
intensity can practically be increased to very high level without exacting
correspondingly high computing overheads. In contrast, 15 the computing
overheads of conventional encryption systems tend to increase exponentially
as encryption intensity is increased. This is another manifestation of an
NP problem. Fig. 2A illustrates the computing overheads 20 versus
encryption intensity for a conventional encryption system. Fig. 2B
illustrates the computing overheads versus encryption intensity for the
present invention. A comparision of the two figures illustrates that the
computing overheads for the conventional system increases 25 exponentially,
whereas that of the present invention increases logarithmically. This is
because the computing overheads of the present invention increase as the
square of the block size, whereas the encryption intensity increases
exponentially. 30 Fig. 3 illustrates the encryption intensity of the
present invention increasing as an exponential function of the mapping
parameters such as block size N arid range of each mapping matrix element
L. The relation   0 1 JUL 2003 13 for two values of L are shown. L=2
corresponds to the case when each mapping matrix element is allowed to have
one of two values, e.g., "0" and "1". L=100 corresponds to the case when
each mapping matrix element is allowed to 5 vary over a range with one
hundred possible values, e.g., 0 to 99 or -49 to S0. It can be seen that it
is possible for the present invention to achieve extremely high encryption
intensity with little increases in computing overheads. 



10ENCRYPTION AND DECRYPTION METHODThe preferred method of the present
inventionincludes the following steps:Step I. Select Block Size NEach
plaintext block corresponds to an N-15dimenional plaintext vector. Each
N-dimenional plaintextvector is encryptable to an N-dimenional
ciphertextvector. ThusPlaintext x = xi = [ xl, x2, . . . , xN ]Ciphertext y
= y, _ [ yl ~ Yx ~  ~ - ~ YN ] ( 1 )20i = 1, 2, . . . , N --The original
plaintext is usually in the form acharacter stream. This character
representation can beconverted to a numerical one by means of a
predefinedcharacter code table. The xi's and yi's are coded in25numerical
representation.In general, xl) xz) . . . , xN do not necessarilycorrespond
to the same order the elements in the plaintextcharacter stream come in. An
initial block permutationprior to mapping can be used to shuffle the
initial30ordering of the block elements. The initial blockpermutaiton can
be specified as part of an encryption-information to be passed from one
user to another by means   o ~ sm Zaa~ 14 of the secret key. In this way,
the other user can perform the inverse step to rearrange the plaintext back
to its original order after it has been decrypted from the ciphertext. S
Step II. Generate mapping for tth block Ye = A xc + zt (2) by the user
specifying a set of mapping parameters: A, zt, ... where t is a label for
the tth block or vector, 10 A is in general an invertible NxN mapping
matrix r I au a~2 ... a~N azi aaz ... azN J A = a;J = ~ . . . ~ (3) 15 ~ .
aNi aNZ - .  aNrr L J i, j - 1, 2, . . . , N and 20 zt= (zl)~ _ [ zl, zz,
..., zN ]c _. (4) is a second vector component that can assume different
forms depending on embodiments. As will be described in more detail later,
in one embodiment it is a random vector that varies block-by-block. For
example, 25 (z,?~= b, R(t, cl) (5) where R(t, c,1 is a pseudo-random
function at t b,is a constant vector, e.g., b - [bl, b2, ... , bN 1 30 c,
is an initial value of R. In another embodiment) (z,)~ may also be a
nonlinear _ function_ of x, .  



~1 1 J U L 2a03 is Step III. Share a secret key privately between users for
passing encryption information from one user to another for decryption. For
example, k = [ Block size ; Mapping parmeters, 5 Random function
specifications ; initial block permutation, ... ] - [ N ; A ; z~ , ... ;
... ] (&) In general the secret key k allows a set of encryption or
decryption parameters to be derived for 10 controlling the encryption and
decryption respectively. The key space { k } includes the set of a11
possible keys that are generated by a11 possible values of each key
parameters within its range. For example, if each mapping matrix element
has a range with L possible values, such as 15 {L} - {0,1,2,...,L-1} ale E
{L} Then, given N, the set of possible keys residing in a key space is
given by: { k } ~ LNxN ( 7 ) 20 Step IV. Generate the inverse mapping for
tth bl-ock From Equation (2) xt = A 1 ( Yt - z r ) ( 81 The inverse mapping
parameters: A'1, zr, ... are derivable from the secret key in Equation (6).
In particular, the 2s inverse mapping matrix A-1 is derived by inverting
the mapping matrix A. The mapping or carried out with integer problems.
Thus, a11 the m 30 plaintext representation computations are e:<act .
inverse mapping is preferably quantities to avoid truncation apping
parameters as well as the are given in integers and After the ciphertext
has been   



~ '~ JCL ~~i.~3 16 decrypted back to plaintext, the plaintext in numerical
representation can be decoded back to the original plaintext in character
representation by means of the same character code table used in the
decryption. S In the preferred embodiment, the second vector component zt
is non-zero. It is added to make up each ciphertext vector in order to
further enhance security, especially against a known-plaintext attack and
the potential vulnerability of statistic attack on small block 10 sizes. In
one preferred implementation, the second vector component is a
pseudo-random vector that varies from block to block. For the tth block, by
Equation (2), each ciphertext vector element is given by 15 yl = allxt +
alzxz + , . . . , ainxN + b1R ( t, cl) Yz = azixi + azzxz + . . . . , a2nxN
+ bzR ( t, cz ) 2 0 yN = aNlxl + aNZxz + , . . . , arrxN + bNR ( t , cN ) (
9 ) The secret key has parameters - k = ( N; a;~ ; b; ; Ci ; . . . ] ( 10 )
The decryption is given by Equation (8), and plaintext can be recovered by
25 xt = A-1 ( Yr - zr ) In another preferred implementation, a speed
computation is employed to quickly recover the plaintext from the
ciphertext without having to invert the NxN mapping matrix A. In this
instance, the second component 30 (zl)t is preferably either a non-linear
runction or a pseudo-random function. As before, the ciphertext vector
elements are generally given by Equation (2) Y, - a,~%~~ +   01 JUl 2003.
-mi, j _ 1, 2, ..., ~1The method calls for selecting a random subset
ofbasisplaintext vector elements among each plaintext vectorXS E { X1 } S =
S1, SZ, . . . , SH5such that ( x; } - ( xs } a ( xr } r = rl, rz, . . .
,rN.H1 < M <_ I~Define the ciphertext mapping as a function of xs's:Yi =
aisxr + Zt( 12 )with the property that10( a ) ' when i = sYS = asks + zs(
13 )and zs is a random value as in Equation (S)z9 = bSR ( t, cs )'and15( b
) when i - r,Yr = arsXs ~' zr( 14 )wherezr = brG (xr)( 15 )and20G(xr) is a
non-linear function, e.g.,G (Xr) - Xrl -~( 16 )From Equation (13)XS = (YS -
bsR(t, cs )l/assFrom Equation (14) and Equation (15)25xr = G-1(zr/br)(Yr -
arsJCs ) /br l- G-1 fYr - ( ( Ys - bsR ( t, CS ) ) are /ass ) /br 1For
example~1 = 930s = l, S, 8theni - 1, 2) ..., 9r = 2, 3, 4, 6, 7, 9   ~ ~
JUL 2003 18 and the key is 



k = [ ~1=9; sl=1, sz=5, s,=8 ; a11, ass, aes ; azl, azs, aze, a31, a3s,
a38, . . . , a98 ; 5 bl, bz, . . . , b9 cl) cs, ce ; . . . l ( 17 ) To
encrypt the tth block, from Equation (13) Y1 = a11X1 + b1R ( t i C1 ) 10 ys
= assxs + bsR ( t , cs ) Ye = ae8X8 + b8R ( t, ce ) from Equation(14)Yz
=azlX1 +azsxs + azexe + bzG (xz)Y~ =amXl +a~sxs + aaexe + b3G ( x~ )15y4
=a41x1 +a4sxs + a48x8 + b4G ( x4 )Y6 =a61X1 +'a65XS + a68X8 + b6G (X6)y,
=a~lxl +a~sxs + a,exe + b,G (x~)y9 =aglX1 +a95XS + a9gXg + b9G (X9)To
Decrypt thetthblock,20 from Equation(13),the basis plaintext vector
elementsare easily obtainedasX1 -C Y1 -b1R( t, cl) 1 /a11Xs =L Ys -bsR ( t
~ cs) l /assXe -C Ye -b8R(t, ce) )/aee25 from Equation(14)and Equation
(15), the non-basisplaintext vector elementsarex2 -G 1 C (Yz- (azlX1 +
a2sxs + azeXe) ) /b21x~ -G if (Y~- (a~lxl + a~5:cs + a~exe) ) /b~1x4 -~' 1
~ (Yq- (a41x1 + a455 + a40x0) ) /b4   01 JUL 2003 19 xs= G 1 [ (Ys- ( 461x1
+a65x5 +a68xe ) ) /b6 ]x,-~ G 1[ (Y~- (a,lxl +a,5xs +a,exe) ) /b,]xg- G 1 [
(Y9( a91x1 +a95x5 +a98x8 ) ) /bg ]and from Equation(16)5 G-1[ ] - taking
the cubicroot of []and in this way the plaintext [ xl,xZ, . .. , x9 ] can
berecovered quicklywithouthaving toinvertan NxNmatrix. 10 ENCRYPTION AND
DECRYPTION DEVICE Fig. 4 is a functional block diagram of the encryption
device according to a preferred embodiment of the present invention. The
encryption device 30 essentially comprises a plaintext input buffer 200 for
15 receiving input plaintext, a storage 220, a processor 240, a character
code table 260, and a ciphertext output buffer 280. The storage 220 is used
to store, among other things, controlling parameters for controlling the 20
encryption. Examples of such controlling parameters are N, A, fit, . . . As
described above, N is the block size, A is the NxN mapping matrix, and zt
is a vector that forms the second component of the ciphertext vector yt.
There may be other parameters for controlling z~, such as zt (_ ; 25
z~(b,c) where b is an N-dimensional constant vector and c is an initial
value vector for input into a pseudorandom generator. The processor 240
includes several functions D which are illustrated as functional blocks,
such as a 30 plaintext pre-processor 241, an encryption processor 243, a
block counter 24S, a pseudo-random generator 247, and a key processor 249. 



zn operation, a secret key k is First processed   01 JUL 2003 20 by the key
processor 249 to obtain the controllingparameters such as N, A, zt(b,c?
which are then stored instorage 220. Preferably, the key processor also
checkswhether or not the input key is valid against a stored set5of key
validation rules. If the input key is found to beinvalid, a message is
communicated out of the device tonotify the user as to what the problem is.
In oneimplementation, the secret key k comprises a concatenationof the
controlling parameters and the key processor 24910parses them out before
they are stored in storage 220. Inanother implementation, the secret key k
comprises areduced input set compared to that required for the set
ofcontrolling parameters. The key processor 249 also serves~as a key
generator which expands the reduced input set to15the full set of
controlling parameters that are eventuallystored in storage 220. For
example, if a key space of 225sis desired, the key is 256 bits' long and
can be mapped bya predetermined key mapping onto the full set ofcontrolling
parameters. Once the controlling parameters20are in place, they can be
accessed by the processor 240.Input plaintext in the form of a
characterstream entering the encryption device 30 is buffered bythe
plaintext input buffer 220 before being processed bythe plaintext
pre-processor 241.25The plaintext pre-processor 241 parses out theinput
plaintext character stream block-by-block of size Nin accordance with the
block size parameter Erom storage220. In one implementation, the plaintext
pre-processoralso performs an initial block permutation :.n reponse
to30parameters in the storage 220. A character code table 260is used to
convert each character into a numerical valuesuch that each block is
equivalent to a plaintext vectorx. The character code table may optionally
be located   0 1 JUL 2003 21 outside the encryption device 30.The block
counter 247 keeps track of which blockis being processed. Thus, the tth
block produces theplaintext vector xt.SThe plaintext vector xt is then
input into theencryption processor 243 where a corresponding
ciphertextvector yt is computed. The ciphertext vector yt isobtained by
operating an NxN matrix A on xt and adding asecond component z~ to it . The
matrix A and the second10component are obtainable from storage 220.In the
preferred embodiment, the secondcomponent is a randomizing component which
varies block-by-block. A pseudo-random generator RC(c) 247 provides aseries
of pseudo-random vectors, one for each block. Each15series is dependent on
the initial value vector c. Forthe tth block, zt assumes the tth
pseudo-random vector inthe series.In this way the ciphertext vectors are
computedby the encryption processor 243 and are then output from20the
encryption device 30 via the ciphertext output buffer280. __ Fig. 5 is a
functional block diagram of the decryption device according to a preferred
embodiment of the present invention. The decryption device 50 is 25 similar
in structure to the encryption device 20, and essentially performs the
inverse operations of the encryption device 20. It comprises a ciphertext
input buffer 300 for receiving input ciphertext, a storage 320, a processor
340, a character code table 360, and a 30 ciphertext output buffer 380. The
storage 320 is used to store, among other things, controlling parameters
for con~rolling the decryption. Examples of such controlling parameters are
0 1 ~UL 2003 22 N, A, zt(b,c),..., which are the same as that forencryption
and are also derivable from the input secretkey. However, in the decryption
device, the mappingmatrix A is not used directly in the computation,
instead5a derived inverse mapping matrix A'1 is used.The processor 340
includes several functionswhich are illustrated as functional blocks, such
as aciphertext pre-processor 341, a decryption processor 343,a block
counter 345, a pseudo-random generator 347, and a10key processor 349. These
functional blocks arecounterparts to that of the encryption device 30.
Inaddition, the processor 340 also includes an inverseprocessor 344. The
inverse processor 344 computes the'inverse mapping matrix A'1 given the
mapping matrix A.15In operation, a secret key k is first processedby the
key processor 349 similar to the encryption device30. The controlling
parameters such as N, A, zt(b,c),...are derived and then stored in storage
320. Once thecontrolling parameters are in place, they can be accessed20by
the processor 340.Input ciphertext in the form of a stream oftransformed
numerical string entering the decryptiondevice 50 is buffered by the
ciphertext input buffer 320<.,before being processed by the ciphertext
pre-processor25341. 



The ciphertext pre-processor 341 parses out the input ciphertext stream
block-by-block of size N in accordance with the block size parameter from
storage 320. In this wa y, each block is equivalent to a ciphertext 30
vector y. The block counter 347 keeps track of which block is being
processed. Thus, the tth block produces the ciphertext vector y~.   ~ ~ JUL
2003 23 The ciphertext vector yt is then input into thedecryption processor
343 where a corresponding plaintextvector xt is computed. The plaintext
vector xt is obtainedby first subtracting the second component zt from yt
before5operating the NxN inverse mapping matrix A`` on it. Theinverse
mapping matrix A-1 and the second component areobtainable from storage 320.
The second component isidentical to that in the encryption device 30.In the
preferred embodiment, the second10component is a randomizing component
which varies block-by-block. A pseudo-random generator RC(c) 347,
identicalto that in the encryption device 30, provides the sameseries of
pseudo-random vectors that was used to randomizeeach block in the
encryption device 30.15In the case when the original plaintext hasundergone
an initial block permutation, the decryptionprocessor 343 also performs an
inverse block permutationin response to parameters in the storage 320.Once
the plaintext vector xt is decrypted, it is20decoded by means of a
character code table 360 similar tothat used in the encryption device. The
character codetable may be optionally located outside the decryptiondevice
50. The coded numerical values in the plaintextvector are decoded back to
their original characters.25In this way the original plaintext is
recoveredand is then output rom the decryption device 50 via theciphertext
output buffer 380.Figs. 4 and S respectively illustrate thepreferred
hardware embodiments of an encryption device and30a decryption device which
are part of the cryptographicsystem shown in Fig. 1. The present invention
alsocontemplates a computer under software control forimplementing the
various functions performed by the   0 ~ JUL 2003 24 encryption device 30
and the decryption device S0. For example, the processors 240 and 340 can
be assumed by the microprocessor of a general computer. The storages 220,
320 and buffers 200, 300 can be assumed by the various S types of storage
in the computer. A software can reside in one of the storages of the
computer for controlling the encryption and decryption operations in
accordance with the method described above. RANDOM IMAGE SCHEME -svstematic
selection of maooina10parametersAs described above, the invention requires
theusers to select a mapping from a repertoire. Theselection is expressed
by means of a secret key, and fromthe key a set of mapping parameters can
be derived. The15repertoire of~ mappings is essentially generated
bypermuting the elements of the NxN mapping matrix withintheir designated
range. As pointed out above, therepertoire has a size that in practice
becomes extremelylarge even for moderate values of N and L.20In the
preferred embodiment a systematic way isemployed to categorize the mappings
into various groupingsso that they can be easily distinguished and
identified.In this way, the users can systematically make selectionsamong
the categorized mappings. This is especially25expedient if the secret key
need to be changed on aregular basis, or if a set of keys need be assigned
to agroup of people.The scheme is to create categories of mappingsby
permuting the block or plaintext elements. This is30similar to the
selection of a subset of basis plaintex.tvector element among the plaintext
vector described in thespeed computation implemen~.ation above. The user
randomly   01 JUL 2003 25 selects a subset of basis plaintext vector
elements. In the simplest embodiment, the remaining un-selected plaintext
vector elements are set to zero. In this way, each ciphertext vector
element results from a linear 



S combination of only the selected basis plaintext vector elements. In
other words, the ciphertext vectors are essentially mapped to a subspace
spanned by the selected basis plaintext vector elements. In general, there
are 2N ways of permuting N 10 elements when each element can take on one of
two values. By the binomial theorem, the 2N selections may be grouped ( as
the sum of all possible permutations of M basis vector elements among N
elements ~r ~C(N.~ _~ N! M! ( N-M) ! ag Fig. &A lists the various
permutations or 15 possible selections of basis plaintext vector elements
for a block of size N=9. The total number of permuted configurations is
therefore 29 = 512. Fig. 6B illustrates the actual permutation
configurations of selecting a number of elements from a 20 block whose
elements are arranged, in order from left to right and top to bottom, in a
3x3 image. The configurations are arranged in increasing cider of M and
bearing configuration numbers from ~'_ to #511. (Configuration #0, not
shown, corresponds ~o the trivial 25 case where no basis vector element is
se_ecCed.) For example, referring to Fig. 6H, a uses may select
configuration Ik54, which specifies tha: the basis plaintext Vector is x -
(x~, 0, x" 0, x5, 0, 0, : , 0 ] . If the users have an understanding that
the secret-key is to be 30 changed periodically, they can easily pick ou~ a
01 ~U~ 20Q3 26 predetermined sequence of the configurations by thepresent
scheme to provide a corresponding sequence ofsecret keys.In yet another
embodiment, a scheme of5generating systematic mapping parameters can
beaccomplished by the initial block permutation mentionedearlier. In
general, the plaintext vector elements xl,x2, . . . , xN do not necessarily
correspond to the same orderthe elements in the plaintext character stream
come in.10For example, xl may correspond to the 7th character and xzto the
1st character in a block of character stream.There are N factorial (N!)
ways of stuffing N elements inN slots. The initial block permutation can be
optionallyselected by the user and its specification incorporated15into the
secret key. The different ordering can begenerated by laying out the block
elements onto variousconfigurations (or images) according to one
prescribedorder and then reading them off according to anotherprescribed
order. For example, for a block size N=9, one20image is a 3x3 matrix. The
block elements[xl, x2, x3, x,, x5, x6, x" xe, x9] can be assigned to the
matrix inthe order from left to right and top to bottom. Adifferent
permutation [x" x" xl, xe, x5, xz, x3, x6, x9 ] is obtainedby reading the
elements off the matrix from bottom to top25and left to right. In general,
different permutations areobtained by variations in the image used and the
manner inwhich the elements are laid out and reading off from theimage.
while the embodiments of the various aspects of 30 the present invention
that have been described are the preferred implementations, those skilled
in the art will understand that Variation thereof may also be possible.
Therefore, the invention is entitled to protection within   



0 1 JUL 2003 27 the full scope of the appended claims.   01 JUL 2003 28 IT
IS CLAIMED: 1. A cryptographical system for users to encrypt plaintext into
ciphertext and decrypt the ciphertext back to the plaintext, comprising: S
a secret key shared between the users; means for deriving a set of
user-selectable encryption parameters from said secret key, each of said
user-selectable encryption parameters having a range of values; 10 means
responsive to said set of user-selectable encryption parameters for
generating a mapping among a repertoire thereof for mapping plaintext into
ciphertext; means for deriving a set of decryption parameters from said
secret key; and 15 means responsive to said set of decryption parameters
for generating an inverse mapping associated with said mapping for inverse
mapping the ciphertext back to the plaintext; and wherein: said repertoire
of mappings having a size 20 dependent on the range of values of each of
sa~,d userselectable encryption parameters, whereby others not privy to
said secret key are confronted with a computationally infeasible task of
exhaustive research among a repertoire ` of mappings of indeterminable
size. 25 2. A cryptographical system as in 1, further comprising: means
responsive to a block size parameter for partitioning the plaintext
block-by-block into plaintext blocks or vectors each having a size
according to said 30 block size parameter; and wherein: said mapping maps a
plaintext vector into a  



Q 1 ~U~ 2003 29 corresponding ciphertext vector; and said set of
user-selectable encryption parameters include said block size parameter. 3.
A czyptographical system as in 2, wherein: 5 said set of user-selectable
encryption parameters include a mapping matrix; said mapping is such that
each ciphertext vector is a vector sum that includes a first vector sum
component formed by a product of said mapping matrix and the 10
corresponding plaintext vector; said set of decryption parameters include
an inverse mapping matrix associated with said mapping matrix; and said
inverse mapping is such that each plaintext 15 vector is a product of said
inverse mapping matrix and a resultant vector produced by the corresponding
ciphertext vector minus the vector sum except for its first vector sum
component. 4. A cryptographical system as in 3,_.further 20 comprising:
means for generating a set of pseudo-random vectors, one for every block;
and wherein: the vector sum includes a second vector sum component formed
by a pseudo-random vector from said set 25 of pseudo-random vectors. S. A
cryptographical system as in ~, wherein: said sets of user-selectable
encryption and decryption parameters each includes parameters for
generating said set of pseudo-random vectors.  



01 JUL 2003 30 6. A cryptographical system as in claim 1, further
comprising: a secret key generator for generating said secret key from an
input with a predefined length. 57. A cryptographical system for users
toencrypt plaintext into ciphertext and decrypt theciphertext back to the
plaintext, comprising:a set of encryption parameters and a set ofdecryption
parameters for respectively controlling the10encryption and decryption;a
secret key shared between users;means for deriving a user-selectable
portion ofsaid set of encryption parameters from said secret keysmeans
responsive to said set~of encryption15parameters for generating a mapping
among a repertoirethereof for mapping plaintext into ciphertext,
saidrepertoire of mappings having a size dependent on said setof encryption
parameters;means for deriving a user-selectable portion of20said set of
decryption parameters from said secret keysand means responsive to said set
of decryption parameters for generating an inverse mapping associated with
said mapping for inverse mapping the ciphertext back 25 to the plaintext.
8. A data encryption device for block-by-block encrypting of plaintext into
ciphertext, comprising: storage means for storing a set of encryption
parameters) 30 said set of encryption parameters including a block size
parameter and ~ mapping parameters -for   2003 31 controlling mapping of
plaintext into ciphertext, each of said mapping parameters having a range
of possible values; plaintext processing means responsive to the block size
parameter for partitioning an input plaintext 5 block-by-block, thereby
obtaining a plaintext vector corresponding to each block; mapping means
responsive to the mapping parameters for generating a mapping among a
repertoire thereof, said mapping mapping each plaintext vector into 10 a
corresponding ciphertext vector, said repertoire having a size dependent on
the range of values of each of said mapping parameters, thereby producing a
repertoire of mappings having a size that has a range of values; and 



15 ciphertext output means fox outputting the ciphertext from said data
encryption device. 9. A data encryption device as in claim 8, further
comprising: key processing means for deriving a user20 selectable portion
of said encryption parameters_from an input secret key, the user-selectable
portion including the mapping parameters. 10. A data enczyption device as
in claim 9, further comprising: 25 a secret key generator for generating
said secret key from an input with a predefined length. 11. A data
encryption device as in claim 8, wherein: said user-selectable portion of
said encryption 30 parameters includes the block size parameter; and   '~ 1
,~~lL. 2aa3~ 32 said repertoire having a size dependent on the block size
parameter, thereby producing a repertoire of mappings having a size that is
user-selectable. 12. A data encryption device as in claim 8, 5 further
comprising: a character coding means for converting plaintext that is in a
character representation to a numerical representation. 13. A data
encryption device as in claim 8, 10 wherein: the mapping parameters include
a mapping matrix; and said mapping is such that each ciphertext vector is a
vector sum that includes a first vector sum component 15 formed by a
product of .said mapping matrix and the corresponding plaintext vector. 14.
A data encryption device as in claim 13, 



further comprising: _. means for generating a set of pseudo-random 20
vectors, one for every block, and wherein: said vector sum includes a
second vector sum component, said second vector sum component being a
pseudo-random vector Erom said set of pseudo-random vectors. ~5 15. A data
encryption device as in claim 14, wherein: the mapping parameters incude
User-selectable parameters Eor generating said set of pseudo-random
VeCtOrS.   '~ -' ~l.il_ U03 33 . 16. A data deczyption device for
block-by-block decrypting of ciphertext from an associated encryption
device into plaintext, comprising: storage means for storing a set of
decryption S parameters, said set of decryption parameters including a
block size parameter and inverse mapping parameters for controlling inverse
mapping of ciphertext into plaintext, each of said inverse mapping
parameters having a range of 10 possible values; ciphertext processing
means responsive to the block size parameter for partitioning the input
ciphertext block-by-block, thereby obtaining a ciphertext vector
corresponding to each block; 15 inverse mapping means responsive to the
inverse mapping parameters for generating an inverse mapping among a
repertoire thereof, said inverse mapping mapping each ciphertext vector
into a corresponding plair.text vector, said repertoire having a size
dependent on the 20 range of each of said inverse mapping parameters,
thereby producing a repertoire of inverse mappings having...a size that has
a range of values; and plaintext output means for outputting the plaintext
from said data decryption device. 25 17. A data decryption device as in
claim 16, further comprising: key processing means for der!v~::g a
userselectable portion o~ said decryption parame=ers from an input secret
key, the user-selectable portion including 30 the inverse mapping
parameters. 



18. ~ data encryption device as i;~ ci~~im 17,   ~~ ~ Jl!L 2~~~ 34 further
comprising: a secret key generator for generating said secret key from an
input with a predefined length. 19. A data decryption device as in claim
16, 5 wherein: said user-selectable portion of said decryption parameters
includes the block size parameter; and said repertoire having a size
dependent on the block size parameter, thereby producing a repertoire of 10
inverse mappings having a size that is user-selectable. 20. A data
decryption device as in claim 16, further comprising: character decoding
means for converting plaintext that is in a coded numerical representation
back 15 to a character representation. 21. A data decryption device as in
claim 16, wherein: said associated encryption device has each ciphertext
vector being a vector sum that includes a first 20 vector sum component
formed by a product of a mapping matrix and the corresponding plaintext
vector; w said inverse mapping parameters include an inverse mapping matrix
associated with said mapping matrix; and 25 said inverse mapping is such
that each plaintext vector is a product of said inverse mapping matrix and
a resultant vector produced by the corresponding ciphertext vector minus
the vector sum except for its first vector sum component.  



i~ ' ,i'. 2~(~~ 35 22. A data decryption device as in claim 21, further
comprising: means for generating a set of pseudo-random vectors, one for
every block, identical to that employed 5 in the enczyption device; and
wherein: said vector sum in the encryption device further includes a second
vector sum component formed by a pseudorandom vector from said set of
pseudo-random vectors. 23. A data decryption device as in claim 22, 10
wherein: said inverse mapping parameters incude userselectable parameters
for generating said set of pseudorandom vectors. 24. A czyptographical
method for users to 15 encrypt plaintext into ciphertext and decrypt
ciphertext back to plaintext, comprising: sharing a secret key between the
users; deriving a set of user-selectable encryption parameters from said
secret key, each of said user 20 selectable encryption parameters having a
range of possible values; generating a mapping among a repertoire thereof
in response to said set of user-selectable encryption parameters for
mapping plaintext into ciphertext; 25 deriving a set of decryption
parameters from said secret key; generating an inverse mapping associated
with said mapping for inverse mapping the ciphertext back to the plaintext;
and 30 said repertoire of mappings having a size dependent on the range of
each of said set of user   Luuv 36 



selectable encryption parameters, whereby others not privy to said secret
key are confronted with a computationally infeasible task of exhaustive
research among said repertoire of indeterminable size. 5 25. A
cryptographical method as in 24, further comprising the step of:
partitioning the plaintext block-by-block in response to a block size
parameter into plaintext blocks or vectors each having a size according to
said block size 10 parameter; and wherein: said mapping maps a plaintext
vector into a corresponding ciphertext vector; and said set of
user-selectable encryption parameters include said block size parameter. 15
26. A cryptographical method as in claim 24, further comprising the step
of: generating said secret key from an input with a predefined length. 27.
A czyptographical method as in 25, wherein: 20 said set of user-selectable
encryption parameters include a mapping matrix; said mapping is such that
each ciphertext vector is a vector sum that includes a first vector sum
component formed by a product of said mapping matrix and the 25
corresponding plaintext vector; said set of decryption parameters include
an inverse mapping matrix associated with said mapping matrix; and said
inverse mapping is such that each plaintext 30 vector is a product of said
inverse mapping matrix and a   01 JUL 2003 37 resultant vector produced by
the corresponding ciphertext vector minus the vector sum except for its
first vector sum component. 28. A cryptographical method as in 27, further
5 comprising the step of: generating a set of pseudo-random vectors, one
for evexy block; and wherein: 



the vector sum includes a second vector sum component formed by a
pseudo-random vector from said set 10 of pseudo-random vectors. 29. A
c~cyptographical method as in 28, wherein: said sets of user-selectable
encryption and decryption parameters each includes parameters for
generating said set of pseudo-random vectors. 15 30. A cryptographical
method as in claim 25, further comprising the steps of: selecting a subset
of plaintext elements from each plaintext vector as basis plaintext
elements; selecting a subset of corresponding ciphertext 20 elements from
each ciphertext vector as basis ciphertext elements; ' generating said
mapping wherein each ciphertext element is a sum that includes a first sum
component and a second sum component, such that: 25 for said basis
ciphertext elements: each of its first sum component are linearly dependent
on the corresponding basis plaintext element, the linear dependence being
defined by a userselectable basis coefficient; and 30 each of its second
-sum component are a   ~ ~ .! li L 2003 38 pseudo-random number that varies
block-by-block; and for those ciphertext elements not in the subset each of
its first sum component are a linear combination of the subset of basis
plaintext 5 elements, the linear combination being defined by a set of
user-selectable combination coefficients; and each of its second sum
component are a nonlinear function of a corresponding plaintext element,
said non-linear function being user-definable; 10 generating said inverse
mapping wherein: each basis plaintext element is an inverse linear
dependent of a resultant value produced by the corresponding ciphertext
element minus the sum except for its first sum component; and 15 each
plaintext element not in the subset is an inverse of said non-linear
function operating on a resultant value produced by the corresponding
ciphertext element minus the sum except for its first sum component. 



31. A cryptographical method for users to 20 encrypt plaintext into
ciphertext and decrxpt the ciphertext back to the plaintext, comprising:
providing a set of encryption parameters and a set of decryption parameters
for respectively controlling the encryption and decryption; 25 sharing a
secret key between users; deriving a user-selectable portion of said set of
encryption parameters from said secret key; generating a mapping among a
repertoire thereof in response to said set of encryption parameters for 30
mapping plaintext into ciphertext, said repertoire of mappings having a
size dependent on said set of encryption parameters;   fl 1 JUL 2003 39
deriving a user-selectable portion of said set of decryption parameters
from said secret key; and generating an inverse mapping associated with
said mapping in response to said set of decryption 5 parameters for inverse
mapping the ciphertext back to the plaintext. Y
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