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Aircraft software parts are beginning to be distributed electronically to reduce the
time and effort required for distributing aircraft software parts. Digital signatures are
used to secure the aircraft software parts. Since aircraft signatures and their
corresponding certificates expire, there is a need to update the signature validity
onboard the aircraft from time to time.

Thus, it would be advantageous to have an improved method and apparatus for
distributing software aircraft parts and updating their digital signatures that addresses

the above described problems and others.
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aircraft part in the set of software aircraft parts stored on the aircraft data processing
system to form an authenticated software aircraft part, and loading the authenticated
software part onto a line replaceable unit in the aircraft data processing system.

In yet another advantageous embodiment, a computer program product
comprises a computer recordable media and a program code stored on the computer
recordable media. The program code includes code for identifying a set of software
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Figure 4 is a diagram of a software aircraft parts management system in
accordance with an advantageous embodiment;

Figure 5 is a diagram of an aircraft data processing system and line replaceable
units in accordance with an advantageous embodiment;

Figure 6 is a diagram of a valid part list in accordance with an advantageous
embodiment;

Figure 7 is a diagram illustrating an alternate parts signature list file in
accordance with an advantageous embodiment;

Figure 8 is a diagram illustrating an alternate parts signature list file in the form
of a software aircraft part in accordance with an advantageous embodiment;

Figure 9 is a diagram illustrating a structure of an alternate parts signature list

file in accordance with an advantageous embodiment;
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along with storage unit 108. In addition, clients 110, 112, and 114 connect to network
102. These clients 110, 112, and 114 may be, for example, personal computers or
network computers. In the depicted example, server 104 provides data, such as boot
files, operating system images, and applications to clients 110, 112, and 114.

Clients 110, 112, and 114 are clients to server 104 in this example. Aircraft 116

also is a client that may exchange information with clients 110, 112, and 114. Aircraft
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Processor unit 204 serves to execute instructions for software that may be
loaded into memory 206. Processor unit 204 may be a set of one or more processors
or may be a multi-processor core, depending on the particular implementation. Further,
processor unit 204 may be implemented using one or more heterogeneous processor

systems in which a main processor is present with secondary processors on a single chip.



di spl ay 214. Processor unit 204 serves to execute
instructions for software that may be | oaded into
wWoreemnye2D6. Processor unit 204 may be a set O0PCDNS2008/084824
nore processors or may be a multi-processor core,
dependi ng on the particular inplenmentation. Further,

As anpthee dkstrativerexardpié, progebsori unitl 20dembig theusssyrametrie multi-processor
nor e heterolgﬁaeous rocessor systens in which a main

system, rEainpe MUtipedlerrSSRrs ¢f the S8MEYPepr ocessors on a
S'I\Wgrlng dﬁﬁb@ iRShEOERShplels! Ig%%t?ét e RAAPR! 8 raRiQReRTEEs

uni t be a synmetri i -processor system
Memary rar G&nyi otgemmnabﬂxk eolptlkaocﬁsm-soleflletSierm@mgepel’ersstent storage

208 ryih sty ZBBLS OB e NARD (B¢ REFUG TSI GBRLBT | &b example,
pers@’!érﬁ‘l‘é’t@rlaﬁé 268 Al @BRaif DHeCE mBRY SdrhpERENtS IR RYRe30F or example,
may t various forns depending on the particul ar

persigteiml Siﬁtﬁg%mfbmaymﬂ a éeahgrive, pash sesmrysa oewtabpoeptical disk, a

rewrigBie (ARGNENCIBRC o8 RoM B i RBIE Ol By dnd B! e me useq,oy
persidtemisstorayer208 al@orrﬁa\y beabhevable. Fdr eladhple 2a FemblaBBlHard drive
magneti c tape, or sone _conbination of the above. The

may bﬁad*ﬁ%ﬂ t@éfél?@?te@éﬁ@r@@%ﬂpsst orage 208 al so nmay be
Bﬁ%ﬁgllllgatlgl%’ ufrit 2490, ! |ﬁ c’)[hé’sé gg%réﬁré'& W(ﬂjesd{dr%‘énﬂﬁlympgtlons with

ersistent s ni catl ons uni
other zlbﬁa prometsblegesyemmabedevupes:vIrdtt&sémxamp‘msl,momhunmatuons unit 210

ot her data processi.n S or devices. In
is a ”??Y\é%ré '@ﬁﬁrﬁﬁ? gard. g@ﬁ?ﬂﬁﬂ%ﬁ%‘%{%mdﬁio PRY Rrovide rangrrications
throu%mf?er L §CBf 6Tt or%’ﬂﬁrgﬁ%leél' P wH e%s%%@nrﬂﬁbﬁcgﬁé}‘{é fiks.
hr ou th

onmuni cat i ons t t he use o her or
mmjt/oatplmmmit\mﬂeﬂllm foo imputiacdtauspst dfidaita with other devices that

t/ t 212 .all f i t d t
may b pa el i de dotedulo ?ﬁ%\?mééo L EBE DRI Rl ouiug unit 212
may &b?@@%b@rﬂwéﬁ(l@hﬁfﬁﬂ 484} inbar Reybéﬁ?@tddwhﬁ%e UF'uFther

rray pr ovi de a connecti on or user |L£Ut th TOU a

|npUt/Q§§ﬂbkb§ﬂti 242dnay gsed opiputtie @, prinigist Disotay 14J|ﬁqu|CE3LE29 mgchanism

. a inter. Display 214 provides a
to d'@@&ﬂ%%%%%kg?%gy information to a user.
I rr@tnuun@m@fw the bf)él‘é&lnglilﬁlfseém Al @mu@rmdora@@brm*s lap@ focated on
prograns_are |ocated on per3|stent st orage 208

perSlStﬁ'éfs%OTas}@t 2Qf%:t Toese Wﬁyuﬁﬁom%ﬁ@écbq ﬁﬁ@e%ﬁ@me@@a/ 206 for
exemﬁfbﬁ&é’r %@{Beg%’%rgfdﬁﬁg(ﬁf Ofrh & Bk rﬂ)'t% e%%s FRFEREToMimeh® may be

s may be per orne by processor
perfoumed b @docesisog unmrzputusnng ophpotentmglanmsrited dtistutsions, which may

be IoGHied &1 7 ideaDt SORE 2AEOTREEped | NBS8 4T b g aATSEagTed (o as,
progr%@%%gﬁ@ﬁ%&ﬁb@@b%@r&ﬁd&deo br e8RS reb88518 Y r8gram code
that may be read and executed by a processor in processor unit 204. The program
code in the different embodiments may be embodied on different physical or tangible
computer readable media, such as memory 206 or persistent storage 208.

Program code 216 is located in a functional form on a selectively removable
computer readable media 218 and may be loaded onto or transferred to data
processing system 200 for execution by processor unit 204. Program code 216 and
computer readable media 218 form computer program product 220 in these examples.

In one example, computer readable media 218 may be in a tangible form, such as, for
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The different advantageous embodiments may be used with software aircraft
parts that are signed with digital signatures. A software aircraft part may be signed with
a private key. A public key for the software aircraft part is stored in the aircraft. The

private and public key combinations are used to determine whether the software aircraft
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managing signatures to reduce the amount of time and effort needed to reload the
software aircraft parts. In other words, the different advantageous embodiments
recognize that it would be useful to avoid redistributing all software aircraft parts onto an
aircraft data processing system if signatures for these parts expire.

If the signatures for the software aircraft parts have expired or are no long valid
for some other reason, the software aircraft parts have to be reloaded onto the line
replaceable units in the aircraft. With this situation, the software aircraft parts have to
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processing system 302. By placing a list of the new signatures for each of the aircraft

parts on aircraft data processing system 302 into alternate parts signature list file 304,
only this file is loaded onto aircraft data processing system 302, instead of all of the
software aircraft parts. For example, an aircraft fleet may have over 500 software
aircraft parts, and an aircraft may have 200 or more software aircraft parts that require

signatures.
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In these examples, the signing process includes inputting the software aircraft
part and a private key into a signing algorithm that generates the signature for the
software aircraft part as a result of the inputs. The different advantageous
embodiments may use any signing algorithm or process that is available. The particular

algorithm or process used depends on the particular implementation.
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this example, aircraft data processing system 500 and line replaceable units 502 are
located on an aircraft. line replaceable units 502 are different data processing systems
on the aircraft that perform various functions. For example, line replaceable units 502
may include, for example, an in-flight entertainment system, an auto-pilot, a flight
management system, a hydraulics system, or an air conditioning unit.

In this example, aircraft data processing system 500 includes 504, storage

device 506, and data load function 510. Onboard electronic distribution system 504
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In other advantageous embodiments, instead of replacing signatures 518,
onboard electronic distribution system 504 may check a current signature within
signatures 518. If the current signature expired, then onboard electronic distribution
system 504 may check alternate parts signature list file 520 to see whether the
corresponding new signature is present in this software aircraft part. If the

corresponding new signature is present in alternate parts signature list file 520, onboard
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604, 666,358 mﬁaﬁrvé|.a%£95u%epn&'f P“giﬁ rl.gmt@r frhlsSme is an

présent in this software aircra
examp@rmf@tmnahemrtsemgsatgrmtlstrfée 304 s E@n‘e 3, raltarmaiemmrts signature list
file 520,

t | b d
fle 4y FipBER Ao pUpET e BAM S BRI RT ns2 G i P Bt Ngiition
&gnat"t‘dréé1 70D2ay04\ €065 i8R310E Sre el %F’tg sigPtUres Ebﬁéfeﬂe@ for&hese
|agramof a valid part list file'is depicted in

differef@@rigance wi th an advant ageous emnbodi nent. Valid part

TRt 1o LR B e Bt Bledling B ek pBHS

signafurk éist fil8 if th@foﬁmacmd Softward sirdr8f paflld depited Angcdi8ance with an
are present in valid part nunber list file 600. This

advanipgedymempediment da t'@'ﬁr%@@‘ri)'%z spfevars arstaft eyt S0 iRcludes
alternﬁgéﬁg?!@gﬁjr@‘ﬁ%a Zaérmrﬁd: h%%%erﬁﬂ% |t8?t4l :fﬁ e"f‘ﬁ%tgooarts signature list
file 80m|s|am|e slith aé atthmabaparta sigr@tsrepist §enT00 in Figere 7

b el 5 v s Rk N i erts pmate pars
S|gnat9Uréi§J Elé‘é{f ﬁl?%bZ Sg%%ﬁ%bpél %ﬁ@%ﬁ anlgé,'rééﬁ glﬁc{ gl‘pﬁ@fsga %g%i’nbl%s the
headeyiig mﬂ@iﬁue@ trhnogghfa stendaradepinutigated ipyaderondatical Radid, lanorporated
(ARII\?‘(Sj tan ar usé)csjls an %\Rllkl& é&% In these examples. In particular, the
software aircraft part is an airline modifiable information (AMI) software aircraft part.
This part also includes information to identify software aircraft part file 800 as being a
part that can be loaded onto the aircraft data processing system.

Turning now to Figure 9, a diagram illustrating a structure of an alternate parts
signature list file is depicted in accordance with an advantageous embodiment. In this

example, alternate parts signature list file 900 includes unique identifier 902, date/time
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exanple, alternate parts signature list file 700
i ncludes an identification of parts 602, 604, 606, and
woeo@9hrwas val i d part nunmber list file 600 in FPQUUS2068/084824
This file is an exanple of alternate parts signature
list file 304 is Figure 3, alternate parts signature
904, sowste DOBealddraatepdritgsigaatire aeblﬂleIFiaew mmhberp%& sand signature 910.

s S e
?Wﬁ@ﬁtn@%ﬂ%%duﬁ gﬁ%‘ié@ﬁ?eptﬁgt ‘?(ﬁé?ﬂﬂe@%r tbﬁqatgvp"aﬂs signature

ce now to Figur diagramillustrating an
list fllaBOQrfnmn ethmmsts @ grfMareealncrm‘t pait anitnesehexdroplesofDate/time 904

o o3 568 SoBRR e SOUAL 0 BB IER i oo

906 |d9érfti$|é§ftﬁe §@ur‘ce8cﬁQt ¢raatedisternbicapared ﬁﬁﬁéﬁfré li§t 180N an these
list file 802 and header file 804. Al'ternate parts

examplegn theuseurece snay be gfogeraimplea afmarépulguuaera@r sistemnat e

p&{éﬁ]aﬁé Bﬁﬁé ér il ltlgi %llee%a?rgRHbgggbggri$%r¥t{fi|;?§k‘atﬁg % tanialtg parts

sugnatu#@mtst filees aibéﬂrcnaatr%mﬁdft Basi PaatnliraBed 962 cémtkams&ﬁé pmt number
dabl e software aircraft 8art In these exanple

o they RV RACraTeP T YEEIIG bR O3 &5 o GaF g 6'6{1?'5&@ satensive
marktgg%( Idﬁgﬁggéﬁlséégﬁ hé%%dé%ﬁuﬂggogg‘yoﬁ?ﬁj e@?t@)@abo 4 may use other

typessignatli@s, oth érethanfextenstveamaek s rangaagelsagrmmrasr line

di f.i abl e or mat i A ware aircraft part
T peﬂmnﬁxatpg%guﬁ%|19d@§'5>w.“$nam9§ﬂ RRCES T%éﬂ%”?%)ﬁg software
awcraﬁ?érfﬁ% édi af éccﬂﬂ bnéd Wv&h hlsPerRBOAIntdt The
ed ont o t e alrcra dat rocessi ng

procesg $Itusmate‘iumriF igyredd may Eegmpkarﬁented din aggadiware aircraft part
il lustrat,in tructure of a ernate parts .
manageiii §7stet stiof idsedrivate dirc i BenS hER boeRTl Syptem 400 i
Flgur%CW AthadaaHatioeReMBat Of lcBufdd, %@@é@b@ma’j}l E)@irﬁélbﬁ]ented in
parts signature list file 900 i ncl udes uni que
other dg@émpracessing®mystaias er compoter deyingsc dep@slinglondha fagticular

gnature list file part nunber 908, and
mple&%a&%t{oﬁe 910. signature 910 includes part nunmber 912

amde Procetisiieyimo By ideifyikliaciet of deflvife gurcr%ﬁzbart% (@peratlon

gue identifier that identifies alternate par
1 000)5 | HH%@@F af sqflware; qiccrafp garts onaobe ddentified dn g Lg’@lpqr\,@‘rdéﬁerent

ways IFof %g% T pﬁ‘ C?t L?slr.er% rH{:}\% ESI%‘E aé@'o‘?%oft@?@éﬁér%ﬁ o 1?'(?@ [ software

the en a rnate parts signature
aircrafti patsdiPamasAltaraatiesly, theset ef Q@IBNameantoréftmrt’shaa)sbandmtlﬂed by
that created a ternate arts s gnature Ilst file
0 in Figure 4

a compyitehBRICBLRIRY ROCCEHe FODEXRBPIRa M HRIENMHRN SLAFRSS
may |§éﬁﬁf$/%%hﬂ! oM&IFEotl @’eﬂcﬁ"ﬁﬁ p@'rt%%lﬂﬁﬁ SoftpatSar ér‘éﬁjﬁa‘ﬁs%brary 402

file part nu ntlflesthea tern
in Figmmet%wém@naxsungemlpumo 1fqrnnea ast of gudivtare @irarafaparnts.affbe identification

a Part numnber 9 n a ns the at nunbe t.he,.
may @%Fﬁ%&rt@ sgd QT 4 Fet Bér %m@'eb &9'9911@3’ SQeﬁ'ﬁ/ selecting the
softwSIRCAFR Hft PaBid Uy SomeRe a/iﬁcraft part that is for a particular model or

manufacturer of aircraft.

Thereafter, a set of signatures associated with the set of software aircraft parts
are placed into a file (operation 1002). In these examples, each signature in the file
associated with a particular software aircraft part is a signature generated using the
software aircraft part. In these examples, the digital signature is created using a private
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mar kup | anguage file, in these exanples. O course,
signature body 914 may use other types of signatures
wordwen7ishiin ext ensi ve mar kup | anguage si gnat ur BGT/US2008/084824

Turning next to Figure 10, a flowhart of a process
for managi ng software aircraft parts is depicted in

key. Aqnmllda(ege?miteh oartga@«mrafagamw termﬂld%mtmlte thﬁmgnat;re. In other
rocess i]lustrated in Figure 10 enent e

Wordg e PHRHG KSWMaYr HS%FQ HHPF@ @r@rﬁ'éféa‘!t part

asso EE‘Wﬂﬁth@ él({‘ﬁﬁmﬁ f%aéétéaﬂmﬂeiﬂs%?&rﬁé %%ﬂ,(éoahc%r Hnmodified.

igure 4 ustrat’ive exanple. cour se, ese

sﬂ'hpsprmsskthen epdatee at sadtware etifceartt daitt avithr thedis colgtalmng the

signaf 55 4o JHP] S SE4S S Bre S L2 A port may be
creatéd @Bk el Mg cénﬁa@rﬁlngfihé Q@h‘é@frés forthie abkwRPAE bfrcraft parts by adding
(operation 1 his Set of software aircraft parts

or asspgjating a beader orefdeaderéllmmbras(ﬁeaﬂefrfﬂa 804 innRigurefdrBy creating

a sotGEPE PUEreCha? Bon % 16 SBFtaPG viF biaat FBRAIPES, e cigi
signatiré€ it be/crszmttfe@ ®edn ercr%ﬁfdawrp@o@s)smgaéystmrésspmw a normal
be identified @%I/Ma comput er i npl enented process.

process rpresienutthgeliwate @f@f@ﬁ@@r@ozﬁs A resy ﬁ@emaharydlfferent
Lk

proce'dgﬁkfmd,aé }eﬁogﬂéﬁ'ger s leé’parz%géi rrgrclﬁ'céglgé'lgfgnaﬁ{]rur é)WLCS M aircraft data
procewsmgmystenm el aiguaft Hate prmeeslagtsystfens cédogarzesathese dfdital

EF The identificati rr%) made based on cﬁet ,
signagies @p@glng:%,sogwgﬁ%pgcratqqg rrPé’yp%ﬁ?éc?ffrﬁc%'&chﬁ'ri atorlng the
dlgltaFélgnét%fréé"’are aircraft parts as any software aircraft

art that is for a particular nodel or nmanufacturer of

aiThe moazessTm@mssﬂrfet @art (@pearetloroﬂ 086 gniattbhess easmptEsatiezisigning is

e set qf softwar ircraft ts are p

perfoffgusing By B RUaiscsSy ok #RE be CislHin P thntpation to
prove&hgﬂmb%aet isadthéntid.| enaeaaet, ahedighedpart Raslhdsd! Ints a crate

software aircraft part is a signature generated using
(operatien 3008)wdndhese examplesaptcratens @rfée eisigaarblesformahiat may store a

set of . isHopZy YBMHE Bt RANET THE PP o uBRuY HeTtBe nfdy be
comppeisedrnbiredlice theer siz@Nat other wordotdheratevatdsas 4 heappeér foe one or
key may be used to determ ne whether the software

more siesr AR SxaMPleakocrale S is 3 KAP legioamar. oAngther example is a
Java@_’?ﬁrtcHR)el e &8t A% esBGPE e fﬁ@ biso rﬂgg/b%r '@adbrfalt@éjrn ,a different

rocéss then creates a so tvvare ircra t part
advarttlagecbwé erm:)odtraemtt ng the SI gnatures (operation 1004)

| es, the | rcraf a
T nb ey B ress §10v B Grore fopar R 10K [DedHigRs 1004-1010
are optith fégé%ﬁt ﬁfapod@?éeoowéo?m@yblﬁ%t 39 &Eh@ﬁé@&r\téﬁé&% a
eader or header file, such header

emboRimgents. #\t tdg poiriaaisigned crafe wmeedwftbrdraistmlpalpn t6 tloeraircraft data
th.efiIFco%ainingstheddit%ital tsi nat ur t he

procegpipgisystem.” The process sends the part {0 an aircra data processmg system
on an aircraft (operation 1012).

In operation 1012, the part may be sent to the aircraft data processing system in
a number of different ways. For example, a wireless communications link may be used
to send the part to the aircraft data processing system. With this type of
communications link, the aircraft may be located in various locations, such as, for

example, a runway, a boarding terminal, a maintenance facility, or the air.

15



signatures may be transmtted to an aircraft data
processi ng systemas part of a normal process of
wo e@nsf@ss i ng software aircraft parts. As a reBUI/US2008/084824

special or different procedures do not have to be
created to introduce the signatures onto the aircraft
dAtternatioclys tHenfe sysy bensemhito tauera)méﬂ dd&t progessiag sysi@gm through
éﬁ{em recqgni zes these di |taI gnatures as bein a@

a phygigpt NeABS ai ﬁéﬁmdﬁﬁ” Preszr Eﬁfr'“ﬁ%léé MR SiReEgeHeYiCeFRNtaining the

!

fle ok} GO e U016 B 4 e hiTan Uofe PROSRS s @ln 0 anser the

file toitke pecfadt catd plrscesgslraag pysteat eTMeystorAgpuﬂleMoe rkey bemfor example, a
Iat&r be . used in an au%hentlcatlon tf rove hat the

comppfhdise.<5 I MY SRE R BEFS oprtiepiyhbamBuler
pﬂ'aﬁﬁﬁ’g hBivtoFigurd ¢1(2nehehbAdf HQi8tesd ﬂ)rfr’ﬁ‘@r%gln% software aircraft
exanples, a crate is a file using a file format 1that

parts na;arsalmreftas gepictsrd injaaserdaneehvids as @divaaiageals enaiadiment. The

proceB§ i Bualer pibnRe 13n87 Rk GhPhTh S ofe OB G2588sing

systelﬁh BuBp Beraifchdft 08@ roce®sing isiystetn 560 ireFRJUTes. ofn Bartic@be the
stemis a ZIP file format. Another exanple is a

d'ﬁergﬂvlﬂ{ﬁtﬁat'ﬁﬁé}ﬁ@w*ﬁlr@ay be raplementsd in Aredtware compongnt guch as
onboégﬁ%’%%& ?9 ﬁﬁ% : (I %%térﬂ t@ﬂérﬁ Sét%%aél‘fjdﬁd?‘oﬁgﬁéﬂrj@tlggure 5.

eaf € process signs t
( Phempadcans Leyify by (r),a&rmhg dihs ﬂl:bOcﬂmtémit@ meesemm‘ sigmatures

st e at be used but not I of the
(Operﬁwgi? é@edﬂgﬁ é% BXRRISSs %%ﬁ ChE r%c%\éﬁqw g feing F?i g software
aircraf € OF cbGRAY inf het EABDEIEH QN tHECr|E rr‘ﬁ?f‘bé ?éé@él\t/ed]'ﬁ‘]t &format

processi ng system The process sen art to an
other #harc aafatsafiatese @irocaib pamgdepestdarg on thae partrculmﬁmplementatlon As

an exégﬁfe,%e?ﬂeelm gﬁlcglv%@tegasa%rl? gg Oijbi% ntwhgygﬂ%%g]@e ]tl)|% in other

emboditibsk. of different ways. For exanple, a wreless
communi cations |link may be used to send the part to

t hbe dile isrdereddeparationcBR)nd heyrroeass iventoads & sofimaremircraft

part of RSP LED 40 atob e i BolreRelndifio 18 i Sotph g arcrart
part (89&atond104).nThelprocessethh eaamingtesacitis bMeralbntMU rs when a

air.Alternativel the file my be sent to th
softwayier airGatt Paal ${ox ﬂ%‘é’é% Alcraf) stadrpranessiye %/SEﬂWsﬁ tbe loaded onto

a Ilneggel%ealgl%r rﬁmmh%%%ﬂ?%r'ﬂﬁé’& fif8Ysi ﬁét{uﬁe 2otk S5@Hing to the

Peeaeent ai i ng t and- conne st orage
softwaevaiosraft pattie useddm pfdcedstthe piddigial signstysd, amhitio may have
. transfer the file to the aircraft data processing
expird] 8

Qt Rerorginvalid JPagBenERAS98Snay be, for exanple, a

CONPaierghes nodv fo ﬁ?gﬁrgqﬁoé)ﬂom%aﬁ S ﬁro%éé’ ?‘or%cé‘ivmrg an

| apt op conputer. Tufning how to Figure | owcha
alternafe parts sigaaturedist fireriagiepgtecbint moedmcecwﬁlﬂ an advantageous
embodiment. The process illustrated in Figure 12 may be implemented in an aircraft
data processing system, such as aircraft data processing system 500 in Figure 5. In
particular, the different processes may be implemented using onboard electronic
distribution system 504 in Figure 5.

The process begins by receiving a crate containing the alternate parts signature

list file as a software aircraft part (operation 1200). The process authenticates the

signatures on the crate and the software aircraft part (operation 1202). This
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parts on an aircraft is depicted in accordance with an
advant ageous enbodi nent. The process illustrated in
wo-2@ane6id nay be inplenmented in an aircraft JdBCEHUS2008/084824
processi ng system such as aircraft data processing
system 500 in Figure 5 . In particular, the different
authentitatidr mialy\be perforesesk i trpsetexanmmpesnsetting aaequest to controller
onent, such as onboard el ectroni

f t
servea?’rgqqq 9§ %HEWFeﬁn BoeSRARSSIR NI mayest fonirghessgyvenmodule
508 |rFF e Puses’ ﬁﬁb(ﬁﬁr@ RemRSkiBA s*éYw%@%?'i Vi F‘i?%ﬁr]%es %sﬂi ®he
t o) 100). In

|n|ng e set si gnatures (oper at
apprdphle@p@bdmwim;els pukhe kfeys &12sn Féglewa/émb dateriménd whethefr tlae crate

and tfi@?%t%ﬁ%%n%'g&gft%f@tw RthS e g ARG 1n o f or mat
OAREndiIANTRY (R SOhbHBEACAILHGR Lighatire VERRAAGLRBM. This

the particular inplenmentation. an exanple
type ofeajgdyéhimedsas tbe signatureeat ﬂé\@sil@fﬂ® fitgranduip PLAkg lsageonfremondlng to

the o B3 K8 B 5 GBS s SBpabi®. R ARt ARE Bl Shsna on the
part|cgrarﬁrlnp|eamérqaa<f)rﬁ using a signature in the file
corresponding to the software aircraft part (operation

é&oigtemmétlm sc@sdetasdn whethenhiesautheniicatiopds aticepssful (operation
0 f. c
12041 HF HeSadhER Gt o%‘gggﬁ%%fm {rfd froR@6¢ sft:88 ik Arhl: parts
&gnatureﬁstiﬂphms&nb@@ onrthé a\mctdﬁ (opichation 1204 tin tHibexdnglé &he storage
naturg corrggpo di n%%o the software aircraft part
may t?es ‘ﬁV'E?é I9¥WE ¥ d digital signature, which

W‘%ﬁﬁ Y 31RER BHloQdsSRE GREBIE AR bgrtf}; %\’qﬂr@% dreriist fl%ZBP dse

reference now to Figure 12,
(operptiarc #2686 ¥, withrtbe girocass tarmarlating rhlaereaﬁar th epeg‘ahommaos, the
. ist file,is icted,in acc e with an
signalys st isca st SoTRER SEE 5™y Be BBec e tertpee old
signaftrgs! b@rrégpéﬁﬁin?@o tH@é&‘tWéFeeéirdré‘ft partai rcraft data
processi n em such as aircraft data processing

sisoleer soadimeniguthe gternate parits sigoptdre lishide apay be @tnred and

e e

authehacatitm DROCEES Edilgi Wiith 8n @xRitifg egraau, iige hiernatd pamekiynature list
rts signature list file as a software aircraft

t
file is @glagt,algqq ateuoine winihgr g@g@tw@t [ é)‘ﬁ%Qrgtf@rSthprﬁpftwa% aircraft part
t f
e 1o R0 Pt PR B e gt 0gbo
perforinn théhestheakeatore s\ithyreferadce ggainrteqpesatidro1 28htif el arthentication
server nD ule 508 in Figure 5. In response to this

Is not,SGGRSSUl, E¥hPrASPFRICTEUPFES: modul e 508 in Figure 5 uses

g%mﬁ%&g@ @gw ngg@e ﬁgr %E@%{c@éﬂtedgs% @O%:é'ﬁf&. Igﬁt?\gb Besoftware
aircraftqpattisetapicied whectedanbe witheareadvantageous embodiment. The process
illustrated in Figure 13 may be implemented in an aircraft data processing system, such
as aircraft data processing system 500 in Figure 5. In particular, the process may be
implemented using data load function 510 in Figure 5.

The process begins by receiving a request to load a software aircraft part onto a

line replaceable unit (operation 1300). In these examples, a request is initiated by a

human operator. Of course, in other embodiments, the request may be initiated through
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and the software aircraft part in the crate are
authentic. A signature may be authenticated using a
wa@gnarwse verifying algorithm This type of aP@DUB1008r084824
uses the signature or the signed file and a public key
corresponding to the private key used to generate the
other snepranisres. Fbeerample, bhrevengdushlds @Ierrwsdgers;ehhﬂom an airline
articular_inplenmentation. A determnation

Se"VGF i ecriFEaTt ORER RIRORERINDSYSIESR May ke rised & m't'ﬁt%'@'ﬁ&r?%?ﬁs
1208 gsdafl sréih%tl?rethPQ*sbﬁ%kéJaurbr%f%P%ﬁé&é’tbd (BP@ratloP|1302)

proces he alternate parts signature
Authanticatian sgeertrntdueoraihrecsaifwareapeorait pert us2@he Iboateldidigital

signa rﬁggger’gtlorq%ﬁéhg g%gra |H@ﬁor§)tfsgr%ga et\élp(@%{ﬁ ﬁhigqughentication is

succe%@fdl %oﬁérﬁﬂéﬁ 4B06).1 Fihd bighal SGnHERe (@ﬁ@[@ig‘e@@aﬂ@%é authentication
the process termnating thereafter. I n operation

is notsmoeessfhle signatures within the alternate parts

SO the s bitetcialc, Mg S e 155 rleis &ele kohgration 1308). A

determﬁ”fatti%)n is nadegs tcewh@mewmgnamk@f@lth@Isaﬁwgr@arré@ft part is present
gnature list file nai@(ﬁ tored and nai nt ai ned

in the\,ali'{q%a}p Rasts dgnHyresligd @aé;ath)rhﬂs]ms Iif fisesignature is present, the
proceggpgl?ﬁ’ﬁ?fg opér% i85 136416 'E)tgl'@er n hé’r{t%% 3ﬁ uElegl tﬁbs\r"f'gEPte@nslgnature

ure the
The aﬂ;ithentlcan?rm nsayhaled f?ubfodeitrmrrreaeor}m thneexaEplleg ifahe dcgmas signatures
resent for e software airc part that
and/Ogﬁpﬁ\élﬁfﬁf gisgragpary beqqqg%p@rﬁgpf@g hesalbti‘égtéqﬁt'ont‘ﬁ'@ﬁa'! Hathese

exam?le@”%t‘ﬁ"eﬁvis@ 48 ko & @rﬁér‘éféa (lcg)% ﬁﬁﬂm?ﬁi@c%th%e p¥éddis

eference again to op ration
termlmitﬁg%er&asfteron i s not successful t he process
Wth refere

t . Fi 1
¢ Pofh A3 BN 9o cadrdhaT 1808 fhs abficalion sgthe safyere
alrcralﬂaéa*rt is%mﬁ%@éﬁh?%é BofwS Y slirdtef pairt i I@éideiﬁ#@r‘ﬁtswl%@ésonto aline
nbodi nent . process illustrated in Figure 1

may
replawblmném@wﬂréuon A 344), avitrcihefprodesstepmatalingi thgreﬁjtgr em

= YOS pR B rblare e RRRERER P A ¥ReST Tol Mokl Bitemate
parts gRjnagurdaisais deisictbd nis icesrdahe withFarg s eartagediieemibegiaént. In this
begi ns by receiving a request to | oad a software

example; i ProGess tlusiTpiSthin Figre 44 Baw RBl@Plamentedde Pataisraft data
proce%%’ﬁg)sys{é?n t %1}3,}?1 as%éi?&%lfteosata %réc?e% )}sﬁ%r‘ngidd RAtEgu F(%g?‘ In

n opera course, 1 n ot ment s;

particu ket proegsdmaly o mmlemhehteoblutgh@bhboawcjeelbatnommlstﬁbmtion
ex&;r‘{) S vent, such as a message sent from an
systeqy WeF'Y9&Gex to the aircraft data processing system

o o bt B T P03 o T ope fEaf SHEl e parts
signatue disttdaperatid0P400). A determination is made as to whether an alternate
parts signature list is available for processing (operation 1402). If an alternate parts
signature list is available, a determination is made as to whether a universal identifier
(UID) file is available (operation 1404).

If a universal identifier file is available, a determination is made as to whether the
universal identifier value in the universal identifier file matches the universal identifier
value in the alternate parts signature list (operation 1406). If the universal identifier

value in the file does not match the universal identifier value in the alternate parts
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Aut hentication is perfornmed on the software aircraft
part using the |ocated digital signature (operation
wa 3470685 det ermi nation is made as to whet her PEEUS2008/084824
aut hentication is successful (operation 1306). If the
digital signature is no |longer valid, the
signafure hieh the ptocess irsad®thespart aastoer in the alternateasarts sigeature list file

aI,tern&ée parts signature list file is |ocated
(operglipe149%)on 1308). A deternination is nade as to

WAEIIEm |ﬁaﬁbt9 %%H@ ds9b WhhaPfHesdre e%bfsclrwalfs‘n% oﬂBPérd Storage in

present in the alternate parts signature
the aifaptdata proce3sidyg. syisfen ljeparationatldd 8).i $hedesarntinatidmnein this example

s mallE R e b oRR 6 D P RiE RS T IHS LS fiand comparing
that n@HiRe Witcaddifohadard! Pthiedditcra® datd B@ceé@iﬂg %?@tenﬁ:oif the part

exanple, if the digital signatures and/or Software
existsaon meaawcrpﬁrdataaame@sln@(ﬁyrsmeth\e Rrheestutepianascheipant signature

with e Slanafng DSBS mBIS B g MENE! Fse Sy Hinglo I par

numbee(dparatiomg4ppreafter. Wth reference again to
[?_eratlon 1306, if the authentication of the software

heresfter, ﬁaetprogeme@'@ms whetBersihetrast BURPEE inalhe alternate
parts gﬁ{n‘at%r@ Ifs ﬁi?qg tﬁél%?éﬂrrﬁlgﬁo%% (Phé'lfllle efaql%lnaf ln gfthe part

proce erm na

numbbhwteneflaetrparﬂ'uunmbeg thewrdcedsi vgrwtlee tﬁéuna/efd;aimlﬂbr gélue from the
ess an alterna rts S
a'temla %Part% S@é‘ﬁ L@?i'&t %thﬁgﬁBY%réﬁ'c'QeW ey T (%Rﬁfﬁwg%gé%)s with the
proce@g?&%lﬁgm%tklerﬂeé r?‘ exarrpl e, the process illustrated
In Figure 14 may impl emented in an aircraft data
pthrerﬁemgceyagaern’qo mmhtum 1414 cif Het parhnamireo cesst thg last part
numbﬁg %@ %Eggp%tﬁeq% |gg§tH§e h%dgsgrthleélﬁlg%rqsortﬁ?@ng tg %%%?ation 1408 to
read @h@thér Bt inRfber HopmtRO4itématd pame signatubBgisPfilec 8§fh reference
begi ns by receiving a request to process an alternate
back bmw%ragog A440r é the part doge met exist Tuhe)aircraly date piocassiog system,

e oot LG AT B BB SEIESRBEAF, S OnL L e |

aTITuﬁHuﬁ@bQ@k € Ppértasion 1408t Hitiee Linverdas idwraifiepbalee idthe file matches
rmnation i s made as to whether a universal

the s iiereel KPBITIgYalye I 1N 4 eraeta NATIS SOPGiSeER st 16 Bipsags terminates.
With r::?ff?r%nl;'@' &l 06&5% B4 if b \kﬁm}%sé"?%ﬁtﬁ@r‘?ne B unavailable, the

rmntlon e as to e uni versa
processl@Mcnéedgrtowmematlomumibas negerilsed abovant Witheneférehee back to

t he iversal identifier val ue th ,
operaliph N2, b Apealleenelearis Signaues g Sndvalabia.A5e propgss terminates.

t iTrﬁ‘e ‘leW(:ﬁéﬁé'anUctﬁ@f;R {1'3 FarM&litifhe &ﬁb%tfd'ek)ﬁ:té’cpéﬁb%?ments

mat ch the uni versa ntifier value in the alternate
illustraterthedrgnitaaure, funstionality, and opemationad sotrteepgssible nmptaenentations
of apparaEus metﬁgcrlggﬁ ?nrptu er pr%B?atrlr]ererocllllJc S. fIr|1 lhefs regard, each block in
the flowchart or block diagrams may represent a module, segment, or portion of
computer usable or readable program code, which comprises one or more executable
instructions for implementing the specified function or functions. In some alternative
implementations, the function or functions noted in the block may occur out of the order

noted in the figures. For example, in some cases, two blocks shown in succession may
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(operation 1408). A determ nation is nade as to

whet her the part exists in the onboard storage in the
wa@Reoenafess dat a processi ng system (operati on 14ROV/USZ&084824

determ nation in this exanple is nmade using the part

nunber in the alternate parts signature list file and

be exeoutedrsubgtdntiatly contwarentyt, br dudblocks alaypsorh stimes bleexecuted in the

aircraft datda%érocessi n s,\ﬁ/stem, If the part exists on
revergé,aragry gergndi 980'6_1”6% { @algw\awe ‘he process

r - r

{ REUETER i SRERby T EREN bbbl e gPb AOg el Implemented
methadeapparatus yame conpptaratseableldddd) for Tirragafig eoftwatecaircraft parts. In

i TR T G P Bl P, ot
set of YR IrdshadsdRidied d/Hepd eielel A ot 4bftvard hiréd@ Fdstare QI%%ed in the

~nunber is the last part nunber, the process wites .
file. e Weris then sknitto the airoraftdata poocassingsystemat Erepsignatures in the

o KRBT e e R D Bk LA ] v ocate on e

aircrafthan et reannell tdinstafling@zen safitiane birceFepat ferwiidd 4, digital
the part nunber is not the last part nunber in the

signaiyre flag £xPirgers avaidglat ure file |ist, the process

¢ FItoqt i P56 Lo i Bitelert iR Riticels iboq iR only the
digitar sigeateinesnbded ko be septtoathiecairctafl.0 Thisfretbetigraint thecaaoumttof
inforrgaisgeaat s e Aeatss e Sol PaRovTioNs B Hewrkissdvell as time and
experfROHEt a élﬁ}jré}gclf’rféé‘detooto%ﬁfs@éli Qﬂ()eﬁ]' 4 earjefaiFdﬂgfé ptan with the new

universal 1dentifier value int mat c e
digitausignatusal identifier value in the alternate parts

signature Jist, .the process. term nates. , Wth reference

> AP RS aaro kA mBRRmETR o8 8% oI iag Srely
hardwdrk@nhiSodif@nei dredhitelyt StvRlre e@siSodieae &5tart &mBBEINgéNt@dntaining

1408 as descri bed above. Wth reference back to

both hydware end sofiware elementst omee enbadinserisgiatmpenented in

sofwlh WIRIEI QS 2B BFESG1d Bt e SpEGKb R fare,
residetitizoftivaeatsnd Mlicretodd.e the architecture,
functionality, and operation of sonme possible

i Fprteawnerg: F%@iﬁéferﬁ@@&%ﬁiﬁﬁ@ﬂt%@@mtﬁh@%ﬁﬁ@%ﬁ_f)atC@fnpUter
proarBi A PR, (O, bR RIRL i B Bt bOEk L B:0E mecium
providieg pesgranpcogefdriuge f orcinrgonhectiarsaithe competetdablbay device or

systeff B8 BERARS ITSHIcT Bt oG ErR PRSCS BLENY FiBIOR Lo & GHmPuter-
s or PRSIk PR B Sehbihy EPATBRL S Apark 0t car
contagf, stdre, odrmerunicate, propagate, or transport the program for use by or in
connection with the instruction execution system, apparatus, or device.

The computer usable or computer readable medium can be, for example, without
limitation an electronic, magnetic, optical, electromagnetic, infrared, or semiconductor
system, or a propagation medium. Non limiting examples of a computer-readable
medium include a semiconductor or solid state memory, magnetic tape, a removable

computer diskette, a random access memory (RAM), a read-only memory (ROM), a
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noted in the figures. For exanple, in sone cases, two
bl ocks shown in successi on naybe executed
waadpshawss al | y concurrently, or the bl ocks nmayPCT/US2008/084824
soneti nes be executed in the reverse order, depending
upon the functionality involved. Thus, the different
rigid radygaeticagiekusndaboptioairdisk. ribmdadidlsascmmmic&fde compact disk — read

only BRERY GrOTAAMG: FamearLolak & 'Epde A (CDERIAT and AL °

dFDFtﬁére%tccﬁﬁ Gat-29581 en?ﬁ@rﬁ’@l&@?%aﬁab‘?’e sldih rﬁzﬁ Eé(‘éﬁtéﬁﬁ or store a

alrcraft par S are | a set of signat
compats oseadaldd queabIet pregears efodefsusbfthahwleerathe:cwﬁpu@arreadable or
| aced,in the file. L_I;sthen sen

Usab'slwe$§m C%‘? Y %%@%@Pﬂ@ %‘i@’?‘étﬁf REXEFYRAN 9{@5'3 ?W‘PH'@r
readablé 8r 15abl&prorarh &@d@éétﬁ‘ﬁgﬂh@ﬂio%édlér ﬁﬁl‘ralﬁ’émﬁ%bﬁ@r%omputer

aircraft parts that are |l ocated on the aircraft. In
readahe er weaine Prograimeeds bvera eaaimyueatioisdinki rwafzorrmmmcatlons

L A A A R

ap\chith PRGBS IrR O Rb MBIt bleofor ystdring Shdibit @kechiting dowiRaer
need to be sent to the aircraft his reduction in the

readabifhaheorapuienusaRig: Rrearae LEde gvil INCluRe eRAPE MAEe S0ERASRIS coupled

direotfA MG, tolhaBrieFy KRS difSlion e MBS PAHRE such as @
systemi ous. dfrte antoryietemérite mayindigiet latalsngnmtry empldyes during actual

di fferent advanta enbodi nents can take the form
exeCLBP”aQT & ProweN ﬁ%ﬁg%%ﬁ‘fe @ﬁ%ﬂﬁj@f@rﬁa(’%&r{n%mﬂ?@l ich provide

temp&ahy W&@H@Qﬁb%ﬁﬁé@é@{%ﬁ%@%ﬁ%ﬁﬁl@t htat UQatQQyFogram

ardwar € and so one e I ments ar
code ioEduicerihe cuimbes aff timesecodshinal biemetnigies! fbmm buk storage during
to forns, such as, for exanple, firmare,

limt
execqt@é‘u%fzﬁ? €Q8ft ware, and ni crocode. Furthermore, the
d|l‘1c u‘%@fﬁut oniyorlERBES céﬁﬁetc@@léd‘t% th@fs%t@‘m @Itﬁ@f’@i%(ﬁl"y or

ram roduct accessible froma conput er - usabl e or

througfmnfg@rtV@nmgeléﬁamnéroH@r@ urhesediavinasgnpy ¢ uee Jetexarpple, without

imia 7k ot OUTEReR0 5o RN, PO BY. pIFRhEE

comnfnit¢dtiohsEHdaphers ungy arRodsETROU e $@ tHees WitemabEHadle the data

readabl e nedi um can gener al | be any tangi bl e
proceﬁﬁ'ﬁﬂrsé[ﬁtﬁé“ tHRECRAR Q%'ﬁi%ﬂ i@, ot %f‘@ta W@ﬁﬁ%ﬁ\n% gyglems or remote

printePé 8P ?é%en d8wg%§ tf’rﬂéﬂgn té%pmcgﬂ@ﬁ\?dfb uBﬁ@th(Nc?rnRs.' Non-limiting

connec daaits execut Pon Sys
examplgsaaratrnsderns amﬁelmeiworkTa@amterqoaﬂequsmm ef tire caongnilyesivailable

adabl e medi um for exanple, wthout
types|q?‘§pﬁgwlaﬁatéqpse@<i%qq@ﬁm c, magnetic, optical,

:ﬁﬁ?%gg@% bfrtg& e ér%h?5dvéﬂta§§(§%§g@gﬁ%hgéén%%%en%resented
for pucpogas @friHusisadiabl and description, and is not intended to be exhaustive or
limited to the embodiments in the form disclosed. Many modifications and variations will
be apparent to those of ordinary skill in the art. For example, although the new
signatures in the alternate parts signature list file files in these examples are turned into
or created in the form of an aircraft part for distribution onto an aircraft, other formats
may be used. For example, the signatures may be sent as part of a data file rather then
a software aircraft part depending on the particular implementation. Further, these

processes illustrated in the advantageous embodiments may be applied to other types
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medi um i ncl ude a sem conductor or solid state nenory,
magneti c tape, a renovable conputer diskette, a random
waceesmesenory (RAM, a read-only menory ( ROV) PCHUBZI0S084824
magneti ¢ di sk, and an optical disk. Optical disks may
i ncl ude conpact disk - read only nenory (CD ROM,
of vericlepatidedicek. Far exdmpie tthe CERrénVidvamiadgddas émbbdierenta may be
.conput er-usabl e or conput er-readabl e pedi um ma ,
appligchior i ic!8$, %r%s,éor@%’&@'@rwit@% Bnigatgn, égg]ma@?qs%owéaﬁe ships,
cars, %r gr"g%%?d ﬁlcs:wcgegg\g%ib:% on a COerT'fJéEIt er, tsrr]]tg delﬁé%mt i@gtﬁa
processingtaystarosifrotrestoragalmichtedoon treawdtdclps o diuatimec,dtie different

acvar GHGEEN 6BPOTRRH &5 BerRAl Sl B0 6PV es diTonp ELaq byre parts
that mayke rdibh8ed 6@@iiff@ﬂérit%9?t,e'nﬁ§iﬁ WHiXh %@tmﬁbgﬁﬁ ft@iired for

is, for exanple without limtation, physica
reloadingel ess. A data processing system suitable for

ERBhES sRgP Rl REedLR SREBUHE R BRI SIGRicE o8B oEantages

as copipReEs fothet adpartdgdbus etlooihentzdi TrREEMpoti PnéMBambodiments
el enents through a communi cations fabric, such

seleciepaTerANOSEN STRCIGREHBES Ik PERED PerhgXIAE) tharIgies of the

e I .
emboEEAY, S KBl ol BT B Lo REREI b e SH e artto
undeﬂswmbllherdisdbwmgler vériads émbedidnsente \Aﬂtbldnvartoenshmeaiden%)ﬂicms as are
. 0r conputer usable program code to reduce the nunber

swtecgﬁo t%ie t'%ﬁ%“%@'b‘%”l’ﬁ@tﬁaqeved from bul k storage

during execution of the code. I|nput/output or 1/0O

devi ces can be coupled to the systemeither directly

or through intervening 1/O controllers. These devices

may include, for exanple, without limtation to

keyboards, touch screen displays, and pointing

devices. Different comruni cati ons adapters may al so be

coupled to the systemto enable the data processing

systemto becone coupled to other data processing

systens or renote printers or storage devices through

intervening private or public networks. Non-limting

exanpl es are nodens and network adapters are just a

few of the currently avail able types of conmunications

adapters. The description of the different

advant ageous enbodi nents has been presented for

pur poses of illustration and description, and is not

i ntended to be exhaustive or limted to the

enbodi ments in the formdi scl osed. Many nodi fications

and variations will be apparent to those of ordinary

skill in the art. For exanple, although the new

signatures in the alternate parts signature list file

files in these exanples are turned into
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or created in the formof an aircraft part for
distribution onto an aircraft, other formats may be
wais®do7d66s exanpl e, the signatures may be sentPEEFUPZNNSE/084824
of a data file rather then a software aircraft part
dependi ng on the particular inplenmentation. Further,
t hese processes illustrated in the advantageous
enbodi mrents may be applied to other typesof vehicles
CLAIMIS:devi ces. For exanpl e, the different advantageous
enbodi nents may be applied to vehicles, such as, for
exanple, wthout limtation, submarines, surface
Whats$clagnedds:s, a spacecraft in which software parts may
be rel oaded onto different data processing systens
fromstorage | ocated on the vehicles. Further, the
1. diafdopnurer Wéﬁ%@&?lﬁet%@ﬁﬂ'rﬁ@rﬁﬁgﬁn?@ﬁﬂﬂ@r@ﬁ%ﬂaﬁ%é@ the
any devices that store software parts that may be
compuitgrdmgemenied ragthbdrcomprisig.ens i n whi ch

PP A s e A bR M SoR e B selof i Fures for a set of

softwgne‘;ﬁmrgntpaﬂ@vant ages as conpared to ot her advantageous
enbodi nents. The enbodi nent or enbodi nents sel ect ed

aPBNEIbErRIERRRgLRAETS PERRIHTE b5ides: to best explain the

p ARk

B Ema g RE R fot LR PR G T graed;sfemate
parts slymadure lisbfilender st and t he di scl osure for various

enbodi nents wi th various nodifications as are su

t 6'9%19”%&@ Gl aﬂFe”&%t@ %Fﬁ%%@t&f ® Std%rq/%)rmm §t9r\e§ Crate

c thé sigh e ! f tdrf" ft

oSG 1€ Sighed brAaB Al craR DI sIRlg eI R'as a software
aircraiftmﬂrbmnlt ed nethod conprising: creating an alternate

parts .signature list file_having a_.set, of signatur

P GrP1ciGe BaGh Sidhetuia for 2isPEPaYe S3aRreart P Rng el Gata
proce@bh@@%ﬁé?n RAtht & ceir8sFdndiry lsigﬂatd‘rb'nﬁ*ithé)b@ﬁbﬂ%réta% form a set of

alternate parts signature |ist le in crate to form
currerf $gratetePn rmarerafata pmcmamr%/swerﬁt f| | e; signing

the crated alternate parts signature list file to form

a signed crate; sending the signed crate to an
2. afThe ro@fﬁpuﬂ@ﬁ itnementswl metiyistiedzias 1 awhefdimeiesanding atdp

part; and repl acing each signature for a software
COMPHBeSr af t part on the aircraft data processing system

""ééﬁbu g % 5@?88'&‘?&%%%9&%#&8 éléthdﬁ?%éfs%b‘iﬁuoﬁ][sﬁkgﬁ Bn the

form a“se current signatures on the aircra
aircrafirdate psocepsiyssestem.
3. The computer implemented method of claim 1 further comprising:

validating a particular software aircraft part prior to loading onto a line
replaceable unit using a corresponding current signature for the set of current

signatures.

4. The computer implemented method of claim 3, wherein the loading step is

initiated by a human operator.
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2 . The conputer inplenmented nethod of claima1l,
wherein the sending step conprises: sending the signed
W@ e@v®7t665 an onboard el ectroni c distribution SPCI/ER2008/084824
the aircraft data processing system 3 . The conputer
I mpl emented nmethod of claim1 further conprising:
5. vAIdotdmmtegmaplpare!nitemrrmth@d)fdrwaarw@hg sofivarepairtraftrpants, the
| ine replaceable unit using a

to | oadi
CompHFﬁ*H@Q&Sﬂ%tﬁa RRePE O ure for the set of current
QLTRY | ement ed net hod of
| ai m@faﬁeefgf %J‘?ﬁae'% oad%ﬁgagtggp is initiated by a
hplaemgop sebovicsigmature’s assquiated wittptherseh bédoftearteoairdratt parts in a
file- nagi ng software aircraft parts, the conputer
€, @Gy enent ed met hod conprising: identifying a set of
S8éndIRg @hé‘hfe“é@é lsoR#atS airBlafipdtftcPars Qlrc@ift $atdPrOEERIg system,
associated with the set of software aircraft parts in
in whighfthe get ahsigealuiesgorrespdnd to exstingsssftwrieaimgraft parts.
part to an aircraft data processing system in which
the set of signatures correspond to existing software

6. aTI'héfo@fﬁplﬂ@flhﬁ)lerﬁente'ﬂmemﬁ(ﬂélm splenendapmahdgod of
claim5 further conprising: stori n% t he softvvare

apiogipgrthe gaftwarg Q'Wéafhp?'@ﬂ%me aiEera rﬂ%@%%@'@y@fsﬁm
UBLRY ogBLEn St AUATHE Sl B LBRaRESs i 1 H95kYE RSl par

war e |rcra |cate
file tositlearteats afseeuted abitwaw alrcﬂafttpalrmlntthe seEbf fotwarbtammraft parts

ircraft s stored.on the aircraft data proc
Store‘il%t“%%@irspaf?b‘ﬁ@f?eﬂﬁo%&ﬁ%w%%’tnet@ Qﬂﬁﬁw@ﬁﬁﬂ‘? %‘? fSOthre aircraft

part; mﬁq and | oading the authenticated software part onto
ine replaceable unit in the aircraft. 7 . The
c magiingethei agihentinated sofwvhedpat ootaaad hné replaeeale unfiten the aircraft.
| oading step is initiated by a human operator. 8 . The
conmput er inplenented nethod of claim5 further

7. COURBICoRipIer ifemehtd rﬂé%o%ﬁbléuhgaamé@.rﬁ ﬂfe Radiftlg $tkp is
software aircraft parts on the aircraft dat

initiated Sy esBIMgNOperaiat.wi t h a correspondi ng new SI gnat ure
| ocated in the software aircraft part. 9 . The
conmput er inplenented nethod of claimb5, wherein the

8. eJqnb cohthusédinglierentiedl method of claim 5 further comprising:
replacing each old signature for a set of software aircraft parts on the aircraft
data processing system with a corresponding new signature located in the software

aircraft part.

9. The computer implemented method of claim 5, wherein the each old signature is

an expired signature.

10.  The computer implemented method of claim 5, wherein the placing step
comprises:

placing the set of signatures associated with the set of software aircraft parts in
the file;

creating the software aircraft part from the file;

signing the software aircraft part to form a signed software aircraft part;
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an expired signature. 10 . The conputer inplenented
met hod of claimb5, wherein the placing step conprises:
w@b@eiomyss he set of signatures associ ated w t hP€TTESHe$/084824

of software aircraft parts in the file; creating the

software aircraft part fromthe file; signing the

s plaicimgy e eaigrecadditwaret aitavaft @arhia ascrgteetd oahtararated software

ircraft part;placing the signed software aircraft
a'rcragta&%r,l nacrate to forma crated software aircraft

part; 11. The conputer inplenmented nethod of claimb5,

wherein the software aircraft part is stored in a

crate 12 . The conputer inplenmented method of claim

wh t.h t of et qf .
FoeromdenniHen FuyHadBit st 5o 8néin Rowoiprs aroratt part
is Stofermhq;rgm@_d nmet hod for managi ng software aircraft

parts, the conputer inplenmented method conpri sing:
receiving a software aircraft part containing a set of

12. o SPRoH s RE RS eliaidity MReieEiE Sigilogures s 2

set ofan@@sdidleatamuphasgedyessghamirgs.ai rcraft part in the set
of software aircraft parts on the aircraft with a

correspondi ng new signature in the software aircraft

13. pa\r %me;?Jt‘éB | gr’rfia‘ﬁ't@dJ hémr i 5@ gﬁﬁwgpe Q{rcr‘alftgﬁaﬂs}ﬁwe

rrsing: ac ng
compatemmptﬁne@htedtrhembd cwrtprcﬁingﬁoftware aircr aft part s in

a file; ing the software aircraft part with
f TQC&'V'%a %Og?tttﬁgﬁ&'rpf?ét Rt cRAtaNing @&%P? S|gRBLUES a§ﬁ°°'ated with a
set o@di‘ aﬁ‘é‘aur@@éfﬁ%t hogﬁ%ﬂéﬂ rgiS4gn 15 . The conputer

msnt e aim 13, wherein the replacing
stenbetmogpacb@m sugeatmesanssecuatedamtteqaelstsottwareaamcnaft part in the set

of sofi BT BT B Cor R hed R e
softwa® &iedrafl papf tware aircraft part using an associated

new signature fromthe software aircraft part in place
of an old signhature associated with the sel ected

14. S%é%%%u%rri%p%%eﬁ?erdt method of claim 13 further comprising:

placing the set of signatures associated with the set of software aircraft parts in a
file;
forming the software aircraft part with the file; and

sending the software aircraft part to an aircraft data processing system.

15.  The computer implemented method of claim 13, wherein the replacing step
comprises:

responsive to a request to load a selected software aircraft part in the set of
software aircraft parts on the aircraft, authenticating the selected software aircraft part
using an associated new signature from the software aircraft part in place of an old
signature associated with the selected software aircraft part;

responsive to the selected software aircraft part being successfully authenticated,

loading the selected software aircraft part onto a line replaceable unit on the aircraft.
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responsive to the selected software aircraft part
bei ng successfully authenticated, |oading the selected
W@ odovmaress ai rcraft part onto a |ine repl aceabl BCTYOB1008/084824

the aircraft.16 . The conputer inplenmented nmethod of
claim 15, wherein the request is sent by an aircraft

16. nﬂfhbmhmutérﬂmplénmeammmethw cfasipim $5nghem@m &ie @oakst is sent by
data processing systemin an aircraft; and a software

an airgrafl Me&PPRIS- | ocated on the aircraft dat a processi ng
system wherein the software application is capable of
receiving a software aircraft part having a set of

17. sAgrexparassaeosyrisatiged with a set of software aircraft

N L

f blseftivar@dpprtitionabatad tﬁéteﬁl‘éréﬁﬁbt@;ﬁ@cééélﬁ@ %ﬁ/éteﬁ@r\&hereln
in the set of software aircraft parts stored

the seftwaresffplidatien isreapabis aresedingratsoftvarerameraft part havmg a set of

signafiibn Bt el B PEsghbereChtaB brrnd e PR a0 Brocessing

systetnand UsingResélectetaignatd® in the@eappsigabtsedin &fir t@ éhﬁhentlcate a
further conprisin a second data processing syst

selectedsafiwaseaisralt BAR & H1e SeiaSofaae BIfRT RaTE sOKd en the aircraft
data é@g@és%ﬁg mgsttepr?tosﬁ?r‘ﬁ% Qg%?n%%gg}ﬁgﬁ%rg)éﬁﬁm Qé(}‘?edrn%' Bading the

re alrcraf

autheatipatet esoftivare @atti dnto rdincheptateabfe gif iviaeaiarafe.r af t
parts; placing the set of signatures associated wth
the set of software aircraft parts in the file; and

18. SEREI aFJiSsUf%;%lrholﬁﬂﬁh@fE?r"nﬁflémgata processing

systemas a software aircraft par A conput er
pa@@cand plated pretces sing rsystemg;: arad conput er recordabl e

co stored,on r cordabl,e
Gofiafe ARG 5 fiang o8t 2pp i aPaed on PENEtaR: Yata
proceﬁglhb%ystﬁrﬁg\hﬁ@ﬁe‘ih)ﬂ% scﬁfv@ér@dalﬂfr‘aﬁ BartGRamAEEhehessl i@@ﬁ’érﬁ? is
media, for placing a set of natures associated wth

capahle®f mntlaﬂn@ gia setref saftmwaatrc ik parts; wlacing the sef afsignaiures

assod et BAT R chrRAl ardRf Hrah AN IR Bng SeRlafo B8 fie o e

alrcraﬁcﬁdta\@f@cﬁsmyékjsﬁemaﬁa%Oftﬁﬁr@alr@’e&f rdata processing
system 20. The conputer program product of claim 19

further conprising: program code, stored on the

10, R el B BUB et o pracessi ng syet em

a computer recordable media;

program code, stored on the computer recordable media, for identifying a set of
software aircraft parts;

program code, stored on the computer recordable media, for placing a set of
signatures associated with the set of software aircraft parts in a file to form a software
aircraft part; and

program code, stored on the computer recordable media, for sending the

software aircraft part to an aircraft data processing system.
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program code, stored on the conputer recordable nedia,
for using a selected signature in the set of

wG@e@narwses in the software aircraft part to PCT/US2008/084824
aut henticate a selected software aircraft part in the
set of software aircraft parts stored on the aircraft
data processing systemto forman authenticated

20, S%E SoruRer PToBEP aRBN R G TR GaaoH SR
de‘?ﬁltn' (t:‘cﬁ)‘eegltor?rg{t afﬁhg é%grtﬁpurtggﬁgggrhnagﬂlgsnsé&é’lf@P@t"i‘)‘P h§ the software

aircraft part in the aircraft data processing system;

program code, stored on the computer recordable media, for using a selected
signature in the set of signatures in the software aircraft part to authenticate a selected
software aircraft part in the set of software aircraft parts stored on the aircraft data
processing system to form an authenticated software aircraft part; and

program code, stored on the computer recordable media, for loading the
authenticated software part onto a line replaceable unit in the aircraft data processing

system.
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