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- 1 S06P0238 DESCRI PTI ON DATA COVMUNI CATI ON SYSTEM
AGENT SYSTEM SERVER, COWUTER PROGRAM AND DATA
COVMUNI CATI ON METHOD [ 5 Technical Field [0001] The
present invention relates to a data conmuni cation
system an agent system server, a conputer program
and a data conmmuni cation nethod. 10 Background Art

[ 0002] Recent advances in information processing
technol ogy and conmuni cati on network technol ogy have
made it possible 15 for anlinformati on processing
apparatus such as a personal conputer to easilyS06P0238
access various kinds of information stored in a
server or the |ike vi apascrnpurgicati on networ k.

[0003] Unlike old types of portable tel ephones whose

f HAER | GeMMNY GAS IONNEYRTEM 0 AFSNE e SEBTRM NF BFMERoN COMPUTER
‘state-of-the-art portable tel ephones are capabl e of
easi |y accESERAY, vANP AT GYNYUBE CAT FPH ifFeti®Bn via a
conmuni cati on network such as the Internet by neans
of protocol conversion and have many other functions

TSt A B9.hQose of an information processing 25
appar at us.

[0001]
The present invention relates to a data communication
system, an agent system server, a computer program, and a

data communication method.

Background Art

[0002]

Recent advances in infermation pxocessing technology
and communication network technology have made it possible
for an information processing apparatus such as a personal
computer to easily access various kinds of information
stored in a server or the like via a communication network.

[0003]

Unlike old types of portable telephones whose function
is limited to voice communication, state-of-the-art portable
telephones are capable of easily accessing various kinds of
informaticn via a communication network such as the Internet
by means of protoceol conversion and have many other
functions similar to those of an information processing

apparatus.
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-2 SO06P0238 [0004] On the other hand, a noncontact |IC
card is known which is capable of comunicating with
an information processing apparatus such as a server
via a reader/witer. Furthernore, 5 a technique is
di scl osed (for exanple, in Patent Docunent 1
(Japanese Unexam ned Patent Application Publication
No. 2002-133373)) in which a noncontact I1C card or a
devi ce capabl e of functioning as a noncontact IC card
(hereinafter, referred to @s-a noncontact |IC card
nodule) is installed in 10 a small-sized portabl €06rP0238
comuni cation term nal such as a portable tel ephone
suchowlag t he noncontact 1C card is capable with
conmuni cating with an external system [0005] In the
nonéonthet cti@rdraddnnduhnenddstiasdd icardapanessin khich
. Unexam ned Patent Appl.ication Publication No. _
i90pprabisz P8, compupicafingnid thoat et @2 t4 0PI BFAFFISAE
appl i.cation roduced by .a service provision
e e LoDy 8P e ST 2T By i doPE0! Ho i 1 o FTGOETOTe
a 20ed1th e 156G 000 MGy & fUSCExbRp AL OMER . tAnE egSlfint 1
one or ~nore applications as required, whereby an

(Tap et UnBxapl OSeTHitean Beppecioidsedudy itheion No.
noncontact |1 C card nodule while naintaining the
2 ot-t1a3938 3¢ omimnwieiath @n nbecohhatt alC aardooat aofdeclose
to a reader/witer to receive service 25 provided by a
c§gﬂvﬁt@fpﬁgvpgiﬁﬁh§¥§@eﬁ]noncontact IC card (hereinafter,

referred to as a noncontact IC card module) is installed in
a small-sized portable communication terminal such as a
portable telephone such that the noncontact IC card is
capable with communicating with an external system.

[G005}

In the noncontact IC card module disclosed in Japanese
Unexamined Patent Application Publication No. 2002-133373,
it is allowed to register a plurality of applications
produced by a service provision management system at a
service provider site,.

[0006]

In this technique, a user is allowed to register one or
more applications as required, whereby an information
process can be performed by the noncontact IC card module
while maintaining the portable communication terminal at a
location close to a reader/writer to receive service

provided by a service providing system,
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3 S06P0238 [0007] Note that information processing

such as reading or witing of data fromor into the

noncontact 1 C card nodule is perforned via

conmuni cati on between the noncontact 1C 5 card and a

managenent system of a conpany or the |ike that

i ssues and/ or manages the noncontact |C card.

Herei nafter, such a comunication process to perform

an information process associated with a noncontact

| C card nodule or the like3wl|l be referred to sinply

as a conmmuni cation process. 10 Disclosure of S06P0238

Invention [0008] When a managenent systemreceives a

requesb7{o execute a communication process with a

noncontact |1 C card nodule of 15 a portable

comietiechbaoninBrmmatdlon phecesmiagemenh systemias oro

aut henti cate the portabl e communi cation term nal that
whkising 9dydgte hbromRresitntof shet h@nqﬂnt@@ste Igf cavd uredyle

t he aut hent, cat.ion nethod is different

QARG Lo E HESTRHF 6ot LY TSIb 0 S GRRGHT EAF T ohF

cé anraa'aSmaﬁ‘Q e t[%gnoggegs &%a%&; o' Qﬂladflke that

aut henti cati on neans. ers can recei

i$8lad ¢ea /08| Mahdeua ﬁﬁﬁé”d%ﬁcoﬂféﬂﬁ(hdq%a§ﬁ$teﬁgréfﬁﬁfter,
provi de the sanme authentication nethod as that

sw@gpla edmnonpost &l eoreeraynt capéOfoineam AalfsrRbt Ddn
users, and authentication nmethods avail able for

process associated with a noncontact IC card module or the

like will be referred to simply as a communication process.

Disclosure of Invention

[0008]

When a management system receives a reguest to execute
a communication process with a noncontact IC card module of
a portable communication terminal, the management system has
to authenticate the portable communication terminal that has
issued the request, for the purpose of security. However,
the authentication method is different depending on the
carrier of portable communication terminals, aﬁd some
carriers do not provide authentication means.

[0009]

Thus, users can receive services only from service
providing systems that provide the same authentication
method as that applied to portable communication terminals

of users, and authentication methods available for
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4 S06P0238 managenent systens of providers are
limted. This makes it difficult for the noncontact
I C card nodul e to execute information processing in
an efficient manner. [0010] 5 In view of the above,
it is an object of the present invention to provide a
data conmuni cati on system an agent system server, a
conmput er program and a data communi cation rmethod,
capabl e of authenticating a portable comrunication
term nal according to a centination of one or nore of
a 10 plurality of authentication nethods/ neans, &9¢r0238
capable of, if the authentication is successfully
mPASFAhnteX%§edbinBJo 8 pEOTHRsCatE 0N T QRGESS TBRs Amakes it
noncontact I1C card nodule installed in the portable
dcHfinunitc foironhtenone@al tadtOALC1 fard Snddu lac Hice eee tiree
above object, according to a first aspect of the
iptegeriiidnPEREEBHINT Hey @n §Lpisiededranridat-a
cogﬁﬁﬁhgition system i ncl uding one or nore portable
co rcation term nals each including a noncontact |IC
card, godyl 6 adaptad.bo PEriordy I AlAIRLER, PrAGRSSINY
in response 20 to a refquest fromthe outside, a
1SR GR ROV NG SY HRM cBHARL 8L ¢ DorPrQMicd], aasefgd e
via the informati on processing perforned by the
s oo feavt x|, Ca casthumdulpgogant, amndgeriatasysi@tihication
adapted to perform for the service providing system
net ashmasipeat e onf prodesd iwethnghe poncdntcactmin@ cegtdion
nmodul e. 25 The portable comunication termnal in the

teppipal according to a combination of one or more of a
plurality of authentication methods/means, and capable of,
if the authentication is successfully passed, executing a
communication process on a nencontact IC card module
installed in the portable communication terminal,

[0011]

To achieve the above object, according to a first
aspéct of the present invention, there is provided a data
communication system including one or more portable
communication terminals each including a noncontact IC card
module adapted to perform information processing in response
to a request from the outside, a service providing system
adapted to provide a service via the information processing
performed by the noncontact IC card module, and an agent
system adapted to perform, for the service providing system,
a communication process with the noncontact IC card module.

The peortable communicaticon terminal in the data
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5 S06PO238 conmmuni cation systemincludes a requesting
unit adapted to request the service providing system
to provide granted 1license information possessed by
the service providing system the granted |icense
information indicating a license 5 associated with the
comruni cation process granted to the portable
communi cation termnal, the license information being
necessary for the conmunication process between the
noncontact |1C card nodul e-ahd-the agent system The
service providing systemincludes an acqui siti of06R0E38
adapted to, if 10 a request is received fromone of
ctheupordtdlbhe s gotaminimatiden at eefhdad g aagyl s&agranted
license informati on associated wth the portable
regmminitdat senvies muwlidihgt shasemsisuadovhide geeguest .
The acquired granted |icense information is encrypted
Lhsendfe wdpymablon (’Rﬂsﬁeﬁ@egePVth%§W1§es?§P‘éh§“1159
authentlcatlon ossessed b ot h the ent

key.
By R ERB- SO0 ot SOPTRCL LSO BRA Rl T oo
é@&dlatt%d GRERY DAL dRaiRl chBE O MBI Olke tgl}gng%/@%cgdche

l'icense information I's further” encrypte

pPofdAk ecefRiNUfdCiail @R rk@hAl Nathe USidGsd ¢hESAhation
aut hentication key that is possessed by both 20 the

beiord alsice sse npufv i dthico rotnanmni. nat 1 ancridve sageat weyrs tem

and that is used to encrypt/decrypt information, and

n??ﬁ?“ﬁ@&§uﬂ?aﬁ¥r@ﬁ%ﬁkéﬁ PhdehBe 39T PeStEeM- | sThe service

transmtted to t ent s sten1 The agent system
r}f@m gafiiﬂoﬁ AghFition yadFsromPRf tor if

afgqg(u%s%o PLEALI QN il ond T8¢ 20 AHNALE GALLARMU e 1 0n
to perform baséd on grante
terminals, acquire granted license information associated
with the portable communication terminal that has issued the
request, The acquired granted license information is
encrypted by the service providing server using a system
authentication key that is possessed by both the agent
system and the service providing system and that is used to

encrypt/decrypt information, the granted license information

is further encrypted by the portable communication terminal

using a client authentication key that is possessed by both

the portable communication terminal and the agent system and
that is used to encrypt/decrypt information, and the
resultant granted license information is transmitted to the

agent system. The agent system includes and authentication

unit, a decision unit, and a communication unit. The

authentication unit is adapted to perform, based on granted
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6 SO06P0238 |icense information received fromthe

portabl e communication termnal, a conbination of one

or nore of a plurality of authentication processes

including (1) a system authentication process to

aut henticate the service providing 5 system based on

the system aut hentication key, (2) a first client

aut henti cati on process to authenticate the portable

conmuni cation term nal based on the client

aut hentication key, and €3% a second client

aut hentication process to authenticate the port &lo6&0238

conmuni cation term nal based on 10 identification
1iedrydrahireRmb dead | feddigetiner par bl rte@Teubbgain Mkt ion

termnal. The decision unit is adapted to, after the
texierit,i eatpobifbytidre cfubhentdr cedieomfumi plisality of

conpl eted, determ ne whether to permt conmunication
apfheTdticatpaBelr QP IIRE IinceHdEndesr idedsita™ he grant ed

| icense 15 informatian, anﬁ the co nication unit .
AP SFE G0N P OCHHINT E4E 8ﬂt+%at§e%et £EGVHGS theeviding

[ Si nit, r t j.cati process. w th

e Attt ah e L e STRL G k8D, DRRSTor e
cl St ReAt seRLb Natohe b daptHddgati-anchaf gsrmidien

identifies a portable 20 conmmuni cation term nal by way
cafmexaaplien tdenimddntdaksiedabh othe idifienrabuenedobss tiain

necessarily identify a portable comunication
kewr mndal(3) bt se¢rnd ddienti gathentigsftdomarironessaye

identify, for exanple, a client application_stored in

a‘étheﬁ’&ﬂfébﬁet%%rﬁﬁﬁﬁa@&tei GATRRHFHAOn FREMIPEL ehgsed on
;s Qutheatieats on 25 kax 9 509: ) S (AUt BBRLLSALT on key
may bé updat ed a
communication terminal. The decision unit is adapted to,
after the authentication by the authentication unit is
completed, determine whether to permit communication or not,
based on the license described in the granted license
information, and the communication unit adapted to, if
communication is permitted by the decision unit, perform the
communication process with the noncontact IC card module.
Note that although it is herein assumed that the
identification information identifies a portable
communication terminal by way of example, the identification
information does not necessarily identify a portable
communication terminal, but the identification information
may identify, for example, a client application stored in a
portable communication terminal. The system authentication

key or the client authentication key may be updated at
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7 S06P0238 predetermned tinme intervals. [0012] In
this data communi cati on system each portable
comuni cation term nal receives granted |icense
information 5 fromthe service providing system and
transfers the received granted license information to
the agent system |If the agent systemreceives
granted license information fromthe portable
conmuni cation termnal, the agent system perforns a
conbi nati on of one or nore @f-the plurality of the 10
aut henti cation processes to verify the validati ors0ef0238
the service providing systemand the portable
p ESHEREYCGOR imb e MEd¥Blalkased on the granted |icense
information. If the authentication is successfully
pasd@diand perm ssion in terns of communication is
granted, the comunication unit 15 and the noncont act
| C d&r §hisdases | sreImygégat hon hey Yot -alsleeh eerminicat i on
term nal .performthe communi cation process. In_the
CHHBE-FSOF HEHF MR heriSCEr oAt PRYTOrined 5§ L RECHEnton
t RS to t C [ e} f
R R e R SRR CL
gHePandiing 08 20n t MR8 kb theVeleleqWisied . i N1 Nene

service providing system This nakes it possible to
agetitf aryBtiehe ravéhesd i amited Lhcansdi gidormblteéxshbfeom the

manner which allows it to control the execution of
péorifadrleattdoonupi ogebwi g rpenfdr melte Byoarite sysbavopg aictrmsCa

card nmodul e regardl ess of the tyfe of the 25 portable
CUYHMATIORt Pén°tRred Mare ghdthauklitaliitpedsihre to

authentication processes to verify the validation of the
service providing system and the portable communication
terminal based on the granted license information. If the
authentication is successfully passed and permission in
terms of communication is granted, the communication unit
and the noncontact IC card module included in the portable
communication terminal perform the communication process.

In the above-described authentication performed by the agent
system, it is allowed to select a combination of one or more
of the plurality of authentication processes depending on
the security level required in the service providing system,.

This makes it possible to perform the authentication in a

highly flexible manner which allows it to contrel the

execution of information processing performed by the
noncontact IC card module regardless of the type of the

portable communication terminal, and thus it is possible to
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8 S06P0238 realize the data conmunication systemin
a highly flexible fashion. [0013] The authentication
unit may receive a selection conmand 5 specifying a
conbi nation of one or nore of the plurality of the

aut henti cation processes and may performthe

conbi nation of the authentication processes specified
by the received selection conmand. By perform ng the
aut hentication in accordance with the sel ection
conmand received fromthe-18 service providing system
or the agent system it becones possible to perfsoemn238
the authentication in a flexible and versatile

r&BNNA £h0844) cJ}ﬁhdﬁH&@&thﬁyb@&mQﬁPQﬁ§§gH§¥f£Eé§%Lﬂ@/
the 15 comruni cation unit may be a process of naking
fédieiamancontact |1 C card nodule performa witing
process or a reading process. [0015] The
aut HéAtBtati on unit may receive a sel ecti on conmand

20 specifying one or both of two processes including a
pr o¢é8§s3b h%ﬁ%ﬁ%ﬁﬁﬁoﬁguaéFamﬁb BEHERI2I Fet e rBadongand

. d : f addi I i .
~BIEE3800 o ASES0 81 SHEIShE, SHETOH G g

U.Ige prO Uce. ased on
RUTNRMehe LA Pl Ao IR cRELFQT M y tNE FORR Phe PO ination

processes according to the received 25 sel ection
of i@ RGithentication processes specified by the received
selection command. By performing the authentication in
accordance with the selection command received from the
service providing system or the agent system, it becomes
possible to perform the authentication in a flexible and
versatile manner.

[0014]

The communication process performed by the
communication unit may be a process of making the noncoentact
IC card module perform a writing process or a reading
process.

[0015]

The authentication unit may receive a selection command
specifying one or both of two processes including a process
of encrypting data to be read in the reading process and a
process of adding an electronic signature produced based on
the data to the data, the authentication unit may perform

the one or both processes according to the received

selection command.
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9 SO6P0238 [0016] The authentication unit may

recei ve a selection conmand specifying one or both of
two processes including a process of decrypting
encrypted data to be witten in the witing 5 process
and a process of verifying the validity of the data
based on an el ectronic signature added to the data,

and the authentication unit nay performthe one or
both processes according to the received sel ection
comand. [0017] 10 The confuni cati on between the
service providing system and the agent system neBPdpe238
performed via the portable comunication termnal.
[001Bo16The first client authentication process may be
a 15 chall enge response authentication process in

whi dregavhhdhehepticodanis neanssiditved at geflhet por taiymend
conmuni cation termnal which in turn produces a
SPRSHordY BR&eBT ROt YR PEAGRS TR I RE §raFRears

i cense .i.nformation an returns the resul nt . .
o B B N AR S e F Ml B bRowt Lo 3 EBP et b

r.ecei Mot e t L0 '
pDBed b R, KEACLENANRr NP Ry B JA ikl BE Ehd Whea
b8y JORNe%AERt Lonid&sifgnaslire! h&Mdd a8 heRt edk) Ofnd the

process may be perforned based on a received response
aptivdhiced thasedndn ndie rehrdlblkangiee code, ot hethyr ppdedsses

l'icense 25 information, and the client authentication
ag@@gding to the received selection command.

[0017]

The communication between the service providing system
and the agent system may be performed via the portable
communication terminal.

[0018]

The first client authentication process may be a
challenge response éuthentication process in which a
challenge code is transmitted to the portable communication
terminal which in turn produces a response based on the
challenge code and the granted license information and
returns the resultant response, and the authentication is
performed based on the received response. WNote that the
first client authentication process may be performed in
another way. For example, the first client authentication
process may be performed based on a received response

produced based on the challenge code, the granted license

information, and the client authentication key.
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- 10 S06P0238 [0019] The portabl e conmunication
termnal may be a portable telephone. This nakes it
possi bl e that the agent systemcan performthe
aut henti cation and can control the information 5
process executed by the noncontact |IC card nodul e
regardless of the carrier of the type of the portable
t el ephone. [0020] According to another aspect of the
invention, there is provided an agent system server
adapted to, for a service I@® providing server, perform
a conmuni cation process with a noncontact |C carsd@eP0238
nodul e, the service providing server being adapted to
proviodé 2a service via information processing
performed by the noncontact |IC card nodule included
i n &hgoppabilele ormmwind gl ben t eeynirel miebagemortHmble
system server includes a receiving unit, an
CotRBMG cat'Pof ™Akt ,1taP@sEiblentliat ttheaqgert system can
iL.cation. unit. The _receiving uniit s adapted to
pEEERSTE PRl H caill PR SritetTor <} SREPVR B
pE 8548 1BALREIPHY L AR 6onCORTURE CAE | QY4 GloALD8! reddiBiless
granted license information 20 indicating a |icense
ofissuCicaireden bh the WERTBHI €At PHrtHIRCeSIpRENEEN T he
noncontact |1C card nodul e and the agent system
seru@020ihe granted license information being
encrypted by the service providing server using a .
sysPERPTAIRAEH iFREhER RERThal ithepdsgessien hyhgsehis
pJESogvrei é??ieg‘tﬁ‘d%gﬁg S?t)gsrge%eré\é%rregngdéphteedsetro\{l %grpg ogéxd\;inc%

providing server, perform a communication process with a

noncontact IC card module, the. service providing server
being adapted to provide a service via information
processing performed by the noncontact IC card module
included in a portable communication terminal. The agent
system server includes a receiving unit, an authentication
unit, a decision unit, and a communication unit. The
receiving unit is adapted to receive granted license
information in an encrypted form from the portable
communication terminal, the granted license information
indicating a license associated with the communication
process between the noncontact IC card module and the agent
system server, the granted license information being
encrypted by the service providing server using a system
authentication key that is possessed by both the agent

system server and the service providing server and that is
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- 11 S06P0238 used to encrypt/decrypt information,

and the granted |icense information being further

encrypted by the portable comunication term na

using a client authentication key that is possessed

by both the portable communication 5 term nal and the

agent systemserver and that is used to

encrypt/decrypt information. The authentication unit

is adapted to perform based on the granted |license

informati on received fromitthe portabl e conmuni cati on

terminal, a conbination of one or nore of a pl us@kPpy38

of authentication 10 processes including a system
ueed henteneat b ord 0685 S niformavi hentdreattdet jeasesd i Cikcense

provi di ng system based on the system authentication
ikeyrmed ionr beind i Bmtheut kentriypbeed dry theopessabbe

aut henti cate the portable conmuni cation term na
CHHLEY G PRet el AFLRENEI €8 TN WEperaAGR Rl SR B

client 15 authentication process to authenticate the
e (R PSS BTG 0 CPEr R Fed> a iR cat fon

i ifLeat | ' [ ' i £y h e
o ot SE At TR LR il ek e DAL

en®sypf/deEryhe autdienidieat i omdYaldentauhhesh i edd on
unit is conpleted, determ ne whether to 20 permt

adsgriaghitoape ofioor, netsedbasedhengtartdd deénsesdesefddned ion
in the granted |license information, and the
T @RFrHTEA %aﬁiﬂoﬂ’le Wit abd eq gapmerii ¢ag1onf tesmivamlcadion is
rmtted by the decision unit, performthe , ,
C‘g‘gﬁﬂﬁilé’ﬁt? PTH FedSTH Ph RGN PacRUFRERGGpTion

pfg%ggs%s ggci&é&%ﬁ a system authentication process to
authenticate the service providing system based on the

system authentication key, a first client authentication

' process to authenticate the portable communication terminal

based on the client authentication key, and a second client
authentication process to authenticate the portable
communication terminal based on identification information
identifying the portable communication terminal. The
decision unit is adapted to, after the authentication by the

authentication unit is completed, determine whether to

permit communication or not, based on the license described

in the granted license information, and the communication
unit is adapted to, if communication is permitted by the
decision unit, perform the communication process with the
noncontact IC card module.

{0021]
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12 S06P0238 In this agent system server, the
receiving unit receives granted |license infornmation
transmtted froma portable comrunication term nal
and the authentication unit perforns, based on the
granted license information, a 5 conbi nation of one or
nmore of the plurality of authentication processes to
verify the validity of the service providing system

and the portable communication termnal. If the
aut hentication is successfuld y passed and perm ssion
in ternms of comrunication is granted, the 10 S06P0238

conmuni cation unit and the noncontact |IC card nodul e
i nclindediknagée: pordrahl eceosRUNIGAHceR iveRTT il t
performthe comunication process. In the
r@@@iﬁéﬂ&dmelmﬁ:bédlimmﬂﬁerﬁmf@atniabhopetﬁmmattb;ﬂ them aggent
syst em server, is allowed to select a conbination
Pof e &P%Pécé'Fl‘?rhé:eH‘lﬁla&r afRd vt anihwesirehionmnit
cesses dependi ecurlty vel L€ uired in

th
p?ﬂ%“gEVV|ggegrSQfggﬁgﬂggFggr 1CHRTS T3P0 bl e
b eI %rrb%hsn@%mmfe%tf' Phe! 151][&%1%% ot flexible

manner which allows it to contro xecuti on of

ab tHO TR OB PP OE €SS d 1] t@e%@iﬂ%dt}h%’ dahe d3@ynercord act
| C card nodul e regardl ess of the type of tﬁ portabl e
seomnMmipeavidgny esyd el .and00B2] po dtteb lautdeentint as £ oon
unit may receive a selection command specifying a
teohsiadat | 68 bhe onetlmntisesior ihesysagsaifudyvopa9sd Had

aut .henti cation processes and may performthe one of or
permission 1n terms of communicatidn is granted, the

communication unit and the noncontact IC card module
included in the portable communication terminal perform the
communication process. In the above-described
authentication performed by the agent system server, it is
allowed to select a combination of one or more of the
plurality of authentication processes depending on the
security level required in the service providing server,
This makes it possible to perform the authentication in a
highly flexible manner which allows it to control the
execution of information processing performed by the
noncontact IC card module regardless of the type of the
portable communicating terminal.

[0022]

The authentication unit may receive a selection bommand
specifying a combination of one or more of the plurality of

the authentication processes and may perform the one of or
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- 13 S06P0238 the conbination of the authentication

processes specified by the received selection

command. [0023] According to another aspect of the

present invention, 5 there is provided a conputer

programthat allows a conmputer to function as an agent

system server adapted to, for a service providing

server, performa comunication process wth a

noncontact |C card nodul e, the service providing

server being adapted to prdwside a service via

i nformati on 10 processing perfornmed by the noncospaedz3s

IC card nodule included in a portable comuni cation
tH€rdintahatTBe €ONHY @ithRhOYEAM bNGI MRS sasT 8884 MY by

nodul e, an authentication nodule, a decision nodule,
tlanrecedornupe tattiiom nodmbed. The receiving nodule is

adapted to receive granted |icense 15 information in

an éR€¢ypted formfromthe portable conmunication

termnal, the granted |icense information  indicating

a | PEERESIBE SETiPEPESH RPTHe YodMEnPESTTHN 1egEdSes
tﬁlaeJ_IeV\@L%n E‘B@l@@@f&gregogn?)%ﬁ{egdfﬁﬂ;grm%aet %Eﬂgo%«pea a%)grll’ﬂaﬁlé:er

system server, ense | nformati on
t2CenRehiyat 89 by dfecsepuier PEAYVIMiNG 3eRVES, URING a
system authentication key that is possessed by both
sdihe cagemrbvidisd erarseryepeafdrh he Gaiviingeapi ovighdigss
server and that is wused to encrypt/decrypt
withf gr mencontacihd @ lvergr madede | i denserviptoppetidimg
bei ng further encrypted by the portable 25 )
s%ﬁﬁﬁﬁhﬁ?&ﬁ?i%ﬁﬁﬁ?ﬁqﬁtﬁaPragFﬂ@ A WIeRe FhenhbutoTabEion

pgg%éssing performed by the noncontact IC card module
included in a portable communication terminal. The computer
program includes a receiving module, an authentication
module, a decision module, and a communication module. The
receiving module is adapted to receive granted license
information in an encrypted form from the portable
communication terminal, the granted license information
indicating a license associated with the communication
process between the noncontact IC card module and the agent
system server, the granted license information being
encrypted by the service providing server using a system
authentication key that is possessed by both the agent
system server and the service providing server and that is
used to encrypt/decrypt information, and the granted license
information being further encrypted by the portable

communication terminal using a client authentication key
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14 SO06P0238 that is possessed by both the portable
comruni cation termnal and the agent system server and
that is used to encrypt/decrypt information. The

aut hentication nodule is adapted to perform based on
the granted license information 5 received fromthe
portabl e communication termnal, a conbination of one
or nore of a plurality of authentication processes

i ncluding a system aut hentication process to

aut henticate the service prioviding server based on the
system aut henti cati on key, a first client 306P0238
aut hentication 10 process to authenticate the portable
thatmimieatseepetichyi ath Hhas@drefbl de-din@iication

aut henti cati on key, and a second client

taumhent iagdt itha pyoteswytteragehear i Tad ahadte iponsadl o
connqg%fation term nal based on identification

SPAF R IEASCENP LI §RRP TR R -t hdRpof B icoigRi Batnbn is
m nal . _The 15 deci sjon dule is apted to, .after,
R e P SR Toro £ SBie: e TR e RE whRERE 5
rBEUdd GOURUBHE S Dlbifile MOkmun PAZELP b CeOSE
described in the granted |1 cense 1nformation, and the
cOMFIAEYiIGAt b8NoR® L endr%e @At plutMidy ofCQNRHBhEREA 10N
is permtted by the decision nodule, perform 20 the
proFaratisc Ahcond pro ce suy swietth atthbe mioinconiteac o rb€esar o

modul e. [ 0024] According to another aspect of the
aprhardrcatRy BRt | BREViach@reviidipg ovs uat Hagaraon the

Scoqyuni tion nethog?for an,agent_. system seryer_to,
YOrh REPGTERCT LU iy Serdart PEITHr Mng5elcation
pEQIMNICANl Pe Rl REARS oife! BoBe IONE UWthit&e§8h ke rminal
based oﬁ the client authentication key, and a second client
authentication process to authenticate the portable
communication terminal based on identification information
identifying the portable communication terminal. The
decision module is adapted to, after the authentication is
completed, determine whether to permit communication or not,
based on the license described in the granted license
information, and the communication module is adapted to, if
communication is permitted by the decision module, perform
the communication process with the noncontact IC card module.

[0024]

According to another aspect of the present invention,
there is provided a data communication method for an agent
system server to, for a service providing server, perform a

communication process with a noncontact IC card module, the
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- 15 S06P0238 service providing server being adapted
to provide a service via information processing
performed by the noncontact I1C card nodul e incl uded

in a portable conmmunication termnal. The data

conmuni cati on nmet hod includes the steps of 5 receiving
granted license information in an encrypted form from

t he portabl e conmunication termnal, the granted

l'icense information indicating a |icense associ at ed

with the comunication prdcess between the noncontact

| C card nodul e and the agent system server, the S06P0238
granted license informati on 10 bei ng encrypted by the
SSEF ML AV Ay Nge BRI Y e igl BHapteSYSS §Povide a service
aut hentication key that is possessed by both the
vagemigystternsprveesaind pee foenyd cley pricy ndinegnsactv elC
and that is used to encrypt/decrypt information, and
CRFé e dnClPERASE inPOrFRPL B NCRRIMNTY FafiPReFerminal .
enc ted by the portahle 15 comunication term na
TR 197 % COTTUAL ST HeMWEE SROREYES (1R SSPBoSbessed

Not t i i . i t
rgafemxisz_,yg;gnega fPé&s%O’I{EEg%:EIQEi%‘eld{ fz%lmeﬂ@L:yBdi A%

agent m server and IS us
fEREIOHY (RAeehYPt EORITRLILGBn 888nihe dathd granted
communi cation nethod further includes the steps of
1lperfser ninfgrmbased omii2@ttihg gr aht@atkd iacenstated with the
i nformati on received fromthe portable conmunication

cermruiipgition poabesatiadwesh dbhe orneantacsf 18 cprdrmddule

of authentication processes including _a system .
2t Hen B9ELT SHSPFBCEET o S0EheRR st & LeREsset Y ernation
rovi din ryer_.based on_the system authentication
b N9 8§ i

ey a PSR AY (TS Rt R eRET AT priocésstte’ °
s P enRLiceahe 1 Ehe: POTHAPBat is possessed by both the
agent system server and the service providing server and
that is used to encrypt/decrypt information, and the granted
license information being further encrypted by the portable

communication terminal using a client authentication key

that is possessed by both the portable communication

~terminal and the agent system server and that is used to

encrypt/decrypt information, and the data communication
method further includes the steps of performing, based on
the granted license information received from the portable
communication terminal, a combination of one or more of a
plurality of authentication processes including a system
authentication process to authenticate the service providing
server based on the system authentication key, a first

client authentication process to authenticate the portable
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16 S06P0238 conmunication term nal based on the
client authentication key, and a second client
aut hentication process to authenticate the portable
conmuni cation term nal based on identification
information identifying the portable 5 comunication
termnal, after the authentication step is conpleted,
determ ning whether to permt comrunication or not,
based on the license described in the granted |icense
information, and if commmilgation is permitted in the
determ nation step, performng the conmmuni cati onS806P0238
process 10 with the noncontact |1 C card nodule. Brief
céRBolidaitien & rhives DiWeagsn tROZ25]idit Quthénfi@tilod S
a schematic diagramillustrating, in a 15 sinplified
ké¢pshiroha aedatd comminiac&heohisysiemmaecesdinig to an
enbodi ment of the present invention;, [Fig. 2] Fig. 2
ApEhentHicER ahﬁgna%lfﬁqhh%wmvnh@atm dergipplipiwry on

R O AaRT o POy ePenf At E o BT 06 EHCEABLRI ment
g{mm%atég PLESEN 41 n\é%@g&oehe[{a%en ]lc'éwon sﬁgp 3

agrami | Pustratin in a si

cHHICRSS, PaE EOF R Y w@lelthﬁ%nﬁs BEAMI S lc*oknﬁﬁnﬂ@éﬁlérp or
produce granted license information according to an

neinbddispentnofthd hel qeresedesktaviesd | 0N ;thadb gkkhted 4]iddrge
4 is a block diagramillustrating, ina - 17

information, and if communication is permitted in the

determination step, performing the communication process

with the noncontact IC card module.

Brief Description of the Drawings

[0025]

[Fig. 1] Fig. 1 is a schematic diagram illustrating, in a

simplified fashion, a data communication system according to
an embodiment of the present invention;

[Fig. 2] Fig. 2 is a block diagram illustrating, in a
simplified fashion, a service providing system included in a
data communication system according to an embodiment of the
present invention;

[Fig. 3] Fig. 3 is a diagram illustrating, in é simplified
manner, a process performed by a license acquisition unit to

produce granted license information according to an

embodiment of the present invention;

[Fig. 4] Fig. 4 is a block diagram illustrating, in a
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S06P0238 sinplified manner, a construction of a
portabl e communi cation term nal according to an

enbodi mrent of the present invention; [Fig. 5] Fig. 5
is a diagramillustrating, in a sinplified 5 fashion,
an exanple of an encryption process performed by a
response generation nodul e according to an enbodi nent
of the present invention; [Fig. 6] Fig. 6 is a
diagramillustrating, in a sinplified manner, a

sel ection screen for sel ecti’mg one or nore 10

aut henti cation processes according to an enbodi m&uterob38
the present invention; [Fig. 7] Fig. 7 is a sequence
s SihsOr BI8as hawh8g, AwWdhenideatbanoprogessasirer f ormed by
a system authentication unit, a portable
cemmmiriacatnohe teimi had ccbhdduyheat 41¢ admbanl imeint , o Anthean

I D aut hentication unit, and also show ng a
PEDTRIIIIEAENEACPI ocess wWith a noncontact 1C card
dul e according to an enbodi nent of the present _ .

(Fherti ofis- [ b 85 %]dalrﬁggt.amsl#éuat%%ﬁ%céndﬁaa%wlfled
i L lustrati i impl i fied. ion,..a | catj
e R e T R
ré3dHR ekt 9P dMido AN aRchbBai dYthent cabbaindii to@nge
also illustrating a conmuni cation process with a
preswontiackent Coward nodul e, according to an enbodi nent
of the present invention; [Fig. 99 Fig. 9is a
[BeqiudriceFdbagp abw id distorami aylustratin®s dhnpl & inplified
manner, a witing process to wite data into a --
a selection screen for selecting one or more

authentication processes according te an embodiment of the
present invention;

[Fig. 7] 'Fig. 7 is a sequence diagram showing
authentication processes performed by a system
authentication unit, a portable communication terminal
authentication unit, and an ID authentication unit, and also

showing a communication process with a noncontact IC card

module according to an embodiment of the present invention;

[Fig. 8] Fig. 8 is a sequence diagram illustrating, in a

simplified fashion, authentication processes performed by a
challenge response authentication unit and an IP
authentication unit and also illustrating a communication
process with a noncontact IC card module, according to an
embodiment of the present invention;

[Fig. 9] Fig. 9 is a sequence diagram illustrating, in a

simplified manner, a writing process to write data into a
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- 18 S06P0238 noncontact |IC card nodul e according to
an enbodi nent of the present invention; and [Fig. 10]
Fig. 10 is a sequence dlagran1lllustrat|ng, in a
sinplified manner, a reading process to read data from
a 5 noncontact |IC card modul e according to an

enbodi nent of the present invention. Best Mde for
Carrying Qut the Invention [0026] 10 The present
invention is described in further detail below wth
reference to preferred embdd rents in conjunction

Wi th the acconpanying drawi ngs. In the foll ow ngs06pP0238
expl anation and t he acconpanyi ng drawi ngs, parts which

néfi€ontdiistranthad | yoddie SR rafink USTAORPodShEHET 4 & he
will be 15 denoted by the sane reference nunerals.

pSeedm tpamventiibh; bend expl ai ned only once and a
dupllcated explanation will not be given. [0027]
Ped a 1 ddmmiddeat P obs Sy SearRgeFiEagran éfléMStﬁgt%’@)g:Flig1 a

EW%%&%%%ﬁ conmuni cation system 100 accorg g_%
s 28F <t he® pr% PROERTT of® i'Laye8Er b i
n&ﬁ%dﬂ%aé@ gc éaté ﬁbéﬁf&ﬁaéﬁbkpkﬂgtiéﬁéAW balﬁ?nt of the

sinmplified fashion, an exa a confirguration the
pEdaht GORRMALEAL I ONn systen1100 according to the

present enbodi nrent 25 of the invention. 19
Best Mode for Carrying Cut the Invention

[0026]

The present invention is described in further detaill
below with reference to preferred embodiments in conjunction
with the accompanying drawings. 1In the following
explanation and the accompanying drawings, parts which are
substantially the same in function or structure will be
denoted by the same reference numerals. Such parts will be
explained only once and a duplicated explanation will not be
given.

[0027]

Data Communication System

First, referring to Fig. 1, a data communication system
100 according to an embodiment of the present invention is
described below. Fig. 1 is a diagram illustrating, in a
simplified fashion, an example of a configuration the data
communication system 100 according to the present embodiment

of the invention.
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S06P0238 [0028] As shown in Fig. 1, the data

comruni cati on system 100 includes a service providing
system 101, an agent system 105, portable

comuni cation termnals 103 (103a, 103b,..., 103n), 5

a comuni cati on network 104, a communi cati on network
106, a comunication network 108, information
‘processing apparatus 109 (109a, 109b,..., 109n),
reader/writer units (RW 111 (llla, 111b,..., IlIn),

a base station 113, a packets —-comruni cati on network

115, and a gateway 117. 10 [0029] The service S06P0238
provi di ng system 101 is adapted to produce granted
[boggense information in response to a request from the
portabl e communi cation term nal 103. The service

pr owsdshgwsyst eéiiglO1,i shal dotadapdmeciitet poOdkeeetn 100
~client 15 application executed by portable
ieohiARf cariesiicer pforad Eirm03ystp030], e amnb castem 105,

rovidin% stem 101 provides service to_ users of_ the

PUETARI &OEBHRIT £ O e Aal 33 109%y 188Rtrotd i MR
! o ! o e > :
a'oéf“érgg ac'a‘EQPRrSeC%?%%}Ptqhoﬁlfca &3mitinidatlon n Quberdiqg 4

performne e ‘noncont ac card nodul e.

c bR aFQbn EXSHIRS 1€ ﬂd@,aiﬁ@ggmé{ﬁaﬁﬂﬁﬁBcEggiﬁir%éé%%ftus

provi ded by the service providing system 10

1@ veLoeai, ntls9dependi @n ) on rthge armtirie rolunAeBEYR P dL Iy
users to purchase sonething, 25 if purchase
(1 hfeor fdtlbon- i 5 1¥lansmat bedef soatidre 1413, ent p26ket

communication network 115, and a gateway 117.

[0029]

The service providing system 101 is adapted to produce
granted license information in response to a request from
the portable communication terminal 103. The service
providing system 101 is also adapted to produce a client
application executed by portable communication terminals 103,

[0030]

The service providing system 101 provides service to
users of the portable communication terminals 103 by
controlling information processing such as writing or
reading of data performed by the noncontact IC card module.

[0031]

For example, in a case in which the service provided by
the service providing system 101 is to give points depending
on the amount of money paid by users to purchase something,

if purchase information is transmitted from the client
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S06P0238 application installed in the portable
communi cation termnal 103 to purchase sonething via
online network comrerce, the client application
requests the agent system 105 to store, in the
noncontact |1C card nodule, information indicating a 5
poi nt gi ven depending on the price. [0032] When the
agent system 105 receives a request froma portable
conmuni cation termnal 103, the agent system 105 has
to authenticate the portabl4) conmuni cation terninal
103 10 before the agent system 105 perfornms the S06P0238
requested process. In preparation for the
applheticcatinenalibe O i@y poappbléatdurACGEibaSt&rminal
'gart (for exanple, sage license information) or al
183 & arsdpalsiec epsethiiormiat cohihe omtirerk semnecee, the
roviding system 101. |If the authentication is 15
Cgh%%fesaﬁ UG EpaBsEHIUGHE 4GEnRISY St TR TS 18| 6Rss e
.nopncont act | ard modul e to store the .data. [0033
+ {0 AR LRePREE P rodidsr o e Rodegnraring
sahd g aepBgh [ ;8. _and el ectroni c noney
pdata. 20 Fbrgina??gf?pJg%igggéﬁinds of such data
I ndifeaseng val uable information associated with
el ectronic commerce, such as data indicating a noney
val Waensthe ezgdmt tdhystrontdht aote ivEs eardguesiul £rom lal
be referred to generically as electronic value
PRt PaCOBRUN 263 PR 4jertiinal . 103, .the agent. system 105

has to authenticate the portable communication terminal 103
before the agent system 105 performs the requested process.
In preparation for the authentication, the client
application acquires a part (for example, sage license
information) or all of granted license information from the
service providing system 101. If the authentication is
successfully passed, the agent system 105 allows the
nencontact IC card module to store the data.

[0033]

Specific examples of data stored by the noncontact IC
card module include point data, and electronic money data.
Hereinafter, wvarious kinds of such data indicating valuable
information assoéiated with electronic commerce, such as
data indicating a money value, stored in the noncontact IC
card module will be referred to generically as electronic
value information.

[0034]
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- 21 SO06P0238 The service provider operates the
servi ce providing system 101 to produce and provide a
client application installed on portable
conmuni cation termnals 103. [0035] 5 The agent
system 105 is a systemthat perforns, for the service
provi di ng system various processes including issuing
or managi ng of a noncontact |IC card nodule (a
noncontact |1C cards), registering or deleting of
configuration information a&jseciated with the client
10 application and the like in a storage region s0600238
or form the noncontact |1C card nodul e, readi ng of
el eahkOoBE vV YiroviiRber BPd i P St Ldeirhi fe SIRBIB ng
region in the noncontact IC card nodul e, and/or
sywtidn g lokoepecduaniandy akrueidaf oramidmn apphi at iven
~noncontact |1C card nodule. 15 [0036] The agent system
ingw d&dt ernBor pilpkarmorennpratéen | trymicadh 463 .
reagbﬁgéﬂwiting of data fromlto the noncontact IC
car l e, for the service providing system 101.
That.,.i.s C t service providing system 1Q1
can&g% %??%%t%%#gg Egﬁtf%létﬁﬂgﬁﬁghggﬁ a%?éfﬁfHFar or the
sémﬁitaeefstrev@mﬁ@rgp&té% vh i Oh IBL L QL RLACeJST Mhnd he
control of any process perforned by the noncontact IC
ioAarichgmeduhena§iperdfoamadnvbatide ByenRlird system 05.
[0037] 25 Although in the present enbodi nent, as
ngjexmtigogsd I8 boyeds) , registering or deleting of

configuration information associated with the client
application and the like in a storage region into or form
the noncontact IC card module, reading of electronic value
information stored in a storage region in the noncontact IC
card module, and/or writing of electronic value information
into the noncontact IC card module.

[0036]

The agent system 105 performs information processing
such as reading/writing of data from/to the noncontact IC
card module, for the service providing system 101. That is,
because the service providing system 101 cannot directly
control the noncontact IC card module to perform such
information processing, the control of any process performed
by the noncontact IC card module is performed via the agent
system 105.

[0037]

Although in the present embodiment, as described above,
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R 22 S06P0238 it is assumed by way of
exanpl e that the noncontact IC card nodule is
i ncluded in the portable communication term nal 103,
t he noncontact I1C card nodule is not limted to such a
nodul e, but the present invention may be applied to
any 5 device functioning as a noncontact |IC card such
as a separate type of noncontact |IC card. [0038] The
agent system 105 produces one system aut henti cati on
key for each service providag system 101 so that 10
information can be transmtted in a secure manners06pP0238
bet ween each service providing system and the agent
i8y5d eBslited BhewapromusespIyns tBat attdenineathed Keyed s
stored in both the agent system 105 and the service
mpdwle disngnsysdedn 1M ItheNgicer tabhat cétmaarsiyesttémn terminal
aut henti cati on key may be produced not by 15 the agent
1395t roscBtasy Ihecasst wiodelpr byitithd igy§edntaoquch a

039] Al th h in the present enbadi nent,, way of
mRRe SV e B SR e e L CDriBA Lyt ARRRIEHeRE | 3¢ 1 on
d&SYcd Sfd%%%ﬁfﬁ% 407, %Po%'%o%‘é%‘c Cfc PLQY ding gystem

101, system authentication keys nmay be produced in

s Pt NRY tYBY. o FOkoRXHMIR, 1eNe, 8y St em aut henti cati on
key may be produced for each client application

pr oViodad] by each service providing system 101. [0040]
Since the system aut hentication key is secret
The agent system 105 produces one system authentication
key for each service providing system 101 sc that
information can be transmitted in a secure manner between
each service providing system and the agent system 105. The
produced system authentication key is stored in both the
agent system 105 and the service providing system 101. WNote
that the system authentication key may be produced not by
the agent system 105 but by the service providing system 101.
[0039]
Although in the present embodiment, by way of example,
it is assumed that one system authentication key is produced

for each service providing system 101, system authentication

keys may be produced in another way. For example, one

-system authentication.key may be produced for each client

application provided by each service providing system 101.
[0040]
Since the system authentication key is secret

information whose confidentiality should be securely kept,




10

15

© 20

25

25 informati on whose confidentiality should be
securely kept, - --- ------- -------- 23 S06P0238 it
is desirable to store the system authentication key in
a high-security storage unit that is protected from
tanpering. The system authentication key is used for
mut ual aut henticati on between the agent system 105 and
the service 5 providing system 101. [0041] As for
syst em aut henti cati on keys, keys according to an
asymmetric key cryptosystem3such as RSA or according
to a symetric key cryptosystem such as DES or AB$P0238
or keys 10 according to any other cryptosystem may be
ieny ard rablleatoCaserOftha SYBPBLI A Cckdidakibf key in a
required that providing of the key should be
h;ghfaﬁduaitynsaovegg wnanmeaUHMﬂeproﬂ&ntddﬂfsomndampéuing.
key is sent not via a communication network but via
Theerayshegd aﬁﬁhﬁnb%caﬂw@ﬂ ikle&s Fﬁaﬁs%fﬂlmﬂﬁlﬁ@akey to be

géhsent in Very secure nmanner. 0042] In a state in
%ﬁ%ﬁ%&l&aeﬁ?t@%} ©1§9°8F r %% f%a?s% PRfoFRat 3o ice

gﬁ; [ h;¢he service providing system 101 and
P quygfgglg%%heﬁ?ication key, when a portable 20
compgpigeation term nal 103 executes a client
application, If the agent system 105 aut henti cates
t heAporbabs estonmmthcaai comni drerayaal k308 posiddivel Yo an
t he agent system 105 accesses, for the service
agyEtdilng keysceyp i@l stehiesuch as RSA or according to a

symmetric key cryptosystem such as DES or AES, or keys
according to any other cryptosystem may be employed. 1In a
case of a symmetric key, it is required that providing of

the key should be performed in a very secure manner. To

this end, the key is sent not via a communication network

but via certified mail or the like that allows the key to be
sent in a very secure manner.

[0042]

In a state in which the agent system 105 already has
information associated with the service providing system 101
and the system authentication key, when a portable
communication terminal 103 executes a client application, If
the agent system 105 authenticates the portable
cormmunication terminal 103 positively, the agent system 105
accesses, for the service providing system 101, the
noncontact IC card module included in the portable

communication terminal 103.
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noncontact | C card nodul e included in the portable 25
communi cation termnal 103. - 24 S06P0238 [0043]
Herein, the term"access" is used to describe w de
variety of processes perfornmed via a comuni cati on
network, such as using of a system connecting to a
systemor a 5 server, reading of a file, saving of a
file, deleting of a file, and nodifying of a file.
[0044] Each of one or nore portable comunication
termnals 103 (103a, 103b,4 ., 103n) is capable of
communi cating with 10 each other via the base st§5595238
113 and i s capable of accessing the service providing
systgghggl via the base station 113, the packet
comhini it i on net wor k 115, and the gateway 117.

[ 00fiake 4D FRY (DARAPLECo £8CN PAULADLE GOUIMUL A AN
termnal 103 is capable of executing a c lent
vappiyC aifi pRoBaydd1Y pR r fREAWET (g fAINEnn@R i ch BLOH HdtGoMD)
data in an HTM. formor the like froma site with a
sWRL amddseéss spexidvise@mbycanusetinand adsgptayiag & he
recei ved web data on _a display screen. 20 [0046] In
S ER2EHNY HeL corfidtfi cafVHRC cdpabifliiley dpketing of a
f.rovvsi gmc%ggbjlig%, t ) ortabl e comuni cati on
ernifhal "1Bst Y IS §thds ta Roncont act 1 C card nodul e (a
nonggphart | C card)
Each of one or more portable communication terminals
103 (103a, 103b,..., 103n) is capable of communicating with
each other via the base station 113 and is capable of
accessing the service providing system 101 via the base
station 113, the packet communication network 115, and the
gateway 117.
[0045]
For example, each portable communication terminal 103
is capable of executing a client application having a
browsing function, receiving web data in an HTML form or the
like from a site with a URL address specified by a user, and
displaying the received web data on a display screen.
[(0046]
In addition to the communication capability and the
browsing capability, the portable communication terminal 103
also has a noncontact IC card module (a noncontact IC card)

capable of transmitting/ receiving data via the R/W 111 and

via a wireless communication channel.
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capable of transmtting/ receiving data via the RF W
111 and 25 via a wireless communication channel. - 25
S06P0238 [0047] When the portabl e comrunication
termnal 103 is located close to the reader/witer
111 or the like, the noncontact 1|1C card nodule is
capable of wirelessly transmtting data 5 stored in
the noncontact IC card nodule to, for exanple, the
agent system 105 via the reader/witer 111. [0048]
The portabl e comunicatian 4secm nal 103 has an
aut hentication key (a client authentication key)5%§§§238
in 10 mutual authentication with the agent system
mheqo e, portable comunication termnal 103 accesses
t he agen% system 105. Since the client authentication
Key whanSetd §lordaM1Qr EBIhOR; M0 %QERE%%ftiég'fQ/locaﬁed
shoul d be securely kept, 1t Is desirable to store the
chddeentlo abtheobdeotudretey1inon iz hiigh- segdriddcontact
storage unit that is protected fromtanpering. [0049]
IAcongr moHiréat iautdreitliec atfi shr&bysslykéyanant ot thagldta
an asymmetric key cryptosystem such as RSA or
STRES dPnghe cRercffst ACcCcREy ®eddto$pst ERT serednris - DEBe
or AES,  or s .20 .according,to. an t her cryptosystem
Y ] %@%dlal h r@ﬁg‘égé‘fr%%ﬁﬁétri c key, it is
req?bﬁgg]that providing of the key should be
perfornmed in a very secure manner. To this end, the

keyThs S&tapl@l cwinAufi SAMTBHItGaH AR NEE VUK an
authentication key (a client authentication key) used in
muetual authentication with the agent system 105 when the
portable communication terminal 103 accesses the agent
system 105. Since the client authentication key is secret
information whose confidentiality should be securely kept,
it is desirable to store the client authentication key in a
high-security storage unit that is protected from tampering.

[0049]

As for client authentication keys, keys according to an
asymmetric key cryptosystem such as RSA or according to a
symmetric key cryptosystem such as DES or AES, or keys
according to any other cryptosystem may be employed. 1In a
case of a symmetric key, it is required that providing of
the key should be performed in a very secure manner. To
this end, the key is sent not via a communication network
but via mail or the like that allows the key to be sent in a

very secCure manner.
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but via mail or the |ike that allows the key to be

sent in a 25 very secure manner. - 26 S06P0238

[ 0050] Each portable comrunication term nal 103 has

client application identification information

identifying a client application (the details of

which will be described later) 5 stored in the

portabl e conmuni cation term nal 103. The agent system

105 may aut henticate the portable comrunication

termnal 103 based on the_client application

identification information. Note that the portan%P 38

comuni cation term nal 103 does not necessarily nee
d%oﬁUCh client 10 application information.

[005?1 n the data comuni cati on system 100 according

FO Eﬂ%hp%%%@QBl&WP%&b%E@%e?é%t€%f$lnéT“fo%”ha ﬂQW@

connec I ons e service DFOVI ng

a§ﬂ§$éﬂﬁﬁ&ﬂqﬁﬁﬂtihﬁcaé§HPQTE%Qﬁgtﬁgﬂﬂ&ﬁgﬂﬁﬂfygﬂ client
termnals 103 are made via the comruni cati on netmork

apiBi caanicbrec drhec e basl Deiedichhei 1 pasd aliseribed later)
communi cation termnals 103 and the agent system 105

shpeedheide thieapphtakbamarincaticehinet weorkd ed6 10Fhat Thes,
there is no_network that dlrectl%%connects t he agent

2GR eﬁﬁ%mléé%ﬁ‘ay tHE et caEe pE G | R TG ps Camupicat ion

h
S g PP G TP PRE 1 RN EAF g Lo
1Mk HnRACH Ot hs&, Matote?l%r p¥2E88: o | om0k 8Y SLEMARA

and the service providing system
103 does not necessarily need to have such cllent

application information.

[0051]

In the data communication system 100 according to the
present embodiment of the invention, as shown in Fig. 1,
connections between the service providing system 101 and the
portable communication terminals 103 are made via the
communication network 108, and connections between the
portable communication terminals 103 and the agent system
105 are made via the communication network 106. That is,
there is no network that directly connects the agent system
105 and the service providing system 101, and thus the agent
system 105 and the service providing system 101 cannot
directly communication with each other. In other words, the
agent system 105 and the service providing system 101 can
communication with each other only via one of portable

communication terminal 103.
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conmuni cation with each other only via one of portable
25 communi cation termnal 103. 27 S06P0238 [0052]
More specifically, the service providing system 101
can transmt information to the agent system 105
indirectly via a conmunication process perforned by
the client application 5 of the portable

comuni cation termnal 103. [0053] Note that in the
present enbodi nent, the nmethod of comunication

bet ween the portable comunication termnal 103 and
the service providing system 101 via the 10 S06B0238
conmuni cation network 104 is not limted to

cowgé %% tion wusing a TCP/IP protocol such as HITP or
HTTPS,”"but the present invention may al so be applied

L0 MRCQUUUNLCALI N RS DOAL IEANS, BMRLLEPLELON 1d1° can

porta mmuni cati’on  termna Su

t EORTRHY GRIAQRaUSHANG A HUNGRBhACLyS fonl 5 B2 Ha1 R ELTY AFls
IC card, an infrared ray, a two-dinensional bar code

a stetmasi cat@Bncpdece sy lreetlr BRI thdailli cnSMEBY 11 cafidh
comuni cati on neans is useful in particular when
o§riehr e rtinbéaseonmifroirgrdtiioon termitrel 1508 is transmtted
from %h service providing system 101 to the client
appﬂpg ??on 20 of the portable comunication term na
rese t he

LnchhO0BEL 0 A0 RESHED SRR b oo
c&ﬁﬁdﬁﬂﬁ@ti%gsbé%WEéﬂ“%h%g%BEtable communication terminal
103 and the service providing system 101 via the
communication network 104 is not limited to communication
using a TCP/IP protocol such as HTTP or HTTPS, but the
present invention may also be applied to any communication
method/means available for the portable communication
terminal 103, such as communication using a noncontact IC
card, a contact IC card, an infrared ray, a two-dimensional
bar code such as a QR code, or an electronic mail (SMTP).
Such communication means is useful in particular when
granted license information or the like is transmitted from
the service providing system 101 to the client application
of the portable communication terminal 103.

[0054]

In the present embodiment, the communication between
each portable communication terminal 103 and the agent
system 105 via the communication network 106 may be

performed, for example, using TCP/IP such as HTTP or HTTPS.
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system 105 via the comuni cation network 106 may be 25
perfornmed, for exanple, using TCP/IP such as HTTP or
HTTPS. 28 S06P0238 [0055] Service Providing System
101 Now, referring to Fig. 2, the service providing
system 101 according to the present enbodi nent of the
invention is 5 described below Fig. 2 illustrates, in
a sinplified manner, the service providing system
included in the data conmunication system accordi ng
to the present enbodi nent_ofg _the invention. [0056]
10 As shown in Fig. 2, the service providing SYSt®iPo023s
101 includes a service providing server 201. As
desg&igs? above, the service providing server 201 can
tra s#i and receive data to and fromthe portable
sEpmicatl-qn te %%EE% 1493 via the comunication
network 108. 1 f 057] As shown in Fig. 2, the service
pr ook, Nge 58F ¥Big 2L rigl.s9, | fied UBS iRel LEBNSEing system
acquisition unit 211, a conmunication unit 231, and a
191 cengedinphent thatprsanti tnbddiment?2®f @028 inténtien is
i cense acquisition unit 211 receives request
d??ﬁ%ﬁhﬁ%ihﬁgoﬁronfb%e dfilthetpeieabl en consimilddiiiegnmanner,
rmnals 103, .the |license acquisition unit 211

t%%dﬁypggeiHFSYﬁ%&QQHFystem included in the data

communication system according to the present embodiment of
the invention.

[0056]

As shown in Fig. 2, the service providing system 101
includes a service providing server 201. As described above,

the service providing server 201 can transmit and receive

.data to and from the portable communication terminal 103 via

the communication network 108,

F0057]

As shown in Fig. 2, the service providing server 201
also includes a license acquisition unit 211, a
communication unit 231, and a license authentication unit
241.

[0058]

- If the license acquisition unit 211 receives request
information from one of the portable communication terminals
103, the license acguisition unit 211 acguires information
indicating the license granted to the portable communication

terminals 103 from a license database {not shown) based on
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indicating the Iicense granted to the portable

communi cation 25 termnals 103 froma |icense database

(not shown) based on 29 S06P0238 the request

i nformation, and produces granted |icense information.

[0059] As described above, the license acquisition

unit 211 5 has the system aut hentication key 220b

corresponding to the system authentication key 220a

possessed by the agent system 105. [0060] The

request information includ i_nformation that 10

identifies the portable communication term nal 1%%6 0238

The details of the identification information will be

described .later. The license acquisition unit 211
CBEARFESE FREOFRAEI D Fidh PAPPHGET HEFAteEndacsii®d on
ihBSnddentification information included in the

request 15 information, and produces granted |icense

i nf qrgbion using the system authentication key 220b.

[0061] The communication unit 231 is capabl e of

comisgnideatthiged wikdolret hehpor i el @B €adn Qmit 211

term nal 103 via the 20 conmuni cati on network 108, the
hamtidayp vELen ewchqucicetiopokaun? 2et ianrreerondknd 15, the

and the base station 113. This allows the
SEOMAUCAEP bR M AN 267 £40ReRRFTRS R4t RVsliBA agent system

£quest infornation fromthe portable comunication

er m nal

fO0060]
The request information includes information that

identifies the portable communication terminal 103. The
details of the identification information will be described

later. The license acquisition unit 211 acquires

information indicating the license based on the

identification information included in the request

information, and produces granted license information using

“the system authentication key 220b.

[0061]

The communication unit 231 is capable of communicating
with the portable communication terminal 103 wvia the
communication network 108, the gateway 117, the packet
communication network 115, and the base station 113. ‘This
allows the communication unit 231 to feceive data such as
request information from the portable communication terminal
103 and transmit data such as granted license information to

the portable communication terminal 103.
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103 and transmt data such as granted |icense
information to 25 the portable communication term na
103. - 30 S06P0238 [0062] License Acquisition Unit
211 Now, referring to Fig. 3, a process perfornmed by
license acquisition unit to produce the granted
license 5 information according to the present

enbodi ment is described below. Fig. 3 is a diagram
illustrating, in a sinplified manner, the process
perforned by |icense acquisjgtion unit to produce the
granted license information according to the Preseph,ss
enbodi ment. 10 [0063] As shown in Fig. 3, if the
Iiczﬁéngcquisition unit 211 receives input usage
lic nformati on and individual information, the

Lia&§g§%Caﬁggi§i+tgﬂmkn5512ll produces granted |icense

i nformation 1 nc Ing a Set of usage |license 15

i nf qbapt toreanaig ki yiguas, i NfREE0pe r FaHANE IO €,

the license acquisition unit 211 encrypts the granted
liderenrs @cqind Drimt i tusiongrodiecs wHee Rradt B@ N1 i €atdeon
_key 220b produced beforehand between the agent system
infyyrgidonheccadividc &opithei Braeeny smdedingnt 20s [BGB84]ibed

I nst ea ﬁgf incrypth the granted |icense informtion

'S

Uty steifl SUCHERT Lht 7O 3y 92208, 2t hgmiiddise
nfififle) SLRL OB Sl ds SLEcOBNR S P b o BEGILEN & unit to
produce the granted license information according to the
present embodiment.

[0063]

As shown in Fig. 3, if the license acquisition unit 211
receives input usage license information and individual
information, the license acquisition unit 211 produces
granted license information including a set of usage license
information and individual information. Furthermore, the
license acquisition unit 211 encrypts the granted license
information using the system authentication key 220b
produced beforehand between the agent system 105 and the
service providing system 101,

[0064]

Instead of encrypting the granted license information
using the system authentication key 220b, the license
acguisition unit 211 may attach, to the granted license
information, an electronic signature produced by, for

example, calculating the hash wvalue of the produced granted
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i nformati on, an el ectronic signature produced by, for

25 exanpl e, calculating the hash value of the produced
granted 31 S06P0238 |icense information and

encrypting the cal cul ated hash value using the system
aut henti cation key 220b. [0065] The individua

i nformati on described above is included 5 in the
request information transmtted fromthe portable
conmuni cation termnal 103. The individual information

i ncludes, for exanple, an I card ID identifying the
noncontact | C card nodule and the client applicag%%%0238
ID identifying the client application stored in
lgortabl_e 10 conmuni cation term nal 103. [0066£ The

SAYE® IHEETTE AR of AT YPS 1P AT bR IS aHI Bash wWalie

indi vi LN tiqn includ in the request

u%%f%réﬁ%is n%%@céﬁéééﬁgﬁﬁﬁ%lﬁﬁeﬁ68r?%% e comuni cation

15 tepwspal 103, and a judgnent as to whether

provision of service should be permtted or not is
mada@hkeasediondidl Snfeshgelbh Cnse iRkioarBleons {R064Akd
For exanple, if a client application is stored in the

- ipQtlpormesivies te dnfiermasitoron reasmi tegd 10mandiet hertcalhlent

e CA B8NS BT HIDY M- on ThAdedt Tliathénformation
ix?c?lnuddetsl o%jogrgf,se%émb%cfeeb.o%nl ?ﬁeggéﬁ{l.g;&ern%\gfﬁfllgg glfle

SEervice i's by
noncontact IC card module and the client application ID

Caggli,cation is registered in the agent system 105,

identifying the client application stored in the portable
communication terminal 103.

[0066]

The usage license information is information coupled
with the individual information included in the request
information received from the portable communication
terminal 103, and a judgment as to whether provision of
service should be permitted or not is made based on this
usage license informatioen.

[0067]

For example, if a client application is stored in the
portable communication terminal 103 and the client
application is registered in the agent system 105, usage
license information indicating the condition/restriction in
terms of provision of service is produced by the service
providing system 101.

[0068]
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provi ding system 101. 25 [0068] 32 SO06P0238 More
specifically, the usage license information includes
information indicating a validation period start
date/time and a validation period expiration
date/time, [ which define a period during which
service is provided. The 5 usage license information
al so includes information indicating the nmaxi num
nunber of times that a user is allowed to receive
service during the valid u§ e period. [0069] Note
that the usage |icense inf tion is not 10

necessarily different for respective pieces of 506P0238
i ndi vidual information. For exanple, when an ID "*"
i s HOSPgRBACHSIGHE Y/ | @:h@a‘ﬁﬁa% lfl@remSﬁdwf@l{raqtlon

n fo I ar ers

b IR aaRB ot 18 DS Al & PPt iee Bt Rned (ke
dg@é/&%eeémar at wﬂaiaaél%/n gglggye,gglsﬁeﬁtmgqgg@ Ye o for

that group of users. hIS cas uses can

Wi RO inSCRVHELL dd ddiangaaﬁl&@ysé/ﬂﬁaeh%r B¥Rided. The
noncontact I C card nodule. [0070] Note that wite

ugtadaa liweneh isfaataritoe béswr itdbrldntiafoZflat hen
noncontact |C card nodul e) and read data (which is
1nfhitce tlegd the okt Herh oneb Rt aef Hyesardaodutesr il uded

n the, individual information i s not necessary in the
ailowed to receive serélce garing the valid usage ggrlo

[0069]

Note that the usage license information is not
necessarily different for respective pieces of individual
information. For example, when an ID "*" is assigned as the
IC card ID for individual information for a particular group
of users, the validation period start date/time and the
validation period expiration date/time may be set equally
for that group of users. In this case, all uses can receive
service in the same way via their own noncontact IC card
module.

[0070]

Note that write data (which is data to be written into
the noncontact IC card module) and read data (which is data
read from the noncontact IC card module) included in the
individual information is not necessary in the
authentication process in which a judgment is made as to
whether the portable communication terminal 103 is

authorized to receive service, although write data or read




10

15

20

25

aut henti cation process in which a judgnent is nade as
to whether the portable conmunication termnal 103 is
25 aut horized to receive service, although wite data
or read - 33 S06P0238 data is necessary in a wite
process or a read process in which the wite data or
the read data is witten or read by the agent system
105 into or fromthe noncontact IC card nodule. 5
[0071] Although in the present enbodinent, it is
assumed by way of exanple ihat the |icense
acquisition unit 211 produces granted |license ¢,cp0038
i nformati on based on input usage |icense informtion
and individual informtion, the granted 10 license |,
d?ﬁ?o )

TSGR REY bR ridiCe8 PREES di feréat! REFSCForin
wEXARLe Lhe.! hgenss. agqui sty oo unit 211, yogfggy&%y

granted license informati on so as to include on

thsagfent 568088 108 ofY idN£rdRathd Shoddd@tdbaniedearg
license information may include a part of or all of

nodweles. of the 15 usage license information and the
i ndi vidual information. In the follow ng description,
t herl@07&8) no particular restriction on the itens

i ncl din the granted license information (that is,
i t ﬁigﬁ?ﬁ%fmdbtﬁl EFESERE ofmRAdiment /i LEnks ST LRAge

wdy CENSG L1 O BRI A ARG LRS! DdL I Ayl 20,1 pf gt i on)
I'ess explrcitly stated othetwse 100721 “Portabl e
p£RUTBR gahh 08 TEFdB 11@8rmation based on input usage
license information and individual information, the granted
license information may be produced in a different way. For
example, the license acquisition unit 211 may produce
granted license information so as to include only usage
license information. That is, the granted license
information may include a part of or all of items of the
usage license information and the individual information.
In the following description, there is no particular
restriction on the items included in the granted license
information (that is, it may include a part of or all of
items of the usage license information and the individual
information) unless explicitly stated otherwise.

[0072]
Portable Communication Terminal 103

Now, referring to Fig. 4, the portable communication
terminal 103 according to the present embodiment of the

invention is described below. Fig. 4 is a block diagram
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Now, referring to Fig. 4, the portable comuni cation
term nal 103 according to the present enbodi nent of
the 25 invention is described below Fig. 4 is a
bl ock di agram 34 S06P0238 show ng an exanple of a
structure of the portable comrunication term nal 103
according to the present enbodi nent of the invention.
[0073] 5 As shown in Fig. 4, the portable
conmuni cation termnal 103 includes application
software 203 that is stored,jn nenory or an HDD, an
execution part 213 that performs processing in q5-p0035
accordance with a command fron1the appl i cation
of tware 203 cont act g card nDd e 223. 10
Sr[% 67H a’f’hgxﬁsB??c%flaor? JEFERAPe° D09 rPcﬂr&:& ©one or

IRk &Jel% t t@%ﬂl%&ﬁt o%n%c(caysbngr -d | 8§8{,E bed

oove pr oduce e service sys em 101.

ehbodhemotrabhe 1ﬁ&gnﬂyynqation terninal 103 recei ves a
client application 15 fromthe service providing’

serUé07201 via the conmunication network or the Iike,
the portabl e conmmunication termnal 103 stores the
r ec@SvEHOER | EhtFighpHi c bk oPe¥ Rkl emmepmynserti s tegminal

ROM an HDD i_n an executabl e manner .

%o%ﬁ a5 PP RLTA O SPRE“PFEsE WifodPBhtTHd i
SRR B0 WY, B SO bl e S EREOh
prEEQé%&gOEnCQB¥E¥EHH6% wil8 a command from the application

software 203, and a noncontact IC card module 223.

[0074]

The application software 203 includes one or more
client applications (such as those described above) produced
by the service providing system 101. If the portable
communication terminal 103 receives a client application
from the service providing server 201 via the communication
network or the like, the portable communication terminal 103
stores the received client application in a memory such as
an EEPROM memory or an HPD in an executable manner.

(00757

Although In the present embodiment it is assumed by way
of example that the application software is software
including one or more program modules of components, the
application software does not necessarily need to be
software, but the application software may be realized in

the form of hardware such as a circuit including one or more
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appl i cation software does not necessarily need to be
software, but the application software may be realized
in 25 the formof hardware such as a circuit including
one or nore 35 S06P0238 circuit elenents. In the
case in which the application software is in the form
of hardware, the service providing system 101
delivers the application software 203 to a user by
means ot her than a conmuni cati on network, and the user
5 installs the received appld cation software 203 into
hi s/ her portable connunlcatlon term nal 1083. [0%6@L0238
When the client appllcatlon is stored, a client

f I|ca ion |Dt IS provided b the service
©brovidiTng B Ser %1 aRE thattiderter RBBLERRELIM ent
SFEOSELOm Y. alap e LT ! LS TR

sysdientoiicati Ohe P QGRS SpMICRat L HE NFLARLe203 to a user
comuni cation ternminal 103 accesses the agent system

byl Qdeank5 o BO¥ 7thahen excatuhi o8t pat tna2ldrks sofit vt aiser
i ncluding one or nore nodules preinstalled in the
iygraldisl Eheonpemieast isprlirer ipmatoftO@rel £08 henex duis/hem
9%? 213 recejves a re%uest such as a conmuni cati on
pé% s CPBHuRLT A T8 mteABLERbI 1 &2t i on 20 software 203,
the gégggtlon part 213 accesses a server via a
n|c tion network and transfers data received from

theWh§ﬁr1yl?er 419 cheapppl égatd PN Setbwase 203 ient
application ID that is provided by the service providing
server 201 and that identifies the client application may
also be stored in the memory or the HDD. The client
application ID is used in the authentication process when
the portable communication terminal 103 accesses the agent
system 101.

[0077]

The execution part 213 is software including one or
more modules preinstalled in the portable communication
terminal 103. If the execution part 213 receives a request
such as a communication process request from the application
software 203, the execution part 213 accesses a server via a
communication network and transfers data received from the
server to the application software 203.

[0078]

As for the noncontact IC card module 223, a noncontact

IC card or a device such as a semiconductor device having a
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[0078] As for the noncontact |IC card nodule 223, a
noncontact 25 IC card or a device such as a
sem conduct or device having a - 36 S06P0238
capability of functioning as a noncontact |IC card may
be enpl oyed. The noncontact |1C card has an antenna and
is capable of performng a short-range wreless
conmuni cation via the antenna to wite or read data
into or forma storage 5 unit disposed in the
noncontact IC card. [0079]z34n a case where
comuni cation is performed between the portable qq¢p053g
communi cation termnal 103 and a server (the service
[ £ n rver, 201. or agent system server 205), 10
BRI TSR CLEP T DG roT e Foriabred ey Be

e appl’i cat i on so

cRPIPIY Cattn@nnoheb M A O3 Fhr 8L s 1 SPUER Ana 3&% is

conmuni cation request to the execution part
chPOBD] of petrfierflah@ £EABHH-GAhEO N SYSTBH HIAMARCOLEH 510
.to the 15 present enbodi nent, although it is assuned
vhy Weyy aoftecaxanpbewtitad oraseddsdstdbechtabave fonhea storage
conmuni cation is perforned between the portable
UREMAMMRCEERoAT t BR P MAaicond3chndC acardver, the
cong%%gggtion Is started in response to a trigger
gener by the portable conmmunication term nal 103,

20 (igngu?é§ﬁt&mé%nﬁﬁn§gﬂfc§géjsn %Qggpﬁé?\’@éﬁiween the

[0081] | e execution part recei ves the teques
pdftable communication terminal 103 and a server {the

service providing server 201 or agent system server 205),
the application software 203 of the portable communication
terminal 103 first issues a communication request to the
execution part 213.

[0080]

In the data communication system 100 according to the
present embodiment, although it is assumed by way of example
that, as described above, when communication is performed

between the portable communication terminal 103 and a server,

‘the communication is started in response to a trigger

generated by the portable communication terminal 103,
communication may be started in another way.

[0081]

If the execution part 213 receives the request to
communicate with the server from the application software
203, the execution part 213 tries to access the server via a

communication network. In the accessing, for the purpose of
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conmuni cate with the server fromthe application
software 203, the execution part 213 tries to access
the server via a 25 communi cation network. In the
accessing, for the purpose of - 37 S06P0238

security, data encryption or addition of an electronic
signature is perfornmed so that the server can

aut henticate the portabl e conmunication term nal 103
based on the encryption or the electronic signature,
as will be described 5 in §+mjher detail |ater.

[0082] |If the authentication in terns of the po&&%%b§38
comuni cation termnal 103 by the server is
sSUCEg?Sf%%!% Eassed, a connec¢tion is established
Beteen (& eRBEPorP L pARE1 532" g AhEL86FVBRIC I n a
s €838 0L W 0k BEL UL, EOTIUNL EANL,ON. I CAURRL AL 2042
execute an infornmation process contmruni cat1on

£ QEASSb1eN chRRUAPASONMAGE rhEn Al fo UL 223¢he Mut val

aut hentication is perfornmed between the server (agent
esystremose breth2056) ecntbriile sngneOME B Ctad Gigar Be N@skt 1 bed
223, 15 and the communi cation process is started after
1y Herrhegadetaid hbsltecat i on is successful ly passed.

[OO§§é ?bmn referring to Fig. 2, the application
sof tWAF&! 203 installed in the portabl e communi cati on

el MR AL JesEr LReg i L Lier oL gl b ow
calinication terminal 103 by the server is successfully
passed, a connection is established between the execution
part 213 and the server. 1In a case in which the issued
communication request is to execute an information process
(communication process) on the noncontact IC card module 223,
mutual authentication is performed between the server (agent
system server 205} and the noncontact IC card module 223,

and the communication process is started after the mutual

authentication is successfully passed.

[0083]

Now, referring to Fig. 2, the application software 203
installed in the portable communication terminal 103 is
described in further detail below.

[6084]

As shown in Fig. 2, the application software 203
includes a requesting module 204, an encryption module 206,
a response generation module 207, and an ID acquisition

module 208.
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i ncl udes a requesting nodul e 204, an encryption nodul e
206, a response generation nodule 207, and an ID
acqui sition 25 nodul e 208. 38 S06P0238 [0085] The
requesti ng nodul e 204 generates request informtion

to communicate with the agent system server 205 or the
service providing server 201 and transmts the
generated 5 request information to the execution part
213. [0086] When the request information is produced,
the requesting nodul e 204 sfquires |Individua
information from the storage unit (not shown) sughrasss
the HDD and describes 10 it in the request

info(ﬁ%%hon. [0087] The encrypti on nodul e 206
encrypts ‘data using the client authentication key

221@%%°&%§§@99£%§Kh&dﬁﬂéh§0@lQ@Héraégg'Péahbgétiﬁ¥bﬂﬁ§%ion
221b possessed by the agent system server 15 205. |f

£t hecramoriypited wilah atlean g tdegk Y phese bye i @ spert gkl e
conmuni cation termnal authentication unit 217 at the

sgrvice giravidiagenereyst2érh sedverardnity thei ggnehated
client ., authentication key 22l1a corresponding to the

TRt ln}l?trﬂ‘é‘m?%a’f? otk &Fesetponipatts Zdeétrermined in

t he %gsgithentication process that the portable
conﬁunic tion termnal 103 is an authorized term nal.

[OO%%kn the request information is produced, the
requesting module 204 acquires Individual information from
the storage unit (not shown) such as the HDD and describes
it in the regquest information.

[0087]

The encryption module 206 encrypts data using the
client authentication key 22la corresponding to the client
authentication key 221b possessed by the agent system server
205. If the encrypted data can be decrypted by the portable
communication terminal authentication unit 217 at the site
of the agent system server 205 by using the client
authentication key 221a corresponding to the client
authentication key 221b, it is determined in the
authentication process that the portable communication
terminal 103 is an authorized terminal.

[0088]

The response generation module 207 has at least a
capability of generating a response according to the

challenge response method. The response generation module
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The response generation nodul e 207 has at |east a
capability of generating a response according to the

25 chal | enge response nethod. The response generation
nodul e - 39 S06P0238 207 acquires a chall enge code
fromthe agent system server 205 and generates a
response based on the acquired challenge code (or a
seed or the like). The response is generated by

cal cul ating a hash value of the chall enge code. Note
that 5 the response may he generated in another way.

For exanple, the response may be generated by f%b%boz38

addi ng a password given by a user to the chal |l eng
| ue the result

5 de %ﬂg t hen gqﬁculatln

FocEe ey et Tt £0eneral, OIF MoTE eS0T RS

265 Sfld Qenethee 9rantad b 898§§e& n&rﬁrﬂﬁt 584 uﬁpgcﬁ a-?ai.ﬂ.enge
response by using the client authentication

cppssessadsbydtde trRNarkRY i ONTHOtE §02Q@8, 13Sqg aﬁé&am by
described in further detail later. 15 [0090] The 1D
calbrplisgiingoa past 208 eacoduiheschdiel eplgeentde appidtcatihan
IDidentifying the application software 203 from the

thg Jrespenghi ray IRe e@gsetrd (i ¥rPtse whventFor example,

PR o Sl B, MRl el ™
ng %@tbh? %QQ%)%%Ir%h IQS%FC#A n%pgkégagéfghlgglng a

mhlch W | aye screéen
hash value the result.

[0089]

The response generation module 207 encrypts a set of
the granted license information and the response by using
the client authentication key 221b possessed by the
encryption module 206, as will be described in further
detail later.

[0090]

The ID acqulsition part 208 acguires the client
application ID identifying the application software 203 from
the storage unit. In a case in which the client application
ID is not stored in the storage unit, the ID acquisition
part 208 may generate a message indicating that there is no
client application ID, which will be displayed on a display
screen.

[0091]

Response Generation Module 207

Now, referring to Fig. 5, the encryption process
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[0091] Response Ceneration Mdule 207 25 Now,
referring to Fig. 5, the encryption process - 40
S06P0238 perforned by the response generation nodul e
207 according to the present enbodi nent of the
invention is described below Fig. 5is a diagram
illustrating, in a sinplified fashion, an exanple of
the encryption process performed by response 5
generation nodul e 207 according to the present

enbodi ment. [0092] As showy in Fig. 5, if the
response generation nmodule 207 acquires the inpWyepgs3s
chal  enge (chal | enge code), the granted |icense

d th | t th t 10 key,.
p5bh B o s e thns. oA bty 204 ferarainy co
thd e rAash gﬁb@@l&éﬁ@“%ﬂ|ﬁ%§h%gge£€¥odw¥%s%ggcr%bed below.

Authenti cati on Code) t her usi ng a hash function.
FIH09%3]is EhalﬁgﬁamtfﬂMu§ﬁ¥§E1M§lUﬁl@f%ﬁﬂ@ﬂ&@ieﬁsfashlon,
transmtted, 15 together with the usage |icense
an rdxampdei off thecdnaypthian phowwss mpdrifprmb)l bpctemtechsien
t he q!anted license information, by the execution
%%ﬁlia 508 pedhe 2YercCoysiam 195 prefent embodiment.
ngHBb??t'on network 106. In this case, of various
ki nds information included in the granted |icense

| Nf ALTBLLAN. 1 20 ONkY B 5308 i CensesL Al OLIRLIAN, LS

transmtted via conmmuni catron ne
zah@thhlaeegnawlmt chRf QEARE | AhStiengd EBathe siorage

unit (not shown) of the
granted license information, and the client authentication
key 221b, the response generation module 207 calculates the
hash value (HMAC (Hashing for Message Authentication Code))
thereof using a hash function.

[0093]

The resultant hash value (response) is transmitted,
together with the usage license information (such as that
shown in Fig. 5) included in the granted license information,
by the execution part 213 to the agent system 105 via the
communication network 106. In this case, of various kinds
of information included in the granted license information,
only the usage license information is transmitted via the
communication network 106. Note that the individual
information stored in the storage unit (not shown) of the
portable communication terminal 1903 is transmitted
beforehand or separately from the portable communication

terminal 103 to the agent system 105. Of various items of
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portabl e communication termnal 103 is transmtted

bef orehand or separately fromthe portable

comuni cation 25 termnal 103 to the agent system 105.

O various itenms of - 41 S06P0238 the individual

i nformati on received fromthe portable comuni cation
termnal 103, a part of or all of the individua
informati on (such as the client application ID my

be held in the agent system 105. 5 [0094] Although in
the data communi cation systgm_100 according to the
present enbodi nent of the invention, the respons% 620238

generatlon nmodul e 207 cal cul ates the hash value in thé
e bo%$ de bed nmanner, the hasg ¥alue may

2l Jcﬁﬂa‘ile n 1RO R r\ﬁ&ﬁ”?—‘ B, bopfanie
cHERRDE %% u g2 BRY.caliqulgt g,Lhe hash

val ue on t cha eng and i'censeé

1ﬂ1cﬁlix0.[d1ﬁatll Q&foﬂﬁ@tﬁ% chrthedshagh é’ﬁiéﬂ@c la$ptiR€RAtion 1D)
encrypted by the response generation nDduPé 207 using

méheoe dialelnunauhheMetrd:atslyemeherZlb and thus the
response in a 15 final formis obtained. The generated
resg8888lis transnmitted, together with the usage
IIC%E%E |nfornat|o ésuch as, that shown in Fig
i nc gueh the-isr Satadeorrerad 95 §YARER okl o W%Oﬁ@lng
u r ent Y St.em 5 V|a t he
v i RS bl 08 BRI Se 03, rfat®

gélaterdiicRe sioilee hash c\éqlcu@aeégetﬁ@%%m@ 2, sidnlar

manner fromthe chall enge, the usage |icense
abfeordeaicirabed Nednited ithet Aesgranted rdyceasealculated in

i nformation, and
another way. For example, the response generation module
207 may calculate the hash value based on the challenge and
the license information. The calculated hash value is then
encrypted by the response generation module 207 using the
client authentication key 221b and thus the response in a
final form is obtained. The generated response is
transmitted, together with the usage license information
(such as that shown in Fig. 5} included in the granted
license information, by the execution part 213 to the agent
system 105 via the communication network 106. The agent
system 105 determines the hash value (the response) in a
similar manner from the challenge, the usage license
information included in the granted license information, and
the individual information, decrypts the received response

using the client authentication key 221a of the sender, and

checks whether both responses are identical to each other.
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the individual information, decrypts the received
response using the client authentication key 221a of
the sender, and 25 checks whether both responses are
identical to each other. 42 506P0238 [0095] The
‘input challenge information is a chall enge code
generated by the agent system server 205 according to
the challenge response nethod as descri bed above. 5
[0096] O the granted |icense information input to the
response generation nodul e 7, a part thereof (the
usage Ilicense information shown in Fig. 5) is S06P0238
transmtted by the execution part 213 to the agent
syst%ﬁI% 5 via the 10 communi cati on network 106

togéi erlwith or separately from the response, for

useT%% &gguﬁb5H§¥H| th%@o ﬁg %%?” OOQELllégggtco

st'em rring et agent® sys

géleéral@oa%ovcﬂb Ngyd o té}%n@&ﬁ%@%e@"@@aﬂ'a%%&d%gt D€ the

invention is described below. Fig. 2 is a diagram
challustgeatriesgons@ metisidplsi Heedr MBéeiboviche dat a
comuni cati on system according to the present
enbdd0f€nt of the invention. [0098] 20 As shown in
Fi g. 2 the aq?nt system 105 includes the agent
sysPEM B8 YR ERSS llﬂsenaésé?lf‘b‘@%ﬁtdb’@vénptl’het%g‘&ﬂ

rSYSLAD SRNYAL20R LRI 309 L S0k neelye (aLe Q. and
license information shown in Fig. 5) is transmitted by the
execution part 213 to the agent system 105 via the
communication network 106 together with oxr separately from
the response, for use in the authentication process.

[0097]

Agent System 105

Now, referring to Fig. 2, the agent system 105
according to the present embodiment of the invention is
described below. Fig. 2 is a diagram illustrating, in a
simplified manner, the data communication system according
to the present embodiment of the invention.

[0098]

As shown in Fig. 2, the agent system 105 includes the
agent system server 205. As described above, the agent
system server 205 can transmit and receive data to and from
portable communication terminals 103 via the communication
network 106 and also can communicate with the noncontact IC

card module included of each portable communication terminal
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portabl e conmuni cation termnals 103 via the
communi cation network 106 and al so can communi cate
with the noncontact 1 C 25 card nodul e included of each
portabl e communication termnal - 43 S06P0238 103
via the communi cation network 104 and the R/ W111.
[0099] As shown in Fig. 2, the agent system server
205 includes a receiving unit 214, an authentication
unit 215, a 5 decision unit 225, a comuni cation unit
235 and an authenticatian gy acess manager 245. If the
conmmuni cation unit 235 receives a command from theppsoss
decision unit 225, the comunication unit 235
uni. cat wi.th the noncontac C r.d u 223
I e T L L kR
compgakeation termnal 103. [0100] The information
indicating the details of the conmunication process,
suclxsashawpr e emisy .02, Wehe i Agerttatsysaerm 8epast izl ar
address in an storage area of the storage unit 15
ik lsplssed racehelmpnoorit 234, | @ carttheroduwlae 1283undr 245, a
process of reading data froma particular address in
K IO MRGE 247 e FOWNEIsabF oYyt 1238 Spdse® in the
ananeont act LC card nodul e 2%% iﬁg{r nsmtted, from
YHEISCESAPR ROt CROPSRT &7 i 3 COBFU B
urdite At F}Qeéigé‘é'Q%M&deééohnﬁ%%%i%i‘aﬁsﬁﬁgl 225, the
aut hentication unit 216 that authenticates the service
communication unit 235 communicates with the noncontact IC

card module 223 via the execution part 213 of the portable
communication terminal 103.

[0100Q]

The information indicating the details of the
communication process, such as a process of writing data at
a particular address in an storage area of the storage unit
disposed in the noncontact IC card module 223, or a process
of reading data from a particular address in the storage
area of the storage unit disposed in the noncontact IC card
module 223, is transmitted from the portable communication
terminal 103.

[0101]

The authentication unit 215 includes a system

authentication unit 216 that authenticates the service

© providing system 101 based on the system authentication key

220a, a portable communication terminal authentication unit

217 that authenticates clients (portable communication
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provi ding system 101 based on the system

aut henti cation key 220a, a portable comunication
term nal authentication unit 25 217 that authenticates
clients (portable communication 44 S06P0238

termnals 103), a chall enge response authentication
unit 218 that authenticates portabl e communication
termnals 103 by the chall enge response net hod, and
an | D authentication unit 219 that authenticates the
portabl e comunication termgnals [ 5 103 based on
client application IDs. [0102] When the system ggepga3s
aut hentication unit 216 can successfully decrypt,

i h h t
eSO LD B0l RRBORRE ER5PRr S Pt cabioR ynigy 216
thst pﬁ.ﬁ:?fiel?lltgcﬁeeyeggcgrfﬁébtllgecgﬁﬁn{lgiéé/t n tt'%%m\%ﬁéfé CJEOB by

provi ding server 201 Slnl arly,
tipordialllengentuspendd el chetn Bal aRUtheRtkheati &0 i tunit
217 can successfully decrypt the data 15 encrypted by
21hechpor tralshentbratas caki pnrtebhe nadmnlG3 chy i onst exgitriad s
cllent aut henti cation key 22l1a, it is determ ned that
§he356t 2B 61 tomimanrddcr6hoRef B nal 103 is an
autggggé?d termnal. [0104] 20 If the challenge
res authentication unit 218 receives a request

for gefhhd eﬁnr aglc{j;rg - POI LAk @n3¢0PTHNLGALI on

term nal 103 nge response
successfully decrypt, using the system authentication key

220a, data encrypted by the service providing server 201, it
is possible to verify the validity of the service providing
server 201.

[0103]

Similarly, when the portable communication terminal
authentication unit 217 can successfully decrypt the data
encrypted by the portable communication terminal 103 by
using the client authentication key 221a, it is determined
that the portable communication terminal 103 is an
authorized terminal.

[0104]

If the challenge response authentication unit 218
receives a request for a challenge from the portable
communication terminal 103, the challenge response
authentication unit 218 generates the challenge and
transmits the generated challenge to the portable

communication terminal 103. Furthermore, the challenge
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aut hentication unit 218 generates the chall enge and
transmts the generated challenge to the portable 25
communi cation term nal 103. Furthernore, the chall enge
45 S06P0238 response authentication unit 218
generates a response for conparison by determ ning
the hash value fromthe challenge and the granted
license information separately received. If the
chal | enge response authentication unit 218 receives
the 5 response fromthe porgsabl e conmuni cati on
termnal 103, the challenge response authentlca%b%90238
unit 218 checks mhether the received response is
|deﬂ£*§%5té N eneratgd2 g arison resgonse

CTHR &h Yo “EAENZOF hETICFAES & HBPRYNIS

ey are i

c$$53r1§@% E?Cﬁéﬂg¥hfﬂ%%%°@ﬁ@ h§s¥a@df$ea%g &OtﬂQL@h(ﬁk%gge

port abl e communi cation term na et erm ne

ad e Reehzed 1asdAAlIntphOAB on Idedat@tbPy received. 1If
aut hentication unit 219 receives a client application

thd dhedieagpor¢abires e amrhrnt ataoiont emditnall 8 1608¢e kb lvde
I D authentication unit 219 checks whether the client
r%?ﬁﬂqséath@H 1257 K&Eft@é’éﬁ Fe@m@@@?aetdqnnteﬁelml eht3, the
ication |ID dat npot shown). [0106 If the
SR F e R BT SR PP 15 1o 2381 GEPGkS oG T
| L ti;Qn e er m ned
eid Gkl 0BG APAAAL QN 1 hPL AAL2PARE Lkl oL Re fgt&f M ned

at the port e conmunication termn
cdirrsenderes@dndde ald entyappl i dtqeahtkbseé@ﬂ'd%her,

Note that all
it is determined that the received response is valid and
thus the portable communication terminal 103 is determined
as an authorized terminal.

[0105]

If the ID authentication unit 219 receives a client
application ID from a portable communication terminal 103,
the ID authentication unit 219 checks whether the client
application ID has been registered in the client application
ID database (not shown).

[0106]

If the applicable client application ID is detected in
the client application ID database, it is determined that
the portable communication terminal 103 that is the sender
of the client application ID is walid. Note that all
registered client application IDs are stored in the client
application ID database. The client application ID may be

encrypted and transmitted from the service providing system
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regi stered client application IDs are stored in the
client application |ID database. The client
application ID may be 25 encrypted and transmtted
fromthe service providing system46 S06P0238 101 to
the agent system 105 via a portable comuni cation
termnal 103. [0107] The decision unit 225

deternmi nes whether to permit 5 provision of service,
according to the result of the authentication
performed by the authenticaféaqn unit 215 and also
according to the usage count, the validation periQfsgsag
start date/time, and the validation period expiration

tel ti escribed i e .granted license : .
10506 Ll SRR s P e e abPRent FE dmwnspatier
toBRager 1245 receives selection information specifying

sel ected one or nore of the plurality of

aut hi@nwizgat i on processes, for exanple, fromthe

console internally connected to the agent system

ser Viéye 20851is16n gmify @dhdadet afoimet iwbetheoces spewgnit

apparatus used by a manager of the service providing
PEYEHEAT e SRETRER | RATGH NIpEDCERS TRfHJer28Besends

to the authentication unit 216 command (an,
a%%%ehne i Clacl{ atioR eﬁ?%rér%esds %ge FB&t ?Bﬁh%’bt?ﬁ%jr&)oni HBrtat thgnd
t ecte of l.ural.ity . 20

S a o praenedle BB P AR b e flind
stafordmlel/@Ame| 04609 the validation period expiration

date/time described in the granted license information.

[0108]

If the authentication process manager 245 receives
selection information specifying selected one or more of the
plurality of authentication processes, for example, from the
console internally connected to the agent system server 205
or from an information processing apparatus used by a
manager of the service providing system, the authentication

process manager 245 sends to the authentication unit 216 a

command (an authentication process selection command)

indicating that the selected one or more of the plurality of
authentication processes specified by the selection
information.

[0109]

More specifically, before the authentication unit 215
performs the authentication, the authentication unit 215

issues an inquiry command to the authentication process
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More specifically, before the authentication unit 215
perforns the authentication, the authentication unit
215 25 issues an inquiry conmand to the authentication
process 47 S06P0238 nanager 245. In response to the
i nquiry command, the authentication process manager
245 sends the authentication process selection
conmand to the authentication unit 215. In accordance
with the authentication process selection 5 conmand,
the authentication unit 215,perforns the

aut hentication. [0110] That is, if an inquiry i%m690238
received fromthe authentication unit 215, the

aut hentj gatiqQn process nager .10 245 conmands t he
MUt REr 14 gﬁ uﬁ??oﬁﬁ%q?bt%@rﬁBﬂH%f%éme@ﬁﬂvnSP?on of

aut hent’i cdat i

alibBe AU DRNNC QEEQé]ser%%%ngtZ%gteg%%&g% | 8entication

sel ection information. e selection

protessaddientibs s&fthadd A aneonsehencannachednio e
service providing system 101 or the agent system 105.

In5a¢gdrdiEnclen wath otiskanoe: haintth chh o opimane si sslledtbyn t he
aut hentication process manager 245, authentication is
ORIt nedrebpuhb e ebEtione usfi tt RS syetfmmmeuthent i cati on
unit . .216.included in the authentication unit 215, the
aBQ??%ﬁﬁﬁ? §"comuni cation terninal authentication unit
217,;04Rg; chall enge response authentication unit 218,

and the D authentication unit 219.

That is, if an inguiry is received from the
authentication unit 215, the authentication process manager
245 commands the authentication unit 215 to perform the
combination of the authentication processes specified in the
selection information. Note that the selection information
is sent from a console connected to the service providing
system 101 or the agent system 105.

[0111]

In accordance with the command issued by the
authentication process manager 245, authentication is
performed by at least one of the system authentication unit
216 included in the authentication unit 215, the portable
communication terminal authentication unit 217, the
challenge response authentication unit 218, and the ID
authentication unit 219.

[0112]

In order to issue a command associated with the

authentication to the authentication unit 215, the
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[0112] In order to issue a conmmand associated with
the 25 authentication to the authentication unit 215,
the - 48 S06P0238 authentication process nanager 245
has an authenticati on process database (not shown) in
whi ch the service providing systemID identifying the
service providing system 101 and the selection
i nformati on corresponding to the service 5 providing
system 101 are registered. [0113] If.the
aut henti cation process manager. 245 receives selection
information fromthe console, the authenticationgggpgrag
process manager 245 detects the service prOV|d|ng

0 described in t hgﬁgelectlon [ matj on

R rarasn eEFreuoaig-sdr Lok Rashear TR 00
PEOGEER oS, MSPenlAAt LanprOpess, database |01

ough i'nt present e mbod| ment way o

stStdid 105 iasaUNedi ddiathd @%rw@eeﬁd%en%p%%eém 101 and
aut hentication units (216, 217, and 21 included in

thdhescdigcténti cafoxmtium mOZiESpemdxngntauthensecai¢@n by
checki ng whether encrypted data can be decrypted, the
P%Rﬁ#ﬂ%ﬂg SAPFOR HY axe Teeipbered. in a different
g@ ror exanple, in a case in 20 which an
el e }53 C signature is attached to data, each

aut E%nkh&aéaa{gn%q'ctatgé S%Jag%eZSSt g%n%é} JRy gdenerate an

el ectronic signature fa and Ty perform
selection information from the console, the authentication

process manager 245 detects the service providing system ID
described in the selection information and updates
corresponding selection information stored in the
authentication process database.

[0114]

Although in the present embodiment, by way of example,
it is assumed that the respective types of authentication
units (216, 217, and 218) included in the authentication

unit 215 perform authentication by checking whether

" encrypted data can be decrypted, the authentication may be

performed in a different manner. For example, in a case in

~which an electronic signature is attached to data, each

authentication unit (216, 217, or 218} may generate an
electronic signature based on the data and may perform
authentication by checking whether the generated electronic
signature is identical to the electronic signature attached

to the data.
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aut henti cation by checki ng whether the generated

el ectronic signature is identical to the electronic
signature attached 25 to the data. - 49 S06P0238
[0115] Conbination of Authentication Processes The
conmbi nation of authentication processes specified by
the selection informati on can be nodified as required.
5 There are a plurality of types of authentication
processes that are executable, and it is possible to
select an arbitrary coanqgtLon of one or nore of the
plurality of types of authéntication processes S06P0238
execut abl e by the agent system 105. 10 [0116] Now,
ref%rriﬁg to Fig. 6, a selection screen for selecting
one [t ibre of the plurality of authentication

cHUPGRATER BRCALOPMIING LRI EERIION | Nl Bating the

one or nore O urality of _

aut hest L6abi A RI06eSaeend f dndiRe pUbheMtd Laldl fied

process manager 245 via the console or the like is
byleser ise@dctFog. ifddrlatiSbhat €5, bé MmaliFiiepl bEi ehuired.

manner, the selection screen for selecting one or nore
THengmarehe plurality ofypupesfohattdimritdéant don pooEsses

according to the present enbodi nent of the invention.
g PEELFFCTRERES e AFoA T sEF RPN ton SEL RSt 8% or

el.ecting one _or nore fromthe pl ity of fhe

arau ré';lrzﬁyi %g I%J%atplrooncéaéfs ge or moré’ olfr %lhe glura B:y of
types of authentication processes executable by the agent
system 105.

[0116]

Now, referring to Fig. &, a selection screen for
selecting one or more of the plurality of authentication
processes and inputting information indicating the selected
one or more of the plurality of authentication processes to
the authentication process manager 245 via the console or
the like is described. Fig. 6 illustrates, in a simplified

manner, the selection screen for selecting one or more from

the plurality types ¢f authentication processes according to

‘the present embodiment of the invention.

[0117]

The selection screen shown in Fig. 6 for selecting one
or more from the plurality of the authentication processes
is displayed on a console or the like connected to the agent
system server 205 wvia a LAN or the like. Alternatively, the

selection screen may be displayed on an information
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is displayed on a console or the |ike connected to the
agent system server 205 via a LAN or the Ilike.
Al ternatively, the 25 selection screen nay be
di spl ayed on an information 50 S06PO238 processing
apparatus used by a manager of the service providing
system 101. In this case, a login password or the
like is input to the informati on processing appar at us
used by the manager, and the agent system server 205
5 authenticates the informafjon processing apparatus
based on the input |ogin password. [0118] As sh@wlg;ssg
in Fig. 6, on the selection screen, various

eckhoxes _are dis such as a checkbox 60l1la for

h |
o P RB S i RN B S B B S SBr ForTaeE by

o ) . | h . .
p%&“ﬁd%% 7%?%£§%ﬁt .'ﬂfﬁakhgg Eggigrgilo thﬁgé%ﬁggd(g} the

uni t enticate portable co I on

1iies nisnahput 08 afik anrehackbex SRR fQhgSebestaist Alved
aut hentication process perforned by the challenge

by édpomseagat hemid ddtd aeuni sy20d skhvietr 285possible to
specify an arbitrary conbination of one or nore of
aytendigehps t Yhofinfaras tdpnapt dreshdiot PoRaprbeeesd on
tsel.ect%d bg.checkin correspondi ng checkboxes 601
e pdRyitngooth B3 ed security level . [0119] 20 By
cli%bhgg]one or nore checkboxes 601, authentication
processes to be perforned by the agent system 105 are

Zpeggfm&m lifh FHE . SBEChHA I en L RTRLR16h SHAWY | Balius6,
checkboxes are displayed such as a checkbox 60la for
selecting an authentication process performed by the
portable communication terminal authentication unit 217 to
authenticate portable communication terminals 103 and a
checkbox 60lb for selecting an authentication process
performed by the challenge response authentication unit 218.
It is possible to specify an arbitrary combination of one or
more of the plurality of types of authentication processes
selected by checking corresponding checkboxes 601 depending
on a required security level.

[0119]

By clicking one or more checkboxes 601, authentication
processes to be performed by the agent system 105 are
specified. In the specific examéle of shown in Fig. 6, a
check box 60la, a check box 601lb, a check box 601ld, and a
check box 60le are selected.

[0120]
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check box 60la, a check box 601b, a check box 601d,
and a check box 60le are selected. 25 [0120] - 51
S06P0238 |If an Update button is clicked, selection
information is produced and transmitted fromthe
console to the authentication process manager 245. By
speci fying proper authentication processes in the
above-descri bed nmanner, it 5 becones possible for the
agent system 105 to properly perform authentication
in the manner specified by tjhe service providing
system 101. By using a conblnatlon of a pIurM|l§%é%0238
aut henti cati on processes, it becomes possible for

serV|ce pro i di stem 101 to arbitrarily, set the
0 ddcdfity dp b dchon dqurt &g<ed 0 PP CTMABN L BERITIA tPn

lgf ecteéa%gtaglgnltg §§£& 1 Ech) %Hg r%ﬁ%¥f1 roPLREESS 1S

check |ng e Check he agent

§y§ém3a<%5ad§@@§|n%p&ar N ¢481 gngt une 4i¢ dakasread
afron11§:thg ngngon?act I carégnnd eE%§§'€g %revent

attieerdatca tiibamproet fge 4 anpenedavbid-ddaira tehahagaeh, it
authentication unit 215 has this capability. [0122]
bypereadgissibheof onrtled egentngsseéyidifurte pmophely
witing rocess i s selected by checking the
P%ﬂ’%‘ﬁ?b&)?%@ﬁ!ﬁ“ﬁ%’%éﬁ\/lt@@ Bﬁawa.frfge%afslteémoxo&h%dds

ata to be witte

electronlc SI
%%1lce RESHESERY I car ngdul Y2939 @ Hb5h&RL A"

plurality of authentication processes, it becomes possible
for the service providing system 101 to arbitrarily set the
security level as required.

f0121]

When addition of an electronic signature in the reading
process is selected by checking the checkbox 601d, the agent
system 105 adds an electronic signature to data read from
the noncontact IC card module 223 to prevent the data from
being tampered with. Note that each authentication unit 215
has this capability.

{0122]

When addition of an electronic signature in the writing
process is selected by checking the checkbox 60le, the
service providing system 101 adds an electronic signature to
data to be written into the noncontact IC card module 223 to
prevent the data from being tampered with. When this
authentication process is selected, the agent system 105

generates an electronic signature from received data and
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prevent the data from being tanpered with. When this
aut hentication process is selected, the agent system
105 25 generates an electronic signature fromreceived
data and - 52 S06P0238 checks whether the generated
electronic signature is identical to the received

el ectronic signature. Note that each authentication
unit 215 has this capability of checking the validity
of the data to be witten into the noncontact 5 IC
card nodul e 223. [0123]__%%@@ encryption in the
readi ng process is selecte y checking the chec%%%é0238
601f, the agent system 105 encrypts data read from
the noncontact | C card nodule 223 to protect 10 the

CHRtE P EAp IR oINS SCh &L S EREA HutHERATEAE | b uni t

18351188 1 spcapabl Ly (Wen Lhl s, auLhentl cakion cpop
process 1s sélected, thé service providing system

838 L8 186h YRt ioh hehidaba seRgLYPh Bl Dypdeiagent Syl
105. [0124] 15 When encryption in the witing process

the wdliedttgdobythe hiefdd rg bbewebheekbat®0ige h&€contact
service providing system 101 encrypts data to be
Tgr¢ancemodule £hé. noncontact 1C card nodule 223 to
protect the data fromtapping. Wen this
aut H8AtPEati on process is selected, the agent system

105wﬂa§ chéo q§§r% t %he recei ved data usirgaégg%d b
par F1E01 SPOSRUEH TRufREnET ERIDR 06y b1 y

© dec]!rhslg": :t?]%t %ﬁgc%&?t}!a 6%%%2%\?\?}% eé?]@i t oiet | gﬁ5oéncrypts
data read from the noncontact IC card module 223 to protect
the data from tapping. Note that each authentication unit
215 has this capability. When this authentication process
is selected, the service providing system 101 has to decrypt
the data encrypted by the agent system 105.

[0124]

When encryption in the writing process is selected by
checking the checkbox 60l1g, the service providing system 101
encrypts data to be written intc the noncontact IC carxd
module 223 to protect the data from tapping. When this
authentication process is selected, the agent system 105 has
to decrypt the received data using the particular system
authentication key. Each authentication unit 215 has the
capability of decrypting the data to be written into the
noncontact IC card module 223,

[0125]

Communication Process with a Noncontact IC Card Module
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noncontact |C card nodul e 223. [0125] 25

Communi cation Process with a Noncontact | C Card Modul e
- 53 SO06P0238 Now, referring to Fig. 7, a

comuni cati on process with a noncontact IC card
nodul e, including an authentication process,
perfornmed by the authentication unit 215 according to
the present enbodi ment of the invention is described.
5 Fig. 7 is a sequence diagramillustrating, in a
sinplified fashion, authgqg'qation processes
performed by the system authentication unit 216,4R6534
portabl e conmuni cation term nal authentication unit

217, and the ID authenticgtion unit 219, and also .
i |1 09ty af RO B MRuAT@at  on? p SRR CRELRD gPHePess with

anggrastact: KC oard wpale. 1 L0426]. A5, QML 0 Fl g 7

en aut hentication assodia 2
pEOERRH)I GRtirePnt &Iy Nale 103 nkat PLL URG: tt P85 accordin
application software 203 first accesses the service 1
tpriow dimgeser geiboPi0de r(ts togp thbEOdnverNaion tikatewbeibéde
application software 203 has already |license
Figif of gt rofeaperic atiiagyan glanterrtingende, aangnp¥itieg
ranted license information is valid, the application

FEHHRar 8U5B3 Hhert iRt Praceases Ry e BY pFBYi WY Hg™
a éﬁ?"c%glb 2? i@%ﬁ&ﬂ ¥ﬁgn thg X éﬂi cation oftw@re. 1
; 1 n l'l'l~| Orita communlcagbin -errl%lﬁléi

accesses the serviceé providing server via
a&%ﬁgﬂgﬂdaﬁiQﬁrﬁnéEE%17qREnQrtBQeID authentication unit 219

and also illustrating a communication process with a
noncontact IC card module.

[0126]

As shown in Fig. 7, when authentication associated with
a portable communication terminal 103 is performed, the
application software 203 first accesses the service
providing server 201 (step S701l). Note that when the
application software 203 has already license information
indicating a granted license, and if the granted license
information is valid, the application software 203 does not
access the service providing server 201.

[0127]

When the application software 203 accesses the service
providing server 201 via the execution part 213, URL or the
like is employed to indicate the address of the service
providing server 201.

[0128)
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like is enployed to indicate the address of the
service providing server 201. 25 [0128] 54 S06P0238
If the service providing server 201 receives

i ndividual information fromthe application software
203, the service providing server 201 produces
granted license informati on as described above (step
S702), and transnmits the resultant 5 granted |icense
information to the application software 203 of the
portabl e conmuni cati on tqr@ nal 103 that issued the
request (step S703). The ap& i cation software 20%06P 238
transfers the received granted |license information Po

"~ the %gi t system server 205 throu%h t he execution
par 12 ge(§%/’é%l‘3§7é’5r)°."l%n%e%%ﬁ‘é% e GRaRteRs |inEdgual

ihf“iﬁﬁéﬁ%o@rbﬁ g}gé f%&%e_tt ta|t§{ont égptswrgrtet %%.3t ot}lg esgz?&ginmcte

system server 2 the service "providing sys
pﬂ&ﬂidﬂﬂggQekﬂgﬁpﬁﬁﬂkﬁyaﬂdc@stgEﬂﬁtéH 1ihenseeCHELENaOfon as
both servers can be achieved. [0129] 15 Al though in
d¢ drer ipreels ebbvenhotkpreano2 ) i, nah B et £ £1a9A8RIsS $heNre Pl DEASS
(step S705), the client application ID acquired by
gxdradDlacquesi inbrrmaddwneto0Bh¢ saplidoattiansapfteke 203
%o et her It is not necessarily required to transmt
oF Hdrec PPEREP LD pF PEET GR Bl pn ’F%?méiéin‘grloé, that ol gasd jthe
jch t D aut_henticati on process usi t he
g&ﬂ%ﬁh(ggﬁ i Chlilon I'D%i PP 6?a%%$%5P ware $€3 fgrensters

r

C n
1ﬂ&§§%§%§5¥dt§r§ﬁ%ghtﬂ¥%eﬁggefﬁfofﬁgﬂﬂdﬁakboghéE%gent system
server 205 through the execution part 213 (step S705).
Because the granted license information is not directly
transmitted to the agent system server 205 from the service
providing system 101, high independence in terms of the
security of both servers can be achieved.

[0129]

Although in the present embodiment, in the transmission
process (step 5705}, the client application ID acquired by
the ID acquisition module 208 is also transmitted together,
it is not necessarily required to transmit the client
application ID. For example, in a case in which the ID
authentication process using the client application ID is
not selected, it is not necessary to send the client
application ID.

[0130]

If the agent system server 205 receives granted license

information and the client application ID from the portable




10

15

20

25

[0130] If the agent system server 205 receives
granted license 25 information and the client
application ID fromthe portable - 55 S06P0238

comuni cation term nal 103, an I D authentication
process is first perfornmed by the ID authentication
unit 219 based on the received client application ID
(step 5707). [0131] 5 More specifically, in the ID
aut henti cati on process by ID authentication unit 219,
it is checked whether the gweceived client application
IDis identical to the client application ID thal ¥Wgsag
stored beforehand in the database (the client

atlon at abase). .of the gent. system.server

SRR PR RERE T A G B vt S eL BF oo T
£8P0 IEAlA R SObY WL 130 uth&{%EJ;%%@g UnitN81bDaged on

entication process (in step conp et ed,

thdercdiiRent tCabhOnH1aEa%S o0ASSOCI A 8H SMohlv the 15
portabl e conmuni cation termnal 103 is perforned by

t he [OpBLf abl e communi cation term nal authentication
unit 217 (step 5709). More specifically,

aut Henei ere¢ohiqad Wyer for Hesl Lhypudheakil agt imettvacess by
§OSS|bI to successfél erforn1 decrygtlon usi ng the

| 3R ﬁFﬁEh??c%ﬁﬁQJ 1@ey 5243 FFETES ﬁBHEFrﬁP%(J t he
r&dd: &y 245 BENTL ’{ll%ﬁyggﬁg used . C%l the or(%la%l

comuni cation t to encryp the"
aﬂﬁl@@ﬁ%&oh%@rﬂ%ﬂ %s kkot-bg p@f&@é}ia%dcqmﬂé Cadd Mhse

{the client application database) of the agent system server
205 when the client application was registered as the
application software 203.

(0132]

After the ID authentication process (in step S707) is
completed, the authentication process associated with the
portable communication terminal 103 is performed by the
portable communication terminal authentication unit 217
(step S709). More specifically, authentication is performed
by checking whether it is possible to successfully perform
decryption using the client authentication key 221a
corresponding to the client authentication key 221b used by
the portable communication terminal 103 to encrypt the
granted license information. If the portable communication
terminal authentication unit 217 succeeds in correctly
performing decryption, the portable communication terminal

103 is regarded as an authorized terminal.
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term nal authentication unit 217 succeeds in correctly
perform ng decryption, the portable comunication
termnal 25 103 is regarded as an authorized termninal.

- 56 S06P0238 [0133] Although in the data

comuni cati on system 100 according to the present
enbodi nent of the invention, it is assuned, by way of
exanpl e, that the authentication associated with 5 the
portabl e communication termnal 103 is perfornmed in
the above-described mann_erSEéi n step S709), the

aut hentication of the portable conmunication ter5r5|6.%l238
103 may be performed in a different way. For exanple
t he %ﬁtg ntication of the portable conmunication
t er rinarl 103 may be perfornmed (in 10 step S709) when

t he I cat.j.on ordn to t.he e .
oo paeatih, £E P AT SR G R, PP CIEE 2cqqpging
t U e PreGahL0BnPs PGRS: AN tRe $hedldfdred 1%”% Cé@snﬁﬁ‘ed
performed in a nore efficient manner. [0134

bAl wdough exampbe, datr atREMABBaht Ofk 1Siyst e%&@@ated with
according to the present enbodi nent of the invention,
the portaddemednhynicgiosf texaspik 1Hatisapehéntiedtiorthe
assocjiated wi.th the paortable conmuni cation term nal
a3 dsesﬁé"ll%iin"é%mﬁ% (sltne|§t387§§99) i tthies aHBPentlcatlon of
neces: y. Lequi re erfor 20 a thent#catl

B SERAN sh RS s BEFRShEl ity v bR SOkRGE
alég%ﬂéﬂ%n§t$9ys7qg}r Jég%ﬁék, the authentication of the

portable communication terminal 103 may be performed (in

step 5709} when the authentication according to the
challenge response method is not performed. In this case,
the authentication process can be simplified and can be
performed in a more efficient manner.

[0134]

Although in the data communication system 100 according
to the present embodiment of the invention, it is assumed by
way of example that authentication associated with the
portable cemmunication terminal 103 is performed (in step
5709), it is not necessarily required to perform the
authentication associated with the portable communication
terminal 103 (in step S709).

[0135]

If the authentication process (step 5709) associated
with the portablé communication terminal 103 by the portable

communication terminal authentication unit 217 is completed,
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If the authentication process (step 5709) associ at ed
Wi th the portable communication term nal 103 by the
portabl e 25 comruni cation termnmi nal authentication unit
217 is conpleted, 57 S06P0238 an authentication
process associated with the service providing system
101 is perforned by the system authentication unit
216, based on the decrypted granted |icense
information (step S711). [ 5 [0136] The system
authentication unit 216 perfornms authentication by
checking whether it is possible to successfullyS 600238
decrypt the granted license information decrypte& iR
the aut hentication process (S709) by the 10 portable
AR oMU NCACROACP PR TRAS AFEREARFRAL T et S2EVicey

using the syste ut henti.catign _key 220a. correspondi ng
ppoviting Sy3tem gﬁ?hlesntﬁeé:éf%irﬁnﬁgk%¥ PROSIGLER | n the

aBRCEHRId@R onPEREOT IR B sbRCo T LN G PNl BYasYSt €M
101. If the systemauthentication unit 216 Succeeds

11 Gerty riedblyat boperdwygmangiy he decryption, it is
deternmined that the service providing server 201 is
val i[@13pD137] Al though in the present enbodinment, it
Is assunmed by way of exanple that the system
aut B8Rt PRaEFBrRiant2cathp POt e Sporrabres

ni cation term tication unit

o Rt 0t R AT, GhEFBRE ht D EPRSePES:
sQUNEHM Gt LoP Byr GhRCKL Qg uhet DOl dd s FRASEIRL e to
decrypted in the authentication process (S709) by the
portable communication terminal authentication unit 217, by
using the system authentication key 220a corresponding to
the system authentication key 220b used in the encryption
performed by the service providing system 101. If the
system authentication unit 216 succeeds in correctly
performing the decryption, it is determined that the service
providing sexrver 201 is wvalid.

[0137]

Although in the present embodiment, it is assumed by
way of example that the system authentication unit 216 and
the portable communication terminal authentication unit 217
included in the authentication unit 217 perform
authentication by checking whether it is possible to
successfully decrypt encrypted data, the authentication may
be performed in a different way. For example, in a case in

which data includes an attached electronic signature, the




10

15

20

25

successfully decrypt encrypted data, the

aut hentication may be perforned in a different way.
For exanple, in a case in 25 which data includes an
attached el ectronic signature, the -58 S06P0238
system aut hentication unit 216 and the portable
comruni cation term nal authentication unit 217 may
produce an electronic signature based on the data and
may perform authentication by checking whether the
generated electronic 5 ngqﬁgqre is identical to the
el ectronic signature attached to the data. [013%b6P0238
After the authentication processes by the ID

aut hentication unit 219, the paortabl e conmunication
SYRITR (TR0 tAGE hEPR e G PuARE By PoastdPlRe system

aut hentj.cati on_unit Z%Ehare C | et e e deci si on
STl SRRl RRREF R BT Ghdcme T on e

at e LarpEicC @&%Q&@f@%%%%d%hhtﬂ@%a onGantact pé&l&&[ d

nodul e 223 of the portable communication term nal 103
atittdndiastisaupd ¢hecieuesbrhbasetk eidiatdd &eset tortfc

the authentication performed by the authentication
signates ignddbasich ot a hbeusagettomiensd gnatorandtttached

described in the granted |icense information (step
te74h® datee139] If the decision unit 225 grants

perﬁbﬁaé?n to execute 20 the communi cation process
Wi t noncontact |1C card nodule 223 (step 5713),

TLLHaRgRLETLL k00 DELASE g cRTURL o on U
authentication unit 219, the portable communication terminal
authentication unit 217, and the system authentication unit
21ée are completed, the decision unit 225 determines whether
to permit execution of the communication process with the
noncontact IC card module 223 of the portable communication
terminal 103 that has issued the request, based on the
result of the authentication performed by the authentication
unit 215 and based on the usage license information
described in the granted license information (step S713).

[0139]

If the decision unit 225 grants permission to execute
the communication process with the noncontact IC card module
223 (step 8713}, mutual authentication between the
communication unit 235 and the noncontact IC card module 223
is performed via the communication network 106, the gateway
117, the packet communication network 115, the base station

113, and the execution part 213 of the portable
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is perforned via the communi cati on network 106, the
gateway 117, the packet communi cation network 115,
the base station 25 113, and the execution part 213 of
the portable 59 S06P0238 comrunication term nal 103
(step 5715). More specifically, in the nutual

aut henti cation, the conmunication unit 235 checks
whether the I1C card I D of the portabl e conmunication
termnal 103 is identical to the IC card ID included
inthe 5 granted |icense information. [0140]

Al t hough in the present enbodinent, it is assune%o%g6538
the nutual authentication between the comruni cation
unit 235, and the noncaontact 1C card nodule 223 s

CHmPIRREGODi B TREN 0 0GmisAERaET bR netRoPKSROB! T19R- 1Y
i ) : t: Lcati i k.
1?ﬂ%ﬁ%gégﬁé;a?ﬁgﬁa%%%¥&lo co ené&%mi%%a@§oﬁo§nﬁi%§g}-

I on and’'t he~ eéxecution par

chd@PkaRkbe cRIMUNIGAl @b ber fhdalorth®3e BRI A i on

aut hentication may be perfornmed in a different way.
tdonirenanpBeist hemiitdsal tauthenic caidddnplinbebde@enit e
conmuni cation unit 235 and the noncontact IC card
gyrythsde 1228naqyl btoym@tiionned via the reader/witer 111
(step.S715). [0141] If the nmutual authentication
betﬁséﬁolhe comruni cation 20 unit 235 and the

oS08 LSRRI BER A RRECE S bungg v
tid ATUE S aul Qed i NARGOBERGLA CiA AnRALLEL 238 unit 235
and the noncontact IC card module 223 is performed via the
communication network 106, the gateway 117, the packet
communication network 115, the base station 113, and the
execution part 213 of the portable communication terminal
103, the mutual authentication may.be performed in a
different way. For example, the mutual authentication
between the communication unit 235 and the noncontact IC
card module 223 may be performed via the reader/writer 111
{(step S715).

[0141]

If the mutual authentication between the communication
unit 235 and the noncontact IC card module 223 is
successfully completed (step S715), the communication unit
235 transmits, to the noncontact IC card module 223,
information indicating the details of the communication
process specified by the request received (in step S705) in

the authentication process associated with the portable
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informati on indicating the details of the

comruni cation process specified by the request
received (in step 5705) in 25 the authentication
process associated with the portable ----- -------- 60
S06P0238 communi cation term nal 103 or received
separately after the authentication process is

conpl eted, thereby performng the comrunication
process with the noncontact 1 C card nodule 223 (step
S717). Although in the present enbodi nent, the 5

communi cation (in step 571 is perforned in a S&OYEE-3g

manner using the encryption/decryption keys, it s

not nec%ssaril ,nequ to performthe conmmunication
CPRMSUEH A FrahfEPL R0 142 ©F| £ EREY SOMSGRTAEE LY CEHf the

a ] c%@oﬁegf&,aee;s fromt, f?t&? Ct%@%%h,g gtg igggngmgg the

235 conmmuni catron process fnfornation | I'ng,
coxdmlRtibhabroed sy WithokRBt hoRoBQ crSheukdrabfodule 223
witten in a storage area (for exanple, at an address

($A8P SOfl7h he Bloiagsh Umi thet hee HONC eidbaetimk Gt ¢ atige
nodul e 223 wites the point information "80" at the

cgdsatian {Hn 1Serc &didanée metfrunssl donmpustcats emnner
rocess information, Wien, the witing process is

u ItOFeBRCFER SSOEEBERER | BV S Adi d&t PR pRRRSIAFE LY

| ti i.s. conpleted Is sent t t he

P LN cRe Tt Z3AFACEt i TS & FEPRHer
proggsszj s specified as the communi cation process, the
20 specified process is executed. [0143]

If the noncontact IC card module 223 receives from the

communication unit 235 communication process information
indicating, for example, that point information "80" should
be written in a storage area (for example, at an address
"A") of the storage unit, the noncontact IC card module 223
writes the point information "80" at the address "A" in
accordance with the communication process information. When
the writing process is completed, response information
indicating that the writing process is completed is sent to
the communication unit 235. 1In a case where a further
process is specified as the communication process, the
specified process is executed.

f0143]

Now, referring to Fig. 8, a communication process with
a noncontact IC card module, including an authentication
process, performed by the authentication unit 215 according

to the present embodiment of the invention is described.




10

i5

20

25

Now, referring to Fig. 8, a communication process wth
a noncontact |IC card nodul e, including an
aut henti cati on process, performed by the
aut hentication unit 215 according 25 to the present
enbodi nent of the invention is described. 61 S06PO238
Fig. 8 is a sequence diagramillustrating, in a
sinmplified fashion, the authentication processes
perfornmed by the challenge response authentication
unit 218 and the ID authpqéication unit 219 and al so
illustrating the 5 communi cati on process with the
noncontact |1C card nodule. [0144] As shown in F|&69§238
to authenticate the portable conmmunication term na
F193 8 the aaﬁﬁHPea‘F? o aERIWdr d ugbBat ¥1¢ stingéc e 8l fad
server 201 steg S80 0, Not e t hat

FRRN e 0 B RATS S1r ot RAPEC308% T STEAdYY Fience
chBLOLIEY Q8 bAGL0ALNG, A dEapheg |1 ?fbs%nda@fi fpthe

grant e Ense information i's va t e appl | cat i on

a§@fﬁéﬂw@ta@,% dpes Mo -aecassot Ne1ser M Gagprayi di ng
server 201. 15 [0145] If the service providing server

c@turiesdiivesprodess duialh thef ovrmasnioact rTamcklhé module.
application software 203, the service providing
ser @t 4201 produces granted li cense information as

descri bed abpve (st S802 and transpits the
res@PtéﬁPWEOF@r%hﬂea FBeﬁéEP?Wﬁ%ﬁ%%&ttBﬁ PortaR-e

céﬁ%ﬂﬂ égflgﬂ %8%$¥§gf3 %%3 §8$ha?§lfort39&%oftware 203

conmuni cation term na I ssue
first accesses the service providing server 201 (step $S801).

Note that when the application software 203 has already
license information indicating a granted license, and if the
granted license information is valid, the application
software 203 does not access the service providing server
201.

[0145]

If the service providing server 201 receives individual
information from the application software 203, the service
providing server 201 produces granted license information as
described above (zstep S5802), and transmits the resultant
granted license information to the application software 203
of the portable communication terminal 103 that issued the
request (step S803).

[0146]

The application software 203 then accesses the agent

system server 205 through the execution part 213 and
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request (step S803). [0146] The application software
203 then accesses the agent 25 system server 205

t hrough t he execution part 213 and 62 S06P0238
requests the agent system server 205 to performthe
aut henti cati on process (step 5805). Although in the
present enbodinent, in this requesting process (step
5805), the <client application ID acquired by the ID
acquisition nodule 5 208 is also transmtted together,
it is not necessarily requiyed to transmt the client
application ID. For exanple,” in a case in mhick|§&g%0238
I D aut hentication process using the client
rggplication IDis not selected, it is not necessary to

e thehel PERRT aps? F CRtTGITEFD205 18P [RFHAPEM £hehe | D
t hent | ti A [ i . [ ti
P R by Pabl et 2 i CRPYEn e 485 Phe Chke bt

rom a por
AYSRGUAC AL HhOBL YD fo A0k RS e
eauthenticatioghpgd%%ss ggggbsgg§?%€ &%ﬁ%ﬁ 3385%fi5%? 15

capphi caddlorat Dof st &R fkd bl 0dd8]10 faddwe siPion module
aut henti cati on process by the ID authentication unit

208914 alsyctessful tyed dnplethed, ithels chal herngesaesppnse
aut hentication unit 218 produces a 20 chal | enge code

re@y 1Rt othhec Homtabpel i eathemi Bt i dipr example,

iﬁegrgggg i%oghyéﬁ'gkéxygngakﬁgngggggﬁﬁM%yéc %gegsing the

client application ID is not selected, it is not necessary

to send the client application ID.

[0147]

If the ID authentication unit 219 receives a c¢lient
application ID from a portable communication terminal 103,
the ID authentication unit 219 performs the ID
authentication process based on the received client
application ID (step S807).

[0148]

If the ID authentication process by the ID
authentication unit 219 is successfully completed, the
challenge response authentication unit 218 produces a
challenge code and transmits it to the portable
communication terminal 103 via a communication network (step
5809).

[0149]

If the application software 203 receives the challenge

code from the agent system server 205, the application
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S809). [0149] If the application software 203

recei ves the challenge 25 code fromthe agent system
server 205, the application - 63 S06P0238 software
203 produces a response based on the chall enge code
and the granted license information (step S811). The
response has al ready been descri bed above, and thus an
expl anation thereof is omtted herein. 5 [0150] The
application software 203 transmts the response to

the agent system server 20 ia the execution part 213
(step 5813). When the response is transmtted tcg&éy§238
agent system server 205, the granted |icense
informatjqn is also 10 transmtted (step 5813&. Not e
Sthatathe gt &RCEHCPT ceiSSPOPRFoPRART o id)P 1821 lenge code

' eparately. JQ151] 1f_the Il en

B AR A Sntatatins atde 0D nathe
rESSHONS ha sl N8 r6hAL | BIGL JL3R0PSE AMNENHCALHAD 19
unit 218 produces a response fromthe chall enge code
egp ety orprbdueed BHndrtitaecgr astedn| i cense i nformati on
received from the portable comunication term na
103,[0i1a0& similar manner to the response generation
process perforned by the response generation nodul e
207.The0appi523t3qp FoLiwaranels tufsgridst el Fewmgse to

tﬂéﬁéggggls%gtem sexrver 205 via the execution part 213 (step
S813). When the response is transmitted to the agent system

server 205, the granted license information is also
transmitted (step S813). Note that the granted license
information may be transmitted separately.

[0151]

If the challenge response authentication unit 218
receives the response, the challenge response authentication
unit 218 produces a response from the challenge code already
produced and the granted license information received from
the portable communication terminal 103, in a similar manner
to the response generation process performed by the response
generation module 207,

[0152]

In a case where the granted license information
received from the portable communication terminal 103 has
been encrypted by the portable communication terminal 103,
the challenge response authentication unit 218 first

decrypts the received granted license information using the
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received fromthe portabl e conmunication term nal 103
has been encrypted by the portable comunication
term nal 103, the challenge response authentication
unit 218 first 25 decrypts the received granted
license informati on using the 64 S06P0238 client
aut henti cation key 221a and then produces the
response. [0153] On the other hand, in a case where
the granted license 5 information received fromthe
portabl e conmuni cati on tjwég nal 103 has been
encrypted by the service providing server 201, %%%P0238
chal | enge response authentication unit 218 first
ecrypts the.received granted | icense information
Cgﬂs?fh %‘%@%&?@H%ﬁwﬁ@?gé‘t PBA KeSP PFOFUERT then
ré@&ﬂﬂﬁﬁs 10 the response. [0154] After the chall enge
response authentication unit 218 produces the
resgonse; the chall enge response authentication unit
218 checks whet her the response received fromthe 15
por tabkke corhminitzatdl, oiint &r ca salwhk}3 ikhei geaitianllilcense
the generated response. If the challenge response
intpmeitiosarerl a1 tEr21g thet pentakle tdeamunheativen
response% are identical to each other, the challenge
LS s & V3 abie h St SRCEHPHRTL PP 1 Y StV AT AR PRt 1 the

~ BRGNS, 200 OGR! 20bEEL AR PLED U d DS
£ a4 @ec@?ﬁtgh@he received granted license information
using the system authentication key 220a and then produces
the response.

[0154]

After the challenge response authentication unit 218
produces the response, the challenge response authentication
unit 218 checks whether the response received from the

portable communication terminal 103 is identical to the

generated response. If the challenge response

~authentication unit 218 determines that the two responses

are identical to each other, the challenge response

authentication unit 218 determines that the portable

communication terminal 103, which is the sender, and the

service providing server 201 are both wvalid, and the
authentication is completed.

[0155]

If the authentication processes by the challenge

response authentication unit 218 and the ID authentication
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aut hentication is conpleted. [0155] |If the

aut henti cation processes by the chall enge 25 response
aut hentication unit 218 and the ID authentication - 65
S06PC238 unit 219 are conpl eted, the decision unit
225 determ nes whether to permt execution of the
communi cation process wth the noncontact IC card
nodul e 223 of the portable comunication termnal 103
that has issued the request, 5 based on the result of
t he aut hentication perfonn%g by the authentication
unit 215 and the usage |license information |nclgg%goz38
in the granted |icense |nfornat|on (step S817) .

The deC| ion unit 225 uest the portable
mli ﬁFc%‘t’IF% C S mThSEl dTG%S CEAntiRFeERi T
|n [ uaI i nf.ormatjon
whls eulﬁ?? pern PPl dedel®n ?cense B 0T b Brocqsine

wENE A 8BnBahtadd I dfcarienoRRld 8l £ FORMUNLEAL LN
term nal 103 receives the request for the individua

comforination, téhei reieduBi @Rapaids AkFuwaeqitheesedbedihe
i ndi vi dual information and transmits it to the agent
bagert om sheveesPDs, of[ Chs7huthet el adtdtont perfecied dry the
rocess perforned by the decision _unit 225 i s not
LF f}ﬁntté&anO% h\éme%(a?r%& én&eéla?ulb%%ﬂezdlgﬁa@@ ipfprmation

R 0ol QAR 0L EC R OB TERp A0

[0156]

The decision unit 225 may request the portable
communication terminal 103 via the communication unit 235 to
supply the individual information included in the granted
license information. TIf the execution part 213 of the
portable communication terminal 103 receives the reguest for
the individual information, the execution part 213 acguires
the individual information and‘transmits it to the agent
system server 205.

[0157]

Note that the decision process performed by the
decision unit 225 is not limited to the example described
above. For example, as required, the decision unit 225 may
also check whether a portable communication terminal
hardware ID identifying the portable communication terminal
103 described in the granted license information is
identical to a portable communication terminal hardware ID

registered in the client application ID database. Data
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hardware I D identifying the portable comunication
termnal 103 described in the granted |icense
information is identical to a portabl e conmunication
term nal hardware 1D 25 registered in the client
application I D database. Data 66 S06P0238 registered
in the client application |ID database has a data
structure including itens "client application ID'
"portable device hardware ID', "owner ID' identifying
the owner of the portabLgeﬂggjce, and "I C card I D'
i dentifying the noncont act | C card nodul e. [Oé%ﬁ# 238
If the decision unit 225 grants perm ssion to ex Wt
the communi cati on_process with the noncontact IC card
TRPHRIT D2y Cheepl ST 2PPhicahlcaul Pettiabasioha pet viadh
he 10 ca ni,cati pn unit 235 and fhe noncontac}) |C
RS TR TR TR ol Bk S SRRk et ISR
s HB et BB atﬁ%@%‘ L7, . pa
d%ﬁ%ﬁ%ﬁﬁ%atigﬁ ?gtaor 1 SF%thédéggé ?gf%gﬁ oY&%f %ﬁufhe
pbheaEeadiviien, paid 23 Qfrat e~ posd Bbl B, i6RMIHBI &t dHt act
term nal 103 (step 5819). Mire specifically, 15 in
I€ hea mutngallulaut henti cati on, the communi cation unit 235
checks whether the I1C card ID of the portable
comtfAté€ation ternminal 103 is identical to the IC
car% IE%in luded in the granted i cense. information.
[ 0158] EPS0AFAHSTyHNh ¢he PradehPesmbaalfRnte sxecuse
CASUIRALLRAL s of o Tt al, s T BROT) SR ROT1eER:d N ure
communi cat on um t_ 23
223 (step S817), mutual authentication between the

communication unit 235 and the noncontact IC card module 223
is performed via the communication network 106, the gateway
117, the packet communication network 115, the base station
113, and the execution part 213 of the portable
communication terminal 103 (step S819). More specifically,
in the mutual authentication, the communication unit 235
checks whether the IC card ID of the portable communication
terminal 103 is identical to the IC card ID included in the
grantéd license information.

[0159]

Although in the present embodiment, it is assumed that
the mutual authentication between the communication unit 235
and the noncontact IC card module 223 is performed via the
communication network 106, the gateway 117, the packet
communication network 115, the base station 113, and the

execution part 213 of the portable communication terminal
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and the noncontact 1C card nodule 223 is perfornmed via
the communication network 106, the gateway 117, the
packet comuni cation network 115, the base station
113, and the 25 execution part 213 of the portable
communi cation termnal 67 506P0238 103, the nutual
aut hentication may be perforned in a different way.
For exanple, the nmutual authentication between the
conmuni cation unit 235 and the noncontact IC card
modul e 223 may be perforned V|a the reader/witer 111
5 (step S819). [0160] |If the Trut ual aut henti cati on
bet ween the communication unit 235 and the nonccotftA@g38
| C card nodule 223 is successfully conpleted (step
1&g ghe t%uéémﬁh%ra%ww payobo 3 nfiogmedi €8, ato t he
d g contact gard nodul e ZﬁF |nfornat|on i ndi cating
t W@¥ of ?ﬁe BRI GedenspsaF+PRd by

bé@@egrﬁ%%seofnﬁ&m (ﬁgﬂ;ﬁ% %E%t a;gc;ﬂtmemn'o%%tohgn £ 1C

process assocl ate € por communi catl on

céﬁﬂrﬂdﬁﬁle1@§30ﬁa§Q&?&%ﬁ@b&%ﬁarﬁlglﬂhéﬁﬂéﬁﬁekhﬁr%§er 111
aut henti cati on process is conpl eted, thereby

(peed @8HMNg the comrunication process with the

noncontact |C card nmodule 223 (step S821). The
conthiAP@Ati on process performed in step S821 is
S|n1lar to that performed in step S717 descri bed

abové, Eﬁdmpﬁﬁg'éuFU?PEéFa%&ﬁﬂzﬁﬁ£ﬂe8ﬁ theregEmyrgication
uﬁH@tff%da%g Pﬁé oncod%ac% &C card module 223 is

successfully completed (step S$819}), the communication unit
235 transmits, to the noncontact IC card module 223,
information indicating the details of the communication
process specified by the request received during the
authentication process associated with the portable
communication terminal 103 or received separately after the
authentication process is completed, thereby performing the
communication process with the noncontact IC card module 223
(step S821). The communication process performed in step
5821 is similar to that performed in step $717 described
above, and thus a further explanation thereof is omitted
herein.

[0161]

The authentication processes described above with
reference to Fig. 7 or 8 may be modified, for example, such
that only the ID authentication process by the ID

authentication unit 219 is performed. 1In the following
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The aut hentication processes described above with
reference to Fig. 7 or 8 may be nodified, for exanple,
such that only the I D authentication process by the

I D 25 authentication unit 219 is perforned. In the
followi ng 68 SO6P0238 discussion, an explanation of
simlar processing steps to those described above
with reference to Fig. 7 or 8 will be omtted. [0162]
.5 As can be understood fromFig. 7 or Fig. 8, when
only the ID authentication,process by the ID
authentication unit 219 is perforned, it is 06P0238
sufficient if the portable conmmunication term naSI f8§
d&ggngsngotns %r;ll Y tge client £ apFlI,' cation ID to the agent
SyStem eer ver “3B5° I Y HoutC thav hé}a’id”f%etstsa‘rﬁgn?Fe?%eto
Bk ant I+ Sey.) [ ef ore, | S, Not
e e C s WLt
oal tteigh the result is a reduction in the security

| evel ,  which causes an increase in the risk that an
unadt®RéEil zed portable comuni cation terninal

illegally receives service. 15 [0163] After the

por £abFan chtminfiedtioon feeni Ried- 0%t Fagsn$t ssharthenly

oSk A RERLLCRLLON. | DL e, gent st em oot vel 205,
U OB b SATR TR S5 JRCEREd, phove v
coxplraratief toeraoh 19308khhsa ferginy cnb0l64d e
application ID to the agent system server 205 without having
to transmit the granted license information. Therefore, it
is not necessary to access the service providing system 101,
although the result is a reduction in the security level,
which causes an increase in the risk that an unauthorized
portable communication terminal illegally receives service.

[0163]

After the portable communication terminal 103 transmits
the client application ID to the agent system server 205,
the authentication process is performed in substantially the
same manner as described above with reference to Fig. 7 or
Fig. 8, and thus an explanation thereof is omitted herein.

f0l64]
Writing Process

Now, referring to Fig. 9, the writing process to write
data into the noncontact IC card module 223 according to the

present embodiment is described below. Fig. 9 is a sequence
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Witing Process Now, referring to Fig. 9, the witing
process to wite data into the noncontact |IC card
nodul e 223 according to the 25 present enbodinent is
descri bed below. Fig. 9 is a sequence 69 S06P0238
diagramillustrating, in a sinplified manner, the
writing process to wite data into the noncontact |C
card nodule according to the present enbodi nent of
the invention. [0165] 5 Although in the witing
process shown in Fig. 9, anggauthentication process is
not shown, it is assunmed herein that the 06P0238
aut henti cati on process has al ready been perforneé in-a

siolar, described abave with reference, to

R B Ry RO AS BT MY o ERnYE Heh

DYEES NG PFROGRESdLOa Writlf £rdahdn ¢
card nodul e 223, the appFicat?gﬁgﬁg%1?ag$ggggg&$§$%

aaceesisrs tichehs epvé s tPleabicdi RGNS €6 ¥ &the2QhvedPdon .
transm ts request information including individual 15
i nf d%&Blon (step S901). [0167] |If the service

prOéhdhng server 201 receives individual information
fr o -tREYED T S HH 15 HRY vieF &3 shokenin aBig déscebbed

ik ervi ce pr.aviding, server 201 produces 20
a%?geﬁ“tetel&af%é b rRal P B P OrP use: (i EREVHRST theg in

tHYOGeSS a(i8h &Rt R )on @Qgcgggnﬁggtéigéy%yrsggktﬁg%formed

granted license
in a similar manner as described above with reference to Fig.

7 or B.

[0166]

As shown in Fig. 9, in the writing process to write
data into the noncontact IC card module 223, the application
software 203 first accesses the service providing server 201
and transmits request information including individual
information (step S5901).

[0167]

If the service providing server 201 receives individual
information from the application software 203, then, as
described above, the service providing server 201 produces
granted license information for use in the writing process
(step 8902), and transmits the resultant granted license
information to the application software 203 of the portable
communication terminal 103 that has issued the regquest (step
5903).

[0168]
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information to the application software 203 of the
portable communication termnal 103 that has issued
the request (step S903). 25 [0168] 70 S06P0238
Subsequently, the application software 203 sends a
request to performthe witing process to the agent
system server 205 via the execution part 213 (step
S905). The agent system server 205 perforns

aut henti cation associated 5 with the portable
conmuni cation term nal 1Q03,;@lthough an expl anation
of details thereof is omtted herein. [0169] If {235
deci sion unit 225 in the agent system server 205

det ' t th icati houl be 10
et SR 0E. I SPITUILESLL S ahareos, 2ol o

authengﬁﬁgfkgﬁrfg?g%qgg%%ﬁg g%ﬁggﬁiﬁﬁgkggu%ﬁeﬁ%i% ??%%
sPreee 5 yinothdesardadnl Bart urtherswdet abbsher erne

because it is perforned in a simlar manner as
agiasicrivisagmabeyvecr 1B @eZdpring dlmghenittivaltion associated

aut hentication (step 5907) is successfully conpleted,

"tHe demRaRFeat T oiPTEind ca85opnterelnadgdfB, syhteenaerarer
R B O 1T (P EREOS bf ot b PR LR he 20,
nonggntget | C card nodul e 223 (step S909). [0171]

If the decision unit 225 in the agent system server 205
determines that the communication process should be
permitted, the communication unit 235 and the noncontact IC
card module 223 perform mutual authentication (step S$907).
The mutual authentication process is not described in
further detail herein because it is performed in a similar
manner as described above.

[0170]

If the mutual authentication (step S907) is
successfully completed, the communication unit 235 in the
agent system server 205 requests the application software
203 to supply data to be written in the storage means in the
noncontact IC card module 223 (step 5909).

[0171]

The application software 203 transmits the received
granted license information associated with the writing
process and the data to be written to the agent system

server 205 via the execution part 213 (step S911).
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The application software 203 transmts the received
granted license informati on associated with the
witing process and the data to be witten to the
agent system 25 server 205 via the execution part 213
(step 5911). 71 S06P0238 [0172] The data that is
witten in the conmmuni cati on process (step 5911) nay
be produced by the application software 203 or nay be
directly supplied fromthe service providing 5 server
201. Alternatively, other_ a may also be witten in
t he comuni cati on process. 173] In the S06P0238
comuni cation process (step 5911), the data to be
MWitﬁﬁﬂﬁﬁnd the granted license information for use in
10 t iting process are encrypted using the client

aut ReRt Leal | R KaY, 3a10: S, SO Al 9o s on [ 0TI

I f the authentication uni S recelves
(&\‘Eé}%tml‘?}nﬁa&hﬁe g5 ARckd iGeREE Lo OFJTALIN 8FERSLALASL
Wi t 15 the writing proceSs, the system
ocautdiertid catrieonl ynsdpRlifedrErbhetporiabliecC @FBNHCA I ON
term nal authentication unit 217 decrypts the
sereeyAldd dat beteabievadni st téheanda g artyedlsbi benseitten
.information associated wwth the witing process. By
1R hE i FRPRASERBYOR HFRESSypt i on can be successful Iy 20
per%g&qg?, the authentication unit 215 verifies the
validity” of the service providing server 201 or the

por 1abkfe communication process (step $911), the data to
be written and the granted license information for use in
Ithe writing process are encrypted using the client
authentication key 221b, as shown in Fig. 3.

[(0174]

If the authentication unit 215 receives the data to be
written and the granted license information associated with
the writing process, the system authentication unit 216 or
the portable communication terminal authentication unit 217
decrypts the encrypted data to be written and granted
license information associated with the writing process. By
checking whether the decryption can be successfully
performed, the authentication unit 215 verifies the validity
of the service providing server 201 or the portable
communication terminal 103, which is the sender of the data
(step S913).

[0175]

The decision unit 225 determines whether the respective
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conmuni cation-termnal 103, which is the sender of the
data (step 5913). [0175] 25 The decision unit 225
deternmi nes whet her the respective 72 S06P0238 itens

of the usage |license such as the usage count descri bed
in the received granted |license information are valid
(step S915). If it is determ ned that the usage
license is valid, the decision unit 225 commands the
conmuni cation unit 235 to 5 performthe witing

process. As for the items_aof, the usage |icense, in
addition to the usage count,” the decision unit 2%?

may al so check other itens such as the portable 506P0238
.termnal hardware ID. [0176] 10 The comuni cati on
1HRPE P35her JReAPL $1G6CRTT 1 BoAfmRle 1R IfOuUnf fRsehied
.da to be written to t.he noncoptact IC card ul e
1554 1 R 6 SR S PR o felTd (Step
sBOaLONtECY +| €scatde ARA L 1223 %ﬁétﬁgﬁég“if%ghgelEsavalid,
specified storage area of the storage unit (sStep
9 1dgcisiRuS uni 8e215 Wninldnidg PHOCESHENALCARALAJuA O 1SS to
present enbodinment is conpleted. [0177] Although in
Pehkomr ithengrptogessratemm | AsFEgr the tiemsdafathe beage
witten and the |icense information associated 20 with
1} fRnSfi £Pngopt bEeR startdeeHergpt eentt/hdhgatigcantion hanit

234 G0 8160" RO O B8 L83 O ' he? o0 ST SN e M
hardware ID.

[0176]

The communication unit 235 transmits a write command
together with the data to be written to the noncontact IC
card module 223. In accordance with the write command, the
noncontact IC card module 223 writes the data in a specified
storage area of the storage unit (step 8917). Thus, the
writing process according to the present embodiment is
completed.

[0177]

Although in the writing process shown in Fig. 9, the
data to be written and the license information associated
with the writing process are encrypted, the data and the

license information may be treated in a different way. For

example, no encryption may be performed in the writing

‘process or an electronic signature may be attached to the

data. Alternatively, after an electronic signature is

attached to the data, the data with the attached electronic




10

15

20

25

exanpl e, no encryption may be perforned in the witing
process or an electronic signature may be attached to
the data. Alternatively, after an electronic
signature is 25 attached to the data, the data wth
the attached electronic 73 SO06P0238 signature may be
encrypted. That is, any conbination of one or nore
processes for security may be enployed. [0178]

Readi ng Process 5 Now, referring to Fig. 10, the
reading process to read daja fromthe noncontact I1C
card nodul e 223 according to the present enbodiq§ﬁ50238
of the invention is described below. Fig. 10 is™a
sequence dia%ran1illustrating, iin a sinplified manner,

SERRATAHUIRY BPoEREEYR 'Y ead dht 45T r O (FEYGAEHAR avE one
| di. to.t t. enbodi t
A0, SO 0, 2cko g 10,1 s, crbod

i nventi on. gh™ ™
procgesggshown in Fig. 10, the authentication process
is not shown, it is assuned herein 15 that the
Raad hrentHreakisen process has al ready been perforned in a
simlar manner as descri bed above with reference to
Fi gNowy pefgrrimnge] Figs &howrhd reRidgnglProtdss to read

a I'cati%n software 203 sends 20 a request to
IBE 1O & PeRBRAER e dSs CRE0 B2 K ySrertises v the

pggg%ﬁ@ %m&%ﬁiﬁéggué£(¥héxygﬁe%%§ogsggpdggégggéd Ig ow. Fig.
10 is a sequence diagram illustrating, in a simplified
manner, the reading process to read data from the noncontact
IC card module according to the present embodiment of the
invention,

[0179]

Although in the reading process shown in Fig. 10, the
authentication process is not shown, it is assumed herein
that the authentication process has already been performed
in a similar manner as described above with reference to Fig.
7 or 8.

[0180] -

As shown in Fig. 10, the application software 203 sends
a request to perform a reading process to the agent system
server 205 via the execution part 213 (step S1005). The
agent system server 205 performs authentication associated
with the portable communication terminal 103, although an
explanation of details thereof is omitted herein.

f0181]
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agent system server 205 perforns authentication
associated wth the portable communication term na
103, although an explanation of details thereof is
omtted herein. 25 [0181] - 74 S06P0238 If the
decision unit 225 in the agent system server 205
determ nes that the communication process shoul d be
permtted, the communication unit 235 and the
noncontact I C card nodul e 223 perform nut ua

aut hentication (step 51007),, 5 The mutua

aut henti cation process is not described in furt@ﬁkpozas
detail herein because it is perforned in a simlar

man s descrij bed abo [ 0182 | f the nutua
autﬁg;Fg agFgfﬁi%ﬂeﬂ§l§1ég5) Psthe adsidesSEphippyserver 205

d@Q@F&fﬂéﬁjth%@etﬁgn@%ﬁﬂdﬁﬁéa%@oHn%EOégggigﬁoéqﬁobagent

system server 205 transmts a read comvan The

pOOACOIEBC i hbCogmnih IMAUle 243t £85I &eLitHNdoh B £3d 1
command, the noncontact | C card nodul e 223 reads dat a

céiromalulspeesf pedf stromageaar eat0ént ieatSioar ageepn1007) .
(step 51009). If 15 the noncontact IC card nodul e 223
The o5 ueHe aghbant i¢rt iomopeoreast 13 Qatarddseodote 223

el nsnhtg tge read g%%g as a reply to the. o

ComniCALT On"UHT ™ 2E53UPE 1§ B RARFP TR Lphe similar

nSt2Ag8 agﬁér%&%9E§§®% of the storage unit from which
to e data )

read t I's specified when the request is
i ssyedgby the 20 application software 203 (step
51005). [0183]

If the mutual authentication (step $1007) is

successfully completed, the communication unit 235 in the

agent system server 205 transmits a read command to the

-noncontact IC card module 223. On receiving the read

command, the noncontact IC card module 223 reads data from a
specified storage area of the storage unit {step 81009). If
the noncontact IC card module 223 reads the data, the
noncontact IC card module 223 transmits the read data as a
reply to the communication unit 235. It is assumed that the
storage area (address) of the storage unit from which to
read the data is specified when the request is issued by the
application software 203 (step S1005).

[0183]

‘If the agent system server 205 receives the data from
the noncontact IC card module 223, the system authentication
unit 216 or another authentication unit of the agent system

server 205 encrypts the data using the system authentication
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If the agent system server 205 receives the data from
the noncontact | C card nodul e 223, the system

aut hentication wunit 216 or another authentication
unit of the agent system 25 server 205 encrypts the
data using the system authentication - 75 S06P0238
key 220a (step 51011). [0184] The agent system server
205 transmts the encrypted read data to the portable
conmuni cation termnal 103 via the 5 conmunication
network 106 (step 51013)._ 440185] If the application
software 203 receives the encrypted read data, thgpgrag
application software 203 transmts read request

kéﬁgfﬁdg“ g%gpkggbyg{ng the encrypted data and 10

dual ornation to the service providing server

201 [oiguep S1015). [0186] If the license
aut hentication unit 241 receives the request

| nf aheabben; dfecdn Gerseraphhefdreatic@ntHai in Akt
decrypts the received data using the system
rogd 3 tat Fba pkespl220lsoponnéspondi ngridnkhel8y stiemthe
authenthatlon key 220a wused in the data encryption .
CHrgESE ﬁ@PfB?H%ﬂ“by“Vhés§éPv$%%L3prOV|d|ng server
201. erform ng the decryption, the Iicense
autﬁeny gation unit 241 verifies the validity of the

20 ger ¥h§eapﬂﬁlq\@a@1%g SEEVEL - 20hamMichi Ls the deantc%ypted

sender (step
read data, the appllcatlon software 203 transmits read

request information including the encrypted data and
individual information to the service providing server 201
{(step 51015).

[0186]

If the license authentication unit 241 receives the
request information, the license authentication unit 241
decrypts the received data using the system authentication
key 220b corresponding to the system authentication key 220a
used in the data encryption process performed by the service
providing server 201. By performing the decryption, the
license authentication unit 241 verifies the validity of the
service providing server 201 which is the data sender {step
S1017).

[0187]

The license authentication unit 241 retrieves the
license corresponding to the client application ID described

in the received request information from the license
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[0187] The license authentication unit 241 retrieves
the |I|icense corresponding to the client application
I D described 25 in the received request information
fromthe license - 76 S06P0238 database (not shown)
and checks whether the respective itens of the usage
i cense such as the usage count are valid based on
fromthe |icense database (step S1017). As for the
items of the usage license, in addition to the usage
count, the 5 decision unit 5 may al so check ot her
itens such as the portable term nal hardware ID.SO6P0238
[0188] If the authentication by the |license

aut.henticatio it 241 i ccessful | assed, (ste
SIS G Shont okl Bk ot R b AR R S m
oo 6,223 HS. P t ortable id bas

connuﬁ?catigz %é?ﬁﬁﬂgﬁl%%3E?§tgga%§dfﬁﬁg'éne F%%e?&?nfd

ofi herdtide Lheedss add ailisepl(a¥ed Ovey)di sSRlsa¥,, SEhE&ON enms
by the application software 203. [0189] 15 For

oexamplusagien laceass, iim whiiehibhetsethd agapeovbded, yhe
the service providing system101 is to give points,

A HGrPa R Eﬁ@ii%@tiéﬂ@q Feegkroerr tidtesls pochtamrthehe
Iik% Is read fromthe noncontact |IC card nodul e 223

PYHE &Fs%ﬁﬁ?éaaloﬂﬁﬁ *§i SPtay screen to informa user
of %Bgsg?int. Thus, 20 the readi ng process accordi ng
to the present enbodinment is conpleted.

If the authentication by the license authentication
unit 241 is successfully passed (step S1017), the data read
from the noncontact IC card module 223 is transmitted to the
portable communication terminal 103 (step S1019). On
receiving the data, the data is displayed on a display
screen by the application softwafe 203.

[0189]

For example, in a case in which the sexrvice provided by
the service providing system 101 is to give points,
information indicating the current total point or the like
is read from the noncontact IC card module 223 and displayed
on the display screen to inform a user of the point. Thus,
the reading process according to the present embodiment is
completed.

[0190]

Although in the reading process shown in Fig. 10, the
read data is encrypted, the read data may be treated in a

different way. For example, no encryption may be performed
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[0190] Al though in the reading process shown in Fig.
10, the read data is encrypted, the read data may be
treated in a 25 different way. For exanple, no
encryption may be performed - 77 S06P0238 in the
readi ng process or an electronic signature nmay be
attached to the read data. Alternatively, after an

el ectronic signhature is attached to the data, the data
with the attached electronic signature may be
encrypted. That is, 5 any_cgybination of one or nore

processes for security may be enployed. [0191] The
sequence of processing steps described above wi t [P06P0238
.reference to Figs. 7 to 10 may be perfornmed by neans
1Bf “h® FRAUNG B8PS Pnate S IFERORRe PrIRadagesmay ebe

d ft ft [
PRI SheaRCrir St T TN Vet Eelviy Thhsir abus such
eB8cBr GENEeTAlynRYLPOSEs AR Q6 fhe MH0CQ u&??asﬁﬁth

that the information processing apparatus Tfunctrons

ths bheadgente1systenl ses Va2l nhepsetNESH LRI, That is,
provi di ng server 201, or the portabl e conmunication

apgradmainatiosd. of 0digR]or Tkeeppograssemyrdie setarety may be
bef orehand in the storage nedium such as a hard disk
eBPleyeM i nstalled in the 20 conputer. Alternatively,
t he %Eggﬁan1nay be stored (recorded) tenporarily or
perdﬁn ly on a floppy disk, a

The sequence of processing steps described above with
reference to Figs. 7 to 10 may be performed by means of
hardware or software. When the processes are performed by
software, a software program is installed on an information
processing apparatus such as a general-purpose computer or a
microcomputer so that the information processing apparatus
functions as the agent system server 205, the service
providing server 201, or the portable communication terminal
103.

[0192]

The program may be stored beforehand in the storage

medium such as a hard disk or a ROM installed in the

computer. Alternatively, the program may be stored

(recorded) temporarily or permanently on a floppy disk, a

CD-ROM (Compact Disc Read Only Memory), an MO

(Magnetooptical) disk, or a DVD (Digital Versatile Disc).
[0193]

The program may be transferred to the computer via a
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CD- ROM (Conpact Disc Read Only Menory), an MO

(Magnet ooptical) disk, or a DVD (Digital Versatile
Disc). [0193] 25 The program may be transferred to
the conmputer via a - 78 S06P0238 wireless
transm ssi on channel such as a satellite conmunication
channel or via a wred comuni cation channel such as
a LAN (Local Area Network) or the Internet. [0194] 5
In the present invention, the processing steps
described in the programto,dpe executed by a conputer
to performvarious kinds of processing are not ¢ycn0038
necessarily required to be executed in tine sequence

di to the. descri bed in the _sequence

Vi S S ROPL AR oF Y A GEEBePhgt SR ed be
cBRREA B o cAZhAL] &l Of4 as%p%%g'é’om&@é)c%épg g{i nnel
paral | el processing or object processing). 1 T e

sREPHAM MAY heoexecatad Rithbek) byr a1 nglte ra@pput er
or by a plurality of conputers in a distributed
fasHiodg4115 [0196] The data conmuni cation system 100
has been descri bed above with reference to specific
enbd@ FBAtRTeIRNtcdmvisationdetit qupckrsinghetedove

descréftLon the data communi cation system 100 has

IR FB i h° AR EE. P20°(4T DI & FegPBFer to
PO LSS B PP MRy
required to be executed in time sequence according to the
order described in the sequence diagram. Instead, the
processing steps may be performed in parallel or separately
(by means of parallel processing or object processing).

[0185]

The program may be executed either by a single computer
or by a plurality of computers in a distributed fashion.

[0196]

The data communication system 100 has been described
above with reference to specific embodiments. As can be
understood from the above description, the data
communication system 100 has the following advantages.

{1) A plurality of authentication processes are provided,

and an arbitrary combination of the plurality of
éuthentication processes may be selected depending on the
security level required for the service providing system 101.
A service provider can easily set/chahge the combination of

authentication processes depending on the required security
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aut henti cation processes may be sel ected dependi ng on
the security level required for the service providing
system 101. A service provider can easily set/change
t he conbi nati on of 25 authentication processes
depending on the required security 79 S06P0238

and/ or other factors such as cost. For exanple, when
the security level required by the service providing
system 101 is high, a one-tine license is applied. On
t he other hand, the secujLéy_Jevel required by the
service providing systemb5 I01 is not very high,g%%?0238
aut hentication may be performed wusing only a cli’e

application ID. (2) Wien the |license authentication
ae@ﬁ%rbm‘weg if§05§§’a?5%% ass&PFFce PriovidddPries WheRvds

s%gufiir etl(r?g%g.lné?ﬁgﬂc&? ! h%heegjegdicé)zﬁr?/ogrliidq%%yig%térpelO1

i cen on the securrty p y.
18X €2 dnklceRsel Mddiansi Q?giié’ﬂt € RELHAd PR A Y,
time |license may be al |l owed. ) Because devi ces t hat
the esgiutdnyl Leeasesedii He@CBlVEhe SEE M GRS pabe i LAY t B tHen

ortabl e communi cation termnals 103, it is difficult
18briumatt Nery zeiolperdensutbentiegaldry by becpéviormed
servi ces. (41 Because the application software 203 has

UEHY CRPAbPI Ftyehboranfdi&githgRt B status in terns of
CESTMD S BOMAD SRR Bl S 0TI e

smnbgé%h&@r ned V@Lrll%wfeai £§ a%@iér@r -Ey EE’@EL' Qhé)%)etrt}.%d
application software 203 can be redu eg.

of validity of the license depending on the security policy.

For example, a license with an indefinite period or a one-

time license may be allowed.

(3} Because devices that are given licenses to receive

services are limited to portable communication terminals 103,

it is difficult for unauthorized persons to illegally

receive services.

(4) Because the application software 203 has the capability

of managing the status in terms of communication with

servers or the like, connecting can be easily retried when

connecting via a communication network fails.

{53) The traffic by the application software 203 can be

reduced.

(6) Providing the customizable authentication capability to

the agent system 105 makes it easy to build a total system

including the agent system and the service providing system.

(7) The mutual authentication performed between the
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(6) Providing the custom zabl e aut hentication
capability to the agent system 105 nakes it easy to
build a total system including the agent system and
the service providing system 25 (7) The nutua

aut henti cati on perforned between the - 80 S06P0238
noncontact | C card nodul e 223 and the agent system 105
makes it unnecessary for the service providing system
101 to performa further authentication process to
aut henti cate the agent sy§Q§p1105. [ 5(8) In the
data conmuni cati on system Dbecause each portable 6P0238
comuni cation term nal 103 can be authenticated 6§
usi ng the _ system authentication key or the |ike

PR THOWRE ndédiPRG TUHENS FrcafPBnthariafdt sgftem 105 makes
o} G100, 236D POy A0le coComInSal | A0 L8 phpel 103

ata co nicatl on Sys n a

p@fﬂtﬂr&’_af lerichb e é@@hé&&&%@%hbﬁ E)f’é@é@ tod uﬁ:H@BtL@&e the

communi cation process can be executed an service can
atpentpropsteed 108gar dl ess of carriers or types of

portabl e conmuni cation termnals 103. [0197] 15 The
(Ppr egerithel dasat tomubsatéen destenbdcauseecnch hportable

reference to specific enbodiments. It should be
COMMEYSESSAn b§rrirse 198 FrRBAPE Rt dicat et by gt igus the

Somdi ficatio §¢at£8$q&patio sub-caonbi nati ons. and
i ter ations ey oceury 8§pgﬁ%|f%}?nV4£5$Pgnnee ing
1dSUIFRARILA 206 AING0nT 3LAL Pey NR0AH2BoBEUTIEY are
wthin the scope of the appen clains or e
cRGiinila@Abs tEERBQL 103, the data communication system
can be realized in a highly flexible and versatile fashion
so that the communication process can be executed and
service can be provided regardless of carriers or types of
portable communication terminals 103.

[0197]

The present invention has been described above with
reference to specific embodiments. It should be understood
by those skilled in the art that various modifications,
combinations, sub-combinations and alterations may occur
depending on design requirements and other factors insofar
as they are within the scope of the appended claims or the
equivalents thereof.

[0198]

For example, in the embodiments described above, the
data communication system 100 includes one service providing

system 101 and one agent system 105. However, there is no
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[0198] For exanple, in the enbodi nents descri bed
above, the data communication system 100 incl udes one
service providing 25 system 101 and one agent system
105. However, there is no - 81 S06P0238 particular
restriction on the nunber of service providing
systens or agent systens. For exanple, the data
comuni cation system 100 nay include a plurality of
service providing systens 101 managed by respective
service 5 providers. Si mlz}ﬂ y, the data communication
system 100 may also include a plurality of agent
systens 105. [0199] |In the enbodi nents descri bed’00P0238
above, each part of the service providing system 101
PREC} U 4L &@ Sty L RAE efve™e . TRED NHBREV ePT TH SSaPEOHBYL e
realized in another way. For exanple, each part of
Syﬁgé%%ﬁvig'eﬁFo§¥a{% °se 6%&ef6Tngy'Uﬁ% &4l i zed by
iJacludi r ogr I ;
Tt i SR R e Al SR A
pabovEinLasRtpast 10f ddiigeagent reystem A0t rgikeal i zed
by hardware. However, each part nay be realized in
pagrotdrars wapimkbarexamblee da¢achopanticaficnheyseeni L& may
roviding server 101 may be realized by software
a}§1e | g coRe PRI bty ograRt ndust s di¥5conponent s.
20 H%§§§¥ In the enbodi ments descri bed above, the
[ 0

appl n

In the embodiments described above, each part of the
service providing system 101 is realized by hardware.
However, each part may be realized in another way. For
example, each part of the service providing server 101 may
be realized by software including one or more program
modules or components.

[0200]

In the embodiments described above, =ach bart of the
agent system 105 is realized by hardware. However, each
part may be realized in another way. For example, each part
of the service providing server 101 may be realized by
software including one or more program modules or components.

[0201]

In the embodiments described above, the application
software 203 and the execution part 213 included in each
portable communication terminal 103 are respectively
realized by software including one or more program modules

or components. However, they may be realized in another way.
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software 203 and the execution part 213 included in
each portable communication termnal 103 are
respectively realized by software including one or
nore program nodul es 25 or conponents. However, they
may be realized in another way. 82 S06P0238 For
exanpl e, each of themnmay be realized by one or nore

har dwar e conponents. [0202] In the enbodi nents

descri bed above, a portable 5 tel ephone having a
noncontact_IC card_nnduleni used as each portable
communi cation term nal 1083. wever, anot her typ%ﬂ”ﬁ§§38

device nmay al so be enpl oyed as al ong as the device

noncontact | C card nodul e 223 and is capabl e of
PRy RO 26l PR LBt bsl TRBLTEe ik cRe oF more

comunicati 1§

h& PATAHY C@iQRendd. Network. For exanple, a notebook
type personal conputer, a PDA (Personal D gital

Assigizany) device, or the |ike may be enployed as the
portabl e communication term nal 103. [0203] In the
enbddi rbat smidesiordnited deboy thed caBB, Cat bentfre 15

nut ual aut hentication or for other purposes between
CehephBPmbAVERY | drhentant2e% dRdcehe mohdentiactsé€ garahch
nodqge 223 is perfornmed via the comruni cati on network
PIDE PthEOGRERMET T Lo Fe B apalRet  dintRTRIrcafRORher type

r : ) tation_ 113, and.the execution
DR ST £heS S RIS R A B Gher PR ras 2
ndfléon GOAMYOI £atd QbJMBL DO 3PERAOL IR i) ABRL her vay.
may

For exanple, the comrunication unit
communicating with an external device via a communication
network. For example, a notebook type personal computer, a
PDA (Personal Digital Assistant) device, or the like may be
employed as the portable communication terminal 103.

[0203]

In the embodiments described above, communication for
mutual authentication or for other purposes between the
communication unit 235 and the noncontact IC card module 223
is performed via the communication network 106, the gateway
117, the packet communication network 115, the base station
113, and the execution part 213 of the portable
communication terminal 103, communication may be performed
in another way. For example, the communication unit 235 may
communicate with the noncontact IC card module 223 via the
communication network 104, the reader/writer 111 disposed in
the information processing apparatus 109, and the execution

part 213 of the portable communication terminal 103.
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15

conmuni cate with the noncontact |IC card nodul e 223 vi a
the comunication network 104, the reader/witer 111
di sposed in the information processing apparatus 109,
and the execution 25 part 213 of the portable
communi cation termnal 103. - 83 S06P0238 [0204] As
descri bed above, the present invention provides the
advantage that in a data conmunication system it is
possi bl e to authenticate a conmunication termn na
/ apparatus 5 according tq_qxgqnbination of one or nore
of a plurality of authentication nethods selectg% P0238
depending on a required security level, and thu £
service provider can provide service to portable
conﬂﬁﬁpéition termnals regardless of the types
t heryeof,. 10.lndustrial plicabili.t 0205] _The
or esent SFRYER #ké%qxf’aﬁp i%%ﬁﬁ%?ﬁ(}%§e8%fgn rovides the
2 GOIMYLahLeN: Y8 %ﬁgﬁgkaéyéﬁ FDstey Che s
conmput'er 15 program and a data co ni cation nethod.
p8dsi18@BRA238th&hAl M el .a AcdRliAi QMBI aR1 BYSh&Mtus
conprising one or nore portable comunication
aterrimgl $oeachommchatdiong o noacontacte oF bBCptarality of
modul e adapted to performinformation processing in

authentication methoég selected depending on a required
security level, and thus a service provider can provide

service to portable communication terminals regardless of

the types thereof.

Industrial Applicability

[0205]

The present invention is applicable to a data
communication system, an agent system server, a computer

program, and a data communication method.
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response to a request fromthe outside, a service
providing system adapted to provide a service via the
i nformati on processing performed by the noncontact 1C
card nodul e, and an agent system adapted to perform
for the service 10 providing system a conmunication
process with the noncontact |IC card nodule, the
portabl e communi cation ternminal including a

requesting unit adapted to request the service
providing systemto providg granted |icense

i nformati on possessed by 15 the service prowdlngs06P0238
system the granted license infornmation indicating a

| i cense associated with t@ﬁ%%ﬁ$nnunlcatlon process
granted to the portable c cation termnal, the
license information being necessary for the

comuni cati on process between the noncontact IC card
modul .e Azaaﬁﬂdc&ﬁﬁhﬁﬁﬁ%ﬁﬁoﬁy§§§%gmtdB%p&%%Xh?eoﬁg(B@ diorg
system i ncluding an acquisition unit adapfed to, if a
poequielst desmuadenvioh fircomiaagsotatiheindiordialyl @ noncontact
conmuni cation termnals, acquire granted |icense
I?n@%ﬁ@nﬁq@%ieaééééi%ﬁeﬁp\meﬁﬁorhelmﬁﬂnmﬂﬁmync@anQS@Engcnm
25 term nal that has_issued the request, 85 S06P0238
TERRCHCUr 8d TGRART ed 1YL ERSe P hi tiFratd oﬁ%rﬁrér:ﬁgprowdmg

é‘t?é’l'&/ Fétd%g QéerEIF %J.S 1VcieC% gg?ﬁll‘a?é n\%as ecrhveerln arxﬁgtJbor% h

ysten1 t1°on Key i S possesse

pidtee AU pes¥SEAL A dHenSREN PRV egméaﬂﬁ
that is used to 5 encrypt/decrypt information e

agragdred slyisecensedapiaat At pbeAform, for the service
providing system, a communication process with the
noncontact IC card module,

the portable communication terminal including a
requesting unit adapted to request the service providing
system to provide granted license information possessed by
the service providing system, the granted license
information indicating a license associated with the
communication process granted to the portable communication
terminal, the license information being necessary for the
communication process between the noncontact IC card module
and the agent system,

the service providing system including an acquisition

unit adapted to, if a request is received from one of the

portable communication terminals, acquire granted license
information associated with the portable communication

terminal that ‘has issued the request,




10

15

20

25

bei ng further encrypted by the portabl e conmunication
termnal using a client authentication key that is
possessed by both the portable comrunication term na
and the agent systemand that is used to
encrypt/decrypt information, and 10 the resultant
granted license information being transmtted to the
agent system the agent systemincluding an

aut hentication unit adapted to perform based on the
granted |icense informationgeceived fromthe portable
15 communi cation termnal, at |east one of a plurglit¥sg
of authentication processes including a system

ath%ntication rﬂprogegslto aut henticate the service

providi AGTYETLABASER iRt BREAER MRSt % at i on
. £ i ) ot ¢

Kopid biotng Lo AULISHLERY O0-ROESTRG1E oxstgn

ab@asart ioatibe réy eiHataukheBtkeaté®oy RXn /RE &gsecond
client authentication process to authenticate the

syordraling cbansenciatd protrérimaatydasedndnthat is used to
identification information identifying the portable
eRGHMANIOESEY PR 1rfarmest on25the derdntiash linens adapiedatdon
ba.fter thg aut hentication by - 86 S06P0238 the
S EHEEEEE | DRCTHTES §YcbRDI RYEPP e COFRIAES I her to

t%ﬁﬂﬁﬂ%ﬁbggﬂﬂgﬂéc tﬂéﬁ% gﬁtggétigggﬁ%% %%gtgg ifgﬂﬁﬁéféfsed

! _ t e grante |cen_se | rm_a |o_n, !
b WERNicgat %@f‘téﬁlﬂé RHARLEHat Lon | e CATAWNLLATHAN dRntd

permtted by the decision unit, performthe

sycomruandathan is used to encrypt/decrypt information, and
the resultant granted license information being transmitted
to the agent system,

the agent system including

an authentication unit adapted to perform, based on the
granted license information received from the portable
communication terminal, at least one of a plurality of
authentication processes including a system authentication
process to authenticate the service providing system based
on the system authentication key, a first client
authentication process to authenticate the portable
communication terminal based on the client authentication
key, and a second client authentication process to
authenticate the portable communication terminal based on
identification information identifying the portable
communication terminal,

a decision unit adapted to, after the authentication by




10

15

20

25

process wth the noncontact 1C card nodule. 2. The

data conmuni cati on system according to Claiml1l,

wherein the authentication unit receives a selection

command 10 specifying a conbination of one or nore of

the plurality of authentication processes and perforns

the conbination of one or nore of the plurality of

aut henti cati on processes according to the received

sel ection command. 15 3. The data conmuni cati on system

according to aiml1, whergin the comunication

process perfornmed by the co nication unit is a

process of naking the noncontact IC card modul e S06P0238

ggrforn1a writing process or a reading process. 20 4.
ala%l”teélt&Gﬁ‘ﬁﬁﬂPcaﬂ’bnl%;ﬁﬁrf@%ﬁﬁe@or%trﬁfntl@eowaeﬁhgr to

i D the.au hentlcat|on unit, rec a sel ection
p%%ﬁ%gn MU ERF PR ot tor P65ER OF T %%b 508§sdgscribed

1hEhINGRaP1 0CERSe A AABLYBL) Nohdata Lo be read in

the readi ng process an process of adding an

el ect KORNGn 5¢Giading iRl adugedd based 0B orkuh NeavadA jt0
the data, and the authentication unit performs - 87

PSABROZIS byt bbe otrec Dyidyotunicf, peotesseahecacoamdhngation
the selection command. 5. The data conmuni cati on
PEYREMEERoFRR nePR P atmIS, casd vikrshidien t he

aut hentication unit receives a selection conmand
speci fying one or both of two processes including a

prOQeSSTh@fe9§§ XB&hﬂgcgﬁfégg%ﬁﬁ;ﬁﬁt gdPg%vgét H%ld P

the witing process an ess 6F Verttying

wivetd iGH EﬁeoﬁutﬁéhﬁgﬁétlJﬁa%ﬁgt09eé€h¢g§e%t%@ﬂbgt§bﬁrﬁgdﬂéid
added to the data, and the
specifying a combination of one or more of the plurality of

authentication processes and performs the combination of one
or more of the plurality of authentication processes

according to the received selection command.

3. The data communication system according to Claim 1,
wherein the communication process performed by the
communication unit is a process of making the noncontact IC

card module perform a writing process or a reading process.

4. The data communication system according to Claim 3,
wherein the authentication unit receives a selection command
specifying one or both of two processes including a process
of encrypting data to be read in the reading process and a
process of adding an electronic signature produced based on

the data to the data, and the authentication unit performs
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10 authentication unit perforns the one or both
processes according to the received sel ection

command. 6. The data conmmuni cati on system according to
Caim1l, wherein the comunication between the

service providing 15 system and the agent systemis
perfornmed via the portable communication termnal. 7.
The data comuni cati on system according to Caiml1,
wherein the first client authentication process is a

20 chal I enge response authentication process in which

a challenge code is transnitted to the portable

communi cation termnal which in turn produces a S06P0238
response based on the challenge code and the granted
Ehe ceR 1 MOSPnRE| BROEERPe S éCGPRdintiete e tsgAection
ngg¥qyse, and the authentication is 25 perforned based
on Tt He recei ved response. - 88 S06P0238 8. The data
comuni cation systemaccording to Caim1l, wherein

t he portable conmunication termnal is a portable

tel ephonge 8202 AMRGERELSYSt SR S8 WRIcoH2RG &b t@a ifOR,
a service provi di ng server, perf orma conmuni cati on

wipe oTiegs Shal Bhthenhbrrontnact ik Creae thve dulse,l ebh€os efotinGmd
provi ding server being adapted to provide a service
SREELHMGr RREi 6 ROtpradcdssi pgopessor nattIyyingea process

oncontact I1C card dule included in a portable .
oF SRR E 4P P o R E BYRY HHaI2 th 0 aBB N1 S50 i SBPVEFL ting

pfé%ggg 39, process of verifying the wvalidity of the data
based on an electronic signature added to the data, and the
authentication unit performs the one or both processes

according to the received selection command.

6. The data communication system according to Claim 1,
wherein the communication between the service providing
system and the agent system is performed via the portable

communication terminal.

7. The data communication system according to Claim 1,
wherein the first client authentication process is a
challenge response authentication process in which a
challenge code is transmitted to the portable communication
terminal which in turn produces a response based on the
challenge code and the granted license information and
;eturns the resultant response, and the authentication is

performed based on the received response.
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a receiving unit adapted to receive granted |icense
information in an encrypted formfromthe portable 15
communi cation termnal, the granted |icense
information indicating a |license associated with the
comuni cati on process between the noncontact |1C card
nmodul e and the agent system server, the granted
l'icense information being encrypted by the service
provi di ng server using a system 20 aut hentication key
that is possessed by both the agent system server and
the service providing server and that is wused tq 6p0238
encrypt/decrypt information, and the granted |i ceids

i nformati on being further encrypted by the portable
communi cation termnal using a client authentication

key 25 at .1 s possessed. by both the portable .
Combini CaF 9Ce RSP EES s "o AR SERAT e A 1
wBYSLHM SR PBL 2Ptk {RmdrS U$SHnt Lo HRGT pfi/sdgchpﬁable
informati on; an authentication unit adapted t
tpesflog. based on granted |icense information
received fromthe portable 5 comunication ternminal, a
conmbi nation of one or nore of a plurality of

aut henti cation processes including a system _
aut fent PRaRIUH Freteds Seavant danrtedate  t fer serigrydce

vi.di n system based on the system aut henticat.i on
PR B a4 ¢ T o Al SAPFRAT T o Bt 6C88E°D gL ch 2

néﬁ%éﬁ%&étcébecéﬁf:ﬁﬂﬁb@Q'%héosg? ié?ﬂyiggnéegg}égﬁ
Cll1 1 oNn ey, an

based on the [ ent aut hent'i ca . a second
b&lneidapubhend i §aldieR Rr eessct oy Authighhheate the

portabl e communi cation term nal based on
processing performed by the noncontact IC card module
included in a portable communication terminal,'the agent
system server comprising:

a receiving unit adapted to receive granted license
information in an encrypted form from the portable
communication terminal, the granted license information
indicating a license associated with the communication
process between the noncontact IC card module and the agent
system server, the granted license information being
encrypted by the service providing server using a system
authentication key that is possessed by both the agent
system server and the service providing server and that is
used to encrypt/decrypt information, and the granted license
information being further encrypted by the portable
communication terminal using a client authentication key

that is possessed by both the portable communication
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identification information identifying the portable
communi cation termnal; 15 a decision unit adapted to,
after the authentication by the authentication unit
is conpl eted, determ ne whether to permt

conmuni cation or not, based on the |icense described
in the granted license information; and a

comuni cation unit adapted to, if conmunication is 20
permtted by the decision unit, performthe

communi cation process with fhe noncontact IC card
nmodul e. 10. The agent system server accordi ng to§g6%bg58
9, wherein the authentication unit receives a

sel ection conmand 25 specifying a conbination of one

Cofmiite 38C the pyeRtaliusyesf sopvesEspbidgt is used to
ntication.processes and perforns the conbi nation
e%#%{ﬁ%zdgng grégéﬁr? e%ﬁﬁ’urality of authentication

pr0%%S§§§heﬁ¥¥%5f¥dﬁgu59ttQ§é§€¥3ﬂfﬁege§%5§ﬁfiﬁ) ed on
conmand. 5 11. The agent System server according to

gfadtian icenber ehfoia iGRNHYBE CRdd oo @BeSpoBesb s NEd
by the comrunication unit is a process of making the
corgngciraadpn| G rhral ,nmedgbsbpea f oymc wniet bagmproceS s
or a reading process. 10 12. The agent system server
PhHEEIAEY NGt suEren i cBt 1 onyREP S F5 4 d el iR AT @ sty TEM
aqﬂ{%ttegggvgs a(gele tion command specifying one aor,
ot F 2 Fud" pRotedsed o AEFIGT P aF $-bEe§8TVEfFe providing
s FAChYBLLE datand QR headch iR igadiag PLopess. and
a process of adding an electronic signatlré produced

chiased a0Bhdhe { bec idat prbectbecdalibneaRd chi€ the portable
aut henti cation unit perforns
communication terminal based on the client authentication

key, and a second client authentication process to
authenticate the portable communication terminal based on
identification information identifying the portable
communication terminal;

a decision unit adapted to, after the authentication by
the authentication unit is completed, determine whether to
permit communication or not, based on the license described
in the granted license information; and

a communication unit adapted to, if communication is
permitted by the decision unit, perform the communication

process with the noncontact IC card module.

10. The agent system server according to Claim 9,
wherein the authentication unit receives a selection command

specifying a combination of one or more of the plurality of
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the one or both of processes according to the

sel ection command. 13. The agent system server
according to Claim1l, 20 wherein the authentication
unit receives a selection conmand specifying one or
both of two processes including a process of

decrypting encrypted data to be witten in the witing
process and a process of verifying the validity of the
data based on an electronic signature added to the
data, and the 25 authentLpg%an unit perforns the one
or both processes - 91 S06P0238 according to t%%6P0238
recei ved sel ection cormmand. 14. A conputer program

tq?t alggys a coqguter tg function as an_agent system
LRIV 34 5eB 0075 T 2RIsBFVTERE™S 57115 GAMAT ATt Wiy one
o P 102 L GRNPYAL CAL %fpﬁﬁﬁﬁéﬁtX%éghé% nongcoptact 1C
card mnodul e, e service providring ser ver Belng

addaRtiod o PheVide deekvicerYba tafpmmtion
processi ng performed by the noncontact |1 C card nodul e

included in a portable communication termnal, the
computer 10 program conprising: a receiving nodul e
adapted Tle ragssityevgramt eertécamsordingoreedliagm i9a an
encrypted formfromthe portable comunjcation

RS ARS CREVGHGTEEN PERASES | ATIIRIECORY FRRIi cat i ng
J.cense associated with the co ni c %lon 15 proge
C%%%ﬁken ?ﬁe ndﬂédﬁichrPﬁeﬁgr%géggﬁfg g d PhRe éﬁ&'%%
casaeﬁ&r%@uier%@ﬁoﬁmea 9rantad Ligense drnfaoﬁcggﬁir?tﬂ dGs.

encrypted by the service providing server usi a

system

12. The agent system server according to Claim 11,

wherein the authentication unit receives a selection command
specifying one or both of two processes including a process
of encrypting data to be read in the reading process and a
process of adding an electronic signature produced based on
the data to the data, and the authentication unit performs

the one or both of processes according to the selection

command.

13. The agent system server according to Claim 11,
wherein the authentication unit receives a selection command
specifying one or both of two processes including a process
of decrypting encrypted data to be written in the writing
process and a process of verifying the validity of the data
based on an electronic signature added to the data, and the

authentication unit performs the one or both processes
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aut hentication key that is possessed by both the agent
system server and the service providing server and
that is 20 used to encrypt/decrypt information, and
the granted license information being further
encrypted by the portable comunication term na
‘using a client authentication key that is possessed
by both the portable comrunication termnal and the
agent system server and that is used to 25
encrypt/decrypt information; - 92 S06P0238 an
aut henti cati on nodul e adabt%%’io perform based on
the granted license information received from t he?06F0238
portaple communication ternm nal, a conbination of one
AGFORDIRE d° &hepraralvey sflestiihRanesmearidn processes

i ncluding a system5 authentication process to

aut henticate the service providing server based on

t he st hent i [ first | | ent
autﬁgﬁtigg%?@% proé%§§&?§ gﬁ%ﬁéﬁ?ﬁ?ﬁt? Fﬁ@p%g?¥£ﬁ1e
FEROTALH GRt kanagent HAHtHRseEveR LdEH1dd @B for a service
aut hentication key, and a second client
paoviiintd catriven, praciEssn tao chnani benitdc alreckbe poth abl e
conmuni cation term nal based on identification
nepEheti R FaeRdtnddrley tthe pervids ercyédrngi satven
bterng%@:; a deci si on. nodul e adapted to, after the
SARPAMEPEST bR PTYIS SEEULCHeT R MO MAEEARS to

PRELIRSOUMBLERIA O, O J800k Bsps A0 Bl sonce
1 COITHLEY QﬁtEoﬁof%éﬂﬂéad@%%ﬁh?gaﬁfbnigefﬂlggﬂpiEﬁéiéghﬂ&%er
preogram comprising:

a receiving module adapted to receive granted license
information in an encrypted form from the portable
communication terminal, the granted license information
indicating a license associated with the communication
process between the noncontact IC card module and the agent
system server, the granted license information being
encrypted by the service providing sexrver using a system
authentication key that is possessed by both the agent
system server and the service providing server and that is
used to encrypt/decrypt information, and the granted license
information being further encrypted by the portable
communication terminal using a client authentication key
that is possessed by both the portable communication

terminal and the agent system server and that is used to

encrypt/decrypt information;
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permtted by the decision nodule, performthe

communi cation process with the noncontact IC card
nodul e. 20 15. A data communication nmethod for an

agent system server to, for a service providing

server, performa comunication process with a
noncontact |1C card nodule, the service providing

server being adapted to provide a service 25 via

i nformati on processing perforned by the noncontact IC
93 S06PM238 card nodul e included in a portable

communi cation termnal, the€ nethod conprising the

steps of: receiving granted |icense infornmation i 65238
encrypted formfromthe portabl e conmunication

t er ANALELEREIGR B Ao Lp| edpRed Mfomeatrsn, based on

i ndicating.a license.assqciated with the co ni cation
B R L f ek S T e A For e L iotine PRI

cHBRN 1 SHSIEMSeRYEL) , the GhanLedo) | LR f QLURt L P,

bei ng encrypted by the service providing server usSing
pRursMshemradtibesht Caddih ke¥cbhats | sndassessadshyrdpt h

the 10 agent system server and the service providing
agerargricartd ont hatcess usedutbeahteypt /tdecrsgptvice providing

information, and the granted |icense information
SHETHy FRFecher Ehersipttem Bythpet pertiabl keveommihieat i on

' | T .client thentication k that |
o B o BT A L e

céﬁﬂdﬂfyﬁtigﬂd Lpgiﬁgfﬂ; %%55?“£§$r¥ff11n%ukﬁ%£ &gagﬁgp

to encrypt/aecrypt informati on; pef?ornlng, bas4 Gh
kée Hient edcbh§ensedtQiBLE PPation process to
authenticate the portable communication terminal based on
identification information identifying the portable
communication terminal;

a decision module adapted to, after the authentication
is completed, determine whether to permit communication or
not, based on the license described in the granted license
information; and

a communication module adapted to, if communication is

permitted by the decision module, perform the communication

process with the noncontact IC card module.

15. A data communication method for an agent system
server to, for a service providing server, perform a
communication process with a noncontact IC card module, the
service providing server being adapted to provide a service

via information processing performed by the noncontact IC
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received fromthe portable communication termnal, a

conbi nation of one or nore of a plurality of

aut henti cati on 20 processes including a system

aut henti cati on process to authenticate the service

provi ding server based on the system authentication

key, a first client authentication process to

aut henticate the portabl e communication term na
based on the client authentication key, and a second
client 25 authentication process to authenticate the
ortable 94 S06P0238 co ication term nal basge
Fdentification information identifying the port&%ﬁ%%238
connunlcatlon termpal; after the authentication ste

CF§ c%%%leet dRCIHEeer M1 A RPr iRk EhEPMEE fftiion termina

o qg&&gp ongot ba ed on.the license 5 .
8SCT | AT Aa ?a&% SP8eR&e information: and if

comp@@eq%h Nyl $n RS mlkgﬁgelfnfctﬁnad& [ IhN3h! ok fitRa
perform ng the communi cation process Wi €
fopncordnfcihel Goreabte M@th@ication terminal, the granted
license information indicating a license associated with the
communication process between the noncontact IC card meodule
and the agent system servex, the granted license information
being encrypted by the service providing server using a

system authentication key that is possessed by both the

agent system server and the service providing server and

.that is used to encrypt/decrypt information, and the granted

license information being further encrypted by the portable
communication terminal using a client authentication key
that is possessed by both the portable communication
terminal and the agent system server and that is used to
encrypt/decrypt information;

performing, based on the granted license information
received from the portable communication terminal, a
combination of one or more of a plurality of authentication
processes including a system authentication process to
authenticate the service providing server based on the
system authentication key, a first client authentication
process to authenticate the portable communication terminal
based on the client authentication key, and a second client

authentication process to authenticate the portable
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communication terminal based on identification information
identifying the portable communication terminal;:

after the authentication step is completed, determining
whether to permit communication or not, based on the license
described in the granted license information; and

if communication is permitted in the determination step,
-performing the communication process with the noncontact IC

card module.




