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CLAIMS 

What is claimed is: 

1. A method for security verification based on a biometric feature, the method comprising: 

receiving (S101) a security verification request, wherein the security verification request 

comprises a secure payment request for paying network money to a recipient (S201, S301);  5 

obtaining (S101) biometric information of a pending verification party according to the 

security verification request, wherein the pending verification party comprises a buyer; 

matching (S102) the obtained biometric information against a pre-generated biometric 

database comprising a plurality of biometric information, to determine whether the pre-generated 

biometric database comprises the obtained biometric information; and 10 

determining (S103) that the pending verification party passes verification when the pre-

generated biometric database comprises the obtained biometric information; 

wherein the pre-generated biometric database corresponds to additional information, the 

secure payment request comprises the additional information, and matching the obtained 

biometric information against a pre-generated biometric database comprising a plurality of 15 

biometric information comprises: 

determining and obtaining a target biometric database corresponding to the 

additional information from a plurality of biometric databases, and 

matching the obtained biometric information against the target biometric 

database; and 20 

wherein, when the additional information comprises a merchant information 

corresponding to the recipient, the target biometric database is a biometric database 

corresponding to the merchant information, and the biometric database is generated by: 

obtaining a plurality of historical buyers corresponding to the merchant 

information when a request for generating a biometric database is received, wherein the 25 

generation request carries the merchant information, 

for the plurality of historical buyers, determining whether each historical buyer 

satisfies a first predetermined condition, and selecting a historical buyer who satisfies the 

first predetermined condition as a first buyer, wherein the first predetermined condition 

comprises at least one of the following: a transaction quantity with the recipient reaches a 30 
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first predetermined quantity; or a transaction frequency with the recipient reaches a first 

predetermined frequency, 

obtaining biometric information corresponding to each first buyer, and 

collecting the biometric information of the first buyers, and generating the 

biometric database corresponding to the merchant information. 5 

 

2. A method for security verification based on a biometric feature, the method comprising: 

receiving (S101) a security verification request, wherein the security verification request 

comprises a secure payment request for paying network money to a recipient (S201, S301); 

obtaining (S101) biometric information of a pending verification party according to the 

security verification request, wherein the pending verification party comprises a buyer; 10 

matching (S102) the obtained biometric information against a pre-generated biometric 

database comprising a plurality of biometric information, to determine whether the pre-generated 

biometric database comprises the obtained biometric information; and 

determining (S103) that the pending verification party passes verification when the pre-

generated biometric database comprises the obtained biometric information; 15 

wherein the pre-generated biometric database corresponds to additional information, the 

secure payment request comprises the additional information, and matching the obtained 

biometric information against a pre-generated biometric database comprising a plurality of 

biometric information comprises: 

determining and obtaining a target biometric database corresponding to the 20 

additional information from a plurality of biometric databases; and 

matching the obtained biometric information against the target biometric 

database; and 

wherein the additional information comprises a geographical location information of the 

buyer, the target biometric database is a biometric database corresponding to the geographical 25 

location information; and the biometric database is generated by: 

obtaining a plurality of historical buyers corresponding to the geographical 

location information of the buyer when a request for generating a biometric database is 

received, wherein the generation request carries the geographical location information; 

for the plurality of historical buyers, determining whether each historical buyer 30 
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satisfies a second predetermined condition, and selecting a historical buyer who satisfies 

the second predetermined condition as a second buyer, wherein the second predetermined 

condition comprises at least one of the following: a transaction quantity reaches a second 

predetermined quantity; or a transaction frequency reaches a second predetermined 

frequency; 5 

obtaining biometric information corresponding to each second buyer; and 

collecting the biometric information of the second buyers, and generating the 

biometric database corresponding to the geographical location information. 

 

3. The method according to claim 1 or claim 2, wherein determining that the pending 

verification party passes verification when the pre-generated biometric database comprises the 10 

obtained biometric information comprises: 

when the pre-generated biometric database comprises the obtained biometric information, 

receiving pending verification information entered by the pending verification party, wherein the 

pending verification information is a part of predetermined information associated with the 

pending verification party and has a length less than or equal to a total length of the 15 

predetermined information (S207); and 

verifying the pending verification information, and when the pending verification 

information passes verification, determining that the pending verification party passes 

verification. 

 

4. The method according to claim 3, further comprising: 20 

when the pre-generated biometric database comprises the obtained biometric information, 

outputting prompt information used to prompt the pending verification party to enter the pending 

verification information. 
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5. The method according to claim 3, wherein the predetermined information comprises at 

least one of a communications number, an ID card number, or a name; and 

the pending verification information comprises at least one of the following in the 

predetermined information: 

a first information at a designated location, 5 

a second information with a designated length, and 

a third information with a second designated length starting from a second 

designated location. 

 

6. The method according to any one of claims 1 to 5, wherein the biometric information 

comprises at least a facial feature, iris, or fingerprint. 10 

 

7. The method according to any one of claims 1 to 6, wherein the method further comprises: 

when the pre-generated biometric database does not comprise the obtained biometric 

information, matching the obtained biometric information against a global biometric database 

comprising massive biometric information, to determine whether the global biometric database 

comprises the obtained biometric information, wherein the biometric information in the global 15 

biometric database is more than the biometric information in the pre-generated biometric 

database; and 

determining that the pending verification party passes verification when the global 

biometric database comprises the obtained biometric information or determining that the pending 

verification party fails to pass verification when the global biometric database does not comprise 20 

the obtained biometric information. 

 

8. The method according to any one of claims 1 to 7, wherein the method further comprises 

paying the network money to the recipient according to the secure payment request (S304). 

 

9. The method according to claims 1 to 7, wherein determining that the pending verification 

party passes verification when the pre-generated biometric database comprises the obtained 25 

biometric information comprises: 

when the pre-generated biometric database comprises the obtained biometric information, 



 

52 

receiving pending verification information entered by the buyer, wherein the pending verification 

information is a part of predetermined information associated with the buyer and has a length 

less than or equal to a total length of the predetermined information; and 

verifying the pending verification information, and when the pending verification 

information passes verification, determining that the buyer passes verification. 5 

 

10. The method according to any one of claims 8 to 9, further comprising: 

when the pre-generated biometric database does not comprise the obtained biometric 

information, matching the obtained biometric information against a global biometric database 

comprising massive biometric information, to determine whether the global biometric database 

comprises the obtained biometric information, wherein the biometric information in the global 10 

biometric database is more than the biometric information in the pre-generated biometric 

database; and 

determining that the buyer passes verification when the global biometric database 

comprises the obtained biometric information, or determining that the buyer fails to pass 

verification when the global biometric database does not comprise the obtained biometric 15 

information. 

 

11. An apparatus for security verification based on a biometric feature, the apparatus 

comprising a plurality of modules configured to perform the methods according to any one of 

claims 1 to 10.
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