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WO 208/ 014554PCTr Au207/ 001076 1 TRANSACTI ON

AUTHORI SATI ON SYSTEM & METHOD HELD OF THE | NVENTI ON
The present invention relates to a system and net hod
for the authorisation of transactions such as

HeABOHAId purchases, bank transfers, and sH&I&UG007/001076

purchases, particularly in environnents where renote
paynents for goods and services are made. BACKGROUND
OF THE | NVENTI ON Security of financial and
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In current systems used to authorise financial transactions, it is difficult and
often impossible to obtain a fim guarantee that the person initiating the
transaction is the account holder and is authorised to conclude the fransaction.
For example, when a merchant swipes a customer's credit card, the credit card
terminal connects to the merchant's acquirer, or credit card processar, which
verifies that the customer's account is valid and that sufficient funds are available
to cover the transaction's cost. However, this process does not provide any form
of verification that the individual making the transaction is indesd authorised to-do
S0,

Although, a merchant may compare a signature on the credit card o the
signature of the customer, such methods of verifying whether or not the
transaction is fraudulent are far from foolproof. Furthermore, the account holder
and credit card provider are relying on the merchant to deny transactions that
appear fo be fraudulent and unauthorised.
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verifies that the custoner's account is valid and that
sufficient funds are available 26 to cover the
transactions cost. However, this process does not
provi de any form of verifi cat| on that the individual
NWRI2MG/O1438 t r ansaction is i ndeed aut horised tP&TEY2e7H001076
Al t hough,. a nmerchant may conpare a signature on the
credit card to the si gnature of the custoner, such

nmet hods of verifying whether or not the transaction is
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'gw red to I‘OVI de a password
or pi nAsngndingl, oo ebiedt shise PRI, o Skl 8 cyyorem for
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likely to provide the information required to

f r¥8@®ent | y aut hori se transactions. 20Accordingly, it
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pubilication or system forms part%f the common general knowledge in the art in

Australia or in any other country.
SUMMARY OF THE INVENTION

Broadly, the invention allows transactions, such as credit card paymen(s,
online banking funds transfers, or others, to be securely authorised by a
customer, preferably befors the transaction is concluded by the relevant
institution. In one form, such authorisation occurs when the customer, prompted
by an interactive voice response (IVR) system for example, provides one or more
unique identifiers to validate his or her identity and authenticate the iransaction.



It will be clearly understood that, if a prior art
publication or systens are referred to herein; this

ref erence does not constitute an adm ssion that the 25
publication or systemforns part of the conmon general
rr@uogoiigsssi n the art in Australia or in any @®CHE@&U2007/001076
country. SUVWMARY OF THE | NVENTI ON Broadly, the
invention allows transactions, such as credit card
paynents, online banking f urids transfers or others,
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10 custantdssoeiged deh ah ifstatidd, BRNGéteM ihdigdiig Ut i on in order
to t he aut hori satl on process and
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transact i o{# idehtificatirandater asseciated aith deWuttonir:
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aspect, the invent| on rovi a trans
aut hor i sat i oA€4GRER) poihe customert Bshi ng a cust oner to

15 aut hori so (g ma@tnd&-ﬁﬁerw{aaésbélﬂath tf@at'lé%%é&ne%gtomer
custoner 10 acco&nt a?tg g gn an 1 nstitution,
the system i A%PY %{tagea ot E(%%@)f or enabling
accessa fimt communicatlon means for enabling communication with the

customer via the RCD fo authorise a fransaction on the at least one
customer account;

20 a data processing architecture including data processing means to identify
the customer using (a), identify the RCD using (b) and detarmine if the
transaction is authorised by the customer; and

a second communication means for receiving an authorisation request in
relation to the transaction and providing an indication to the institution of whether

25  ornot the transaction is authorised by the customer,
wherein the authorisation request recelved and the Indication provided to the
institution are referenced to the security identifier data.

In another aspect, the present invention provides a method for allowing a
customer to authorise transactions relating to at least one customer account held

30  atan institution, the method including the steps of:

a) - an authorisation server receiving an authorisation request from the
institution in relation to a transaction oh the at least one customer
apcount;
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(a) identification data associated with the custoner,
(b) identification data associated with a renote
comuni cation device (RCD) of the customer; and (c)
security ldentifier data associating The at |east one
customer account with either®one or both of (a) and
(b); a first communi cation neans for enabling

conuni ctiei aHtharisAtion sServRt RBIMYRIgAtNg: V\F@Dtri!% customer via a
aut hor i Sr%&go ga@}ﬁﬁﬁhﬁ&‘ﬂ ofudvige ﬁ#{t ¥ theNu &@%ﬁg@ authorise

account a processing architecture inclu
dat a pr othestsamgactieans to identify t he custoner using

a identify the RCD usin determnelf
{2 8 ot e AdtaoHSaths sear BEnheSE the EbMmelsing ld8hfication

second CQEBANLGRION v\ffqﬁatﬂé (fl&'iorhSPﬁ‘i \WhR}‘FI A8 authorisation server
t lnre

aut hori sation reques ation to the transaction

and pr ovhal$ agcess;i ndication to the institution of
{,ger t?'\ not the transaction,l

cus

. h h
e BrapRSTIAT agERer | SRR qDE PLL el stored

and the iadiifi@itionn dataVi siedcldded heyvithnsthet URCEN & ewhich the
referenced to the security identifier data. In another

aspect, autborw@twnservﬁvbasaﬁﬂe%ﬂr ovi des a nethod for

"ol S norBorunorisSit iTer (iaHiNRGIF i FERERTEE) Gutnorised

an insti bylthe)mstbmérﬂet hod i ncl udi ng the steps of
al -fasten server receiving an authorisation reguest
frofht heth%sqtithgﬂﬁiﬁiwl’l nSeTEeRat FYAMUBIGRting a hcindisation to the

the at ?;ﬁfutﬁﬂeofc%te%rola%%?%é tranASta%}l?ﬁr\g authorised by the

aut hori safi on server “communi catin e cus
via a repmdtermepnmuni cati on device (ROD) of the

stomrer to authorise the transactijon; the
wham"hah?sa&tth%rﬂﬁaé@m@qqeabﬁ%qqmi@yt% %@Bﬁ%ﬁw%ﬁw&r and the

ind ﬁ%ﬁsﬁ {)l‘o%féoo dRL AnSRBAGH aérédre%ﬁéa ; géaeoywﬁé Q@Egﬁ&w and the

he aut orisation server cce
authenticaticcasemver stersmurit)da'zjﬁntiﬁgr dgta fier E’SEMmtggtm at mhst one

cu§ta§1%gléc%§§ﬁ}\tmn§hdﬁrt1€é}ar3§9 h%t ﬁ)gc\é\fgggd |dent |cat|on dA'h ata assomated
with the customer and the stored identification data associated with the RCD.

In yet another aspect, the present invention provides a method for allowing
a customer to authorise transactions relating to at least one customer account,
the method including the steps of:

a) an authorisation server receiving an authorisation request in relation
to a transaction on the customer account;

b) the authorisation server communicating with the customer via a
remote communication device (RCD) of the customer to authorise the transaction;

C) the authorisation server requesting the customer to verbally repeat
a random word or phrase generated by the server, and/or provide at least some
information associated with the customer or the customer account;

d) the authorisation server accessing data associated with the
customer and/or the customer account, and voice print or voice biometric

identification data associated with the customer; and
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10e)t he authorisation server determning if the
transaction is authorised by the custoner; f)the

aut hori sation server conmmunicating an indication to
the institution of whether gr not the transaction is
aut hori sed by the custoner %9 wherein the

aut hori sation request received e authorisatlon

serker ahg awBorisRiiThERYRT ﬂ)qqmlfﬂéﬂttg% QUSEONRS PY CQMRsKing the
WOFH &H@%&Eﬁ?fb?%fgymé% Pﬂﬂldéd%}/‘?ﬁ‘e %Qent | to the randc]gmrword or

I cation server to securfty i ier data
phraseogeraenam;i thyetss dystesh, and/arudatareccessasumy tiet Iseores, and

corpaiyd fhs ARV OIS @rivher YPISAONGUiR Rr LSk P8P Blger to the
vmé'é Eﬁﬁt 8t G8lcébidmétie |<%?'R|ﬂc§90r'\ Gai‘aeéc@‘é%ba ny A8 %Wer the

sent 1 nvention provi des a nethod for al'l ow ng
c uswbﬁrenn the austhmer ssonly allowedi torasitihesiag & trgnsactiom once the

east ,one cus ccount, the nmethod including the
cusoi?rg&g haf;% e&ad erﬁﬁ ori sation server receiving an

aut fiprye ah@tRef CABIRTY, ithe I BledhPinténtior rsrosides | antrensacnon
the custonmer account; 25b)the authorisation serve

aut@@ﬁﬁ@mﬂmgystag\ fmrtaliowng astaraer {9 gut@ongqﬁlta@sactlons relating to

at AP EE bR BBRRGR, W hOBIRE, 072 101 cati on

serysta St@ﬁﬁ?@?héﬁgsf&@ﬂéﬂﬁhg@beé@to/er bally repeat a
random wo or phrase generated ijy t he server
provi de &) VoissRrid QirevoiGe bipmatiic ideniitealion @%tavﬁslsﬁc'la??éj with

cust oner orthélaﬁst‘éﬁ?érogﬁa account; 30d)the

aut hori sation server’accessing dat a associated with
t he cust (pyedentifidation tata assdoiated witica uampteacamoainiaation

Besoci at ed J5VIOF (DL ObESORAE B1h o) the
2%3‘2{ : f}gﬁ) cﬁﬂa $85¥&5tdddfith tHeY bistoie? amdRdraRE cuStdmer account;
communication means for enabling communication with the customer via
the RCD and requesting the customer to verbally repeat a random word or
phrase generated by the system, and/or provide at least some information
associated with the customer or the customer account; and
a data processing architecture including data processing means to identify
the RCD using (b), identify the customer by comparing the word, phrase and/or
information provided by the customer to the random word or phrase generated by
the system and/or (c), and comparing the resulting voice print or voice biometric
data of the customer to (a), and determine if the transaction is authorised by the
customer,
wherein the customer is only allowed to authorise a transaction once the

customer has been identified.

In one form, the invention resides in a remote payment system allowing a
customer to transact payments for goods and services remotely in a secure

manner with members of the system, the system including:
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word, phrase and/or information provided by the
custoner to the random word or phrase generated by the
system and/or data accessed by the server, and
conparing the resulting voiﬁs print or voice bionetric
data of the custonmer to the“Voice print or voice
biopetric identification data acc sseg@ t he server;

whe ei n 438 LYSOETERANS CHMRNIRG 1B dalerelatiog tg each of a
tr ansact%ghgf%@ Mé‘forﬁé‘ Qﬂﬁreéﬁﬁop%‘eewrglﬁgtéf‘c h\%%b rs of the

In yet a aspect, resent 1 nvention prOV|

atr ansasystem wtnermmhlomstmyelt kas Bbleast bnwassgocaated registry
cust oner t @horlgﬁ %rans ctlons relating to 10at

| east on%r Aarrelied MANCIRYLESGYPEm i nci udi ng: data

St ofyage E%%fh’spfdé%sgﬂgllirblﬁiibtﬂ‘@r‘éﬂﬁéluﬁ%g@éta‘ﬁ?bé@ss‘m ﬁieans and

oice bionetric i1dentification data associate
the cust@meleariagd house system for setlipy ||d@ehteﬂnem|bﬁtween

data associated wi,th [ enot cati on 15device
( RCD) of ME Eﬁépgrﬁ%lfs rﬁﬂ@c’ﬁhg%@‘%ﬁ dat a associ at ed

Wi tif]) t hecaffupiRtioABd/mMsaid1easstiNBB T WAk OBt ;data Igrocessing
communi cati on means for enabling conmunication wt

the cust diebitectuge tfae craNUMigating el ithg) quséornge yise@ remote

to verba t ed
by ¢ he. gl RERRNS JeREARASLEF ofor B3 LuRRIER

i nformati on 20associated with the custoner or the
custoner account; and a data processing
architecture including data processing neans to
identify the RCD using (b), identify the custoner by
conparing the word, phrase and/or information provided
by the custoner to the random word or phrase generated
by the system and/or (c), and conparing the resulting
voi ce print or voice bionetric 25data of the custoner
to (a), and determine if the transaction is authorised
by the custoner; wherein the custoner is only
allowed to authorise a transaction once the custoner
has been identified. 30ln one form the invention
resides in a renote paynent systemallow ng a custoner
to transact paynents for goods and services renotely
in a secure manner wth nmenbers of the system the
systemincluding; 4b
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data storage nmeans contai ni ng updateabi e data rel ating
to each of a plurality of custonmers and each of a
plurality of nmenbers of the system wherein each
customer has at | east one associated registry profile

WQ 08018 at ed nonetary reservoir: ii) a dat BCT/AU2007/001076

processing architecture including data processing
means and a cl.earing housegsystem for settling
i ndebt edness bet ween manbers and custoners of the
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of a plural em wherein e c

cust oner HRArAE hpusestysighfop sYlRg i gﬁplgﬁen membe
15profil e aMdtdsidmer) dtrdyeRmet ary reser voir; ii)data

processing architecture incl ng .d 0Cessi -
means' 'ind comMEpLIGAtioNs  RCR g%g 'g%df g‘}rtﬁs °t I%lsﬁag AiSbossing
i ndebt ednem-sh:heﬁmemn coewmheicstirgnditle bt crdemesr via e remote

system EIOY HBRGnSaRRMh@Eed Wi th
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Wit h tinerainige srepmeryses hersyppmdo FamaiRayaertsier aads
( BriReHursaphtod pdyRRnGE&IcRMMESS by one or more the members, the

payment request triggering a communications event from the at least one
communications means to the RCD of the ralevant customer for the purpose of
validating the customer’s identity and access to the respective registry profile, and
once the customer’s identity has been validated, the customer being allowed to
transact payments provided a positive balance remains in the monetary reservair.,
The term transaction is intended to broadly cover various actions which
may be performed on an account, such as payment requests, order requests,
share transfers, funds transfers, proof of identity requests, requests to release
information, or a combination of these actions. Such actions may also be initiated
in variety of ways, for example, a payment request may originate from a credit



wherein the custoner uses the systemto transact
paynents for goods or services pursuant to a paynent
request made by one or nore the nenbers, the paynent
request triggering a communi cations event fromthe at

| WOS08IMSSL5 communi cati ons neans to the RCD R§IT/AUR€07/001076
rel evant custoner for the purpose of validating the
custoner's identity and acc§ss to the respective
registry profile, and once the custoner's identity has
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aut horisation for the transaction is given. The system
sets the verification of the custoners identity as a
pre-aut horisation condition, and the fransadl on w |
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fundi ng the transaction, forwards the request to the
system of the present invention for authorisation from
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to paynent systens involving credit cards, but nay be
equally applii.i3d to finangial transaction systens

i nvol ving debit cards, funds transfers between

gg g ggi&itiﬁ ao gg gﬁ:;ﬁgﬁgtsgpgﬂé‘eﬁgh elListom&X adﬂ%ﬂtsﬁﬂtﬁlg@hlﬁagtsme Mot
CC S ] Cros ne r .

- riirdse PRUPST T BF fySke ErealioRER: Brtney HreoyEffopdiied to
Sﬁfﬁineimt aﬁﬁ@%ﬁot n _Sydtérﬁmﬂ/olving debitAcaraspfuate traasiotsebetween
paymne stem.in C 0 cu ' '
PEOELE. T ARGt A b sfTAG o AR b RB D Bystoms
sygbmm hewatksnd @reqsisbive theemubogde ot autherisingthelemaid system

\l?ﬁéc%ﬁé.s][ghg@ortantly, regardl ess of the manner in
I“CR” the cont act for paynment is made usin

th
syst ery camieets upsetarRAYRENipREtE b RsWIEN theecust ﬁg'ihE%ﬁaﬁ%
apgduyalid Aabanaf Reesses ditkdil bptief sisalt i dakewploaseand

begi nni ng with the system contacting the designated
Rg%cﬂ?eo[]'ﬁéle@ﬁg?@%r and preferably using an

i nt er aebortetly, obgadesseidhs emaphdR) whicbtteercantad ifarifagment is
s r hg, i ' . T

SHHETI B, lr o BB, gk, Bheng bRt
awalidetiarh oreetescwiit Breferllt Haken dlacas Peiindatth the system
2%?@%5 C%IE gﬁkied,tnrafi’eguﬂb]pg of ki?’é. dm%n'llei' m:rkjéﬁlieferabw \iRing an

b5, 1 | ormati on ,yel atl 1 . .

o Inaraeiie Vel eegenssdINID SVEEBGHH AT YT 5 vé’r@uﬁ%éen&tg &t
efer yustonem meeal.mhri]enﬂmtbn poarece saglimigleome @rmarefectors and
cQ | 1 0N Gl i -

PS5k B BB bt o
| kk dYRTaystemmsc blometiigt infermationt elafndrigy theecuglomerisHeiy s voice
?&%c%gmioﬁ A pAMRNISL BB @S TirdPbriBorGhort lsdlides And & drshdrg

ferent comuni catjons paths, Eor exanp| h
s FAMBRNIRRNPIE ShARNS S aﬁeefa"eg r&ﬂdg% Hgaéi'ft 5raaHeney! t@??é[?)- Gne
fﬂhieqﬁlﬁﬁ&eﬁ/%r@eahﬁ an? expect a specified reply. If it
s assuned that, a ' u e?r#;'? NAVn
cel | ;ﬁ(ﬂﬁ%gtof ﬁ‘é‘ﬂe'%" |tg? nr%%ﬁ?%)gg%jnﬁaé}'t%\&o- a?:‘fgr Fower
afiriventf ifleed.i nhgsr wingseovdiferenitcogwunigations paths. For example,

the system may communicate a challenge to the customer cell phone via SMS

and expect a specified reply. If it is assumed that all of the bank’s customers have
cell phones then this results in a two-factor authentication process without exira
hardware. Multifactor authentication will typically involve the use of mare than one
communications channel or sessions wherein a challenge can be issued on a first
channel and, the customer response or second authentication piece is
communicated over a different communications channel or different
communications session than the first, requiring the customer to have access to
both in order to comply, making eavesdropping much more difficult. The
communications channels will typically be directed to a particular RCD which itself
will normally have unique idertifying information which will also be required fo



hardware. Muiltlfactor authenticadon wll typically
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channel or sessions wherein a chall enge can be issued
on a first channel and, the custonmer response or
SWOand/0gsshent i cati on pi ece i s comuni cat ed A¢EAUZ007/001076
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( Seewmict,Yorl 83pects of the information provided, pursuant to the data entry
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47

20 purposes. Advantageously, the respective private identification data from the
customer and that stored by the system are secured with encryption mechanisim
such as hashing.

The most preferred form of contact with the customer for authentication
purposes is the system using an interactive voice response (IVR) component,

25  which Is a computerised system that allows a person, typically a telephone caller,
to select an option from a voice menu and otherwise Interface with a computer
system. Generally the system plays pre-recorded voice prompts fo which the
person presses a number on & telephone keypad to selact the option chosen, or
speaks simple answers such as "yes", "no", or numbers in answér to the voice

30 prompts.

The latest systems use natural language speech recognition to interpret
the questions that the person wanis answered. The newast frend is Guided
Speech IVR which Integrates live human agents into the design and workflow of



15 whi ch does not necessarily relate to an identifying
characteristic of the custoner or the custoners ROD,

and not even required to be provided to the custoner.
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i nformation provided, pursuant to the data entry
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by the systemfor verificati on 20 pur poses.

Adfﬁé@?[ﬁiﬁ&%\vl % Melp "tﬂlﬁsﬂe@&?%@&%q‘tﬁ%n Rith H%g E&#ﬂ% I(/h%%ék?ﬁéd

dat a t he customer and at store

A RBIERRONY SFER Bh Bt ERTREE EM SRR Rt figoton on non-

hasl&plmy systems ahdieamp sincisralyeeduidigho 8lsieh GosthdlatioMst &

ti’@s@ % &Qf aut henti cati on purposes is the system
I'ng an 1 nter etive voi ce response (IVR) conponent,

5 25 whi €¥pidadly, and\dRomeonent & i@sieelm thhat leabtl comSommunication

PEheMa: arfdydii:loﬁ aht Yot Egdcsgé}y Lol reckRirg S e%ﬁth@imm?twn

optlon roma vol ce- rmnse I nterrt ace
a RoMputte 14 @smﬁon@h@lﬂlampwaﬂyheorgwtf@m @istoypeer using their
pr[&eféﬁaﬁfeﬂﬁtb MMJMS@&@!&QR@@) §he kbﬁa B fkshPd o' FRAGHEIR

BB o BRI B 5 s oo
10 orentmmbme&' idemtiftoadiore inféronatibretovied Ge2d 3R thy @lﬁtﬁérﬁlcatmn PrOGESS,
Thﬁgbﬂénﬂ? U %Eﬁﬁﬁlcé’tﬁ:ﬁ rP@‘ %ro?ltheesigtgﬁaa\glﬁ aﬁsgetyql?%ly BgY

rec titon to I nt erpre
ndelemene fwedmﬁ@élpn tohéfnetehailcmfdbd na:te:etah remote

- HébﬁﬂmM&bﬂHﬁs'rﬁEeﬁﬂr@e&Ssutha% SRIBRH AARBES bNiaddifs s, or

de 2008/ 014554PCPAU200710
C Do R G0 B R jr pier Gpieth Pecosgimier GRcaiio (o =
15 hunultﬁaat@'rauﬂwnﬂcaﬁwmm oped as a tel ephony syst em but
I Le that f
si m 5k el%%\?‘etn‘ﬁ@loﬂro%tg] 8}4{9 anjla?cg $ %’ﬁ%?tgg (i% (ﬁhlﬁ v‘?{?‘éﬁﬁ‘f’”

non-t el stens an any
s SRR H#- tb@hthenwstqum f@ﬁortwfsteérfe beafalxdaeemsaeauthonsing the

TytRhsRtibY It KB veNRABTRARCEerbS do&&'ﬁd’f‘ ﬁ%tclﬁnort éb?re@a‘ée to the

Iea@f one com%im catjon means an
pr6tEeignfFiag e e tiecurtareris F?f{j"d&f’?ddlﬂt frcha Ya@aatecbwd is
20 prre;aq:iédfrdrhﬁels\/ﬁemonponent will typi caI |y contact the

custo ej.r ferred remte co i cations

devi cgﬁ1r C F@%"E%F&g Wq g T Qag? ym ﬂ%g %‘Fﬂw dp from the
t SYEPR orrEnigipiratoriRrafierabivd anhe invgikl sgesjiiqaﬁm alata ieerntgred de
t Predetefrhinse ﬁuﬁlbér%’lﬁnnésh Shikh rﬁ’d}t e/ apfegétt}ﬁ'icé but preferably na

|dent|f|ct|on|n ormation to use

afiH2 fancaiee Jinesy dead Systomgp glay d?"?t logked; pia @dhﬁ‘rﬁyﬁt%tfqirofm
25 mparisl ditimehEhespakatmaly|be @tioor Hicasbmyr émswtsbl 8r may be

Bk Yo' Bl ST G b e v
c eammHiiegiicn® nveansansedisiad , ths usktoamr ShdV deterchined mbeins the
| %eﬁﬁ@éﬁoﬁs @Iﬁam&énsﬁbﬁ of ahe GHclibi Qé%&% &Wﬂrp&rhz.eatil)H( Cnealls

ﬁ%f{ to identify the custoner accor
188 ti fact or aut hentication process. If the

30 veri f iGmakidothedfdaMon né gfaa.cbd meﬁm Qh éb%fdpﬁh@t .ﬁacétien s

t i fic ta t hen t

BB b 158 e e R ettt Ll il e oe atvsing
t thenseaternernof ithe tdvtcower iof i that authenticdtian ep\bearsedls defsably
not match or correlate to the verification data on
file, then the custoner |Is considered not to be

validated and is 20 rejected fromthe system




The invalid entry of verification data may also flag a
follow up fromthe system adm ni strator. Preferably,

once Invalid verlflOatiOn data is entered a

predet erm ned nunber of tinmes, which may be at | east
oWOe0IsN4554 ef erably no nore than three ti nes,PGIE2007/001076
custoner may be | ocked out of the systemfor a 25

period of time. The | ockout gay be active on the
custoner account(s) or may bé limted to | ockout of

ac g6sRatb® bl e St bﬁﬂbéglmmﬁec@% LhEHIRrdEPBhE customer's
&a_rfmnl gg:tctone nmeans used by the custoner as
& sing the identification characteristics of
thBRpEHnEsmwmmeosnmmmmmmati ons neans used.
30Once Yy r ant d or.declined, an._
appr opr i a%@gclpén el%gsnc’fﬁgg bidSart nvgntog V?'L'éov\t g‘f gQptiped with
Sf | rrdgrencglto Ihﬁ!@lcmmnaﬂmngslyamm ia vight abl e nessage

advi si gy, Thes CAISIRRE BgrddiSp H&:ﬁ@”& Yol of a preferred

aut hent i cation process is pre era
20BBRHIMEH 2DET/NENID7/ 001076 generated by the data

proces$igng id fdvidhag bullifing it deipViERE of £ preRered emb%dtment

cu referred RCD. BRI E DESCRI PTI ON OF
Ihﬁféﬁﬁ'\n%?ﬁ' 'P Preferred enbodi nents of the

10 pr esenfFig dviera ifowchairt dutining e slébwisafitedpratdsh & a preferred

reg,%&nﬁ&,tt:,pthg heefproNPanyi ng draw ngs, in which:
Fig. 1 _is a context diagram providing an overview of a

pr ef er Fi¥d4dhB dawehsi oWinng-ge daviem ehanging process gf g preferves

a érhmﬁn‘(Hﬁbftﬁeltnlvermoﬁg t he setup process of a pr eferred

mbodi foth t]
out 1 i g° I P B qypbiosdizoripose randpneepe or

15 emhref@'rrn@ﬁmb@ﬁmerlmf ihevrertiioon ; Fig, 4is a

fl h |
or g:‘Ngr ?Egregwg c.;i &Jn{a’c Ellgﬁ'aq}]ﬁ(rbﬁ& \ggﬁg%roigw% B¢ ERSe O payfent

Fi gystes? 'P%OF%PWH"SM%W%%PQW% of e peagentdmvention;
i dent i Figate zhamgmwgma&mmm% c:asté@epfr@s%ﬁ&ﬂ process of a
rrb ment of the i.nvent
con e t P adangaf SYRD d'\‘ﬁ"&‘?‘”ﬁad'"arf* BVWeW%Eﬂd ”F gﬁ‘y{eepresent
20 payymsiien;syst em | ncorporating a preferred enbodi nent of
the preggats ib BVBRER butiining a website registration process of a remote
payment system incorporating a preferred embodiment of the present invention:
Figure 9 is a flowchart outlining a customer authentication process of a
remote payment system incorporating a preferred embodiment of the present
25 invemrtion;
Figure 10 is a flowchart outlining a first deposit process of a remote
payment system incorporating a preferred embodiment of the present invention;
Figure 11 is a flowchart outfining a'purchase process of a remote payment
system incorporating a preferred embodiment of the present invention;
30 Figure 12 is a flowchart outlining a funds transfer process of a romote
payment system incorporating a preferred embodiment of the present invention;
and '
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Figure 7 Is a flowhart outlining a custoner

regi stration process of a renote paynent system
incorporating a preferred enbodi mrent of the present 20
invention, Figure 8 Is a flowhart outlining a website
M 20889145 on process of a renote paynent sysPERAU2007/001076
i ncorporating a preferred enbodi nent of the present

i nvention; Figure 9 |§aflovvchart outlining a
customer authentication process of a renote paynent

Syst eMduRe 95 RO4 ﬂ&\}vélﬁrtaolﬂfnﬁfgeé bﬁgnmﬂirﬁsﬁbe&foftﬂ%mote
present 25 invention; fl owc

owmcw igte WF%@ramg e"ﬁg 86@9@'"‘8’?* %tweeq%ieet gYRAtiem

smstmnmmpmmgF@mmBMBGMhent of the
prese

out | i %ﬁ ape\ég'ﬂ,d‘?"(?ﬁfé%" is BPB%pgggu ofang ; retr%r%l r har&’w\'\ﬁ-g%[ goftware
siygllegmeritationraydriaai acpraepiuelfievst alebve ﬁb@:ﬁmﬁtmmﬁfmerimlon it

pirse ek ﬁrﬂgl%&%ldo{ﬁat %Qndafsg%& %?nbbéima?tfsl %Wathons of the

out |n|ng a ds trans process of a renpte paymnment

sipserdien i Mso e dvetired) Withewtedapartiod T 8w it °ro$°°t3ﬁé’f the

]E)lfneé?rﬂﬁh 'tTﬁé/QdSllloWﬁ\@ |saﬁ|@wd&$ to assist il Obde@stdrings trﬂzf practical
owchart out!ipi n ui ry process of a

r ORI RE ?awgagsmbf’ﬂ H%Pgﬁieg@’ ﬁ’y Pt ef erred

enbodiTime atthofisatibre systeps 20 tasishonvemini Fign .1, iDETddsl Hata

DE;%EB_{ yf%g"gefe P ecr{F& %%I%B‘I eans 6\Iﬁﬁ%pr esent

n'1s no Ic to any par |cu rdwar e
otorgmEmigeewihgsl leﬁélmoatsv@ﬂm 1&@&% wstiytion S0HRE @puEamer

| gdde :ﬁ%ﬂé@;u&@ﬁn@n‘ 10.G8e ei.stbm@.l ngérfb‘i'éwla cubtbrrbﬁofttlﬂe be
under st ood hat variou 0 ment. s

nd
RS DS S AFTRRG Rl SR 251 BRHIDE B P feggent
degsaicy bngmﬂdrommimwpcmmstamesstbep@mo thet dusioimey éhinap he

AP APl 97 Agpcisnin o,
ofPubhrelD)mueha$ ermaccount hurmbies caigittllq!@blt @aﬂﬁhe@ farg e, 20
?émﬁﬁ?&@ndrﬁbe’rz'l&m damé, abigtas, o otk ﬁjltﬁﬁl@%ﬁﬁﬂeﬁ On B&A&S,

e server , nuni ¢at i on C
c BiiRIRT 4 CeBDbptoR %ﬁ"eﬁﬁ PHfgrs By @ﬁf«‘a |' 'g%q
I nst i tiggritieatid®infintatonaaititye! fodexdnp, 3@ mﬁtitmom ag tiiesrer

he Q|
g ﬁtor}'l%rtaféﬁé g(ggﬁ%ﬁl? H%oglgpﬁ %l‘é ééc @%%Jr@ﬁ %aéehftl of
c thei audhorigation eyatem £26. 'Eheg:tatahanm may take any one of several forms,
for example, a single central database, a distributed database or a number of

secure databases.

1t will be appreciated that while the authorisation system 20 is discussed in
the context of a financial institution, such as a credit card issuer, the institution 50
may be any organisation requiting secure authorisation of a transaction.
Examples of such institutions include an employer, bank, government agency,
share broker or any other entity which is seeking securae identification or
authorisation.

It will also be appreciated that while the authorisation system 20 is _
discussed in the context of a financial transaction, the transaction may take other

suitable forms, such as for example, a request for identification of the customer



15 agency or simlar. In 'various circunstances,
therefore, the custoner 40 may be identified by the
institution system 10 using any form of public
identification data (Public ID), such as an account

nwolzerso14ss€di t i debk or other card nunber, emACIER007/001076

nunber, | ogin nane, password, or other suitable
Identifier. In sonme inst anc,gf, a conbi nati on of these
identifiers may be used as Public ID.

2 O d )
Rk SRR P 8yl 1
c iStinskste anmnling ef ayerihe epyntes fiprnsig! irwsaaﬂoab%\%wﬂ& t he
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5 daﬁéllb.iﬁﬁleﬁrgovernmen’cégeubw be appreciated that while the

aut nor | SkiiS, T fféfioh Sy 2455 e i Rul i SRR mal

a fina I ssuer’,
t Hee hioststliin Meusemesecwayn\mmraeqt tmmgms%ﬁleucbwqeéqfuu ring

suc ﬂ{rﬁmﬂ:ﬁ{ig}%rﬂeﬁf?ée'n%rﬁﬁelﬁg ﬁfe%ﬁféatb‘y%ﬂ un@fﬁéﬁéb@ Sarffor if

| gd@@a{aﬁ%k&aﬁéﬁéf%@% 20 s IPBREARDY T B ok 58 g i
10 WjvaTsccBrege®iebdigy B@aur e i dentification or

30aut h t )

Shat wAPkE R g spneliandh i) A0 afind RRA U B 10

t here bostedbintsepdrate phiysicah emndibninertnsanmivsisationg éuetween them

t f&%ﬁ@@?éf&augw fdcft o%é‘& badhid frRRLEn £05 8‘Fect &ﬂﬁ@ct@ﬁ for

uest dentification o ? q]
14078l rabMIﬁweegff SR fi a% glenebaravebRased) @hno ogies such &5 a
15 AUk AnRe brspdecrd pont t&mnmumﬁmcﬁmamhm thyy siteoTis2Goni systemde
anrﬂ'ﬁigh% rﬁgtg&&ﬂ(é\{/%% ra&ecgﬁnﬁ%ﬂﬂutcgt%v? | RENE & on-r‘ie%%c%%lb&@s a

UFC ase or
r esjoag aumemrcaandfenclapﬂoonnamderﬁwhys NBNrtwq@Ihﬁ@U'tH or

t h& ﬁ%@%ﬁﬁ%nﬁgﬂ%‘) oSSRk teRhidt gl uktfas @%ﬂs&‘?er%éﬁﬁwﬁés
3 Institution or overn % ency.
| nsr@mé preferably pp aised; dtheseh §a%q5dh'5§9§%fé@rﬂ o %ﬂ?
201 n&tmrﬁamciam aﬁ;ycﬁ;tsqm celngemyn h%nh@ﬁﬁa@ dith 8 ni:dﬁmumaameryammfe

th f
ol At aelly Mied Bp LESHEABD S Fer bR B Bip a0
p auding HMAL (Khedehash Meﬁme iAethepestiesnt- o) plgopamigwhich
| ng@r rﬁ%ﬁérﬁ%&@)ﬁ {d‘ig phcRRIEd Wit h 98crakel Bh@all iRhatibf seMiby

secure processin

SR SRieSy B Bests LA ee Rge TGRS S 08 10
25 Al RuriheFh&d, dcﬂltlﬁﬁiﬂ eAUTE wr?yssfomansmtteu rda;tcammé)le alsg be added

co et vvee t he refera e

i a%mé {feﬁé'ﬁ‘:?\ﬁsa{m e"é'é'!‘:’ Scrly? 1 hgt&"% egs a dir e)ét

connec ttiioprefepee frat d‘lﬂnge&m ithel asithesationfaystem 20istoukbhe

! n&tﬁ&ﬂ?&cano%&? éﬂemalﬁfoqmm PEUOR Sidf Iﬂ'aﬁ’ﬁhléh éa'imf)f e

ecure poi nt connecti on

au?ﬂﬂﬁ'ﬁ?‘éﬁ@ﬂé’nﬁaﬁ?‘ﬂ'ﬁ@?ﬁ SrGANUETERR 46788 | FYﬁYm A SE‘gPé‘te R 10
Ocom'gﬁémgﬁtaerew,,afomﬁ use 8f ron-net technol ogies,
strong ti o an n as
e S
SI mduaaly doslotetad mg;ecwalghora@cleti repmaielBear yequecepunty iHerfifiers |
eﬂaﬂr?%fﬁﬁ‘c?ﬂto lﬂga S8Ry (D B BHEH GRSRE thé InfdrBation
at the data

pre erred
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20 conmuni cated across the connection is encrypted

With a mnimumencryption of 128 bit, Additional
security may be provided by authenticating the data
packages using a HVAC (Keyed-hash Message

RO eg0i4gdt | on Code) algorithmin which the PCT/AU2007/001076
institution system10 is provided with a secret key

and all information sent by,i the institution system 10,

I s hashed agai nst the key t'8 authenticate the data. 25

F#éﬁa&.ﬂﬁ&ﬁé gusa&w 48 tlﬁe&hﬂdgéé‘tloh %y&&ﬁ 2b%hd the lnséltutlon

trans can al SO requir
seustea 0. fopee g aﬁﬁyp@r@ﬁéwmﬁ AV E‘rF(ﬂvé-’F Bas been completeddor

gs g&»ﬁhg@ﬁﬂbe %ﬁﬁ?q“g% thDtnt RBePIALBNtA R tiafsiB WS iRiBatidA
u | ca N a
sBiapnation Apyt the %ﬁtomﬂ.%wregﬁ%%f%%*gﬁi%%u%a&ﬁ 3{?
Ewmg%hﬁgedmreeﬁnymcsgmmdwnmmm | evel , and shoulhd
e e l1n T [ t he
aut ho '?t atl Ek%,?%ﬁogﬁﬁ 'ﬁfg é %ﬁég?’#qm?rlftoi Sgﬁkgwﬁem 10
ametlts’rexmmﬁblyl wolslk@pfeﬂubstantrallwdmﬁw &Qmﬁb@a@uonsation

r@:?&%ﬁbd' a unique security identifier, hereinafter
referred to as. the Security IDis used tg correlate

t he | il SPRRYQréh the upeed rtfﬁt&‘rq'o?gf'tv P FM@JE@W@@PG%@ in
b@ﬁthoﬂsaﬁoraéytstaﬁfzmid tRE insHtelicRBy@8malnds slteedsnaly bttatikb®and

h d
eSOt R st 40 SRR E Y B e ROy, Bl
nmyamamppdsr&mme@dtrteoaﬂaadmtmmnyﬂierfdmmtmfpdmtpn,faruamqren
386 Ry ﬂgnt %%Julaa Véflbb?ﬁﬁé{@ b tARsffiort %fcﬁ'é?édlg&l‘éééﬁn

|scusse ch may be nore easily
o eg@'d)elﬂf’thlrd parties. In this way the account

i nf or n@bidero dhaxinite fHebOURY of4th covirturiehtions drid@nformation

| Ratzgeenibe FHSRRPIE. M TRF LT SORr NP MR Rer
Witectsistombe4) sethefcall bent@e durthet igstiiuilor 66 or e atithatsation

el he 10 aut horisation system 20 and the
R £

uti on system 10 i s successful | attacked and the
r ecor ¢ asfto faslitasicartiasion ﬂUh‘aF’é”%%‘@s‘é&\jW gy thg qlata stored by

;Jﬂ%qﬁéﬁﬁﬁ.bﬁ St 6 Yhe s&ﬁm@ Ib?rnd}?llfél JoRklat moa baduid l‘!‘laiﬁrﬁfr to
e

t t ack m ,
e 2 Rue B DR 2o B bl P Shpal, on LGN
C exphmé, anactouahisusharohthe whitaheratOe Sthiilsdy) Mquntyﬂlu naer

dﬁg @(i.'lljfdg‘{gé A% secure manner to a unique identifier within the authorisation

system 20, which is visible to call centres, etc.

During the customer setup process in the system 20, the [nstitution 50
passes the Device ID to the system 20. The system 20 contacts the customer 40
(via the device 30) ‘off-net’. At this poifit the customer 40 is able to follow the
required steps to establish at least one Customer ID. The system 20 then passes
back to the Institution 30 the Device ID, and a new unique security identifier
(Security ID). Thereafter, the only identifier relating.to the customer 40 and/or the
device 30, which passes between the Institution 60 and the system 20, is the
Security ID.
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151 n order to maxim se the security of the

comruni cations and information stored within the

dat abase 24, it is prebarred that the Security IDis

not visible to the custonmer 40, or the call centres

0 200801456t i t uti on 50 or the authorisati on REIAARN2001076
So as to faciltbats correlation of the transmtted

data with the dab stored by ,20 the institution system
10, the Security ID may be d8rrelated in a secure

ManNner 11 &effk, %ianHuHQleM'UsQ%%ekiﬁff&tdam tﬁ{au?l‘lﬁﬁ&dba\écéég% a

Institutlon syst em 10, such as or exa e, an account

nufAseRiste platasel, waydd wiRgia aHgtomsy mii¢ B\f‘tl’“y,m'gﬁ% Deyes id 87 e

rg&u?@?@qmw %'ﬁri]@du ih& iﬁo&ﬁiblﬁ,_&hé}&f&_ uﬁfndeﬁtt@aﬁﬂﬁa‘abl@ gain )
en .er, W I.n e orrLsa SyStl em | C

| St oo e Bsfithl St 10 SRR R R 0 e

s etutiwrisainneysteinr2Otamd adiyai therdikhetvides thansysteu?0 anl t80

pa . ' : 20

Con Rt BppE, ikl 155t PR benkt cOUBIERLZD

At unziytherigssi user weidd pegst o ptirckand oginapadherised greeghia e

I egaHK! B abth8REtibPe\BRdnABY b tha nobRAHone REWSHESORE the.

Thgeva_:&stem 20 th(ﬁn passes back In the Institution 30
th OAREIPEC8Hd a new uni que security identifier

30_ ( Secatypicyl finBhcial Theseetdrt Suationhes sholw in Bignd,itid erchant
re : ;

wnp B8 ol nk B AElEAURE oiEhaRRe b0 LPRUARKSER A% e
20trarisgctioheln Sew@cpsap, Winere sagh authorisatipp &y ot froplested py fe

fr %QH%:& {a»tr wlaiérté Fﬁ»esmishmlr% Qreg.ﬁiamalu@ LRGBS @ 691 ,Sﬁ@ RstRution
a conpl e at aset, wou eed a gust.oner,s uplic
" o0 PR ost e 9 ireton e B Coameon 5% St L he

t hinstitutvhaystarni10sendswyauevibation esmhesta 546 theciuttarigatigai n
unaut hog i t ' ' .

F o 0 PR BEER Sl R e ol BB e
antfanseetispk the |ink between the system 20 and the

' CUSt ORHerdi@¥ atifodtior] BREDPY0 isicBnited XS HPLOLSEEST ilsftutidhe
banki ng cogt ext need to

at PR TG S O PUBUPR FRURY 18 MR R e

auidentifiesatidedtify Shysihathutivd Santkréihetemeianed tphothe Imatitufion 1O,

0N, W &Lohltein Gk S thd GulnS e BNERkRH20 with the authorisation
request 15. In situations, for example, where the instifution 60 hosts the
authorisation system 20, the Institution [D may nat be necessary. Also, it will be
appreciated that the Institution |D-may be in different forms such as the intermnet
protocol (IP) or media access control (MAC) address of a server, or a combination
of identifying numbers and/or letters.

The customer 40 is contacted by the authorisation system 20 on the

customer device 30. The customer device 30 may be a handheld device such as
a mobile phone or personal data assistant (PDA), or a portable compuier such as
a laptop. It is intended that ihe customer 40 is contacted on a portable device
carried with the customer 40 as this will ensure that transacfions can be
authorised as required and without unnecessary delay.



10In a typical financial transaction situation, as

shown in Fig. 3, the nerchant or simlar organisation
will request the institution 50 for authorisation of

the transaction. In sone cases, where such

MORYBIOBIEIH on i s not requested by the nmercha®CT@U2007/001076
where the transactions are internal to the institution
50, the institution 50 may jjself request

aut horisation of the transaction. It is as this point

- that the gEeF? orkddhdt i do%ﬂc%ﬁ@ﬁ%%@%ﬂé’ém%ewce 30 Is

aut hor1sati on request he aut horisation system
20ondiied verrBnie: @@ﬁma@?@w Wefvws'd‘sﬁ%?%'rln’t&@e? grweb based

a%ﬁchﬁ&lbmtdaﬁl&u@ﬁy H%ﬂuétbﬂ@ﬁlﬁéﬁaltﬁmtmﬁébﬁfoﬂ itsd¥Ehas been

aut horijsatig i s_connect ed
i ﬁg‘ﬂqt‘f’@fjloéf?fstﬂ%ﬁ‘\éf ‘2& of ‘H%tf i EYS WY eV l%‘hﬁ tral?s],?gm Soodbnis
5 agbmplohfad] B8 atrlﬁqmﬂﬁtbn ﬁ:ﬁcmyemmné sebaresasuinis garded out over a

- AL bdrteflidaeh bl oha O elehpt Ll fooeg. L

i SompemissdcAlsadvher a bremamlmnoh gawodh whigh isdhe snahe the
t Iaﬁe %f@r'%@ﬁvﬁqﬁﬁé ﬁé}ﬁa&ﬁ)ﬁ WeSInddcted, ||§‘us%blt M@Ehtﬂ@ﬁsaﬂcﬂrpﬁrocess

e Instituti on OStS
amamﬁe. @Rl QsT evRacTc S?W"Itﬂﬁﬁt'{aﬂ?"?"l‘!ﬂ‘ ?%s'ﬁwfmﬁy be
10 N@EaESRdHecteAloser mdrk thanlcominiatiiresissibied t hat t he

I nstitut I b diff th
|t el o857 SR @ o Grpdilbna@alB oBiiEn 8 ay
acuithessatioh systes® 2 end custonzerclevbe ddsiitapleofecurie mepsuyehgre
”‘é’&’?ﬁ&é TREAS nL@Féé?ﬁl%seE@&;r@HﬁE%ﬁﬁ s Wifofcsurepbact ed

authorisation s e custoner EVI&E
@etem@e@ by therkme of é%‘ﬂf‘ceef@o:qﬁa@cﬂ% mgthed Haprbing e stea

15 su‘@@ as a nobil e phone or personal data assistant
PDA t abl Laptap. .|t
< 1 i BB et 60t ong mae pob, AL A bR e
pandlélsh €I ésvisee tmaﬂquelyddmt:fﬁhe Hevieaus tiemetwalB A28l s
Wéﬁdoﬁﬁ%ﬂ‘l&g‘a&%lﬁbt@%&%ﬁ QFvﬁH%Qfe'vég thefts

require unnece sary

2 poS/iding s 82pibrEeperse FRES h Ad 44t ctphenng %/ey (Kc) creates a basis
20 for encryption during the session, Underlying algorithms include A3

(authentication), A5 (Encryption) and A8 (Key Generation), and other security
layers as required.
In the case of a CDMA device, the slectranic serial number and an A-key
© programmed into the phone are used to uniquely identify the device to the
25  network. A random binary number (RANDSSDY} is generated by the network with
the device respondiﬁg with a required 128-bit sub key called a Shared Secret
Data (SSD). Part of the SSD is used for authentication, and part for encryption,
and underlying algorithms may include standard CAVE, CMEA, E-CMEA, or
ORYX In the case of data. In addition to the foregoing, COMA2000 and WCDMA
30  can be usad to apply additional layers of security such as SHA-1, AES, the “
Kasumi and Rijndael algorithms and the AKA protocol.
In the event that Wi-Fi (802.11 base technology), Bluetooth® gnd other

Near Field Communication technologies, as well as long range communication



It I's preferred that the comunication wth the
custoner device 30 |Is conducted over an off-net
comuni cation network (le non-internet or web based
technol ogy), particularly in situations whamthe

twaresesouéissh i tsel f has been conducted over t HET/AU2007/001076

Internet or web. In this vvay even if the transaction
session is 5 conpron sed, hg aut hori sati on process
renai ns secure as It is carrfed out over a different
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-process ‘may be conducted over, a_se session . to
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devi ce, the connection
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the no s SIM

d el d
v co hal bR eRmt B RedrS et 1R atal R dlsfvice 10
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pr géf?xﬂbngi&ﬂ@n A th'e.tae B2 RS MRe ?e?%@re tHe L%b.ce'm coSRRES Y

creates a aSIS or encr%$t|on urln

t hm idpRtifieonetsh Bg R MAGRYGHIES ¢ Wiigh indegrplepare not able to
15 ( ab’é fintd ©akiliad h comukitiion ik tr@m)ewaé do Aglaitienl contact
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num)er and an A-key programmed into the phone are used

to uni q—gglamhb,%%ﬂ r%é;)éteg-d'ﬁ) S\Xde%ea BricddliR, 353%%%‘49% 4,Ror

rando I nar I's generated by th

ne¢fieRg e Wﬁ"!qeééDé@deE d?tégﬂfﬁﬁ&l fRgeXamae. § the stomar 40
20" egibthinge d ndwdufemedevisegocal | ed a Shared Secret Data

SSD) .  Part h '
ind part oS aHEp TR fenssd e o Rl RS AbA Dy e,
| naMbdsaﬂdrmyd@n&O@AV@wd@HElgaat BreOvEd e custaDRydentifier,he
ggeﬂgﬁg %c' 13 o8 éds cftrﬂ_') t\nﬂlﬁ;hﬂ@ﬁ%c% BRsurMARORA Al

WCr 1 np, can used to ap addi tional |ayers
of CURRIATIAPProwing Fheé@nwom angypad aniﬁhéf RERAMhOEPYY may
26 R hivdartesd!t@ Bl dubttmendidict B0. [(MAlpteé Devite ID and the Customer

ID are separately secured and may underge encryption processes such as
hashing during storage and/or communication.

The Customer ID may be a personal identification number (PIN) or
password/pass-phrase which is known to the customer 40, a biometric identifier

30 such as a voice print, a secret word, a fingerprint, or any other form of identifier

which would usually only be known to, or accessible by, the customer 40.

In a preferred form, an interactive voice response (IVR) system, ie IVR
system 28, may be used to both prompt the customer 30 for the Customer ID and



In the event that W-Fl (802.11 base technol ogy),

Sl uetooth and other Near Field Communi cation

technol ogies, as well as |long range comuni cation 18
technol ogi es, are used to conmunicate with the

o eaosrerdsdevi ce 30, it is preferable to inpl &BAU2007/001076

strong security practices available with such
t echnol ogi es. In or de1rg to ldentify the custoner
device 30 to the authorisation system 20, a uni que
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unrest g;':?Cnt Ssgec%ﬁé fe oPﬁbEtotla n?éfscﬁee%&gmert Jﬁ‘?‘aettaﬁatan edlt?ble

al | owe o a cu

t Hem@mrefe@bwh&viav% ellqydnsr tha festerner 4ceb 9}%‘9&% ?Rjer (0" edit)
Pagsi bgcrﬁ@ﬂ% h Bt&ifsIrabéointddtRY BECamPallo® thé odnicdienbiiRe
as t ase adm nistrator. The adm nistrator 160
wi || preferably have the ability to maintain the
system 100, including anmendi ng the custoner registry
profiles 80 and virtual wallets 90 to correct errors
and al so generate reports fromthe system 100.
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10 Custoners 40 may have the option to update their
identification details or contact details via, for
exanple, a web interface. Upon selecting the option to
nodi fy the custoner's 40 details, an editable formi

pY@2ees/embs4 di spl ayed all owi ng the custonmer 4@CTAU2WI/§01076

their account details. This may all ow the nodification
of the details such as use , password, contact nane
and address details 15 Including tel ecomruni cations

NABRAY Such@s WBérhardé) q:aesw&re n&'ﬂntd&ﬁﬁhnﬁé e étﬂlﬂsfs@%@tanlgﬁlalﬂﬂiﬁg
of identification

© R ERIpoE g OE e ST AL 2RO A0 R eospdt may
calspi includaubthagbdichground data sudipe< Idﬁﬁecofphilﬂﬂi emrcfeeckr and bank
f f b

R o BB R s B R g
omﬁzrmatlms@ miesitera Swmmmayrbdoiysueldeto aegent terinfoonatit @r

Therddibs be thd BRrhidnhe system 100 wil|l generally be to
est a%' % new cbstorrer 40 registr prof| le 80. The

event so'%i?l ”&‘h CUsERe i 49 'a?r&rﬁaatmwf@a@¥ s \@tidazd Bha

t QesérhRr priMahh va’clldﬁﬁcﬁ‘lf ﬁbééﬁﬂlr@ QS m&ﬁmémjrn a@e&bd mayvuet Lﬁheﬂh@
events ar he r qnt ,,eﬂ

© FERS & Pl e B ety B ety S5 orQl b, et

| @0ernet browser to visit a predeterm ned web site

2 eSS, IR 1A JEEFOIPEr . SRAP imblieyCHS Bl

40 direct nternet 1nterface or

usil
c Gﬁﬂﬁ@?@%‘g%dh% 9@%%@'@ eyiet walst £0 cEie raostey oﬁ%nﬁmav be
Smwruémcbwurﬁmemmaré&amea hmﬁﬁ&mwgmwaer 190 such

t t
B A L R it L e
Theo pPefeabiy dati thipl @agnt tht | pefeoéd shacadoutie Bihsfarooas e

o%‘é{@%@ﬁ%&mﬁ@ﬁb[‘ﬁﬁggéﬁgl ol lustrated in Figure

ctin on to enter the

cust orenis WYdéft Hllpyed al:rv edﬁca@ﬂ éuthgntigatien praspdyra dygically
disSRlvRY escdbdan m!ﬁghﬁo@éaaﬁeoageme épstérﬁ radﬁﬁ&@traw 160 a8 fwall

dit) ih

85 of maorb-thovgud, Sheak ot fie Seriiheh plvidlod “Fiog fhey sequire

d ebafinmstisiuiom @Estiasdedapantent piitbs wetal adoinistetor e and
dd |

aaar eséné% é’"bus?onHé‘rQﬂoZ’%M%Q%%% st? gﬁgﬁﬁeoggﬁd ;fi@%rr’éb' @pﬁﬁ'ﬁé:’for

e- mai | cust oner
i et Uﬁf@f%t fher custemiey rumay daarabe wekedate tedeve s6f aqthmﬁatlon

r %F&&ﬁgté It%ﬁ&gﬁ?g{tg SﬁelInaibbﬁrty |vfallcﬁ|9)n5f ﬁice&é"ﬁ) thé %péte.ﬁym Gind
i BiermRpicn fos Bt pcstr Bty Tt g peeRed ieesteton

r eﬂmeatrthbhtlcaﬁcmfma‘mk isdiustrated @ Figurd |90n al i ke
i nfor
. . gp-nlentlcatlo ré H% ﬁ]lé&geen ke p ceiSSIag ai'/chltecture

i dent i on |on
pﬂéﬁ eraatiop pn antamﬂce%m @rambnnobmmmj¢aélng thyeauthentication to
giep&trr@ést BRe BSHRNRERTIR MdMs USE UsdRiafda0@irethe dettShrabRking
reg| stry profile 80 and nonetary reservoir or
eRyreda? et 10 90. Funds for use in the
syst em'hle%hda‘tloh laad RLBBERtion ﬁMethe |pamem €00 yp beddringd using

SRR By B SHISSAPr i L

\ngtdmtmh)reisclubdi iasiviiablé meamgeeadvssg \mec@sw #d ef thg 90tcome
s r

o PE R RnRAk ol MBS otloridIBY ({5t Ftbtsing
Preferably, al this stage, the preferred source for
the transfer may be nom nated by the custonmer 40 but
not processed. This may be foll owed by a second
aut henti cati on procedure typically following a
secondary vetting procedure by the system

adm ni strator 160 as well as a nore thorough check of
the information provided which may require 20
confirmation fromparties i ndependent of the system
adm ni strator 160.
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Once the custoner 40 advises the system 100 of the
preferred source for the transfer, the custoner 40 nay
then be asked to follow an authentication procedure to
aut henticate their identity, validity of access to the
sworems0la and to the source account 210 for RCFEAU2007/001076
transfer or simlar. A preferred inplenentation 25 of

t he aut hentication process bg illustrated in Figure 9.
The aut hentication proceduré may include the data
Proceeshig ADChhi ehMi8ed 18 Glealiiblicd AUlhaBIdLabingk
pronpt and communi cat |'n<% t he aﬁ%hentl cation to the a

| XM YRRt AR 2P B Wi h Jea P18 s U AN SHO W FHE R0
dadszo@iaied @as tHaglaty prhédseing urchiieklbe 180 The val i dation and

t horisat i f.or. th [ f [

The aul it RBariPhieh 8o & TEBioe s, i gB P PIEE i by
ontbe Swel’ndﬂp bp(iimb@ns'[bmelg-f 4hvidueh! pelled @8 upsaiel tosacsant oy ke
B .
ATTRR! 20 R RO kUGl FhREP ot IO SRR
t Heraygh hegvele@si¥Png 26 architecture 110 and forwar ded
g o the Ag%t%t-_@tﬁﬂ{u'ﬁ 3urf¥{é tfb‘h@fﬁaew Rf UpeRBiF Qirtasrwanet sabr Bél?récg

evi ce i e.at | east one conmunication _means
ST Pl T TE HRTal B LTy PRp e S et B ergon
| fwitl Hepically Hensubisat fothepautivedisstbs Bumse dwfuding tontacting the

: ) od
f:) %t oneerrég%h%i g?%ﬁ@ﬁ%gf‘?g‘f r%%%%@é%&ﬁg' accgﬁ-ﬁ? for.
t he pafestheongtogieds 18 idapBiyrhas degn velidpted the rastpmay40 will
ZV@bib?Mbt% drémptae tcs:wértsfafrafa ﬁxhﬂﬁﬁfﬂhhéihﬁﬂﬁ waﬁém_tn&ten use
ost-start-u nds transfer to top u ejr.yvirtu

Bt 1Bty B, iy Bl Gt A wiP il rolfyt o
t ygrpesitplobedires @ frefpiradiriplierieatatios of witie is Hasthated in Figure 10,
tr {?&é tpéhsﬁep m\% biref &'e%!eﬁ&}t%%p&%vl%ﬂ@r ﬁ{étcugtem%ﬂﬁ) is using a
aut hen p i the

enti catl on _process | ncl'uding contactin .
o Lt RSt BRI & redidaeitns ushd thiaystast IRlLmaY fction on
vgé 'rékﬁ-?iin@ﬂaa'sl@{) @’é\mhbldléﬁm the (cj:reditt h@aﬁeinbtiﬁatﬁéh 3428 l’ﬂﬁc_icl“elséﬁb the
| dent, as en val l det ed, e L Qner
| v tary Bagmall SR sliang Bhean oo T v P Crteer
t had may trabsfad fundsl ihte thedOvifuat walied 90 ataise irheedigtslyemaild Gater
I n,jdis case, the customer 40 will typically follow a

first 15 deposit procedure, a preferred inplenmentation
of whi ERllawdng the g de Bansferstabvrefunds, thengysiamh §QO still using

t r gl lcafPinedt b8 Bhd ERSANR dRGhe BaRe WhRhAE.E thd Buthentication

o o o et g P8 cfifier doseigha Ui i i,
onTle sestar tmiayethira preeessdthawiequest ovith thér eugionedist 4¢ aputinated
. ot . . : .

qEREE0 rsAET hob ARERELARL aIf, REGE 3 GBEALORERLLAD
c ustifieation dptha gusteren 402 Mg eystariRids cortee withane MR samppgnent

wad @iy BO idrRnatéa et thEREasEhy s@iterdtl 0Bmagh@dstibh WRether any
further activity is to be undertaken by the customer 40. If the transfer is
successful, the payment 200 is recorded by the system 100 and the customer's
40 virtual wallet 90 updated to account for the payment 200 and to accurately
reflect the funds available to the customer 40 through the system 100.
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Followi ng the pronpt to transfer start-up funds, the
system 100 still using the |IVR conponent 28 and

generally on the same contact as the authentication
contact, will request that the custoner 40 designate

tWe2uMuh to be transferred. 25 The system REY/AURWH001076

process this request with the custoners 40 nom nated
financial institution 190 %d account and issue a
successf ul /unsuccessful notification to the custoner

40 TI"I‘?)PQHI% QgE rbglé@cn?gf %@%Foc@ééﬁ@; H&@ &Jﬁ/ e Q.gﬁé’rﬂ emo %Re

nat e st age or esstem g
e

qe%'ﬁ?m@rﬂ(\/ﬁ’?é@ﬁfép”%ﬂ'}d *mﬂateﬁé? fh&d?wﬂct“g? \ﬂrgla! wallgts 90 may
u BWUBI%K aR rBXi-tinke btk OipREtitO of ‘trindiéieoft fuadks ke thel Busidss

e (el b SR ey cgrer o bff SRR Mo il B Th
apdnlm of funds ttﬂaesfpaytnmmslnaﬁ)mamdem(ﬁOamaw pedtueliry bolk |“sots”

t Wﬁ Ieiﬁnggﬁal\éadjbfﬁm ﬁ1a§r %?thl%ﬂsf‘éﬁ:’é ¥H‘$ rbusAi@ ﬁ‘shﬁ&h@ﬂ br\]/ﬁtl“u the

sys anci n
p EBifeREAtH lifarmatiorote ndcﬁélfyst gpﬁswrmeropaypw&% d&e @wmg Qt@he lull

t m%a&a&@%@ %&%% tfd 4R ;reﬁawe@.s.ba\ﬂg Sk HH@I or the

I | et ted
b U 0 SRVt e BPIGH (3 RieCee TEREOS e PHBbes SR A &g
B®eafroddasing ybduetonikd @0 fraysf@sdtopsi n | ul | periods in the
o eraohiind Bl RS fosHe BB Il AU Bed Rrel W RERRY
s ipragilee 8@ @ d nmoneagartialarly athef te-:stoe@rs ot0a vigudli willet Stare be
6644 ddR with %naé?ﬂﬁ(‘?rﬂlﬁéa%@ tHen\fa‘erna’tf%l% ﬁé?lsfe?'r%mfrbfr\ythé R8urce

cust oner e . gﬁ:’ Fer ods may
0 @B i;’aﬁhﬁl%'ﬁp'a?“t Hirdirtgal rplle9q wamh P% f@mbﬁwssﬁem
daya cufontsn @0y StakephPfet@yab e sedifesa@nibers digoitibe system
g{g‘ és t.r %nsf ers to businesses GO when 10 the
S 5‘ of custonmer 40 transfers drops.
Depend‘k nepfansdrimplemeniatieroefehe payret foiacsss 1d djvsisited in Figure
pﬁQQﬁQM{ <1 tq e %S@rﬁéﬁ Y4Phid ths s&@erﬁ‘@péyﬂfeﬁt re(tqueé.s%) 150 wnll

particu e ‘cust oners. Vi rtual

b@/pvqalbaewematﬁdaw%'ﬁh rap IPWH?%N fhy %}ﬁ?fﬂ/ AP% &Y G bﬁﬁﬁfé
t hshsdee 60 @4 pduu Bbérbﬁorﬁoaw@e@orﬁérwqat paélr@ dpemoﬁ)hﬁ by other

t I
o erse e T ot "ol ol i PR e Bl R, AR
nmmb@rparﬁt@ulaufcusthmesg/é.@ espist@(prefie 8QyTiE; cmstomer 40 wilpalso be
PBHRAIS th fHohOB st UBE R Ethe BLARRS ndntber 60

rated 1 n-Figure . I'n order make a payment
141UEQ§|¥Ph5V1hﬁéY§9'§t"Qﬁ1'tsﬁif payment request 150 wi ||

typi CadMeg ihg mﬁ%hﬁmdeitmzagum Beri Déreiritad ethe auttbeer 40
sysi e a I nes , . a " pur

o Tkl dit patmEn D HaPS Ty D IS Kb PatoPiRg: nammaty by
otchtactvdthrtse aodmuhieatjpaymeant 188 geswiatdb@ittwihk| data processing

pra%nﬁé&ﬂkéﬁzﬁeTﬂME ro%@&u%saﬁ'p’ﬁfe%?éj'l | thbn & faéﬁyt\lre?rﬁésafhe

cust oner 0 reqi r cus oner
widetaila pistbe ipeymenti fﬁﬁl'@@%/ zﬁ% aenBe AP H@“f]b ﬁ;ﬁr@ﬁiow&% &Qﬂtﬂv
1§9d met dalladiity bivandus Hmtdﬂﬁﬁbﬁtﬁaﬂ%l@t gesid Me@fonﬁérfds a

stem 100 itself. 250nc nt re
haPian g FETEHBERIoph & 08 R CROBPHP CHFEER AL e
pawmatwn drdémthmsait@ntfm-ehcswmm is to be perfornmed,
normal |y by contact with the conmuni cati on neans 130
associated with the data processing architecture 120.
The data processing architecture 120 then typically
verifies the details of the paynent request 150 and
may al so verify the custoner 40 identity 80 and the
avai lability of funds in the custoner virtual wall et
90 and then fcilWattis a pronpt to the comruni cations
means M to contact the custonmer 40 for the validation
or authorisation for the paynent 140, 28



Agai n, the validation and authorisation for the

paynent 140 is perforned using the authorisation

system 20 outlined earlier? Once authentication is
granted or declined, a suitable nessage advising the
cworzorsm4540 of the outconme of the authenti cathGImU2007/001076
process will preferably be generated by the data
processing 5 architecture 1%% and forwarded to the
custoners preferred renote nmuni cat i ons devi ce 30

via th 1 j j :

aseoci APay DF ARaREF ghf ARBHSER BF CREAMaCRIO b porfgmed

| fusingehe avtherifetiemsystin gP oelingd eadies (ree ayihgnticatigpds granted
PayiRBincd 48 shifableemOsAaE aBMsitd Be USbRBEF 406f B duicbRe of the
custoners, 40 virtual

I wal | %g 90 updat ed tq_account for
t WHIRTHEALIO AERiPCeps Ol NS eEPY c Beir %rlaﬁ‘?dr BY |Tae data, BIOFTRTHY -
5 avathirbiues t 20 hand usiroaed 46 t the owgiiomees S pefarred 1 8mote
A -start-up . ST 0 - haj '
e Rty YRapd BECh (AT et Qb tbrflriaibh ekt B0
i sagsbtiated Wil the data Proeresiag arhitesturga2tance enquiry (a

pref er jged A AR -BERRhPdREs @Eu&@gﬁul%@gﬁﬁﬁeﬂtﬂm is recorded by
illustrated in Figure 1 her 1

3% or.. ot he éar&%ﬂsactl on

t yiDB SYSHPT (100 AEs TeyRFlOmIT 4 ity wallst PR upgsedfo account for the

10t r gyaRat 140 amd td atoupateir| rkfechthesuljseatailhisle tdéhe customer 40
au&hent' cati.on 1ﬁJg)ocess usi ng aut het hori sati on system
20MER B gLt Pact i ng the custoner by the system 100
and t h& poststetup fiords\eansidatoi tery up tifebrvirtual wallet 90 (a preferred
| MipdofinePi-R5F BE 1P BobddsGRILRMIRNH Edudb RE) & baldtitd)engliRe(a

word rconprising” and 20 its derjvatives pnclugdin
" cRfRfsFed é@p'eaﬁat%ﬂ%ﬁbﬁ'?% @mcﬁﬁc|Sukﬂké5fr@aeeh'"ol?'9vrﬁe%§t<§t Ager
15 i ‘nir@getivn bytes doibsist Gpicalicheugiasiblec Eacichransiaction afill typiealigrbe

more.further Jjnteaers, Ref inS : :
it BubF s R profi o Rl oAb RUANE Whatdtl 28 pauing
mecomactivgathea cpstomnie bl athe faysiemr €00 sind Ube ueavespfor validating
CE@“‘@%@” stic described in connection with the
enbodiment Is included in at |east one 26 enpbodi nent
of t hellptheseasent speelieatign and s (f FBY)a Biseard nompsFng Hnd
20 Phipa@fativds ORudRD QR ifB$ds" afd "dompase"andioal eaontdf the stated

h t . thi i fi i Q. t
Vbl Bl G55 LA IR S PR ST
Fur t heReferencet theougheuti thisl apecifieationr tos ‘onst egedimest’ @br “an

ChahBshREArs h&ms Tt P& CARIaP Sdatuft, a8Michik,t 3P| chariRRASC
in one or nore conbinations. 30The for

di desgalsdofn cannegh qdPethe aambadimeit gt &ng'gg%ﬂl%y hlegsh one
25 Pr &fBddith& og_il}d bxglsémmhﬁag.n .Tqu]drs,n ltlidlepip_mlrmce $L _nlreqohmses “in
numer ou i fications and. change .
to°'?%8§'§°‘§’rf%em i taﬁeergﬁ?q'm?r? ?15%ﬁ%qudgélge?segr%/ugﬂﬁg@umﬁs
t hepecifivainti eme trot t esessadlyt alk onfermingc te ohe apeme pemizadinagnt.
shewheARdte d8RE HaRRHiar FBLHUREC Sk EEnRE], Yor @hhractéfstics may be

combined in any suitable manner in one or more combinations.

30 The foregoing discussion is considered as illustrative only of the principles
of the invention. Furthermore, since numerous modifications and changes will
readlly occur to those skilled_in the art, it is not desired to limit the invention ta the
exact consttuction and operation shown and described, and accordingly, all



suitabl e nodifications and equi valents may be resorted
to, falling whin h scope of the invention. 30 CLAI M
1. A transaction authorisation systemfor allow ng a
custoner to authorise transactions relating to at

IVe@ 2s/or8s4cust omer account associ ated w t h aRCI/AU2007/001076
institution, the account including account
_|dent|f|cat|on data held at,the institution, the
system i ncl udi ng: data.stcw%be means for enabllng
aE&%ﬁfé rﬁd&fﬁ:ggorﬂs‘iﬁa *eh LG8t ARy Qé?&oﬁéc?f&cfa%g Chitkth tt?% ddbBe
cust oner dentification data assocl at

r 8hibe BvedRfuni cati on device (ROD) of .the custoner and
(c) security identifier data which is known only to
the institution and the authorisation system and
differs fromthe account identification data held at
the institution. associating the at | east one customer
account with either one or both of (a) and (b); a
first conmuni cati on nmeans for enabling conmunication
with the custonmer via the ROD to authorise a
transaction on the at |east one custonmer account;

a data processing architecture including data
processing neans to identify the custoner using (a),
identify the ROD using (b) and determne if the
transaction is authorised by the custoner; and a
second conmmuni cation means for receiving an

aut horisation request in relation to the transaction
and providing an indication to the institution of

whet her or not the transaction is authorised by the
cust omer,



wherei n the authorisation request received and the
i ndication provided to the institution are referenced
to the security identifier data. 2. The transaction
aut hori sation system of C:—,ﬁi}&] 1, wherein the security
identifier data is not co icated to the custoner.
3. The transaction authorisation systemof claim?2,
CLAMS:i n the securi ty identifier data is not the sane
as, nor derived from characteristics of or per sonal
|nforrrat|on relating to the custoner. 31 4.
- t r aivslEansagtionauaeisicnoRY g & QJfOW!PQ@nC!!StQNP\%rr t9 Authorise
S i gat e
traﬁga%ﬁlgb%ertetl:aoucs mar €|lgg %C%uﬁpﬁfél §c8615ﬁ?“5§§c?&.ét88 with an
institation nllheaéocountmmudlng\laccdiuntsdehtﬁicatiom dhta)hetch@t the institution,
communi cations nmediumutilised to conduct the
theisyghermiGléding: 5. The transaction authorisation system
[ e Whss SQhgguni cati on means
enaﬁtgssq%%ﬁrmm crgétﬁbgtr?h\%mbm E% custoner via the RCD
utilisi n@)idemtiGicatior éataoasmmated with tbecsistomser; 6. The

t( ;?nis ﬁglt d?g @ﬁﬁ'ﬁg&ﬁé v %@itg " aisig/ Y tl%@ﬁon\gﬂ) %IS ?ﬁé‘[b&e\mg%{ggumcatlon
phrase, or daiRERRO®) &rathé cus%mérm @niir ansaction

aut hori sation systemof claim1, wherein the custoner
i s i dent(c) seaurity ld@rntp‘mndaga @djch is lsnawsn eslypioi e ipstitution and

e cust ondte ot RaliEhn KSR oL Bl e IRE, Becount

for i nfor mddrificaticty deedhé atheeskstitation aastdwmgrthagat least
t he verbal response of the custoner to the rand

gener at ed ROEEUSIOMEIT AcGOUahWithreliher epawribeth afz@b)ﬁléio(b)
h?rsfty%toﬁ{ﬁurw@atlgﬁen{eaﬂgswi it uﬁéh%mm%’uon with the

sys em of C wherern ( s one or nor

a phustemernierthe aBRCDtter amathordsela Mnsketidgwrpteatat least one
Identity (IMEI), Internet Protocol (IP) address, or
I\/ted‘i“l&ts ﬂ@@éé@c%‘ﬁﬂtrol (MAC) address. 9. The

??ﬁ%?%e@ghﬁ%kﬁﬁ&tﬁfé Nﬁfo‘ﬁfq e‘fatacﬂ[)t%'c@séln?"méér% b identify

conmufi cati on nmeans he custoner
the| cdstoater iuking t(apngmEntiforthenRGI2 asinge@s)t aode detertoner if the

account. i s dat a .processi ng neans

trar&e} Pﬁ'%@gthq's?‘ﬂz’yﬁﬁﬁﬁé’ﬁﬁngn aAds peen indicated as
bei #GebbAY LohRALNBULIGH eI RIFreceRMy éﬁ%&ﬁ&%ﬂlon request in
comuni cation neans provides an indication to

relatiest (ot thei tcfmsabtlm @nldeprovidmg aarnrdicatianta the lnstltuaoe @f aehether

bcﬁittﬁg frau e t he § a{ omert 10. The transacti on
or g rtraggg? Y err?"ls OMErein the first
conwnétm&h@auﬂﬂﬁrsaubﬁ&bgd@a RBeivet &4t the/ thaicdtf provided to

response (1VR) system 2 .
the institution are referenced to the security identifier data.

2. The transaction authorisation system of claim 1, wherein the security
identifier data is not communicated to the customer.

3. The transaction authorisation system of claim 2, wherein the security
identifier data is not the same as, nor derived from, characteristics of or personal

information relating to the customer.



11. The transacti on authorisation system of claim 10,
wherein the | VR system provi des the custoner with at
| east the options of authorising the transaction,
cancel ling the transaction or indicating the
transaction as fraudulent. 3f2. The transaction
aut horisation systemof claim1, wherein the data
4. st ol Bige tipesactianr aviberisatian csysterpest elginch cwhersin the first
0
ool iRid el SR chRmbbicaliod W o BbeBdFfa the RCD
utilfXiy a bbmn‘-‘»umebt’l@ld rhediuat lvehicings adistirsdtofrern the communications
aut horj se transactions relating to at |east one
mediwnditised & 6emiudt dne ransastidmst i t uti on, the account
i ncludi ng account identification data hel d at the
institution, the nmethad including the steps of

5. aut ABRi dransantion:r yethorisalian, i sustern QﬁtﬁéFT‘szltl\Uher‘g'n “the first
cohmﬁéét{dtr{ H{Ealr{%eﬁhéﬁéé L8R OnicBtid s Wt e EGst@mer wg the RCD
transaction on t | east one customer account
utilidieg &umd bomaratcoommaeicaton sessioms.cati ng with the
custoner via a renote comuni cati on device (RCD) of
the custonmer to authorise the transaction; c) the
6. aut Thel tsdidactios eluttesrigationtsykiem @f tckeimc tisivbem=in (3) ingludes one
i denti flrﬁﬁgl on data,associated wth tg_ éal,{st oner to
or mare 1 e Na Gt PRASWOA | RAPSRIITGES. YRometicdatay) +he
aut hori sation server identifying the RCD using stored
identification data associated with the Wni ch .
7. t he THEtFNSasHen avtkensalionsystep Qfdaim %remt e customer Is
I t td '
ARt RPN oS Prfh B8 ublop DMSmERIAS deffietiSrom 2

verbainmasparae bg the dustbmet toa tamdbhewomett Dlnnals'eoandwr request for
whet h 0 transact.i I S aut h

infBe T PrOvided biylBeeTFE He 220 FRSTPAIT 16 Vet Lpsponse of the
cuél%?r%r‘iS%@Yaﬁd‘tﬁn?’dé?’férh&@tW@ﬂ SEpake %‘h@/drhﬁformatlon accessed

I ndi cation provided to the institution are referenced
bylilge siigteimsti t uti on and the authentication server to
security identifier data for associating the at |east
one custoner account with one or both of the stored
8. i deiThieftrarsaction wanraorés@sionisarsammftdaimhb wbsma‘mréb) iactudes one

t he st re identificati dat.a a i..a dW|th
or e 658 ThasiEchirnbRE e MefrRraE R JF S\l adhiy, MED.
Int@FHést Ffr@tdcbﬁ(lpzha@feséaw md@eAa@éssmtm eMADtaddibsan,
wherein the security identifier data differs from
the account identification data. 14. The transacti on
9. aut el $aiHsaBtcRt Aafoptatidrii fYslem WheEkim thewherdii the first
identifier data i s not communicated to the custoner.
cofmrBnurtipatian mesast allowsatichoustemer do ingicatedf af transacipndn the at

o418l FoC 5544 bl HORAD bl e U8Rl Bba3q Bpromines

if thBfteingBElicHhasbakh Mditsteti R 15816§ GRdulent By tH'é16ustomer and the
transacti on authorisation nmethod of claim 13,

secord commuieatiaromeans Prevides @t ipaieation o theelrﬁtsiytlon “of whether
th%&ﬂgh%&&%nﬁs? BHGRAY d&ﬂ%ﬁ%ﬂhﬁ \ggi/ e bﬁ‘stgtﬁ‘.' nct from

onmuni cati ons e con t he
transacti on.

10. The transaction authorisation system of claim 1, wherein the first

communication means includes an interactive voice response (IVR) system.
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wherein the authorisation request received by the authorisation server and
the indication provided to the institution are referenced by the institution and the
authentication server to security identifier data for associating the at least one
customer account with one or both of the stored identification data associated
with the customer and the stored identification data associated with the RCD,
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wherein the security identifier data is known only to the authorization server and
the institution, and wherein the security identifier data differs from the account

identification data.

14. The transaction authorisation method of claim 13, wherein the security

identifier data is not communicated to the customer.

15. The transaction authorisation method of claim 13, wherein the security
identifier data is not the same as, nor derived from, characteristics of or personal

information relating to the customer.

16. The transaction authorisation method of claim 13, wherein the
communication with the customer via the RCD utilises a communication medium
which is distinct from the communications medium utilised to conduct the

transaction.

17. The transaction authorisation method of claim 13, wherein the
communication with the customer via the RCD utilises two or more

communication sessions.

18. The transaction authorisation method of claim 13, wherein the stored
identification data associated with the customer includes one or more of a PIN, a

password, pass phrase, or biometric data.

19.  The transaction authorisation method of claim 13, wherein step c) involves
the sub-steps of

i) the authorisation server comparing the identification data associated
with the customer to a voice print or voice biometric data derived from a verbal
response by the customer to a random word, phrase and/or request for
information provided by the authorisation server; and

ii) the authorisation server comparing the verbal response of the
customer to the randomly generated word or phrase and/or information accessed

by the authorisation server.
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20. The transaction authorisation method of claim 13, wherein stored
identification data associated with the RCD includes one or more of a phone
number, an International Mobile Equipment Identity (IMEI), Internet Protocol (IP)
address, or Media Access Control (MAC) address.

21. The ftransaction authorisation method of claim 13, wherein the
authorisation server determines if the transaction on the at least one customer
account has been indicated as being fraudulent by the customer, and
communicates an indication to the institution of whether the transaction is
indicated as being fraudulent by the customer.

22. The transaction authorisation method of claim 13, wherein the
communication with the customer via the RCD includes the use of an interactive
voice response (IVR) system.

23. The transaction authorisation method of claim 22, wherein the IVR system
provides the customer with at least the options of authorising the transaction,
cancelling the transaction or indicating the transaction as fraudulent.

24. The transaction authorisation method of claim 13, wherein communication
with the customer via the RCD is enabled using stored RCD contact information.

25. A remote payment system allowing a customer to transact payments for
goods and services remotely in a secure manner with members of the system
including a transaction authorisation system or method according to any one of
claims 1 to 24.

26. A transaction authorisation system or method according to any one of
claims 1 to 24 for use in the context of authenticating credit card transactions.



