Crg ptographic key generation Technical Field 5 The present invention
generally relates to a technique for generating cryptographic keys.

Parti cul awbyepogiaerzonvention relates to a cryptographi c lPeY/EPetv8inaionon
techni que that provides a high-level of security. i o Background The

Aut henti cation and Key Agreenent protocol (AKA) is a chall enge-response
based protocol that uses symetric cryﬁiography. The main goal s of AKA

i ncl ude mutual authentication by two entities conmunicating with each ot her
and establishnment of s cryptographic keys for protecting the commrunication

exchanged i n-between. A vari(C ogﬁagﬁléﬁkgzsgéd‘@aws AKA, included in the
security architecture standardi zed 3GPP for 3G nobile comrunication
networks in the Technical Specification 3G TS 33.102. 0 The basi c concept
of UMIS AKA is shown in Fig. 1. Referring to this figure, the UMIS AKA

pr ot 0CO4rg| en a user equipnment (UE) and a network entity (NE).
The netl\xgrbﬁnieér@iﬁgw\ﬁitiat es the AKA by sending a user authentication

request to the UE. Along with the request, a random chal |l enge, or random
code (RfHD i té\ﬁ—@r' | t ic Upon
recei pt, of )pr%%mRAﬁiflrﬁEg .lhe EW@Fé'ﬂéS}ﬁ?%Eﬁwgﬁg?ﬂ%?ﬁbﬁi%@(@ m:l)cut es a
G pher K%V%D@@C% ,dhe inyendian: ielates to preryrRtearantiic ke genermatisniteehridk®er i ng
and i nt gatigryvitles athigidevel lof se€atityl s al so undertaki ng the standardization
of so-called "beyond-3G' conmmuni cation networks. System Architecture

Evol ution (SAE) and Long Term Evaluation o (LTE) are two cl osely-rel ated
aspect sBatkgheubdyond- 3G net wor k. Conpared wi th conventional 3G networks, a
net wor k based on SAE/ LTE may i npose hi gher and/or nore security

requi renents. For instance, nore cryptographic keys for securing the
comuni €3¢ AvEhestication andntey AgsesmeniypratocabeAied). is Brehalepgeigsporse kasedher

stan  protocol that uses symmetric cryptography. The main goals of AKA include mutual
authentication by two entities communicating with each other and establishment of
15 cryptographic keys for protecting the communication exchanged in-between. A vari-
ant of AKA is the UMTS AKA, included in the security architecture standardized by
3GPP for 3G mobile communication networks in the Technical Specification 3G TS
33.102.

20 The basic concept of UMTS AKA is shown in Fig. 1. Referring to this figure, the UMTS
AKA protocol is run between a user equipment (UE) and a network entity (NE). The
network entity initiates the AKA by sending a user authentication request to the UE.
Along with the request, a random challenge, or random code (RAND), and an Au-
thentication Token (AUTN) are sent to the UE. Upon receipt of the RAND and the

25 AUTN, the UE, among other things, computes a Cipher Key (CK) and an Integrity Key
(IK) and then uses them for ciphering and integrity functions.

The 3GPP is also undertaking the standardization of so-called “beyond-3G” communi-
cation networks. System Architecture Evolution (SAE) and Long Term Evaluation

30 (LTE) are two closely-related aspects of the beyond-3G network. Compared with
conventional 3G networks, a network based on SAE/LTE may impose higher and/or
more security requirements. For instance, more cryptographic keys for securing the
communication at different levels may be needed. The 3GPP has, in another stan-
dard-related document, 3GPP TR 33.821, recommended a key hierarchy for deriving

35 more cryptographic keys for use in SAE/LTE.



dard-rel ated docunent, 3GPP TR 33. 821, reconmmended a key hierarchy for
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PLMN_ | DIMME) i dentifier of the network serving the UE. It has been
realized that, in order to achieve a high-level of security, it is not

fficient  t t A KRE functi i nl CK I Konly, Th
a1 onalB K51 Kafis and ThRdeys shelpAdt i telRerBshvirua b dErivat (Y ARBNRI B co.
orist wo dértdinrceyptogEphiafurgtion. For instance,

Kasme = KDF(CK || IK, O0x02 || PLMN_ID || <other_parameter> )

where KDF is based on a Generic Bootstrapping Architecture (GBA) key derivation
20 function (KDF). One GBA KDF is specified in 3G TS 33.220.

The GBA KDF may make use of cryptographic hash functions such as the Secure
Hash Algorithm (SHA) hash functions. Among many SHA hash-functions, SHA-256 is
a highly secure variant since it is considered collision resistant and acts like a pseudo-

25 random function. As its name suggests, SHA-256 is a Secure Hash Algorithm hash
function with a digest (output) length of 256 bits. The PLMN_ID is an identifier of the
network serving the UE.

It has been realized that, in order to achieve a high-level of security, it is not suffi-

30 cient to base the GBA KDF function mainly on CK and IK only. The rationale for this is
the risk that a given UE might get the same CK twice, or two different UEs may get
the same CK. In such cases, the “uniqueness” of the inputs to the KDF is under-
mined, and a collision between different UEs (using the same Kasmg) may occur.

35 As a general remark, while it is certain that KDF(x) produces the same key as KDF(y)
if X =y, the converse may not always hold. That is, even if x # y, it may still happen
that KDF(x) = KDF(y). However, this is an unlikely event since the KDF is recom-



the sanme CK. | n such cases, the "uniqueness” of the inputs to the KDF is
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15 of the security property of the GBA KDF function and its usage in SAE/LTE for one
and the same UE (e.g. one and the same IMPI).

Firstly, the following basic construction is considered:

20 KDF(CK, IMPI).

Since it has been assumed that IMPI = IMPI' (when the UE is fixed), this basic con-
struction will lead to collision for two inputs (CK, IMPI), (CK’, IMPT") if and only if CK
= CK'.

25
Secondly, another construction is considered, which is closer to the actual GBA KDF:

KDF(CK || IK, IMPI).

30 However, including IK into the inputs does not change the above collision property as
one might believe at first. That is, KDF(CK || IK, IMPI) will be equal to KDF(CK' ||
IK’, IMPI) if and only if CK = CK’. To understand why including IK would not help, it
is necessary to consider how CK and IK are produced by the cryptographic algorithm
executed on the UE.



IK , IMPl) if and only if CK = CK'. To understand why including | K would
not help, it is necessary to consider how CK and | K are produced by the
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Ek denotes the Advanced Encryption Standard (AES) algorithm also known as
the R jndael algorithm using key K (sﬁUTed in the AuC and USI M of UE)
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15 izing body (SAGE), i.e., including RAND in the inputs, is considered:

KDF(CK || IK, RAND || IMPI).

Assume that CK = CK’ (and thus IK = IK’). It is hoped that the use of RAND will

20 guarantee uniqueness. However, this is not true. Consider again the “relevant” part
of the Milenage algorithm that produced CK and IK from RAND: As shown in Fig. 9,
there is a situation in which the value at the fat arrow corresponding to RAND is the
same as that corresponding to RAND'. But again, AES (Ek) is a permutation so that
the inputs must also be equal, i.e. RAND = RAND'. (The fact that AES is dependent

25 on K does not help since a fixed UE is assumed and thus the same K will occur in
both cases.)

In other words, it has been shown that (CK || IK, RAND || IMPI) = (CK' || IK’, RAND’
|| IMPI) if and only if RAND = RAND". In the SAE/LTE case, the PLMN_ID may also

30 be included in the inputs, but since it is highly likely that the UE stays in the same
network several times, this parameter PLMN_ID cannot be relied upon for the pur-
pose of guaranteeing uniqueness.

An alternative approach to attempt to avoid collision could be to use another algo-
35 rithm than AES for the cryptographic processing of the f3 and f4 algorithms. Specifi-
cally, the analysis above was based on the fact that AES is a permutation. It would



network several tinmes, this paranmeter PLMN_ID cannot be relied upon for the
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Accordingly, there is a need for a solution that avoids the collisions mentioned above.
The solution should ideally also work with already deployed USIMs and not require
replacing all USIMs.

20
According to a first aspect, a method for generating a cryptographic key is provided.
The cryptographic key is used for, among others, protecting the communication
between two entities. The method is carried out by the first entity. The method
forms a part of a distributed security operation which is initiated by the second en-

25 tity. The method comprises providing at least two parameters, wherein the first pa-
rameter either comprises or is derived from a set of cryptographic keys which have
been computed by the first entity by running the security operation; and the second
parameter either comprises or is derived from a token having a different value each
time the security operation is initiated by the second entity for the first entity (in

30 other words, the value of the token is never the same for any two security opera-
tions); and applying a key derivation function to generate a cryptographic key based
on the provided parameters.

The expression “a parameter comprises X" may mean that the variable X, in its string
35 format, forms the parameter or a part thereof. The expression “a parameter is de-

rived from X” may mean that the parameter is the result of applying certain func-

tions, such as mathematical functions, to at least the variable X. Examples of the
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engsi ty The ¢okemcarhtake@Naaydorhd.i Ineoredcdse, theSQIN itdelfembiythe théltioken. Alter-

construgLi oy A {BREN KRy b8 BEri0ED BRI tRd shRFuSISS Bh'didortRRT #vVoRihg certain
mathematical operations, such as at least one of an arithmetic operation, a logic
operation and a string operation. For instance, the token may comprise or be derived
from an Authentication Token (AUTN) constructed by the second entity based on the
20 SQN and delivered to the first entity. This construction and delivery may be part of
the security operation.

Specifically, the token may comprise an exclusive OR of the SQN and an Anonymity
Key (AK). More specifically, the token may be a concatenation of the exclusive OR of

25 the SQN and the Anonymity Key (AK), an Authentication and Key Management Field
(AMF), and a Message Authentication Code (MAC). This concatenation may be ex-
pressed as

token = AUTN = (SQN xOR AK) || AMF || MAC
30 or

token = function (AUTN) = function ((SQN xOR AK) || AMF || MAC)

The second parameter may further comprise or be derived from a random challenge,
35 or random code (RAND). The RAND may be generated by the second entity and

delivered to the first entity as part of the security operation. The second parameter

may yet further comprise or be derived from an identifier of the first entity. This
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first entity by running the securtty ‘operation. e set of cryptographic
keys may conprise
When the token is the SQN itself, the above becomes

15 0x02 || PLMN_ID || RAND || IMPI || SQN;
and when the token is the AUTN, the above becomes

0x02 || PLMN_ID || RAND || IMPI || AUTN.

20
With respect to the first parameter used in the method, this parameter comprises or
is derived from a set of cryptographic keys which have been obtained by the first
entity by running the security operation. The set of cryptographic keys may comprise
or be derived from a Cipher Key (CK) and an Integrity Key (IK).

25
The CK and IK may be the cipher key and integrity key computed by the first entity
based on an AUTN and an RAND. The AUTN and the RAND may be delivered from
the second entity. This computation as well as the delivery of the AUTN and the
RAND may form parts of the security operation.

30
In one implementation, the first parameter may comprise or be derived from a con-
catenation of CK and IK. This may be mathematically expressed as

CK || IK.
35
The method described herein generates a cryptographic key. This key may be shared
at least by the first entity and the second entity, in any subsequent communication
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the. KASTEE ENLRICRE’ I 2, wiieh bl S eE By thE S e diied®éenar e
by the Secwitydvianagensent Entibpd ASKIE) f the isegoridhentifynent Entity (ASME) of the
second entity. The nethod may be extended to conprise applying one or nore
further _key deriva tion functions so as to generate nore cryptographic
keys. SEbBR rgelheddnayheiaxtendasitosmpriserarelyingse®e; Maie fanpt kg aphive key
gener at [ ' aearh ?(eiﬂ;(c i i i The
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(NAS) t rdthod descriteid aﬁo\,@;xeg_qg\g,a@hi c keys for the protection of Radio
Resource Control (RRC) traffic; a set of cryptographic keys for the

protection of User Plane (UP) traffic; and an inter nediate cryptographic
kew, sudheasyptogphiokeysegenarated byethe gxteoded phethod egay inntuder aft leasti onge t he
RRC t i ' ' fjc.
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whi ch i Betef eryptogsaphie krys fori thearetgrtion«f RadicResource Gond@l (RR&) traffi e set

of cr yp&%%bﬁg@&ﬁc i(@{lsc Rfvﬁécﬁrbf&tfbh%f%%rmlﬁé {WP)RXFfieO BRE lapEingerkey for

prot ecting,. ff an, encrypti.on al gorithm (KNAsenc) and/ or
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( K vsnppote&ing the RRC traffic and/or the cryptographic keys for protecting the UP traffic.
For an easier understanding of these keys, reference is made to Fig. 2 which illus-

trates the key hierarchy used in SAE/LTE.

Specifically, the set of cryptographic keys for protecting the NAS traffic may comprise

20 a key for protecting the NAS traffic with an encryption algorithm (Knasenc) and/or
another key for protecting the NAS traffic with an integrity algorithm (Kyasint). Simi-
larly, the set of cryptographic keys for the protection of RRC traffic may comprise a
key for protecting the RRC traffic with an encryption algorithm (Kgrrcenc) and/or an-
other key for protecting the RRC traffic with an integrity algorithm (Kgrcint). Further,

25 the set of cryptographic keys for the protection of UP traffic may comprise a key for
protecting the UP traffic with an encryption algorithm (Kypenc).

For the technique described herein, the “first entity” may be a user equipment, such
as a mobile station. The “second entity” may be an entity located within a communi-

30 cations network, hence a “network entity”. Particularly, the second entity may be
located in a SAE/LTE network.

The second entity may comprise an Authentication Center (AuC)/Home Subscriber
Server (HSS) and a Mobility Management Entity (MME). The MME may be responsible
35 for the initiation of the security operation for the first entity. The cryptographic keys
generated may be generated by the AuC/HSS and be shared by the first entity and
the MME. The AuC/HSS may increment the SQN, particularly each time the security



larly, the set of cryptographic keys for the protection of RRC traffic may
conprise a key for protecting the RRC traffic with an encryption algorithm
( KRRcenc)weanddwrezn ot her key for protecting the RRC traCrirp2eustobsoan
integrity algorithm (KRRcm)- Further, the set of cryptographic keys for
the protection of UP traffic may conprise a key for protecting the UP
traffic wwth an encryption algorithm (RU'penc)- For the techni que descri bed
herein, the "first entity" may be a user equi pnent, such as a nobile
station. The "second entity"” may be an entity located within a
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an Auth N (AuC)/ Hormre Subscri ber Server (HSS) and a Mbility
Managenment Entity (MVE). The MME nay be responsible for the initiation of
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may al so constrlct the AUTN based on the The security operatlon
referred to herein may be perfornmed by the first and second entities in a
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a corrput er pr ogram pr oduct i's provided. The conputer program product
doser | EAGFRARE! 1 AMDiER FRpech mhcarmPUis qupaiam PERAIEE 1§ BBt T comatEtm
puser smgeamfmodactowmmsesg)rdgnam@odé i@ ritongfor perforonigthepstegs of they be
stored yethod described herein when the computer program product is executed on a com-
puter system for a computing device. The computer program product may be stored
on a computer-readable reporting medium.

20 In general, the solution can be practiced by means of hardware, software, or a com-
bined hardware/software approach.

As for a hardware realization, a device adapted to generate a cryptographic key for a
communications entity is provided. The device can perform a security operation, of

25 which the generation of the cryptographic key may be a part thereof. The device
comprises a first component adapted to provide at least two parameters, wherein the
first parameter may comprise or be derived from a set of cryptographic keys having
been computed by the communications entity by running the security operation, and
the second parameter may comprise or be derived from a token having a different

30 value each time the security operation is initiated for the communications entity. The
device further comprises a second component adapted to execute a key derivation
function so as to generate a cryptographic key based on the provided parameters.
As said above, the token may take many possible forms.

35 The token may comprise or be derived from a SQN indicating the number of times
the security operation has been initiated for the communications entity. In one im-
plementation, the SQN itself is the token. Alternatively, the token may be derived



on a conputer-readable reporting nmedium | n general, the solution can be
practiced by neans of hardware, software, or a com bi ned hardware/software
appr oach.Wo0%H6R9har dwar e real i zati on, a devi ce adapt EGTER2¢8ME%80 e a
cryptographi c key for a communications entity is provided. The device can
performa security operation, of which the generation of the cryptographic
key may be a part thereof. The devi ce™ & nprises a first conponent adapted
to provide at | east two paraneters, wherein the first paranmeter may
conprise or be derived froma set of cryptographic keys havi ng been
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usi ng apressgdrst hm i nvol ving at | east one of arithnetic operation, |ogic
operation and string operation. For instance, the token may conprise or be
derived froman AUIN that is constructed based on the SQN and delivered to
th® comuni cations elakeny= AVIEN ai (CQMNXORCAKYTIr AMFEi[dMAMd delivery form
parts of the security operation. For instance, the token may be

concatepat i &_n_ of the Exciusive-OR of the SQN and an Anonym ty Key (AK), an
Aut hent {7t 88@15AN 4A A& &gkavatag SREGN PRRAMELEAMAY, alsm EORPHIES 946 JRIivesHToMat i on
Code ( MARANCEPHSE RANBI iy behddliverad REtRXcomMARMRGtBRs eAliBNas pAWON the (SQAN xCOR
AK) 11AME 11MAC. |.n gd&bt | Qt to t hg t Okfg&ﬁ t he second Baéa%t.er ﬁénal SO
conpr i ser AT QPEALoN. FURPEH the R&KPNT PREATRBLRD MAY, CHBPIE PF B derived
carmuni aridenifiee of the cammanicatioinstdntity. An example of the identifier is a Private
User Identity (IMPI) of the communications entity. Even further, the second parame-
- ter may comprise or be derived from an identifier of the serving network of the
communications entity. This identifier could be a Public Land Mobile Network Identi-
fier (PLMN_ID).
20
A particular example of the second parameter may comprise or be derived from a
concatenation of 0x02, a PLMN_ID, a RAND, an IMPI or an IMSI, and the token. For

instance, the second parameter may be expressed as
25 0x02 |] PLMN_ID || RAND || IMPI || token.
When token is the SQN, the above becomes

0x02 || PLMN_ID || RAND || IMPI || SQN;
30 '
and when the token is AUTN, the above becomes

0x02 |} PLMN_ID || RAND || IMPI || AUTN.
35 As mentioned above, the first parameter may comprise or be derived from a set of

cryptographic keys. Particularly, this set of cryptographic keys may comprise a Cipher
Key (CK) and an Integrity Key (IK) which have been computed by the communica-



security operation. Further, the second paraneter may conprise or be
derived froman identifier of the comunications entity. An exanple of the
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15 These “more cryptographic keys” may comprise at least one of a set of cryptographic
keys for the protection of Non-Access Stratum (NAS) traffic, a set of cryptographic
keys for the protection of Radio Resource Control (RRC) traffic, a set of cryptographic
keys for the protection of User Plane (UP) traffic, and an intermediate cryptographic
key Keng for deriving the cryptographic keys for the protection of RRC traffic and/or

20 the cryptographic keys for the protection of UP traffic.

The communications entity referred to above may be a user equipment, such as a
mobile station (e. g., a mobile telephone or a network card).

25 According to a further aspect, a user equipment comprising the device presented
above is provided. The user equipment may be a mobile station.

According to yet a further aspect, a system comprising the user equipment men-
tioned above is provided. The system also comprises a network entity. The network
30 entity may be used within a SAE/LTE network. The network entity may comprise an
AuC/HSS and a MME. The MME may be responsible for initiating the security opera-
tion for the user equipment. The AuC/HSS may generate the cryptographic key. The
cryptographic keys generated may be shared by the user equipment and the MME.
The AuC/HSS may increment the SQN, particularly each time the security operation is
35 initiated for the user equipment. Further, the AuC/HSS may also construct the AUTN

based on the SQN.



keys for the protection of Non-Access Stratum (NAS) traffic, a set of
crypt ographi c keys for the protection of Radi o Resource Control (RRC
traffic, WO899/196728r ypt ogr aphi ¢ keys for the protecti onPECI/RBIB/039%aNhe ( UP)
traffic, and an internedi ate cryptographic key KeNB for deriving the
cryptographi c keys for the protection gc;z RRC traffic and/or the

crypt ographic keys for the protection off UP traffic. The comruni cati ons
entity referred to above nay be a user equipnent, such as a nobile station
(e. g., a nobile telephone or a network card). According to a further
aspect, BriefDeseniptioreof therrawings t he devi ce presented above is provided.
The user equi pnent may be a nobile station. According to yet a further
aspect, a system conpri si ng t he user equi prent nen tioned above is

pr ovi dedn thiadokgwingnthe eryp phisdeygensralion teghnique witlze desaribed withi t y
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opeta tion for the user equipnent. The AuC/ HSS may generate the

crypt ogmrRghi ¢ keyis d %%%Epémviﬁgfthé Heeisconeapt of g UBYSRKs basteeolby t he
user equi pnment and the . The AuC/ HSS may increment the SQN, particularly
each tinme the security operation is initiated for the user equi pnent.
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Description of thg ings | n the follow ng, the cryptographic key
generation techni qﬁe wW’l'l be described with reference to exenplary

enpodi nents illustrated in the drawi ngs, wherein: Fig. 1 is a diagram

showi ng Fﬁc_?".% basi C_is}??'bﬁfﬁktd@%r_ahﬁ'@hbm MNgeviee Ansimeht0- 2 is a block
diagramiTlustrating a key hierarchy "proposed for SAE/LTE system Fig. 3 is
a bl ock di agram show ng a device enbodinent; Fig. 4 is a bl ock diagram
showi ng Fig.syst em ¢nd dlbakedidagram ghowingsa systeacémbodament; showi ng a net hod
enbodiment; Fig. 6 is a block diagram showi ng a procedure of the UMIS AKA

operati on,
15 Fig. 5 is a block diagram showing a method embodiment;
Fig. 6 is a block diagram showing a procedure of the UMTS AKA operation,
Generation of an Authentication Vector by a network entity;
20 Fig. 7 is a block diagram showing another procedure of the UMTS AKA opera-
tion, Authentication and Key Establishment;
Fig. 8 is a block diagram showing the general authentication function per-
formed by the UE as part of the UMTS AKA operation;
25
Fig. 9 is a block diagram showing a particular cryptographic algorithm for
performing the above authentication function at the UE; and
Fig. 10 is a block diagram showing a particular detail of the above crypto-
30 graphic algorithm.

Detailed Description

In the following description, for purposes of explanation and not limitation, specific
35 details are set forth, such as particular sequences of steps, interfaces and configura-

tions, in order to provide a thorough understanding of the cryptographic key genera-

tion technique. It will be apparent to those skilled in the art that the technique may



Generation of an Authentication Vector by a network entity; Fig. 7 is a

bl ock di agram show ng anot her procedure of the UMIS AKA opera tion,

Aut hent i Cl0I2009/1d619Key Est abl i shnent; Fig. 8 is a bl ockPGr&pe@siosiveti ng t he
general authentication function per fornmed by the UE as part of the UMIS
AKA operation; Fig. 9 is a block diagrig1shomdng a particular cryptographic
algorithmfor perform ng the above aut kentication function at the UE, and
Fig. 10 is a block diagram showi ng a particular detail of the above
cryptographic algorithm Detailed Description | n the follow ng
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Fig. 3 shows an embodiment of a device 100 adapted to generate a cryptographic
key for a communications entity (not shown in Fig. 3). The communications entity is
adapted to run a security operation. The device 100 comprises a first component 102
and a second component 104. The first component 102 is adapted to provide at least
20 two parameters, figuratively shown at the arrows 106 and 108.

The first parameter 106 comprises or is derived from a set of cryptographic keys 110
and 112. (Although two keys are shown in the figure, the set of cryptographic keys
may include any number of keys.) The set of cryptographic keys has been computed

25 by the communications entity by running the security operation. The derivation of
the set of cryptographic keys 110 and 112 into the first parameter 106 is figuratively
shown as a block 114. The second parameter 108 comprises or is derived from a
token 116. The token 116 has a different value each time the security operation is
initiated for the communications entity. The derivation of the token 116 into the

30 second parameter 108 is figuratively shown as a block 118. The second component
104 of the device 100 is adapted to run a key derivation function to generate a cryp-
tographic key 120 based on the provided parameters 106 and 108.

Referring to Fig. 4, an embodiment of a system 200 comprising the device 100 men-
35 tioned above is shown. The device 100 may be comprised in a communications entity

202, which may be a UE, such as a mobile station. Of course, the communications

entity 202 may be any suitable kind of communications entity capable of accommo-



key for a conmunications entity (not shown in Fig. 3). The conmuni cations
entity is adapted to run a security operation. The device 100 conprises a
first corigonemr1442 and a second conponent 104. The fir @CTEPRWS/6390 102 i s
adapted to provide at |east two paraneters, figuratively shown at the
arrows 106 and 108. The first paraneter 106 conprises or is derived froma
set of cryptographic keys 110 and 11221i¢M1:h0ugh two keys are shown in the
figure, the set of cryptographic keys may include any nunber of keys.) The
set of cryptographic keys has been conputed by the communi cations entity by
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i nto the sécond paraneter 108 is figuratively shown as a block 118. The
se6ond conmponent 104 of the device 100 is adapted to run a key derivation
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3 and 4Aakl) 866 esmANthitdtionsterititicddn denerpodi ment of a nmethod for generating
a crypto graphic key is shown in Fig. 5. The key generated is used for

protecting the comu nication between two entities. The first entity 302
may corTies MME nay béreesponsibie fortinitiating thée sgcutity aperstivmforithe logamdnicand t he

second @iid Laitd UM ahe S ptgraphic keys generated may be shared by the MME and
the communications entity 202.

Particularly, the method embodiment is carried out by the first entity 302 as part of a
20 security operation figuratively illustrated at the arrow 300 °, which is initiated by the
second entity 304 (particularly by the MME thereof) for the first entity 302. The em-
bodiment itself comprises two steps, 306 and 308. Step 306 provides at least two
parameters (106 and 108 of Fig. 3). The first parameter comprises or is derived from
a set of cryptographic keys (110 and 112 as shown in Fig. 3) which have been com-
25 puted by the first entity 302 by running the security operation 300 . The second
parameter comprises or is derived from a token (116 as shown in Fig. 3) which has a
different value each time the security operation 300 " is initiated by the second entity
304 for the first entity 302. At the second step 308, a key derivation function is ap-
plied to generate a cryptographic key (120 as shown in Fig. 3) based on the provided
30 parameters (106 and 108 as shown in Fig. 3).

Below, substantial details are given to explain the cryptographic key generation tech-
nique with a particular emphasis on how the technique can successfully avoid the
key-collisions between two UEs, or more importantly, between two distinct execu-

35 tions of the security operation for one and the same UE.



spond to the network entity 204 of Fig. 4. The first entity may be a UE.
However, the enbodinment is not limted to a UE-network entity scenari o.

| nst ead, WO 28epi4bB9applied to any two comuni cati ons en®PCHERZ008M0eher al .
The MME nmay be responsible for initiating the security operation for the
communi ca tions entity 202. The crypto aphi ¢ keys generated may be shared
by the MVE and the communi cati ons entlt 202. Particularly, the nmethod
enbodi ment is carried out by the first entity 302 as part of a security
operation figuratively illustrated at the arrow 300 ' , which is initiated
by t he Séeocmrgptagraphic ¥y geperdtionumaylbe gart ohthe WM TISWKA oberdtion. fThe fi r st

306 ot g E2 MR 5 BaBp of iﬁ@rérbénfé?ﬁ%eﬁte@& 8P el the Usihrtibrect °°
par anet @nddbehuESSIn the 1Si Hemefbnyiroamest (BE) shanet a yserpspecificesesret1i 10 and
112 as %@2‘4@ ceftalf Eheséé é‘@hﬁénﬁ@%ﬁ@or{’ﬁﬁ@ﬁﬁmtﬁ%wcér%nfc'rypﬁtbgﬁ?hé Keyp02 by

runni ng the securlé% dcond par anet r1ses or is
der§ ved gepgration fol 0'('51'5?6 fasfsHpwdlditionrthe USIM aRd dhe M/ HSEiNerBrteix @fal ue

each ti , tit
Sog forrét@ﬁ:eté]?]sf@cw ubhc@mgggderﬁks@ and srgmrgﬁespéaﬂ/eaytdagg ABENGERL i tY

d t
funct i oRUFENHaHPRe rt'5' @é‘ﬁ%r QW%eﬁﬁﬁggﬂﬁgﬁﬁ%r‘igsé 65%5%/@3 'rﬁlHlﬁﬁ : gnFl g.
g) | baseeaohn tmfrEEtl'lH sadutiitgl operativet is risitigtedtfoa tise fifst emdity.ivenUMTS-AKGA opera-
el ow, S | r
gener at R woape b RbEF of bRl tiqa eheralfort Y RLRENAEN O YEE- .,
sumesstQﬂSI()AVéM@ndi ment@tlemanddieyhréstabhs}menttm UEs, or nore inportantly,
bet ween two distinct executions of the security operation for one and the

oper at | NS PHTBOEA PERREAV nsOsR B o o brrbe e AL (s v withan etroy of
Eﬁ\r/ It II’ g ﬁlfmrsth\léfeoM%hM WeErs ﬂ';ﬁgfro pérfiornh enukbét S usen dutieentications.Home
o o A BBl ySRBRL b By BE sty uE L 8, BsEBARARS, o,
fumct i otisisffigure, 4de|15recE|1Dta1ﬂ@| teqopst fremUBNSNYVILR;, bire AuC/HES skrdpaniosck of
ﬁgf”t er Serdd a5y RAUtARARE oAU AR (PQAN) - thESREGLR VEACh AV OHTRES
a random number (or random challenge) RAND, an expected response XRES, a ci-
pher key CK, an integrity key IK and an authentication token AUTN.

20 The AuC/HSS starts with generating a fresh sequence number SQN and an unpre-
dictable challenge RAND. Subsequently the following values are computed:

- a message authentication code MAC = f1(SQN || -RAND || AMF) where f1 is a
message authentication function;
25 - an expected response XRES = f2 (RAND) where 2 is a (possibly truncated)
message authentication function;
- a cipher key CK = f3 (RAND) where f3 is a key generating function;
- an integrity key IK = f4 (RAND) where f4 is a key generating function; and
- an anonymity key AK = f5 (RAND) where f5 is a key generating function.
30
Finally the authentication token AUTN = (SQN xOR AK) || AMF || MAC is constructed.
It may be constructed by the AuC/HSS. Here, AK is an anonymity key used to con-
ceal the SQN as the latter may expose the identity and location of the UE. The con-
cealment of the SQN is to protect against passive attacks. Use of AK may be optional.
35 When AK is not used, the value AK = 000...0 may figuratively be used instead.



aut henti cation. For instance, the AuC/HSS may increnment the SQNHE,
particularly each tinme the security operation is initiated for the first
entity. TWO20UNMNI6TRKA opera tion conprises a number of pPETERRV8HISISNc| udi ng
Generation of Authentication Vectors (AV), and Authentication and Key

Est abl i shnent. The purpose of the AV pyocedure is to provide the SN VLR (or
MVE) with an array of fresh Avs fromtfe"UE' s HE to perform a nunber of
user authentications. Generation of Authentication Vectors by the HE is
illustrated in Fig. 6. Referring to this figure, upon receipt of a request
f r om t hehsSHayRf AVeis Aeat BSk tethisrequestingl SNAULR1im an axtthentisatioanet cat i on
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generating a fresh sequence nunber SON and an unpre dictable challenge
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the S%ﬁﬁhﬁb@eh@bé&rtd‘@ﬁé SRIRERE PaRRLS thé w@%dprbe@&xrb%rgghmﬁ M. T The

con ceal nent of e SN is to protect agai nst passive attac Use o
may be ‘Optional . V\hen AK is not used, the value AK = 000... O may
figuratively be used instead. The array of AVs is sent back to t he

Cand ortRuTby 1o, B, EPoR TPt bERMG arif alRBREE RER colmtex i A ¢ ne
UssM nymity key AK = f5 (RAND) (or uses AK = 000...0) and retrieves the sequence num-
ber SQN = (SQN xOR AK) xOR AK. Next the UE computes XMAC = f1 (SQN || RAND
|| AMF) and compares this with MAC which is included in AUTN. If they are different,
the UE sends user authentication reject back to the SN/VLR with an indication of the
cause and the UE abandons the procedure. Else, the UE verifies that the received
20 SQN is in the correct range.

If the SQN is considered to be in the correct range, the UE computes RES = 2
(RAND) and includes this parameter in a user authentication response back to the
SN/VLR. Finally the UE computes the cipher key CK = f3 (RAND) and the integrity

25 key IK = f4 (RAND). To improve efficiency, RES, CK and IK could also be computed
earlier at any time after receiving RAND. The UE may store RAND for re-
synchronization purposes.

Upon receipt of user authentication response the SN/VLR compares RES with the

30 expected response XRES from the selected authentication vector. If XRES equals RES
then the authentication of the user has been accepted. The newly computed keys CK
and IK will then be transferred by the USIM and the SN/VLR to the entities which
perform ciphering and integrity functions.

35 From the above, it can be seen that the UMTS AKA operation is based on a pair
(RAND, AUTN) and AUTN comprises or is derived from a sequence number, SQN, as



5 The next procedure of the UMIS AKA operation, Authentication and Key
Establish nment, is to nmutually authenticate and establish new ci pher and

i ntegrityWwRey®/Be20ween the SN VLR and the UE. Thi s pro®€3&EPRensiopivast r at ed
in H. 7. Referring to this figure, when the SNNVLR initiates an

aut henti cati on and key agreenent, it selects the next AV fromthe array and
sends the paraneters RAND and AUTN to-lle UE. The i o USI M checks whet her
AUTN can be accepted and, if so, produces a response RES which is sent back
to the SNNVLR Particularly, the UE' s procedures are shown in Fig. 8.

Referring to Fig. 8, uponAUEhe:{5QN xGCRMR)gNAMITIMAGe UE first conputes
the anoi 5 nymty key AK = f5 (RAND) (or uses AK = 000. ..0) and retrieves
t he sequence num ber SON = (SQN XOR AK) xOR AK. Next the UE conmputes XMAC =
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to the SNKMLUQfSM above i ndi cation of the cause and the UE abandons the
procedure. Else, the UE verifies that the received 0 SQNis in the correct

range. Lf th S(?\l i s considered to be in the correct range, the UE conputes
RES = 1 2herbaly THREtiar b1, BEE Sofutione thedolisian preblera seh avhabevasat i on
response back to the SNNVLR Finally the UE conputes the cipher key CK = f3

(RAND) and the integrity ﬁﬁﬂ = iaprove efficiency, RES,
CK and IK could also be c #&jﬁelgr WQ%@IT%Wafter recei vi ng RAND.
The UE may store RAND for resynchronization purposes. Upon receipt of user

authentication response the SN VLR conpares RES with the 0 expected
r eppons WhereSQY bas tihes a@mmcbtﬁeﬁuﬂrtaﬁtmmtsq Nawy evenif twa RXNBS asqibes RES

then th t BNt ANH =0 t nput ed
keys G(ga'??g IhE w | thgﬁgﬁ%%ans fel’]ra:'ﬂe q@%?%ﬂ%a%ng)vﬁg E‘(?(\}bé\)/LWRﬂto t he

entiti eSNgEthapNRULs gTe Rt JINIGHE, O F\ v functions. 5 Fromthe above,

it can be seen that the UMIS AKA operation is based on a pair

An alternative solution is to use
15

KDF(CK || IK, RAND || IMPI || AUTN).

This solution may be simpler to implement since AUTN can be used “as is” from the
AKA signaling. However, the “uniqueness™ of the inputs in this case may not be
20 obvious since

AUTN = (SQN XxOR AK) || AMF || MAC

and even if SQN # SQN’, it cannot be immediately seen that (SQN xOR AK), (SQN’
25 XOR AK") will be distinct as AK could potentially “"cancel” the differences. However,
below, the distinctness of (SQN xOR AK) can be proven.

Suppose that

30 (CK |] IK, RAND || IMPI || AUTN) = (CK’ || IK’, RAND’ || IMPI || AUTN).



(RAND, AUTN) and AUTN conprises or is derived froma sequence nunber, SQN,
asAUTN = (SQN xOR AK) 11AMF 11MAC where AK is an anonymty key, which may
be producEo 2b9/INb126nage (see Fig. 9) from output "f5" alPOTEP20RO0IE OW
function is a first solution to the collision problemset out above: KDF(CK
111 K, RAND 111 MPI 11SQN) where SQN has_ ihus been included in the inputs.
Now, even if two RANDs are the sane, il -, RAND = RAND , the fact that SQN
al ways increases (by e.g., one) will ensure that inputs are different,

uni que, or distinct. An alternative solution is to use KDF(CK 111 K, RAND
111 MPI I hasTalreadyhbaers sthawn dinatntioys inepliEsrGK er CICp IK rpli€amd RN e BAND'.can be

out s Totsrehis BFpEcAs? Blag FBARACAUTIG AR GhBckind Tmage
11MAC ahe teansipted ioNeheskiNg,if i t cannot be i mediately seen that (SQN xOR

AK), (SQN xOR AKOw Il distinct as AK could potentially "cancel" the
di fferences. However, below, the distinctness of (SQN xOR AK) can be

proven. Suppose,that (CK 111K RAND 11| LIAUTN) = (CK' 111 K', RAND
1115MPlI 11AUTNO. HV'Hd‘é”‘af‘F\ééH@KMﬁdéﬁ’P%éﬁm%aNdféAﬁI’I\!'\%) AN dd MAC = o, 1K =
K, and RAND = RAND . It thus remains to be checked if it could be that
AUTN = AUTN . This checking may be translated into checking if (SQN xOR AK)

hat vk s Btout e ST AR A kS IR SRR = MA PlBERE bR, 1
f ol | owi Rgcessanttcnehatk iSthe fotiewing eoddtiolkkOR AK' . Recal | that it is expected

that RAND = RAND . Referring to the M| enage al gorithmshowm in Fig. 9,
this inplies that AK= AK' (as they were produced fromthe sane '

10 SQN xOR AK = SQN’ xOR AK'.

Recall that it is expected that RAND = RAND'. Referring to the Milenage algorithm
shown in Fig. 9, this implies that AK= AK’ (as they were produced from the same
RANDs). Thus, it had to be that

15

SQN = SQN’,

which is a contradiction since, as already noted, SQN always “steps up” and thus
SQN # SQN'.

20 '
Thus, it is proven the second solution also guarantees the uniqueness of inputs to
the KDF function.

As a general solution, instead of using SQN or AUTN to achieve the uniqueness, any
25 token having a different value each time the UMTS AKA operation is initiated by the

network for the UE is feasible. For instance, SQN xOR AK (forming part of AUTN)

may be used since it (by the above analysis) has the required uniqueness property.

The cryptographic key generation technique described here above presents numer-
30 ous advantages. For example, it guarantees uniqueness of KDF inputs. Hence, it
successfully avoids the commissions brought about by possible identical inputs. With
this technique, the cryptographic key generated shall be able to meet, for example,
the high-level security requirements in SAE/LTE systems. As a further advantage, the



RANDs). Thus, it had to be that SQN = SQ\N, which is a contradiction since,
as already noted, SQN always "steps up" and thus SON SQN . Thus, it is
proven t Oe@od7280l uti on al so guar ant ees the uni quene®ETHP2008/003980t 0 t he
KDF function. As a general solution, instead of using SQN or AUTN to

achi eve the uni queness, any token having a different value each tinme the
UMIS AKA operation is initiated by t relfetwork for the UE is feasible. For

i nstance, SQN xOR AK (form ng part of AUTN) nay be used since it (by the
above anal ysis) has the required uni queness property. The cryptographic key
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and substitutions wthout departing fromthe scope of the invention.d ains
1. A nethod for generating a cryptographic key (120) for protecting
comuni ca tion between two entities (202, 204), wherein the nethod is
carried out by the first entity (202,- 302) as part of a distributed
security operation initiated by the second entity (204, 304), the nethod
conprising the steps of: providing (306) at |east two paraneters (106,
108), wherein the first



paraneter (106) conprises or is derived froma set of cryptographic keys
(110, 112) having been conputed by the first entity (202) by running the
security ¥pep¥i4612? and t he second paraneter conprises SCTIER2¢8/0DIW6d from a
to ken (116) having a different value each tine the security operation is
initiated by the second entity (204, 3%6) for the first entity (202, 302);
and applying (308) a key derivation fu4€tion to generate a cryptographic
key (120) based on the provided paraneters (106, 108). 2. The nethod of
claim1l1, wherein the token (116) conprises or is derived froma sequence
nunber <SON> indicating the nunber of Claimas the security op eration has
been initiated by the second entity (204, 304) for the first entity (202,
302). 3. The nmethod of claim2, wherein the token (116) is the SQN itself.
4. The net hodh otetiodifon generbling arcryptograptinkey (1520)i for peoteciing tommuniea-SQN

us ing an al 4o  béteeR\tRlo’ %ﬁ&lé@b@ﬁbﬁg’%}%& n%ﬁHet Hﬂ%ﬁ%d&usq%%?ﬁﬁ?d be‘b\é'tﬁé" ¢

operation and StTing opera one o
whef ei n t he ttﬁﬁ@@ﬂ@i@&c%@r@%@%ﬁ(ﬂf @"ﬁi{@bh@a‘:ﬁmom“‘fqiuﬂhl@ﬁtat@@toi&’on

el war o e Bekanerbttye04n 307 8B hepiol cripifting BRfAcpsTR] on L he SN
operation. 6° ThePR¥idisg (épggla‘é[%ﬁélt"&? para ’0\%@"%(&% W@ﬁr?'ﬁig ﬁ(’férrprl ses
2lnale>r; cl6us \IA%E P@I%métdrfwombmpds@nommmdwdfma SeAIOf. cryptoghephie ke t he
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conprised in t 1T st raneter par ame

(106) is der bydhessrpnd §@§Wo@20i45 3&6) foeQﬂ‘effF shentity (2Rer 3%&); and<ck> (HO) and
an | ntegri Key <hBply(ngl&08) a key derivation function to generate a cryptographic

key (120) based on the provided parameters (106, 108).
15
2. The method of claim 1, wherein the token (116) comprises or is derived from
a sequence number <SQN> indicating the number of times the security op-
eration has been initiated by the second entity (204, 304) for the first entity
(202, 302).
20
3. The method of claim 2, wherein the token (116) is the SQN itself.

4. The method of claim 2, wherein the token (116) is derived from the SQN us-
ing an algorithm involving at least one of arithmetic operation, logic operation
25 and string operation.

5. The method of any one of claims 2 to 4, wherein the token (116) comprises or
is derived from an Authentication Token <AUTN> constructed by the second
entity (204, 304) based on the SQN and delivered to the first entity (202, 302)
30 as part of the security operation.

6. The method of claim 4 or 5, wherein the token (116) comprises an exclusive
OR of the SQN and an Anonymity Key <AK>.

35 7. The method of claim 6, wherein the token is a concatenation of the exclusive
OR of the SQN and an Anonymity Key <AK>, an Authentication and Key Man-
agement Field <AMF>, and a Message Authentication Code <MAC>.



9. The nethod of any one of the preceding clains, further conprising the
step of: applying one or nore further key derivation functions to generate
nore o cryprogyEpt?Pc keys based on the cryptographi c kePCU/EPR)SHETIEr at ed.
10. The method of claim9, wherein the nore cryptographic keys conprise at
| east one of the follow ng: a set of cryptographic keys for the protection
of Non Access Stratums <NAS> traffic; 24 -set of cryptographi c keys for the
protection of Radio Resource Control <RRC> traffic; a set of cryptographic
keys for the protection of User Plane <UP> traf fic; and 0 - an

I nt ermedi at e crypt ographi c key <KeNB> for deriving the crypto graphic keys

brot ect i bribof B gy fe of indBieratingr daffs, SHePei ese o Entty
(r:r:e ?Lgvgl, o:‘Nth graphib&eys (blO,?rlIZi)tc?n(pﬁ&léd_iﬁ tB@ﬂ)rstir[ararneseﬂ(léémbplﬁmnm which ZEZe
304) is a net¥r\"/\%?}EStéHnatr|£'!tﬁ§.té}o(ei?§si '#ﬁ%ﬁvﬁﬁ %p%&c&d?%{e ?ig?amg‘?gi ﬁBb%’éKg cona
entsity (204, <$&® (3 HY) andanAntegsiy Kewh AKeh{13edt ure Evol uti on <SAE>/ Long

Term Evol uti on <LTE> network. 14. The nmethod of claim 12 or 13, wherein the

second ent |t 204, 304) comprises an Authentication Center. <AuQ Hone
Sbonr bord.Shnbapetnndel aviond f R praced No BT e 60O B RAEBE BEPTre

nmet hod of angf:one of the preceding clains, wherein the security opera tion

ent i 0165, 16 7o AOPHEE Tte &Y glaff Suishel i Bl ARfla RS Sl At o

semurity opecryptographic keys based on the cryptographic key (120) generated.

10.The method of claim 9, wherein the more cryptographic keys comprise at least

one of the following:
- a set of cryptographic keys for the protection of Non Access Stratum

15 <NAS> traffic;
- a set of cryptographic keys for the protection of Radio Resource Control
<RRC> traffic;
- a set of cryptographic keys for the protection of User Plane <UP> traf-
fic; and

20 - an intermediate cryptographic key <Keng> for deriving the crypto-
graphic keys for the protection of RRC traffic and/or the cryptographic keys for
the protection of UP traffic.

11.The method of any one of the preceding claims, wherein the first entity (202,
25 302) is a user equipment.

12.The method of any one of the preceding claims, wherein the second entity
(204, 304) is a network entity.

30 13.The method of claim 12, wherein the second entity (204, 304) resides in a
System Architecture Evolution <SAE>/Long Term Evolution <LTE> network.

14.The method of claim 12 or 13, wherein the second entity (204, 304) com-
prises an Authentication Center <AuC>/Home Subscriber Server <HSS> and a

35 Mobility Management Entity <MME>.



tion is based on UMIS Authentication and Key Agreenent <AKA> protocol. 17.A
conput er program product conprising conputer program code portions for
execut i ngvoReo%He8 of the nethod according to any one @CT{ERe008/0606di ng
clhal ms when the conputer program product is run on a conputer system 18.
The conputer program product of claim 17, wherein the conputer program
product is stored on a conputer readablld tecordi ng medium 19.A device
(100) adapted to generate a cryptographic key (120) for a communi cations
entity (202, 302) adapted to run a security operation, the device (100)
conprising: a first conmponent (102) adapted to provide at |east two
paraneters 6, 108 erein the first, paranmeter, (106) conpr.ises or is
for 1 ved 11 b6 Thesmetiid of Gy 8hF sbife presartel GBI, Sy o8 BER B850t ed by
the communi dign isdopetdtively érformeDBY tiny first {202,930 )earskseaondy(20d£B864) on,
and the sepor%t@%r aneter (108) conprises or is derived froma token (116)
having a diff ?* val ue each tine the securi ty operation is initiated for
t hes conmuni cations entity (202, 302); and a second conponent (104) adapted
based on t R SRoeaior B ahBhi of thé pRReplR) Gaflys uiRbieRt e uccylig opered
wherein the ttEKeis based PnddMhsiAltbenticationand kayAgresmentseAKAARIEEMhg t he
nunber of times the security operation has been initiated for the

conmuni cat [ gns _ent i 202, 302). .21.The.device (100) of claim 20, erein
Che token LiFopSmblls ragiim peatuct Sompriineamauter poog o) CedtPhitains iher of
t heo It oken (1¥Expciting thessteps of théasettod mctoreirgdd asy oge af tihé goededing

i nvol vi ng at t ' %’é{lnﬁ | QF ' ' string
operation. 2£’£$§ewrgé;€|ﬂ€éecﬁbg bgrr%%) @yr'fg&doc? %cfdarfgré%g:i'tiﬁo&%,g%\kg@?ei n the
token (116) comprises or is derived froman AUTN constructed based on the
SQN and dejg\rhe computer program product of claim 17, wherein the computer program

product is stored on a computer readable recording medium.

15
19. A device (100) adapted to generate a cryptographic key (120) for a communi-

cations entity (202, 302) adapted to run a security operation, the device (100)
comprising:
- a first component (102) adapted to provide at least two parameters

20 (106, 108), wherein the first parameter (106) comprises or is derived from a
set of cryptographic keys (110, 112) having been computed by the communi-
cations entity (202 , 302) by running the security operation, and the second
parameter (108) comprises or is derived from a token (116) having a different
value each time the security operation is initiated for the communications en-

25 tity (202, 302); and
- a second component (104) adapted to run a key derivation function to
generate a cryptographic key (120) based on the provided parameters (106,

108).

30 20.The device of claim 19, wherein the token (116) comprises or is derived from
a SQN indicating the number of times the security operation has been initiated
for the communications entity (202, 302).

21.The device (100) of claim 20, wherein the token (116) is the SQN itself.

35



ered to the conmunications entity (202, 302) as part of the security
operation. 24.The device (100) of claim23, wherein the token (116)

conpri seswano@uabzgi ve OR of the SQN and an Anonynmity K@¢T(ERE)08/02B60Mhe
device (100) of any one of the clainms 19 to 24, wherein the set of crypto
graphi c keys (110, 112) conprised in t?ﬁ first paraneter (106) or from
which the first paranmeter (106) is derf¥éd conprises or is derived froma
C pher Key <CK> (110) and an Integrity Key <I K> (112) conputed by the
communica tions entity (202, 302) as part of the security operation. 26.The
devi ce (1(MD.Thé deniceq160)0f tlaim ACaiwteréid the tdken { L6 )herconstrptted Hasedpl v

one or nore r | ' NCH . . -CLYRt ographi c
ceys based o RaNy N afFISRhNFIyOMR €35t n BESHEH et 6o Bl D
(202) conpri Bigigoperatiaeandestiingoperatiosy. di ng to any one of the clains 19 to
26. 28. A systemconprising the user equipnment (202, 302) of claim27 and a
net work ti 304) . 29. The system of claim 28, wherein the et wor Kk
enfity ( 3%%5 dfg&cedéeo) af ansape of clai@s el te 22, wherein the token (116) com-

prises or is derived from an AUTN constructed based on the SQN and deliv-

ered to the communications entity (202, 302) as part of the security

operation.

10 24.The device (100) of claim 23, wherein the token (116) comprises an exclusive
OR of the SQN and an Anonymity Key (AK).

25.The device (100) of any one of the claims 19 to 24, wherein the set of crypto-
graphic keys (110, 112) comprised in the first parameter (106) or from which
15 the first parameter (106) is derived comprises or is derived from a Cipher Key
<CK> (110) and an Integrity Key <IK> (112) computed by the communica-
tions entity (202, 302) as part of the security operation.

26.The device (100) of any one of the claims 19 to 25, further adapted to apply
20 one or more further key derivation functions to generate more cryptographic
keys based on the cryptographic key (120) generated.

27.A user equipment (202) comprising the device (100) according to any one of
the claims 19 to 26.
25 .
28.A system comprising the user equipment (202, 302) of claim 27 and a net-
work entity (304).

29.The system of claim 28, wherein the network entity (304) is for use in a
30 SAE/LTE network.



