wo 2023/034368 A2 |00 0 TR0 0O

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

A

=

(19) World Intellectual Property
Organization
International Bureau
(43) International Publication Date
09 March 2023 (09.03.2023)

(10) International Publication Number

WO 2023/034368 A2

WIPO I PCT

(51) International Patent Classification:
G060 10/063 (2023.01) HO4L 9/40 (2022.01)

(21) International Application Number:
PCT/US2022/042136

(22) International Filing Date:

31 August 2022 (31.08.2022)
(25) Filing Language: English
(26) Publication Language: English

(30) Priority Data:

(74)

@81

2018 Foxswallow Road, Pleasanton, California 94566 (US).
HONG, Cindy, 147 Rinconada Ave., Palo Alto, Califor-
nia 94301 (US). TWICHELL, Jonathan; 1101 Nancy Jean
Cv, Cedar Park, Texas 78613 (US).

Agent: PREPELKA, Nathan, J. et al.; The Webb Law
Firm, One Gateway Center, 420 Fort Duquesne Blvd., Ste.
1200, Pittsburgh, Pennsylvania 15222 (US).

Designated States (unless otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY, BZ,
CA, CH, CL, CN, CO, CR, CU, CV, CZ,DE, DJ, DK, DM,

SR mmemoiw v SIS QETOGES N
: ebmary 2022 (28.02.2022) U HN, HR, HU, ID, IL, IN, 1Q, IR, IS, IT, JM, JO, JP, KE,
(71) Applicant: VISA INTERNATIONAL SERVICE KG, KH, KN, KP, KR, KW, KZ, LA, LC, LK, LR, LS, LU,

ASSOCIATION [US/US]; P.O. Box 8999, San Francisco,
California 94128 (US).

Inventors: BELLA, Kimberly, E.; 3023 Ludell Ct., Wal-
nut Creek, California 94597 (US). BAID, Nirmal, Ku-
mar, 2337 Shadow Mist Ct., San Jose, California 95138
(US). HEDGES, Robert, B., Jr; 95 Stonehouse Summit
Road, Orford, New Hampshire 03777 (US). HENSTOCK,
David, Alan; 265 Yerba Buena Ave., San Francisco, Cal-
ifornia 94127 (US). VELUR, Shashi, Kumar; 9524 Aire
Libre Dr., Austin, Texas 78726 (US). GUPTA, Sonia;

(72)

84

LY, MA, MD, ME, MG, MK, MN, MW, MX, MY, MZ, NA,
NG, NI, NO, NZ, OM, PA, PE, PG, PH, PL, PT, QA, RO,
RS, RU,RW, SA, SC, SD, SE, SG, SK, SL, ST, SV, SY, TH,
TJ, TM, TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, WS,
ZA, ZM, ZW.

Designated States (unless otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ NA, RW, SD, SL, ST, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,

(54) Title: SYSTEM, METHOD, AND COMPUTER PROGRAM PRODUCT FOR CONSENT MANAGEMENT

53

User

Portal

User Device

=

/

Consent
Database

Communication
Network
nz

User Data
System Database
104 108

Requester

Data
Requester

Portal
120

-

FIG. 1A

(57) Abstract: A system, method, and computer program product are pro-
vided for consent management. A method may include receiving a first data
request for user data associated with a user, the user data stored in a user data
database; communicating a consent request to the requester system, receiving
a consent response from the requester system; storing consent data associated
with the consent response for the user data requested in the first data request
in an immutable ledger; receiving a consent verification request from the user
data database, the consent verification request based on a second data request
for the user data from the requester system to the user data database; verify-
ing the consent verification request based on the consent data; and communi-
cating a consent verification response to the user data database, the consent
verification response indicating consent from the user to share the user data
with the requester system.
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