NON- | NVASI VE ENCRYPTI ON FOR RELATI ONAL DATABASE

MANAGEMENT SYSTEMS [0001] This application clains the
wbenwfios116f U.S. Provisional Application No. PCT/US2006/011333

60/ 665, 357, filed March 28,12005, which is

i ncorporated herein by reference. BACKGROUND OF THE
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BRIEF SUMMARY OF THE INVENTION

[0006] The invention addresses the foregoing needs and concerns by providing a secure

relational database system for encrypting data stored within a relational database. The invention
inserts a hardware encryption process into the system without requiring extensive modifications

to the individual components of the system. Furthermore, the invention leverages the



by a rel ati onal database managenent systemin a data
storage systemis provided. A data page designated for
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secure rel ational database system according to one
ALt i DRAWINGSenbodi ment of the

=]

best be understood when read in conjunction with the following drawings, in which the features
are not necessarily drawn to scale but rather are drawn as to best illustrate the pertinent features.
[0011] Figure 1 is a block diagram depicting components of a relational database system.
[0012] Figure 2 is a block diagram depicting components of a secure relational database

system according to one embodiment of the invention.



[0014] Figure 4 is a flowhart illustrating process
steps perfornmed to encrypt a data page stored by a
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[0019] As mentioned above, RDBMS 11 is a computer application for managing a relational

database. The invention is not limited to a particular relational database management system and
may be implemented using any of a number of systems known to those skilled in the art. Such
systems include those offered by Oracle, IBM and Microsoft. Similarly, OS 12 is not limited to
a particular operating system and may be implemented using any of a number of operating
systems known to those skilled in the art, including Microsoft Windows based operating systems

and Unix/Linux based operating systems.



and Uni x/ Li nux based operating systens.drive or an

array of hard disk drives. These drives nay be
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Figure 1, secure relational database system 20 includes a RDBMS 21, an OS 22 and a data

storage system 23. As described above, RDBMS 21 is a computer application, or group of
applications, that manages the organization, storage and retrieval of data within a relational
database. The relational database is stored in data storage system 23, which includes either a

single hard disk drive or an array of hard disk drives configured to store the relational database.



appl i cations, that manages the organi zation, storage

and retrieval of data wthin a rel ational database.
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executes the encryption process using its own internal circuitry. Accordingly, the hardware



channel hardware encryption engi ne where each channe
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engi ne which relies on a ceftral processor of the
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system 30 to be interconnected and in communication with other computing devices via one or
more networks. Possible networks include local area networks (LANs) and the Internet.

Information is transmitted across these networks using electrical, electromagnetic or optical
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interconagstrs byt Encswerkowithent depriting Sondhp srrentof theinvensiopar at e
00341 COFRUIA AL S HBlechR: SRIH SOTAEEREdi BAAE, R o e

orage

present ieertionatestovide@ by pheessdy 31 eﬂ&dﬂﬁngi bﬁd o1 otedqugicesef 1nstruct10ns
rrultlg)l e systens interconnected by a network w_thout

stored infaA N $7. nEhors spAuEREes SEBIFEUEHONSHY GORPEFRE cBde of fpdad infp, BAM 32
by proces§r3l fRYAEh ¢ ?&Q@?e%dé@@ ﬂﬂ:@i?rﬁ‘gucﬁ%tsm AEvId84. Other examples

operating systemused in the present ihvention are
of compmex}waddﬂe ngdjprindeds dut 3¢ nexknuied hy floppy disksydlesible disks, hard

ences of nstructlon
disks, m3GRE Hpgagro h T EENS BT, CIER b ds Vo, O Griidgedium
physwallnﬁad@a MMaé’;ﬁmhm dardRGRA PAperddpd, RANM SPROND BERONMeBERRIOB/, Flash
medi um such as_ storage deV| ce 34. Ot her exan‘pl es

of
memoryceigpddtemativedydhe eompuipncdds anayds, trangferugd o perppytehserey system 30

over trar}tsg%ses’mn%ﬁ%{a ?\%C%ng 'co&h& aB ef %}k)ﬁé’%ﬂl{%_% o%ﬁ%b M@ tibited

mag ne
descriptioh b€ the@ptiatieh oﬂ&féummnuph ysproaddedrdelow. such as pu n c h

cards and per ta RAM PROM .  EPROM . EEPROM Fl ash
[0035] eHiguge 4 sedionghagillasoliag § PracREs febﬁwmng&o%eéa R3ge ged by a

relat1onatl Hgtgﬁisg Haﬁg dnfent YSRLHA % o?&iﬁ % o %ﬁlgdgbxﬁgmoéﬁﬁe invention. As

ansm ssi o media SUC oaXI a copper wre
mentloneﬂ atfovbghe prebsént snveAtiom dweﬂedaa pegbsdiest are forwardedby theeRDBMS for
operati on of the Jrﬂventl on proxﬁl ded bel ow.
storage to the encryption engine. The process dep1cted in Figure 4 represents the processing
associated with the diversion. This process is initiated when the RDBMS has prepared and
designated a data page for storage in the relational database. According to one embodiment, the
RDBMS is slightly modified to initiate and/or execute the process steps represented in Figure 4

when calling a write function/routine of the operating system. This process is executed without



[0035] Figure 4 is a flowhart illustrating a process
for encrypting a data page stored by a rel ational
woav@hasaec managenent system accordi ng to one erowdiSP®GN11333
of the invention. As nmenti osed above, the present
i nvention diverts data pages that are forwarded by the
RDBMS for stora to the encryption engine. The
user W‘%‘?‘E?é@é%%‘ﬂ’d@ﬁf‘@%%%s}ew PGl ciaf g PR YIS, A EO/VHEPSFHGUUDE 15
t
used o RRRRCR SR IN elo g o BV Yor Wbl BRATEHS defe storagosystem
The softdategprpagmutioe 1mhatesazgzel/0rrexeds1eesrthé pioicessatepd aémhmated in Figure 4

Accor.di to e enbodi me the RDBMS is s|ight
whenevi 2 faH Tt QperalipE s U em A¥TdF 51‘“085&%/6%@311%@3‘%? o{(@%@rg@& routines

are well ‘kﬁ@\ﬁ/ﬁ s MHo8dsiiMedinghe &t dndvneRr&akill Ret B (?Msbltﬂ?ed in further detail
function/routine of the operating system This process

herein. | s executed withoutirs r ne eiatroiica |abt Hse sysi

tlveenloi.nt a .S r ox )
10036] 1", f sS4 HELHH tep i PlsRe THE sy GriR b B aPh ifiper and size of
the buff&y sicaiRtcElined bfaé?éd oM the hiighbekad fRhinghelJ18 tHSRrFHtRhaYLine. For
stem  The software proxy routine initiates and/or

exampleeﬁ@@tﬁ o5 aeckyliagresdepiciipg theqpspessaing e data prgeyRf} esing encryption
engine 5}1"” ALHhEhn ﬁ%&e 4 %nl:x?é%&p gx&@H Wlnﬁl\ﬁﬁgseép Wch%nt%aels gchannel 1to

nction/rou I‘OX rou

channel &pl Acdordmglyt dath hagees 0sik idividsd into e‘.lﬁlﬁ baftbrsé(mﬂffél’fﬂeirodfu@fee 8). The

nof be_ described in further detail herein. 036]
number %’A‘%P“:,ff is QAefer %f legteddo bageral o e pader ?ﬁﬂhalmﬁw in 'gﬁ gncryption

engine anxfdfex.efoﬁlseTlliEeﬁlﬂng@c%%m?%gap%bﬁ ofthe %%r{e | h : gf the buffers

det er m ned bas e nunper o
are prefegatdy gpouallyrsized ¢o ereenlyFdistribumthé data Engug thechiagneds folr podeessing. For

di agr deicIin t he r.cs'n of { e 50 using
examplegy Gty BReC o s RSB e oBIAE Ay e 1 on
[0037] €nOh&EhS Rbmm;lnad pﬁepateqfahd @B@@{h@écﬁa dahpanelor dtot@e, the data page

channel Accor |(égl data page 50 1s divide into

resides i fhetpaip memrg (RAMF fthd cqrapuserfseaier gysteThAceiingto one
embodmj%ﬁft P i x'f\éenﬁ&? ftﬁ{ ﬁ ,%?el,] Is %%c?e% 111{2) rgﬁlt fé%ffe&sobr%; @e%ecfmlmng a

er o anne e encr
memory hddmssantth@mfaui Ihemmgiciés thiepgriicmp @f th‘e)data‘ petgb emespw%gm each of

engi ne. AUof buf f ers ar referably e uaII
the multiplFbutfGis. yggqog‘ﬁlflgla{u% dFYigional e SAtM3EE AbescIs friall 8 ey transfer o
actual mPhORARTRY - HEQEveE %aﬁvé‘erﬁﬂo&ﬁﬁeﬂé@ tﬂlﬁﬂ@ex%ﬁm%%y 8otle and

into eight buffers having 8 data eac
transfer tha detatpage ma@uﬂasemmtmffed and deS| gnat ed a data page

00381 oyt A e bty R G pEpas CAROIN Pt Bhadion

engine. EROREMSTERNS p&fforkled ih AVEREPO Birst,NEl FWMSHUTRGS arleprébeicded
into nmultiple buffers by det erni nj ng a nenory address

simultangqystye thaﬁnprmmreylgm 1as md@pwmjghsstodie nrpeesshs by tha ghannels.

The buﬁ%g(r: ge%xgsneéql & 1?{ Vi ?n\c%h ﬁcgﬁtteg% tgu ng%agiiasg 5%%%11 %fotpe buffers in
main megtai $ecand &h@eﬁdrﬁﬂﬁfn%hgir@ transfers the buffers to their respective channels.
Using the pointers together with the size of the buffer, the encryption engine uses Direct Memory
Access (DMA) methods known to those skilled in the art to transfer the buffers to their



actual nmenory buffers. However, alternative
wo Robadigents of the invention may divide and mﬁmmm”
the data page into actual gnenory buffers. [0038] In
step $S401, the buffers are transferred to respective
respective chameis|fer pbodshipge Abisytpmsfenisarpienmtedlingi gurafdiydhe group of

erforne First, all of the buffers are
arrows gmgﬁ@é’@h'?‘b@“%?%%%%@ﬂﬁ%ﬂ}t?é the encryption engine as
[0039] 'A&%Rﬁﬁ@%nel b dReR 81 BIeARRSHieE, BY diigors bemB ahia paddifito

buffers are presented by providing a pointer to the
buffers andrpwwgtatmmfé]@%bldfer%@dhe olhannhls off thef encryplian ragine AsraRnpged by a

v SRS e e SRS YRR P SRR LB PE AR SR v

when a dat#iplaBe Ish8acdi fBestefagk hﬁlt’@ﬁfaﬁ%l%@ RDNVIBE YRy s medidied & perform
uses Direct l\/brmr%/ Access met hods known to those

the divisiog land pregeritatiqrnef the bufifess ta tha §h@met8h e buffers to

t hej | ;
[0040] { pS%eS’et%% d%t% %Wb? tite lfgﬁgerp S e‘f’lg ge'ggjyoiw écrtl%e Shéifnels of
the encrypﬁ@xh B@lﬁé @dﬁ@aﬁ élﬁﬁﬁ)tibnta%(ﬁlthm (B&ammeltlﬁe Hluffeps &e pfc&@ﬁ@c]l to the

cncryption g ERMSTe0W) @ oD AUEEY S ARILpE bR BT biion of cach o the

buffers is &?ﬁ‘f‘ﬁ@{l a4 & AbsRhihifFidBtidag Enﬁo%ﬁ’c dJf %ﬁleca{?ﬁ'm&leﬁ)r@ﬁll b@e buffers

on engine "are nanaged by a software driver of
complete thé endmptdnmrecasmng yiptultaneasty. rhis dveudentpeocessing af the puffers

gt o oS 1 LR A Al RO kR o

encryptlon%"gfrfértmbte Rehieyad féi’ 8 ﬁn%ﬁ@aﬁb@%ﬁe@éﬂoﬁ@f eforinp @ datsfJages
to the channel s. In step S402, the data in_each

[0041]  dPnaetthe badrymion qféheebuffemh@doesy cpmnletqésﬁ@émifﬁ%s QORERHHBE §16
f. th t t
encypted Gy B PSR YO0 s R bR B R KB b herypiop asine

using DM A& hedthifds ke wang itivge skilled frothe aits The andyptad bulfedsfaes trmferred

sized equally, the encryption of each of the buf fe
back to maig nsEprY Pﬁﬁa%}erﬁaalewﬂg%raﬁﬁ‘féWS@ wiaeda esTptiogengine.

This transifef {EPr y%'@gentt&ﬁﬁ%éﬁg F%gltlét?%%)hp of E%\;/F Qé‘mg\m 818nt18e to 8 to

tTon proc aneous hi's concurrent
buffers 1 tq» 180 aﬁassrdn@lp,ftm a2 outhe deta nage ntgraall ih mﬁﬁn tissoch sraitecE vy

overvrite RSO SHESB BRSSO R UL BB e B, 1

this mannedathe *aﬁé%@&ﬁérfg&ﬂeqaaéaémste@ mamuaapacg@tlﬂnmgﬁen{owslﬂlg &nggpted
the enciyption of the buffers has been conpleted, the

data. Onc@ﬂfefe@p@p@om erginé pryvides neteayion dent i tsansfes of eagryrted dafa is

compe, 85 BB, TBIN 0324084 % Bl D5y SPHLYBE: Bl

pagelnth@dgttast’d@e@mémpt ed buffers are transferred back to

mai n nory using the same pointers previousl
[0042]  igweifiea foyChNG TBIAGR § BrICEPHASCTITNE PR data Rages

requested l#}? B '}quts&ta?g?tbﬁhfg Iﬂlﬂé&mqbnp Yystd aoPRg B orf¥ SrWSRIIABMTYT the

anne
invention. This process is initiated when the RDBMS has requested a data page to be retrieved

from the data storage system. Similar to the process described above with respect to Figure 4,
the RDBMS is slightly modified to initiate and/or execute the process steps represented in Figure

6 when calling the read function of the operating system to retrieve data stored in the data



buffers 1 to 8. Accordingly, the data in the data page
wo b1 fkgl N main menory is effectively overw ipcraik2ieiod1333
encrypted data thereby repj acing the data page with
_the encrypted data page. In this manner, the
storage systeror ypan dtﬁrmtgnembOdHBGErrtﬂoﬁsvatmodytmtma geused toredpiace the

standard oG GR TR SR8y B ST HEEnE G0 IR R4t ey SRib Ty software
proxy routﬁf%%ﬁﬁﬂfe@ dndlat Sxechtcs HEPrEeSs 3546191 ?%%@éd ﬂ@l %Qﬂﬁéﬂ@i/ér% call

function is called in'step store t encr ypt ed
to the opergtingsystegerdad fenvsiod as mada: o?oefq@rs pxgmoutiiee 4] wgli lgw ® those

s gt BRI SRR AR 1 G

[0043] @Jﬁ@seo 8B aearsataast B PedEctRidddif thela@GoR! mﬁ‘@@y&mey the
the invention. This process is initiated en the

RDBMS uszurt)@ ongsatinggieismagahivaetion. dagiept b ethe deteirage gontasiing
encrypted Iclj%g’c s ?etélged\?etgg‘?oa}g ?heS%’a}iat ﬁ@ag@ e%ﬂ n‘fil[)}ﬁ}?e (t)§ Sﬂc? Et?ﬁe%siﬁgﬁ\}gam

memory (FAMY I the dvagiutdreervensyisthd. | [atiee sume Mamexac dés@nbétbabove w1th
process steps represented jn Figure 6 when calling

reference tp EXEITS il CBABICA ARG nggelsatyided gx}%fn@mnl%bvfé%r? Ny éé and
transfened“;thgésggcﬁ\}% &Qﬁl%aﬁ ; ERGE ThY %h tel BufBrs3rd eﬁ ﬂE&r‘fﬁted in step

odi nent, a so e proxy ro ine I's use
S604. repl ace the standard operating systemcalls for

read data from tora tem e
[0044] Bpekes drtbrhut et Mt g T pulife prrgented to
the respectWe%ﬁﬁ@e@&ﬁﬁé ch@RpESEHRR shlﬁulEdrﬁHﬁs?y GrithesRe \vakfePb&iad bqually
to the operating systemread function is nade

sized. Accgpdinglyr e geeryptiomet saghk of theduliets|is Rerdoumedan msglg,séantlally identical

wnount of il 53 B s RIEIAY QB A GALRY
Once the dda@ptma% Hesn b&;ﬁp&ﬁddgﬁefeﬁﬁ@fpﬁdﬁﬁercg‘:ﬁeatratswr@ﬂe deyspeh da;a in

he RDBMS using.the operating m read function.
step 8605 %&%ﬁ@em mepEY fbthg spag glanemsa% b @b, i Bespert ip Hlgure 4

This proce%sf}rgﬁ%te&bﬁ% gk (iart éenﬁlr%%@n&gﬁt%é gﬁ/ft?ﬁé %&%Wmtﬁﬂgeth%crypted

stored Iint el n “nmenor he conput er
buffers in the magn msymm n¥inkhy,tih etep 86806, tharegnesisd mgpagebmdtaabng e

ref renc jgure 4, the encrypted data page is
unencrypte\éylc{?]tadxéae g‘eﬁ%ﬁ@ ‘e buffers in step S602 and
[0045] t'mriﬁ&e@mbﬁdeicﬁbé@§m%tpr¢/\ﬁid@sh@ﬂriﬁb§swerbnaﬁﬁo§@9§relJtttﬁlal
encry gt ed buffers are'then decrypted in Sstep S604.

database ss[s@m4 y Al ghilst modituing thecRiaBMis ot Bibg dofiarh Prefydioshess, the
encryption é)ﬁ g%ﬂé:s o;}e% %141%;]623[%)61%1;@%3(%5& R 8%@ o elg tn%?n%llgP trhf ?%‘ﬁ{ ovtﬁ% user.

Ion eng ne SI mul T aneou

The impace@cthelwtiatirpebfoimgnce@f did ﬂjﬂaﬁbﬂ@ databeeafstemdb ymanhﬁed by using a
decr%/ ption of each of the buffers is perforned in a
hardware eggryptian engipe jayipgpitiple chanpelp end fisiribytingeach data page acrpss the

channels f&LbfrcfxfeE éorrpl eting the decryption processing
sirmul tangousl y.

[0046] In an alternative embodiment, a multi-channel hardware compression engine is added
to the hardware encryption engine to compress the data pages prior to storage in the data storage
system and decompress the data pages after retrieval from the data storage system. Anyofa

number of known compression algorithms may be used without departing from the scope of the



Once the decryption has been conpleted, the encryption
engi ne transfers the decrypted data in step S605 into
woOheosnsnienenory in the sane manner as descri bedralsene/ 011333
with respect to Figure 4. This process reassenbl es the
dat a page using unencrypted buffers by overwiting the
encrypted buffers in the main menmory. Finally, in step
the sameS6aKat desvaibed ehrestfedthd Atmlwaagencoyioai eniging, witk tier additmed of
. . data.is sent .to the RDBMS. . [0045] . The inventiaon
inciudinggguGe Fon 0 SUBIREy PUCSCHIN S VAl Seeut 1 P daR stgesp system
used to skt ald BRPresi@t @ha @%e‘éy §hRMacBhg S haBidayy SRl thy chgpiebon will
RDBMS, or using software proxy routines, the
generallyechangp theonmbker afgegtoss waeided to store ehcit datmpdgedat dlraeferd ajso the
. —achieved in a.nmnner transparent the user.. Th .
tocarion B B et SR aPEivd BB HaRbe 8¢ PRst R uiol figren o wacking
utility wPSSPIRNEWTnS Bkilled i e ZRd thitefosd Wl AottRrdd¥@itRd in additional
~encryption engine having nultiple channels and
detail hegfiist r i buti ng each data page across the channels for
processi ng. 4 | 0. | Lve i
o071 5% EE5S0 R hORASL k9 SRR X BTl e upon
storage drh€triBod] dfeealaensagy Pl analestgitive ehtbodimatteths htuldevactadraryption

. .pages prior to storage in the data.storage sys and
engine 15@%@&5@%% 0%@%@9@%&5& e el ¥ QR 1 G P PR B ware
encrypti%géng%riﬁé b 950 Pé( &b ek o&jyb@oeééggﬁéqiﬁ%d &JHMBs within the data

ession algorithns ma used w t hout departing
page. Infthisnmdriner, $ecqmeryption Rgtidre csmbefins tunkdito desyptionbuthe bensdive data

. for the hardware encr lon . engine, with the.addition
while leqsfig HEFeFRRIRGET 41 15 4 Y109 4 FoReet s SRt e L
[0048] | OFtRd fo?égoﬁfé dei&iftionlkofIRSInQERidntickdifhel MeAdiSEBIOADE data as
system used to store the conpressed data pages, This

occurring peiwieen theirslatiensd detabise snaneecnend syBpprraddhorpaipting system. In
s Ry RSyl iR gL Bt g
between e ?ﬂ&atﬂ@ts@_stﬁ&gﬁf@helﬂﬂdﬁhm ﬁl‘ehsfsttg_ﬁi, hetSsIe_ell’l ﬂgaeﬁ]syﬁtergmnd’ ke disk

I np enentation o such a.tra 1N U | W e
controlleg iAW eRIPIEE AHEOVS kﬁﬂ}d%@a Within fhe RA%N@ ar {D%ﬁwsfr Biedoiapft column
handling'_llﬁlghig thiepEMIEdnd @dﬁgﬁintthé’ Bakwil ?éc%ghjzg &6/ 18 shifi0f4 diversion of

I nvention has been described above as processing

the presemnhinyentiontoday af federegpimg pesitiongie or retrieval of the

[0049] g?&ﬁ@%%W%%@?@%ﬂiﬁ@%ﬁé\ﬁ@gﬁﬁ Lage%lna%xd dtegc?ibrég léh%vpv%f(ee‘,rred
embodin§éhEd ofthé PREEN BivehBdd. HbRbHES, iMs bR vhhes@at Tha @gcinveli®n is
har dwar e encryption engine nay al so be configured to

capable offiisp iprariavs othep eembinadonssind medifiFationn within daseonsadéhe inventive

| n thi nner N i,;on ) ' .
concept ¢ psbe AR Fsopti GG X SRS LEERAR ook iR o,
knowledgb 6f the Feleihe it OThé Bebadibnid debiribed hdadigaboag ere farther intended to

_ unencrypted form _ _ . o
explain best modeés known of practicing the invention and to enable others skilled in the art to

utilize the invention in such, or other, embodiments and with the various modifications required
by the particular applications or uses of the invention. Accordingly, the description is not
intended to limit the scope of the invention, which should be interpreted using the appended

claims.



[0048] The foregoi ng description of the invention
descri bes the diversion of data as occurring between
woOheooriesiati onal dat abase nanagenent system andpCiais2006/011333
operating system In alternative enbodi nents of the
The invértigndlhipmed ishe system may be configured to divert the
data between the operating systemcache and the file
system between the file systemand the dis
e o%me&rqdetg,r CIGEYRIBE 2fsRpgeniiered b aglatpnal awg%%rﬁaqaﬁ@nem
- , d 406 - gpdling within
systemn?%?@%gé%g %ﬁtgﬁg%lrpeg{)?\ﬁbt eSIggtHéwi pP recogni ze how
dividmigiaf datd peediiesignaedivr sfordgedntoragsentityi ofibafiferson t o any
of the foregoin ositions. [0049] The for.egoin
FRSCREAT SO CRBCRAD ng T v St SSRRE R Bo e
concurrenfl§, Preferred enbodi nents of the present invention.
However, it is to be understood that the invention is
staipgishedah pageiniarateagtorags sstdne aftardhbhardwitsrepcyition engine has

difications within the.scope of the inventive

COmplet%@%Qﬁﬁlog§?wg§gé’o°gﬁ3§%fsn, comensurate with the

vakReME theSREi e SncidPadOEndimeresdsbinble thedevpfdgattothe hgality of

rel evant art. The enbodi nents descri bed herei nabove
encryptegd b ffet t her i ntended to expl ai n best nodes known of

practicing the invention and to enable others skilled

in the art to utilize the invention in such, or other,

2eriedheod sccantingdo Glairth @, wheremuthe phidalfty oAbufers are sized equally.

required by the particular applications or uses of the

i nvention. Accordingly, the description is not

3. MiRNA&dod Qedokdihd tot @ﬁdlirﬁ GORRerefn thd ﬁaﬂdﬂz‘éﬁé\%ﬂcﬁ&zﬁoﬁ‘é#&i@e comprises

shoul d be interpreted using the appended cl-ains. Th
a pluralifyrmfeheirels aldaianke df the plalitx ofibuffend is presestasl tp piresngcde epe of the
Jurality? gﬁs siored by a rel ational database managenent
plnaly§§ M a data storage system the method conpri sing
the steps of: dividing a data page designated for
storage into a,pluraljt% of buffers; presenting the
4o| Kheanethgd agcopsling oy Glaim 3awheteinihe aumheraf puflsrs canas te number
tR be encrypted concurrently; storing the data page in
of channgls. .
a data storage systemafter the hardware encryption
engi ne has conpleted encryption of the plurality of

buffers erel.n the hardware, epcrypt.i on engi ne ..

5 chrsSarbrd Soring o Glaadem are B EVHInE SeF FomRses determining a
memory@REF¥PHARNAUE fRE Pagefor T JTREOPIHrAeFOf Wlithgs, b@d O ai m 1,

wherein the plurality of buffers are sized equally.

wherein the presenting step comprises presenting a pointer to the memory address of each

of the plurality of buffers to the hardware encryption engine.

6. The method according to Claim 1, further comprising the step of presenting the
plurality of buffers to a hardware compression engine to be compressed concurrently,
wherein the data page is stored after the hardware compression engine has completed

compression of the plurality of buffers.



3. The nmethod according to Claim1, wherein the

har dware encryption engi ne conprises a plurality of
woheosnesae and each of the plurality of buffersPC$/US2006/011333

presented to a respective dde of the plurality of

channels. 4. The nethod according to Caim3, wherein

t i pndyes i fABhde i
7 B Py Brg R IRl Bh< in an

encrypteddforingiha gystmeponpnpingses deterni ning a nenory address

within the dat.a page for each of the plyralit f
2 SRIPEFSECTVER VAR ABTOPeTRE ARaBeR THg ClpoRsrpri s
alb RPN HSteR, RRIREREioh Byt BBERSYin AL Rt & seRRE Hodhanaging
the plurality of bufferS to the hardware encryption
the processogithemegioryTarl the dhie dtogegsowdiempfithe Grapuieriserveli t her
%o risi n}g}p.he st.ep of presenting the plurality of
& B hp R &P eler e conpressi on engi ne to be

a fé%%ﬁﬁ@a%ba%@ﬂigﬁﬁi@hﬂ Systerd) EsredxBoittvd WahapRaesor & the computer
stored after the hardware conpression engi ne has

server, for Bipraing a relafigirabdaphnge sioradiie tha datastprage s7siB fers. 7. A
relati o r
BB AP LRSS eI Al ARl o
the operai@fPystedn A stadagOthy dita Siefage sydtau it thedapivore ssaypticn engine to
menory and a data storage systenm an operating system
be encrypies} priside storgs ﬂl%ﬁﬂ%%@%ﬁr‘%@“@éé@ﬂ' storaee AStEbibdt er server,

mbHs fIPRRGHRE aldd: el FEATR the I'éi':ﬁidﬁﬁﬂ@it%&@@ﬂlah?nﬁﬁ% &stem from

storage system of  The corputer server; a hardware
the data semageygysieontoghghardyam enetyativn eaginel o ebdeseyphadrrips e tite relational
syste or , execution, by the processor in the computer
database gé?%me“; WrSt%FFgﬁliVH’&de ﬁ%tﬁgf% nal database stored in
the data storage system neans for diverting a data
page witten by the rel ational database nanagenent
8-5?&; snenregelatiena slatahesersystepscerringrto Silgpn g durthercrmpgging means

T
of buffersdndrpmgentys therplurality ofdaffsrsfto thediavéwire rgcigpiiat engisete be

c{ead by {he rel ati onal dat abase nanagenent system from
encrypted ¢RucHAEYYst or age system to the hardware encryption

whR&Ein8e B&d@%réjé?ﬁf%bﬁbﬁ @n@h& Rlasdetht1ane ﬁht@tpggé‘@ith the plméality of

at abase nanagenent system receiving the data page.
encryptediieffgsecure rel ati onal dat abase system according to
Caim7, further conprising nmeans

9. The secure relational database system according to Claim 8, wherein the plurality of

buffers are sized equally.

10. The secure relational database system according to Claim 8, wherein the hardware
encryption engine comprises a plurality of channels and each of the plurality of buffers is

presented to a respective one of the plurality of channels.

11. The secure relational database system according to Claim 10, wherein the number of

buffers equals the number of channels.



for dividing the data page witten by the rel ati onal
dat abase managenent systeminto a plurality of buffers
weandeoegenti ng the plurality of buffers to thecT/us2006/011333
har dwar e encrypti on engi ne 40 be encrypted
concurrently, wherein the hardware encryption engine
reassenbl es the data page with the plurality of
12e Mheygptue rdatidnat datatgise Jystens ecogrding & Glaing Bawheigtiblihd §reans 10r

tem according.to C ai wherein the
dividing 3 PRSP Crair-S AN §F Cagt oG Spetpe ol Miifthe dat
page for eﬁéﬁ SP@e praNSl SMvaFeer #igng to A aim8, wherein the
dware encryption engine conprises a plurality of

witehnein tles memd"oemebﬁrtbmg tﬂmplptaht}mﬁ huffest tofig hardyay esenCI'YPUOH

. resente res ve o f
engmne pr ‘étﬁ Ao erltg g @gu dross @ F g%c?loorgglp %}B_{alﬁ aéieﬁ%f{/egg 0 the
hardware@ﬁ 5 eh s, CI aim 10, wherein the nunber of buffers
qual s the nunber of channel s.12. The secure
reI atl onal dat abase system according to Claim,
segurg rerleggc%{slﬁ; £t815a(§e tsiétéjrh 'agcotr(li]iﬁg qrr(gtrr:garu)ﬁ}ag ?udrﬁ{e? Bomprising:
aﬁura\haﬂ@cbh@rébabﬁeng@e for each of the plurality of

mgAns o G OB P A2 R i B B ORLAPSE B stem
to the har{llﬁ%%q‘{&hﬁ} sl eﬂ‘ﬁ?t% l‘j(} Pee &6%1%%%& bYioPRiGRE; 1Ak d8@PRgOM the data

ty of 0 thée hardware encryption
storagesysram,rmd 13. The secure rel ational database system

ccC to d |m 7 r.Co
eSS e SR sy B DR PR BB 41 System to
the hardvo%é Mn%teé%\’oﬂ Qfgideabdkidesshprdgtead pasetonma a@aimat dsatmbem
to the hardware conpression engine to be conpressed
managemgni systeroreseiyingithe d¢depagi a page in the data storage
system and neans for diverting the data page read by
the rel ati onal database nmanagenent systemto the
14)1aA dvaire rasionabdsimse eystpnn fortstoring ddecdfrmpcksiona dptabme inan

to the rel ational K database managenent system receiving
encwtle?@ndﬁ]FéYﬁST@éon@@smﬁ secure rel ational database system

a 3(9{1 wbOde 'r\%? HdGhe a E)tmc%s%?' AhbRBA} arfdied @NASBrazd slem;

enc ypted form e System conpri si ng .
an operating system, for executton by the processor in the computer server, for managing

the processor, the memory and the data storage system;

a hardware encryption engine;

a relational database management system, for execution by the processor in the computer
server, for managing a relational database stored in the data storage system,

wherein, prior to calling a write function of the operating system to store a data page in
the data storage system, the relational database management system is configured to divide the
data page into a plurality of buffers and present the plurality of buffers to the hardware
encryption engine to be encrypted concurrently, wherein the hardware encryption engine

reassembles the data page with the plurality of encrypted buffers.



a conputer server having a processor, a nenory and a
data storage system an operating system for
woexemuisae by the processor in the conputer sepPCeUs2600/011333
managi ng the processor, thesnenory and the data
storage system a hardware encryption engine; a
rel ati onal database managenent system for execution
buffers atyysitddeeqpalbcessor in the conputer server, for managi ng
a relational database stored in the data storage
system wherein, prior to calling a wite function of
16§10 BRLAL BB of N HafBhIcQy bR R a8 (186814, Rwiidién € irdware
storage system the rel ational database managenent )
encrypticyentgam dosipciors 4 pjuradity ofchdinglsiend ¢ash ddthe Murghityi eftbyfigrs 1s

urality of b er d present the plurality of
presente&?f? @F%ecﬁéﬁe ?%eegi{g? Bsdﬁﬁlgy 8ﬁ%}|‘%‘?lis on engi ne to be
encrypted concurrently, wherein the hardware

encryption engine reassenbles the data page with the
11 Thabsecnye rstationdldptsbase sysiemercsondin tor(dlaim £6.syhesein the number of

equal,l y. 16, secure rel ational database system
buffers eﬁ@%{%bﬁ?ﬁﬁlﬁ% 50@@?%?%.&[4, wherei n the hardware encryption
engi ne conprises a plurality of channels and each of
the plurality of buffers is presented. to respective, .
18ndhe pecprrarelsitignali databassr sysiemiarspriingtp Claig %e‘?sl&ﬁean the relational
edrAbd l Eorit RAARED HEnd flsMyifin the data page
database\f\%@?%%ﬁé}ﬁﬁ%g%%er lgﬁyeghtﬁ%rs equal s tlﬁ'ea nur%ber of pag
for each ofthepdirslity b8 buffers, selcur e rel ati onal dat abase system

ccording to im14, wherein the.rel ational databas
Wty Sioarat Gy (aAPHE HABRPTRII S ITD T EIe o & R D er 0
the mem@if%ﬂd’cﬁﬁs ¥F Ldoh Bf e 16kALISy dTaserefab tekdtdRbretdheryplion ahdihe/
of’ buffers, and wherein the relational database
managenent systemis configured to present a pointer
o-the nmenoty. o) C . i . .
1B AP o AR R Bl S, Gl )t} comprising o
hardwaré&sibipressictl ailgienahedit thb asiaticnas isiabase amndgengertt sysimiiswonfigurd
14, further_conprising a hardware ponpressign en ine,d
to preseniffes lialipHE budiet o Shelardwing LB THERA GBAEALC By SYBRCPE
concurre&ﬁ? éﬁ%%aﬂﬁ RESwEN ﬁlh&?oﬂﬂﬁ@b%éﬂtiﬂg syRtehd & fork thd d8a page in
ar dwar e conpression engi ne to be conpressed
the data storagasysterhl y prior to calling the wite function of
the operating systemto store the data page in the
data storage system 20. Conputer-executabl e program

200€¢RnHuflr @ etatfe HROTRIH 85dd £618d6h @ cBRfutHMreddaBle medium, the

computer-executable program code for encrypting data pages stored by a relational database

management system in a data storage system, the computer-executable program code
comprising:

code to divide a data page designated for storage into a plurality of buffers;

code to present the plurality of buffers to a hardware encryption engine to be encrypted
concurrently;

code to store the data page in a data storage system after the hardware encryption engine

has completed encryption of the plurality of buffers,



comput er - execut abl e program code for encrypting data
pages stored by a relational database managenent
weysicEnsiln a data storage system the PCT/US2006/011333
comput er - execut abl e programécode conprising: code to
di vi de a data page designated for storage into a
plurality of buffers; code to present the plurality of
encrypteliblifferss to a hardware encrypti on engine to be
encrypted concurrently; code to store the data page in
a data storage systemafter the hardware encryption
net | : L LAl f :
28N GH8 r%g},ﬁgﬁtgf %eteg%bgﬂof@%g gk BcBlink RECRAH"R, bhirof the plurality
of buffers amgrutaereqeal&c ut abl e program code according to daim
20, wherein the plurality of buffers are sized
equal ly. 22. The conput er-execut abl e program code
28C 99k dbRGuibRetdotiabledlo MRl Boddi@inb & él’é@rﬁ%&)?%ﬁéﬁé&tth@n
engi ne conprises a plurality of channels and each of
hardwarg ¢reryitionainging cofiphsesfagrisrality qfichsmrelseahdteactaof the pbuelity @f buffers

. of the.plural.ity .of..ch els. 23. The
18 presengegiﬁtg&trg@_e tk‘%ccﬁ]teé’rglﬂéey I&P@b‘fya%}’@a’&‘bdsaccor ding to Claim
22, wherein the nunber of buffers equals the nunber of
channel s. 24. The conputer-executabl e program code
23 ¢ dbe epmyLenexseaiahleuogrameode acqording Eﬁj&aﬂé 23i vherein the number
| nmenory address within the data
Ofbufferggg‘gal#)%rg%gg%%ﬁ%%gﬁgﬂ%l urality of buffers, and wherein
the code to present the plurality of buffers presents

inter to the nory address of each of the i
2%1 1hg P?myu%remvtﬁgﬁéﬁr%awedﬁ arcahding taGlar 30 wherein the code to

divide th€ ﬁgﬂa?%ge dRerndings ﬂ@@g&%&&&&g GHILAPIHE B8 @@)@g@'&? of the plurality

according to Claim20,” further conprisin
of bufferpramdent the plurality of buffers to a hardware

R R AR e 18 G R PSS RresP i ot dpaigmemory
address oT@AEH €5thE purdlitg bNBuffas tCAPRhRIWRE GRIFtRESNgMeof t he
plurality of buffers.

25. The computer-executable program code according to Claim 20, further comprising
code to present the plurality of buffers to a hardware compression engine to be compressed
concurrently,

wherein the data page is stored after the hardware compression engine has completed

compression of the plurality of buffers.



