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BLOCKCHAIN VALIDATION SERVICE MANAGEMENT METHOD AND SYSTEM

[0001] This application claims priorities to Chinese Patent Application No. 202311763697.3,
filed with the China National Intellectual Property Administration on December 20, 2023, entitled
"BLOCKCHAIN STAKING METHOD AND SYSTEM", and to Chinese Patent Application No.
202410427496.4, filed with the China National Intellectual Property Administration on April 9,
2024, entitled "BLOCKCHAIN VALIDATION SERVICE MANAGEMENT METHOD AND
SYSTEM", both of which are incorporated herein by reference in their entireties.

TECHNICAL FIELD

[0002] This application relates to the field of cloud computing, and more specifically, to a

blockchain validation service management method and system.

BACKGROUND

[0003] Ethereum (Ethereum) is a smart contract platform based on blockchain technologies. A
blockchain node in Ethereum may participate in staking and serve as a staking node. Specifically,
an identity of a user of Ethereum may be validated through a validation computing client (validator
client) to become a validation user. The validation user processes or validates transaction
information on the platform, adds a new block to a blockchain, or verifies validity of a newly
added block, and broadcasts, to another node in the blockchain through at least one blockchain
node, data obtained by a validation computing application.

[0004] The user of Ethereum usually deploys a blockchain node, that is, a user node, in a user
node pool of a cloud service system to accelerate validation computing, enhance a broadcast
coverage speed, and improve average validity of a plurality of nodes. Because a validation
computing service consumes a large quantity of compute resources, the user usually temporarily
creates a user node when the user wants to participate in staking. However, it takes a long time to
create the user node, and the user node may be in an unavailable state in a target period. In addition,
in Ethereum, a software architecture of each node needs to be periodically maintained and
upgraded to ensure that functions of the node are consistent with protocols in the entire blockchain.
In a case where software architecture maintenance and upgrade of the user node occurs during
execution of the validation computing service, the user node may also be in an unavailable state

in the target period.
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SUMMARY

[0005] This application provides a blockchain validation service management method and
system, to improve validity of a user node in a blockchain.

[0006] According to a first aspect, an embodiment of this application provides a blockchain
validation service management method. A blockchain includes a plurality of blockchain nodes, the
method is applied to a blockchain validation service management system, the blockchain
validation service management system includes a plurality of shared nodes and a plurality of
dedicated nodes, the shared nodes and the dedicated nodes are used as blockchain nodes, and the
shared nodes store synchronization data of the blockchain. The method includes: receiving a user
node creation request from a first user, and creating at least one dedicated node based on data of a
first shared node in the plurality of shared nodes, where the at least one dedicated node is used as
a user node of the first user; receiving first data from a validation computing application of the
first user; generating second data based on the first data, where the second data includes the first
data, an identifier of the first user, and an identifier of the user node; and sending the second data
to the plurality of blockchain nodes.

[0007] The blockchain validation service management system provided in this embodiment of
this application includes the plurality of shared nodes, and the shared nodes store the
synchronization data of the blockchain, so that a creation speed of a user node can be improved,
thereby improving validity of a user in performing a validation task.

[0008] In a possible implementation of the first aspect, generating the second data based on
the first data includes: In a process in which the second data is generated, if the user node is
available, the user node generates the second data based on the first data.

[0009] In a possible implementation of the first aspect, generating the second data based on
the first data includes: In the process in which the second data is generated, if there is a first period
in which the user node is unavailable, the first shared node generates one part of the second data
based on the first data in the first period; and in a second period in which the user node is available,
the user node generates another part of the second data based on the first data, where the second
data includes the first data, the identifier of the first user, the identifier of the user node, and an
identifier of the first shared node.

[0010] In such an implementation, the first shared node may temporarily replace the
unavailable user node to perform the validation computing service. Regardless of whether the user
node is available, the entire blockchain validation service management system may continuously
receive the first data, thereby improving broadcast efficiency and reliability of the first data.

[0011] In a possible implementation of the first aspect, that the user node is unavailable
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includes: The user node is in a creation process, or the user node is in an upgrade and maintenance
process.

[0012] The technical solutions in embodiments of this application cover a plurality of cases in
which the user node is unavailable, and the blockchain validation service management system is
stable and reliable.

[0013] In a possible implementation of the first aspect, the blockchain validation service
management system further includes a validation computing application interface, and receiving
the first data from the validation computing application of the first user includes: The validation
computing application interface receives the first data from the validation computing application.
The method further includes: If the user node is available, the validation computing application
interface sends the first data to the user node; or if the user node is unavailable, the validation
computing application interface sends the first data to the first shared node.

[0014] The validation computing application interface is deployed in the blockchain validation
computing service management system, so that the validation computing application does not need
to perform complex computation to determine a node used to receive the first data, and the first
shared node does not need to perform complex computation to determine whether each period is
used to receive the first data, thereby reducing complexity of the entire system.

[0015] In a possible implementation of the first aspect, the plurality of shared nodes are
deployed in a plurality of regions, and sending the second data to the plurality of blockchain nodes
includes: sending the second data to a second shared node, where the second shared node is a
shared node located in a same region as the user node; and the second shared node sends the second
data to the plurality of blockchain nodes.

[0016] In such an implementation, the user node may broadcast the second data in the local
region through the shared node in the same region.

[0017] In a possible implementation of the first aspect, that the second shared node sends the
second data to the plurality of blockchain nodes includes: The second shared node sends the second
data to a third shared node in a region to which a target blockchain node belongs; and the third
shared node sends the second data to the target blockchain node.

[0018] In this implementation, the shared node is configured to broadcast validation data to an
external blockchain node, thereby increasing a broadcast coverage area, reducing a broadcast delay,
reducing traffic consumption of the user node, and significantly improving a success rate of
executing a validation computing task by the user node.

[0019] In a possible implementation of the first aspect, the blockchain validation service
management system further includes the validation computing application interface, and that the
second shared node sends the second data to the plurality of blockchain nodes includes: The second
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shared node sends the second data to the plurality of blockchain nodes through the validation
computing application interface.

[0020] In such an implementation, the user node can fully utilize network performance
between a plurality of validation computing application interfaces to broadcast the second data to
the plurality of shared nodes, thereby reducing a delay of internally broadcasting the second data.
[0021] In a possible implementation of the first aspect, the blockchain validation service
management system further includes a human-machine interaction interface, the human-machine
interaction interface is configured to deploy the plurality of shared nodes and the plurality of
dedicated nodes, and the method includes: The human-machine interaction interface receives the
user node creation request from the first user; and outputs a creation success response to the first
user when creation of the user node is completed.

[0022] The human-machine interaction interface may receive the user node creation request
from the user, or receive configuration information set by an administrator, so that the blockchain
validation service management system is easy to maintain.

[0023] According to a second aspect, an embodiment of this application provides a blockchain
validation service management system. A blockchain includes a plurality of blockchain nodes, the
blockchain validation service management system includes a plurality of shared nodes and a
plurality of dedicated nodes, the shared nodes and the dedicated nodes are used as blockchain
nodes, and the shared nodes store synchronization data of the blockchain. The blockchain
validation service management system is configured to: receive a user node creation request from
a first user, and create at least one dedicated node based on data of a first shared node in the
plurality of shared nodes, where the at least one dedicated node is used as a user node of the first
user; receive first data from a validation computing application of the first user; generate second
data based on the first data, where the second data includes the first data, an identifier of the first
user, and an identifier of the user node; and send the second data to the plurality of blockchain
nodes.

[0024] In a possible implementation of the second aspect, in a process in which the second
data is generated, if the user node is available, the user node is configured to generate the second
data based on the first data.

[0025] In a possible implementation of the second aspect, in the process in which the second
data is generated, if there is a first period in which the user node is unavailable, the first shared
node is configured to generate one part of the second data based on the first data in the first period;
and in a second period in which the user node is available, the user node is configured to generate
another part of the second data based on the first data, where the second data includes the first data,
the identifier of the first user, the identifier of the user node, and an identifier of the first shared
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node.

[0026] In a possible implementation of the second aspect, that the user node is unavailable
includes: The user node is in a creation process, or the user node is in an upgrade and maintenance
process.

[0027] In a possible implementation of the second aspect, the blockchain validation service
management system further includes a validation computing application interface, and the
validation computing application interface is configured to: receive the first data from the
validation computing application; and if the user node is available, send the first data to the user
node; or if the user node is unavailable, send the first data to the first shared node.

[0028] In a possible implementation of the second aspect, the plurality of shared nodes are
deployed in a plurality of regions, the user node and/or the first shared node are/is configured to
send the second data to a second shared node, where the second shared node is a shared node
located in a same region as the user node; and the second shared node is configured to send the
second data to the plurality of blockchain nodes.

[0029] Ina possible implementation of the second aspect, the second shared node is configured
to send the second data to a third shared node in a region to which a target blockchain node belongs;
and the third shared node is configured to send the second data to the target blockchain node.
[0030] In a possible implementation of the second aspect, the blockchain validation service
management system further includes the validation computing application interface, and the
second shared node is configured to send the second data to the plurality of blockchain nodes
through the validation computing application interface.

[0031] In a possible implementation of the second aspect, the blockchain validation service
management system further includes a human-machine interaction interface, the human-machine
interaction interface is configured to: deploy the plurality of shared nodes and the plurality of
dedicated nodes; and output a creation success response to the first user when creation of the user
node is completed.

[0032] According to a third aspect, an embodiment of this application provides a compute
device cluster, including at least one compute device, where each compute device includes a
processor and a memory, and the processor of the at least one compute device is configured to
execute instructions stored in the memory of the at least one compute device, so that the compute
device cluster performs the method according to any one of the implementations of the first aspect.
[0033] According to a fourth aspect, an embodiment of this application provides a computer-
readable storage medium, including computer program instructions. When the computer program
instructions are executed by a blockchain validation service management system, the blockchain
validation service management system is enabled to perform the method according to any one of
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[0034] According to a fifth aspect, an embodiment of this application provides a computer
program product. When the computer program product is run on a blockchain validation service
management system, the blockchain validation service management system is enabled to perform

the method according to any one of the implementations of the first aspect.

BRIEF DESCRIPTION OF DRAWINGS

[0035] FIG. 1 is a diagram of an application scenario according to an embodiment of this
application;

[0036] FIG. 2 is a block diagram of a blockchain validation service management system
according to an embodiment of this application;

[0037] FIG. 3 is a block diagram of a blockchain validation service management system
according to an embodiment of this application;

[0038] FIG. 4 is a block diagram of a human-machine interaction interface of a blockchain
validation service management system according to an embodiment of this application;

[0039] FIG. 5 is a schematic flowchart of a blockchain validation service management method
according to an embodiment of this application;

[0040] FIG. 6A and FIG. 6B are a schematic flowchart of receiving validation data according
to an embodiment of this application;

[0041] FIG. 7 is a block diagram of validating a data application interface according to an
embodiment of this application;

[0042] FIG. 8A and FIG. 8B are a schematic flowchart of sending second data by a user node
to a second shared node according to an embodiment of this application;

[0043] FIG. 9 is a block diagram of a blockchain staking apparatus according to an
embodiment of this application; and

[0044] FIG. 10 is a block diagram of a controller according to an embodiment of this

application.

DESCRIPTION OF EMBODIMENTS

[0045] Each aspect, embodiment, or feature is presented in this application with reference to
a system including a plurality of devices, components, modules, and the like. It should be
appreciated and understood that, each system may include another device, component, module,
and the like, and/or may not include all devices, components, modules, and the like discussed with

reference to the accompanying drawings. In addition, a combination of these solutions may be
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used.

[0046] In addition, in embodiments of this application, terms such as "for example" and "such
as" are used to represent giving an example, an illustration, or description. Any embodiment or
design scheme described as an "example" in this application should not be explained as being more
preferred or having more advantages than another embodiment or design scheme. Specifically, the
term "example™ is used for presenting a concept in a specific manner.

[0047] In embodiments of this application, "relevant (corresponding, relevant)" and
"corresponding (corresponding)” may sometimes be mixed. It should be noted that meanings to be
expressed by the two are consistent when a difference between them is not emphasized.

[0048] This embodiment relates to some new functional modules or units divided based on
functions or logic, for example, a validation computing application interface (validating hub, VH)
and a submodule of the validation computing application interface. A person of ordinary skill in
the art may know that, with the evolution of network architectures and the emergence of new
service scenarios, modules or units with similar functions and definitions may have different
names, and the different names should not be considered as a limitation on the technical solutions
of this application.

[0049] A service scenario described in embodiments of this application is intended to describe
the technical solutions in embodiments of this application more clearly, and does not constitute a
limitation on the technical solutions provided in embodiments of this application. A person of
ordinary skill in the art may know that with the evolution of the network architecture and the
emergence of a new service scenario, the technical solutions provided in embodiments of this
application are also applicable to similar technical problems.

[0050] The following briefly describes common technical terms in this field.

[0051] Cloud computing (cloud computing) is a computing mode in which dynamically
scalable virtualized resources are provided in a form of a service through a network. Platform as a
service (platform as a service, PaaS) is one of main modes of multi-tenant cloud computing. On a
PaaS platform, different tenants are registered to use resources and services on the PaaS platform.
A public cloud service of the PaaS platform can provide blockchain as a service (blockchain as a
service, BaaS) for public cloud tenants.

[0052] In the field of cloud computing, a region (region) and an availability zone (availability
zone, AZ) are concepts used to divide data centers and server resources. A region is a geographical
region that usually contains a plurality of data centers, and each data center contains a plurality of
AZs. Each AZ is usually an independent data center with power supply, network, and physical
devices of the AZ. For example, global regions can be divided into Asia, Americas, and Europe,
and regions in China can be divided into East China, North China, Central China, and the like.
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[0053] A blockchain (blockchain) is a distributed database technology in which a plurality of
nodes in a peer-to-peer network jointly maintain a continuously growing chain list ledger
constructed by timestamps and ordered data blocks through a consensus mechanism manner
designed based on cryptography technologies. In this technical solution, any plurality of
blockchain nodes participating in a blockchain compute and record, by using a cryptographic
algorithm, data of all information exchange in a system in a period of time into a data block (block),
and generate a fingerprint of the data block, to chain (chain) and validate a next data block. All
nodes in the system jointly validate authenticity and validity of the data.

[0054] A block height (block height) is a height of a latest block confirmed on a blockchain
network. Each time a new block is added to the blockchain, the block height increases. Therefore,
the block height may indicate a current status and progress of the blockchain network. When a
node is running normally and is synchronized with the blockchain network, the node continuously
receives new blocks and updates a block height of the node. Therefore, whether a node is running
normally and is synchronized with the network may be determined by checking a block height of
the node. If a node does not update a block height of the node for a long time or the block height
of the bode deviates significantly from a block height of another node, it may indicate that the
node is faulty, cannot run normally, or is disconnected from the network. In other words, the node
IS in an unavailable state.

[0055] A general-purpose PoS chain is a blockchain network based on a proof of stake (proof
of stake, PoS) consensus mechanism, and a main feature of the general-purpose PoS chain is that
the general-purpose PoS chain can support a plurality of types of applications and smart contracts.
Ethereum (Ethereum) is a public blockchain platform based on the general-purpose PoS chain. In
Ethereum, a new block is generated in each slot. A blockchain node in Ethereum may participate
in staking and serve as a staking node. Specifically, a user of Ethereum has a digital signature, a
validation computing client, and a plurality of validation nodes, and an identity may be validated
through a validation computing client (validator client) to become a validation user. Then, the
validation user processes or validates transaction information on the platform through a plurality
of validation computing applications (validator) in the validation computing client, adds a new
block to the blockchain, or verifies validity of the newly added block, and broadcasts, to another
node in the blockchain through at least one blockchain node, data obtained by the validation
computing application.

[0056] In this embodiment of this application, the user participating in staking may be referred
to as a validation user or a staking user, participating in staking may be referred to as executing a
validation service, data obtained through processing or validation may be referred to as staking
data or validation data, a node that executes the validation service may be referred to as a staking
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node or a user node, and the validation computing application may be referred to as a validator.
Mixed use of specific names should not be construed as a limitation on the technical solutions of
this application. In subsequent embodiments, Ethereum is used as an example to describe a method,
an apparatus, a system, and the like applied to a general-purpose PoS chain. This should not be
construed as a limitation on the technical solutions of this application.

[0057] Specifically, a rule for selecting a staking node in Ethereum is determined through
randomness. The RANDAO algorithm is used in Ethereum to achieve randomness. In this
algorithm, a hash value from a block proposer is combined with a seed (seed) that is updated with
each block to generate a random number, and this random number is used to select a specific
staking node from all staking nodes to perform the validation service. Therefore, activities in a
blockchain system usually involve global regions.

[0058] Specifically, a blockchain node may be hardware, virtual hardware, or a container, and
each blockchain node has an IP address and a digital signature. As shown in FIG. 1, a plurality of
validation computing clients may obtain latest data of a current blockchain from at least one
arbitrary node in the blockchain, perform specific validation computing, and send validation data
to a plurality of user nodes. The plurality of user nodes separately broadcast the validation data to
most nodes in the blockchain, to prove validity of staking. One validation user may deploy one
validation computing client for each user node, and each validation computing client includes a
plurality of validation computing applications that can perform parallel computation, to accelerate
a validation computing speed.

[0059] The user of Ethereum usually deploys a blockchain node, that is, a user node, in a user
node pool of a cloud service system to accelerate validation computing, enhance a broadcast
coverage speed, and improve average validity of a plurality of nodes. Because a validation
computing service consumes a large quantity of compute resources, the user usually temporarily
creates a user node when the user wants to participate in staking. However, it takes a long time to
create the user node, and the user node may be in an unavailable state in a target period. In addition,
in Ethereum, a software architecture of each node needs to be periodically maintained and
upgraded to ensure that functions of the node are consistent with protocols in the entire blockchain.
In a case where software architecture maintenance and upgrade of the user node occurs during
execution of the validation computing service, the user node may also be in an unavailable state
in the target period.

[0060] Further, if all user nodes are located in a same region, a network delay for broadcasting
data to another region may be high, and data transmission traffic may be low. As a result, a message
loss (miss) occurs on most nodes in the another region in a current slot, causing a plurality of

validation task failures and low validity of the nodes in the blockchain. In addition, the user node
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needs to broadcast validation data to all nodes in the blockchain in each slot, resulting in high
traffic consumption.

[0061] In view of this, an embodiment of this application provides a blockchain validation
service management method and system, to improve validity of a user node in a blockchain.
[0062] The following describes, with reference to FIG. 2, a blockchain validation service
management system provided in this application. As shown in FIG. 2, a blockchain includes a
plurality of blockchain nodes, a blockchain validation service management method is applied to
the system, a node pool of the blockchain validation service management system includes a
plurality of shared nodes and a plurality of user nodes, and the shared nodes and the user nodes
are used as blockchain nodes. Each shared node pool periodically synchronizes blockchain data in
an external blockchain node, and stores the blockchain data in a storage device of the shared node
pool.

[0063] In some embodiments, a validation computing client does not directly send validation
data to the user node, but sends the validation data to a validation computing application interface.
When the user node is available, the validation computing application interface sends the
validation data to the user node. When the user node is unavailable, for example, the user node is
in a creation process or in an upgrade and maintenance process, the validation computing
application interface sends the validation data to a shared node, and the shared node is used as the
user node. In addition, latest blockchain data may be directly obtained from the shared node to
initialize the user node, thereby improving a creation speed of the user node.

[0064] The blockchain validation service management system provided in this embodiment of
this application includes the plurality of shared nodes, and the shared nodes store the
synchronization data of the blockchain, so that a creation speed of a user node can be improved,
thereby improving validity of a user in performing a validation task.

[0065] The foregoing solution is applicable to a scenario in which a single node pool is
established in a region to which a user node belongs. The solution may also be further extended to
a scenario in which a plurality of node pools are established in a plurality of regions, to improve
availability of user nodes in the plurality of regions and more accurately manage the user nodes
and the shared nodes. With reference to a block diagram of a blockchain validation service
management system shown in FIG. 3, the following describes a logical relationship between some
entities in the blockchain validation service management system in this embodiment.

[0066] This embodiment provides a blockchain validation service management system, and
data centers are disposed in a plurality of regions. It should be understood that the region in this
application mainly refers to a region within a global range. An administrator of the blockchain

validation service management system may perform configuration in the system, and create a
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plurality of blockchain nodes in a plurality of hosts/virtual machines/containers in each region.
The blockchain node may be a virtual machine/container, and is deployed in the data center.
Specifically, the blockchain nodes in this embodiment may be classified into shared nodes and
dedicated nodes. A plurality of shared nodes are deployed in a data center in each region, and a
plurality of dedicated nodes are deployed in a data center in at least one region. Both the shared
node and the dedicated node include a software layer and a storage device, and the dedicated node
includes a software layer and a dynamic capacity storage device.

[0067] Further, all shared nodes in each region are separately collected to form a shared node
pool in each region, and all dedicated nodes in each region are collected to form a dedicated node
pool in at least one region.

[0068] In an embodiment, as shown in FIG. 4, the blockchain validation service management
system includes a human-machine interaction interface, and the human-machine interaction
interface includes an administrator interface. The administrator of the blockchain validation
service management system may deploy a shared node pool and a dedicated node pool through the
administrator interface, or manage a shared node pool and a dedicated node pool deployed in each
region. Specifically, a division manner of the regions may be changed, a quantity of shared nodes
or dedicated nodes may be adjusted, and a memory resource, a storage capacity, network
bandwidth, or the like of a node may be set.

[0069] The following describes a procedure of a blockchain validation service management
method with reference to a schematic flowchart shown in FIG. 5.

[0070] S510: Receive a user node creation request from a user, and create at least one dedicated
node as a user node based on data of a first shared node in a plurality of shared nodes.

[0071] When the user wants to create a user node and participate in staking of the blockchain,
the user requests to create the user node in the blockchain validation service management system.
The blockchain validation service management system creates a dedicated node in a dedicated
node pool of at least one region as a user node. In other words, the dedicated node pool may include
user nodes of a plurality of different users.

[0072] It should be understood that each node in the blockchain periodically obtains latest
blockchain data at a current moment from another node, and stores synchronization data of the
blockchain, to ensure data consistency between the nodes. This synchronization data periodicity
may be described by using a period (period) and a slot (slot). Specifically, one period includes a
plurality of slots. According to a protocol of the blockchain, some data needs to be synchronized
in each slot, and other data needs to be synchronized only in each period. Each node needs to
perform synchronization at least once in each period.

[0073] For ease of description, in this application, the shared node or the dedicated node in the
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blockchain validation service management system is referred to as an internal node, and another
blockchain node outside the blockchain validation service management system is referred to as an
external node. In addition, in subsequent embodiments, an example in which duration of one
period is 384 seconds and duration of one slot is 12 seconds is used for description.

[0074] In the blockchain validation service management system, each shared node pool
periodically synchronizes blockchain data in an external node. Each node in the shared node pool
has a same data synchronization periodicity, but has different data synchronization moments. In
an embodiment, a synchronization periodicity of a shared node pool is duration of one period, that
is, 384 seconds. A part of shared nodes perform synchronization at a (384*K+12)"" second, a part
of shared nodes perform synchronization at a (384*K+24)" second, and a part of shared nodes
perform synchronization at a (384*K+36)" second, where K is a natural number. The rest may be
deduced by analogy. When a quantity of shared nodes in the shared node pool is greater than or
equal to 32, data of at least one shared node in the shared node pool is consistent with latest
blockchain data of the external node in the current slot, and these shared nodes store latest
synchronization data of the blockchain. These shared nodes are referred to as first shared nodes.
[0075] Optionally, each time data synchronization is performed, the shared node may store
successfully obtained blockchain data into a backup data memory, to further improve data security.
[0076] In an embodiment, the blockchain validation service management system creates a user
node at a (384*K+15)™ second, and the user node may be initialized based on blockchain data at
the (384*K+12)"" second in the shared node pool of the current region.

[0077] A plurality of shared nodes in the shared node pool synchronize blockchain data in
different slots of a blockchain period. The blockchain validation service management system may
create a user node based on latest blockchain data in the shared node pool in the current region, so
that an initialization operation has a low delay and high validity.

[0078] In an embodiment, as shown in FIG. 4, the human-machine interaction interface of the
blockchain validation service management system includes a user interface. The user may initiate
a user node creation request through the user interface, perform upgrade and maintenance on the
user node, view a log, or access the user node to view various information in the blockchain. Each
user manages a user node of the user. For example, a user 411 may manage a user node 421, and
a user 412 may manage a user node 422.

[0079] Further, the blockchain validation service management system outputs a creation
success response to the user when creation of the user node is completed.

[0080] The human-machine interaction interface may receive the user node creation request
from the user, or receive configuration information set by an administrator, so that the blockchain

validation service management system is easy to maintain.
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[0081] S520: Receive first data from a validation computing application.

[0082] In an embodiment, a validation computing application interface (validating hub, VH)
is deployed in the blockchain validation service management system. The VH may be configured
to: receive the first data from the validation computing application, send the first data to the user
node and/or the first shared node, and receive data from the validation computing application
interface, or send data to the validation computing application interface.

[0083] Specifically, the VH is a module having a high-performance network communication
component, and may forward heavy-traffic data, for example, simultaneously receive first data
from a plurality of validation computing clients and forward the first data to a specified internal
node. It should be understood that the foregoing components and modules are merely logical
divisions, and may be software, hardware, or a combination of software and hardware.

[0084] It should be understood that the validation computing application in the validation
computing client needs to obtain latest blockchain data for validation computing. In an
embodiment, the validation computing client may obtain blockchain data from an internal node in
the region to which the VH belongs through the VH. In another embodiment, the validation
computing client may obtain blockchain data through an external node to which a connection is
established. For ease of description, the validation computing application and the validation
computing client are not distinguished in subsequent embodiments, and are collectively referred
to as the validation computing application for description.

[0085] In this embodiment of this application, a persistent connection is established between
the validation computing application and the VH, and the VH provides high reliability for the
persistent connection. A persistent connection refers to a connection that remains active for a
period of time after being established between two communication parties and allows for a
plurality of data transmissions. In the persistent connection, once the connection is established,
both communication parties can send and receive data at any time without re-establishing a
connection for each communication.

[0086] For ease of description, a connection between the validation computing application and
the VH is referred to as an external connection, and a connection between the internal node and
the VH is referred to as an internal connection.

[0087] S521: When the user node is available, the user node receives the first data from the
validation computing application.

[0088] In the foregoing embodiment, a process of creating a user node takes several minutes.
If the first user node is in a state in which creation is not completed, it is considered that the first
user node is in an unavailable state. In addition, if the software layer of the first user node is being
maintained and upgraded, it is also considered that the first user node is in an unavailable state.
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[0089] For ease of description, a VH located in a same region as the validation computing
application is referred to as a first validation computing application interface, and a VH located in
a same region as the user node is referred to as a second validation computing application interface.
The following describes in detail receiving of the first data with reference to a schematic flowchart
shown in FIG. 6A and FIG. 6B.

[0090] In an embodiment, as shown in FIG. 6A, the second validation computing application
interface receives the first data from the validation computing application, and the second
validation computing application interface sends the first data to the first user node.

[0091] In an embodiment, as shown in FIG. 6B, the first validation computing application
interface receives the first data from the validation computing application, the second validation
computing application interface receives the first data from the first validation computing
application interface, and the second validation computing application interface sends the first data
to the first user node.

[0092] In this implementation, network quality between the validation computing application
and the first validation computing application interface is high, so that network performance
between a plurality of validation computing application interfaces can be fully utilized, and a rate
of sending the first data internally is improved.

[0093] In the foregoing embodiment, when the first user node is available, the VH sends the
first data to the first user node. However, in some embodiments, when the first user node is in an
available state, the first user node receives the first data directly sent by the validation computing
application to the first user node. The VH in the blockchain validation service management system
is optional.

[0094] S522: When the user node is unavailable, the first shared node receives the first data
from the validation computing application.

[0095] In some embodiments, the shared node pool in each region includes at least one first
shared node, and the first shared node may be used as a second user node. Specifically, when the
second user node is in an unavailable state, a VH located in a same region as the second user node
analyzes working statuses of all shared nodes in the region, selects a first shared node according
to a specific rule, and switches network traffic for transmitting the first data from the unavailable
second user node to the first shared node, so that the first shared node receives the first data in
place of the second user node, and performs other functions of the second user node, for example,
synchronizing blockchain data and accessing a blockchain browser for a user.

[0096] Specifically, the first shared node is selected according to a specific rule. For example,
a first shared node with lowest current workload may be selected from all first shared nodes in the

current region, where the workload includes parameters such as memory usage and network traffic
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usage. Alternatively, a first shared node that is located in a same AZ as the user node may be
selected. Alternatively, a first shared node that is in the current region and has high validity in the
blockchain may be selected. Alternatively, a first shared node may be selected based on block
heights of a plurality of shared nodes. This is not limited in this embodiment.

[0097] In the foregoing embodiment, when the second user node is unavailable, the VH sends
the first data to the first shared node. However, in some embodiments, when the second user node
Is in an unavailable state, the first shared node receives the first data directly sent by the validation
computing application to the first shared node. The VH in the blockchain validation service
management system is optional.

[0098] Further, whether the second user node is available may be determined according to a
method for detecting a block height.

[0099] Further, the VH may switch, according to methods such as a message queue (message
queue), heartbeat detection (heartbeat detection), and service registration and discovery (service
registration and discovery), network traffic for transmitting the first data from the unavailable user
node to the first shared node.

[00100] It should be understood that a process in which the validation computing application
sends the first data to the first shared node is similar to a process in which the validation computing
application sends the first data to the first user node.

[00101] It should be understood that, when the second user node is available, the VH may
switch the network traffic for transmitting the first data from the first shared node to the second
user node, to enable the second user node to continue to receive the first data.

[00102] In some embodiments, if no VH is disposed in the blockchain validation service
management system, steps such as selecting the first shared node, determining whether the second
user node is available, and switching network traffic may be implemented by another network
management system deployed by the user.

[00103] In some embodiments, when the second user node is available, the first shared node
may also receive the first data from the validation computing application. For example, if network
bandwidth of the second user node is small, or the compute resources are few, it takes a long time
for the second user node to independently complete the validation computing task. There are a
large quantity of idle first shared nodes, and the first shared node may also jointly execute the
validation computing task with the second user node.

[00104] The validation computing application interface is deployed in the blockchain validation
computing service management system, so that the validation computing application does not need
to perform complex computation to determine a node used to receive the first data, and the first
shared node does not need to perform complex computation to determine whether each period is
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used to receive the first data, thereby reducing complexity of the entire system.

[00105] In such an implementation, the first shared node may temporarily replace the
unavailable user node to perform the validation computing service. Regardless of whether the user
node is available, the entire blockchain validation service management system may continuously
receive the first data, thereby improving broadcast efficiency and reliability of the first data.
[00106] S530: Generate second data based on the first data.

[00107] The first data is data obtained by the validation computing application of the user,
including a digital signature of the user but excluding a digital signature of the blockchain node.
The user node needs to send the first data to the user node for further conversion and processing
to generate the second data, for example, appending a digital signature of the user node or
modifying a timestamp, and then broadcast the second data to most nodes in the blockchain.
[00108] Specifically, the first data may be to-be-validated data generated in the blockchain
system, for example, an input parameter of a smart contract, a transaction request, or other related
information. The second data may be result data obtained through computation, validation, or
processing, for example, an execution result of the smart contract, transaction confirmation
information, or other related data, and is used to update a status of the blockchain network or
execute logic of the smart contract.

[00109] S531: If the user node is available, the user node generates the second data based on
the first data.

[00110] Itshould be understood that each blockchain node has a corresponding digital signature.
If the user node is available in an entire process of generating the second data, the finally obtained
second data includes the digital signature of the user and the digital signature of the user node. It
should be understood that the digital signature is a type of identifier.

[00111] S532: If there is a period in which the user node is unavailable, the user node and the
first shared node separately generate one part of the second data based on the first data.

[00112] Specifically, in the process in which the second data is generated, if there is a first
period in which the user node is unavailable, the first shared node generates one part of the second
data based on the first data in the first period; and in a second period in which the user node is
available, the user node generates another part of the second data based on the first data. The
second data includes the digital signature of the user node and a digital signature of the first shared
node.

[00113] S540: Send the second data to an external node.

[00114] In this embodiment, the user node is used as an example to describe a process of
sending the second data to the external node. It should be understood that a function performed by

the user node in this embodiment may also be completed by the first shared node. In subsequent
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embodiments, meanings of "broadcast™ and "send" are similar, and may be used together. This
does not constitute a limitation on the technical solutions of this application.

[00115] S541: Obtain information about the external node.

[00116] Inan embodiment, a shared node pool in each region periodically obtains information
about an external node of a local region. The external node in this application refers to the external
node obtained periodically.

[00117] Specifically, the information about the external node of the local region may be
periodically obtained based on a blockchain browser, node public information, or a node discovery
protocol. Some blockchain browsers provide IP address information of a node. IP address
information of a part of nodes may be obtained by viewing node information on the blockchain
browser. Some nodes may disclose IP address information of the nodes through an official website
or a social media account. Some blockchain networks help nodes discover and connect to each
other based on the node discovery protocol. IP address information of a part of nodes may be
obtained by participating in the node discovery protocol.

[00118] S542: The user node and/or the first shared node send/sends the second data to a second
shared node.

[00119] Inanembodiment, a plurality of shared nodes are separately selected from each shared
node pool to send the second data to the external node. The second shared node is a shared node
located in a same region as the user node, and the second shared node is configured to send the
second data to the external node.

[00120] In another embodiment, as shown in FIG. 7, the validation computing application
interface includes an external connection module, a shared node routing module, and a dedicated
node routing module. Specifically, the external connection module is configured to receive the first
data from the validation computing application, receive data from a VH, or send data to a VH. The
shared node routing module is configured to send the first data or the second data to a shared node.
The dedicated node routing module is configured to send the first data to a user node, or receive
the second data sent by a user node.

[00121] Further, the administrator of the blockchain validation service management system may
configure parameters of the foregoing modules through the human-machine interaction interface.
[00122] The user node needs to send the second data to the second shared node, so that the
second shared node broadcasts the second data to the external node. First, a procedure in which
the user node sends the second data to the second shared node is described with reference to a
schematic flowchart shown in FIG. 8A and FIG. 8B.

[00123] Insome embodiments, as shown in FIG. 8A, the user node sends the second data to the
second shared node, and the second shared node sends the second data to the external node.
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[00124] In such an implementation, the user node may broadcast the second data in the local
region through the shared node in the same region.

[00125] In some embodiments, as shown in FIG. 8B, the second validation computing
application interface receives the second data from the user node, and sends the second data to a
plurality of second shared nodes.

[00126] With reference to FIG. 8A and FIG. 8B, a procedure in which the user node sends the
second data to a third shared node is described. The third shared node is a shared node located in
a different region from the user node, and the third shared node is configured to send the second
data to the external node. In some embodiments, as shown in FIG. 8A, a third validation computing
application interface receives the second data from the second validation computing application
interface, and separately sends the second data to the third shared node in the region to which the
target blockchain node belongs. The third validation computing application interface is a validation
computing application interface located in a different region from the second validation computing
application interface.

[00127] In some embodiments, if there is no third shared node in a part of regions, the second
shared node sends the second data to external nodes in these regions.

[00128] In such an implementation, the user node can fully utilize network performance
between a plurality of validation computing application interfaces to broadcast the second data to
the plurality of shared nodes, thereby reducing a delay of internally broadcasting the second data.
[00129] In some embodiments, no VH is disposed in the blockchain validation service
management system, and the user node may directly broadcast the second data to all second shared
nodes.

[00130] S543: The second shared node sends the second data to the external node.

[00131] Insome embodiments, as shown in FIG. 8A, one second shared node sends the second
data to a plurality of external nodes located in a same region as the second shared node. In some
other embodiments, one second shared node sends the second data to a plurality of external nodes
located in any region.

[00132] Inthis implementation, the shared node is configured to broadcast validation data to an
external blockchain node, thereby increasing a broadcast coverage area, reducing a broadcast delay,
reducing traffic consumption of the user node, and significantly improving a success rate of
executing a validation computing task by the user node.

[00133] S544: The user node sends the second data to the external node.

[00134] Insome embodiments, the user node directly sends the second data to the external node.
When a large quantity of shared nodes in a part of regions are in an unavailable state due to a fault,
a network attack, or the like, the user node may still send the second data to external nodes in these
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regions based on the obtained information about the external node.

[00135] In the blockchain validation service management system provided in this embodiment
of this application, a shared node pool including a plurality of shared nodes is pre-created and
deployed in a plurality of regions. The shared node is configured to accelerate creation of a user
node, and temporarily replace an unavailable user node to perform a validation computing service.
The shared node is further configured to broadcast validation data to an external blockchain node,
to increase a broadcast coverage area, reduce a broadcast delay, and reduce traffic consumption of
the user node. These two functions can significantly improve validity of user nodes in the
blockchain.

[00136] FIG. 9 is a block diagram of a blockchain validation service management apparatus
according to an embodiment of this application. The apparatus 900 shown in FIG. 9 may be
configured to perform the blockchain validation service management method in this application.
[00137] As shown in FIG. 9, the apparatus includes an obtaining unit 910, a processing unit
920, and an output unit 930. The term "unit" herein may be implemented in a form of software
and/or hardware. This is not specifically limited.

[00138] For example, the "unit" may be a software program, a hardware circuit, or a
combination thereof for implementing the foregoing functions, and may include code running on
a compute instance. For example, the following uses the processing unit as an example to describe
an implementation of the processing unit. Similarly, for implementations of the obtaining unit and
the output unit, refer to implementations of the processing unit.

[00139] Specifically, the processing unit may include code running on a plurality of
hosts/virtual machines/containers. It should be noted that the plurality of hosts/virtual
machines/containers configured to run the code may be distributed in a same region (region), or
may be distributed in different regions. Further, the plurality of hosts/virtual machines/containers
configured to run the code may be distributed in a same availability zone (availability zone, AZ),
or may be distributed in different AZs. Each AZ includes one data center or a plurality of data
centers that are geographically close to each other. Generally, one region may include a plurality
of AZs.

[00140] Similarly, the plurality of hosts/virtual machines/containers configured to run the code
may be distributed on a same virtual private cloud (virtual private cloud, VPC), or may be
distributed on a plurality of VPCs. Generally, one VPC is set in one region. A communication
gateway needs to be set in each VPC for communication between two VPCs in a same region or
between VPCs in different regions. Interconnection between VPCs is implemented through the
communication gateway.

[00141] The processing unit is used as an example of a hardware functional unit, and the

19



10

15

20

25

30

35

processing unit may include at least one compute device, for example, a server. Alternatively, the
processing unit may be a device implemented using an application-specific integrated circuit
(application-specific integrated circuit, ASIC) or a programmable logic device (programmable
logic device, PLD) or the like. The PLD may be implemented by using a complex programmable
logic device (complex programmable logical device, CPLD), a field-programmable gate array
(field-programmable gate array, FPGA), generic array logic (generic array logic, GAL), or any
combination thereof.

[00142] A plurality of compute devices included in the processing unit may be distributed in a
same region, or may be distributed in different regions. The plurality of compute devices included
in the processing unit may be distributed in a same AZ, or may be distributed in different AZs.
Similarly, the plurality of compute devices included in the processing unit may be distributed in a
same VPC, or may be distributed in a plurality of VPCs. The plurality of compute devices may be
any combination of compute devices such as a server, an ASIC, a PLD, a CPLD, an FPGA, and
GAL.

[00143] Therefore, modules in the examples described in the embodiments of this application
can be implemented by electronic hardware or a combination of computer software and electronic
hardware. Whether the functions are performed by hardware or software depends on particular
applications and design constraints of the technical solution. A person skilled in the art may use
different methods to implement the described functions for each particular application, but it
should not be considered that the implementation goes beyond the scope of this application.
[00144] This application further provides a controller 1000. As shown in FIG. 10, the controller
1000 includes a processor 1004 and a communication interface 1008. Further, the controller 1000
may further include a bus 1002 and a memory 1006. It should be understood that the bus 1002 and
the memory 1006 are optional. The processor 1004, the memory 1006, and the communication
interface 1008 communicate with each other through the bus 1002. For example, the controller
1000 may be a compute device or an apparatus that is in a compute device and that is configured
to implement the method in the embodiment of this application. The controller 1000 may be a
server or a terminal device. It should be understood that quantities of processors and memories in
the controller 1000 are not limited in this application.

[00145] The bus 1002 may be a peripheral component interconnect (peripheral component
interconnect, PCI) bus, an extended industry standard architecture (extended industry standard
architecture, EISA) bus, or the like. The bus may be classified into an address bus, a data bus, a
control bus, or the like. For ease of representation, only one line is used for representation in FIG.
10, but this does not mean that there is only one bus or only one type of bus. The bus 1002 may

include a path for information transmission between various components (for example, the
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memory 1006, the processor 1004, and the communication interface 1008) of the controller 1000.
[00146] The processor 1004 may include any one or more of processors such as a central
processing unit (central processing unit, CPU), a graphics processing unit (graphics processing
unit, GPU), a microprocessor (microprocessor, MP), or a digital signal processor (digital signal
processor, DSP).

[00147] The memory 1006 may include a volatile memory (volatile memory), for example, a
random access memory (random access memory, RAM). The memory 1006 may further include a
non-volatile memory (non-volatile memory), for example, a read-only memory (read-only memory,
ROM), a flash memory, a hard disk drive (hard disk drive, HDD), or a solid state drive (solid state
drive, SSD).

[00148] The memory 1006 stores executable program code, and the processor 1004 executes
the executable program code to separately implement functions of the foregoing obtaining unit
and processing unit, to implement the blockchain validation service management method. In other
words, the memory 1006 stores instructions used to perform the blockchain validation service
management method.

[00149] The communication interface 1008 uses a transceiver module, for example, but not
limited to, a network interface card or a transceiver, to implement communication between the
controller 1000 and another device or communication network (for example, a plurality of servers).
The communication interface may also be referred to as an interface circuit.

[00150] An embodiment of this application further provides a compute device cluster. The
compute device cluster includes the controller 1000 and a plurality of compute devices. The
compute device may be a server, for example, a central server, an edge server, or a local server in
a local data center. In some embodiments, the compute device may alternatively be a terminal
device, for example, a desktop computer, a notebook computer, or a smartphone. The plurality of
compute devices may be the plurality of servers described above. The compute device cluster may
be configured to implement a blockchain validation service management system.

[00151] In a possible implementation, the controller 1000 is one of the plurality of compute
devices or an apparatus that is in the compute device and that is configured to implement the
foregoing method.

[00152] In another possible implementation, the controller 1000 is another compute device
other than the plurality of compute devices or an apparatus that is in another compute device and
that is configured to implement the foregoing method.

[00153] An embodiment of this application further provides a computer program product
including instructions. The computer program product may be software or a program product that

includes the instructions and that can run on a compute device or can be stored in any usable
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medium. When the computer program product is run on at least one compute device, the at least
one compute device is enabled to perform the method in embodiments of this application.
[00154] An embodiment of this application further provides a computer-readable storage
medium. The computer-readable storage medium may be any usable medium accessible by a
compute device, or a data storage device, such as a data center, including one or more usable media.
The usable medium may be a magnetic medium (for example, a floppy disk, a hard disk, or a
magnetic tape), an optical medium (for example, a DVD), a semiconductor medium (for example,
a solid-state drive), or the like. The computer-readable storage medium includes instructions. The
instructions instruct a compute device to perform the method in embodiments of this application,
or instruct the compute device to perform the method in embodiments of this application.

[00155] It should be understood that sequence numbers of the foregoing processes do not mean
execution sequences in various embodiments of this application. The execution sequences of the
processes should be determined according to functions and internal logic of the processes, and
should not be construed as any limitation on the implementation processes of embodiments of this
application.

[00156] A person of ordinary skill in the art may be aware that, in combination with units and
algorithm steps of the examples described in embodiments disclosed in this specification, this
application may be implemented by electronic hardware or a combination of computer software
and electronic hardware. Whether the functions are performed by hardware or software depends
on particular applications and design constraints of the technical solution. A person skilled in the
art may use different methods to implement the described functions for each particular application,
but it should not be considered that the implementation goes beyond the scope of this application.
[00157] It may be clearly understood by a person skilled in the art that, for the purpose of
convenient and brief description, for a detailed working process of the foregoing system, apparatus,
and unit, refer to a corresponding process in the foregoing method embodiments, and details are
not described herein again.

[00158] In the several embodiments provided in this application, it should be understood that
the disclosed system, apparatus, and method may be implemented in other manners. For example,
the described apparatus embodiments are merely examples. For example, division into the units is
merely logical function division. There may be another division manner during actual
implementation. For example, a plurality of units or components may be combined or integrated
into another system, or some features may be ignored or not performed. In addition, the displayed
or discussed mutual couplings or direct couplings or communication connections may be
implemented through some interfaces. The indirect couplings or communication connections

between the apparatuses or units may be implemented in an electrical form, in a mechanical form,
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[00159] The units described as separate components may or may not be physically separate,
and parts displayed as units may or may not be physical units, may be located in one place, or may
be distributed on a plurality of network units. Some or all of the units may be selected based on
actual requirements to achieve the objectives of the solutions of embodiments.

[00160] In addition, function units in embodiments of this application may be integrated into
one processing unit, each of the units may exist alone physically, or two or more units are
integrated into one unit.

[00161] When the functions are implemented in a form of a software function unit and sold or
used as an independent product, the functions may be stored in a computer readable storage
medium. Based on such an understanding, the technical solutions of this application essentially, or
the part contributing to the conventional technology, or some of the technical solutions may be
implemented in a form of a software product. The computer software product is stored in a storage
medium, and includes several instructions for instructing a computer device (which may be a
personal computer, a server, a network device, or the like) to perform all or some of the steps of
the methods described in embodiments of this application. The foregoing storage medium includes
any medium that can store program code, such as a USB flash drive, a removable hard disk, a read-
only memory (read-only memory, ROM), a random access memory (random access memory,
RAM), a magnetic disk, or a compact disc.

[00162] The foregoing descriptions are merely specific implementations of this application, but
are not intended to limit the protection scope of this application. Any variation or replacement
readily figured out by a person skilled in the art within the technical scope disclosed in this
application shall fall within the protection scope of this application. Therefore, the protection scope

of this application shall be subject to the protection scope of the claims.
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CLAIMS

1. A blockchain validation service management method, wherein the blockchain comprises a
plurality of blockchain nodes, the method is applied to a blockchain validation service
management system, the blockchain validation service management system comprises a plurality
of shared nodes and a plurality of dedicated nodes, the shared nodes and the dedicated nodes are
used as blockchain nodes, and the shared nodes store synchronization data of the blockchain; and

the method comprises:

receiving a user node creation request from a first user, and creating at least one dedicated
node based on data of a first shared node in the plurality of shared nodes, wherein the at least one
dedicated node is used as a user node of the first user;

receiving first data from a validation computing application of the first user;

generating second data based on the first data, wherein the second data comprises the first
data, an identifier of the first user, and an identifier of the user node; and

sending the second data to the plurality of blockchain nodes.

2. The method according to claim 1, wherein generating the second data based on the first
data comprises:

in a process in which the second data is generated, if the user node is available, generating,
by the user node, the second data based on the first data.

3. The method according to claim 1 or 2, wherein generating the second data based on the
first data comprises:

in the process in which the second data is generated, if there is a first period in which the user
node is unavailable, generating, by the first shared node, one part of the second data based on the
first data in the first period; and

in a second period in which the user node is available, generating, by the user node, another
part of the second data based on the first data, wherein the second data comprises the first data,
the identifier of the first user, the identifier of the user node, and an identifier of the first shared
node.

4. The method according to claim 3, wherein that the user node is unavailable comprises:

the user node is in a creation process, or the user node is in an upgrade and maintenance
process.

5. The method according to any one of claims 1 to 4, wherein the blockchain validation
service management system further comprises a validation computing application interface, and
receiving the first data from the validation computing application of the first user comprises:

receiving, by the validation computing application interface, the first data from the validation
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computing application; and

the method further comprises:

if the user node is available, sending, by the validation computing application interface, the
first data to the user node; or

if the user node is unavailable, sending, by the validation computing application interface, the
first data to the first shared node.

6. The method according to any one of claims 1 to 5, wherein the plurality of shared nodes
are deployed in a plurality of regions, and sending the second data to the plurality of blockchain
nodes comprises:

sending the second data to a second shared node, wherein the second shared node is a shared
node located in a same region as the user node; and

sending, by the second shared node, the second data to the plurality of blockchain nodes.

7. The method according to claim 6, wherein sending, by the second shared node, the second
data to the plurality of blockchain nodes comprises:

sending, by the second shared node, the second data to a third shared node in a region to
which a target blockchain node belongs; and

sending, by the third shared node, the second data to the target blockchain node.

8. The method according to claim 6 or 7, wherein the blockchain validation service
management system further comprises the validation computing application interface, and sending,
by the second shared node, the second data to the plurality of blockchain nodes comprises:

sending, by the second shared node, the second data to the plurality of blockchain nodes
through the validation computing application interface.

9. The method according to any one of claims 1 to 8, wherein the blockchain validation
service management system further comprises a human-machine interaction interface, the human-
machine interaction interface is configured to deploy the plurality of shared nodes and the plurality
of dedicated nodes, and the method comprises:

receiving, by the human-machine interaction interface, the user node creation request from
the first user; and

outputting a creation success response to the first user when creation of the user node is
completed.

10. A blockchain validation service management system, wherein the blockchain comprises
a plurality of blockchain nodes, the blockchain validation service management system comprises
a plurality of shared nodes and a plurality of dedicated nodes, the shared nodes and the dedicated
nodes are used as blockchain nodes, and the shared nodes store synchronization data of the
blockchain; and
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the blockchain validation service management system is configured to:

receive a user node creation request from a first user, and create at least one dedicated node
based on data of a first shared node in the plurality of shared nodes, wherein the at least one
dedicated node is used as a user node of the first user;

receive first data from a validation computing application of the first user;

generate second data based on the first data, wherein the second data comprises the first data,
an identifier of the first user, the identifier of the first user, and an identifier of the user node; and

send the second data to the plurality of blockchain nodes.

11. The blockchain validation service management system according to claim 10, wherein

in a process in which the second data is generated, if the user node is available, the user node
is configured to generate the second data based on the first data.

12. The blockchain validation service management system according to claim 10 or 11,
wherein

in the process in which the second data is generated, if there is a first period in which the user
node is unavailable, the first shared node is configured to generate one part of the second data
based on the first data in the first period; and

in a second period in which the user node is available, the user node is configured to generate
another part of the second data based on the first data, wherein the second data comprises the first
data, the identifier of the user node, and an identifier of the first shared node.

13. The blockchain validation service management system according to claim 12, wherein
that the user node is unavailable comprises:

the user node is in a creation process, or the user node is in an upgrade and maintenance
process.

14. The blockchain validation service management system according to any one of claims 10
to 13, further comprising a validation computing application interface, wherein the validation
computing application interface is configured to:

receive the first data from the validation computing application; and

if the user node is available, send the first data to the user node; or

if the user node is unavailable, send the first data to the first shared node.

15. The blockchain validation service management system according to claim 14, wherein
the plurality of shared nodes are deployed in a plurality of regions;

the user node and/or the first shared node are/is configured to send the second data to a second
shared node, wherein the second shared node is a shared node located in a same region as the user
node; and

the second shared node is configured to send the second data to the plurality of blockchain
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nodes.

16. The blockchain validation service management system according to claim 14 or 15,
wherein

the second shared node is configured to send the second data to a third shared node in a region
to which a target blockchain node belongs; and

the third shared node is configured to send the second data to the target blockchain node.

17. The blockchain validation service management system according to any one of claims 14
to 16, further comprising the validation computing application interface, wherein the second
shared node is configured to send the second data to the plurality of blockchain nodes through the
validation computing application interface.

18. The blockchain validation service management system according to any one of claims 10
to 17, further comprising a human-machine interaction interface, wherein the human-machine
interaction interface is configured to:

deploy the plurality of shared nodes and the plurality of dedicated nodes; and

output a creation success response to the first user when creation of the user node is completed.

19. A compute device cluster, comprising at least one compute device, wherein each compute
device comprises a processor and a memory; and

the processor of the at least one compute device is configured to execute instructions stored
in the memory of the at least one compute device, to enable the compute device cluster to perform
the method according to any one of claims 1 to 9.

20. A computer-readable storage medium, comprising computer program instructions,
wherein when the computer program instructions are executed by a blockchain validation service
management system, the blockchain validation service management system is enabled to perform
the method according to any one of claims 1 to 9.

21. A computer program product, wherein when the computer program product is run on a
blockchain validation service management system, the blockchain validation service management

system is enabled to perform the method according to any one of claims 1 to 9.
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