:12 April 2006 TITLE OF THE | NVENTI ON RI SK ASSESSMVENT NETHOQ2AEﬁ£F§ROUND OF

THE I NVENTION 1. Field of the Invention The present invention #e ates to
the construction of a security policy as to an information system and the
risk assessnment of the information system 2. Description of the Rel ated
Art Wth the progression of information and comruni cations technol ogy,
information security of information systens belonging to certain

OrganlZ@i?ﬁBSObSTQ$$Eﬁ%Q@Tt ortance. In recent years, attention is being
given to e Srgnificance of security policies in particular.. In the

governnent of Japan, for exanple. A bi Office for National Security
Affairs and Crisis Managenent p?%?%%ﬁﬁﬁﬁgi eﬁ?ﬁ%s for Information

TeChn°|Qﬂ¥KéESH&thFR9ﬁ.Cfﬁv kPrdi! Y. 2000, and the central gover nnent
mnistries prepared in OFHB%IOH security policies. Various kinds of

gui del | ?SFEOidpéngﬂén @gggiééy policies have been proposed _
i nternationafy.  Anong the 'grodal gui delines receiving attention in recent

years 1s a Bnh&é%ﬁﬁsent invention relates to the construction of a

security poiicy as to an'information system, and the risk
assessment of the information system. |
2. Description of the Related Art

With the progression of information and communications
technology, information security of information systems
belonging to certain organizations is assuming importance. In

_ ;ecent years, attention is being given to the significance of
seéurity policies in particular.

| In the government of Japan, for example, the Cabinef
Office for National Security Affairs and Crisis'Msnagement
issued"GuidelinesforInformationTechnologySecurityPolicy"
in July, ZOOO,Iand,the central government ministries prepared
information security policies.

Various kinds of guidelines for preparing security
policies ha#etxxu;proposed,internatisnally. -Among .the global
éuidelines reCeiVing attention in recent years.is a British
standasd,called BS7799. Part 1 of this standard has also.been'
includsd in ISQ;

B37799 was estaslished in 1995 by British Standards.

Institution'(BSI).- This BS7799 defines fundamental.control" '




standard called BS7799. Part 1 of this standard has al so bqgﬂra%ﬁfluded in
| SO BS7799 was established in 1995 by British Standards I'isETTut i on (BSI)
" This BS7799 defines fundanental control 12 April 2006 itens (also referred
to as controls) , a summary of best practice in information security.
BS7799 consists of two parts, or Part 1: execution guideline for
informati on security managenent and Part 2: specifications for an

| nfor MRLLAN (SECHNId 26 B €812 PBbR 1o SOV shiifa POSE BLAE! CRyy RIOVI di ng the |

gui del'i ne Tor advising nanagement. Parf 2 provides t t hat

~defing Jmnagenent, framework i s evaluated and certified for
confo?%ﬁggggﬁmbart 1 (BS%?Q -1) has been included in 1SO as | SO 17799. Part

2 of this BSLI99chioellylr ol 485 KRG CTENLs for . a0 LSVBALI nf ormt i on

Security Managenent Syste a tailed controls that present

i fi f. § o t.] LY. I, ts f
i e e R

security policy, contro

ObjeCtE%f:tfféggféﬁéifofﬂ%ﬁﬂq3yofﬁggféﬁ’sééﬂgyﬁ} %%%%%ﬁﬂeﬂk rgn9 S0 on. Thi's

BS779§ al’'so Tequl res that the appropri ate scope the |n?ornat|on

securlfy, JRRRAeent SYRLEMEe JR NP Lnang, fuBl ORE e dd Svising
management. Part 2 provides the stahdard that defines how a
management framework is evaluated and certified for conformance.
‘part 1 {(BS7799-1) has been included in ISO as ISO 17799.

Part 2 of this BS7799 chiefly provides requirements for
an ISMS {Information Security Management System) framework, and
detailed controls that present specifics of the controls on
'information-security.

| The requirements for an ISMS framework pertain to the
system's security policy, control objectives, controls,
document control, record management, and so on. This BS7799
also requires that the appropriate scope of the information
security manégement system be determined and a proper risk
assessment be performed in establishing a framework.

Fig. 2 showslan'overview of the establishment of a
framework. As shown in this diagram, at step 1, a security
policy is defined. At step 2, the scope of the information
security management system is determined.

Incidentally, tﬁis diagram is a quotation of Fig. 1 in

part 2 of BS7799.




assessnent be perforned in establishing a framework. Fig. %p
overview of the establishnent of a framework. As shown in t |agran1 at
"step 1, a security policy is defined. At step 2, the scope of the
information security managenent systemis determned. Incidentally, this
diagramis a quotation of Fig. 1 in Part 2 of BS7799. 12 April 2006 At step
3, a risk assessnent is undertaken. At step 4, individual risks are

~managed. At st eR R 3C0Rt oLk oD ££LdNas: qr},du@@@trﬁ;@hénto Re sidplgnmented on
the information securlty managenent systemare selected. At step 6, a

stat engily; $fa@ppP! b eabl 14ty f05.40p! ying the control objectives and
controls sel ected above is prepared. As above, in establishing a

managenent fAaneuoy ks Iéodtsf&sstﬁdaté@émﬁe% defd RR A rBAGULLt YePol I cy and

performa risk assessnent (step"3). Conventionally, the security policy
has begfh EORSH T4 80 L nBY; AEGHL I é@ltgyoaghg\?gfaanef uﬁ%‘t%}rﬁ'f grdration

systen1 con tlons o an 1deal information systemh y vari ous
‘means. é&gurlty policy and the conditions of the |nfornat|on system

e
have been Used to performa risk assessnent
At step 6, a statement of appllcablllty'for applylng'the

-control objectives and controls selected above is prepared.

As above, in establishing a management framework, it is
essential to define a security policy and perform a risk
assessment {step 3}.

Conventionally, the security pelicy has been constructed
by acquiring actual conditions of an information system and
conditions of an ideal information system humanly by various
‘means. The security policy and the conditions of the
information system have been used to perform a risk assessment
humanly by hand.

To perform a risk assessment typically requires that
"threats,""vulnerability,""impact,"aﬁd"assetvalues"to/of
‘the iﬁformation assets (property) be identified to détermine
the degree of risk.

For example, in "Guidelines for Informatioﬁ Technoiogy
Sécurify Policy" mentioned above, the risk assessment is
defined as one‘of the procedures for risk analysis. The risk
'rass_eSsment as employed in the document is performed as follows:

(1) Initially, investigate the threats surrounding the




hunanly by hand To perforn1a risk:- assessnent typically reqﬁA@ﬁiphhat
"threats,"” "vulnerability," "inpact," and "asset val ues" to/ o
“information assets (property) be identified to determ ne the degree of
risk. For example, in "CGuidelines for Information Technol ogy Security
Poli cy” mentioned above, the risk assessnent is defined as one of the
procedures for risk analysis. The ri sk assessnent as enployed in the

docureny al_smpfr&gfrg;ge (RhEW:cddd Il thaklyeibAvest) gale, the threats

surroun |ng ornatlon asse S. S are

classiflod int g bhysicy &hregtsmaae&%geglsttsthr%%ts,TQgga}né reats, etc.

lt
reats I nc e|htru3|on

The phyS|ca Fuction TUre. The
t echni threats i e unaut hor.i ccess _an pi.n he human
threat§h¥?ﬁﬁﬁuﬁ§ atlgﬁﬂﬁiéiakég %”%ﬁ%fﬁﬁ“ ei%raé%ﬁﬁﬁ“g Egnlsconduct

(2) Perfqorma assess nt on eacl threa The ass ssnent IS made from
{he frte%%é'?fc %fS‘Hc ST ehie Mot TR MR AR e SSEAE R hrage | n
'~ cases ( th reat. occurs. |ntu|t|on roduct, of the frequency
of occ ? LeHe siouidids %%ﬁﬁﬁﬁ% %ﬁ% 1?%) Mgni t ude of the
risk. In this may, conventional risk assessnents have been

extraction, and misconduct. _

{(2) Perform a risk assessment on each threat. The
assessment is made from the frequency of_occarrence of that
threat and the scale of damage in cases when the threat occurs.
By intuiticon, the product of the frequency of occurrence and
the scale of damage typically is the magnitude of the risk.

In this way, conventional risk assessments have been
réonducted humanly by hand.

Incidentally, the present inventor has proposed, in
Japanese Patent Application Nos. 2000-164819 and 2001-132177,
apparatusesandn@thodsforcreatbmgasecuritypblicybyn@king
inquiries to organization members, and grasping the current

" conditions from the responses.

As employed in the present application, "organizations"
refer to not.only business enterprises but also other
organizations including government and municipal institutions
and various incorporations such as foundations.

| As above, risk assessments have conventionally been
r'exec.uted humanly.by hand based o constructed secufity po_licies

and the conditions of the information systems.




conduct-ed humanly by hand. InC|dentaIIy, the present invent h 3 pr oposed,
in Japanese Patent Application Nos. 2000-164819 and 2001- fgﬂT*g{G

‘appar atuses and nmethods for creating a security policy by making inquiries
to organi zati on nmenbers, and grasping the current conditions fromthe
responses. As enployed in the present application, "organizations" refer
to not only business enterprises but also other organizations including
gover nnent . and niiniic plisirabléet ubdwerser antharamiicls asaepsparat¢ons! dech as
foundati ons. As above, risk assessnents have conventionally been executed

“humanly  byxhanddbasgdomdt icnalyr ueheddsesnr i te pAldnFiigarantot heofondiet i ons
of the information systens 12 April 2006 It is desirable, however, that

risk assesr?matgg}{l Q‘Eemgx g}lthQUt%{riS?ﬁgﬁ?gLyOl’pa§gd cﬁ@a!i:h%r%ﬁnf h%ur ation

- of the ornmation s stens én the uration is clear fromt
“informati on such as the conditions of the information systens. The reason

is that tHEUMRGHARI SUekeRBit F3R EORHE 190Ghto%dn WheerinIQFREFIon | Y SidfftSi on, it

is convenient that the controls on the information systens could be
nmodi f i ed Basecearont e ridwd] ttheofauttdmatiicskxassbsement sl del bylebel nifdedt i ons
are perforned based on

effort.

In addition, it is convenient that the controls on the
information systems could be modified based on the results of
the risk assessments before simulations are performed based on
the resulting configuration. The reason is  that the
modifications to the controls could be speedily checked for

effects.

SUMMARY CF THE INVENTION

Example embodiments of the present invention have been
achieved in view of the foregoing. It is thus an object of the
-example embodiments of the present invention to execute a risk
assessment based on a security policy and the configuration of

the current information system.

In accordance with a first aspect of the present
invention, there is provided a risk assessment method
comprising: a first conversion step of converting a security

policy and information-system-related information into a first

data format based on a predetermined appliCation. programming

.interface,‘the'first data format being a data format intended




. the resulting configuration. The reason is that the nndifégg#ié£€ to the
controls could be speedily checked for effects.. SUMVARY - NVENTI ON
Exanpl e enbodinents of the present invention have been achieved in view of
the foregoing. It is thus an object of the exanple enbodinments of the
present invention to execute a risk assessnent based on a security policy
and the configuration of the current information system In accordance
with a fifiost raspheassefsnidie;, gudesentiski pgeassmemt tdiepe dfs gxeouiieg a ri sk
assessnent nethod conprising: a first conversion step of converting a
- security ,iRQl i:6¥eaBHe AT 0L 5B | ON- e St 8BrN L1 @) asbidOr IR | Ordritk@isntirst
data format based on a predeterm ned application programmng interface,
the first data formmat bei a data format ntended 12 April 2006 for risk
assessneﬁyf%gﬁﬁ_EF#giﬁ? éggggﬁ%%hIl§F@Be6%e%Xecuting a risk assessment
based on the security policy and information- systemrel ated i nfornation
converted. TheTBOnFORSEBR1PAL d0the td&t FAFt6r nBRrHaft eheRNdssT FoskTisk
assessnment may facilitate executing a risk assessnent In particular, when
t he ri sk aassessaent nsy execifédaby aexypagrian at heiglat aasmessiensupphied to
‘the programas is.

particular, when the risk assessment is executed by a program,
the data may be supplied to the program as is.

The risk assessment method, may further comprise: a
modification step of modifying either one or both of the
security policy and the information-system-related information
based on the result of assessment at the risk assessment step;
a second conversion step of converting either éne or both of
the security policy and the information-system-related
information modified at the modification stép into é second

data format based on the application programming interface, the

second data format being a data format intended for security
policy construction; and a simulation step of performing a

simulation as to security based on the security policy and

information—sysfemvrelated information in the second data
format;

| The cOnversion into the data format intended for_security'
policy constrﬁption may facilitate performing a simulatidn in

constructing a ‘security policy. 1In particular, when the

-simulation is performed by a program, the data may be suppliéd



The risk assessnent nethod, may further conprise: a nndif”ag&&ﬂﬁﬁstep,of'
nodi fyi ng either one or both of the security policy and thé
information-systemrelated informati on based on the result of assessnent
at the risk assessnent step; a second conversion step of converting either
one or both of the security policy and the information-systemrelated
information nodified at the nodification step into a second data fornmat

based on ﬂyqj%ppkggggﬁqgs rogramm ng interface, the second data f or mat
being a data format i ntended for security policy construction; and a

sinmul ation step of performng a  sinulation as to securjty based on the
security pol i cyhgndexamglst nﬁ@%lr%%}%en?felt§€ecplferﬁe(5'rtna%fﬂ‘(\;9r?tilﬁnt hal%cond
data format. The conversion into the data format intended for security
policy comsiviukti on rhy ffackhoimt erpek f essesgmentsi mettatd, orwhiereigonshe ucti ng
a security policy. In particular, when the simulation is perfornmed by a

program {fgdatianmeytbersappsid sk30APr kteg006nddkd hatpr ggeam e iss The
exanpl e enbodi nents of the present invention also provide the foregoing

ri sk assessnen d{rethod, wherein the sinmulation at the sinulation step

checks i fPsecUr 'y is provided.

Because of such cqnfigurétion, it méy be possiblé £5 find
out the effect of the configuration modified by the risk
assessment on security.

A security policy construction metﬂod including the
second risk assessment method mentioned above, may further
comprise a security policy construction step of constructing
the security policy reflecting a result of the simulation.

Because of such configuration, it may be possible to
reflect the result of the risk assessment on the construction
of the security policy.

In qccordance with a second aspect of the present
invention,.there is provided a program for making a computer

execute a first conversion step of converting either one or

both of a security policy and information-system-related
information into a data format intended for risk assessment
based on a predetermined application programming interface.

In accordanée with a third aspect of the present

invention, = there is provided a computer program -product

comprising a Computer usable - medium having computer readable



Because of such configuration, it may be possible to find @Lt.% g ef fect
of the configuration nodified by the risk assessnent on se wa @{ A
security policy construction nmethod including the second risk assessnent
met hod nenti oned above, may further conprise a security policy
construction step of constructing the security policy reflecting a result
of the sinulation. Because of such configuration, it may be possible to
refl ect tdmla esheteai, t hectudkn@spesgnent acoadet hBorcomskingt izoncomgfu ttere
security policy. In accordance with a second aspect of the present

inventiongxdifie 4SrRESYI dedvar PRI afbh oL fMBlgrRErai ROMBYLREr @xecWre a
first conversion step of converting either one or both of a security

policy and.i.nfo tion: emrel at i_nf.or i i.nto a
intendedq%g?lrié a%se%%%%%&g}bggeéggn 598re e%é?ﬁ%%%élggﬁg?%ZE%%##gg
- programm ng_interface. In accordance with a third aspect of the present

i nvent i ontTEHERE1PE Pidi deddate ofSdter prdGraRtpridducti Tonpriei T
conput er usabl e nmedi um havi ng conputer readable 12 April 2006 code thereon,
i ncl udi ngegrasyramac pdedd oyrmmleidngppl compute prograwuing dnfteréaceonver si on
step of converting either one or both of a security policy and
i nformation- syieymusel a®dsuch configuration, it may be possible to
convert the security policy etc. into the data format intended
for risk assessment.

In accofdance with a fourth aspect of the present
invention, there is provided a program for making a computer
execute a second conversion step of converting either one or
both of a security policy and information-system-related
information into a data format intended for security policy
construction based on a predetermined application progrémming
interface.

In accordance with a fifth aspect of the present
invention, = there 1is ©provided a computer program product

- comprising a computer ‘usable ‘mediuni having computer readable
code thereon, including program code forr making a _;omputer
executé a second conversion step of converting either one or
both o0f a security policy and information-system-related
_informafion into a data format intended for security policy
constructibn'based ‘on a predetermined apbliéation progrémming

interface.




information into a data format intended for risk assessrrent12 @%ﬁg on a
predeterm ned application programmng i-nterface. Because of éﬂ
configuration, it may be possible to convert the security policy etc. into
the data format intended for risk assessnent. In accordance with a fourth
aspect of the present invention, there is provided a programfor making a
conputer execute a second conversion step of converting either one or

both of a securiuch pehiféyunmel omierrdiaicohi syt erpnvelraied thefsgewtitegn into
a data format intended for security policy construction based on a

pr edet er ponedyappkl cahton theogizaamifdgmat Nt atéAced for assondancepalich a
fifth aspect of the present invention, there is provided a conputer

program %%@gs;ﬁc f&@éh&!%@ SEH!’J}P ter UsaAl d' ‘ﬁm 4G FQRRULEE

r eadabl e ereon I ng program co e I ng a conputer
execute a seco nyer5|on step of converting elther one or both of a
securityfﬁﬁPF& ﬁ?ﬁornatlon systemrelated information into a data

format intended for security policy construction based on a predeterm ned
application programm ng interface. 12 April 2006 Such configuration may
facilitate converting the security

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a conceptual diagram showing a risk assessment

operation of an embodiment; and

8a'




pol.icy etc. into the data format intended for security poligy .coRstruction
and performng a sinmulation in constructing the security pochy. BRI EF

- DESCRI PTION OF THE DRAWNGS Fig. 1 is a conceptual diagramshowi ng a risk
assessnent operation of an enbodinent; and 12 April 2006 Fig. 2 is an

expl anat ory di agram showi ng an overview of the establishnment of a BS7799
framework, a quotation of Fig. 1 in BS7799 Part 2. DETAI LED DESCRI PTI ON OF

-THE PREFERRED, ENMBODI MENT F%reiﬂaftqiq an engdenent of the.gres nt
“invention w ft9be" desEFi BB M'EhCF ¥ SrEHE D THEULEWHGEY ' BY °+ 1 shows a

_ conceptual dj am for expl aini a risk assessnent operation according to
t he prEE@n?SE%%éﬂ?%¥ﬁﬁ? 9 i%i%ﬁﬁ%ﬁg LEBERPE 609F8§aEgﬁ§t?Ec?%%n program 8

constructs a securitg policy 10. Such a security policy construction
progr a 8°pPef éPabF§itisés a programthat the present inventor has
described in Japanese Patent Application No. 2001-132177. This security
“policy construction program 8 outputs not only the security policy 10 but

also a current system 12 and an information asset 13 that are used for the
secur | PYTRELERYD SCRIPTION OF THE PREFERRED EMBODIMENT

Hereinafter, an embodiment of the preseht invention will
be described with reference fto the drawings.

Fig. 1 shows a conceptual diagram for explaining a risk
assessment operation according to the present embodiment.

Initially, g security policy construction program 8
constructs a security policy 10. Such—a security policy

| constrﬁction program 8 preferably uses a program that the
-present inventor has described in Japanese Patent Application
‘No. 2001-132177.

This security policy construction program 8 outputs not
only the security éolicy’lo but also a current system 12 and
an information asset 13 that are used for the security policy
construction.

The information asset 13 is information indicating the
configuration of the information system. This infdrmation

_includes system iﬁformation, network information, and
information that covers human resources, facilities, and
equipment. The System information chiefly concerns the host
and clients of_tﬁe-informqtion system, and the network |

- information the configuration of the network.




construction. The information asset 13 is information indiqgkgﬁg)éhe
configuration of the information system This information 1n uges system
~information, network information, and information that covers human
resources, facilities, and equipnment. The systeminformation chiefly
concerns the host and clients of the information system and the network
information the configuration of the network. 12 April 2006 The current
structure, etc.

system 12 is . information on th argani zation's outline,

Thi's 1 nf or eI LA GRS ST drmats o e TG ™ fE%or gani zat i onal
architecture on the execution and mai ntenance of the security policy. The
cur r eftr WL EHT 1D dh P Hihe T ot el G OH Srs Set€ 13 T1d8r ABSROREtE8 an exanpl e of
the information-systemyrelated information as stated in the clains. The
secuH%%F%ﬁé?%yL -OLMGHOTE [FPEHRT Y dH AP THY 33e 90For mat i on asset 13
are in a,  data format defined by the secyrity policy construction program
(a dat3 Tttt ShdE8CroFeset ?-’i‘ﬂ}“ﬁ&‘lailé’?eééﬁﬁr‘a tF)PEAWR I t he
present enbodi nent deals with the case where the security policy 10 is
const MRYEE by the security policy construction program8, the security

policy may be constructed . )
The current system 12 and the information asset 13

correspond to an example of the information-system-related
information as stated in the claims. The security policy 8,
.- the current system 12, and the information asset 13 are }n a
datafOrmatdefinedknfthesecuritypolicyconstructionprogrém
(a data format intended for security policy construction).
While the present embodiment aeals with the case where
Athé ;ecurity pelicy 10 is constructed by the security policy
cénstruction.prograntB, the security policy may be constructed
manually. |
An external.API interface 14 is a program for converting
the security policy 10, the current system 12, and the
information asset 13 into a data format intended for risk
assessment according to the specifications of a predetermined
API (Application Programming Interface).
Here, the predetermined API is a pfotocol including.the
data format intended for risk assessment, the data format .
wintendedforsecuritypolicyconstruction,andconversionrules
'bétween these formats.

That is, in the present embodiment, “converting into a

10




-~ security policy 10, the current system12, and the inform

manual | y. An external APl interface 14 is a programfor COW??@ﬁhggse:hi3

-into a data format intended for risk assessment according to the
specifications of a predeterm ned APl (Application Progranmm ng Interface).
Here, the predeterm ned APl is a protocol including the data format

i ntended for risk assessnent, the data format intended for security policy
construction, and conversion rules between these formats. That is, in the
or S erfta GhHTnt LD BRI (9 g § T 6 SPSERTIEIY 13 CROUBLIdH 4G Gilffat 1 nt ended
for risk assessnent according to the specifications of a predeterm ned

APl " T ST CoRertd iy PRTETh R £ 5 or gt S5t SRUSPTGTE St r i ty
policy_construction, defined the foregaing API, to the data format

i nt endgP? Bﬁle ?@@%@égslrfb‘iﬁrfcp%i éPrls%CHb‘i%st& ﬁ%lﬁﬁﬁm%%was data 16
for risk assessnent. In the present enbodinent, a risk assessnent program
20, ep%&%ﬁm SPCekBEGEPMEI LR T siEaddes dabat format s evriedkd@ite a ri sk
assessnment automatically. The present enbodinent is characterized in that
the datis (f’r%?ﬁsﬁﬂ?d@r-stéﬁaabﬂeS}E‘BWFthe FPRYCHb EHehta Hrdgrah®0 i s

defined in the formof the API.
for risk assessment.

VIn,the present embodiment, a risk assessment program 20,
a program fér executing a risk assessment, is used to execute
a risk assessment automatically. The present embddiment is
.characterized in that the data format understandable to this
" risk assessment program 20 is deflined in the form of the API.
 When suéh an APT is defined, the security policy 10, the current
‘system 12, and the information asset 13 can be converted
.according to this API so that the converted security policy 10
etc. are supplied to the risk assessment program 20.
Theriskaséeésméntprogrmn20executeseiriskassessment
based on the security policy 10, the current system 12, and the
information asset 13. The present embodiment deals with the
" case where this risk assessment program'ZO is a program for
‘ egécuting a risk assessment under BS7799 mentioned above.
The risk assessment program 20 executes the foregoing
risk assessment. Then, it outputs the result of the assessment,
or a risk assessment report 22.
In the risk assessment,_controls are also selected as

appropriate based on the result of the risk assessment. This

11




When such an APl is defined, the security policy 10, the Cqﬁﬁﬁﬁﬂm system
12, and the information asset 13 can be converted according t%is APl so
- that the converted security policy 10 etc. are supplied to the risk
assessnent program 20. The ri sk assessnment program 20 executes a risk
assessnment based on the security policy 10, the current system 12, and the
information asset 13. The present enbodi nent deals with the case where
this rjsk assessment program 20 is a program_for__ executing a risk
assessHEMA UL L HS779% Mot UbdVe.F Hhe 71 sReRESELEHOAD bR&gr am 20
executes the foregoin ri sk assessment. Then, it outputs the result of the
assessieHtlt Cb$ Y i%eglea%?e%ré'né‘fﬂdlrféﬁttloé‘f A5F Y M adQeddifent
controls are also se|l ected as appropri ate based on the result of the risk
assessTHENENTRYSTER }ﬂgﬁqd ’2'6663‘?‘2‘1%‘21}%90&1%’01? he Héscli PP O Fig. 2.
Depending. on the result of the selection, nodifications are also nade to
the RFEheSyRema® ot THe $d@ 4%y policy 10. Fig. 1 shows the

nodi fied data as controls data 24. In the present enbodi nent,  the external
APl interfadd Ehe RGIRANT STOREIEGREr oF RS Gaite 29 )i AFS tmeewRace fldr mat

“intended for security policy construction. Fig. 1 shows the converted data
as cofiyisrtdathexgontrols data 24 into the data format intended for

'security'pClicy construction. Fig. 1 shows the converted data
as controls data 26.

The_present embodiment is characterized in that the
controls established in the process of risk assessment can be
reflected on the construction side of the security policy.

As shown in Fig. 1, a éecurity simulation érogram 30
lberfprms a security simulation by using'the controls data 26.
This security simulation program 30 is a program for performing
a simulation as to security strength on the basis of the security
policy and the controls to check if efficient, effective
security is provided. |

In the present embodiment, the security simulation
program 30 perférms a.simulation based on the data {(controls

' data 26) that reflects the result of the risk assessment. A
_simulation'result 32 is the result of the simulation thét
reflects the controls adopted by the risk assessment. This
simulation result 32 can be used for security policy
éonstruction so that a.seéurity policy reflécting 887799

standards is constructed with facility.
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The present embodiment is characterized in that the contquargahgblished
in the process of risk assessnent can be reflected on the éoRstruct i on

- side of the security policy. As shown in Fig. 1, a security sinulation
program 30 perforns a security sinulation by using the controls data 26.

This security simulation program30 is a programfor performng a
simulation as to security strength on the basis of the security policy and
the controls to check if efficient, effective security is provided. In the
present enbddf FEAFY ¥hEtedurt? VRERARSHT oL bR Elm @éep‘%‘?@b‘”ﬂr@f a
sinmul ati on based on the data (controls data 26£ that reflects the result of
the riBRIASE&ESEHRUCHLOSPRATEET ShmrEAR Ranyal sy i trasiiad sf thee
sinulation that reflects the controls adopted by the risk assessnment. This
si nul a?FPRANFER AL £82 sarubbtyded gy Praedre y'soF ivylebhel riftildn so that a
security policy reflecting BS7799 standards is constructed with facility.
12 12 2pri ITHGDELAChRIF igprEtguctioph afthe geesent Yerpddiient, the
security policy construction program 8 may be nmanual ly instructed of the
st rengfPnEPrRhed sk BT { {9 Pottaydeded on the sinulation result 32. This

allows the construction of a security policy
As has been described, in the present embodiment, the data

format intended for security policy construction, the data
format intended for risk assesément, and the conversion rules
between these data formats are defined in the form of the API.
The result of the risk assessment can thus be reflected on the
construction of the security policy. As a result, it is
possibie to reflect the result of the BS7799 risk assessment
“on the security policy so-that a BS7799-based security policy
is constructed with facility.

As above, according to the present invention, an
applicationprogxamminginterfacepertainingto1ju3dataformat
intended for risk assessment and the data format intended for
security policy constfuction is defined, and the data formats
are converted dn the basis of the application programming
interface. Risk assessment can thus be conducted smoothly.
Besides, the resulf 6f the risk assessment can be incorporéted
iﬁto a seCurityAsimulation to reflect the result of the risk
assessment on the construction of a security policy.

.Moreover; according to the present invention, a program

for converting thé data formats based on the description of the
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conformng to BS7799 standards. As has been described, in HB%.@E&ﬁe”t
enbodi ment, the data format intended for security policy cons ruction, the
data format intended for risk assessnment, and the conversion rules . '
bet ween these data formats.are defined in the formof the API. The result
of the risk assessnment can thus be reflected on the construction of the

security policy. As aresult, it is possible to reflect the result of the

BS7799 risk assessment on the security policy.so that K a BS7799-based
secur (RPHOTT R (RS G AT o b AT PV IRe Db 5 Kaccor di ng o t he

present invention, an applicati.an progranmmng interface rtaining to the
Gt a (GFTRISTTH GBI % P do b ST it 1ORe ARt &0PGT &L i nt ended for
securit olicy construction is defined, and the data formats are

converRFE U ehe i Yot the application programming interface. Risk
assessnment can thus be conducted snoothly.. Besides, the result of the risk
assessnent can be incorporated into a security sinmulation to reflect the
result of the risk assessnent on the construction of a security policy.

Mor eover, according to the present invention, a program for converting the
data formats based on the description of the 13 12 April 2006
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application programm ng interface is provided. Risk assesqgﬁaﬁ(ﬁgd
security policy construction can thus be perfornmed snoothly. % April 2006
~What is claimed is: 1. A risk assessnent nmethod conprising: a first
conversion step of converting a security policy and ,
information-systemrelated information into a first data format based on a
predeterm ned application programmng interface, said first data format

bei ng dat a fq;nnt(%niended for risk assessnment; and a risk assessnent
step of"&xetutTHY™ G ik assessnent  based on said security policy and

infornation-syg%en}related infornq%jon converted 2. The risk assessnent

met hod accordi Ay 16 P& TR uATHEC T S Si*A§ 9 a nodi fi cation step of

modi fying either one or both of sai securitX poligy and sai.d

i nf or mat i on-5y<tEm reIEEET O nt oFPrth SRUBEEEA 90 (T FebtY PO Hssessnent
at said ris assessnent step; .a,second conversion step_of copverting

o1 t her el Hh BB COT 3 G CRSIA Y pOrPEY Eaanoats & tirsd AN

i nfornation-systemrel ated inforna&lon di fi,ed at said nodification step
into ‘%@%Hhiﬁﬁe on a predetermined application programmlng

interface, said first data format being a data format intended
for risk assessment; and

a risk assessment step of executing a risk assessment
based on said security policy and information-system-related
information converted.

2. The risk assessment method'according to claim 1,

_ further comprising:

a modification step of modifying either one or both of
said security policy and said information-system-related
information based on therresult of assessment at said risk
assessment step;

a second conversion step of Converting either one or both

- of said security policy and said information~system—related
information modifigd at said,modification step into a second
data format based on said application programming interface,
said second data format being a data format intended-fof
security policy construction; and

a simulatibn step of performing a simulation as to
éecurity based on said security policy and |

 information—system—related_information in said seCOHd'déta
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data format based on said application programmng interface,, sajd second
data format being a data format intended-for security policy construction;
and a sinulation step of performng a sinmulation as to security based on
.said security policy and information-systemrelated information in said
second data 12 April 2006 format. 3. The risk assessnent net hod accordi ng
to claim2, wherein said sinulation at said sinulation step checks if
security is provided. 4. A security policy construction nethod including
t he Fpéwagssessnent met hod according to claim2 or 3, further conprising a
security policy construction step of constructing said security policy
reflecting 3'ri§%lflﬁ* P ESEMAE P OROY Becurdiayraen $brimeki ng a conput er
executg a first conversion step of converting either one or both of a
secur Py LepBlicy and information-systemrelated information into a data
format intended for risk assessnent based on a predeterm ned application
progr anm ngS#he eF FREE2 L BN Mprogtdns Fotlaloms e orpetles  ekecute a second
conversion step of converting either one or both of a security

security 1s provided.

4. A security policy construction method including the
_;isk assessmgnt method according to claim 2 or 3. further comprising

a security policy construction step of constructing said
security policy reflecting a result of said simulation.

5. A program for making a computer execute a first
conversion step of converting either one or both of a security
_policy’énd information—systemwrelated infogmation into a data
.format intended for risk assessment based on a predetermined
'épplication programming interface.

6. A program for making a computer execute a second
conversion step of converting either one or both of a security
policy and information-system-related information into a data
format intended for security policy construction based on a
predetermined application programﬁing_iﬁterface.

1. A computer program product comprising a computer
usable medium having computer readable code thereon , including
prbgram- cbde for making a computer, execute .a, first conversion
step of cdnvertinq'either one or both of a security policy and
ihforﬁation~system—reia;ed‘information inté a dété format

intended for risk assessment based on a predetermined.
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Ausmmr

policy and .information-systemrelated information into a da@gxmg&%nat
intended for security policy construction based on a predete Phined
application. programm ng interface. 7. A conputer program product conprising
a conputer usabl e nedi um having conputer readable code thereon , including
program code for nmaking a conputer, execute a first conversion step of
-converting either one or both of a security policy and
information-systemrelated information into a data format intended for risk
assessnent. based on _a predeterm ned %2 April 2006 application progranmm ng
|nterfé&?ﬂ%Fage%%nBﬁ?EFaﬁmbﬁgaﬁP§?5 @E€ -conpri sing a conputer usable
medi um havi ng conputer readabl e code thereon, including programcode for
maki ng a conputer, execute a second conver si on step of converting either
one or &otﬁ(ﬁomputenupnngmmipyodudthﬁqmpmi$tmgsysummmmﬂexe@sable
information into a data format inten for S urh%érgo icy, con; r.uction

based JMEAPFedRBELRPneFCTRHILESat i"GT Q0e.  1RC RgéﬁﬁACT OF
- THE D'%QkﬁﬁHBE COBESKf%§SE§§N@§E§NE;HOQomputer, execute a second

conversion step of converting either one or both of a
security policy and information-system-related information
into a data format intended for security policy construction

based on a predetermined application programming interface.
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A risk assessnent nethod for executing a risk assessnent Q?iﬁﬁzﬁ@ a |
security policy and the configuration of a current informtion system An
external APl interface converts the security policy, a current system and
information asset data into a data format intended for risk assessnent. A
risk -assessnent program executes a risk assessnent based on the security
policy and the current system Controls are also selected as appropriate.

Depending on the result of the selection, nodifications are also nade to
the security policy ef8STRRETHBE] FHEdPIGEACSYREontrols data. This data is

used to performa sec &i y §E k n E;Q sinmulation result reflects the
control s adopted by the=H - nsequently, the sinulation

result obtai ned takes account of the result of the risk assessnent.
Figure 1 A risk assessment method for executing a risk assessment

based on a security policy and the configuration of a current
information system. An external API interface converts the
security policy, a current system, and information asset data
into a data format iﬁtended for risk assessment. A risk
assessment program executes a risk assessment based on the
security policy and the current system. Controls are also
selected as appropriate. Depending on .the result of the
selection, modifications are also made to the security policy
etc. The modified data is controls data. This data is used
"to perform a security simulation. The simulation result
reflects the controls adépted by the risk éssessment.
Consequehtly, the simulation result obtained takes account of

the result of the risk assessment.

Figure 1
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