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roup 45 Al l User, r S ou
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system at any time and have it configured automatically at run time
according to the preferences stored at the server. The preferred
embodiment is a Java (Java is a Trademark of Sun, Inc.) based system and
the client computers use a web browser interface arranged to execute Java
45 programs.
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40 interconnects many types of stations is envisioned.

A high-level diagram of the profile management administrative
operating environment is shown in Fig. 2. 2an administrator client network
computer 200 is represented on the left of the Fig. and a server 202 for

45 the system is on the right. The client and server communicate via a
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restarted after a new cont ext has been sel ect ed to ref erence the exr |ng
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register as listeners will be stopped, destroyed, rel oaded, and restarted
by the pr of i | e manager applet when the adm nistrator forces a context
change. ng ﬁfl | e managenent al so provides a "properti@QSr/Erssasies
service to alllow the easy retrofitting ojf_ exi sting hardware and software

into this profile managenent environnment~® The properties export service
allows profile manager ~ to support user workstations (the physical
hardware) as well as users, groups, and user applications. Since existing
10 wor kst sttusnsiddoiomeil &ardwiabasusuidootite ubsbnagpenbnt cBpapidnities and0, t he
export sergéhftesal bm&;anmﬂ@t Bhic0B PENREBIS alRiCIRPh€ive framework (the
wor kstatrq,goﬁpﬂef h%'a[ hon applets that specifies an export agent 520 to be
I nvoked on the server when the vendor applet saves it preference
information. The export tag causes an instance of a vendor-supplied class
(theSexport agewefbiyanapegsnetncpetty aje? cHéat ek anEPeTtéeR)qRdret isrharplieslbe
i nvoked omrntihgrosihfestant 3PTs petwdep AdrdietWwands tie isemventhaylabwe thendexvert i on
be saved it whakAves wALEPtoChedry éddfeghaivinh aiFdimidion Eocabhbons) idhale are
ot it A MR A0 48 s el Bl L i
i nconpat i BF }/\‘fetg ﬁﬁ’g géseﬁ{“’“%%%ﬁr\éé’ ntélee?r%vr?t u% éﬁ?gﬁﬁrs S\VERE3v ‘é‘%
suppi®i es é‘%ﬁo‘?"(“&ﬁ’érﬂbi A4 tﬁn"‘é’dhﬁ"ﬁr???‘éﬁ'oﬁaﬁ%rn aEGrﬁﬁtgﬁ?‘ee the terminal for
oper at i on conf idvirgtsgrsiafpdmat iemiipngoeedne Erommreyeaned@ostayapet hStooirext to
t he term rakthheirbgnadSosanf agoerdal rivest idre myesd aansdeppht et Go&d iagr @dougn
appl et ardreQpfboibSpbdienappl et . Wien the administrator saves the
conf | gura%é @QEI» f&f i3 N§ 'Pél%r BRtd 'aR m%téls tp!’:%&%’&& élf..kﬁ’té:f&gé&re‘éer IS
rdent 3
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Typical y FIPHOME it o REAERESEe CONAFS (RCSSHAPBLS GPETHECPLA il
Profil e MSRBEEUTEEIRN BPPEREL, 9F ARtEWE 19410 PPRIP X HhaPPAREN( S| 30 $B8ciTaTed on
t he save. aPpbét,| endrearagertheeecwifdufitdon dindotrma tibnsid tben mrepeofplake on the
pr ef er encasrbet ng ey edoddratompeeci f ite$s naedws adhet bexa® ¥ psiintenagenta. The

prefer enCQ‘e§9@i%Eh§;§ be%&xeeé tustAGpbied RAAl Hdu9Er A rkeVeV 3hake HaRbEerdf 35
"lpyltgygl i {4 %Qa&iﬁ%ﬁaf‘aéﬁt export agent The Export
Agent” s ex%ort nt ext cont ex grbt Q%b%gertres ﬁrre'__éhod is called by the
profile néi 85’971‘3”%?%“8?‘:35‘1"3‘3{513& i &5 FEMHPR 95 K88 40 522 on the
server frdaveEidaleersrietesr elrts | TEoRHER SRR 2HAEVY 586 Fe%/ ViR PBErY (Afes
are i dent pirkéekepget indogmtjoe ¢fdenkridoectiasf objectt &e Henabsaediated avigh it thievi he
properti easi sjcvsbBticon Streamappl eidh jihentiherdopentnal. |atia;, boausnup, it
usessi ts l&'ih&bbe abf?fﬁa'tiér?rdewldp@%ltt% apsl t'h@t]Eéye\éS $dezi 8P hfuda 18Pation
| nf or mat i t,?@% Ofor REAGLNEL iBobdl 585 HRLN thatl s (#3L dahe

al ways di d, |n epende

S ~~C, ~4~~ -
N 0V 20029F RifSBao) B8 rrrs%eefgagf B TRineE, TS F&F s an appl ot 2
runni ng or?ua"‘tﬁqléﬁ%hbonﬁtﬁ éFnE%ﬁb‘P’et"Z Ry KEYhE® SAseHfsefserreapp| Pneeiditnas a
wor d processbrrign’ang/ asdent , BppbéeldingsProdsbeMpnagempa@roferthes 4 fraiAer

met hpds axhehpava .atiBbrosdrtEeg.classf the datefcmn Al abZaitaes éthe | oad

met hod to JQELidnve &h@'&?&ﬂc@n%%u@tﬂci'etzbﬁsﬁ@v@lmtEijautlQ §/M%adbh. Thus,

Pref er enc s ot oThell o1 S, GADARY Dk, GYAUSE! cadBBly 9r§én§xtm399ﬁmg

initializes the errent Pro erties &gc | et

context efFRFeIBEASEIEI QAN HERETH e °‘f"r?é‘t0n75q ?‘byeiﬂo‘fl dBHIRSFYi MY t he
pr ef er enc&ignfbr ARl TRVSTVREQEP |88 APSAXBIR hbrmearheforadeid@dt? i bed above
relads ve to the 10 adm ni strator.
Server 202 inciudes a database 212 that stores user data and group
data, such as user and group preferences and user applet access
permissions. Webserver 218 represents a typical web server with support
for Java applets. Profile Manager servlet 214 maps user and group
40 identifications to preferance data. It also maintains an access control
list to manage user access to applications on the server.

User and group preferences are stored as a tree hierarchy, as shown
in Fig. 3. All users of the system automatically belong to the top group
45 AllUsers. All users belong to the AllUsers group; this group contains the



. Fig. 7 shows the situation of a user bringing up his or her

user on t h&R198AE5 (700) points his or her, web br HREEEd a%aﬁeheP%IﬁEbdF‘”ch@oo
" desktop applet on the server and at step: 1704 sends: a rressage 151 ¢
http://server/Desktop.htm ). Since Desktop.htm i's a filé that the server
protects) a challenge is sent back to thé&3web browser on the client at 706.
The web browser on the client responds by pronpting the user for a user ID
and password. The client then sends the user ID and password information to

the server gataui@8prelfi@elSd £bD RRE RASEWHEr HR16HWWA tHe 30r-hal.d B F1§8 of
Fig. 3 1to il lH.St.t %utnﬁéltthtablale QLRMEBE& 0:hs Rassad hesefteg Druser

tsel f. Thi nonencl ature.i1s e ustrate the
sanme t hi ng lg%‘i‘%%é FPe SRR b ,ﬁ-ﬁgﬁyg gp%;ﬁt:%%rl fttc}}o ruﬁefﬁeqré’egkt op
appl et théhF e‘tﬁfé%’ct WRFRITUnR ofBGYr E7F, ADRP ‘FH @ =aPBiey sHMEEsi PSRV ECt i ons
bet wesn t herefsrentemidbehml sermey {mioe stroehgwnnwheriave hehec defiauflor valiyes of
deskt op appl et and 3 aadpecdivele Ché arkmd KONy tdhd 5eireeintehbed desképresedy ect

i's created aﬁpddegegwsrtee&&estgne gle (d2ueslThE ﬂea&tparemregtrﬁeegsa kSa
preference infor {128 e LRI L OUr ALd QNo LD ”c%t titPg'})t 28 Jx &5’1% L@' éh%f
tSY PG Kin Aa. 0
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Managénent oPrbieptReagnobjEet 14yt hp4 de SaviLE HoveS e rrRRS@S t fPTl Berf for qet, uesiéhe,
set, and save B¢ eogyeyofxt-he, user 2sandr eference i nformati on fromthe server
for the desktop applet. The desktop object then perforns an APl call 35

P. enabl ePer si st epce{dggid Q,Q%se% {aPRL Akl s %troZ&GcaanQ %Bdlﬂfedsman}) of
716. initi Irze% t he Profl e Nana%e]snegﬂropg %ect the URL of
' er| ved

the profil €*HuNagSH S8F\VT&ET2 e ﬁ& of the
desktSp appPetvichat wR&s=1 oY PHFRMR StV &P TR budthy. ceﬂ’féx'F’rciffr | et
Management Apiénsest iediabjlecol SEris Jaoynsqeesup? 1 FreweY hEreuriyii #=d 40
manager secvb@iv2?ldrd ehget. thdlicooi=aly, fror iREvigelsr tgeriingnd Deexteskt op
appl et. 1 ngshbins Cos&Ys bhe HeORdnéts CINSbSd Shad ch¥lg:LRpPORANéSy. 8, aRRkexis

name whi ch irﬁ?tbae yamey ;eﬁ%tFx ad erocag § el RS M. %ftﬁlssgege is

User._ The Rr ggr se 67[% Ly user fromth qyest
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dat a 39t or € 02 OQgdREBtdPRhicHNBKL ,usdr NRAWESE aAdOHeSusE@Nbipp et he deheidd@anamnager

servl et 214t q,get sthe preferance infornmation, tailored for the user, for
t he Deskt op apr?l et J?(hg“{\)caont ext g’a}hd key are passed as part of the request

720 to identify the requested preference informati on. The profile manager
servl et 214 respPBAdsriftHePhir CeylRESLEY BFPETEIERT FoF DT AERTTH & P22t 15
whi ch is cabhettfpnlisheThy gREdE tRhirgenesrr PEDoete @se ghijvectisP 80g.

Cont iasui ng coal eaiceli gpt 8f Aef&fbcese £De skieoppmilefectromeds highest ppefeetience

i nformati ogro £06m ivhscPrRbEL 2nlBNAGeRIY olr QRethd @ppIdY esd WR, oBtinkagi ns

to update bhe dlaskiap caccoudhg| f(ehege rarkl 20, OhL é@tcsﬁgsfe% Ete&n col our
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to bl ue, tion a tion I con deskt op
obj ect cal Ip§ erﬁﬁfhsocf%nthlet §P‘f3re5f & R)b%&%%‘r‘%%?aﬁn&pétu s 5bj Jg‘tmeﬁgt o get
a list of ERMESAPtWher Ba¥twaf R 1PPRE=uSEIUPRAs TcR BOUP S1aFi E%rpéﬁentl’h(é “Pr ofr | e
Managi®ent Phepert Lleslob) BEerd gregplest sheneearenor deftaudrs dor SR gAMPt hEo
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invention. This information is stored in the Profile Managnent Properti %@‘
object P, and returned to the desktop object. At 806, the desktop obj eg¥
uses the applet information to build a folder for the applets and tc§<&
generate a w ndow di splaying the icons and the user friendly nane each
applet to which the user has access. 35 Assunme that in a previou un of
the deskt op by the user, the user dragged and dropped the icons for sone of
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40 accordingly li. e., sets its background col our to blue for ﬁx?rmw 2002
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confs gur add ansapeisiit taett heinde Bicaki hee Manprerabicddr 6perappeSstibpecit Phén
the enablggRar shstaRGerreabbravits HotRiddil 4ok @ eCOMUREY EHahoR ZPBAEL

[ egi St er Spddeaghicdinble 1B Sl Lt VaOAIRRINLJ0PSY L eqmsrﬁée P85 ap

t ext 3
P LA G i e i, ?hgosﬁ Bctre SR

adm ni strator nakes a context change so that the applet can | oad the
prel@rence i nf Brersbove ¥ exandies ndagce brrd xhe Fedhapins of inreferensbcHl User

| nt er f acerdspongé | ecth tdud (nefercanfargicalaronieqd oF N@ifiteare WWhEO Piref @cpmice| ng
that the mrﬁatm tigrJivaat &t an&ebela@%heﬁhﬂen AME pREREreaBb & )that dave~y'
v = G 911 W&QQ&A’@&@A Zéé‘?e:PCJ ﬁd%é@é?@@é A1 PenaL Lo to

conti nues_at con ur.aft | appl e teIIst
Profile I\fa?%&@ﬁgniwﬁfo@é?? %‘g éﬁ Ct L‘ﬁ”f pf%lige abey }%f‘g%ﬁ%aetsmf’ r'd ﬁe
cur?®nt cEPREEXE R SPﬁ@'aéBp’r%lbeb%q FY cHh ARG urhed ke rr@&ﬁ:é@f“@f%mi‘%sesent
to the profeflegengemgee hedng|sorgd4d to get the 5 preference infornmation,
tailored for the context previously selected by . the admnistrator) for

the appl et bei Bg Qb oBEracEN8i14iQQ¥es! alABAP group has access to all the
applet names permitted by the group itself as well as to all applets
40 permitted by its supergroups. However, just as Java allows the programmer
to override a superclass method, Profile Management allows the System
Administrator the ability to override an inherited permission., This is
called overriding a permission.



i ncl udes the appropriate context nanme (the context the adm ni Qmwz .
sel ected) and the context type (USER, USER GROUP, or ALL~USER S

appropriate) and key information to specify the |ocation of the 10
appropriate preference information. The profile manager servlet 214
responds Vw?, P\gzr equested preference information at 1106) picHesiesssgached
inthe Profile nagenment Properties objeect P. The configuration appl et
gets preferences fromthe Profile Manag nt Properties object P and
updates its G aphical user Interface accordingly. 15 The adm ni strator
configures the applet at 1107 and saves the nodified preferences, for
exanpl e by cl izskiwhgh FaSA\E fbart tof nipgregiviabed, Brofhte Maphgdmenhss afarasol t  Of

t hi s opekpgbi@fanckh ar@0péinget drisO Mnrat &iceCdd 21168 sSayed )inielhQgean its

Profile Mapagengnl. RLQPE idafs (20t ClenPerokiCe %E&M&Le%%ga%ﬁ{‘a%? 00l et

Properties ob‘%pect P sen ait eaﬁlrgef,erences an e glnl gue eg

bei ng cofPFgtiFSGeantP ¢ Ae"T1oHFd Mt FoIT s PREF FERARg STh 2L Pt PEDnt ext to, the
profi | e #HRGE®PSdervl et 214. The profile nmanager servlet stores the
preference information in the database 212 in the |ocation specified by the
Context and theaokeye vdhagdrent 1k@8s | Qcan mu¥asPhay Ofedulite aditbalHipatAr now
changi ng ,GopLext grdfls, €sd e e EPULALe QR 8PRIEL 1S BhdddrehHO NG (fAGe
admi ni st rtgtor i%eﬁecﬁiserar&el\év fo%gxttobxi (i|mligkl n% gtg aeusf(sar or _user group
(see Fi g.t°18 18P BxXANPIes 6F BRI R ot BXtEh The KO iP5 PAF RS |eft screen
pandl ). ASSEIBFAFLMA Ut fRe dBRTURCL 1 RaffeiroprRAibe MaTdgRte 59B%Q%hds a
set cont drtrequsegdgey tcxofy oirPhe bvamrhe genliesPimper BY e lobjrece Ps€B8E03rdap

cal | i ng RehSErsebont extisereized, Mo Denhaxdgenemhicah £411lbwr  @aw&es obj ect
P to notickdefMUMah 1doklifh&lorSdereteddad £ORLEX o £NAREEYIa hBS drel OB

properti g é\ﬂ?@&a stgkéin%cgg%ns 5& ggfaﬁat%&&%eﬂiﬁetgg aﬁgog-;g,g,hechgvse%gfh

| i st ener f 3 perfglrnPi . d retrieve . the p ences t he
new cont &t HEPt A G6j e PINP UFIRE Y GPRH PhETHST P erer 8RPesht et ep
1118. ThéPBHPh REETRELBPF CanooWtHrRFeER P S nodify t he new preferences for
the new context, if desired, and to save themif required, and then to
proceed on wi tzhuaenewheoitiseXbf twhad pernfssiere Ssan yrasp deseeirBieibsabowiah 40

Tge_ r _e”?-lcg%'@ﬂ.}lf 'eﬂ!e'é?‘iisl@_nfohéﬁigg, 2 eShaWn 8t aabr %&es&%&agéf?ia?e ofccals
adrg,ni str, n e P r nager
200" °5 B Ry RSB s &?ﬂé@%&%%@%&%%ﬁ?%@%%ﬁ% Bkt Lo at i on
wi ndow 1588°i s "ERbWF PAPI9gERe TRTTPAR AFERS WY eRF WARET LB 65° offdt ATFYEf t of
t he wi ndé®% RRSALEL £ 4SBT 2TCES AeliPadRRiet e - TRE4VEs SBRETO PRERRASR DS 8FGRYeS
avai | abl ecnurdlheTsemwrefila\hamdehi seriviemisZ@sa prowceed day abe sieddprver Fi g.
12, the keghiripgneserl20S @hdtpRswiias v meopadmedi SPltay SwabsaeleOFBrMESSage
foryst he RLEkéd8 cHRIROBIBIses Il €8 st EXRARUnARA o OinGaEdn 18 0P St S Bebnts 1208
are usedffgg KeTolali EQ%sJoEﬁs aqugg&qu%g of sub-itens under an itemin the left
e "+ 1In 0

panel, if any exls 8 is called an 'expand icon' and
indicates that there are sub-itens beneath 'Profile nanagenment'. The
admi ni strator F4n ¥iskpvarheneester af Fiemg B megecistering SAnEImTa%iRhd i con,
1208, whiaphled |applétiens bgooked &y donedmioti sfomer wiihdn @18 ipkbfiEter at es an
eXPARNSI Ohafbgdnea t PfoivekEr BNAFABEN tnalyt 2iP1eREHE | Bhdiapplicativhi gdbgrasul ts in
F[‘Ee?' g’liﬂxeﬁactehrﬁeﬁr%ggiﬁlflo} GudRyid Eﬁfdrﬁaéiﬁzxﬁaiﬂoutlgitia ﬁgk%ﬁé& 130gése
itens ca%ﬁgfg%&b%g ege'ghﬂé%%§ o %’f g E%%%gi?aﬁqﬁgg%ﬁrgnad’m _|Ls_ raa?%?é to
def i ne t IF82EERXY 14PbI SO s“HPaPPUFE: dirCskrPelXAFE7Ee (8P HY 6HRI" £862 al | ows
t he adni PFef+if SpnAEMEPkATEmeWRTXpdiH B LR Qsarreapudtpmenteéodfa Fig. 3 and
to Fet groopigpretirerepdet. USerey <204, 2Deafddaner Ind apwiqrilsheed only 0
Creat e newdds$fahdatith basseart heithodd:ebeinBaeeSs iGEehde (¢ hanga (Pl ey eaeeg f or
exi sting jusgédteibl {enEXHIREL relbodd B¢ ol Javdi8l Sropb3Pfed Sp5&4eGEEE convhen
this 11Ot oS ehll inPARRL: P AR hoh ! bETH 100, W3G1 WIAAN AU SREAYS. 2

h én. deti ne o f gwg’&ﬁtgm

t

list 130 f er. _appl e t hat, have al ready be

attri but BELTLE REARTEPF LTy BERYidRA: 1ok (hERE yTROBEeTH) Tatiodee

1308, Th&e8ArMYsFPHEISEPT dEfthne® Brofdi Y¥ansrerenifravarsd s mjaerEwd €al1306 and
ent er i ng thhee metrbods @ s| apxopoirtienf cheatdadii) rrephedtad ba da3084 ¥ rekristvieng
appl et ' [Babapeaenbxplatbest préfsraapes To ameetsd apRM. bédingl 2ABfidurea’ APpl et
Looator) el mae el E o ety e e o P o
appl et on dlsngr'bsé:r aggﬁwhgeﬂﬁ e oc? l2%:0‘9’%[ %ﬁ%?@%’%‘%%ogghdteﬁf ?"?Ia@d g pel té‘tr)l/esm t he
di rct or PEPRT NG5 BT HATE FFVer ARrShpEtadt- oY Preiddss 8K the @BPLeYy Whithture
of server 202. The field "Fully qualified class nane' displays the fully
qualified class nanme of the applet. The field '"Icon URL' displays a web
address of the image file 35 used to generate an icon for the applet on a
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40 w ndow shows in Fig. 14 pops-up and all ows the adm nistrat orotl)Nem/ezDUz
‘the path arf®PPe4ianme of the text file containi ABPRYE Baseretd debrumyi 109
to be appended. To save all pending changes,; the adm nistrator-clicks on
File 1312 and then Save (not shown). -0 7°NOV 2002’ CR9: 98- 045 L
~lr~e~rded Pays:' 2~~ F~'~ru~~~y 2000 ,. 17. , , . "~

~' .- 26 1Inthe left panel, the User Groups |tem 1302 corresponds
to the All Users group of Fig. 3 (' User Groups' and 'All Usera' are used

inter Changetﬁ.glsytﬁ'ée'é%ﬂ)) mgtl.l'gd o 1%9%f§.f@da‘hb€éﬂen9 Er@:fest ject.
T

Fig. 15, a.no ISPl a A ns

tabs - a I\/é"r%ér’sserrab £ 533, “55 8hd Fﬁ% '“Fgl?dlg‘ié’bgﬁhn &He,&dﬁFefrq@eF}Pﬁ SSI ons
tab 1518. Te¥VRENbhERS Je5ECHtexsH) eetlwl Fan Meguserb by Te MEnisEr &0 sdfelay the
cont aimns a damstofl 520 w@htédte thay-ignis dentidg datdmersenftoadrisurenddatsit baly have
been defi nadinkOid RecM St £MontOkC(€d § A£ NAWapSIRIe (IMIRAW lcodfiaubamatical |y

gai n nmemberghi p.d %totﬁehsehre%settu ytﬁeeleﬁsézetd ér&upleqag%tonl aelrlosar&ltglt
the adm ni strator se eccle tg

1520 rpate
i nf or mat i on 9 % “tHE EhtT Nfalss fgﬁtﬁfx{ttosjtrhe rlrmgfc ngjfgufhtlﬂn ?ln %mtﬁ 3
clicks on tifeserest ¥5d t%ﬁslmse%‘l@nu%“ ERFStHAg n@ﬁ’ﬁétppllstlséPe’Et”eélnf rom
the |16t 1528, prdfdlatmaprirress {reasvais| §lkabetd isgreaquiaed 15 fwetharapplet
di spl ayed aio t&Ristedhaskr @micEhldMihegerenebtibart tus landat 1eherdthenhsel ect ed
menber, th@r&?ﬂi@ﬁn&geﬁ%ﬁé%éﬁleﬁa&%ﬂar diRdeanyodesd egd coments. The
attri but es, ﬁ[%é’ Egy ited and the changes committed (but not
Saved) by cI I ckl ng 1 (f' utton 1525 or the user may be renoved from
the systementirely by cli ck| ng the Del ete button 20 1526. Any pendi ng
change® may be r ESVREPIBYS SEFAEIH AGC tHECRTOVYITH 3t FRPHFKS tCREE2D ARADSE FeXi ng
t he Undo butchéigukB2Br-egpleks . stippdetihaeandimphestntas ordnsexti ghéngeapedntt hat i s
di spl ayed wheseddiesSubgraaipertals dhd GnkSevent eTis@dneSubgrnupws ithk 1620 shows
exi sting 2@&&9&5@%@%%@@9%@% Qusetrhgr Ubﬁ%m eqnuhgt bge | ef t

panel whi Ch %‘E? r%lon ap%ll'f‘] w:ﬂ:, {:fﬁrsa(\:"r):fggm sto a?o?f Ce)ﬁtal e];l. ggoexg}n%’gl ays

all i mredl ate subar

Goup® is Wés%ﬁatr&gagu THe aﬁ%@? aiFss %’t‘?&ﬁtﬁe’tﬁgst IS IEVHTETaF s“t}ltlhel"é%anded

i tens underchaggR comFBHIsmanyn tinsst dpeing| the gopfigurapizg, distht werfidrrdtifons

the 30 preseptestat tRmigferedchs subystumpr BSuehclasvehtgepbeifdle nanadbdisyg' , and
'l Create' .wilD ®REY 1St af S cbhedx@l ¢tHanke StialR2P sipdi calesitibed abBEeﬂulagr oup

exi sts and ;@ aaf '199%)1@?&691@99'ﬂ}gmt&ebgelsﬁ\fegor Ihen 'nlw bRl | RdiRteshe

t hat e st at Hé ll%%%ﬁndklplg gp?i[et% Qéﬁgvec»e téb\tbt r ;:.%!ﬁl\{ egtgdm.o?r B'Le SUbgr oup

sel ec ed im LS e the 35

subgr oup naﬁ‘?ﬁ‘”é’ns&rﬁfeosr F‘g‘g r(?SFﬁf‘étﬁfisafaFﬁou? Iteﬁe‘:%ﬁﬁroﬁﬁ bepg B‘FJeesz Fhew
subgroup, tUsESERNFENFRS ALV S cred eEeneRER oFPihon 59T IB?Glewe‘Fﬂr@FS‘ttﬁ“i’é
subgroup naveidreigesitpepkd endraeesantrdlif? 2he aivdftle theadementCrapaiet hbufbon
1628. An emrdehystdfr,' dppleeAt@lXsUbgEtHHa BRNRE' pidpeBradapesyezti N | i st 1620 as a
pendify actd.LeiieMan %@n@é‘r%p@%‘i'snﬂlocQ@gegddéﬁ%em%éh@@éﬁr 48ptlshgks

the File Pulloh.i0el 1e.Lop MBE a%mgn Vgntegtéatsi\g@t?&gert@éxt,thgof&Z

shows the ri er m ssi o

1518 is seI“@g‘?%e&psﬂ? ﬁeri% §h75'\}'os xha'?‘?é‘ fﬁ‘PIaFJr ﬁf)l"étj?ct rraf - h‘gl'(}élb’eren
defi ned t o WeARO™HPsERhsaker trﬁé°af5’ef“ﬁ‘i1§§r SPIsEBflus oB>=VEBRrHisteRRr Ay FXERSS)
that is asdiighetrt bBlach reppbets Rotoadhprapegtiesorall t@ s\ LxbpE@ORes/\Bbject
99/ 57867 P@Ib(ﬁQ%&QBﬁﬁSn&? pEENGeatd dather ol fitNkeriaNt€xXtthy Advatohtext,

sel ected inphhedselta (?B@Q@t toPSodlk L 1@t BEF Nt £RACKIPIFLSHIES Aol REFLec®Nehe
excl amat i on, 0| ntfegrn cat&s that t he stat us depicted is a change that is
pending a save "RTEG RS group 'User Goups' is selected in the tree
shown in the |eft panel which 5 corresponds to the " Al Users' group shown
in Fig. 3. Si nc &ha7abpvastinst tnalhey fystémthawresaerid ey Mip ai setvReEk’ User

G oups gr cudpinistsatck728adingwiathhérgl obalcodedsaul thpging seohoes,f endall

syst em usersgci @nt8aGh cdpphtislehitied bvd (ewsass i franabay texacsmi(e, béfie
defaul t perjkss) QBnA{ALUS nOknARRL &y tﬁ@%@%t@@' orer’ is 'permt’
(meaning access is pernmtted) for the 10 "AllUsers' group; simlarly, the
default perm ssion status for all users to applet TFTP is 'deny' (access is
deni ed). The adm nistrator can change the perm' ssion status of an applet by
selecting it in list 1720 and clicking the '"Permt group access' button
1730 or the 'Deny group access' button 1732. Furthernore regardl ess of ﬁ\t
applet's perm ssion status for 15 the sel ected context, an adm ni st&g

can select an applet from 1720 and click the ' RUn/ Cust omi ze' butt 734 to
execute the user applet under the sel ected context. The panel ro&ﬁ

pr evr ousI y shovm ng the not ebook for t he current cont ext then becorres

. . o v 1 o



.20 s'oftware, the adm nistrator can then save sof tware pref erencgs7(N9r\6|2@02
“the confi glFrRér?%‘r?“éppl ets unique facilities:provikireddddPagat E9f kaberthigh2000
which will then be saved as the software''s defadlt preferences foor: 't He

sel ected context. If the applet is an end user appl ét, the functions are

t he sane, except the end user applet |oad#$ and saves |t own preferences 25
rat her than preferences for a separate piece of software. Fig. 18 shows the
conpl ete expansi on of the adm nistrators |eft panel subgroup tree beneath

‘User Groups'. |ipediftely dBennathyiddaeradlomisiers AGL Gelkeodola, SUDGroups
Admi ni str aégg%:?or?) a :ge%.f %&Qc{ §HP%QH£}JEQ% %Re %%E/IH R na[g%.rl.ID et avﬁ'gn él%\/l

a subgroup % dm ni strat or subgroup ‘has al so been
expanded ar"f’ﬂlmf:’b’rﬁtéf" EtRTEE BUERGFEtpS a?%erdvvare , ' Services' and

"Software'. The ' Software' subgroup has been expanded and contains at |east
one subgr oup ‘calthedprdieieraparertent lze didevééppnitrrcpestirzgr exgrrtbiexivhse at

| east one susbgrmsprraleagy MNEoEEit3nduwagsauwpindNbabivareniral BoftvaRe Mgt eiis
subgr oups, ﬁu@h@%a%tnwﬁéﬁmonmmm ﬁeé/%rspeﬁheé UBBre AbSPideNattivg

| b el th
B e RSP LS BREER LB, SRR B pee

I erar
group), t hé‘snB?JeleSKJ?ﬁva‘FrPHP% h&>¢ iRt %&ﬁé?aﬁlgn%oném *¥i5%8¥ent from
that ©f Fi giorkstaghiens 'doseqt Eneyupbouty@rofis ciatagerettPropexrtdse H0F e rspate
not aut onatdeealdey adl svanherksohtichevaldopaeiit creae vdrptationoéorfigerat@ooups’ .
The |i st 1&%ngi§@hﬁy%péfﬁlbggirp@x@i&t gdankDs2 Pk oadel igySicAMbARKREESveFhe
status besigeg, nSARN U3 wm&; 1e@ dalvsk @g%fé}gw@e wg?mshsme HRP oIS g

nmenber shi p iR ‘s ta tes that

rorber ohi p LSy PRLCLOPISTL ipar i B SLahUndl ket et oot e

the uSer iSPABECIatRetfhEFeaed ang.the WO%@?W 99|@78’6"2°]"P€1‘?‘t3398/"6’386‘5 P

t he ' Devel cprenfy thathgrokgrataend confiwratied’ infedinaticasbe (saved Ha wahever

i nherits nei¥bprsdtiapy itlBi forinhe 'abeyaiaprerbtigreupray Hel eagiﬂ&gdtmy &he | east

one of Devel-eRE®iMiocS rRURYrQUPSniEt her down the tree. A user's membership

status for a subgroup is nodified by the adm n| strator by 5 selecting the

user in list 1820 and then cli cki, ng .on t he up' buétdog 1836 or
"Renotfe from gr SEF b IPELFPREYE. 1P f hteh'é°’§dﬁ3flﬁt§f’?aat"8 eWp§ﬁE’s Fo redfed

new syst emi®setn eFistiggi tsrmdpaldéhat dsainerpatibty wedbeke PFﬁ%‘*“&dﬁ??ﬁller at or

clicks on teasdraite/shVedi f Fhdolepier @3 er surbliesorxdyrttaaent82P.. T s acti on

brings up taEeinniteboak cpAgRnshime tie 8rtingl fHe. oddiratridght frARebydfemFby. 19

is simlar £@Qnifpbrofi1E Shnader 304, AdtoWse Tchﬁté’:ic@nt@'t%tar@ﬁﬁnilobﬁiﬁ@te a new

SYSt efg usere Ry G6Lactiag MW Lol ! agp 1920 c@gﬁrgwga k00 diCoofdicate

but t on. Slm r%‘é thea m ni strato arp eég_,?tlfng

syst em user By ZerEet "RG” tHhe %%B%’?) i ?r 5GS8T R HnE2ET i Tkine the

appr opri at é"5a¥FasHon gha ijansﬁ‘lltt@ef:%t“é’e S?E’éFs“cFe‘é‘Pé’He ’tde&ﬁﬁf’sﬁfbﬁ?

cont ext ( e.idgntifdevethephemtingl freting rdopf fpviradt hEypiagdily edhperisetbaiMedia
"User G oupgcesdubontrd aminaddreak|of pReleempimaer S mbfile mssdgeet eegebgsaup.

Changgs t 0 delBcsy Sh&MaUSS&pokt Sigedt i 6S %-!@&f@é!d Ghl €kd RGvON pHidi@e hdhaghe top
menu bar of e&bfeé lsgbtdeggg@é <RI (08 bet! L KLOG 3 fenck D Bos BOWAEa AbeFI 0. 20

shows a direct stem use or e Itl er t.han
Chrough t hEPF b *aPEF S (B B8P PBEL @oehoun T SERE7eT6° FSHbiee: bGP Y0,

t he admi ni S@PatdrrbeefEdt of aUE@f §lusEaiy pft he Ieft panel of Fi g 13, for
exanple. Then in the right panel shown in Fig. 20, 25 the adm nistrator can
creatss new user sxxarekrondi Agenenckxd et alle @1SEdd)c LSS Simea BF adApeatyagent }

di scussed., wthout being in the context of a group or subgroup. In Fig.

21, the adm nistrator wshes to vvork di rectly on information 30
corresponding tqo a user whose ID end' . To do hod
adni ni strat or e%’ﬁn%l’gpc‘rbspeg}%t sfﬁx??fét(F%‘?tte’(?a??é’lte’é‘f P ‘éélgz?impfe(ﬁl%?() R
and then sélsegalledchy tBendrofike SFRAMT: TFELet FAE Paserateheye HFpBars fli‘nﬂ’ﬁ ch
i s desot ed 320 omltheesrd'vsr Srstierhei pdwor pedfegrnceEhénfamghtiqraneTheceneaifiis t hr ee
tabs. The fdingtod abied)ses ildehoisied iminthé uns@leatost ifyedprdeiatkimidal tidts

tab, the adnjpi v§1ttﬁ'xa£1'g pgé’Fﬂkz@?gA f:.}{fcggrﬁtmrorﬁ 2 ppé\ﬁSWIg:naE&% GBS
pertaining hows_t h

t pa
adni ni st ratlc#e’éoqoé’gf B het 8 ?:olﬁ tage d’edenl: Shbet %ﬁcg@ C?_r%trﬁve Hshows
al | subgr ofF8E 8T jAT Eh lﬁfP%F’r%’eﬁHo‘? §1ée5f’réﬁg t%éeéﬁ‘g‘gﬁl}u’ﬂ? §PB® JREWA™ i n
this 45 st ighathis elers 8td.sdbdprongeny Pérqmyp#@riledwalnémntm@taﬂm ni strator
can change col |l eend' s subgroup priority by selecting a subgroup and using {,\
the up and dawn arrows to the right of list 2220 to nove the sel ected \\‘9
subgroup up or down the list as desired. If the adm nistrator clicks
" Add/ Renode 45 Group Menberships' button 2242 in Fig. 22, the ri gh@@anel
t hen shows the




z. 0 7 Nov 200Z WO 99/5786Z PCT/ GB98/ 03865 29 contents of Fig. 2
23 right panel allows the adm nistrator to nodify the subgroups y-?\/\mEQE 2002
colleend is a nenber. The adm nistrator does this by clicking on an
,appropriate box corresponding to a desired subgroup. If the box is clear
‘(meani ng tW@beEmk: eend is not pr esently a 5 nenber), then apcives9smIsssk is
added to the box to include colleend in he subgroup. Conversely. if a
subgroup box is already checked, then cilcking on the box clears the check
mark and renmoves col | eend from t he subgroup. r Fig. 24 shows the right

panel when the Applet Perm ssions tab of 10 Fig. 22 is selected by the

admi ni strat or .Fignre i d1ivayratempel aprles? Dwagdngionphk agiseat lcompptet.s t hat are
defined iapplées mysheme denacuberi spulatosudnaspemect moeessoly twldngend to

an appl etevBYc SQLBELiN8Eal NR2cBRD!LB! sdne bE Sthe?42Me a4 A&eedglascgh&&t kesis

erml Wgeh; fosesp ubaéél%smigpl@& REEE I3 Hh L RabRY €8 J,500d eend by

clicking the user_ access mnistra can al so
| aurtch ar?réﬁ'b’feé‘tce rF”tdhéh%(f‘ﬁY%ﬂe"B‘P &8 F%‘%&nﬁy"r&f%ﬂ% B “‘F&’Jrﬁ’ Efst oni ze'
button 24dangethél i §nd $1386ne Erekerappl viense| Edicdglizgs| thg PEadOLq S

| aunche3 Managdment | Bftipepaiesl objkre fwimappBEt2awdrh cantétie squanditbytissypser
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manager servlet 214 to get the context for the user running "the desktop
applet. In this case, the context consists of two components, a context
name which is the ID of the user, and a context type which in this case is
User. The profile manager servlet gets the ID of the user from the request
718 and returns the user context at 719. At step 2 of 716, the

45 ProfileManagementProperties object P is initialized with the context of
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the sel ected 20 application; coal escing the preferences into a set for the
sel ected appl i cattiioniisy otnratvemsi rfy thesonr eie fDeektdphebddeUsedds geaup node to

the firstpHRupnce?Information out of its ProfileManagementProperties object P,
and begins to update the desktop accordingly (i.e., it might set the
20 screen colour to blue, gét information about the position of icons, etc.).
The desktop object calls a method on its ProfileManagementProperties
object P to get a ;ist of the software to which the user has access
permission. The ProfileManagmentProperties object P requests the
information at 802 from the profile manager servlet 214, which generates a
25 response with the requested information at 804. For each such applet to
which the user has access, the information includes a user friendly name,
the applet’s URL, the URL of an icon for the applet, etc. (information
that is required for the desktop to represent the applet on the desktop
and to load and launch it). and other optional material which is not
30 relevant to the invention. This information is stored in the
ProfileManagmentProperties object P, and returned to the desktop object.
At 806, the desktop object uses the applet information to build a folder
for the applets and to generate a window‘displaying the icons and the user
friendly name for each applet to which the user has access.
35
Agssume that in a previous run of the desktop by the user, the user
dragged and dropped the icons for some of the software displayed in the
folder that was just described., It is possible that at this time the user
no longer has access to the applets that were dragged and dropped from the
40 folder to the desktop. However, these desktop objects normally would be a
part of the users preferences that were saved during the last run and
would still be displayed on the desktop . To avoid this situation, the
desktop examines its preferences from it’s ProfileManagmentProperties
object P to check for applets that are configured to appear outside of the
45 window that is generated to display all applets to which the user has
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20 Fig. 9 illustrates the situation of an administrator rumning a
configuration applet to configure preferences for an applet for other
users or groups of usgers. It is understood that the principles discussed
here also apply generally to the configuration of terminals oxr groups of
terminals. The administrator on the client 900 points his or her web

25 browser to the URL of the profile manager applet 214 on the server, which
is to be run. The URL is sent to the server at 904. Since
ProfileManager.html is a file that the server protects, a challenge 906 is
sent back to the web browser on the client. The web browser responds by
prompting the administrator for a user ID and password. The request to get

30 ProfileManager.html is then repeated at 908 to the server with the user ID
and password information included in the message. Since presumably the
administrator has permission to run the profile manager, the request is
honoured and a profile manager applet is downlocaded to the administrators
terminal at 910. There are a series of interactions between the client

35 and the server (not shown) where the code for the profile manager applet
is loaded to the client from the server. The profile manager cbject is

created and begins to execute at step 9212.

A ProfileManagementProperties_nonContextFlcating is used by the
40 profile manager instead of a normal ProfileManagementProperties object..
It has the game behaviour as a ProfileManagementProperties object with one
exception: when preferences are loaded and saved, they are loaded and
saved to and from the context of the administrator who is running the
profile manager, as opposed to loading and saving to and from the context
45 (i.e., user or user group) for which the administrator is configuring.
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4(10989& () €0l EHrdB02i&AC) assNEhdd¥Hbh B tBpingtionkurked) . On the other hand, if

the applet is a user applet, rather than a separate configuration applet,

the call would be p.enablePersistence (endUserAppletObject) since it wants
25 to configure its own preference information as opposed to the preference
information for another applet. The current Context is already known by
the ProfileManagementProperties object P since it was previously set by
the administrator via the administrator's
ProfileManagementProperties nonContextFloating object PM NCF. The location
30 of the profile manager servlet 214 was previously generated when
enablePersistence was called on the Profile Managers
ProfileManagementProperties nonContextFloating object PM NCF. In the case
of a configuration applet, the unique key for the applet does not need to
be generated because it is passed by the configuration applet to the
35 ProfileManagementProperties object P in the enablePersistence call.

At step 1014, the configuration applet registers itself with its
ProfileManagementProperties object P as a context change listener. As
discussed earlier, this allows the applet’s ProfileManagentProperties

40 object P to notify the applet if the administrator makes a context change
so that the applet can load the preference information for the new context
and update its Graphical User Interface to reflect the new configuration
information, without regquiring that the applet be terminated and
relaunched in the new context.

45
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%& ()-! HYéﬁHllsQ%iﬁs( lﬁeq P}QE/ig!.eQdLnad ﬁm@%s object P to load the
preferences from the current context for the applet being configured. a
request 1105 is sent to the profile manager servlet 214 to get the
5 preference information, tailored for the context previously selected by
the administrator, for the applet being configured. The request 1105
includes the appropriate context name (the context the administrator has
selected) and the context type (USER, USER_GROUP, or ALL_USERS_GROUP as
appropriate) and key information to specify the location of the
10 appropriate preference information. The profile manager servlet 214
responds with the requested preference information at 1106, which is '
cached in the ProfileManagementProperties object P. The configuration
applet gets preferences from the ProfileManagementProperties object P and
updates its Graphical User Interface accordingly.
15
The administrator configures the applet at 1107 and saves the
modified preferences, for example by clicking a SAVE buttcn provided by
the applet. As a result of this operation, the configuration applet calls
the save() method on its ProfileManagementProperties object p. The
20 ProfileManagementProperties object P sends the preferences and the unique
key for the applet being configured and the information specifying the
current context to the profile manager servlet 214. The profile manager
servliet stores the preference information in the database 212 in the
location specified by the Context and the key.

25
Step 1108 is an example of the administrator now changing context,
while the configuration applet is still running. The administrator
selects a new context by clicking on a user or user group (see Fig. 18 for
examples of new contexts in the administrators left screen panel). As a
30 result of the context change, profile manager 506 sends a set context

message to ProfileMangementProperties object P (510) by calling
P_NCF.satContext (selected NEW context), which in turn causes object P to
notify event listener 512 of the context change via the reload properties
API 515. This occurs at step 1110. At step 1112, the event listener 512
35 performs a load() call to retrieve the preferences for the new context and
the object P is updated with the new preferences at step 1118. The
administrator can now proceed to modify the new preferences for the new
context, if desired, and to save them if required, and then to proceed on
with a new context change if necessary as described above.
40
The remaining figures 12 through 24 show actual screen snapshots of
an administrator’s workstation while running portions of the profile
manager 206.
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Fig. 13 illustrates an expansion of the Profile management item 1208

in Fig. 12, which results in the display of three default sub-items in

15 Fig. 13 - ‘Applets’ 1300, 'User Groups’ 1302 and ‘Users’ 1304. Expansion
icons indicate that these items can also be expanded. ‘Applets’ 1300
allows the administrator to define the user applets available on server
202, ‘User groups’ 1302 allows the administrator toc create and populate
the user group tree of Fig. 3 and to set group preferences. ‘Users’ 1304

20 allows the administrator to create new users and to set their preferences
or to change preferences for existing users. In the example of Fig. 13
'Applets’ 1300 is selected. When this item is selected, panel 1305 on the
right of the window displays a list 1306 of user applets that have already
been defined to the system. Attributes of the application that is

25 selected in 1306 are shown at 1308. The administrator defines a new
applet by selecting <NEW> in 1306 and entering the name and location
information requested in 1308. An existing applet ’'Database Explorer’ is
shown selected in 1306. At 1308, the ‘Applet name’ field displays this
applet name. The 'URL’ (Universal Resource Locator) field displays the

30 Intranet or Internet web address of this applet on server 202. The field
rcomplete path of html file’ displays the directory path and file name of
the applet in the disk directory structure of server 202. The field
'Fully qualified class name’ displays the fully qualified class name of
the applet. The field 'Icon URL’ displdys a web address of the image file

35 used to generate an icon for the applet on a users desktop. The remaining
fields are for optional information that may be required by the software
upon invocation. A command button 1310, ’'Import Applet List from File’,
allows the administrator to append definitions of applets to the existing
list 1306 from an existing text file. When button 1310 is clicked, the

40 window shown in Fig. 14 pops-up and allows the administrator to enter the
path and file name of the text file containing the applet definitions to
be appended. To save all pending changes, the administrator clicks on
File 1312 and then Save {(not shown).
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user are displayed at 1521 These attributes include the full name of the
selected member, the member’s system ID, password and any desired
comments. The attributes, except ID, may be edited and the changes
committed (but not Saved) by clicking the Modify button 152/§.or the user
may be removed from the system entirely by clicking the Delete button
20 1526. Any pending change may be removed by selecting the entry in the
list 1520 and clicking the Undo button 1528+

Fig. 16 shows the administrator’s right panel that is displayed when
the Subgroups tab 1516 is selected. Subgroup list 1620 shows existing

25 groups that are subgroups of the item selected in the left panel, which is

‘User Group’ in this example. Therefore, list 1620 displays all immediate
subgroups of the 'AllUsers’ group. In the left panel, ’'User Groups’ is
expanded. The subgroups shown in list 1620 are also the expanded items

under ‘User Groups’ in left panel. In list 1620, a status field shows the

30 present status of each subgroup, such as ’! delete’, ’| Modify’, and '!
Create’. An empty Status field in list 1620 indicates that the subgroup
exists and no actions are pending to be saved. The ‘1!’ symbol indicates

that the status is pending (not yet saved). Attributes for the subgroup
selected in list 1620 appear in 1622. These attributes include the

35 subgroup name and desired comments about the subgroup. To create a new
subgroup, the administrator selects <NEW> from list 1620, enters the
subgroup name and desired comments in 1622, and clicks the Create button
1628. An entry of ’'! create <subgroup name>’ then appears in list 1620
as a pending action. To save all pending changes, the administrator

40 ¢licks the File button in the top menu bar and then Save (not shown).

Fig. 17 shows the right panel that 1s displayed when the Applet
Permissions tab 1518 1is selected. List 1720 shows all names of all
applets that have been defined to the system and the permission status
45 (permit or deny access) that is assigned to each applet for the group or
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) - ny{ aBMP1sybBéM. 1¢or example, the default permission status for applet
10%& () - 198arlabe S ¥Brén) - §# 1Qékn{n - FheadUE ddcesd LY Betnitddd? ZtOMRd
i0 ‘AllUsers’ group; similarly, the default permission status for all users
to applet TFTP is ‘deny’ {(access is denied). The administrator can change
the permission status of an applet by selecting it in list 1720 and
clicking the 'Permit group access’ button 1730 or the ’‘Deny group access’
button 1732. Furthermore, regardless of an applet’s permission status for
15 the selected context, an administrator can select an applet from 1720 and
click the ‘Run/Customize’ button 1734 to execute the user applet under the
selected context. The panel reéion previously showing the notebook for
the current context then becomes occupied by the executing user applet.
If the user applet happens to be a configuration applet for other
290 software, the administrator can then save software preferences (through
the configuration applets unique facilities provided for this function)
which will then be saved as the software’s default preferences for the
selected context. TIf the applet is an end user applet, the functions are
the same, except the end user applet loads and saves it own preferences
25 rather than preferences for a separate piece of software.

Fig. 18 shows the complete expansion of the administrators left
panel subgroup tree beneath ‘User Groups’. Immediately beneath ’User
Groups’, there are two subgroups ‘Administrators’, a default subgroup that

30 cannot be removed, and ’‘IBM’, a subgroup defined by the administrator.

The ‘IBM’ subgroup has also been expanded and contains three subgroups
‘Hardware’, ’'Services’ and ‘'Software’. The ’'Software’ subgroup has been
expanded and contains at least one subgroup called ’'Development’. The
‘Development’ subgroup contains at least 'one subgroup ¢alled NCoD.

35 Subgroup ‘NCoD’ contains a number of subgroups, such as ConfigFW 58, which
have no children. Alsoc in this example, subgroup ‘Development’ is
selected in the expansion tree. Since ‘Development’ is not at the top of
the tree hierarchy (the ’‘All Users’ group), the notebook shown in the
right panel is somewhat different from that of Fig. 15 when ’‘User Groups’

40 was selected, because all users are not automatically a member of
‘Development’, as they are of 'User Groups’. The list 1820 displays the
log-on system IDS of all system members. The status beside each user ID
in list 1820 shows whether the user owns a membership in the ’'Development’
subgroup. A status of ‘yes’ indicates that the user is a member of the

45 'Development’ subgroup, ‘no’ indicates that the user is not a member of
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list 1920 and then clicking the ‘Create’ button. Similarly, the

administrator can modify or delete an existing system user by selecting
the appropriate user in list 1920 and clicking the appropriate button

15 'Modify* or ’'Delete’. Users created at any subgroup context (e.g.,
'Development’) not only gain the required membership in ’'User Groups’, but
are automatically made members of the selected subgroup. Changes to the
system user list are saved by clicking on ‘File’ in the top menu bar of
the right panel and then clicking ’'Save’ (not shown).

20
Fig. 20 shows a direct way to get to the system user list for
editing, rather than through the group and subgroup route shown in Fig,
19. To get to Fig. 20, the administrator selects ‘Users’ 1304 in the left
panel of Fig. 13, for example. Then in the right panel shown in Fig. 20,
25 the administrator can create new users and modify and delete existing
users, as already discussed., without being in the context of a group or
subgroup.

In Fig. 21, the administrator wishes to work directly on information
30 corresponding to a user whose ID is ’'colleend’. To do this the
administrator expands ‘Users’ in the left panel of Fig. 21, for example,
and then selects 'colleend’, as shown. The right panel then appears,
which is devoted to colleend’s system information. The right panel
contains three tabs. The first tab ‘User Information’ is selected by
35 default. In this tab, the administrator can modify the name, ID, password
and comments pertaining to colleend.

Fig. 22 shows the right panel when the administrator selects the
second tab ’'Group Memberships’. List 2220 shows all subgroups of which
40 c¢olleend is a member, The subgroups are shown in this list in the order
of subgroup priority for colleend. The administrator can change
colleend’s subgroup priority by selecting a subgroup and using the up and
down arrows to the right of list 2220 to move the selected subgroup up or
down the list as desired. If the administrator clicks the ‘Add/Remode
45 Group Memberships’ button 2242 in Fig. 22, the right panel then shows the
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Fig. 24 shows the right panel when the Applet Permissions tab of
10 Fig. 22 is selected by the administrator. In this right panel, 1list 2420
displays all applets that are defined in the'system. The administrator
can permit access by colleend to an applet by selecting the applet in list
2420 and then clicking the ‘Permit user access’ button 2430; or access can
be denied to colleend by clicking the ‘Deny user access button’ 2432. The
15 administrator can also launch an applet in the context of colleend by
clicking the ‘Run/Customize’ button 2434. When this is done, the applet
selected in list 2420 is launched in the right panel. The administrator
can then modify any preferenges that the applet allows and save the
preferences in the manner provided by the applet. A typical scenario here
20 is for the administrator to launch a configuration applet then to £ill in
a variety of preference fields. BHowever, if a separate configuration is
not provided for a user applet, the administrator can launch the user
applet in the context of a user and set preferences from the user applet.
A typical scenario here is for the administrator to select a group oOr user
25 context and then to launch the user applet as described above. The
administrator can then typically modify preferences from an options menu
and save them in any manner provided by the user applet. For example,
typically, the user preferences are saved when the options dialogue is
closed, or the user applet may provide other methods of saving the
30 preferences. In any event, since the administrator is running the applet
in the context of colleend in this example, the preferences set up by the
adminigtrator through the user applet are saved on the server as if
colleend had entered them directly herself by running the applet.

35 Not shown in the figures is a scenario whereby a user can modify
some preferences that pertain to a user applet. For example, a user
applet may allow a user to select a window background colour or fonts and
font sizes, so that each system user can individualize the applet to some
extent when the user applet executes on the users desktop. In this case,

40 the user modified preferences are saved in the same way as they are when
the administrator runs the user applet. One difference, however, is that
the administrator can run user applets to set preferences in group
contexts, whereas users can only affect preferences for their individual
context.

45
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10 representing all users of the system in a tree hierarchy consisting
of an AllUsers group node containing all system users, and a plurality of
descendant group nodes each containing selected ones of the users that
belong to the group represented by the descendant group node, each node
containing configuration preferences for selected ones of the applications

15 available on the system;

assigning a group priority order for each user that is a member of

more than one group;

20 with respect to any given user requesting execution of a selected
application, determining the group priority order for the user; and

building a set of configuration preferences from the tree by

25 determining the first group from the group priority list from
which a set of preferences can be derived for the selected
application;

coalescing the preferences into a set for the selected
30 application by traversing the tree from the AllUsers group node to
the first group;

collecting the preferences specified at each node for the
selected application; and

35
modifying the collected preferences as each node is traversed
with the preferences specified at that node for the selected
application.
For usa in
40 2. “m a network system comprising a network interconnecting a server
and a plurality of uger stations, wherein the sexrver stores a plurality of
user applications for downloading to user stations, an apparatus for
managing user configuration preferences for applications executing at a
user station, said apparatus comprising:
45
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determining the first group from the group priority list from
which a set of preferences can be derived for the selected
20 application;

coalescing the preferences into a set for the selected
application by traversing the tree from the AllUsers group node to
the first group;
25
collecting the preferences specified at each node for the
selected application; and

modifying the collected preferences as each node is traversed
30 with the preferences specified at that node for the selected
application.

3. A computer program product stored on a computer readable storage
medium for, when run on a computer, carrying out in a network system

35 comprising a network interconnecting a server and a plurality of user
stations, wherein the server stores a plurality of user applications for
downlocading to user statiomns, a method of managing user configuration
preferences for applications executing at a user station, said method
comprising steps of:

40

representing all users of the system in a tree hierarchy consisting

of an AllUsers group node containing all system users, and a plurality of
descendant group nodes each containing selected ones of the users that
belong to the group represented by the descendant group node, each ncde
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containing configuration preferences for selected cnes of the applications
available on the system;

assigning a group priority order for each user that is a member of
5 more than one group;

with respect to any given user requesting execution of a selected
application, determining the group priority order for the user; and

10 building a set of configuration preferences £from the tree by

determining the first group from the group priority list from
which a set of preferences can be derived for the selected

application;
15
coalescing the prefgrences into a set for the selected
application by traversing the tree from the AllUsers group node to
the first group; ’
20 collecting the preferences specified at each node for the

selected application; and

modifying the collected preferences as each node is traversed
with the preferences specified at that node for the selected
25 application.



