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2. beécription of the Related Art

Because immediate access to information has become a

_ﬁécessity in virtually all fields of endeavor -- including

20

25

business, .finance and science -- telecommunication systems

usage, particularly for wireless telecommunication systems,

is increasing at a substantial rate. With the increase in

overall ﬁsage, however, the incidence of fraudulent usage

has experienced a corresponding increase. It is estimated,

for example, that fraﬁdulent_ wireless telecommunication

system usage is responsible for losses to the wireless

telecommunication induétry of $600 million each year.

Clearly, a system for _detecting and preventing such

fraudulent activity would be highly desirable.
Fraudulent telecommunication activity , which may

occur both in wireless and common telephone systems, has
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94/ WH991 Y38/ US93/ 10757 -2 several different var'i etpEyuUsIMve7 t hese
varieties are cloning fraud, tunbling fraud, tunbling-clone fraud,

calling card fraud, and subscrl berzf raud. Cloning fraud, which occurs in
cellular tel ephone 5 systens, involves the msappropriation of a valid set

of  SUDSCIddirahdenldrbi-eati 9RrIUEDEE S (hRbng p&ae&amegeﬁh@slprel nto one or
nore cellul ar tel ephones, and then using the "cl oned" cellul ar tel ephones

to place cAldninghi €haade bHunblethgt o firfhadsubsanbbiig-wiese | Braas,

m sappropriated. 10 Tunbling fraud involves placing cellular teI ephone
cal | s usi mpld isgf ¢e¥@nfr&%d@nﬁysgbﬁ‘e¥m% fnamderi ber 1D for each

t el ephone call 9' aced. Und e’slt in _ci rcumstanigs no %reL g '-
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subscri ber I Ds, nost-of which will be unassigned and unbill able, rat her
than to a lsﬂtﬁgloéle 2r Jobscrebiular telenhwnesse apd &heni Hglmaﬂele

g e Ut 5 R BRI b s A i 01 L0, LS“S
plurality fifiteq to the subscriber whose ID was misappropriated.

10 Tumbling fraud involves placing cellular telephone
calls using a_different randomly generated subscriber ID
for each telephone call placed. Under certain
circumstances no pre-call verification of the ID number is
performed before the call is connected. Therefore, a

15 fraudulent user may place calls even without possession of
a valid subscriber 1ID. In this way, for example,. 50
fraudulent cells placed by a single fraudulent user will be
billed to 50 different subscriber IDs, most. of which will
be unassigned and unbillable, rather than to a single

20 subscriber as in the case ef cloning fraud.

Tumbling-Clone fraud, as the name suggests, is ‘a
hybrid of tumbling fraud and cloning fraud which involves
placing cellular telephone calls using a plurality of
cloned subscriber 1IDs. For example, a tumblingfclone

25 cellular telephone may have a sequence of 10 different
cloned subscriber IDs programmed into it. ﬁith each
successive call placed by the fraudulent user, the cellular

telephone would use the cloned subscriber ID next in

raud ent Ca|TS e




cl oned subscriber IDs. For exanple, a tunbling-clone 25 cellular tel ephone
may have a sequence of 10 different cloned subscriber IDs programmed into
it. Wth each successive call placed by the fraudul ent user, the cellular

t elvapbomeseoul d use the cl oned subscriber | D next iRCIVIS®41073D59

PCT/ US93/ 10757 -3 sequence to initiate the call. In this way, the

fraudul ent calls would equally lye dispersed over 10 different subscriber

| Ds, consequently making the fraudulent activity nore difficult to detect.
5 Cal | i ngegaencé rialidninyate ahet ballii sappthpsi way orthef fraudeterdt cal | i ng card
nunber and then using the msappropriated nunber to place toll calls which
are bill edllso wenulths ePeddyngbsubdtspersed seyeari B8r fibfRreRthi ch may

occur in _ejther cellular 10 tel ephone or, conpon tel ephone. systens,

i nvol ves SPhﬁﬁHtﬁ%ﬁgDsus‘é@éswegﬁﬁgtIﬁ% Wgsggﬁgg%)aﬁé#éteé‘%sﬁ €lc‘$| er. -
Typi cal | yoret i feidiig o GeedGe ] s experienced when a subscriber signs up
for tel ecommunication services, either cellular or <calling card, and E
proceeds to usgllirgy lcalrac opanditptdleeslbhe efiisapgropirtinthoniot ent of ever .. . ..

paying for the services provided. A user practicing subscriber fraud would. -
continuevedidse ¢didigwr vi easdw tthwperpayang urthen sy¥seny addss was .

bl ocked by the seryvi.ce, provider. t hou a nber. of prior. fraud detectiaon .
and 20 B SRRPT PRI akRG Bﬁﬁb?f‘é&é’ Bi\lgﬁest(fggeé:ﬁgg? ":’}H‘:%nﬁgg l_f)’r i nadequat e
pr edet er BrmEh e e { reshol d for the nunber pf cel lul ar
cal I s that magubscriteacad-aby, avhictdli vdydudcowruliscreiibreri cepneladay; when the
10 telephone or common teléphone systems, involves fraudulent
usage by an otherwise legitimate subscriber. Typically,
this type of fraud is experienced when a subscriber signs
up for telecommunication services, either cellular or
calling card, and proceeds to use the telecommunication
15 services with no intent of ever paying for the services
provided. A user practicing subscriber fraud would
continue to use the services without paying until system
access was blocked by the service provider.
Although a number of prior fraud detection and
20 prevention systems have been suggested, all have proved
inadequate for various reasons. One proposed sélution
involves setting a predetermined number as a system-wide
threshold for the number of cellular calls that may be
placed by an individual subscriber in one day; when the
25 predetermined number is exceeded, the method indicates.that
fraud has occurred. The system-wide threshold method,

however, has several drawbacks. For example, this method

applies the same threshold to every user. Typically, a



25 predeterm ned nunber is exceeded, the nethod indicates that fraud has
occurred. The systemw.de threshold nethod, however, has several
drawbacks. For exanple, this nmethod applies the same threshold to every
usewo dypissal |y, a WD 94/11959 PCT/ US93/ 10757 -4 hipghyiysdspgessubscri ber
such as a stockbroker may regularly place a |large volune of calls each day
in the normal course of . business,. whereas a | ow vol ume subscriber who
maintains a cellular tel ephone primarily for enmergency usage may only 5

pl ace a fam?ﬁadrémr@%hb\geekbeif %&yﬁgemx\emwﬁ%%? rdfigd youl d be

i nadequate for each of these users, because it wou generatea fal se

al ert forplaeehd Jlargel vobumes vifscal bereasmodhgppethet Aokegl tddiisel Y exceed
the threshold on a given day, while, incorrectly, no alert would be 10 -
gener at ed®f PusessakheFrent adOvolVolnee | sipsasibers whebrairnitedns| D, as | ong

as the thre I exceeded. .. Moreover, the systemw de_t hreshold
net hod isgetgm u;i a\éﬁg 28 PSP EARRF LY oé'nFmﬁg%?n%bl\éFgedﬁ%}f En¥ t he

predeser nppede t Ar eshokd1 8adei @k SR © tRe! EPLE l%l}r?léw es%%tl f fraudul ent
ne

calls placed to a nunber less than the threShold. Another od, referred
to as "cabéthedivenildghbé imsiegheta fompashdof rielecasefs Andidagst cel | ul ar

tel ephone, calls, wherein a predeterm ned sequence of nunbers is 20 o
assi gned tb &M cveRgrEAte cpepfife ualerti tfm the meigkovolumsd, with each

el It ar  TAFRHR” B nAey et e SR S Bt Pty eet Bof GaRdo Bcor ded i n
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sequence nunmber occurs nore than once, or If t he ca _
10 generated for the fraudulent use of the low-volume
subscriber ID, as long as the threshold was not exceeded.
Moreover, the system-wide threshold method is easily
defeateq by a fraudulent user who is aware of the
predetermined threshold and takes care to limit the number
15 of fraudulent calls placed to a number less than the
threshold.
Another method, referred to as "“call numbering," has
been proposed to detect fraudulent cellular telephone
calls, wherein a predetermined sequence of numbers is
20 assigned to each cellular telephone unit within the network
and, with each successive call placed, the next number in
sequence is transmitted by the cellular telephone unit to
the service provider station and recorded in the order
received. When the call records are processed, if any call
25 sequence number occurs more than once, or if the call
sequence numbers are out of order, fraud or malfunction is

indicated and the cause must be investigated. This method,

however, has the disadvantage, inter alia, of requiring




sequence nunbers are out of order, fraud or malfunction is indicated and

t he cause must be investigated. This method,. however, has the
di.sadvantage, inter alia, of requiring WO 94/11959 PCT/ US93/ 10757 -5 that

t hewoslayubsw t el ephone unit be nodified to include PEBMSOBANHT equi prent to .
generate and transmt the predeterm ned sequence of nunbers. Consequently,
the "call nunbering" nethod is Lgconpatible with the large najority 5 of
exi sting tel ecomuni cati on equi pment that has not been nodified. Mreover,
the cal | thnEethagesEilad itelephohitalhét be nesddfliedntboumdlutiat .t he cal |
nunber sequence may becone disordered through normal |egitimte use, by
events swaddiddongleacapipaent natPon 9gherpte caPfdor t58RERLEai Fife, thereby

Iting in fal lerts. Therefore t em whi i 2kl d
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activity,_l Lah i exd are) o} the | EOdd MR ribyuse by a
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exi stng ¢l SeTHg eal oonmatidayient eqaipeediecthalumaas yoaf bebe | nvention.
It i.s an object of the present invention to provide a 20 nmethod and S
appar at usmddifigat.ecti ng potentially fraudulent teleconmunication activity

b i t f ticul bscriber_.|D. 11ing card
nurber i ¢ bt RETegRPET clitapalbruinina befhed ¥ hreRients 1 B “Usage. 11 -
current Ug ebééglrf e Y é?el'géa[hgl Sl MR uenRdl GRleHetsnd deviation

in the historrc pattern of usage by the subscriber, a potential fraud is
i ndi cat edgisordered through normal legitimate use, by events such as

10 early termination of the call or power failure, -thereby
resulting in false alerts.

Therefore, a system which reliably and accurately
indicates the possibility of fraudulent telecommunication
activity, but which is flexible enough to permit legitimate

15 use by a wide variety of subscribers, and which is
compatible with all types of existing telecommunication

equipment is needed.

Summary of the Invention

It is an object of the present invention to.provide a

20 ﬁethod and apparatus for detecting potentiaily fraudulent
telecommunication activity by comparing current usage for

a particular subscriber ID or calling card number with the
particular subscriber's historical pattern of usage. If
current usage for that ID or calling card number indicates

25 a deviation in the historical pattern of usage by the

subscribér, a potential fraud is indicated.



WD 94/11959 PCT/ US93/ 10757 I n one enbodi ment of the invention, the.
particul ar subscriber's usage is analyzed to determ ne paraneters such as
call duration (the average length in tinme of a call), call velocity. (the
nunwer94or9ssal | s placed within a 5 specified tine pePEHASI/A0E7cal | _

t hreshol ds {the hi ghest nunber of calls placed by the subscriber within a
specified .tinme period). One or-gore of these paraneters is then conpared
to the particular subscriber's historical pattern of usage. If there is
abnor mal usagedr edra | embadimens ¥ siltes cinvemtionhi dther ipsaitigadaern of usage,
a potential fraud is indicated. In one enbodinent a particul ar

subscr i bePuRSqRidgE PSSl aciaAed &8 deTRTRIAE PYTIICHRFA APCAver ages,
cach cal el st qua 9 LLE DL e Lk AR oL s cf 187

then conpr et to €dc o~ dete a signi devlation in
usage has.PCCURi8dciVPen the SindhbbiCcagt dRUNat i pRabéy USAGRiLS gdetected, a

potential fraud is indicated. In another enbodi nent, a significant
devi abi onspecifi@dusdne periad) cadrmdl ehkh timtdshufldishg thel hdghagtt wo o
conditions are satisfied: (1) a noving average cal culated. @ over a shorter -
nunber ofnyeBer P§ grlkR PLarRAPY thsvFRBSCRIRATayathan uIskesdfd%@r a | onger
nunber of_gdays; 1and (2) ot@eof)exrngggtg ethgg‘raeasa%agg ween. a gi ng average .
cal cul at eg* BR JcPadQ (t) Ahd°t h&°%5En8 " movi ng gverage cal tul ated on the L
prior day.ddpaec¥ECEAS ghitiedeher ShNad ;HTNULL nidiol ot bUELDBEL Obj ect of
the present invention to provide a nmethod and apparatus for detecting
potenti aléfy UWERGL/ 119750 tHekeUSD3/ dB&iinal- 7usage relative to the
10 subscriber's historical pattern of usage, a potential fraud
is indicated.
In one embodiment a particular subscriber's usage is
characterized as a plurality of moving averages, each
calculated over a different specified number of days, which
15 are then compared to each other to determine if a
significant deviation in usage has occurred. When a
significant deviation in usage is detected, a potential.
fraud is indicated.
In another embodiment, a significant deviation in
20 usage is indicated when both of the following two
conditions are satisfied: (1) a moving average calculated
over a shorter number of days is greater than a moving
average_calculéted over a;longer number of days; and (2)
the percentage increase between a moving average calculated
25 on day (t) and the same moving average cal;ulated on the
prior day (t-1) exceeds a predetermined amount.

It is a further object of the present invention to

provide a method and apparatus for detecting potentially



fraudul ent tel ecomunication activity by detecting an occurrence of .
overl apping calls. Overlapping calls are two .- or nore calls which either

(1) occur concurrently, or (2) are placed fromdifferent eos%raphi C
regen®t/tia® occur 5 within a sufficiently short ti rré’qrﬁ‘t’%%g‘m such that it
woul d be inprobable. that a single subscriber could place the first call
and then travel to the location eff-the second call within the given time .
interval to place the second call. Because each uni que subscriber 1D or

cal l'i ng 1fraahudeminbtel epgmmuygicadlibp oa¢yivityusdy bgetecting eansubscri ber
froma single |locatign at one time, fraud is. .indi caaﬁg upon occurrence of

ei t her oroERHIF e RE VETIGPPABH T2} otrs . OY R LARPHIH 68 rftte K. fraud .
detecti Onopgpcﬁr atet %.llsogh.such 1&1{%?1?%” %@clurnggﬁcgi‘ré% t 'oﬂ}u'(QP subscri ber

to determne ér any two calls ‘Using the sane subscriber (D or

cal ling caresl puabed eeou! A renbat aglebgkhphtONeeyiens | ¥ndl pceaet her
enbodi nent, the fraud detection apparatus adjusts each call for geographic

di-spebsi onithoirdez esnfAéciéntl30 shwrtortime einkélealwesechpl dbat dsi ng t he sane .
subscriber 1D or calling card nunber fromdifferent geosr aphic locations.

within a $HYY GenttIBF ¥RELE HPAE PntdPaf SERTCTIRAT (G PLBECween the two
geogr aphi Aof#éé’néa tEhH AR ndi 46 h! N, {:{x‘éeﬂ@éticgn' g’PrQB%bI e. 251t
0DJ t 0 e anme

is a further ect o e present invention provi _ hod and 7.7
appar at ussd@ndled L0t i ot aiid diven frigiedulfiabvhel @eopTdBEC&hkON activity.

by conparing the particular subscriber's present telecommunication usage -
WO 94/ 11988cdR@T/dadFI3/ 1B&&use @awht hnaqps exidtsemibeedIiRadt adddtingation. |f
the 10 card number may typically only be used by a single o
subscriber from a single location at one time, fraud is
.indicated upon occurrence of either or both of these two
conditions.
In one embodiment, the fraud detection apparatus looks
15 at each call made by a particular subscriber to détermine
whether any two balls using the same subscriber ID or
calling card number occurred substantially concurrently.
In aﬁbther embodiment, the fraud detection apparatus
adjusts each call for geographic dispérsion to determine if
20 two or more calls were placed using the same subscriber ID
or calling card number from different geographic locations
within a sufficiently short time interval such that travel
between the two geographicqlocations within the given time
interval is improbasle.
25 It is a further object of the present invention to
provide a method and apparatus for detecting potentially

fraudulent telecommunication activity by comparing the

particular subscriber's present telecommunication usage



predet er mi ned subscriber-specific condition is satisfied, fraud is
‘indicated. In. one. enbodi nent, each nunber called using a 5 particular
subscriber ID or calling card nunber is conpared to a predetermined |ist
of mworbgI®ssuspected of frequently being called byporasbslenss users. In a
further enbodi ment, each country called using a particular subscriber ID
or calling card nunber is conpared,_ 10 to a predeternmined |ist of countries
suspected of frequently being called by fraudul ent users. Several of the
above- nenyiened 0b] peésettiriinehi evad by aéet apRAALUS compri ineg a digital
conputer; interface means for receiving a call information record for each
cal | 15 i prefigtepmingshraubsgkdbestipagifiier condipaenson sebisfifegt, conpari ng
the particul ar subscriber's current usage with a subscriber-specific

hi st ori caf*p4et &F M3¢8 8e; and output rmeans for outputting an
alert-state torsignal aenB%ESﬂ%h@' I yeaér{ a%%'&b%@t ggﬁ gasgsdmugpon a result of

t he conparison™ 20 perforne neans. . These 2and ot her

f eat uses gfartb@umle%%&crﬂy@xntmoarvxtéi11:@3@@9& Mﬂiﬁn&sfé drlag detailed
description set forth hereafter with reference to the accorrpanyl ng o
dr awi ngs. tBra epr&ietErininednl it Rrfanunyger Ssusprsrtedc ofipt segeantder st andi ng of
the invention can be had by referring to the detailed description of the

i nvent i onbahHGt%Ucﬂdamn&a%umfchlS% 94/ 11959 PCT/ US93/ 10757 -9 FIG, 1A

is a di agram |* it’gd'ﬁtagrg am%xgl celalctﬁl ttel ecomdwlucsaltnlgogs net wor k.

FIG 1Bis a b am o ecormunl ca
particular subscriber ID or calling card number is compared

10 ' to a predetermined 1list of countries suspected of
frequently being called by fraudulent users.

Several of the above-mentioned objects are achieved by
an apparatus comprising a digital computer; interface means
for receiving a call information record for each call

15 involving a particular subscriber; comparison means for
comparing the particular subscriber's current usage with a
subscriber-specific historical pattern of usage; and output

-means for outputting an alert-state to signal a potentially
fraudulent call based upon a result of the comparison

20 performed by the comparison means.

These and other features of the present invention will
become evident from the detailed "description set forth

“hereafter with reference to the accompanying drawings.

Brief Description of Drawings

25 A more complete understanding of the invention can be
had by referring to the detailed description of the

invention and the drawings in which:



fraud detection system according to one enbodi ment of the 5 present
invention. FIG 2 is a block diagram showi ng the conponents of a Common
Call Format (CCF) record according to one enbodi ment of the present

i nweavsam9sIFl GS. 3A-3L are flowcharts of the Event REHE§EY10780 procedure.
FI GS. 4A-4L are flowharts of the Alert Manager procedure. FIGS. 5A-5C ar e
flowcharts of the User Interface-gprocedure. 15 FIG 6 is a screen display
of the Login Wndow of the User Interface in one enbodi nent of the present .
invention. FFGs.71Asia é;cimram dplustoitinge aCoMPigRlIWEAYBWL Y t he User '
Interface i_.n one enpbodj nent ge present invention. 20 FIG 8 is a

screen dltseﬂle&?mﬁ\‘m%%tll‘?ﬂ?eé‘ﬁ §8F Subscri ber Wndow of the User Interface
in one enbodi ?‘f £ ikhe p:fleb%(?cntdlal@é% L2 A3 ebudinde E?&t& show ng. cal |
ua |ons -

vel ocity fluc 5 6 a typi ca oni ng fFEUd User. FIG 10 is a

screen digRhay aetetbfodbiiidtem Mewodhihg)to Wrrui@miiltnbﬁtlbertmmt erface in
one enbodi nent of the present invention. WO 94/11959 PCT/US93/ 10757 -10

FI-G 41 ipresestr épventispl.ay of the Mnitor Alerts Wndow of the User . .

Interface in one enbodi nent of the present invention. Detailed Descripti on .

of the | nvent F3f-52 Agiét HlPEH ‘EI%%%F%‘?)I%“GHIBP the HRCRERESaRE Fret hod for

Common Call Format (CCF) record accordlng to one embodiment
of the present invention.
FIGS. 3A-3L are flowcharts of the Event Manager

10 procedure.

FIGS. 4A-4L are flowcharts of the Alert Manager
procedure. ' .

FIGS. 5A-5C are flowcharts of the User Interface
érocedure.

15 FIG. 6 is a screen display of the Login Window of the
User Interface in one embodiment of the present invention.

FIG. 7 is a screen display of the Control Window of
the User Interface in one embodiment of the present
invention.

20 FIG. 8 1is a screen display of the Investigate
Subscriber ﬁindow of the User Interface in one embodiment
of the present invention.

FIG. 9 is a graph shqying call velocity fluctuations
for a typical cloning fraud user.

25 FIG. 10 is a screen display of the Monitor New SID(s)
Window of the User Interface in one embodiment of the

present invention.



detecting potentially fraudul ent teleconmunications activity, is set forth
below with reference to the figures. A diagramillustrating a typical
cellular teleconmunications network is illustrated in FIG 1A 10 -
Ref ¥ birphok® FI G 1A, each predetermn ned fixed geogipaphisysriegson is served
by a separate Mobile Switching Center (MSC). Additionally, each MSC region
may conprise one or nore cells,_wherein each cell is served by its own
base station connected to the for that region. In FIG 1A 15 Region |

is served by apfdrsii MBE L0Lkctaiehe dReghap lf ithe Iesnsadrbyaidrgacond MSC
102. Region | conprises four cells each having its own base station 104

connect edwinddweofi e WESCE 1DdtexFzgieonin | onemembedimemt eefcahles each
having its own base station 106 connected to the second MSC 102. 20 Wen a
subscri bePreseRft ndtvedtaoBal |, the cellular tel ephone 103 communi cates via
a base station with the part| cul ar MSC serving that geographic regi‘on by
means of wreless radiofrequency transm ssion. The subscriber may either

remai n W pBLR; e RAlddipkish S€ldnd r;[g%ym_rlg,h the 25 call was originated or-
t he subscriber may roam across ce regi on boundaries. For c
exanplse, a celA Wetraioekl desewyidis cor pgi aatanbdx;atmssabécmetrmd iforCel | A and.

the call WD 94/11959 PCT/ US93/ 10757 -11 would be handled initially by the . |
first MsCdebectinghevdiotentéatlye cEraudwentel efsdRESIBRRIGRIBIONS, the

subscriber _could trave ihto he cour se of the
cal | . UpoRCEFEES g St F’%%h%é%@ B\e#n‘f 165’1 Feger?’hceq: #Hg Wwll'§5cease being
handl ed by the,fi r&ia%%% 10]1151%@1;%{1}9& péckegdblpcﬂ d- call;.aad handl ed by

t he second MsC 102 | e MSCs are”di spersed t hroughout the United

telecommunlcatlons network is illustrated in FIG. 1A.

10 Referring to FIG. 1A, each predetermined fixed geographic
region is served by a separate Mobile Switching Center
(MSC). Additionally, each MsC regiqn may comprise one or
more cells, wherein each cell is served by -its own base
station connected to the MSC for that region. 1In FIG. 1A,

15 Region I is served by a firet MSC 101 while Region II is

. served by a second MSC 102. Region I comprises four cells
each having its own base station 104 connected to the first
MSC 101. Region II comprises three cells each having its
own base station 106 connected to the second MSC 102.

20 When a subscriber originates a call, the cellular
telephone 103 communicates via a base station with the
particular MSC serving that geographic region by means of
wireless radiofrequency transmission. The subscriber may
eithef remain within the particular cell from whieh the

25 call was originated or the subscriber may roam across cell
and MSC region boundaries. For example, a cellular call

may be originated by a subscriber in Cell A and the call



States, and much of the world, so .that a subscriber may <call from any
geogr aphic region served by a MSC. All of 10 the various MSCs around the
world are interconnected by a global tel ecommunications network, so that

t elveOOWTI9E9cat i ons nay occur between two cel lul ar REVERRYHEST or between a.
cellul ar tel ephone and a physical |ine telephone, even if they are

i ndi fferent geographic 15 regiens- The function of a MSCis to receive and
route both cellular originated calls and cellular termnated calls. A

cel | ul ar wonildi hatkandldd indtbdablytddebfinstIQILHL. t BPERYRINe | ocat ed
within the MSC serving area to_either 20 another cell ul ar telegtghone or a

physi cal becausee|cSItonar "'ﬁl@g?PPBFﬁr arEr rﬁ'?ﬁﬂt]eed_ cHir¢ FUPFREIRYei ved by a
cel | ul ar co ‘I:\leePP%Pgl ! ché’ﬁ eé%l\ﬁ‘ E\h'i tghéei\f% S&Ixyi'n%g t%reeéo%fgg_a%fjl ess if.

placed by ace ar or physical Tine tel ephone. "Each subscriber's cellul ar

t el ephongpagaiis Qbn ¥aodBiAYerida CRINEAPORES NEEN10 B3 SRé €11 '
identification nunbers. The identification nunbers conprise two individual

i dentd f i eromld- ceadbbbéing demdileichyi the NGizty MSW NP1 and m@p)bey Mobile.. ...
Serial Nunber (MSN), The MN.is a_ten-di g;htg WO 94/11959 PCT/US93/10757 - -12
nunber, ®HCKedpBRIPHY G BB BAYL e ¥ dhepREAgdUitfert2sed in North - -

Anerica, havi ﬁg#ﬁr 1 & okge% nRa- %ﬁ%ﬁ i%)z(eﬁ’%ﬁ%% Ihe? RIS digit ar ea_'_-

code, nxx is a ee-digit prefix w i de es the serving swi tch,. and
XXXX s &tatkQuUr adhgnlichUbE XnehikeRk1adenbi thee hheubBdivbéitiakay subscri ber

or physical line nunber. The conbination of the npa and nxx conmponents
form a nwaldar fwbimchAnydgabyfampsica reguibgc selbeed sby han¥SCIVEBG1Atof he '
initiation of each call,
10 the various MSCs around the world are interconnected by a
global . telecommunications network, so that
telecommunications may occur between two cellular
telephones, or between a cellular telephone and a physical
line telephone, even if they are in different geographic
15 regions.
The function of a MSC is to receive and route both
cellular originated calls and cellular terminated calls.
A cellular originated call is one placed by a cellular
telephone located within the MSC serving area to either
20 another cellular telephone or a physical line telephone.
A cellular terminated call is one received by a cellular
telephone located within the MSC serving area, regardless
if placed by a cellular or physical line telephone.
Each subscriber's cellular telephone has its own
25 unique ID corresponding to a set of identification numbers.
The identification numbers comprise two individual

identifiers -- a Mobile Identification Number (MIN), and

(2) a Mobile Serial Number (MSN). The MIN is a ten-digit



the cellular tel ephone transmts to the MSC its unique 10 conbi nati on of
M N and MSN. For each call, whether -cellular originated or cellular
term nated, each MSC handling the call creates a separate Call Detail

Recwéi94,qg952) whi ch contains several itens of informpeigsys/@escribing the
call and the subscriber. For exanple, the 15 CDR contains the follow ng
call information items: MN, MSN._nunber called, call duration, call
origination date and time, countTy called, information identifying the

MSC, et Chudbér f 0OEBRteorddi®gClR ﬂ?&’\et’éﬁ*dicﬁ.ﬁ"oﬁe inet fiimbedmONg t he
several different provi ders of cellular tel ephone 20 service. At present,

for exanphsedatinl exstthf | Meerickf, ertevingChihd of omtst erpatnxdsxxyxnt i oned

above, each individual subscriber has a single honme M5C corresponding to
the npa aWHeﬁ%xn%r%ﬁoﬁeﬁ%eeTﬁlgclﬁea§85$€‘?‘?‘berm‘§‘ NENe Hrresrdigitel | ul ar
notjified the h hi s or, her

b b
ohor onbo PESEly b i daRng Y162 bie SSeidg SRR RERE S8 pSedis Bt ed cal |

when bhat esubsEfdfer Laewis i @mfﬂeﬁ Or dagk 1 ROEE MEGer €] Bty ldhafDSt cases, a
subscriber may imitiate a cellular WO 94/11959 PCT/ US93 0757 -13

ori gi nat edubsattibdwwevplys fdgaantany ivbberegi Dhe iddnpdnatasy ofspaei al

‘proactive requirements. A subscriber who originates a cellular call froma
regi on ot RB® Pﬁﬁnnl’i?‘sCSPPOWt%ofm rehenm Yiiqtefidanddfiigsas a "roaner. "

Because 5_o Ihe Subscri C.mai ntains a_database of that o
subscri bef" g %/ biﬁﬂ Et ?‘ﬁ’s ARG RRECR ‘?%a‘?ﬂﬁ?‘ c@il i s unabl e
to veri fYtM\@eEQQiuP£rnQEléE&?orﬁéJbéféﬂé?ﬁrtsM% @H&' MEN rigeeiy N%ufao a cal |

are valid. Accordingly, for each roanmer call handled by a t he MsC
reconds CBbhnbination of MIN and MSN. For each call, whether

cellular originated or cellular terminated, each MSC
handling the call creates a separate Call Detail Record
(CDR) which <contains several items of information
describing the call and the subscriber. Forlexample, the

15 CDR contains the following call information items: MIN,
MSN, number called, call duration, call origination date
and time, country called, information identifying the MScC,
etc. The format of the CDR, however, is not consistent
among the several different providers of cellular telephone

20 service. At present, for example, at least five different
CDR formaté exist.

As mentioned above, each individual subscriber has a
single home MSC corresponding to the npa and nxx components
of the subscriber's MIN. Unless a cellular subscriber has

25 previously notified the home MSC of his or her whereabouts,
the subscriber may only receive a cellular terminated call
when that subscriber is within his or her home MSC region.

In most cases, a subscriber may initiate a cellular



10 information for that call and sends the information to a «clearing
house. The cl earing house collects all CDRs pertaining to a particul ar
MSC, creates a nmagnetic tape -- a roanmer tape -- containing nultiple CDRs,
andWexdbl9%he tape to the appropriate home carrier PCIQJS9P%°75EB is a block
di agram of a tel ecommuni cations fraud detection system according. to one
enbodi nent of the present inverdimphn. Initially, a general description of
the fraud detection system 107 is provided as follows. The fraud detection
syst em 109rbginadfedyicaddnt hoveverw efitdmo@nyc 886 FSTheN tWthamtt @Yi nterf ace
111, the event _ manager, 113, the .al ert _nmanager, 115, and.the user interface

117, is i iBPeHht RFOITH e SABIFTERP Sas soft vvasrlgsiglfr’fﬁfaﬁg "8 a digital
conputer, oé??txggefé@laeceflm Ma%E.O?X'é;negBred’Mr}(%ttﬂEk%aJhﬁsd'og' tal

conput er Nc menory neans or storing conputer prograns and data;

Processi NgepBRdtRe Msel rEgDoh N GRTREFES 6 Qg ATS roaflefBni (Bdcaiseg data; and
i nput/ out put neans for conmunicating with a MSC, a system WO 94/ 11959

PCT/ US93/ 40¥% the subspeikawmys hangelig@madntapns dr idpgapase shdhwar, or anot her .
conmput er (not s,hovvn.). .CDR records for both cellular_ originated and cellul ar
t er m nat e8URSFTPaEF iAeBtItE @Rt Phatusyf 2c¥SE1R2BH H'G (o RC3Fefhe MSC 101

directly gnf ‘;{ﬁ(_?;ﬂn%b'iga{?@rvézaiﬁ Whaenbbt G ddie il \Eﬂséf‘fﬁxfe %ﬁrﬁalll

translates a frecord 1nto a“format under st andabl e to ud
det ect i onafy si&i 2édde ived FRrCaF caflor ot valda CCFacesRIthdiy , passed to the

event manager 113. The function of the event manager "113 is to performa
10 nunber eath chegker t catbnpandledchebyr as¥sc, CCRer MS6r ddsords WIDRh past
subscri ber-specific usage inforpation and with )

10 information for that call and sends the information to a
clearing house. The cleéring house collects all CDRs
pertaining to a particular MSC, creates a magnetic tape --

a roamer tape =-- containing multiple CDRs, and sends the
tape to the appropriate home carrier.

15 FIG. 1B is.a block diagram of a telecommunications
fraud detection system according to one embodiment of the
present invention. 1Initially, a genéral description of the
fraud detection system 107 is provided as follows.

The fraud detection system 107 of the present

20 invention, comprising the switch interface 111, the event
manager 113, the alert manager 115, and the user interface
117, is implemented, in one embodiment, as software running
on a’digital computer,.er example, a Sun Microsystems
workstation. The digital computer includes memory means

25 for storing computef programs and data; processing means

for running computer programs and manipulating data; and

input/output means for communicating with a MSC, a system



certain predeterm ned conditions to determ ne whether this particular CCF

record should trigger the event manager 113 to generate an "event." |If an
event is generated by the 15 event manager 113 it is |logged to a database
- - Wepodrpvent s dat abase” -- containing past event s pepadsBiieo7370 each

subscri ber and passed to the alert manager 115. Depending on the nature
and quantity of past events for a,particular subscriber, a newy received .
event may. cause the alert 20 nmanager 115 to generate an "alert" for the

parti cul appesathsc) | Denadhet it Qs | diveEaatotofsidwa)gl ert safgtmetated i s
stored in a database -- the "alerts database” -- specific to each

subscri becompWependiotgshpwn) a predeterm ned set of rules, either a single
alert or a specific conbination of 25 alerts nay generate an _"alert-state"

whi ch i s passetPR Feacreds ey kiqﬁhercleéﬁ'éli’i?‘fjr?’ﬁaﬁﬁgl apd SV EM oper at or
119 t hat . tJ j . j h | - '
a tapﬁlrpaa{)ea gL fg@iﬁ{eob%r st RLET UL NS 81 ddr Shafe vas

'generated I's . suspec ei'ng use ntly ach o 4/ 11959

PGT/ U§93/ ¢Rd Msc 152 &beedt B tandlt 8k6h Hedanatetaps 190Qr efrtér andat abase - -
the "alert-states database" -- specific to each subscriber. The system:

oper at or §dftcomyintieefaravesl itganslateaba cehberecord fintowhifohrmat al ert-state
was generated by | ooking at 5 subscriber-specific data, a graph of the

par ti cul aprdeEHIdBEL to e fFar8cItPIFr aSEPYER YA7nE " pte 66T and t he_._-'
hiStory OfaBhff LS ANGRVELS-4MICRAEUER! LR dne hbidChataddle a3l ert - state i n

guesti on. ce the system operato ears an alert it no | onger be
consi der e@hén rdaELIHh NbRY the Whante maiagarerirst a¢ etsheergiobe generated for

a particular subscriber ID. Referring to FIG 1B, a nore detailed
descniopt i pumbér of checks to compare the present CCF record both
with past subscriber-specific usage information and with
certain predetermined conditions to determine whether this
particular CCF record should trigger the event managér 113
to generafe an "event." ‘If an event is generated by ‘the
15 'event manager 113 it is logged to a database -- the "events
database" '-- containing past events specific to each
subscriber and passed to the alert manager 115. Depending
on the nature.and quantity of past events for a particular
subscriber, a newly received event may cause the alert
20 manager 115 to generate an "alert" for the particular
subscriber ID in question. Each of the alerts generated is
stored in a database ~-- the "alerts database" — specific
to each subscriber.. Depending upon a predetermined set of
rules, either a single alert or a speéific combination of
25 alerts may generate an "alert-state" which is paséed fo the
user interface 117 to signal the system operator 119 that

the particular subscriber ID for which the alert-state was

generated is suspected of being used fraudulently. Each of



the fraud detection systémlO? is provided as follows. A cellular
t el ephone 103 communi cates with a MSC 101 to place 15 a call either to a

.physical line tel ephone 105 or to another cellular tel ephone.
AddiWOOAHIIYSP, the cellular tel ephone 103 may recei vVRCHUSE/N078Y i gi nat ed by
either a physical line telephone 105 or another cellul ar tel ephone. The

MBC 101 creates a separate CDR reasrd for each call 20 that it handles,
whet her cellular originated or cellular term nated. Each individual MC
101 i s corbhectadértostatds eaﬁiie(;‘@tteét l‘lénstystt@mm@? daitiabhaseecei s CDR

records as ut fromthe NMSC read directly . fromthe MSC
101 into t't?éef"gaﬁﬂa'ﬂ%? eEPF%?F%%/st fB?ct’Eﬂ?‘? eEBoRASh: FUPECELIPRE- handl ed by

that NMSC far e&Sthamé SHbS&S 108 3 C@Ben E‘ﬁ@é&'&é&% anwabybpgnthe MSC s

honme subscri are ent to a aring nhouse to generate roaner tapes to

be sent ‘tap tfe appicprdmtf dravethbe, wvas denerateéd BPOYEokiIMg %k 11959
PCT/ US93/ 10757 -16 Alternatively, if the fraud detection system 107 was

i nt er connesiosgribeoneperifiioy e dapeer "af ravrblletelt ithe pprtéoslar . e., a

separate systemserving a different MSC,  after the switch int erface 111
had converst“é’&cFFIEeUZP°53311e¥8?“d§1*f¥1tf8rcﬁlg’f‘ﬁﬁ‘h’é‘lmetB?*?dauanﬂe'fléect|on system

107 woul 4, %ec%g-?rt(??%el& %Ul%t%o ﬁf&?%%h@gaii’ er‘éﬁ'i}? to the . ...

appropri at € pe rau t |on Syst em  correspont |ng e respective’ .

NN NEC. i1 e6aCBeaQaNEN queatlion 10 opadi £ Rk bberdtcaudcgessot i on system
107 receives input froma roamer tape 109 by nmeans of a magnetic tape
reader (nan siemy) it willommtlorafesr ed ¢ansdsierkd ChBERtefwinitg The

conbi nati on of the hone MSC 101 input_ and the
10 whether an alert-state should be generated for a particular

subscriber ID.
Referring to FIG. 1B, a more detailed description of
the fraud detection system 107 is provided as follows. A
cellular telephone 103 communicates with a MSC 101 to place
15 a call either to a physical line telephone 105 or to
another cellular telephone. Additionally, the cellular
telephone 103 may receive a call originated by either a
physical line telephone 105 or another cellular telephone.
The MSC 101 creates a separate CDR record for each call
20 that it handles, whether cellular originated or cellular
terminated. Each individual MSC 101 is connected to a
fraud detection system 107 which receives CDR records as
inpuq from the MSC. The CDR input read directly from the
MSC 101 into the fraud detection system 107 corresponds to
25 calls handled by that MSC for its home subscribers. CDR
records not involving the MSC's home subscribers are sent
to a clearing house to generate roamer tapes to be sent to

the appropriate home MSC, as discussed above.



roanmer tape 109 input represents all of the call activity 15 for a MSC s
home subscri bers, regardl ess of the geographic region in which the calls
were originated or term nated. The call information input, whether from

t he woaganessape 109 or fromthe home MSC 101, is fedPCTrUsS93/he753wi t ch
interface 111 of the fraud detection system 107. The 20 function of the
switch interface 111 is to translgge the various ClBER and CDR i nput
formats into a consistent format -- the Conmon Call Format (CCF). The
switch interfageetddtivelsgpdlsl enef raaaepiéte-tGloR isystteni Doanya®f the
existing formats, and is easily adaptable to new CDR 25 formats created in
t he fut ur eintpygpoaktyed a toCrForecord mevat dineerdn| yranduldesection he t ot al

-information contained in a CDR, This, subset of infqrmation corresponds to
those VIO EYEEEBSa et/ (BFHPRSRE? SYSToPnFOrYARY dh GHEaREeTEMoCur i ng

operation Qf gtheyff aud;  gft 608, 8¥ Stlt%}']?engd ?o GLReLa VY Lpk anot her

enbodi nent of the present inventton, rau etection system 107 may

recei v i nadorad fim@e acrelreeargynichat ifpdadsystest obmesystan gorel | ul ar

t el ephone MSC. For exanple, the fraud detection systemmy receive |Input
from a calwdulg sand those@CForderxds amirespgndéng ccd meagemresalds by

nodi fying the switch interface 111 to acceBt the data format specific to

the cal l'if® caFfi®sysIRRRCPEGA%Eed PFG FTPPRuUst 1St i6Re efibBtfTrent of the.
m . . . . X
present n:ﬁéo\é?@tsh?aggg@ﬂ]% nthggggg LR Ay g ﬁQgPS%SS?%ﬁ' i‘&%ﬁ{& séparat e

fields, ere roug € conbination f e npa field 203,
the nxx fighd.205, and the xxxx field 15 207 conpri se the subscriber's

ten-digit tel ephone nunber, '
i0 Additionally, the fraud detection system 107 receives

input from a roamer tape 109 by means of a magnetic tape
reader (not shown) in a format referred to as the CIBER
format.. The combination of the home MSC 101 input and the
roamer tape 109 input represents all of the call activity
15 for a MSC's home subscribers) regardless of the geographic
region in which the calls were originated or terminated.
The call information input, whether from the roamer
tape 109 or from the home MSC 101, is fed into the switch
interface 111 of the fraud detection system 107. The
20 function of the switch interface 111 is to translate the
various CIBER and CDR input formats into a consistent
format -- the Common Call Format (CCF). The switch
interface 111 is capable.qf accepting CDR input in any of
the existing formats, and is easily adaptable tb.new CDR
25 formats created in'the future. Typically,'a CCF fecord
contains only a subset of the total information contained

in a CDR. This subset of inforﬁation corresponds to those



or MN, as discussed above. The switch interface 111 separates the MN
into three conponents so that each may be separately accessed W th ease.
The MSN field 209 holds the subscriber Mbile Seri ak, IQ% ( MBN)

whi WR 944493} scussed above, is transmitted al ong w e M N by t he
‘cellular tel ephone 103 to the MSC 101 with each cellular originated call.
The call type field 211 holds a“alue. of "0" if this call was cellular

originated or a value,  of "1" s. cal | 2 |1 nated. The
answer stHUARFTALEER AR ngé \fg‘i’ﬂ‘é‘gof °pﬁra 1fon t%?s %}Jé I f\%g{sfg]not answer ed
by-t he pqi%% ue of "1" if the call was answered. WO :
94/ 11959 %255‘/ %5%# i/18 The call ed nunber field 215 hol ds the nunber
di al ed by thejeRrndtaveBppsix i Hestiay dnbalimeht. ocFheheogmesegntode fiel d
217 holds a nunber corresponding to a unique code for the particular
country fnwaitiech,byhe Hracd fetestsubsystparlGomayhreceiye 1“1PH‘é r oamer

status field 219 holds a "TRUE" state if the sugscrl ber "roaner"
when Phe EEP1 AasedergrpuREcptions,systen hethshsEPiRed fi ace& the call

L ough o MG NICkec! N30 2uflly D knIORPalBGerbccoh FAIRER bt o 11 the .

10 subscrl ace the ca om his or her home MSC.” The si d field 221

hol ds a S¥@éé¥bé(¥%%htfEﬁ%mrH“B@&&lngdeiﬁde&Sﬁgmthe éetectngalBEnyhat Lo
generated the present CDR record for this call. Because a subscriber may =

nmove beteseh thisiidemenel WBE m’@glllcfmanuthmgsvtlft@hcén‘ﬁ%§f%ﬁe a4 kgl e 15

cellular call, nultiple MSCs may handle a sin cal | _in successive
f ashi on a3CEPRE %éPFBG?OWpSEE'%%n Cﬁ/é'jj % 1138y cara s¥e

10 used.

'FIG. 2 illustrates one embodiment of the present
invention wherein the CCF Record 201 comprises sixteen
separate fields, numbered 203 throﬁgh 233. The combination
of the npa field 203, the nxx field 205, and the xxxx field

15 207 comprise the subscriber's ten-digit telephone number,'
or MIN, as discussed above. The switch interface 111
separates the MIN into three components so that each may be
separately accessed with ease.

The MSN field 209 holds the subscriber Mobile Serial

20 Number (MSN) which, as discussed above, is transmitted
élong with the MIN by the cellular telephone 103 to the MSC
101 with each céllular originated call.

?he call type field 2}1 holds a value of "0" if this
call was cellular originated or a value of "1" if this call

25 was ceilular terminated.

The answer status field 213 holds a value of "O" if
this call was not answered by the party called or a value

of "1" if the call was answered.



regions. Accordingly, nultiple CDR records may be generated for a single
call -- one for each MSC that handled the call. The sid field 221
identifies the MSC 20 that generated this particular CDR even if it was
not wids/11H8C on which the call originated. The firsPCEAISIBNQG7SVSC field 223
and the first serving cell field 225 identify the specific MSC and cell,
respectively, on which the call grgi_ginated. As discussed 25 above, both the
cell and the MSC which handle a call may change as the subscriber roans

across cell angeMVSS) 1&YInRMbebOEEiAT i2a5. hél ddaighneabér M3G1edi by handl es a
call will generate a separate CDR having its own switch nunber in the WO
94/ 11959 R(ET/dg398L a0 75Tbscrii®egi doti this 211t he first serving MSC-.field

223 and the- first serving cell field 225 will r‘ﬁgjﬁin constggt for all CDR
records pertaiTieng SH ngf¥¢al F14he Stg HHES i efd 39%°8hd the orig

date fiel ‘g°aﬁ2ﬁ%gs\ﬁ§§dtﬂg de & h{e%%a%dgagggagﬁgggﬁﬁ%@]mr Loupli-gh t he

pr esent s orrgirna e call tur el d 231 holds i nformati on

i ndi cat i nga et BT thbi SerAllaruubkéedbér cedd theat wakl. such as call . o
waiting, call forwarding, or three-way calling. 10 Lastly, the call seconds

field 233 hol dhet hoaderastatus ofiede Predwmidscal I"TRVESessate. iReferring

again to FIG 1B, once the switch interface 1ii has tr.ansl gtgd the CDR or .
Cl BER f or¥hf SURSGELPRY ¢ag ectroanaiyr ¥hepithnsadd YaR BAOIPRESTd to the .0 0

Lo B b S TURCL TP LI P, W bbiat 2t by
nunber of yiediecksst @rCHMAr Rohbe Mspl, it a COFALSE" state if the
10 subscriber placed the call from his or her home MSC.

The sid field 221 holds a switch identifier number
identifying the serving MSC that generated the present CDR
record for this call. Because a subscriber may move
between different MSC regions during the course of a single

15 cellular call, multiple MSCs may handle a single call in
successive fashion as the subscriber roams between MSC
regions. Accordingly, multiple CDR records may be
generated for a single call -- one for each MSC that
handled the call. The sid field 221 identifies the MSC

20 that generated this particular CDR, even if it was not the
MSC on which the call originated..

The first serving MSC field 223 and the first serving
cell field 225 identify . the specifi¢ MSC and cell,
respectively, on which the call originated. As discussed

25 above, both the cell and the MSC which handle a call may
change as the subsériber roams across cell and MSC region
boundaries. Although each MSC which handles a c;ll will

generate a separate CDR having its own switch number in the



record both with past subscriber-specific usage information and with
certain predeterm ned conditi ons to determne 20 whether this particular
CCF record should trigger an "event." Referring to FIG 3A the services
i ndiveRdaedoky steps S303 through S309 are referred PETASIINATST event”

checks. In the call event checks the CCF record is conpared to a 25 set of
predeterm ned conditions to deterygne whether or not an event should be
generated for this CCF record. ]ll events are further broken down into

the fol | o EyRNt221 YPERe DLFHET s@MRING , MSOUPLEYA eYERNt andCLRdi t events,
and WO 94/ 11959 PCT/ US93/ 10757 -20 overlap events. Additionally, overlap
event s - hafderdstwsersiegt cel.lbtﬁzmlsi 2pSogridphiremdin peenstmtafersamlil t aneous

caI | s. The services indicated steEs 5311 through S321 are 5 referred to
. "pat t F9R SREPrescReER’ININg ttl‘?e patPEte “Aent checks the CCF record is

used t o updat erhev\f?:rc % Y fgjal&)r ?g‘_y)f({ ytr?eo'ﬁkll%ebe%ébsf‘i@lﬁ% specific

usage patterns Irné-a par subsc r''s typi cal "usage. Each

CCF r eCOrghye eV @4mbYahd 1EE N BpEGERFelys, deedhion Uiiipret@nand maintain
an individual usage pattern for the particul ar subscriber to which the CCF

record petdldi mas brigahated. event checks, the event nmanager w || generate
an event when the present CCF record, Wnen used to update the subscriber-

specific usagém’ﬁ?at @@l ckepsarer hfisdlscrider @%géq@WEPn to .
Itg?eggm Cﬁ g‘ﬁ’g 3@??’6 gvthl%gfgggrn eveﬁte!sfivér gal% ?%Wegpofgen down into
the fol | oyd ng1Qveal th%gESca AV AUBrdENG Nt or At deliagheh th SNt s.
Addi tionally, average évents
- 10 Lastly, the call seconds field 233 holds the duration
of the present call in seconds.
Referring again to FIG. 1B, once the switch interface
111 has translated the CDR or CIBER format input into a CCF
record, it passes the CCF record to the event manager 113.
15 The event manager 113 procedure is illustrated by a
flowchart in FIG. 3A. The function of the event manager is
to perform a number of checks to compare the.present CCF
record both with past'subscfiber-specific usage iﬁformation
and with certain predetermined conditions to determine
20 whether this particular CCF record should trigger an
"event."
Referring to FIG. 3A, the services indicated by steps
S303 through‘SBO9 are referred to as "call event" checks.
In ﬁhe call event checks the CCF record is compared to a
25 set of predetermined conditions to determine whether 6r not
an event should be generated for this CCF record. Calil

events are further broken down into the following event

types: number events, country events, credit events, and



have the foll owi ng four subtypes: velocity, international 20 velocity,
duration, and international duration. Threshold events have the foll ow ng
Six subtypes: daily velocity, daily international velocity, five-day

avenagesMfpdsgci ty, five-day average international veflazggélty 1d78- day average
vel ocity, and ten-day average international velocity. ﬁe event manager

procedure initiates at step S300 _when the event nanager 113 receives a. CCF
record fromthe switch interfac&?PTI. At step S301 the event manager

he. | . ' 94/ 11959
Ilg?:rl'slefJSBS%i'g?E?f’e-%g'rfqlt%?opaﬁﬁc%%g?gvgﬁqggﬁggt aenﬁgggtsél\é\gﬁ %:%our es to be

easily ae¢enti Budtbpethe @RGrapRIAJAisPEEYi&LSand! sthoitshdifis Not ed that
due to delays in creating and forwarding roaner tapes to the appropriate

home MSC, cal®leF record being 5 processed by the fraud detection system on

a particular da may actually correspond to a call placed several days
earlier. Therefd? eSefgicegadndtfatah byt 858PpeFI by dFoBght 21 fArgud det ecti on

SyStem | agefbackiogd U8 Micklen OCloReROtecks. AnG2GL RANEAD Lhe daY

the call was orrginate an on €’ dat’e on %fe CCF record -

is procegyeftbynédies fhaudcgeeebt@nNi SKediNtF ApahBe &akrufitgonveni ence,
the date on which a call originated will be referred to as thé "call

date, " whpfeprheioaesky crompilel shbscfiPer-apecdfis psagesgsectdinst he fraud. =
detection systemw || 15 be referred to as "today." The date on which a =
cal | ori YPaghk Aefinejat AT itvd apy suprerihard shEvRieal sageri Faghte fiel d

the fraud detgecti system

i ntai nSCS CRTSOAAE SSPAPR AN RUPE mHUAT BT BOE ChOTHALE

predater nhA@thdiHtRAM 8h HRYYi8Qalh@dage pattern for the particular

subscriber to which the CCF record pertains. 1In pattern

event checks, the event manager will generate an event wheh

the present CCF record, when used to update the subscriber-

specific usage pattern, causes the subscriber's usage

15 pattern to indicate a trend of abnormal usage suggestive of

fraudulent telecommunications activity. Pattern events are

further broken down into the following event types: average

events and threshold events. Additionally, average events

have the following four subtypes: velocity, international

20 velocity, duration, and international duration. Threshold

events have the following six subtypes: daily velocity,

daily internatiohal velocity, five~day average velocity,

five-day average international velocity, ten-day average
velocity, and ten-day average international velocity.

25 The event manager procedure initiates at steé S300

when the event manager 113 receives a CCF record from the

switch interface 111. At step S301 the event manager

parses the CCF record to place the CCF component fields



20 a delayed CCF record can be analyzed in connection with other calls
pl aced on the sane day. This database is referred to as the "calls
dat abase." At step S302 the event nanager uses the present ord to
updMQ94/H®5S ubscr i ber - speci fi ¢ usage patterns. 25 Q}S@é‘?ﬁ”@&?ﬁ , the event
manager cal cul ates new five-day and ten-day noving.averages for each of the
call velocity pattern, the intefazmtional call velocity pattern, the call
duration pattern, and the international call duration WO 94/11959
PCT/ US93/ i@?@ﬁpmgrpaﬁ arariaRlesvang dakar agpuctures ééh‘hﬁ’ @#idged in tine-
series analysis to snooth a series or to determne nd a series,

31?' &r ég%r?ﬁ‘lfis%te

cal cul at e¥CHF TS e F¥atiiish: SUE T Banggery SREYL§esy he movi ng
average o k 0 | pabey ys over
which t heg%%c?a{grg tl ghglggc %%ngatlgdug%%hnéj n% Tfp?f’gun ar eﬁgmggrl es of

val ues totdgefivebagne. dppropradpbe hon@sMBT,a $ECCES refcovdl weEngver day 21
to day 25 where u21=16, u22=9, u23=12 , u24=8, and u25=15. To calculate a
fi-ve- 8ay nmq:eﬂfaea&/éyaqge (ﬁrauﬁedmwxmy sysRem om a pachiedlawdas, d is equal
to 5, and k takes the 15 succe S|ve val ue 2} 22, 23, 24, and 25. _
Ther ef or emamg'CtuBkiy CBE§e§P OU?4 g[-alu:§5p _é_c_ - _s_eyg__r_a]_. - _d_a.y_s ____________

5 20 = 16earfﬁer.12THe§efbe§ for each of the steps performed by the
fraud detection system, as discussed below, the CCF record
is analyzed based oh the day the call was originéted,

10 rather than on the date on which the CCF record is
processed by the fraud detection system. For the sake of
convenience, the date on which a call originated will be
referred to as the "call date," while the date on which the
CCF record is processed by the fraud detection system will

15 . be referred to as "today." The date on which a call
originated is determined by the value held by the orig daté
field 229 of the CCF record 201. Additionally, the fraud
detection system maintains a database of all CCF records
received over the past predetermined number of days so that

20 a delayed CCF record can- be analyzed'in connection with
other calls placed on the same day. This database is
referred to as the "calls database.™

At step 5302 the evegt manager uses the present CCF
record to update the subscriber-specific usage patterns.

25 Specifically, the event manager calculates new five-déy and
ten~day moving averages for each of the call velocity
pattern, the international call velocity pattern, the call

duration pattern, and the international call duration



5 = 12. Five and ten-day novi ng averages are cal culated for each of. 25
the above-listed four patterns in simlar fashion. For exanple, the
fi.ve-day noving average call velocity is calculated by summ ng the nunber
of wiabdss198pi gi nated within the past five days usi RETAUSR YOI ar _
subscriber 1D and dividing.the total by five. O course, the ten-day 30
averages are cal cul ated by summipg_over ten days and dividing by ten,
rather than five. In order to calculate the ten-day noving 'average, the
fraud depattesn. Syat apvihy94vetddd PECTAUBBSKADR LY us&B iaveisnesCF records

for each particular subscriber for the past eleven days. Al though this
enbodi meseraest aralidsete FRORER i FETARAr AELED (9TLTTIBSCR i HeaYspeci fi ¢

usage patterns b 5 utilizing two .noving, averages cal cul ated over five-
days and*feft ﬁﬁﬁi?sTé?%é@h?%%&y?yiﬁh%ﬂﬁﬂﬁgalﬁg'noted that an alternative
enbodi ment may utilize other types of characterizing schenes, for exanple
a weight ed noyi ng= avelpge. yAddi tionally, even if noving averages are 10
utilized, a ditferent kmmber” of movi ng averages, for exanple one, three or
nmore, may be used as deeneda effective. Mreover, the noving averages nmy

be cal culwheed mvés &haumbringf adeyageli bfiedant nt h&n ifs \en aimdleen, as -
desired. 15 Next, the event manager runs the CCF record through a series. .
of call EPERteEneRIiE 4he parber Pl dene eNeEdich dheca¥areFe ¥ steps S303: -

throyoh S33La; ALLEOHED NG, STPOTTeRLe Of 418 Y §300h1LOY SR han arranges
t hese’ ch&& n

averaged. For example, assume a series of values over day

21 tq day 25 where u,=16, u,,=9, U,;=12, U, =8, and Uy=15.

To calculate a five-day moving average on the 25th day, s,

n is equal to 25, d is equal to 5, and k takes the

15 successive values 21, 22, 23, 24, and 25.

Therefore:
Tos T __Ua  Ue T Ma T Ta T Um
5
20 =16 + 9 + 12 + 8 + 15
____________ g___-___-_-______
= 12

Five and ten-day moving averages are calculated for each of
25 the above-listed four patterns in similar fashion. For
example, the five-day moving average call velocity is
calculated by summing the number of calls originated within
the past five days uSiﬁg a particular subscriber ID and
dividing the total by. five. Of course, the feh-day
30 avérages are calculatéd by summing over ten ‘days and
dividing by ten, rather than five. 1In order to calculate

the ten-day moving”average, the fraud detection system



in a specific
substantially
In the enbodi
man¥§e4/ bak? o

term nation,

order as illustrated in FIG 3A, the checks 20 are

order independent and may proceed in any convenient order.
ment of the present invention depicted_ in FIG.E%A, t he event
S

rms the checks in the follow ng order PCAYS3HA

check overlap calls, (5) check €zd4 duration pattern, (6) check
call duration pattern, (7) check call thresholds, (8) check

i nt ernati ona

i nt er nat | 8ags GFF rensivolf@s, eegh Werbirylaxs oswrsgnibey f9¥sEhe. 24 check

call velocit
Each of tﬂ%%%
reference to
Term nati on

uspect
(2) check 25 suspect country code, (3) check credit limt,

(4)

attergayand (10) check international call velocity pattern

dEs AP be described in further detail below wth
R1$RoughB-tiis Seflsdidritd 4 EhS pMdsehie {hasicisHspect

servicé S303 is responsible for determ ning whether the

nunber cath&thdnertiresceldudsaribebsspedicfid S asapect pdtoérndei bg cal | ed by

ot her fraudul

ent cellular tel ephone users. This service receives the

cal | e@ nuwbEFiZing §wolmp\ing prerageTCrlRudsrad Ve Sina daxsuspht. First, at

step S325, th
originateﬁe%y
Because tQié

15 if the present cal

service. If t

e, service determ.nes whet her he present call was cellular
: Qf?‘é’r‘% g’f g‘f‘&e & R&ord 201.
eriM8e ChaRlodifeRB! Y na§! ealh 1Eer ehky! akypeigi gated calls, .. .
I Flular originated the Service flows to =
step S337chatidteririkg tdeheaE| etbpn exfamphe Gheealeighte@eatoviagni nati on

W5 nFRFPERE VLRI tYpe 1 8F

was not ce

he present call was cellular originated as determnmined from
the call ayewadd.el d Additi¢ralder,vi e¥engtif moving averages are

10 utilized, a different number of moving averages, for

example one, three or more, may be used as deemed

effective. Moreover, the moving averages may be calculated

over

a number of days different than five and ten, as

desired.

15

Next, the event manager runs the CCF record through a

series_ of call event checks and pattern event checks,

represented by steps S303 through S321. Although one

embodiment of the present invention arranges these checks

in a

specific order as illustrated in FIG. 3A, the checks

20 are substantially order independent and may proceed in any

convenient order.

FIG.

In the embodiment of the present invention depicted in

3A, the event manager performs the checks in the

following order: (1) check suspect termination, (2) check

25 suspect country code, (3) check credit 1limit, (4) check

overlap calls, (5) check call duration pattern, (6) check

international call duration . pattern, (7) check call

thresholds, (8) check international call thresholds, (9)



20 step S327, tests whether the nunber called, held in the called nunber
field 215, matches a nunber on a predetermned |list of nunbers set by the
t el econmuni cati on service provider and maintained in a database by the

fr awgh o4lgjgzet i on system 107. |If no nunber on the |i sictyesosptocsred 25 the

service flows to step S337 and this check is conpleted. |f a matching
nunmber is found the service, at sLep S329, tests whether the natched
nunber fromthe database has been flagged as "suspect." If a specified

field in thecM-84 WA iRGTHEESFAD7ana ¢4 rleaRasgtefndvidiRns i s marked

"TRUE," then the matched nunber wll be determ ned to be suspect and the
service whll fMedwctidystpart8881. CEhehwiofe,thdsed hehepioxi ikl beat abase
field is not marked "TRUE," then the service flows 5 to step S337 and the
check is éGﬁﬁFé?%Rilq%fQQﬁéﬁrSQSEal1tb?ﬁ£¥ pedh geferaperdt? HAGSa nunber

cal l ed usipg.fhe particul ar subscriber ID for this CCF Record is a humber
suspected™of "being called by other fraudul ent users. Accordingly, the

SErvi ge gener ak@ferdiHy tRUFHRRC! 3BST EhBAlChRBKEEABhechYTEARN A G the event
type, "nunber event,

call in tBereve@ts3databa$esbonsiwﬁ$ far t detdaminisghsdrather [the Next, at
step S333, the "event context" data structure 15.is built with |nfornat|on

specific PBmPﬁ¥s°%%&ﬁﬁ DPYTHd & \ReHLulasnsERECHYPEr sif (RUSRaSte8nCEi ns
f t | 1 th ! ﬁb t") th t
Subtype  ORUME P ERPY BUMR TsaIerh) cr Ao EerPEET S okiber

(correspongi B0sbpvidle tduAGeM Npbi %Bgﬁeaoﬁumg&"_’ £706 3% &¢ khe MSN field
209); (4) the call date (fromthe orig d

10 CCF Record 201 as an argument.

First, at step 8325, the service determines whether
the present call was cellular originated by examining the
call type field 211 of the CCF Record 201. Because this
event check is only relevant for cellular originated calls,

15 if the present call was not cellular originated the service
flows to step S337, which marks the completion of the Check
Suspect Termination service.
If the present call was cellular originated as
determined from the call type field 211, the service, at
20 step S327, tests whether the number called, held in the
called number . field 215, matches a number on a
predetermined list of numbers set by the telecommunication
service provider and'maintained in a database by the fraud
detection system 107. If no number on the list is matched
25 the service flows to step S337 and this check is compieted.

If a matching number is found the service, at step

$329, tests whether the matched number from the database

has been flagged as "suspect." If a specified field in the

along with specific information particular to this



field 229); and (5) the current alert-state (either normﬁl, yell ow, or red
dependi-ng on the nature and quantity of alerts outstanding for this

particul ar subscriber as determned by the alert i-scussed bel ow).
25 WRR/112% step S335, the service sends the event c! on% g‘?’(’tﬁlb%gta structure

previously built at step S333 to the alert nmanager 115 to signal the alert
manager that a new WO 94/ 11959 PEPFUS93/ 10757 -26 event has been generated

and to provide a reference for |ocatjng the ne generated eyent in the
event s d&tagskase q_fas‘t‘}‘%}%ertshel%e’i“%’ﬁeé’{f 1o gﬁ%’b %g%?,ma%ﬁlé? t he suspect
termnation.check.i.s.conpl dephe n ghecknaSehl Lhgvsvent nmanager
procedurenulméoelrniwtlilzjit é%. r%é: %?‘?’P%g {'% EFG%%E thenCheck_Suspect Country
Code serymilge SRO% ks rasponsidl e f wtmatwase niiyg wvhet lspectfted country
called by the cellular subscriber, as indicated by the country code, is
suspect edlatfabasenfierl lisdnby rrtked YORVE lidhibeenthecsemiipe £PeHhone users.

This service receives the called nunber field 215 of the CCF Record 201
and i%s YHelstepdSedlmny GdengskatHuRIIRIE S rst, at step S339, the

servi ce determinesg wh r .th r t I C | gr i ginated by

exam ni ng theTt1§stce§I %Sggz‘pel igﬁa% %%%%o %b@déi&%{#dgzg%%cause this
event cheglqiiey QR dhd 1Ry apdrd Ruiee! | sicrabegi nat egbrcathss ctf the present .
call was not cellular originated the service flows to step S351, and the:: .~
Check SusmssiraCoimt ay nGater smspecteds oforidisteedcald®ed fby hethersent call
was cellular originated as determ ned fromthe call tX e field 211, the
servi ce, ERaudileptsSysersy estACSHTELRELY 1 h&PBoGREYYCR0HE g’éﬁ%ﬁj Prat ches a

10 "suspect termination event" by recording the event type,
"number event," along with specific information particular
to this call in the events database for this particular
subscriber ID.

Next, at step S333, the "event context" data structure

15 is built with information specific to this event. The event
context data structure contains information including (1)
the event type ("number event"); (2) the event subtype
(none for this event ﬁype): (3) the subscriber ID number
(corresponding to the three MIﬁ fields 203, 205, 207 and

20 the MSN field 209): (4) the call date (from the orig date o
field 229); and (5) the current alert-state (either normal, “
yellow, or red depending on the nature and quantity of
alerts outstanding for ;his particular subscriber as
determined by'thé alert manger, discussed below).

25 Next, at step 8335, the service sends the fevent

context data structure previously built at step S333 to the

alert manager 115 to signal the alert manager that a new



country code on a predetermned |list of nunbers set by the

t el econmuni cation .service provider and nmaintained in .a 25 database by the
fraud detection system 107. If no country code on the list is matched the
serh o 1{dsows to step S351  and this check is conplRGTEUSINAO784/ 11959

PCT/ US93/ 10757 -27 |If a matching country code is found the service, at
step S343, tests whether the matghed country code fromthe database has

been flagged as "suspect." If a specified field in the database of country
codes i setrankeHas TReER " gbnétered hand otmt pyociotie ani Fefexrenget €ioxi ned to be
suspect and the service will flowto step S345. Ot herwise, if the

speci f i edogat ishdder PEWYY| SeRRFALAS REANE TR e EYERTE LAt ‘ce flows to

step S351 and th che? k%ggﬁrg?%é te%fglws ﬁ__ostsgg S345, iaqtl)ireérqél %%%n det erm ned

that a countrf}as ‘ca e partrcular sabséri or this CCF

Record i§P$pg€ﬁr%éﬁhfﬂﬁiﬁgﬁt@He@i'9§iéﬁhﬁ¥ﬂﬂe@dahﬁ eh8ehext reHed ent users.

Accor di ng e service generates a suspect country code event" by

r ecorgdi Ngnt BRe ckasHit maPpager” pooEdureedentinitidtont, with specific information
particular 15 to this call in the events database for this particular
subscri ber | RefMestindattosFaF - S387, theChR]AIN SUESREEX Fowat R §th?ct ure is

cvent cofPBicHaPa08: Aactareorsitt R B0ttt R AR B Tre, T
"country evenl. " NG RyeYRE ce SHALMPGuLAEXIne Bl 2%t §RaS84Esa tye Service
sends the even cont exty data structure previously built at step S347 to
the al exhemedageiyltbdép sgsabpédied ef t bemageslidwtbya otther
10 fraudulent cellular telephone users. This service receives
the called number field 215 of the CCF Record 201 and its
related country code as arguments.
First, at step S$339, the service determines whether
the present call was cellular originated by examining the
15 call type field 211 of the CCF Record 201. Because this
‘event check is only relevant for cellular originated calls,
if the present call was not cellular originated the service
flows to step S$351, and the Check Suspect Country Code
service is coempleted. '
20 If the present call was cellular originated as
determined from the call type field 211, the service, at
step S341, tests whether the country code called matches a
country code on a predetermined list of numbers set by the
telecommunication  service provider and maintained in a
25 database by tﬁe fraud detection system 107. If no coﬁntry
code on the list is matched the service flows to step 5351

and this check is completed.



25 event has been generated and to provide a reference for |locating the
newl y generated event in the events database. WO 94/ 11959 PCT/ US93/ 10757
-28 Lastly, the service flows to step S351, where the suspect country code
chew %4418%9pl et ed and the next check in the eventP PEHMIENO0IS7 ocedure is
initiated. Referring to FIG 3D, the Check Credit Limt service 5 S307 is
responsi bl e for determ ni ng whetdyei- a particul ar subscriber has exceeded
his or her specified usage limt by mnamintaining a running cunul ative total
usage durati ornff e maggbhingubsentierceded iconfrundngheheservuanéngatotal to a
predeterm ned val ue set by the tel ecommunication service 10 provider. This

servi ce reaR ¥é43vhteekt I""hseéBS‘n”dEh‘Fi’@ﬁf’ﬂ3°°PPEﬁ¥tW%@F°&a B¢ d 201 as an
I i P A Y S L

subscri ber s an-entry € presen he ¢ it Trmt database
nai nt ai neg Ay tie dHAWhtdBh8Et beNcddnerist&dled fid ndrgdiat »rkoEjnentry is not

found an inconsistency in the system has been encountered; an error is
| oggedl t ctlmm eheocohatxly iqugleseiizrbambtcemminedvtoebd |smapectoand ep S367

whi ch marks the conpletion of the credit Iimt check. 20 If a credit Ii'r-ri't-
entry is FuntPIece Hidtlpafkavc arstubSe4? ber OFBRTYHee prSel®enont h, the

service flows t.0.ste S357 wWhere.the runni my Yo U e total for this
parti cul APESHEEER g&Qansﬁpgé?gé tl)fl a8 iﬁarggg uggg%’fo?gl héh%resent call,

repr esentga-Jaket Beowal €6 el shBat hfa cild checkegandsmpi&ldd.233, to the
previ ous nonthly usage total for this particular subscriber. Next, at step
S359, the serwtcatepsiss4sthetitiehas hbeen determined that a country '
10 | called using the particular subscriber ID for this CCF
Record is a country suspected of being called by other
fraudulent users. Accordingly, the service generates a
"suspect country code event" by recording the event type,
“country event," along with specific information particular
15 to this call in the events database for this pﬁrticular
subscriber ID.
Next, at step S347, the event context data structure
is built with information specific to this event, as
discussed above. The event context data structure fo;-this
20 service has the event type, "country event," and no event
subtype.
Next, at step S349, the service sends the event
context data structure previously built at step S347 to the
alert manager 115 to signal the alert manager that a new
25 event has been generated and to provide a referencé for

locating the newly generated event in the events database.



new y cal cul ated nonthly usage total exceeds the WD 94/11959 PCT/ US93/ 10757
-29 predeterm ned usage limt set by the tel ecommunications service
provider for this particular subscriber. If the -usage |imt has not been

exc e service flows to step S367 which narksergos¢fFB €tion of the
creﬁw ?fl S;stb 5 check. If the predeterm ned usage Ilmthﬁbas been exceeded,

the service flows to step 8361 wh F' "credit limt event" is generated
by recording the event type, "credlt event," along with specific

nformati on PagLLEN Arche LBESiEAl b1k 1R UhBpcusRhe dalaRasgd or this

particul ar subscriber I'D. Next, at step he "evént context dat a

struct uresuspebuld:éunmﬁyhcbaéow@&n Az ephaplétéed tand the A¥RDichetsk di scussed
above. The event context data structure for this service has the event
type, "crddi thevevent mandagey pyvesedurks isubnypeatedxt, at step S365, the
servi ce sends #g&event context data structure previ ousl%/ built at step

S365 to the TGS F1%s £Br sRhatheFe Fedit RiRigeteThibe a new
event 1as s3ggn 1 geReLabtidld 48 RS ndnt CLALEREE Oﬁ?ﬁée’ 1 WfIGRE T NG the

new y generated event In t e events service flows to

st ep S367supberpéhhasCerdeddadd Wik ehamde epeagm&t@dgenﬂlﬁﬁe pyext check in
the event nanager procedure is. initiated. Al though one enbodi nent of the

above- desoriibtainingiia rudingnrunshativedidtalnesage dherkiam fidre basis of
cunul ative call duration in units of tine, as an alternative, the credit "

limit cheERCRnySYRSSHEPEEr ARG ofCHPRF i Ehef Tuaningatiak@lnobRy achar ges, by
WU|t'ply'BQe&Q@efﬁ%ﬁéd“Uéiue set by the telecommunication serv1ce

10 provider. This service receives the call seconds field 233
from the CCF Record 201.as an argument.

First, at step S353, the service tests whether this
particular subscriber has an entry for the present month in
the credit limit database maintained by the fraud detection

15 system. If a credit 1limit entry is not found an
inconsistency in the system has been encountered; an error
is logged to an error handling server and the service flows
to step S367 which marks the completion of the credit limit
check.

20 If a credit limit entry is found for this.particular
subscriber for the bresent month, the service flows to step
8357 where the running monthly usage total for this
particular subscriber is wupdated by adding the usage for
the present call, represented by the value held in the call

25 seconds field 233, to the previous monthly usage totel for
this particular-subscriber.

Next, at step S359, the service tests whether the

newly calculated monthly wusage total exceeds the



WD 94/ 11959 PCT/ US93/ 10757

-30 service provider's rate tines the

cunul ative call duration. It has been determ ned, however, that using tine

units rather than noney units to performthe credit
seWEPM/14889ant ages,
accuracy.

made by a particul ar
made using that sane subscri ber

Quer | appimg;d@dslemiae@ usgge wdinitmset dul I@%t%h@m@ﬁcégomcur
concurrent . % are_pl aced fronrdrfferengFg raphrc gr

occur
|nprobam

ﬁcé Pupvideenfey YnbF (PATHEWAL Y ?F t hatf | te

secon |n t

| D.

ons and

woul d be

B4ttt ke %tebw b YectBULE, PhACCsoHhEe | EpLuLaly and then

travel tot 'ocati on of the

to place dd"ee’p s3800RA ieal harﬁecah@ec@mreumnqw &ubs-e:&ebet 1ihpe calling
-card nunber may typically only be used by a single subscriber froma

singl® | oetckon at any one tine, fraud is indicated upon occurrence of
either or both of these two 20 conditions. ,The Check Overlap Calls service

is conprrsed IéftPﬁoP§8B§F%ﬁ%&%ﬁ&xﬂ&?9qcﬁé8ktsPﬁﬁl 2RBoGE eS8 ¢Y and Check
,Calls
369.

After retid Q)enRgatBe by rlséc&alhgsttaeedvénttmecalvdc&edat:awé@tﬁt step 8371

Geogr aphi
service

th rs??@i&% %or@eﬁgré&é% 501 R rS& wEDE Q‘eﬁl&[l@’g

performs t taneous Calls C eck

25"

the check sinmultaneous calls service, at step S373, tests whether the
retri evecileaigl wiks speciddd dnfoimatsiore pdatécadarx o dhlis pakbeitt |y under V\D

94/1%?59

PCT/ US93/ 10757
the events database for this particular subscriber ID,

Next, at step S363, the event context data structure
is built with information specific to this event, as

discussed above. The event context data structure for this

service has the event type, "“credit event," and no event

15

20

25

subtype.

Next, at step 8S§365, the service sends the event
context data structure previously.built at step 8365 to the
alert manager 115 to signal the alert manager that a new
event has been generated and to provide a reference for
locating the newly generated event in the events database.

Lastly, the service flows to step S367, where the
credit limit check is completed and the next check in the
event manager procedure iszﬁnitiated.

Although one embodiment of the above-described credit
limit check performs the check on the basis of cumulative
call duration in units of time, as an alternative, the
credit 1limit check may be performed on tne basis of

cumulative money charges, by multiplying the particular

limt check provides
i ncl uding enhanced sinplicity, PE/SEIGHTity, and
Referring to FIGS. 3E-3F, the Check Overlap Calls service S309
i-s responsi ble for determ ni ng weether a cal
subscri ber overlaps any other calls

given tine interva



-31 consideration as determned fromthe orig date field 229 of the CCF
Record 201. If the retrieved call was not placed on the sane date, the

retrieved call cannot overlap the present call -and the service flows to
st ewOB83A950 check 5 the next call in the calls daPabais®3/1vrs7any. |f the

retrieved call was placed on the sane date as the present call, the
service, at step S375, tests whetfgr the retrieved call has the sane
subscriber 1D as the present call, as determned by the three MN fields

203, 10 28&xvixy papdidse'd/HHtei eite? @he thmilwetisubeall barradtendo not _
mat ch, the retrieved call cannot overlap the present call and the service
flows to Etepas3deenp dgterringd, nbeveveni | thatt Neipdl tdmgatunidgse, if any.

If the subsgcriber. IDs match,, th ice, at st 5 S377 and S379,
Lest s whoTRETST REAPLEPPEYC LT | CORAF et She. EREATh B phedf or the

cal I - vai tjpg, { GAl ULGSra1 LATARELLYE! ¥ncBRalfd Hrl-rdal L QRIRGcgal | feature
{om dREaPT=oepeTRdty Sliapisa 5 8 |

field 231 e retrieve recor s ut zing these call
f eat uses arexiviagent | ¥ndgaesethashen checking for 20 overlap calls because
calls that utilize these features, while appearing to overlap, may be .~
legitimate. Raferdiingl yto WG + haBe3Rial the¢ efharks Oxerlppesedist he service

flows to step, S389 to,check the next call in the «calls database, if any.
25 | f nei PREYISH s?lqgsésc’é?srp%&PﬂFe?ﬁe‘#eetelmlF’il?@th?ﬂéer fefflte, at step. L

5381, U eshRadgy Ner o A Qubithe: BRLHBELRAldatlr paalgalcally

overl aps the presen r IS determne satisfying either of
the fol | omhdg WAONYALHA 0SS iRCEUYSR24887 51D, - dFerlapping calls are

.10 two or more calls which either (1) occur concurrently, or
(2) are placed from different geographic regions and occur
within a sufficiently short time interval such that it
would be improbable that a single subscriber could place
the first call and then-travel to the location of the

15 second call within the given time interval to place the
second call. Because each unique subscriber ID 6r calling
card number maf typically only be used by a single
subscriber from a sing1e location at any one time, fraud is
indicated upon occurrence of either or both of these two

20 conditions. The Check Overlap Calls service is compriseda @ = - -

of two separate checks: Check Simultaneous Calls and Check
Geographic Dispersion.

Referfing to FIG._3E,Tthe Check Overlap Calls service

first performs the Simultaneous Calls check aﬁ étéb S369.

25 After retrieving the first call stored in the .calls

database at step 8371, the check simultaneous calls

service, at step S373, tests whether the retrieved call was

placed on the same date as the call presently under



two conditions: (1) the origination time of the present call (as

determ ned fromthe value held by the orig time field 227 of the present
call CCF record) is chronologically between the or LA me of the 5
ret WMOS#éU9%%%l | (as determined fromval ue held by thg%n“?sé p? field 227
of the retrieved call CCF record) and the termnation time of the
retrieved call (as determ ned by-3lxdding the value held by the call seconds

field 233 of the retrieved call CCF record to th vglue heId y the orig
10 tine feASFaeratipnidn dederpied Ban therorig 1otd @y ©

term nati %2 E:da efCOTrQeZ {.I el 21%'@.. r;@?%gggﬁeégif%éjﬁotg%ghegdt he val ue

hel d by tth seconds pr esent record to the
val ue helgh bynd h§ax@é | @atd Meend | L& 22eq0fcdine qumesentovedlhp CEer ecord) is
15 chronol ogically between the origination time of the retrieved call and
t he ternipmddent tdal® ahdt bber servivedflaa [to [ftapeiSliger tof chheke two
conditions are net, the retrieved call and the present call do not overlap
chron®l ogiRsainext sadlt b e Wadd st AatRPate stidp 28389 to 20 check the next .. .
call in the c data ase f y r_of ditions are
%I[ Fs xéletaveci qu alaﬁhgfgg S o't dﬁ esﬁtm d%% 5&

met, however, calg ri eve over

chr onol Ogﬁr?éilﬂﬁéseﬂ@dc£ff Slﬁfews‘éﬁ'vﬁjcéwsaﬂ Qst?etpeB35§83t€§ﬁ théﬁh QVe” ap Ca' 1
event" is generated by recor di ng the event subtype, 25 "sinultaneous S
. calls," ahmgretthesgecchlr hasorthed | same panubisculibert @bt has thél in the
events database for this particular subscriber I D. W) 94/11959

PCT/ US93/mEspt c3d IneRE, dgtesnipedins, tha gt Mo ftielASdaPa st ruct ure

Is byuplt wth Joformat onysPesidif 53.1 Mg eXEMLup@Sriber Ips do

not matéh, the retrieved call cannot overlap the present

call and the service flows to step 5389 to check the next
call in the calls database, if any.
If the subscriber. IDs match, the service, at steps
15 S377 and S379, tests whether the retrieved call used either
the three-way call or the call-waiting features,
respectively, as determined from the call feature field 231
of the retrieved call CCF record. Calls utilizing these
call features are presently ignored when checking for
20 overlap calls because calls that utilize these features,
while appearing to overlap, may be legitimate.
Accordingly, when these call features are present the
service flows to step s3é9 to check the next call in the
calls database, if any.
25 If neither of these call features were utilized, the
service, at step S381, tests whether any portion of the
retrieved call chronologically overlaps the present call.

Overlap is determined by satisfying either of the following



di scussed above. The event context data structure for this service has the
event type, "overlap -event," and event 5 subtype, "sinmultaneous calls."”
Next, at step S387, the service sends the event context data structure
preW@84M1¥958ui It at step S385 to the alert manager PAEUSE/WShal the al ert
manager that a new event has been generated and to provide a reference for
10 locating the newy generated egent in the events database. |t should be
noted that the service perforns steps S383 through S387 -- that is,

anot her e®et qosldgéhen%t ed(l)L the oxigimatdion tdmei éﬁe&hFrBﬁ‘F%*Ffé'- calls

dat ab whi.ch I t I, h th CCF d
inder 16 ORd dFarelREnine s fhe, fats BeIBURY) Epecofis €t o Next.,
at step S3§Q)qt he,$erviee hests whalhar agy) calks rezr@o&dl n the calls

dat abase to be conpared for overlap with the present call. If additional
ccall's remahronbloybeaXit | vetarahasehahi chidinatriocat yehebeen ctcked for 20
overlap with the present call, the service flows to step S391 where the

next dal l n%rﬁeveﬂev@blwa(ﬂnd@ﬁer@ane@ fren Medse heddt hg the v returns to
step 8373toc over |t should be noted that steps S373 o
t hr ough lfBe?%rﬂ’g er"r‘eé:ag hE REABEY) A"THS in 25 the

cal |l s dat i 0 c a ice, at C
step 8395?:%8@??8#%%@3‘:% g%fr:?b ?Scf%d?éggreg gﬁgéhggg &ggeﬁ%dzﬁﬂ t for which- .

i s shown iaddfng. tB&. valeieeheldgby ot HED 4N 13858ndC1E /89353046 %he 34 FI G 3F,
at step S401, the check Geographic Dispersion service retrieves the first
cal | store@e@tirieva@ call sCChiaredrmsk.to the value held by the orig

10 time field 227 of the retrieved call CCF record); or (2)
the termination time of the present call (as determined by
addihg the value held by the call seéonds field 233 of the
present call CCF record to the value held by the orig time
field 227 of the present call CCF record) is

15 chronologically between the origination time of the
retrieved call and the termination time of the retfieved
call. If neither of these two conditions are met, the
retrieved call and the present call do not overlap
chronologically, and the service flows to step S389 to

20 check the next call in the calls database, if any.

If either of the two conditions are met, however, the
present call and the retrieved call overlap chronologically
and the service flows to gtep S$383 where an "overlap call
event" 1is generated by recording the event subtype,

25 "simultaneous calls," along with specific. information
particular to this call in the events database for this

particular subscriber ID.



Next, at step S403, the service tests whether the 5 retrieved call was
originated on the sane date as the call presently under consideration as
determined fromthe orig date field X29 of the CCF 8[%& L ¢33 If the

r etWP&4E8d?%al | was. not placed on the sane date, t hB retrl eved call cannot
overlap the present call and the service flows to 10 step S423 to check the
next call in the calls database~33F any. If, however, the retrieved call

was placed on the same date as the present cal r Vi at step
$405, tests WAREEherttHeeR S35 véﬁ?ecgi"?nﬁagc’lftheé‘ﬁé%?& g ﬁ'ﬁié? ID as 15

the present call. gi:elsimaadiby (hadibiee M Nehigl dverf03,a205, 207 and.

the MSN fi%l t He subscr o not match, the retrieved call
cannot ovHld-aRsbhCap¥ RS ENThe CéldntaBEntBeL SRitd gerfitemse tforstiefs S423 to -
check the next <call in the calls database, if any. 20 If the subscri ber

| Ds nat clserviieesdrasi cehe aevmtepsyp&o'lo‘amasnogvert@s't sapfetHertt he
"retrieved call used either the three-way call or the call-waiting

f eat U es Su%@ﬁeci’?%’&‘lﬂ;ﬁa%"&ef’émﬁned fromthe call feature field 231 -of

the retrieved,call OOF LegordyoGal | gt ibizion tasse Ameablefeat ures are

presently |gn5'|’aé‘ ki'ng for overlap cal cause cal l's that

utilize theaexkeahtd afbructirkepPRpRaidlybtdl Daitestegesgpmhi tré di spersion = -
problem my be legitimte. Accordingly, when these call features WO R

94/ 11959 AGHUSARLGEF5T15- 86 aignpl cttentalent g@mgee théVvsatoe%tep S423 to

check the next call in the calls database, if any. nelthg of these
cal | feateHent e Raan i3aReratRe  agg, Foc TroNfdet 8p rgfffenﬁ?il Bfates the

nllefge émilng gﬁe newly generated event in the events database.
It should be noted that the service performs steps S383
through S387 -- that is, another event is generated -- for
' each call retrieved from the calls database which d@erlaps
the present call. Therefofe, the single CCF record under
15 consideration may generate multiple "overlap call" events.
Next, at step S389, the service tests whether any
calls remain in the calls database to be compared for
overlap with the present call. .If additional cal;s remain
in the calls database which have not yet been checked for
20 overlap with the éresent call, the sefvice flows to step
S391 where the next call is retrieved from the calls
database and the service returns to step S373 to check for
call overlap; It should bg noted that steps S373 through
S391 arerberformed as many times as the number of calls in

25 the calls database.
If no more calls remain to be compared, the service,
at step S395, performs a_ Geographic Dispersion Check, a

flow chart for which is shown in Fig. 3F. Referring to



5 location of the present call and'the'location of the retrieved call
using, for exanple, the "airline formula." The airline formula is taught
by the follow ng publication, AT&T Tariff. F.C.C., No. 264 éeffective

datveo odnrgsh 2, 1979), a copy of which is included PAF/UHIEHE
| ocations of the retrieved and present calls are determ ned

val ues held by the sid field 22134the first
first serving cell field 225 of the each of the CCF records for the

% B. The 10
fromthe
serving field 223 and the

present aud.r e,i emedsteml 401 Betheseheakh GeBarapkia Daspersiatent i fyi ng
15 and because the exact  geographic |ocation of each MSC is

nunber,

the servisezvias aeprégvaat Shenefittht cahlofStera? TR thgy TRy

identifi

step 4152

rt%ﬁ i ndex a database of MSC geographic coordi nates.

t he
Next ,

85%1 | eage between the location 20 of the present cal

known,
MSC

at
and the

location of tfg.fethiewedoCaldos,i i anshacEetkddtis0 whdtiig Waldie using a

predetermned M1es-Per-Hour (MPH) tuning paraneter. The time val ue

cal cu at e@tirsetbe @aRAgWaBhbE g spedsionnthd] satersiatenaschhe widll be applied
to the calls under conparison to determne 25 if call overlap occurred.
Next, at PSespntlysundere asnsidesatien sasufftreminggd fHpePt Fh V1% he present

Geour aphEea: SHELY] 8RS 6B ShP1 EoBoRPER bt 1ovy ChEG-BOLIRNGR,

geogr aphi®@t§i &p

ap is

det er m negd1Qy .Sat hsEVbigesd thered ddie faldeQwicha rbwpssvedliddnns: (1) the
prik

origination tinme o

the ori g danfet bivetlap2thefpidmenyr exdit andl th€CEeretice dflows 3o
chronol ogi cally between the origination time of the '

10

15

20

25

step S423 to check the next call in the calls database, if
any.

If, however, thé retrieved call was placed on the same
date as the present call, the service, at step S405, tests
whether the retrieved call has the same subscriber ID as
the present call, as determined by the three MIN fields
203, 205, 207 and the MSN field 207. If the subscriber IDs
do not match, the retrieved call cannot overlap the present
call and the'serviée flows to step S423 to check the next
call in the calls database, if any.

If the subscriber IDs match, the sérvice, at steps
S407 and S409, tests whether the retrieved call used either
the three-way <call or the call-waiting features,
respectively, as determined,ffom the call feature field 251
of the retrieved céll CCF record. Calls utilizing these
call features are presently ignored when checking for
overlap calls because calls that utilize these features,
while appearing to have a geographical dispersion problem,

may be legitimate. Accordingly, when these call features

e present call (as determined fromthe véalue held by



retrieved call (as determned fromvalue held by the orig time field 227
of the retrieved call CCF record) m nus the geographic dispersion

adjustnment tinme and the termnation: tine of the r i | (as .
detV@A#1&¥%y addi ng the 10 value held by the call eé@é@ﬁgjglﬁjél d 233 of the

retrieved call CCF record to the value held by the orig tinme field 227 of
the retrieved call CCF record) pi3@s the geographic dispersion adjustnent

time; or (2) the termnation tinme_o t he gresent call (as _dgterm ned by
%3'38 ﬁh

f
addi ng t REey AuEsensl hey seTVife EhPYS sERoAbEPf Pefd ek NE'resent cal |

CCF record _.to_the,value held ol field 227 of the present
cal | CCF'?’eéﬂ:ofawi §c eorﬁ?lel&gsi géF%gg%e't V\lge%ln?ﬁe origination time of the

retrieved cal lenjpyshihe, goaw=epliag1direpeaséonverdjutiniess, ttwe and the
termnation tinme of the retrieved 20 call plus the geographic dispersion

adj ust mendertviicie, ht stept$url ofcalicedetesothe miitsages betweantthehe retri eved
call and the present call do not overl ap. chronal %gi cally when adjusted

for geogrkgsmtdon spfer §hen Prafgntheaddr 3d FPBud O BE18Pe P54t 0 check the

next call i.n.the.cal dat abas L.t _an | §. ait:her & wo
condi ti o HHAE Vet ?akgv\%‘i‘/]er?g,' tfﬁdé- e%?g éjﬁf %%1 | And %e f(rag?%?giled cal |

overlap GiLRQLOghEBFdrhuinhes &R:ig%%tsg {1y roeoevapdigupdiispeishpn and the - -
service, at WD 94/11959 PCT/ US93/ 1075 -37 step S417, generates a "overlap

cal | evemtsyrserer dFng. ci henevens4sugEffieet ivgeatptaphi Apwiilsp2r si on, " al ong
with specific information particular to this call in the events database
for this ¥Yi.cH aeoruRErvibigh | 5 Brqiided 13 ARRSALE BonsTh® step S419

wher fot heloecvaetr}.tonscgg tt%lxé rg E‘f‘eééé %%tdu{)geéesntblgallas\/\éég de@e%gggé on speci .f'l ¢ _

from the values held by the sid field 221, the first
serving field 223 and the first serving cell field 225.of'
the each of the CCF records for the present and retrieved
calls. Because each MSC has a unique identifying number,
15 and because the exact geographic location of each MSC is
known, the service can approximate the location of each
call by.using the MSC identifier to index a database of MSC
geographic coordinates.
Next, at step S413, the mileage beﬁween the location
20 of the present call and the location of the retrieved call
is transformed into a time value using a predetermined
Miles-Per-Hour (MPH) tuning parameter. The time wvalue
calculated is the geograbqic dispersion adjustment which
will be applied to the calls under comparison to determine
25 if call overlap occurred.
Next, at step S415, the service tests whether any
portion of the present call chronologically overlaps the

retrieved call when adjusted for geographic dispersion.



to this event, as discussed above.. The event context data structure for
this service has the event type, "overlap event," and event subtype,

aphi c dispersion.” 10 Next, at step 5421, the service sends the event
cont"gQP 4448 structure previously built at step S41FPGHUBREIOE] ert nmanager
115 to signal the alert manager that a new event has been generated and to
provide .a reference for |ocati rRgethe newy generated event in the events
dat abase. 15 It should be noted that the service perfornms steps S417
t hrough S#¥erlapt %Fatdqts‘}mwﬁfﬂw saféafying gdidest @f the followknch cal |

retrieved fromthe calls ab se which gverlaps pe resent call when
adj ust ed &P 5@85?5%’?% di sperstonr? é‘F’Br glm?hg sFﬁﬁlB re®$ Y ecord under

consi der atd,9R 1RY dggeﬂ@ﬂ%@tﬁdﬂ‘|€Hep|v%lugvﬁ5}l§pb§a£f1e syféﬂémé\'ext at

step $S423, the service tests whether any calls remain 1n 1he cal

dat abase tfdeba camyar edff orhegeq@reaaEntc desper Sic@R ORidozB) W tix t he present
call. .If additional calls remain in the calls database which have 25 not
yet been ﬂhé‘@ﬁ@élogiﬁa]éé'ogrb&ﬁwpendiEb%rwmmipap tine ofe gheesent. cal |,
the service fl.ows to ste ‘%é‘rsé% where_ the next call .is retrieved fromthe

cal I s dat A5AZ&S%RY THE CETPERET nET D V& iHS 8949 PY B imor
geographi ¢ ;Y@ 94414959 B P?T‘cH§9x?’é€ﬂhe'%d c§g£d%§ﬂ°exre%oﬁ}ﬁ]) by 09‘4:%” ap. It

shoul d be noted that steps S403 rough are perforned as many ti nés'

as the nugeeyraphi€adispdrsibheagghsonslat aiaee ankfl the EBFRikalilch remiin to
be conpared, the service 5 flows to step S427 where the overlap Calls
Check is té@ﬁploét dhearetrhevadxcathelhsi detemminashtbyreadiey thecedure is

initiated,
f% value held by the call seconds field 233 of the retrleved

call CCF record to the value held by the orig time field
227 of the retrieved call CCF record) plus the geographic
dispersion adjustment time; or (2) the termination time of
the present call (as determined by adding the valﬁe held by
15 the call seconds field 233 of the preéent call CCF record
to the value held by the orig time field 227 of the present
call CCf record) is chronologically between the origination
time of the retrieved call minus the geographic dispersion
adjustment time and the termination time of the retrieved
20 call plus the geographic dispersion adjustment time. If
neither of these two conditions are met, the retrieved call
and the present call do not overlap chronologically when
adjusFed for geographic d%spersion, and the service flows
to step S423 to check the next call in the calls database, '
25 if any.
If either of the two conditions are met, however, the
present call and the retrieved call overlap chronologically

when adjusted for geographic dispersion and the service, at



Referring to FIG 3G the Check Call Duration Pattern service S311 is
responsi ble for determning if a particular ™ 10 subscriber's call duration
is increasing at a rate which nakes it suspect for fraudul ent_ activity. The
trOYA9HA195 exanmined is a five-day moving average FEPERIHY over a
ten-day noving average for a prolonged period of tine. This trend shows a
mar ked i ncrease in the anount of3Frne a 15 subscriber is willing to stay on
the tel ephone. The theory is that users who do not intend to pay for their
t el ephon&tepefdiléesIeneraesan| LOVRIIAH mpllr KYGNESePY) TRFPFAMRE be -
concerneg. with the Ilghr)l th of ,their callss.Jhis servicg expects the

pr evi ous e at Etat BFP PR daY"SHFRET day AT 20 dUr%td of movi ng

aver ages 2% kg MEE Srnatibl padtiSiBR $428nikh€aSErH efet 8ésearhet her the
five-day froving average call duration calculated for the call date is

great er idadabaser eeetteris pagtital abvneubsutiber This step ensures that
fluctuations in usage for |ow volume 25 users do not generate an abnor nal
nunber of eveNext, Fehe sernigee flpWsataupben i94° whese theeevknt novi ng

average call duration was 130 ,secon on the da efore the call date
based on S§PEPXGI 82t FEMITHER e b‘ég? ¥itR h’é&s%"‘ail%ﬁgpeﬁgﬁﬂl% 94/ 11959

PCT/ USSSIL0LRT, 5354 0 519813860005 Abvie oAbl evlaiee doRegeaiane addi tional

call, a Yol ncr ease woul e cal cul ated, even though the actual usage
change i sthrapeasenkted Ryisneekon@eCRhE. the evbBAtf typefayowervidly average
call duration calculated for 5 the call date is |less than the predeterm ned.
amount, eveatef'oprd everd Isulitivpei ofgeranaphiccAésRey®i "not be perforned

and false alerts would be avoided. This wou] d be he t%%seévgﬁ)tnti nuing with’

the ¥anpl e, MeXEhe 351 cESRr ffAdg the service sends

context data structure previously built at step S419 to the
alert manager 115 to signal the alert manager that a new
event has been generated and to provide .a reference for
locating the newly generated event in the events database.
15 It should be noted that the service perférms steps S417
through S421 -- that is, another event ié generated -- for
each call retrieved from the calls database which overlaps
the present call when adjusted for geographic dispersion.
Therefore, the single CCF record under consideration may
20 generate multiple "overlap call" events.

Next, at step. S423, the service tests whether any
calls remain in the calls database to be compared for
geographic dispersion over}ap with the present call. If
additional calls remain in the calls database which have

25 not yet been checked for geographic aispersion overlap with
the present call, the service flows to step S425 where the
next call is retrieved from the calls database and the

service returns to step S403 to check for geographic



m ni rum anount were 200 seconds. Accordingly, the service 10 flows to step
S443 whi.ch marks the conpletion of the check. |f, however, the five-day
nmovi ng average call duration is greater than the predeterm ned m ni num
anowa 94/11969 service, at step S431, tests whet her tRETIUSHRAEEY novi ng
average call duration for the call date is greater than the 15 ten-day

movi ng average call duration for_jhe sane date. If it is not greater, the
service flows to step S443 which narks the conpletion of the check. If the
five-day aDspésidreraQa caldridpr.at il fhmuldhde camiteddathati stgpeat er than
the ten-day noving average call 20 duration for the sanme date, the

servi ce, 9403ttdyro8gBi3s4zalang Resfoxmrd F6r Bany dgdsasnaf cei® W@bREen t he
five-day noving average ca]l ration for the call date and the five-day
movi ng avef agt in &E}gaF?ﬁ‘usf‘g% &%day before the call date. 25 Next, at

step 3435, thexéwix&ﬁé eégﬁsvw}%@a% Eeebepeaﬁgﬁ@cg,e I 1RASG ceal cul ated at

step S433 is greater than a predetermned limt. If the predeterm ned
limtsis pobws execedesh i ssbndivinires that ovlkelaperagascathedur asi on for WO
94/ 11959 PCT/ US93/ 10757 -40 the particul ar subscriber 1D under o
consi der acempletechend tiemexdi aheck iantheneventt manpgernRFadedrsei s no reason
to suspect fraud on the basis of the call duration trend. Accordingly,.
the servi¢® 1% step S443 which marks the 5 conpletion of the check,

| f, however, the, per.centage,lncyLease e s.hhe i limt, it
i ndi cat es t-hatﬁ%%% l%%r %?i glné'f %?Ge’ t%ﬁg %Ig%??c%u lgr Dgg ggﬁ g%?tlggqunder
consi der akkpVidé s31ACiLasdsidnalibae mhnaetetmimigy iAcs asatitighyarat step

843730 subscriber's call duration is increasing at a rate which
makes it suspect for fraudulent activity. The trend being
examined is a five-day moving average increasing over a
ten-day moving average for a prolonged period of time.
This trend shows a marked increase in the amount of time a

15 subscriber is willing to stay on the telepﬁone. The theory
is that dsers.who do not intend to pay for their telephone
services (for example, cloning fraud users) will not be
concerned with the length of their calls. This service
expects the previously calculated five-day and ten-day call

20 duration moving.averages as érguments.

First, at step S429, the service tests whether the
five-day moving éverage call duration calculated for the
call date is greater.than;g predetermined minimum amount.
This step ensures that fluctuations in usage for low volume

25 users do not generate an ‘abnormal number of events.. For
example, if a subscriber whose five-day moving average call
duration was 130 seconds on the day before the call date

based on a single call within the past five days, increased



10 the service generates a "call duration pattern event"” by recording the
event type, "average event,” and the event "~ subtype, "duration,” along with
specific information partrcul ar to this call in the events database for-

t hi WO $#4H95%ul ar subscriber ID. 15 Next, the servi cBCH{{BR/WEst ep S439
where the event context data structure is built with information specific
to this event, as discussed abov-e39 -The event context data structure for
this service has the event type, "average event," and event

subt ype, -todi?at fepend(ometde cakl sdafe Jpped toe eree\ﬁct@teenéé t he event

cont ext dat structure revr ousl uilt .at .s S439 t | ert manager
115 to si Eﬁ‘g} the %3 é‘r“lc ARG gY u%/ch%te £IER agegnte"?fbs ﬁ §Eﬁerat ed agd
to providg, arlef@ga C&nlal adbe 3 ﬁceabpasémacfw YorReNRRt edigve Mg gin the

event s dat abase. Last e service flows to step $443, ere the call

duration ﬂ@étewre-efa@ckndvanqompbehgd aall t derdexdn cidaliatedt Berevent
manager procedure is initiated. WO 94/11959 PCT/US93/ 10757 -41 As o

i [l usPratehke i caflGdaie idhe lessyi than otheCirradetiepménedt iameahtcal | Duration ..
Pattern i s nearl |dent|cal to the service fr%‘ Check Call Duration

Pattern, ‘él}%’e'?pq aefaht MTAGEPD nBANEFRs e§§péf°é‘rléi sSR¥scPfber - speci fic
5 tt t gggi d ;
boked. n# I#eé EHE 4 a‘iéﬂs%ﬁtd B dr% durat i onei“il g%g rooone ! _S

checked, event subtype Is I nt ernati to the -

near idenghd Yagk,t BbStififing Getm ine ehanfheski fCahk prERiteamihagt ern
service, no further discussion is necessary. 10 Referring to FIG 31, the

Check Calhimimussholdst were/i2g® S8¢énds. r dsyvondiibbdy f drthalsegvatai ng whet her

a
10 flows to step S443 which marks the completion of the check.

If, however, the five-day moving average call duration
is greater than the predetermined minimum amount, the
service, at step S431, tests whether the five~day moving
average call duration for the call date is greater than the .

15 ten-day moving average call duration for the same date. If
it is not greater, the service flows to step S443 which
marks the completion of the check.

If the five-day moving average call duration for the
call date is greater than the ten-day moving average call

20 duration for the same date, the service, at step 85433,
calculates the percentage increase between the five-day
moving average call duration for the call date and the
five-da& moving average call duration for the day before
the call date. |

25 Next, at step S435, the service tests whether the
percentage increase calculated at step S433 is greater than
a predetermined limit. If the predetermined limit is not

exceeded it indicates that the average call duration for



particul ar subscri ber has exceeded one or nore of his or her previous high
wat er marks. A high water mark is the highest nunber of calls placed
within a given tinme period. 15 The Check Call Threshol ds service S315
conpoiogasesohr ee separate checks: a one-day hi gh waRGF/USRIK07T8heck, a fi ve-
day novi ng average high water mark check, and a ten-day noving average

hi gh water mark check. The fraud,getection system 107 keeps track of the
hi ghest nunber of calls ever 20 nade by a particul ar subscriber for each
the threendipderivnilali mabperibes. 10V uhdeacleoaddieranidn CBF netord
processed, the Check Call Threshol ds service S315 checks to see if the
addi tion mcrtehélpgesén?ncabnom)a]t Heat& @i@ntthecrﬁt 4F RGnBepser Al ls pl aced

for each of thethree separate 25, ti rlod ceeson of t he high
wat er marREReGE TN tqrga*fréer E%Jsscrgge?geng g f’ﬂrge 2acks are

nearly i i 7 wWM f C rAxedef® be WO
94/ 11959 Ig%#ﬂggg}ﬂﬂ%ﬁ% %?%lﬁgg%l{vﬁj Sgrfg%(%%gr?ggt ﬁ%ﬂﬁ%g‘cgk otr:ﬂ y the daily

cal | shresdigliétiehesk thé IcnHeexexpl ained in detail. As shown in FIG 31, the
Daily Call Threshold Check S445.is performed first. At step S447 the o
service tests Ifs whewdwar,t hther é’@é‘ﬁ’?nﬁgﬁy ingireaggurgxceedshathes, the total

nunmber of calls made _for the call - - eed determ ned m ni mum
amount . ﬂﬁeéieé?é'ﬁ‘l@ﬁgu?‘é’??ha’tt hn etéa tﬁl?rc‘fb 3f db‘%iagﬂp? h%‘é’éhol d events .
are not ?a‘i‘q_lctﬂarl O\, %ﬁ'ﬂ%rsu}iﬁcrhhgéx? E&{sﬁé@m'ﬁn i§gwoul d be 10

undesi rabl'e generate a y threshold event for a |low volune
subscri beindmﬁslﬁilngceﬁl AN Ynbhk&E le.s Afordimaagl, | at dated, shat, whose

previous daily high water mark was 2 calls placed in one day. Accordi ngl y, -

if the prtngnﬁenxﬂde ogenerates a "call duration pattern event" by
recording the event type, "average event," and the event
subtype, "“duration," along with specific information
particular to this call in the events database for this
particular subscriber ID.

15 Next, the service flows to step S439 where the event
context data structure is built with information specific
to this event, as discussed above. The event context data
structure for this service has the event type, "average
event," and event subtype,  "duration."

20 Next, - at step S441, the service sends the event
context data structure previously built at step $439 to the
alert manager 115 to signal the alert manager tﬁat a new
event,has been generated and to provide a reference for
locating the newly generated event in the events database.

25 * Lastly, the service flows to step S443, where the call
duration pattern check is completed and the next check in

the event manager procedure is initiated.



does not exceed the predeterm ned m ni nrum anount the 15 service flows tOj“:'
and the next call threshold check is initiated. |If, however,
all count exceeds the r ed ] I Ni [
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Next, at step S459, the service initiates the five-day noving

Husther ddisruseions if| negessa™d in FIG 31,
Referring to FIG. 3I, the Check Call Thresholds

service 8315 is responsible for determining whether a
particular subscriber has exceeded one or more of his or
her previous high water marks. A high water mark is the
highest number of calls placed within a given time period.
The Check Call Thresholds service S315 comprises three
separate checks: a one-day high water mark check, a five-
day moving average high water mark check, and a ten-day
moving average high water mark check. The fraud detection
system 107 keeps track of the highest number of calls ever
made by a particular subscriber for each the three
different time periods. With each additional CCF record
processed, the Check Call Thresholds service S§315 checks to
see %f the addition of the present  call to the present
total number of calls placed for each of the three separate
time periods exceeds one of the high water marks for a
particular subscriber. Because the three checks are nearly

identical, with only a difference in the time period to be



15 both the five-day and ten-day checks are nearly identical to the daily
check, except that the high water marks for five-day and ten-day peri ods,
respectively, are used, and the event subtypes are 115 day average

~vel ¥OO$11%8Ad " 10 day average velocity," respecti vaRGI/USEE§Uent |y, no
further 20 discussion of these checks is believed to be necessary. As
illustrated in FIG 3J, the servige-for Check International Call
Thresholds is nearly identical to the service for Check Call Threshol ds,
except thesedeint perfagedngnehechiens, soslapdhat daslpsmlilbehreggenld i ¢ pattern:
for 25 international call _thresholds against which the CCF record .is
checked, &hESknBikldift £2@4BaPpasinrdetatlyay jnternati onal velocity," "5

day average infer i, On | agd t V., 210 r i nf.ernati onal
velocity," as %7% 8&%1@9% gg‘/ 8@?3/%%1&45%2%%}%?%%?@ ‘ltiijeec o the near
identity @hsbhlis peFv¥bafedM fitstl.ne sehedtepCalsly7ThhgsBel-dScsepadice, no’
further discussion is believed necessary. Referring to FIG 3K, the Check
Cal | el ogheyhenttles ipresestrdatky SHA csunespondid dsf,otheeteral ning. if a
particular subscriber's call velocity is increasing at a rate which mnakes
it suspecPUPBPTf Cfudereht Batevifior R cpdhd dRdieng=-eeXseadd ias a five- day

o 08 2 SERRECLIELSEE WA sorh ) MBI BNERE S Ao P

period of ren OWs "a mar er of

call's a subsski R@fbd:S o ldaing tArbLReR MMtENaREYnbE §OAlrdtsy s Wwho do
not intend to pay for their tel ephone services (for exanple, cloning fraud

users) w [ferndtowbevaloneer sigtbaniiblerst he Borantkaypbé, t hei wonall se Thi s
service expects the 15 previously cal culated five-day and ten-day call
veloéﬂly undesirable to generate a daily threshold event for a low
volume subscriber who placed only three calls for the call
date, but whose previous daily high water mark was 2 calls
placed in one day. Accordingly, if the present call count
does not exceed the predetermined minimum ﬁmount the

15 service flows to step S459 and the next call threshold
check is initiated.

If, however, the present call count exceeds the
predetermined minimum amount, the service, at step S449,
tests whether the present daily call count exceeds the one-

20 day high water mark. If the one-day high water mark is not
exceeded, the service flows to step S459 and the next call
threshold check is initiated. | |

;f, however, the onéjgay high water mark is exceeded
by the pfesent daily call count, the service, at step S451,

25 resets the one-day high water mark to the present-daily
call count, and then, at step S453, generates a daily call

threshold event by recording the event type, "threshold

eyent," and the event subtype "1 day velocity," along with



novi ng averages as argunents. First, at step S461, the service tests

whet her the five-day noving average call velocity calculated for the «call
date is greater than a predeterm ned m ni num anmount. 20 This_step ensures

t hawo p4/e198%t i ons in usage for |ow volune users do PGSV e an
abnormal nunber of events. For exanple, if a subscriber whose five-day
nmovi ng average call velocity was42-calls/day on the day before the call
date increased to 3 calls/day on the call date, a 50%increase 25 woul d be_
cal cul at egpeeific tirfiggmathen aearkiiculazgsochahgcald 18sthAsTRNIYS cant as one

call. If the five-day nmgvin average call .velogity calculated for the call
date is I€§§ab?ﬁ%{nf‘1%é:hd‘lseagf’é’r?‘r‘?e]rf’ég sé'%ﬁﬁﬁ%}?efhg efore, a call velocity WO
94/11959 PCT/ %?%4,12%1157%te‘p4§4$§tt@%&' ShGHK et Gkehysepnenale fal se

alerts and shou e péerfofnmed. Accordingly, the service flows to step-
S475 whi chgmasks ¢ heieRMEingbirRat 06n t Bpeehetl. dd , thosweesentt heas i ve- day
movi ng average call velocity 5 is greater than the predeterm ned m ni mum
armounts, t késceesed apovat. SThep e8468, contrxt dWatahetrugiare §er ddyisnovi ng

average call velocity for the call date is ater than the ten-day novi ng .-
aver age c&PFVYERoRAE ytRor YR SHHRE datere f‘gs‘gt V& hot ﬁ’?cga?ve‘?n%the service.

flows to s 75,, Whi ke the conpletion of the checkj If the .~ .-
SE‘ggﬁgé Magqgaeﬁgc\%bci ty for the

five-day mOVIhg averag call date is greater than
the ten-day noNbRg, awel ageeakhs7yelthel t yefwicd heef@se that eevdrte servi ce,
at step $S465, calculates the percentage increase between the five-day 15
novi ng aveoagextaldta stooctyrd mrevhiousdy |budite agnstem&45pi ve-Wwy novi ng
aver%&? C%ﬁLr¥e£ggéé¥rfqut€§3é%@éaHeQ%ZGalert manager that a new
event has been generated and to provide a reference for
locating the newly generated event in the events database.
Next, at step S459, the service initiates the five-day
moving average threshold check. As illustrated in FIG. 3I,
15 both the five—day and ten-day checks are nearly iaentical
to the daily check, except that the high water marks for
five-day and ten-day periods, respectively, are used, and
the event subtypes are "5 day average velocity" and "10 day
average velocity," respectively. Consequently, no further
20 discussion of these checks is beiieved to be necessary.
As illustrated in FIG. 3J, the service for Check
International Call Thresholds is nearly identical to the
service for Check Call Thresholds, except the event manager
maintains a separate -subscriber—épecific pattern for
25 international call thresholds against which the CCF record
-is checked, and the events subtypes are "1 day

international velocity," "5 day average international

velocity," or "10 day average international velocity," as




the call date. Next, at step S$S467, the service tests whether the
percentage increase calculated at step S465 is greater than 20 a
predetermined limt. If the predetermined Iimt is not exceeded it

I ndwedepi9sdat t he average call velocity for the pRCTIUSIBAO7Subscri ber 1D
under consideration is not increasing at an abnormal rate and there is no
reason to suspect fraud on the bggis of the call velocity trend. 25
Accordingly, the service flows to step S475 which marks the conpletion of
t he checkappfopfiwy.er puéheo phiecraaAgiientityeas eidec setsi¢davithr edet er mi ned
limt, it indicates that call velocity for WO 94/11959 PCT/US93/10757 -46
t he parti theéathessibSedl iBrrashaldgerervirg d8pafuprhes dipAEFEHN #§ at an
abnormal rate. Accordi ngl , at step S469, the service generates a "call
vel ocity PatieYes Rsiss 55’ recording the event type, "average event," and

the event 5 SU;? y&eririL;lV%!oC’?'t Y: 3k 2RRIcRELR SPACEh B B O5Bld AN

particular to IS ca I'n the events database for this® particular
subscri begetPicd@diro tbersaion=sad1k! o0 deternepimf A whpart i aevent

context data structure is built with information specific 10 to this
event, assubscudsed siwald. VEiocdtEndscancesasing atsta vaatd &High thi s
service has_the event type, "average  evept,. andTSvegt scﬁl%tey,pe, .
"vel oci t yRekg@xit sispectpfer7araydident, gty titrds TPRe“ BNt MGnt ext data™ -
Structure pLEYROUSLY BUidikeBhapt By F Lablrddle srckallshl B@aoer 115 to -
signal the alert nmanager tha new event has been genefated and to provide
a referengent@iy heo¢ahénavbhegaerby genmiaiopgeaveririba bife wet@nts dat abase.
10 This trend shows a marked increase in the number of calls
a subscriber is willing to place. The theory is that users
who do not intend to pay for their telephone services (for
example, cloning fraud users) will not be concerned with
the quantity of their calls. This service expects the
15 previously calculated five-day and ten-day call velocity
moving averages as arguments.
First, at step S461, the_service tests whether the
five-day moving average call velocity calculated for the
call date is greater than a predetermined minimum amount.
20 This step ensures that fluctuations in usage for low volume
users do not generate an abnormal number of events. For
example, if a subscriber whose five-day moving average call
velocity was 2 calls/day on the day before the call date
increased to 3 calls/day on the call date, a 50% increase
25 would be calculated, even though the actual usage change is
as insignificant as one call. If the five-day moving

average call velocity calculated for the call date is less

than the predetermined amount, therefore, a call velocity



Lastly, the service flows to step S475, where the call velocity pattern
check is conpleted and the next check in 20 the event nanager procedure is
initiated. As illustrated in FIG 3L, the service for Cheg& gﬁternationak
Cal wo/ed/pt59y Pattern is nearly identical to the s&H e} W Tcheck call
Vel ocity Pattern, except the event nanager mamintains a separate
subscriber-specific 25 pattern fess+nternational call velocity against
which the CCF record is checked, and the event subtype is "international
vel oci ty. ‘paBberncchdnk weatdlddelyt generats Saheeortantsendcaheidsl/ 10757 - 47

'service with the Check Call Vel ogity, Pattern ser.vic n u er
di scussi ofOtsPPePETr FRIRar ﬁccﬁﬁgéné}’(' othg RETAESRt %%ﬁggté% %:‘Ihe cks have

been  per Qb EPgh; LGy AN nERBAHSI I BiUkRel Encapl cte for the O

particul ar record under consideration as indicated by step S323 in FIG
3A. |If a new eyenthdias et tgerdvat-adyfmsvinghavprageniallCrelecryd, the fraud
detection system procedure is conplete for that CCF record. Accordingly,

t He fraaud igetgotdatmr sysarmthe7 megdetefrpinede HHapUBCRMOMRY ecH’] t 0 be

input into the switch interface 111. we er,&_He %ne oL _nore events were
gener at ed SEEVifRe 2pr 8E&Rt SEER r'%"c%‘?sd,w}lfg‘l’?rc edpERAPRY BOLHRYI cont ext
data structure is .t r er;d dihs- RraRedir e for
which is ia.'lvlelﬁ??‘raa‘faél((jlla%%‘igc}?%v%ﬁra??%i Ir:lailgIP?E%%‘QZA.1 ee 15 function of the S
al ert manageLai}Snéeindd aveesi¥ cLaACketyety fGANEhat €dhd)datee ement nanager-

113 and "anal yze"™ that event, to determne if an "alert"” should be
gener at ed.it Dependi rgreatemr, atheedervine nfloket tof skePe8472i YReh a single
alert or a specific conbination of alerts may
10 marks the completion of the check.
If the five-day moving average call velocity for the
call date is greater than the ten-day moving average call
velocity for the same date, the service, at step S465,
calculates the percentage increase between the five-day
15 moving average call velocity for the call date and the
five-day moving average call velocity for the day before
the call date.
Next, at step S467, the service tests whether the
peréentage increase calculated at step S465 is greater than
20 a predetermined limit. If the predetermined limit is not
exceeded it indicates that the average call velocity for
the particular subscriber ID under consideration is not
increasing at an abnormal rate and there is no reason to
suspect fraud on the basis of the call velocity trend.
25 Accordingly, the service flows to step S475 which marks the
completion of the check.

If, however, the percentage . increase exceeds the

predetermined limit, it indicates that call velocity for




20 generate an "alert-state" which is then passed to the user interface
117 to signal the systemoperator 119 that the particular subscriber ID
an alert-state was generated is suspected of being used '
frawdobemtdsy. It should be noted that a single CCFR@EFW/ WES generate 25
mul tiple events, each of which is individually analyzed by the alert
manager 115. Accordingly, the al ejg-manager - procedure, described bel ow,

f or which

may be pe

rformed nmultiple tines for a single CCF record. Mire

speci fi calthyg, paetadwrdr WOud4L1ive® RN/ WeEEr]1 0¢bhisiddBatnrageais procedure
wi Il be performed once for each _event enerated by the event manager 113. .
ingreasingl At aheabiicamalntatRer AGFOEGHERI LY/ it FFaP S&t6% step S476

Referring
where t he
particul a
servi ces.

in FIGS. 4

Fglert manager recejves an..5 eyent, context data structure for the
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cribed in detail with reference to the
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be anal yzed by exam ning the event type field in the event

event to

cont ext dapatienlar ube thiei Gkl fFontheceventit
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HeAbRfer fom Wisp 478, if
type is a syspec term nation event, the alert manager
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procedure
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anal yzes t he | GO NigheP Wl Bk Pokd N 'k d) Gar4Bunbbe Al didheSuspect
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for every coR€ert Ndatsdl gratictuee i Babh Dt evia .irldeenalon espeaifiig t he event
context data structure as an argunent,
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to this event, as discussed above. The event context data
structure for this service has the_event type, "average
event," and event subtype, "velocity."

Next, at step S473, the service sends the event
context data structure previously built at step S471 to the
alert manager 115 to signal the alerﬁ manager that a new
event has been generated and to provide a reference for
locating the newly generated event in the events database.

Lastly, the service flows to step S475, where the call
velocity pattern check is completed and the next check in
the event manager procedure is initiated.

As illustrated in FIG. 3L, the service for Check
International Call Velocity Pattern is nearly identical to
the service for Check Call Velocity Pattern, except the
event manager maintains a separate éubscriber—specific
pattern for international call velocity agaihst which the
CCF record 1is checked, and the event subtype is

"international velocity." Due to the near identity of this



the service generates a "suspect termnation" alert at step S524 by adding
a newentry to the alerts database for this particular subscriber ID An
entry into the alerts database includes the follow ng information: (1)
subwer94pa9s®5 | D (particul ar subscriber 1D for whi cRCTHISI3APETt was
generated); (2) alert type ("suspect termnation” in this case); (3) alert:
date (date'that alert was generatged); and WO 94/ 11959 PCT/US93/ 10757 -49. .
(4) call date (date indicated in orig date field 229 for the CCF record
whi ch gensemtiare twhichevidet dheickg CaRdl Yeddrity Nextternnt sstrvicg85260 t he service
"associ ates" the event under consideration with the newWy generated alert.
This 5 i5de0EFuBFiaudthfed heRFERER Y to a database -- the

alert-events t abase,--_c£o0 i nj I i oysl g t l'erts, and
t he associ at egg‘ec\%engglv\h?%h%rgi g%‘%?‘etg Lﬂ?ﬁégéibem i ():csalelgf\\{é,’j1 ?’gsﬁeach R
parti cul apesthafed, D@he d¥ént RIANRGEE Proddiurd! Qist cBMENéSe dralkase is to

provi de a system 10 operator investigating a particular alert wwth a |ist

of the spediidulagvedF, record emder rgsdderbt doh oas t indjgatiedgbyt he alert . .
under i'nvestigation. Next, at step S528, the service sends the alert o
gener at edSHP $5€3 882BIG 0 IPhe EU A ReFee B FADHEPTBMBIAIGE £95 service

S522, desgribed. hel ow. Last]| e SELVi .0 tep S530 which marks.
the conp e%i }%eo ntQ"hecg?{al §é?%}#]’or%’-t%r$e gsgtslgn}tl\ﬁ%%/%% logﬁd S?'ﬁ'g_emal ert i
manager P filOWonpdetbCPorORRat SEEF FhéeoAf) Aocdddipgiyne whether.. -
the subscriber's condition needs to be 20 evaluated, as discussed bel ow. -
Ref erri ngthe® Er&ud4Actettidie systhémt yp2 cdadtsotfaratcle aéxtst €pFrS478, the_-_'_-

al ert manager dprocedur.e flows to step, )
-10 record to be input into the switch interface 111.

However, if one or more events were generated for the
present CCF record, each corresponding event context data
structure is passed to the alert manager 115, the procedure
for which is illustrated by a flowchart in FIG. 4A. The

15 function of the alert manager 115 is to receive each event
generated by the event manager 113 and "“analyze" that
event, to determine if an "alert" should be generated.
Depending upon a predetérmined set of rules, either a
single alert or a specific combination of alerts may

20 generate an "alert-state" which is then passed to the user
interface 117 to signal the system operator 119 that the
particular subscriber ID for which an alert-state was
generated is suspected of,being used fraudulently. It
should be noted that a single CCF record may generate

25 multiple events, each of which is individually analyzed by
the alert manager 115. Accordingly, the alert manager
procedure, described below, may be performed multiple times

for a single CCF record. More specifically, the alert



S482. At this step, if the event type is a suspect country code event, the
procedure flows to step S484 where the 25 Anal yze Suspect Country Code
Event service analyzes the incomng event. Referring to FIG 4C, the
Analwo®48u%g9ect Country Code Event service S484 is PEEYSMTIWGSE for

col l ecting country WD 94/11959 PCT/ US93/ 10757 -50 code event information
and determ ning whether a newWy gceived event should trigger an alert.
Upon receiving the event context data structure as an argunent, the

servi ce, alargigelr Jhidzedaseinwill hbenpelb€éornéd bnewends paelseaveytrecorded in
t he events dat abase which neet each of the following three conditions: (1)
t he dat ab&anerafedt briathe RyeainPasa®Eriber 1D as the present event (2)

t he dat abase e e t tg e IS 'L;gs;[%unt‘{&/ event " dat

. e )
dat abase event - the  tal Fh%laﬁeer Om%f’gg?xéppﬁgﬁguf? the number
of dat abasg,@4eRbs setg%eeaﬂ 5436 aﬁe&&ﬁ?@m&teﬁ&ns{@n receigdgt gt mned limt

set by the telecomrunications service provider service flows to step
S542 whi chevantkeontept eatanstfudthereaafakyshs particubanestant thebsaiunber of
dat abase events counted exceeds the 15 predetermined limt, the service °
flows to AN Ye®d6 hyvheane of sihspeksn qEentoPNA3VERE SeTYEAe?at ed by

adding a W try wi_th alert suspect country code! to the alerts
dat abase THE 1 e VAREFRUR QORISR iBor SPEVAG 1 GREFERRTCR dp Soad 1o
to preve”tflgﬁz'&% LLNoh cal ehB-AVERN 14T BB a?e%e‘h%léépﬁ?tde%%'i'ﬂt&i/tr{mde is -
call ed. The theory i's that not every user who calls the suspect country a
few tines ne(fe&-enf:éauduthemtapp&eprﬁbdtflgaire&t ep S538, the service associates
the-eygnt Next, the alert manager determines the type of event
to be analyzed by examining the event type field in the
event context data structure received from the event
manager. At step S478, if the event type is a suspect
termination event, the alert manager procedure flows to
15 step S480 where. the Analyze Suspect Termination Event
service analyzes the incoming event.
Referring to FIG. 4B, the.Analyze Suspect Termination
Event service S480 generates a new suspect termination
alert for every incoming suspect termination event. Upon
20 receiving the event context data structure as an argument,
the service generates a "suspect termination" alert at step
$524 by 'adding a new entry to the alerts database for this
particular subscriber ID. An entry into the alerts
database includes the following information: (1) subscriber
25 ID (particular subscriber ID for which this alert was

generated); (2) alert type ("suspect termination" in this

case); (3) alert date (date’ that alert was generated); and



under consideration with the newWy generated alert by 25 adding a new
entry to the alert-events database for this particul ar subscriber ID. WO
94/ 11959 PCT/ US93/ 10757 -51 Next, at step S540, rleag sends the _
al Y@ 94488rated at step S536 to the Eval uate Subscriber éonal tion service
S522, described below. -Lastly, the service flows to step S542 which marks
the 5 conpletion of the anal ysi~49for the present event and the alert '

manager procedure flows to step. S520 (.see FIG 4A) d r mi ne whet her
the subsdiilb&Pld E8ak8i 1(?6}'13 nHRHE t(f’dbé &FAPuSPEE € %I g%‘:%sgged bel ow.

Referring,f0cREG o dhhg ! #%nggnggtéd/[%%edbgeﬂ@tbmgc I&nalgzéé) step S482, the

al ert manager proce ure to ste S486. At this step, if the event
type is a cregikt) idd stepvesie, tthe Qéﬂzﬁfwmasfsbomtésr shepe@d@®3 where the
Anal yze Credit Linit Event service anal yzes the incomng event. Referring
to Fl G - AlderheoAsaderat iOrediithl ftiret nﬁehtge@#@dvlaéérMBBT’gﬁ\er ates a new

credit limt alert for every incom ng credjt gl%__ event on recei vi ng
t he eéventis Renfexmedaby 3AALRY uReNEY ﬂt’é¥gﬁﬂeﬁt a ﬂ'@ai%rw ce™ generates.‘a

“credit l'lrﬁrtt ?%r? %hgt a? 044_by 4 %8@599%‘@? ”ﬁ!ﬂ’le”tp&)év%ﬁglﬁl ert type

"credit %% 20 database I's particular subscri ber
I D. Next .geiferatel alitls, tBﬁdS@{é/heeoassw alvesthsheh Bte i i ggated - :
consi deratl on with the nevvly generated alert by adding a newentry to- the
al ert - evetiiies speicdlfasecalblekt , for eadp S5Agicullr supgrrébeendsThee alert 25

generated at step S544 to the Eval uate Subscriber Condition , service S522,
descr|txHPqﬁQQ§ﬁ of the alert-events database is to provide a system _

10 operator 1nvest1gat1ng a particular alert with a list of
the specific event, or events, responsible for triggering
the alert under investigation.

Next, at step 5528, the service sends the alert
generated at step S524 to the Evaluate Subscriber Condition

15 service S§522, described below.

Laetly, the service flows to step S530 which marks the
completion of the analysis for the present event and the
alert manager procedure flows to step S520 (see FIG. 4A) to
determine whether the subscriber's condition needs to be

20 evaluated, as discussed below.

Referring to FIG. 4A, if the event fype did not match
at step S478, the alert manager procedure flows to step
S482. At this step, if the-event type is a suspect country
code event, the procedure-flows to step S484 where the

25 Analyze Suspect Country Code Event service analyzes the
incoming event.

Referring to FIG. 4C, the Analyze Suspect Country Code

Event service S484 is responsible for collecting country




Lastly,. the service flows to step S550 which marks the conpletion of the
anal ysis for the present event and the WD 94/11959 PCT/ US93/ 10757 -52

al ert manager procedure flows to step S520 (see FIG 4A) to determne .
Whelbd/ 111959 subscri ber's condition needs to be evaPGHUSB/IHS7 di scussed
bel ow. Referring to FIG 4A if the event type did not match 5 at step
S486, the alert nmanager procedur-sdd ows to step S490. At this step, if the
event type is an overlap call event, the procedure flows to step S$S492
wher e t hecoiival gvent Cahfoyatriaap &8vkndetermircincandigther thenevitym ng event.
Referring to FIG 4E, the Analyze Call Overlap Event 10 service $S492
gener at e SEEHRGOGEPPE SR HrdPPeF o &t i nconi ng overlap cal | event.
The alert tyPoth! kobeiPlddthe eSLAL! JARONS aG8h! sefocifiRodLaphi C |
di sper si on” deﬁendl ng uponh the subtype of the 1ncomng event. Upon

recei Vi nGardithe@t€NtheoBbexicdlatar SitepChble, aSowits EhedmaubBBAtof t he servi ce,
at step S552, determ nes the sub- type of the incomng event. |If the event

subt ype ievertsi puesamelugecakfiedtite ther events doebase HhdighSBSt where a . .
vari abl e, al ert-%_e is set tQ "simultaneous call";  otherw se alert_type -
i

is set tPaGedr: 3°&I?‘§Y§%‘P%i%ee SOPAAtLPRTer ChAs&PCafPERPRfR al ert type
has been . glglerminggd, %Qﬁen%gﬁa\éﬁ%eﬁtlﬁta%ot§§g§f%9§ﬂ?re@te%§-a al ert by__._. o

adding a new entry wt type equal t e value _he d) inthe .. "
al ert _t ypghe/add el @viche aypet Ssdat-abaseyf avent?} sapd@r {3 cutie subscriber

ID. 25 Next, at step S560, the service associates the event under
consi der aldton ofi thet ataisadey eyensr as cthalsame by thedéalgl slatew entry to the
al ert-events dat abase. . L
10 At step S534, if the number of database events counted
at step S532 is less than a predetermined limit set by the
telecommunications service provider, the service flows to
step S542 which marks completion of the analysis. If,
however, the number of database events counted exceeds the
15 predetermined limit, the service flows to step S$536 where
a suspect countfy code alert is generated by adding.é-new
entry with alert type "suspect country code" to the alerts
database for this particular subscriber ID. The function
of step S534 is to prevent generating an alert every time
20 a suspect country code is called. The theory is that not
every user who calls the suspect country a few times is a
fraudulent user. | |
Next, at step S538, the service associates the event
under consideration with the newly generated alert by

25 adding a new entfy to the alert-events database for this

particular subscriber ID.



WO 94/ 11959 PCT/ US93/ 10757 -53 Next, at step S562, the service sends the
alert generated at step S558 to the Eval uate Subscriber Condition service
S522, described below. Lastly, the service flows to step S564 which marks

t heWO®444959 eti on of the analysis for the present eB@WﬁJ%&’(dO'{sﬁe al ert
manager procedure flows to step S520 (see FIG 4A) to determ ne whether

t he subscriber's condition needs-81e be evaluated, as discussed bel ow.
Referring to FIG 4A, if the event type did not match 10 at step S490, the -
alert manager Nextcedak e stepwsSa4® st lpe S£gFicar senids sthe, alerthe event

type is a duration event, the procedure flows to step S496 where the
Anal yze DIfRf55R9 &b eHteR EPdfC éﬁ‘&l byatuate Si“ﬁéSﬁ?‘]ﬂ%P&?é‘ﬁltlp?{Bferri ng to

FI G 4F, ééﬁi@&agﬁs,%‘éé‘&%ﬁ%@%m 15 service S496 is responsible for

cotlecting incomng "duration event Information and determ ni ng whet her a
newy receivedseuonttish@drditei goeis &b steptssddpenickasinksnghéhe event
context data structure as an argunent, the service, at step S566,

det er i nesompiiettion pifie th20apalysiat £01 stheheprraantaeveplapnd ghee -- that =
is, the date on which the CCF record is, being processed. If the call date.:

i s today,2YFthPEPBERE R LIS Eloyi &@s StEP ef‘FSF_n’EEG'It &AdeFﬁ_r m ne _
et NoL IJEEnL EERLYCEng BRbBIIRALS [RAIURSAT hBERS SefORd] 0N O

days 25 o e cal accordi ngly e service flows to stepr@f
S568. O harsRedt hgsS@Iydefsdd ®wsol0 step S590. At step S568, the service

retrieves all past events fromthe events database that satisfy each of
the fol |l owi ngReferring to FIG. 4A, if the event type did not match
10 at step S482, the alert manager procedure flows to step
S486. At this step, if the event type is a credit 1limit
‘event,'the procedure flows to step S488 where the Analyze

Credit Limit Event service analyzes the incoming event.
Referring to FIG. 4D, the'Analyze Credit Limit Event
15 service S488 generates a new credit limit alert for every
incoming credit 1limit event. Upon receiving the event
context data structure as an argument, the service
generates a "credit limit" alert at step S544 by adding a
new entry with alert type "credit 1limit"™ to the alerts

20 database for this particular subscriber ID.

Next, at step S546, the service associates the event
under consideration with the newly generated alert by
adding a new entfy to thé_?lert-events database.

Next, at step 5548, the service sends the alert

25 generated at step S544 to the Evaluate Subscriber Condition

service §522, described below.

Lastly, the service flows to step S550 which marks the

completion of the analysis for the present event and the



WO 94/ 11959 PCT/ US93/ 10757 -54 three conditions: (1) the retrieved event
has the sanme subscriber ID as the event being analyzed; (2) the retrieved
event is a duration-type event; and (3) the retrieved event has a call
dat eWRIMAI185% i ve days of the 5 call date of the eveRETBEOHIOUAal yzed. At
step S570, the service tests whether the nunber of events retrieved at '
step S56.8 is equal to three. |If 44w nunber of retrieved events is not
equal to three, no alert is generated and the service flows to step S578.
10 1 f, howelert mamageynpeecesiunecflpes P Srent 852¢ (¢§@aFIGi dtA)httee, the
service flows to step S572 V\/nere n alert is r([;enerated g\é addi ng a new

a

entry, wit etemping ther; |’fh§ PEELREE s t‘b° & 18Pe eedgatqnkEe for this

particul areV§ﬂP‘T¥€c§i bet LPscdy ify1yuration” alert indicates a 15 suspect
increase in ca drat’i on %ecause exactly three duration-type events have

occurred for thsedidihgClbarrc SuschiiEbene |d¥aMt Riypet 8€a I nhaiteg days.
Al t hough one enbodi nent of the present invention utilizes the particul ar

val uesSt hree &bept Bé8hunbee alexy emmagendprdaeduirer flbws2@onstbpr of - days,
ot her val ugs_t hat 'grove useful ,may be used for this step. At step. S574

the servi cB*3®sodtards; f&eByeht eervenﬁoﬁé’PﬂeFﬁt?‘brP‘(ﬁﬁlﬁpt Falhew y
general od avatd, Dhe ddddatre BRI eyl 008! SRl G Anlabgace 25

Next, at step e service sen genera ?ep 8572 td

the Eval uat £l Subsiiape Everbdidindite 888YYE6s SBY2 . indonshi bedkedel ow. VO
94/ 11959 PCF/ US93/ 10757 -55-.
Referring to FIG. 4E, the Analyze Call Overlap Event

10 service S492 generates a new overlap call alert for each
incoming overlap call event. The alert type will be either
"simultaneoué call" or "“geographic diépersion" depending
upon the subtype of the incoming event.

Upon receiving the event context data structure as an

15 argument, the service, at step S§552, determines the sub-
type of the incoming event. If the event subtype is
"simultaneous call" the service flows to step S554 where a
variable, alert_type, is set to "simultaneous call";
otherwise aiert_type is set to "geographic dispersion."

20 In either case, after the alert type -has been
determined, the éervice, at step S558, generates an alert
by adding a new entry with an alert type equal to the value
held }n the alert_type vé:}able to the alerts database for
this particular subscriber ID.

25 Next, at step S560, the service associates the.event
under consideration with the newly generated alert by

adding a new entry to the alert-events database.



Next, at step S578, the service accunul ates the percentage increases of
the five-day call duration noving averages to obtain a total increase in
t he average over the past five days for each event retrieved at step S568.

5 N¥Q94/HP5%tep 5580, if the total percentage increBSHUS NGyl ated at
step S578 is greater than or equal to 100% -- indicating a suspect
increase in call duration becauses3the five-day noving average call
duration has doubled in the last five days -- the service flows to step

S582 and an 10‘%11*9rta1:s sé:@ﬁer%ft% b‘y’hﬁdﬁ%l&ene%‘?é’rﬁ rheniadgril ert type
"Doubl i ng Dur at e%na't': t@gsglg %g{)‘gs& fs‘?.:?: CQ,|1§ %gr tdlctlil ar subscri ber .
% i R5h 16595 o

ID. 1f the°to ercen agé |ncrease 763 ho alért is

gener at eds@mlégwgﬁgr vagg&cr{géa/\ﬁbetlgwstep S588 which marks its-conpleti on.
15 Assuming an alert was generated, the service, at step S584, associates

the present eviadtlw,tbhé taanvavxfeyfgmrtwt stlepad a4 whychdokrigs &heew entry to
the al ert-events database. Then, at step.S586, the service sends the alert
géner &t edC@RPLtEPNSHE) the @RALET S ubee ! SBFeRITt @yiedtt 99 the servi ce

S522, descri bed bel ow. Last to s S 8 Whl ch mar ks"
Thalt cortliTe nagraBfprdiidite FISS Mo LEER LM (RePHER BICLEN O
manager pHOCSEiRe fdr@w%g&%ﬁrae@uﬁéapnsé@% Fidaai4Abnt deedst _earrbae whet her
t he subscriber's condition needs to be 25 evaluated, as di scussed bel ow.

I f, at stepaliifed,t he aesche=didiedomw.ned that the call date of the event

bei ng anal yzed was before today's date, a historical analysis needs to be
performed to d%ﬁf@rrlﬁlﬁg Yo s - 1f9591PdT?‘US§9(ﬁnfoF5Pe dip nfemAEFDRt he newl y
receaxed gven £§g6 %he syl Ibscri ber’

he a ert manager procedure flows to step

5494. At this step, if the event type is a Quration event,

the procedure flows to step S496 where the Analyze Duration
Event service analyzes the incoming event.

Referring to FIG. 4F, the Analyze Duration Event

15 service S496 1is responsible for collecting incoming

duration event information and determining whether a newly

received event should trigger an alert.

Upon receiving the event context data structure as an
argument, the service, at step S566, determines whether the

20 call date is the same as today'é date -- that is, the date
on which the CCF record is being processed.

If the call date is today, no historical analysis
needs_ to be performed tq determine whether the newly
received event affects the subscriber's condition on days

25 other than the call date; accordingly, the service flows to
step S568. Otherwise, the service flows to step S§590.
At step S568, the service retrieves all past events’

from the events database that satisfy each of the following



condition on days other than the call date. Mdire specifically, the event
bei ng anal yzed needs to be applied to the next four days (or up to today's '
date) as well as 5 the call date to determ ne if*the eve§19t being considered
has WRMIH3Y) changes to the alert status and subscrFEfYUSBONER" i on for

t hose days. Accordingly, the service flows fromstep S566 to step S590,
where a place-holding variable, Thte index, is initially set to the call

date of 10 the event being analyzed. As .llystrated . in F|G 4F, steps S592
Chr ough SEURFSR SOTARNIEREAT 1) e ThEH VRO GURTESHBE BBSCFABRA Bbove I n
detail, so : urther_ discussi of, t.hese i S ce ry. The
service pesr' g(}%%.sﬁ%t%pgb%éi t‘%%oug{ﬁg@%oféfg‘ ong{:ﬁs?g?eaehchﬁgi f?ggent val ue
of date ingexrieVdereddite dat o i iva-tgpke dvenktherada vedy tneremented by
one at step S610, steps S592 through S608 are repeated up to a nmaxj num of
five iteraré¢vnieves leyegtadashe @aldedateamigdhéh fdweedapslerfi then or before
today''s date,  as determ ned at 20 step S612. It should be noted that either
or botR a ®&Ll} fate pf, 5heqevent) &edngr aRalygaedy i ng Duration” alert may be

generated for q\q:d\gtggpgg%et\ﬁ%l ggggg?%gé%;ggg,&%% C&d %[m%%treajs ndex | oop

is conplete, the service flows mar ks e conpl eti on of

the 25 angberitiss detirieleapaesenép eysdy Bkduaa alerhreBpagees phecedure .
flows to step S520 (see FIG 4A) to determine whether the subscriber's--

condi ti on massey tof letevevediteyegntsais distc espied bel thwed)Ond4414969
PCT/ US93/ 10757 -57 Referring to FIG 4A, if the event type did not match
at step S4Y% INFEAELEr BNy SCIPLGEBLPE fbiePoSsT8p : .

10 If, however, the number of retrieved events is equal
to three, the service flows to step 5572 where an alert is
generated by adding a new enfry, with alert type "3 in 5
Duration," to the alerts database for this particular
subscriber 1ID. A "3 in 5 Duration" alert indicates a

15 suspect increase in call duration because exactly three
duration-type events have occurred for this particular
subscriber ID within the last five days. Although one
embodiment of the pfesent invention utilizes the particular
values three for the number of events, and five for the

20 number of days, other values that prove useful may be used
for this step. |

At step S574 the service associates the event under
consideration with the hewly generated alert by adding a
new éntry to the alert-ev;nts database.

25 Next, at step 8576, the service sends thé' alert
generated at step S572 to the Evaluate Subscriber Condition

service S§522, described below.



'8498. At this step, if the event type is an international duration event,
the procedure flows.to step S500 where the 5 Analyze International Duration

areg,tp%z"é%ﬁce anal yzes the inconmng event. The Anakégﬁgﬁg}llﬁﬁgati onal

ent service S500 is responsible for col om ng
international duration event information and determ ning whether a newy
10 received event should trigger -®%-alert. Because this service,

illustrated in_FI ne tical to the Analyze rati on Event
Servi ce $496, HF%‘EUssae%d 5%89;%1%’% FI SEVAEst @ "em%l‘g%‘te Sgat eoase i's
searched f n sdtgfattlhgnfgvgna 1 Wi RS Shbh rt types 15
are "3 i n&’rlcﬁbg%ﬁét?%%g I§urat| on" and I nghﬁﬂ nt er nat :8\6%51 Dur ati on,

no furt heravdiragdsst®ropfaihha stotsar \iheeea§efﬁ-l tthkOaverstpc ovedryhe Referring
to FIG 4A if the event type did not match at step S498, the alert

manager plﬁ?ééd@wef@m fiar epep evenorstrigvedhpt step, S568.t he event type
is a threshold event, the procedure flows to steg S504 where the Anal yze

Threstdl d Evenle¥Er it eStERISPASs tiffe thRcHATHY tagp-iBFFeRP to FIG 4H, -
the Analyze Ibigalipldh ReeOtep s das gpeat%in%?ngheérae hegRoj gheal ert for

each incom ng res d event . type of alert Qgenerate corresponds

to the typs ghagvedindea r@@wtymerédaelyn dd Me-diatieHi BEcaweer age, ofr
ten-day noving average). WO 94/11959 PCl'/US93/ 10757 -58 Upon recei Vi ng

t he event tdentfdyve-dayamevingtaverags aelladyrataen hae dewblak imat step
S614, determ nes whether the call date is the sane as today's date -- that -

Co he Ot LoREvhRYeh CEKE TR GEEFILES TRy th, Bhts G842 ad 2n

10 alert is generated by adding a new entry, with alert type
"Doubling Duration," to the alerts database for this
particular subscriber ID. If the total percentage increase
is less than 100%, no alert is generated and the service
flows to step S588 which marks its completion.

15 Assuming an alert was generated, the service, at step
S584, associates the present event with the newly generated
alert by adding a new entry to the alert-events database.

Then, at step 5586, the service sends the alert
generated at step S572 to the Evaluate Subscriber Coﬁdition

20 service S522, described below.

Lastly, the service flows to step S$588 which marks the
completion of the analysis for the present event and the
alert manager procedure flows to step 8520 (see FIG. 4A) to
‘determine whether the subscriber's condition needs to be

25 evaluated, as discussed below.

If, at step S566, the_service determined that the call
date of the event being analyzed was before today's date,

a historical analysis needs to be performed to determine



5 1f the call date is today no historical analysis needs to be perforned
to determ ne whether the newly received -event affects the subscriber's
condition on days other than the call date; accordingly, the service flows
to sWeP48a9®. COtherwise, the service flows to step '3%3’ SIHMWIAT steps S616
t hrough S624, the service determnes the event type of the event being
anal yzed and, as appropriate setssa-tenporary val ue-hol der vari abl e,
alert _type, in one of steps S618, S622, or S626, to "Daily Threshold," "5
Day Aver ag&etheushioe dnewly rep@l@ﬁ? W‘ém*agﬁeffﬁﬂtésﬁbledsubsqrsmeas'ﬁectl vel y.
I f the event e was not, recogni zed, _an inpconsi stenc in the system

g & 259

has. been efCBALEPR, Oanda¥ e ‘?ﬁcé:hFF’OV\Ehetd:as]tlepd 8 V\hé’foé-’ean error is
| ogged to ts%%c%%?ﬂ&l Npndhiangy e fE MY gbggaﬁ‘g?é’%‘&gaésh%oeﬁgné iR

recogni zed al ert-type vari een set as appropri ate the
service fl @asthe abRP B63P, daier @rampalter kolsyyen@aesd Ltadweladdisng a new
entry, with an alert type equal to the value held in the alert-type :
vari abl%e, thet keldl énte tat dbbemningr if23hehieyeplir being acossdssoreidber | D. The.__
service flows next to step S632 where the event being anal yzed '
i s-associ at@g WRAR aRE ﬁé‘\%f’?eﬁeﬁ& 5P8d24PEF t SETRTUS P FgSAPTRIRIRSFt ry to the :

The servi cS Ranbeit neon, Y BAXRY . hieaRilay ong PV et o7 86?_"_.1

the service sends the alert

Subscri ber seondi §t& IRJeVi €6 Dep @89561 I bpxkhel @w. phasélnoidig service
flows to step S665 which marks the 5 conpletlon of the analysis for the
present evepariahtlef Mate_index, is initially set to the call date of .

10 the event being anaiyzed.

As illustrated in FIG. 4F, steps S592 through S608 are
"identical to steps S568 through S586, described above in
detail, so that no further discussion of these steps is
necessary. The service performs steps S592 through S608

15 once for each different value of date_index. After the
date_index variable is iteratively incremented by one at
"step S610, steps S592 £hrough S608 are repeated up to a
maximum of five iterations as long as the current value of
date_index is on or before today's date, as determined at

20 step S612. It should be noted that either or both a "3 in
5 Duration" alert or a "Doubling Duration" alert may be
generated for each separate value of date_index.

~Once the date_index loop is complete, the service
flows to step S588 which marks the completion of the

25 analysis for the present event and the alert manager
procedure flows to step S520 (see FIG. 4A) to determine
whether the subscriber's conditién needs to be evaluated,

as discussed below.



alert manager procedure flows’to step 8520 (see FIG 4A) to determ ne
whet her the subscriber's condition needs to be evaluated, as discussed
below. If, at step S614, the service determ ned tha I 10 date of

t he WA11982i ng anal yzed was before today's date, %#F@%%ﬁokyl anal ysi s
needs to be perfornmed to determ ne whether the newy received event
affects the subscriber's conditi-g¥-on days other than the call date. Mre
specifically, the event bei n]ca;%anal yzed needs to be aﬁ)l ied 15 to the next
four days (or (RefedTisdale Fifat 8P adfvEh erent f¥PEaf1d Rate™@ECRet ermine i f
t he event being copsidered has o] alert status and
subscri berat C%ﬁ%?tlgg%gf ogh? h%g%rtggfg%a ccg?%%%glﬁ)yg tf%gsge&:gi g'(ta:g'?! ows from
step S614 &t eptSeRSs mﬁsl £ i phacevéd diype 29 ¥Aridrmatdahgli ndex, is

initially set to the cal ate of - the event being analyzed. As illustrated
in FIG 4Hustepn 8688t{ htlerigiroSéBrar £lowsidmt istep $906 twiheseSEAE t hr ough
S628, described above in detail, so that no further discussion of these

steps Ps Pmphpzeedideynapieondl (ratdop E¥eRhssSHEY t5%iaedY2Re &hent type, ..
and set the alert t‘% vari abl e as appropriate at steps S638 through
S648, the EWMEE FV6WS to step S652 where the WD 94/ 11959 PCF/ US93/ 10757

-60 service seafh@nal e diidrhatabaldssultdiich Beshtdarticehssho satisfies.
each of the following three conditions: (1) the retrieved alert call date

i s the sanks asrédprddbeehelfdr bycolbdatingdedncoing heintedrmatiedanl ert has
the same subscriber 5 ID as the event being analyzed, and (3) the retrieved.
alert typduratigieeygpt RfemmatigruandfdstRr™indng- vYhpEheram asrey

10 received event should trigger an alert.  Because this
service, illustrated in FIG. 4G, is nearly identical to the
Analyze Duration Event Service S496, discussed above in
detail, except the event database is searched for
international duration events and the possible alert types

15 are "3 in 5 International Duration" and "“Doubling
International Duratioﬁ," no further discussion of this
:sérvice is felt to be nécessary.

Referring to FIG. 4A, if the event type did not match
at step S498, the alert manager procedure flows to step

20 5502. At this step, if the event type is a threshold
event, the procedure flows to step S504 where the Analyze
Threshold Event service analyzes the incoming event.

Referring to FIG..QH, the Analyze Threshold Event
service S504 generates a threshold alert for each incoming

25 threshold event. The type of alert generated cqrrésponds
to the type of event being analyzed (daily, five-day moving

average, or ten-day moving average).



as determ ned at steps S638 through S648. If a matching alert is found
during the search at step S652, it indicates that the appropriate alert"
has already 10 been generated for this particular subscriber ID and there
i S WOo9ageghot 0 generate a duplicate alert. Accordi ngPGI/USA¥10752r vi ce fl ows
to step S662 where the date-index variable is increnented by one. If,
however, no matching alerts are £ggnd during the 15 alerts database search
at step S652, the service flows to step S656 where an alert is generated
by adding a neupemtreceiwiinh time svemt tppteryuidta strmetuneturs el d in the.
alert _type variable to the alerts database for this particular subscriber
ID. 20 Thergepenke HheoRRTWESR: S SEER S§d¥s FREPENIIRS é’%}éﬁ’fler H&ieng anal yzed

i s associ at ggdﬁ%t h th ne\évlaa{e gﬁegq,{o%g%&éﬂ% heb)@h%@dl ag @hggcygtt%nt ry to the

al ert - evefif a%ase servi ce’ send e alert -

gener at ed ogt . & é@%&oreea@d@@ ‘Swbseeéder Condition 25 service
S22, descrl bed bel ow. The service perfornms steps S652 through S662 once

for each diffefreide vabedatfe dat eodayare hAkteridtdie atalgsiadeedsvari able is
iteratively increnented by one at step S662, P WO 94/11959 -PCT/ US93/ 10757
-61 stepstSede tﬂﬁréﬁg’ﬁe$662 deterabaat whethex otRe nBRY RinFefeivade

oday' s dBYENt AL ERALs FIACH A TaPh SaIo e rchB iy et el A hat & =~
separ at e tREeSHP] Gadlerhcirdifg1y, t¥Re égazlvqckenfi&es aleLtap YA e/ari abl e may
be generated for each separ ate val ue of date-index.

Otherwise, the service flows to step S636.

10 At steps S616 through S624, the service determines the
event type of the event being analyzed and, as appropriate
sets a temporary value-holder variable, alert type, in one
of steps S618, S622, or S626, to "Daily Threshold," "5 Day
Average Threshold," or "10 Day Average Threshold,"

15 respectively.

If the event type was not recognized, an inconsistency
in theé system has been encountered, and the service flows
to step S628 where an error is logged to the error handling
server.

20 Assuming the event type was recognized, and the
alert_type variable has been set as appropriate, the
service flows to step S630, where an alert is generated by
adding a new entry, with an alert.type equal to the value
held in the alert_type variable, to the alerts database for

25 this particular subscriber ID. .

The service flows next to step S632 where the.event
being analyzed is*associated with the newly generated alert

by adding a new entry to the alert-events database.



Once the date-index loop is conplete, the service flows to step S665 which
mar ks the conpletion of the analysis for the present event and the alert
manager 10 procedure flows to step S520 (see FIG 4A t o determ ne whether
t heVea#dtI¥ber' s conditi on needs to be eval uated, THPTIskd bel ow.
Referring to FIG 4A, if the event type did not match at step S502, the

al ert manager procedure flows to-%tep 15 S506. At this step, if the event

type i.s an international threshold event, the procedure rovvs to step S508
where the AndIhere |aterstebi oifdd EvERE SETVice &e0dFethe h&lPREom ng

event. The Analyze Lnfernaiional Jhr shol g FUeRLoRepu (31030020 gener at es

#Ch o nconi ng I nternationa event . The

type of algry;gengnhat egeggf{g\&p(yéqgw to the type of event being analyzed
(daily international, five-day international noving average, or ten-day

i nternational mastlyy thersge)iceBelrawss ol btep s3H6H wbicRomarKsusheated .in FI G
41, is nearly identical to the Analyze Threshold Event Service S504,
di scuSsedcompiation ddt &ihle, angkyeps (PR ERRMRTeRANMDAYVENts adidathfed f or

o4 11950 PESTYBRATRT oSS n £ P Ra (AR AL ABER, Fro L, B o na .VO?S
Average Joreshgld.y eac'ﬂ@r %ﬂeD@ﬁb&emsmtg wrHaiddehageedBr eshgkd, " no.... . ..
further discussion of this service is believed necessary. 5 Referring to L
FIG 4A éfaidererrent gypeuskell melowat ch at step S506, the alert nmanager
procedure service flows to step S510. At this step, if the event type is a
velocity If, at step S614, the service determined that the call
10 date of the event being analyzed was before today's date,
a historical analysis needs to be performed to determine
whether the newly received event affects the subscriber's
condition on days other than the call date. More
specifically, the event being analyzed needs to be applied
15 to the next four days (or up to today's date) as well as
the call date to determine if the event being considered
has made any changes to the alert status and subscriber
condition for those days. Accordingly, the service flows
from step S614 to step S636, where a place-holding
20 variable, date_index, is initially set to the call date of
the event being analyzed.
As illustrated in FIG. 4H, steps S638 through S650 are
identical to steps Sels.through $628, described above in
detail, so that no furthér discussion of these steps is
25 necessary.
After the service has determined the event type, and

set the alért_type variable as appfopriate at steps 5638

through S648, the service flows to step S652 where the



event, the procedure flows to step S512 where the Analyze Velocity Event -
service anal yzes the incomng event. 10 Referring to FIG 4J, the Analyze
Vel ocity Event service S512 is responsible for collecting incom ng

vel okOvy/1¢85ent i nformati on and determ ni ng whet her aPACRUWEY3/1078Tei ved event
shoul d trigger an alert. Upon receiving the event context data structure as
an” 15 argunent, the service, at sggp S666, determ nes whether the call
date is the sane as today's date -- that is, the date on which the CCF
record is bervirerearsbed.thd allketsaldtaiaise Fortagagtnaldrtstwaiicaal anal ysis
needs to be perforned to determ ne whether the newy received 20 event
affects t h8akihsias l?éFhs°€o’Fﬂﬁ thioddoyandatires rondikaans he @l theat e;

accordi ngl to step,S668. O herw h rvice flows
to.step SGéﬁté% e e§ 9¥\5%atseerlvsi %é‘ S SAPP e%s%é?léi)faesb’ g\‘?e fromthe
events dat&b@é%ﬂ’&@xch&?tﬁrﬁi Ye8Rebvad ket Bas fﬂ'ﬂé Q%Q%MH&%QPW' tions:
(1) the retrieved event has the sane subscriber 1D as the event being

anal yzéd; (R)ad lthe eeént deddgeanalyiel;aanal () tthet yperbsead alapd (3) the WO
94/ 11959 PCT/ US93/ 10757 -63 retrieved event has a call date within five’ :
days of thbkYPeals thet sage Fﬁet’é%'e‘fﬂlqﬁa#g theakyert_type Mag1iaBsgo, the _
service tests %@et her thg nunbe gvents retrieved at step S668 is equal

e r

to three. 11 THE™MNHBESTIPT é;ts(lz'l BoTBECUIR 48 s not equal to three, no i
alert is genergt gdnafch 1 a38L¥i £2 ffdu%&sdﬁplﬁé UheSELBrci faztf Peggvef the

nunber of retrieved events is equal to three,” the service to step
S672 wher esese alir tinddcagesethaectiy apgdopgiataexl@ft Masnialllkeakgrt type "
ns 10 been generated for this particular subscriber ID and there |
is no need to generate a duplicate alert. Accordingly, the
service flows to step S662 where the date_index variable is
incremented by one.
If, however, no matching alerts are found during the
15 alerts database search at étep S652, the service flows to
step S656 where an alert is generated by adding a new entry
‘with an alert type equal to the value held in the
alert_type variable to the alerts database for this
particular subscriber ID.
20 The service flows next to step S658 where the event
being analyzed is associated with the newly generated alert
by adding a new entry to the alert-events database.
‘Then, at step '8650! the service sends the alert
generated at step S630 to the Evaluate Subscriber Condition
25 service S$522, described below.
The service pefforms steps S652 through S662 once for

each different value of date_index. After the date_index

variable is iteratively incremented by one at step S662,



10 Velocity" to the alerts database for this particular subscriber ID A
"3in 5 Velocity" alert indicates a suspect increase in call velocity
because exactly three velocity-type events have occurred for_thi's
parWPOM14959 subscriber ID within the last five daysECKUBPYIYR? one 15

enbodi ment of the present invention utilizes the particular values three
for the nunber of events, and fivelfor the nunber of days, other val ues

t hat prove useful max be used for this step. At step S674 the service :
associ at eSteRe 808t thFeegh ST HE FERAFSEA WP < He FRXAMNg&fer at ed al ert

by adding_a__new ent.ry to_ the alert;ev t e at. step S676,
the servi gévgehtaesr r}hlé%zf'l g?tf°‘b‘£na§5r %Pgdgg%é%ﬁﬁgzbfggﬁ%—ﬁ% uate

Subscri bes sCgRdbt | 9 01SEMGa ' SOd2te dast Iddt@dniakbavat 25t deXdssgat step S678, .
t he service accunul ates the percentage increases of the five-day call ..
vel ocity mbvishguldvsy ageedt thabt ai separtatenlthrnesheddealert hef aher age over
the past five days for each event retrjieved at step S668. WO 94/ 11959

PCT/ US93/ tgpe7helgAmdhe ajer§t Eppsomyigle; ayt Beageperdtett £6& i ncrease

as cal cul ated at st 86r7[§ei§$géaettat §lgkhan or equal to 100% -- indicating
v

a suspect “PRErEREIT & 8515984 use the five-day moving average

call velocity §ase deyb! @debnNiradbe1bast ibi @miarse; - thae sgrmicee flows to
step S682 where an alert iS generated by adding a new entry, with alert -
type "Doulthbwng el ostdpy, 5665 whéchl etarksdatlebasempbetidt Sof pahki cul ar

- subscriber ID. If the total percentage increase is |less than 100% no
alert i s gepbyaiedfand e BERTeRe eY6nE| ANl t Bhet @ esbgamafdigen marks its

Conph%tiogfocedure flows to step S520 (see FIG. 4A) to determine |
whether the subscriber's condition needs to be evaluated,
as discussed below.

.Referring to FIG. 4A, if the event type did not match

at step S502, the alert manager procedure flows to step

15 S506. At this step, if the event type is an international

threshold event, the procedure flows to step S508 where the

Analyze International Event service analyzes the incoming
event.

The Analyze International Threshold Event service S508

20 generates a threshold event for each incoming international

threshold event. The type of alert'generated corresponds

to the type of event being analyzed (daily international,

five-day international moving average, or ten-day

international moving avefage). Because this service,

25 illustrated in FIG. 41, is nearly identical to the Analyze

Threshold Event Service §504, discussed above in detail,

except the event database is searched for international

threshold events and the possible alert types are "Daily



If an alert was generated, the service flows next to step S684 where the
event being analyzed is associated with the newly generated al ert by
adding a new entry to the alert-events database. 1 step S686,
the“@gyﬁﬂ3$’sends the alert generated at step 8672§F§n§ﬂ%“§%gluate
Subscri ber Condition service S522, described below Lastly, the service

flows to step S688 which marks thé&2-conpl etion of the analysis for the

resent event and.the 20 alert npngger procedure f]lows to step S520 (see
Pl G an) ORRERBFAPREL WIBFRBPOI b o afeCPibarnEEBRHA THin RESHRYE o be

eval ual od.gy33 oflL 35U &t D6l Wbyl Bin 3L 8, el SREUERS ok e i ned

that the ca & of the evert being anal yzed wa ore today's date,

25 a hi st o caurdnakyshsseession 0 dre parifor Ravtieedeter nbagiaked her the

new y received event affects the subscriber's condition on days other than
the call dwcesshoye specifically, the event being anal yzed needs to be
applied WD 94/11959 PCT/ US93/ 10757 . -65 to the next four days (or up to
today'® date) BETGEFINGLe FRE-ciht Hatde 5VERE PRHEW PPRe™¥RBNt being - ..
consi der ed,y Q@éﬁ”??&‘s a%é%@@?@}é%q{g}e lp%laéééuéé aée‘{%i%Qdfg&?é% ber "

I ngl?y, _

condition for those days. Accor e service flows rom step S666.
to, step $£4Q9 swhele At ptcedtepyi 1§ tNaréwdite tyga! @si AdeX1odsty Nitial ly.. .

set to the call date of the event being analyzed. As illustrated in FIG. & .
4F, steps eSed2,t bheugho&ifeaifd owsdbat step ST StwhpseSEHE Ahalyrh S686,
descri bed above in_ 10 detail, so that no further discussion of these steps
i s thoughtVel@CesEaFyent iierydrei RRAPEIGH RS dPERRIRBEY AN ough |
10 Referring to FIG. 4J, the Analyze Velocity Event

service 8512 1is responsible for .collecting incoming
velocity event information and determining whether a newiy
received evenﬁ-should trigger an alert.
Upon receiving the event context data structure as an
15 argument, the servicé, at step S666, determines whether the
call date is the same as today's date -- thét'is, the date
on which the CCF record is being processed.
If the call date is today no historical analysis needs
to be performed to determine whether the newly received
20 event affects the subscriber's condition on days other than
the call date; accordingly, the service flows to step S668.
Otherwise, the service flows to step S$690.
At étep 5668, the service retrieves all past events
from ‘the events databas; which satisfy each of the
25 following three conditions: (1) the retrieved event has
the same subscriber ID as the event being analyzed; (2) the

retrieved event is a velocity-type event; and (3) the



S708 once for each different value of date index. After the date-index
variable is iteratively increnented by one at step S710, steps S692

t hrough S708 are repeated up to a 15 maxinumof five iterations as |ong as
t heWOM MY val ue of date-index is on or before toBaYUSIHAIE7 as |
determ ned at step S712. It should be noted that either or both a "3 in 5
Velocity" alert or a "Doubling Vebdcity" alert may be generated for each
separate val ue of date-index. 20 Once the date-index |oop is conplete, the

service FPERACY sPEPSERE thi St et t-hdahfi i Sleyst athdheanal ysis for -
the pr esegglgv(? e_aor}dthgeég%g{tg%g{%ag%ral rgpedure flows to step S520 (see
e er € *subscri

FIG 4A) to ermne Wwhet Be's condition needs to be

eval uated, 25rassulipsed36edehelyibBef eestddidehGendMmuntert e event type
di-d not match at step 5510, the alert manager procedure flows to step
5514. At eWeststegtridvedhatestrp 69p8 is eguahttr ndtresnal MOt/ 11959

PCT/ US93/ 10757 -66 velocity event, the procedure flows to step S518 where
the Anal PBPPHtYr FEFIRUL RV S Y SEDRRt e Btad it thRAP YRS aligst i nconing -
event. Th?sAQé’xké@aecl 'a”%ﬁﬁ”@ﬂéoé@vi\é%' by EYeNeSHeygCe SO18 S5 1S

e for colle £ £

responsi b cting rncom'ng international ~'velocity event o _
i nformation angr de{Sicvel, NEn¥hRbRSdr N QWLYielBGCEYER £ VRNMetlAqul d trigger. .

an alert. Because this service, illustrated in FIG 4K, is nearly - .
i denti cal toothiee, Ahal peevisd dilidws Evesterpesomc wh8bé2an ilsattsded above in
10 detail, except the event database is searched for international

vel oci ty BFRATILehdY RADEGs i INeval BTV y3&S adeEt' SYPR 53| Anefnati onal
Veloqbty nggcié}“kabngEhe alerts database for this particular

subscriber 1ID. A "3 in 5 Velocity" alert indicates a
suspect increase in call velocity because exactly three
velocity-type events haQe occurred for this particular
subscriber ID within the last five days. Although one

15 embodiment of the present invention utilizes the particular
values three for the number of events, and five for the
number of déys, other values that prove useful may be used
for this step.

At step S674 the service associates the e?ent under

20 consideration with the newly generated alert by adding a
new entry to the alert-events database.

Next, at step S676, the service sends the alert
generéted at step 8672 to tpe Evaluate Subscriber Condition
service S$522, described beiow.

25 . Next, -at step S678, the service accumulates the
percentage increases of the five-day call velocity moving
averages to obtain a total increase in the avérage over the

past five days for each event retrieved at step S668.



I nternational Velocity," no further discussion of this service is believed
to be necessary. 15 Referring to FIG 4A if the event type did not match
at step S514, -the alert nanager procedure flows to steB $516. At this

st eVOPHEH8e the alert manager has failed to identRGYU3/WeHgni zabl e
event type in any of the steps $S478 through S514, an inconsistency in the
system has been 20 encountered amr@4an error is logged to the error handling
server. If, however, the event type matched in one of the alert manager
procedure step¥eskygathfErRSPL4 1fatheahotahaPseTantpnge geFrersRd as

descri bed abovgcuwg d’:l| er Eten@é‘%eﬁsp§9%§€¥% %?’ﬁ%t °§t‘%¢‘£§ﬁ15 g b{)/‘g%t s whet her
0

as .
one or nore fg new a?er S Were generate e par t bei ng

anal yzed. 1f'iijagcAtesgns SyfctdisdoRehsgenfrdfl amideawy Bhekise the
particul ar subscriber™s condition remains unchanged and the procedure

flows to dihep £Sy24dahi mbvimg ksvéiad/dalA5YeRCEAU$IBAE0dAbUbled 7int he
conpl etion of the alert manager procedure. Accordingly, the alert manager -
procedtur e et dpRs fvetddqys sa7the cawdice 4RPWeato oftarh&68exvhernent context

data structure, 5 Turni in to step S520. if at |east lert
was. gener e Y5 e SPRIERECCHEnPIIRE By BEHASPETY ) OHATE 031 Sitp 522 (o

eval uat e 1th2pPne3aBi i S40PCIdARYy, 8 €8Nehe | Plerfeifithlale- 4L, the
Eval uat e gl}%secri ber JLC%ndi ti onryservi ce S522 Ii.s restgonsfabfépfgéﬁcol l ecting .

all 10 pasirtdbealarisferardbesnIbs omet tiee alotal Spebdaritage tatpéack by date to
the newy generated alert. Using both the past and present alert
i nformat i dF, lel§e $BaPi d803usPRgaiert | ¥ ganfratedngndethevaereaies a

part ifdjl arflsckllgsgcr)i st?ge-r,p SSG(\B%ngv&'xti.ic:gnmglglcssecg.ts completion.

If an alert was generated, the service flows next to
step S684 where the event being analyzed is associated with
the newly generated alert by adding a new entry to the
alert-events database.

15 Then, at step S686, the service sends the alert
generated at step S672 to the Evaluéte Subscriber Condition
service 8522, described below.

Lastly, the service flows to step S688 which marks the
completion of the analysis for the present event and the

20 alert manager procedure flows to'sfep 5520 (see FIG. 4A) to
determine whether the subscriber's condition needs to be
evaluatéd, as discussed below.

'If, at step S666, theaservice determined that the call
date of the event being anaiyzed was before today's date,

25 a historical analysis needs to be performed to determine
whether the newly received event affects the subscriber's
condition on days other than the call date. More

specifically, the event being analyzed needs to be applied



on a predeterm ned set of rules. 15 Upon receiving as I nput i nformation

t hat descri bes the  type and date of the newy generated alert, the
service step S716 | oads the know edge base -- tij}g_t LS,

pred¥? & ‘f’l‘dsﬁgd set of rules used to decide whether a éP%@élﬂgg’f alert or
conmbination of alerts for a particular 20 subscriber 1D should trigger an

alert-state to be generated -- iTf5% the a work space for. the service. For
one enbodi nent of the %rﬁesent i nvention the )gredeterm’ ned Eil es are

listed in SA0tRe |“€("§eef° pERYIPx (RF . URek? , tatax%t% fafrig as; HElsefbi ce
retrieves t t r t@@ﬂ?& | i sfy each
of tlhev ﬁéovm&r?]lgsjlt ree con |t|E(£5\§1H;I23 E'E % eL?%l?gl eve a(%/%‘rstqlaﬁggglthg sane

subscri berhA@.ma’a&e t dvgy NENdNgede ey alttﬁﬂ a’;de&ﬂi ;st{abus tdifl caldscgaber of
retrieved alert is the sane as the call WO 94/11959 PCT/ US93/ 10757 -68

dat e of theomiawiyongéner thesge adays., @etof@inghy, rthe samticealfédpwsi s
"uncl eared -- that is, the alert has not been investigated by a system

operat 8r aFfPHaSEER aS66¢| &4 edtePi P9 aMBere dat MR -NIAARE at step
S720, for T hacif th ?té‘”frkc?e@[,?anEﬁﬂfal &Etsrete\é?d % glpd§1£

corresponding a vol unt eere ere or mation --
to the |Infxy @mteaghﬁ@ aﬂ'ﬂq,zrydnet een avail able alert-types are as

follows: (1) suspect term nation, (2) suspect country 10 code, (3) credl;t
limt, (4) simaist dbdogbratdd in(B;G dgé&ogrhpbs$ csﬁcﬁzspérgu@lm,87(06) agei | y
threshol d, lé 7'§71da| ly i nteer nat6| ongh t hreshol d, éer#%'f | V(Fel g% aver age
t hr eshol d, 19§MyiGardt &on SeBRaPoFF v ERFRNAM 2588 e 3864 2PPY®) 1Pen- day
aver agg trﬁé%§¥¥ftséjggaﬂr“orfﬁyéﬁgqahiggﬂsg§¥nag§r%ggse steps is

thought necessary. The service performs steps S$692 through

S708 once for each different value of date_iﬁdex. After

the date_index variable is iteratively incremented by one

at step S710, steps S692 through S708 are repeated up to a

15 maximum of five iterations as long as the current value of
date_index is on or before today's date, ‘as determined at
step S712. It should be noted that either or both a "3 in
5 Velocity" alert or a "Doubling Velocity" alert may be
generated for each separate value of date_index.

20 Once the date_ihdex loop is complete, the service
flows to step S688 which marks the completion of the
analysis for the present event and the alert managef
procedure flows to step S520 (see FIG. 4A) to determine
whetﬁer the subscriber's ;ondition needs to be evaluated,

25 as discussed below.

Referring to FIG. 4A, if the event type did not match
at step S510, the alert manager procedure flows to step

§514. At this step, if the event type is an international



15 threshol d,. (.12) 3-in-5 velocity, (13) doubling velocity, (14) 3-in-5
international velocity, (15) doubling .international velocity, (16) 3-in-5

duration 17) doubling duration, (18) 3-in-5 inte i uration, and
(19Y0 %6“3%3 ng international duration. 20 Next, at E&g}ajs%%énqa |
"hypot hesis," or answer, is suggested to the inference engine. This
directs the search for the curreff-alert-state of the subscriber along a
path associated with the new enera%t ed alert, rather than allow ng the

i nf er ence VEAGFAEY t &V &Uar SRt Wég‘é%%‘ﬁee FISVRNER BRR 3538 VPehRe Moot hesi s

suggest ed ,i t 4~ st LSt t.J.S, el t alert-type
of the neﬁ%l&ggnéﬁg‘% ecfetg'ltogra? %@%ﬁﬁﬁ‘g@%&#fﬁ%&% %bsg%ié’s: 6 eeNext , at

step S724,inkbaifgravér. operates” the know edge base-- that is, the
inference engine is run against the volunteered information and the,
suggest ed . hypBhaesialyzEhéntefmteimpaleNgilneity | Bventoservhee ssfjgested 5
hypot hesis to be either "true" or_"false." After the inference engine has
been run, 1fhe rEPONEEP1e gifalt o FO189981RG%d BYWING eARERERAHRAMer a “red" ..

alert- st %te bp?té" Yee\:la?ln%wlin@?gl%étfér?‘ta%’d ang%gﬂ%'\%&g&giag r?elwl' as

gener at ed. ert-s e correspon T 0 sevelrye i ndicati on
of possi birecbiasduleRBht! AhRGQEMUYiCRerOMn agiért!y thtaushe daud detection
systemregisters. A "yellow' alert-state simlarly indicates the L
possi bi | i spreficef ralldisiteated elreFIoUSK cails aearagtiddriticabuto tthea | esser

extent than a red alert-state. If -no alert-state was 15 generated, the
subscri bePnal¥per Velpat ey | EVeRt t SEMEIthgetl 2 a3 s8edi tARAY&l I8 ocessing i s

nece%&?rydeé%g?fdiQgégbt' the event database 1is searched for
international velocity events and the possible alert types
are "3 in 5 International Velocity" and "Doubling
International Velocity," no further discussion of this
service is believed to be necessary.

15 Referring to FIG. 4A, if the event type did not match
at step S514, -the alert manager procedure flows to step
S516. At this step, because the alert manager has failed
to identify a recognizable event type in any of the steps
S478 through S514, an inconsistency in the sYstem has been

20 encountered and an error is logged to the error handling
server. If, however, the event type matched in one of the
alert manager procedure steps S478 through S514, and an
analysis was performed as described above, the alert
manager procedure, at step'sszo, tests whether one or more

25 new alerts were generated for the particular event being
analyzed. If the present event did not generate any new
alerts, the particular subscriber's condition remains

unchanged and the procedure flows to step S$524 which marks



the service flows to step S730 which marks the conpletion of the
evaluation. If, at step S726, the service determnes that a red

alert-state was generated by this run 20 of the inf ne, the
serwg‘é“f?sgws to step S742 where the subscriber's lpErlZ\Elﬁlggsdg&gJ{ ert-state, --
that is, before the present alert-state was generated -- is retrieved
fromthe alert-states database. ™NeXt, at step S744, the service tests

whet her ttt}‘ee 25, sugsgrci)ber' S preyious plert-state was red. |f so, there is
no need to genéraresah®Additi onal®r ed®af%er t - SFAFES* anPIHEE&t vi ce 1 ows

to step %?g&r‘ﬁlin?%”a?:ﬁh%g@c%hﬂgg@} Pocedifdl URltheRs YO 2¢£11959

PCT/ US93/ 10757 ‘I'f, however, the subscriber's previous al ert-state was
ot her thasu7edtot herader vaxxeivadt of eth87 3mxtt estentwhebheext t Hatsubscri ber' s
previous alert-state was yellow. If so, the service flows to. step S748
wher e an featudeece of a 5 "systemcleared yellow alert state" is recorded
In a _database -- .the cleared-alert-state atabase. If the. subscriber's
previdus al ert?r-uﬂ’éf’g Q%%lrhécrc’nﬁl%faps%g%& ‘8714% a&s&egﬁ?pcb’éed N4 2L RE  ser vi ce
flows di rged linkPaBlElkot’ 3e SlesdiiPedénl; {IE pREBLYuBETEIRLEH T ed
alert-state i's 10 recorded in the alert-states database for this

parti cul asters @s2er tbeevalnatAf tthie pebsert cfulidieibenly gembitatond and recor ded
red alert-state is sent to the systemoperator at step S752, the service. -
flows to stepREI8Erihgchtamr REGt he4bonpthei obvallmtef tSwhsevabemtion. |If, at

step S728, the ,service ,determnes that a yellow alert-state was generated
by this quPQﬂtlpﬁesFﬁyéanégzz is respons.ble for collecting all '

10 past alert information from the alerts database related by
date to the newly generated alert. Using both the past and
present alert information, the service, using an "inference
engine" evaluates a particular subscriber's condition based
on a predetermined set of rules.

15 Upon receiving as input information that describes the
type and date of the newly generated alert, the service, at
step 8716 loads the knowledge base =-- that is, the
predetermined set of rules used to -decide whether a
particular alert or combination of alerts for a particular

20 subscriber ID should trigger an alert-state to be generated
-- into the a work space for the service. For one
embodiment of the present invention the predetermined rules
are listed in Table I (see Appendix A).

ﬁext, at step S718, £he service retrieves all past

25 alerts from the alerts database which satisfy each of the
following three conditions: (1) the retrieved alert has
the same subscriber ID as the newly generated alert; (2)

the call date of fetrieved alert is the same as the call



engi ne, the service flows to step S732 where the subscriber's previous
alert-state, -- that is, before the 20 present alert-state was generated --
is retrieved fromthe alert-states database. Next, @/ﬁ%ﬁ o34, t he

ser WR /ISP s whether the subscriber's previous al ért-state was either
yellow or red. |If so, there is no need to generate an additional yellow 25
alert-state, and the service fl ow®#8ro step S730 which marks conpletion of

t he" evaluation. If, however, the subscriber’ revious _alert-state was
nei t her y&at%wforthege¥-Y; 9_8?‘,31'?}%%0%@’ §In§rt-3§t 5’?‘3 -re\LI\bl%‘Qﬁ&ll%Q
PCT/ US93/ 10634 5=/ hdrfRGeapldh ce-fLANE 19, SERR RSBt Vhas endbepaiy v

generated vyellow alert-state is recorded in the alert-states database for
this partiigivlestigabsedarbped dyztedl operavbdr cendfndtkednasl Ycyearsedtt-ed and
recorded 5 yellow alert-state is sent to the system operator at step

S738, the igethecalerbswdatabaisep S730 which marks the conpletion of the
evaluation. If _the Evaluate Subscriber ndptji.on service. S5 S‘generat es a

2
neéw al®rt- st at ge%ﬁ'rcﬂtd?'fef%rssnfor'oﬁofhgac o° u‘b‘ke(:rq’}felre‘%e&%i%’ﬁtt
al ert-st atreetr&geeaysgten},epgr ah98, | S NEbifé&thnt it h@léistertyilp@t efd ace 117.

The user interface 117 1s a user-friendly Gaphi'cal User 'Interface (GU).

whi ch comumupgkbagseand -—ecéer Vet faew@r als | iefermatddnypes @b thd ormation to. -

and froma system operator using words, 15 sounds, graphs, pictures, icons,

pul | - down imfereppeupngimeus, Theamizieteeni avalilahidowd eatidtypes |ade. The

system operat Qr. conmmuni cat es iq{(g{?rrati ogigack .o the user interface using
Y

various i puttCaePies ShtnSURPSEY PhBAPgtion, (2) suspect countr

10 code, (3) credit 1limit, (4) simultaneous call, (5)
geographic dispersion, (6) daily threshold, (7) daily
international threshold, (8) five-day average threshold,
(9) international five-day average threshold, (10) ten-day
average threshold, (11) international ten-day average

15 threshold, (12) 3-in-5 velocity, (13) doubling velocity,
(14) 3-in-5 ° international velocity, (15) doubling
international velocity, (16) 3-in-5 duration, (17) doubling
duration, (18) 3-in-5 international duration, and (19)
doubling international duration.

20 Next, at step S722, a "hypothesis," or answer, is
suggested to the inference engine. This directs the search
for the current alert-state of the subscriber along a path
associated with the newly generated alert, rather than
allo&ing the inference ?engine to search the entire

25 knowledge base. The hypothesis suggested is that an élert-
state exists that is related to the alert-type of the newly

generated alert.



nouse, touchscreen, trackball, voice-input, and related 20 devices. As
shown in FIGS. 6, 9, and 11, the information communicated to the system
operator includes information regarding a subscriber's vital_ statistics,
al avb9stiaeses, history of alerts and events, and a BFHPROYIOEAI | velocity.
for a particular subscriber. A system operator can 25 selectively choose
which itemor itens of informati-gy-he or she wi shes to view, and in what
portion of the screen and in what format the information is to be viewed..
. Addi ti onal | y Nextsysatm star aS3R4 naythontSealvisest LAPSARE 11589 )
PCT/ US93/'10757 _-72 functions of,the_under ital corrp%sr on which
er

| yi di
the fradkhrBEsde sy stenthat ober af'??\glﬂggkgg‘f%iagﬁ%ﬁe thtérface 117.
Initially, ref $ r#ﬁlg t\POlElh@Eell.Sé& qgf%?‘?nagztﬂgnusﬁ{d Bhé nts@fgfgégﬁeaay be

;
accessed, 29H3SE sHA oS ator hust perform a successful Systemlogin, as .
i ndi cat ed, @lot3HRf sS75%he AnfletRneal eSybieWil1agipoVié ntloay igesktbast rated in -
FIG 6, requires an operator to enter both a login nane 61 and a password
63, asd thgpottddils thebéogitheut'toneBsor 1'0fadmse "a System | ogi n has been -
performed, the system operator nust subsequently login intgo the Control

W ndow 70 as Affemthe iREgregrssepAint 2 ReBehBRdi T ST HESsyst em

pri vi | egeg, of Lhe BAd iyl 368V SLRUARELE! Bhor il G A guSgher@lL the tine of
login to TheSeRE ro ndow 70, the system operator may have several 7 -
options, Lpgldldiangypelser H1Ret SOAEUI oF AYSiFBraitatenatcaAlands _
~adm nistrative functions (Provision 71, Admn 72, and Di agnostics 74) in
addi ti on generdtedVbni A oFréd'eraketFstatey astrirggspendabder ither P8t and  Sel ect
Affinity Goups 79 functions. , . .
10 severe indication of possible fraudulent telecommunication
activity that the fraud detection system registers. A
"yellow" alert-state similarly indicates the possibility of
fraudulent telecommunicatiqns activity, but to a 1lesser
extent than a red alert-state. If no alert-state was
15 generated, the subscriber's alert-state is left unchanged
and no additional processing is necessary. Accordingly,
the service flows to step S730 which marks the completion
of the evaluation. If, at step S726, the service
determines that a red alert-state was generated by this run
20 of the inference engine, the service flows to step S742
where the subscriber's previous alert-state, -~ that is,
before the present alert-state was generated -- is
retrieved from the alert-states database.
Next, at step S744, the service tests whether the
25 subscriber's previous alert-state was red. If so, there is
no need to generate an additional red alert-state, and the

service flows to step S730 which marks completion of the

evaluation.



20 When the system operator selects Investigate Subscriber 78 in the
Control Wndow 70 (see FIG 7), the wuser interface, at step S758,
initiates the Investigate Subscriber Wndow 80, a flowhart for which is
show@ %4AI19%9 G. 5B.  Upon initiation, the InvestigatePSHESERIVE! 25 W ndow
80, at step S764, pronpts the systemoperator to enter a subscriber IDto
be investigated. As shown in the-fovestigate Subscriber Wndow 80 in FIG
8, when a subscriber IDis selected fromthe select WD 94/11959 - =

PCT/ US93/ 107571f, ®weykscrilisesubpgrilgar ' s paeyhoes 51§atestabe Ma@sher W ndow

80 displays the particul ar subscriber's stat at h i certain
i nf or mat i SPEPetPRN T t HRE s?ﬁ?&%ebeftsgliggt 5239’ Tﬁ?%ésl ﬁ%%ert%n%aeﬁ on i ncl udes

the SUDSCRLBCL, 5 0PI A2y B30 CFfe SlbedMoN 820y M S20rs aleer t Stat es
ea alerts ?

83a, assocl at 83b, associ ated events 83c, information regarding
usage par gnet gesvicei pbwat €6 geaerstdy wheld!, amnscamrensebodr isber comment s
85 input by the systemoperator regarding a particular subscriber ID 10
Addi t iSonal'systemsgieamdbprebion @dprtdesttate)' aissumeandsdr i e IR

investigated by entering a MSN 82c_or._a . MN 82d in the Inyestigate
Subscri befa#prRass so. HHe %leﬁfaﬁdt'ﬁéﬁrﬂﬁ?gesengﬁ?wsea selr%cﬁ" ubscri ber .

the' i npur COTEsERpFEl iRt abhe aPledldeatibagt RORRIIULED S0 A0 e or
t he subsciikhppeai sedtiHd edrbyce heldigedirieateyf a6 estey sizsvest i gation. The '
system operator has several options under the Investigate Subscriber.
W ndow 80, as Ahdstem e¥7 iy S$hepsewlp FmBratadorgd SISALTHLIeGissp,
InC|L¥% ngr%ggrégglgxngﬁg alert-states database for this particular
subscriber ID.
After notice of the newly generated and recorded red
alert-state is sent to the system operator at step S752,
the service flows to step S730 which marks the completion
15 of the evaluation.
If, at step S728, the service determines that a yellow
alert-state was generaﬁed by this run of the inference
engine, the service flows to step S732 where the
subscriber's previous alert-state, -- that is, before the
20 present alert-state was génerated -- is fetrieved from the
alert-states database.
Next, -at step S734, the service tests whether the
subscriber's previous alefg-state was either yellow or red.
If so, there is ﬁo needlto generate an additional yellow
25 alert-state, and the service flows to step 5730 which marks
completioh of the evaluation.

If, however, the subscriber's previous alert-state was

neither yellow nor red -- i.e., a "normal" alert-state --




graphing the call velocity of a particular subscriber (see FIG 9);

mar ki ng a selected alert as "cleared"; marking a selected alert as

"uncl eared"; allowi ng the systemoperator to enter a textual comment in

t hewdd e4rt1969el d for a 25 particul ar subscriber; andPgurYs93fi§753he

| nvestigate Subscriber Wndow 80. Several of these options are
represented as buttons at the botyem of the Investigate Subscriber W ndow
80 in FIG B. WD 94/11959 PCT/US93/ 10757 -74 |If the system operator clicks
t he G aphxhautsle@i86 EDowd heo | stvegst s Tps evisitles chiebaewlyndenedted graph of
call wvelocity for the selected subscriber is displayed. A typical

vel ocity greddhvdtert-sitagrels esercsarin $hehakprirstitmsdatabagserring to
FIG 9, the ve tical axis_L regrﬁéents er of calls placed and the
FB1P BIESEHET PIREST W Eh

hor i zont al*%Ax dach number corresponding to a

separate day. AsteSheWRikB td¥e Eﬁgeleghegém:!a@ehl Nghd Neb&etgsy t he ten-day
nmovi ng average call velocity, the dotted I1ne indicates the 10 five-day

MoVi NG avearedgewvel ecttstatzndst Bendasbethé i mestemdipeabesrdat | gtegnl | vel ocity
for the selected subscriber |D. The usage trends represented by the three
lines in SPBG, %hedsenrice efiedPmiei cilisonS73Qagbichpimagksofthe fraudul ent

user. For exa e, at 58 the_five-day 15 noving average call velocity
(138) is %ﬁ%l?ﬂa#t feé(ﬁ&uaﬁf?mvi ng average call velocity (112) and

shows an  increase of L8BOVE e Edyfrddy uiigavesage call
vel ocity at day 57 %10%%@%e usage at %:y 58, therefore, would be |ikely
t 0 gener atenara8kt vel ofdv Yy AR revenatéorwhiivis @arfifieesl afrsmbsitid ber based
on the subscriber's pattern of past usage. Dependi ng upon the
10 subscriber's present alert-state, the system operator is
notified via the user interface 117. The user interface
117 is a user-friendly Graphical User Interface (GUI) which
communicates and receives several items and types of
information to and from a system operator using words,
15 sounds, graphs, pictures, icons, pull-down and pop-up
menus, variable-sized windows and the 1like. The system
operator communicates information back to the wuser
interface using various input devices such as a keyboard,
mouse, touchscreen, trackball, voice-input; and related
20 devices. As shown in FIGS. 6, 9, and 11, the information
communicated to the system operator includes information
regarding a subscriber's vital statistics, alert-states,
history of alerts and events, and a graph of call velocity
for a particular subscriber. A system operator can
25 selectively choose which item or items of information he or
she wishes to view, and in what portion of the screen and

in what format the information is to be viewed.

. Additionally, a system operator may control system



occurrence of other events generated for the sane subscriber, as discussed
above, an alert, and consequently an alert-state, may al so be generated

for i S, ticular 25 subscriber,. thereby indicati ibility of
fradﬁghéﬁﬁ% el econmuni cati ons usage. If the systen1éggYé$§fR@$fcks t he
Clear Alert State button 87b in the Investigate Subscribers Wndow 80,

the. WO 94/11959 pCr/US93/ 10757 ~775 selected alert-state will be marked as

"cl d" b | ert-stat dat abase.. A dingly, all.qf th derlyi
al er (& whitCRCE PR cr Bt e TEERARERE SFEr A ERRP NP BRI B as

"cl eared” gryhhegat & orflatghash apd Whd-J19ng | Qa9R5 bgnconaigered by the

eval uate subscriber conditidon service 'in generating alert-states for the
sel ected istibscacderrz.f the systemoperator clicks the Unclear Alert State
button 87a in the Investigate Subscribers Wndow 80, the 10 clearing
oper at i on descinbeirldyoveretenmidenctandIfhe ddebefore Zher tusewhi ch

el ected, al ert - st at once .agai n becone available to the

gener ted.tge e

oval udt o SUBSEFFERMaYcBRAGI T Ber Ve EHort CPomRT R Ty PAF br Rk es for a

parti cul ab SUBSELLESY - syStd 1diensyaLemhapElAlPlac! it dig Cogrent button
u W ndow 80,

88 in the Investigate scri bers the user interface accepts

and savestgpliexl usystenmesyinpainidl yeoggdnduBgrabed shatus.amd results of
an investigation performed for the selected subscriber ID, in the o
Subscri beregsirest an forenht®F tR( epter hbotmvaslégin enaeb£dr iapgr aw ndow 80.

L b o S P B et ot taudlly dyvestgator
10 Once a System login has been performed, the system
operator must subsequently login into the Control Window 70
as shown at step S755 in FIG. 5A. Depending on the system
privileges of the particular system operator, which are set
at the time of login to the Control Window 70, the system

15 operator may have several options, including performing
computér system maintenance and administrative functions
(Provision 71, Admin 72, and Diagnostics 74) in addition to
the Monitor Alerts 77,. Investigate Subscriber 78, and
Select Affinity Groups 79 functions.

20 When the system operator selects Investigate
Subscriber 78 in the Control Window 70 (see FIG. 7), the
user interface, at step S758, initiates the Investigate
Subscriber Window 80, a flowchart for which is shown in
FIG. '5B. Upon initiati;n, the Investigate Subscriber

25 Window 80, at step S764, prompts the system operator to
enter a subscriber ID to be investigated.

As shown in the Investigate Subscriber Window 80 in

FIG. 8, when a subscriber ID is selected from the select



When the system operator selects Mnitor Alerts 77 in the Control W ndow

70 (see FIG 7), the user interface, at 25 step S762, initiates the

Monitor Alerts Wndow 92 (see FIG 11), a flowhart ' is shown in

FI QYOM/119$9 ¢ 1y system operator w shes to sel ect apgg{/yg,g??i“nsfty Goup to _
be nonitored, the operator selects Affinity Goups Option 79 WO 94/ 11959
PCT/ US93/ 10757 -76 in the Contro{3Wndow, displaying Wndow 90, as shown
in FIG 10, and the .operator.sel-€g; A p ' £ isnit G oup or

G oups coP P& Jtsg" caglrfbitﬁ%t i%ﬁ’%@g}‘gﬁgg gﬁg@&%%(e%} 'g{lnlgggeggr aphi ¢

regi on thaiﬁﬁfﬁéme%%%@mr SUibEBesbort® dutiusoBatd hettea] aeted Affinity

G oups are displayed in the top-half of the Monitor Alerts w ndow 92

depi ct ed tartddi idflormddiont spekéfidc ngo Coheestbgenibrint oF¢IRFLALLI nity o
G oups 93. The selection of Affinity Goups to be nonitored may be further-
changed b¥hie| cnfiampatienSeirgtudny ALPEni FYPIFIHEE ' Spt PYFF 7$2@n t he Control
W ndow 70 ee FI xt t e 2 r he option to
sdl ect thégg}"éﬁ -Bszgat éh‘e#gﬁ" pgﬁbse%n‘o%ltgtz)'r%e%?égﬁes g?ébaé%%é}%%? e operator- ..
sel ects a pgptal g5f - Shalscifeel drinthesal? MalkbenaObeh OFed4&iRgb) to . .
nonitor, as shown 1n the Monitor Alerts Wndow 92 in FIG 11 under the -
headi ng Sakegé pheahetérwyet-9indheated agesespllS7o8t Bhe WhAd@nydi spl ays' a
scrolled list of alert-states in the bottomhalf of the Monitor 20 Alefts .-
W ndow 92subadeibehe ceomenhy Rl inpetal BYt et &SE6T cRESTEndi ng to the'
alert-state | evel sel ected i\nd t he A%Lirn%y G oups selected. At step S798, -
i f the. opEPATH RIS B FhvERTFare : -

10 Additionally, a system operator may identify a

subscriber to be investigated by entering a MSN B2c or é

MIN 82d in the Investigate Subscriber Window 80. If a

'partial MIN is entered, a select subscriber list displays

a scrélled list of all subscribers having MINs that match

15 the inputted partial MIN. The system operator may select

one or more of the subscribers identified by the user
interface for investigation.

The system operator has several options under the

Investigate Subscriber Window 80, as indicated by steps

20 S768 through S784 in FIG. 5B, including the following:

graphing the call velocity of a particular subscriber (see

FIG. 9); marking a selected alert as "cleared"; marking a

selected alert as "uncleared"; allowing the system operator

to eﬁter a textual commént in the alert field for a

25 particular - subscriber; and quitting the Investigate

Subscriber Window 80. Several of these options .are

represented as buttons at fhe bottom of the Investigate

Subscriber Window 80 in FIG. 8.




a specific alert-state displayed in the scrolled Iist by 25 clicking the

| nvestigate button 97 at the bottomof the Mwnitor Alerts Wndow 92, the
subscriber-specific information is displayed as spgpides/ilbise 8.

Ef M&24/148F%,,  this operation invokes the Investigate Subscriber Wndow 80 -
WO 94/ 11959 PCT/ US93/ 10757 -77 directly fromthe Mnitor Alerts Wndow 92
for a single subscriber ID. Addf4tonally, the system operator may request

a report to be generated and printed at e 2 iy OF 5 quit
- fromthe Moniibrt eerts§eWﬂ%%Wq§?f 8 1gg3p§ﬁ%§§r5§§%db&g€%§%éﬁ3& a fraud
. detection, system. Vi LEh wBASSESSS SeVerapn f et W3 and

advant ag(‘-fg’fa ﬁm‘%"t‘ﬁ%ﬁf’%gi_?ﬁggﬁ%d be noted that a?t hough the fraud
det ect i ORe3BSl & FOrWathedeserddind fsurndrideperispedispkaysd.a sidngl e CCF
record processed in serial fashion, in actual operation the fraud - _
det ect i orypyetbnvexnrityogessh nidn ispiséngbe seksarddbernispShefm & t hereby
resulting in increased through-put an shorter ra sing tine. 15
Secorfd, #RE-pPesctRiaTaNg H%?%chlto'i I §8§t‘éﬁ?%le(faelctg\s{&sp%%%%%)egﬁ%y f raudul ent -
activity on a subscripersspesi the thashsriAiMian bhas eapesstiiem wi de
basis. BECAREE f’gega#r)%%l?\at%%iﬁnvention operates by detecting, for each
i ndi vi dugljraubgeen hech AN Coreesgendtg do ansepdtatz0dapti Wsty as SN
conpared with that particular subscriber's .!a;i'pi cal call actjivity, an -~
i ndi vi duadhiowed ifir ahd Hegesw,i dhe spii@ndire pinslicaégst khe PR TH¥s with equal

success regardl f whet her riper i i.cal.l I i um or
hi gh VOIGWE%@§G?$§§;éL cal%tvéioé%tiebgﬁéIég%tedslixg”fgﬁchtgs éﬂ@ WEdlu_ 0

10 five-day moving average velocity, and the dashed line

indicates daily call velocity for the selected subscriber

ID. The usage trends represented by the three lines in

FIG. 9 indicate telecommunications usage typical of a

fraudulent user. For example, at day 658 fhe five-day

15 moving average call velocity (138) is greater than the ten-

day moving average call' velocity (112) and shows an

increase of almost 28% over the five-day moving average

call velocity at day 57 -(1_08). The usage at day 58,

therefore, would be likely to generate a call velocity

20 event for this particular subscriber based on the

subscriber's pattern of past usage. Depending upon the

occurrence of other events generated for the same

subscriber, as discussed above, an alert, and consequently

an alért—state, may also B; generated for this particular

25 subscriber, - thereby indicating the possibility of
fraudulent telecommunications usage.

If the system operator clicks the Clear Alert State

button 87b in the Investigate Subscribers Window 80, the



25 Thi rd, the present fraud detection systemis capable of indicating
potentially fraudul.ent activity by detecting an abnormal deviation in

usage without regard to the type of fraudul ent actj) i ved, whet her
it We % 1M ng WO 94/ 11959 PCT/ US93/ 10757 -78 fraudi,’&{/tt&%%?/?%»fraud, _
tunbling-clone fraud, calling card fraud, subscriber fraud, stolen

cellular tel ephone fraud, etc. FHurth, the present invention provides an

. apparatus 5 and nethod for detecting potentially.fraudyl ent
tel ecommﬁ?%%qti‘%?néle?ﬁti'\?itﬁ‘rebé’éig E’SI ERY*ER ASr maleﬁgﬁge gga%ﬁet ers such

as cal | dufall o @@l haYALAGL { Y ncEBEAInOMEr 1A, oBNEhd NendusThengeal | ed.

Because t Fau tection system of tHe.present invention operates
merely 10 Dyr€dnaecdi neridieresstuie teeldteid g aret-eoakef adlli bees, and
requires no nodification of the either the -tel ecomunications network
equi pment markeédheas ndckeared” &el theaplestepHahebase hangr ¥ddht PPraud
detection systemis caqnpatible with npst, i '

if pot all, existin 15
t el ecBMUAPRIRT R capsidrred FPY t Fhe (1 iMALSd s&@?‘éﬁﬁ?% %%‘ﬁ%ﬁ?gf t he
present invention is n Lmte Ll atesdetget | fige PataRkak! ¥
fraudul enteREYTVi tY' i r?‘%% %E%‘% Sae{%:omrﬁni gat?ons systenms. The present
fraud det ggbiOPimistemi s adaptable to detect 20 potentially fraudulent .. .
usage in other tel econmunications systens that utilize a unique identifier "
for each indixtdel sysbenréommmator klatks dedancigarhdlexte|Ssasmmuni cati ons

system In such a system a legitimte subscriber. intending . to pay for
servi ces hybton $73 ~ iRnthesInvestdaatfe SUBFGF R HidHdo¥a gVt han a

frauq%lenglggﬁqng operation described above is undone and .the

underlying alerts which generated the selected alert-state
once again become available to the evaluate subscriber
condition service in generating alert-states for a
particular subscriber.

15 ' If the system operator clicks the Comment button 88 in
the Investigate Subscribers Window 80, the user interface
accepts and saves a textual comment, possibly regarding the
status and results of an investigation performed for the
selected subscriber ID, in the Subscriber Comments field 85

20 of the Investigate Subscriber Window 80. _

Lastly, if the system operator wishes to quit, the
Investigator Subscribers Window 80 is terminated.

When the system operator selects Monitor Alerts 77 in
the Control Window 70 (see.FIG.'7), the user interface, at

25 step S762, initiates the Monitor Alerts Window 92 (see FIG.
11), a flowchart for which is shown in FIG. 5C. If the
system operator wishes to select a New Affinity Group to be

monitored, the operator selects Affinity Groups Option 79



who has no intention of ever paying for services used. Once a fraudul ent
user had m sappropriated an otherwise legitinmte subscriber identifier to
gain access to the WD 94/11959 PCT/ US93/ 10757 -79 service-providing
syst¥eh?44m938bnor nal i ncrease or other deviation i n BV VPPbr the
particul ar m sappropriated subscriber identifier would tend to result.
Therefore, by detecting an abnor-T&F i ncrease or ot her abnormal behavior 5

in the service usage patterns for, a particul ar subscriber identifier, the
present fridudhGet@dtreh YiBiem cRFRIGYIDE WaBdent PAr | §S BRI ¥ht activity

based on mal _us araneters in.the | econmuni.cat i .Systemto which
it is coﬁgéjt Eela.' %1'8‘?61}% é’fgﬁ% %,g éle%eggsa}tlgg, g?%rofﬁl&%gpﬁggén%’taﬁ ling card
system Wb c@a@RotghSebtbPeipdiRting Wl @éaibaaht i ks C8F Onp1er whi ch

. permts a subscriber to place toll calls which are subsequently. billed to
t he subscmxxerfornssiggpogtapbit heegical thay ther dystabasparstdrt vighece t he
calls. Each use of 15 the calli né:; card calling card nunber generates a

separ & e HoeB8pdtednt Jhe sgleobed Atfiaity FreuRumre fisphayedriras a - .
cel lul ar tel ephon St CDR record. .The sw.tch inpterface f. the present
fraud det _é:g’tei %r?ps';ﬁlg?gm"gglﬁh%e EYSSERY Alrﬁf%!sf ;Né&gf‘é Eécgﬁfl%ta? Yata records -
in differipig.f anMBifie 20nhei &R HRYRNAPULIRREoEBhY | RBs £, cal | data

records into the present fraud detection system potentially “fraudul ent’

calling cardupst i93iy woheéd de edetient edlf | Afifiaitparcwupdesesi hed above.
Sixth, the fraud detection systemof the present 25 invention provides an
i nt er act i VONSHPTad sPRvyPaySeEhemghangiedohy S£edgsteny oplee aforeato vi ew

Severfﬂ ! %%ggngLy Groups option 79 in the Control Window 70 (see
FIG. 7). '

Next, at step S792, the operator has the option to
select the alert-state level to be monitored. At step
S794, the operator selects a new alert-state level (either

15 yellow 95a or red 95b) to monitor, as shown in the Monitor
Alerts Window 92 in FIG. 11 under the heading Select alert
level 95.

Next, at step 8796, the Window displays a scrolled

list of alert-states in the bottom-half of the Monitor

20 Alerts Window 92, under the heading Realtime Alert States
96, corresponding to the alert-state level selected and the
Affinity Groups selected.

at step S798, if the operator chooses to investigate

a specific alert-state displayed in the scrolled list by
25 clicking the Investigate button 97 at the bottom of the
Monitor Alerts ﬁindow 92, the subscriber-specific
information is displayed as shown in FIG. 8. Effectively,

this operation invokes the Investigate Subscriber Window 80



information concurrently, such as the history of alerts and events which
led to an alert-state for a particular WO 94/11959 PCT/ US93/ 10757 -80
subscriber: information specific to each subscri ber; aph of call
vel ¥Q108? a particular subscriber. I'n this way, PFﬁ&?sgglelggsht fraud
detection system conveniently provides the systemoperator with all the
relevant 5 information that triggéfed the fraud detection systemto

i ndi cate that articular subscriher 1D otentially _ suspected of
f r audul enf‘“é%‘f&)?t %/’.m?:u{lﬁ‘ne’??n%?& gﬁlﬁ{ Sot é‘gc'gd\%ntaflgéisa, solég’gﬁse sever al
of the fraygds@eist ilgn paraneters -- such as the maxi rum 10 percentage -
I ncreases in call duration and call velocity allowed before an event is
gener at ed, ' subsdditiemnadpecifhec systedidpdratiorspagpneguest| a stepofrtsuspect

nunbers and country codes -- are easily nodified by a system operator, t he
present frauledoeeeraerd sind amnigdedh@tr &t@Psy S8R Gndd 588415 ®atisfy the

uni que requirenents of any. teleco nj_cation systemto ich.it is I

attactled. g'ﬂf‘{"h tgh e }? i e%gg gé’é‘#"&e@%r? ct-9RP dgeatvgi @rd it should. -

be undersgggd that various changes, substitutions and alterations can be -

- made herein wthout departing from20 the spirit and scope of the invention

as defined by thes, appefid@d detigttionD StlehD59s Peousa8d 13 éh - 81-

APPENDI X A TABLE 1: RULE : Rule 1 |If :
possesses several features and advantages. Initially, it
should be noted that although the fraud detection system

10 was described from the perspective of a single CCF record
processed in serial fashion, in actual operation the fraud
detection system can process multiple CCF records in
parallel, thereby resulting in iﬁcreased through-put and
shorter overall processing time.

15 Second, the present fraud detection system detects
potentially fraudulent activity on a subscriber-specific
basis rather than on a system-wide basis. Because the
present invention operates by detecting, for eacﬁ
individual subscriber, an abnormal deviation in call

20 activity as compared with that particular subscriber's
typical call activity,.an individuélized'fraud detection
system is provided that performs with equal success
regardless of whether a _subscriber is typically a low,
mediuﬁ or high volume userj

25 Third, the present fraud detection system is capable
of indicating potentially fraudulent activity by detecting

an abnormal deviation in usage without regard to the type

of fraudulent activity involved, whether it be cloning



5 red _co

RULE : Rule 2 if 10 there is evidence of eval country code-rul es,
395'95 precisely equal to 1 Then country_codepcpdssiymaisti on

conghlohA
confirme
credit_|
credit-|

ndition is precisely equal to |l Then alerts-conplete is confirmed.

RULE : Rule 3 15 If there is evidence of eval

imt_rules And red conqg%Lon is precisely equal to 1 Then
irmed. 2.0 RULE : Rule 4 If there is

imt-red-condition is con

And red
is

evi dence £f, gy ale,dgh kgl fHdud hrasibiiubesl oM derad c@adilingnchsa pr eci sel y
1 Then daily_intl _thresh_redcondition 25 is confirmed. RULE
| fravder eubscevbeentawi, etalledackylubarsteleaphone Anduded condition

equal to
Rule 5
IS preci

sely equa

to 1 30 Then daily _thresh redcondition is confirmned.

RULE : RB%«6 If - there is evidence of eval duration-rules 35 And red

conditio

5

10

15

20

25

nis %%%%%ﬁ?l¥hgqgggségtlinvention provides an apparatus
and method for detecting potentially fraudulent
telecdmmunications_activity based solely on normal usage
parameters such as call duration, call velocity, call
overlap, and the - number cailed. Because the fraud
detection system of the present invention operates merely
by connecting the system to existing network facilities,
and reguires' no modification of the either the
telecommunications network equipment or the individual
cellular telephones, the present fraud detection system is
compatible with most, if not all, existing
telecommunications systems.

Fifth, the fraud detection system of the present
inventionlis not limited merely to detecting potentially
fraudulent activity in cellular telecommunications systems.
The present fraud detection systém is adap;able to detect
potentially fraudulent usage in other telecommunications
systems that wutilize a wunique identifier for each
individual subscriber to limit access  to the
telecommunications system. In such‘a system, a legitimate
subscfiber, intending to péy for services used, will tend
to use the services more sparingly than a fraudulent user
who has no intention of ever paying for services used.
Once a fraudﬁlent user had misappropriated an otherwise

legitimate subscriber identifier to gain access to the



Then duration _red-condition is confirned. RULE : Rule 7 If 40

suspect _country_code_alert is precisely equal to |l And intl velocity_alert
is precisely equal to I Then eval _country code rules is confirmed. And |

i s AYRPHNESIt o red-condition 0O WO 94/ 11959 PCT/ US93/PA7E8F93/1035. RULE : Rul e
8 If credit limt_alert is precisely equal to 1 Then eval _credit

limt rules 5is confirmed. And %7bs assigned to red-condition RULE : Rule
9 If daily intl threshalert is precisely equal to 1 10 And

intl _vel o@etrylabeptovsilm%cﬁwéfle}heq%ral abrprmalThigienease it | gthemt| thresh -

rules is confirmed. And 1.is ned to red condition RULE Rule 10 15 If
dai | y_t hr &8¥igtdep 18 grELYLRY y?‘é’guﬁ?et%aﬁtlcﬁrc‘}& Ty SISAPPYORFL3%ed s preci sel y

equal to Ly Then,exal saislsethiestd WEd 8 £00{i¢ ™dneretore, by

detecting an abnormal increase or other abnormal behavior

5 in the service usage patterns for a particular subscriber

identifier, the present fraud detection system can detect

potentially fraudulent activity based on normal usage

parameters in the telecommunications system to which it is
connected. |

10 Oﬁe example, inter alia, is a telephone calling card

system, wherein each subscriber has a unique calling card

number which permits a subscriber to place toll calls which

are subsequently billed to the subscriber assigned to the

calling card number used to place the calls. Each use of

15 the calling card calling card number generates a separate

record containing substantially the same information as a

cellular teleﬁhone systém CDR record. The switch interface

of the present fraud detéction system can be easily

modified to accept call data records in.differing formats.

20 Therefore, upon inputting calling card call data records

into the present fraud detection system, potentially

fraudulént calling card activity would be detected in the

manner describéd above,

Sixth, the fraud detection system of the present

25 invention provides an interactive GUI display system that

allows a system operator to view several items of

information concurrently, such as the history of alerts and

events which led to an alert-state for a particular



20 And 1 is assigned to red-condition RULE : Rule 11 If duration alert is
precisely equal to 1 And velocity alert is precisely equal to 1 25 Then
eval _duration_rules is confirmed. And 1 is assigned to red-condition RULE
Rul ewd24r1195930 five day intl _thresh_alert is precisepgr/agemiiorsso 1 And intl
velocity alert is precisely equal to 1 Then eval _five_day_intl _thresh_rules
is confirmed. And 1 is assigned tagped-condition 35 RULE : Rule 13 If five
_day thresh_alert is precisely equal to 1 And velocity alert is precisely
equal to 1subseribwa} ifrifendayohhsmsdifid es 48ch surasiribeed. afinc 1 i s
assigned to red-condition RULE : Rule 14 |f geographi c_dispersionalert is
preci sel y &3aRh ©§ raldsvelerityafopedgPaphieulns psykgesibes.corfin rned. And

5 S 2551 09Rd! Qb edeRONIAI N W03 32280 £ R QR eni Sy SUE ¢ U

provides the system operator with all the relevant

5 information that triggered the fraud detection system to
indicate that a particular shbsqriber ID.is potentially
suspected of fraudulent activity.

Further, and among other advantages, because several
of the fraud detection parameters --.such as the maximum

10 percentage increases in call duration and call velocity
allowed before an event is generated, subscriber-specific
credit limits, and the list of suspect numbers and country
codes =-- are easily modified by a system operator, the
present fraud detection system can be readily tailored to

15 satisfy the unique requirements of any telecommunications
system to which it is attached.

Although the invention has been described in detail,
it should be understood that various changes, substitutions
and alterations can be made herein without departing from

20 the spirit and scope of the invention as defined by the

appended clains.



If intl duration alert is precisely equal to 1 And intl velocity_ alert is
precisely equal to 1 5 Then eval _intl duration rules is confirnmed. And 1
is assigned to red condition RULE : Rule 22 If 10 intl velocity alert is
preNEM/Y19%%ual to 1 And suspect _termalert is preciPEIYSB4W4 to 1 Then
eval intl velocity rules is confirned. And 1 is assigned to red-condition
15 RULE Rule 21 If intl_velocity dert is precisely equal to 1 And suspect
_country _code_alert is precisely e%ual to | Then eval _intl velocity rules
20 is confirnmed. And 1 is assignefPENPI%A-condition RULE : Rule 20 If
intl_vel ocj lert is precisely equal to 1 25 And daily_intl_thresh_alert
IS preci seﬂ?d‘gaﬂal to 1 Then eval _intl velocity rules is confirnmed. And 1
is assignegyt®.red-gordition RULE : Rule 19 30 If intl_velocity_alert is
‘precisely iequal to I And five day_ intl _thresh alert is precisely equal to 1

5 red_condition is precisely equal to 1
Then alerts_complete
is confirmed.
RULE : Rule 2
If
10 there is evidence of eval_country_code_rules

And red_condition is precisely equél tol
Then country_code_red_condition
is confirmed.

RULE : Rule 3
15 If
there is evidence of eval_credit_limit_rules
And red_condition is precisely equal to 1
Then credit_limit_red_condition
is confirmed.

20 RULE : Rule 4
If
there is evidence of eval_daily_intl_thresh_rules
And red_condition is precisely equal to 1
Then daily_intl_thresh_red_condition
25 is confirmed.

RULE : Rule 5
If
there is evidence of eval_daily_thresh_rules
And red_condition is precisely equal to 1
30 Then  daily_thresh_red_condition
is confirmed.

RULE : Rule 6

there is evidence of eval_duration_rules
35 And red_condition is precisely equal to 1
Then  duration_red_condition
is confirmed.

RULE : Rule 7
If
40 suspect_country_code_alert is precisely equal to 1
And intl_velocity_alert is precisely equal to 1
Then  eval_country_code_rules :
is confirmed.
And 1 is assigned to red_condition



Then eval _intl velocity rules is confirmed. 35 And 1 is assigned to red
condition RULE : Rule 18 If intl _velocity alert is precisely equal to 1

And ten day intl _thresh _alert is precisely equal to T :
evaWBWl‘fg%l ocity rules is confirmed. And 1 is assfF /e‘ﬂdF%PGH%Bd- condi tion
RULE : Rule 17 If 45 intl velocity_ alert is precisely equal to 1 And
velocity alert is precisely equal-8¢c 1 Then eval _intl velocity rules is
confirmed._ And 1 is_assigned to red condition WO 94/11959 PCT/ US93/ 10757
-84- RULERVIR fe 16R¥#8intl velocity alert is precisely equal to 1 And intl
durati on_dfert i S PLER Al Ye ?ggﬁelsiseti qdal i1 Then eval _intl _velocity rules is
confirmed.rnénd edi brediefiRit gﬁgcf to red-condition RULE : Rule 23 If .10

si mul tsineous- cal I™- afs ednfirmes. preci sely equal to 1 Then eval simultaneous
call rules is confi Amedis assigned to red_condition

RULE : Rule 9
If :
daily_intl_thresh_alert is precisely equal to 1
10 And intl_velocity_alert is precisely equal to 1
Then eval_daily_intl_thresh_rules
is confirmed.

And 1 is assigned to red_condition

RULE : Rule 10

15 If . ' :
dajly_thresh_alert is precisely equal to 1
And velocity_alert is precisely equal to 1
Then eval_daily_thresh_rules

is confirmed.
20 And 1 is assigned to red_condition
RULE : Rule 11
If
duration_alert is precisely equal to 1
And velocity_alert is precisely equal to 1
25 Then eval_duration_rules
is confirmed. ,
And 1 is assigned to red_condition
RULE : Rule 12
If
30 five_day_intl_thresh_alert is precisely equal to 1

And intl_velocity_alert is precisely equal t0 1
Then eval_five_day_intl_thresh_rules

is confirmed.

And 1 is assigned to red_condition

'35 RULE : Rule 13
If
five_day_thresh_alert is precisely equal to 1
And velocity_alert is precisely equal to 1
Then eval_five_day_thresh_rules
40 is confirmed.
And 1 is assigned to red_condition

RULE : Rule 14
If
geographic_dispersion_alert is precisely equal to 1
45 Then eval_geographic_disp_rules
is confirmed.
And 1 is assigned to red_condition



And 1 is assigned to red condition RULE : Rule 25 15 If suspect-termal ert
S Ipreci sely equal .tf) 1 And velocity alert is precisely equal to I Then
eval suspect _termrules is confirmed. 20 And 1 is assigned,t ed-condi tion
RULWO 94R11989 24 | f suspect-termalert is precisely e&’ﬂ?”’§98"f957,r6\nd
intl_velocity_alert is precisely equal to 1 25 Then ' - _
eval suspect _termrules is confir+#exd And | is assigned to red-condition
RULE : Rule 26 If 30 ten_day_intl _threshalert is precisely equal to |l And
intl _vel ocRYAE al ert Rel§ Ipreci sely equal to 1 Then

eval _ten_dy_intl_thresh rules.  is confirmpd. And 1 is assigned t
- T, —_ ll; gne (0}
red-condition 35 R . :{f_“ -]t{agz_rij%f:y'%?uffg{athesh_al ert is precisely equal
to 1 And gl 0Gld YnPdfifon IrSiesPT €Ci s€l'y equal to 1 Then :

eval _ten_day_t hr éshircufidfedd0 is confirnmed. And 1 is assigned to
red-condi ti on RULEAnd Rislagig®3 té fed_condition

‘ RULE : Rule 22
If
10 . intl_velocity_alert is precisely equal to 1
And suspect_term_alert is precisely equal to 1
Then eval_intl_velocity_rules
is confirmed. _
And 1 is assigned to red_condition

15 RULE : Rule 21
If .
intl_velocity_alert is' precisely equal to 1
And suspect_country_code_alert is precisely equal to 1
Then eval_intl_velocity_rules
20 is confirmed.
' And 1 is assigned to red_condition

- RULE : Rule 20
If
intl_velocity_alert is precisely equal to 1
- 25 And daily_int]_thresh_alert is precisely equal to 1
Then eval_intl_velocity_rules
is confirmed.

And 1 is assigned to red_condition

RULE : Rule 19
30 If
intl_velocity_alert is precisely equal to 1
And five_day_intl_thresh_alert is precisely equal to 1
Then eval_intl_velocity_rules
is confirmed.
35 And 1 is assigned to red_condition

RULE : Rule 18
If .
intl_velocity_alert is precisely equal to 1
. And ten_day_intl_thresh_alert is precisely equal to 1
40 Then eval_intl_velocity_rules
' is confirmed.
. And 1 is assigned to red_condition

RULE : Rule 17
If
45 intl_velocity_alert is precisely equal 10 1
And velocity_alert is precisely equal to 1
Then eval_intl_velocity_rules
~is confirmed.
And 1 is assigned to red_condition




velocity alert is precisely equal to 1 45 And suspect termalert is
precisely equal to I Then eval _velocity rules is confirmed. And | is
assigned to red-condition WO 94/11959 PCT/ US93/ 10757 -85- RULE.: Rule 32
| f waboaiigsoal ert is precisely equal to 1 And dail y Pdivesss/mbert is
precisely equal to 1 5 Then eval _velocity rules is confirned. And 1 is
assigned to red-condition RULE :_Jaue 31 If 10 velocity alert is
precisely equal to 1 And five day thresh_alert is precisely equal to 1
Then eval _RELBCcity Ruleas is confirned. And 1 is assigned to red-condition .
15 RULE : Rule 30 If velocity_al ert is precisely equal to 1 And

ten_day_ thresh al ert“"a-‘§'°ﬁWé‘&"s‘iaP’ g#PI'Pd 1 Then eval velocity rules 20
is con% m('imj1 ve%‘"ﬁé‘g&p?i’e et §§ PEERFYCBYRIt T on RULE Rule 29 I1f

vel ociTy_a ert pfé%&lrg equal to 1-

And 1 is assigned to red_condition

RULE : ‘Rule 23
If
-10 _ simultaneous_call_alert is precisely equal to 1
Then eval_simultaneous_call_rules
is confirmed.

And 1 is assigned to red_condition

RULE : Rule 25
15 If
suspect_term_alert is precisely equal to 1
And velocity_alert is precisely equal to 1
Then eval _suspect_term_rules
. is confirmed.
20 And 1 is assigned to red_condition

RULE : Rule 24
If :
suspect_term_alert is precisely equal to 1
And intl_velocity_alert is precnsely equal to 1
25 Then eval_suspect_term_rules
is confirmed.
And 1 is assigned to red_condition

RULE : Rule 26
If
30 ten_day_intl_thresh_alert is precisely equal to 1
And intl_velocity_alert is precisely equal to 1
Then eval_ten_day_intl_thresh_rules
is confirmed.
And 1 is assigned to red_condition

35 RULE : Rule 27
If
ten_day_thresh_alert is precisely equal to 1
And velocity_alert is precisely equal to 1
Then eval_ten_day_thresh_rules '
40 . is confirmed.
And 1 is assigned to red condmon

RULE : Rule 33

velocity_alert is precisely equal to 1
45 And suspect_term_alert is precisely equal to 1
Then eval_velocity_rules
is confirmed.
And 1 is assigned to red_condition



25 And intl velocity_ alert is precisely equal to 1 Then

eval _velocity rules is confirned. And | is assigned to red-condition RULE-

: Rule 28 30 If velocity_alert is precisely equal t ation ale

i s Woesit¥dly equal to 1 Then eval_velociti_rﬂles ﬂ%ﬂ%gﬁ?ﬁﬂﬁg{ A
assigned to red-condition RULE Rule 34 |If there is evidence of eval
five_day_intl_thresh_rules And +&% condition is precisely equal to 1 40
Then five_day_intl_threshrwi condition is confirned. RULE : Rule 35 If
there i s BWiBence diuledfal five day thresh rules 45 And red condition is

precisel yequal to.l _Then fye L gsh_redcondi tion is confirmed. WO

94/ 11959 PCr/USQ3/ﬂQZ%%}lh -al eciseiReh@1 36 | f there is evidence of

eval _geogipfhi GadjeRRyl WS And red-condition is precisely equal to 1 5
Then geogr aphi c_di spcoh@ehesondition s confirmed.
And 1 is assigned to red_condition

RULE : Rule 31
_ If
10 velocity_alert is precisely equal to 1
And five_day_thresh_alert is precisely equal to 1
Then eval_velocity_rules
is confirmed.
And 1 is assigned to red_condition

15 RULE : Rule 30
If
velocity_alert is precisely equal to 1
And ten_day_thresh_alert is precisely equal 10 1
Then eval_velocity_rules
20 is confirmed.
And 1 is assigned to red_condition

RULE : Rule 29
If .
velocity_alert is precisely equal to 1
25 And intl_velocity_alert is precisely equal to 1
Then eval_velocity_rules )
is confirmed.

And 1 is assigned to red_condition

RULE : Rule 28
30 iIf
velocity_alert is precisely equal to 1
And duration_alert is precisely equal to 1
Then eval_velocity_rules
is confirmed.
35 And 1 is assigned to red_condition

RULE : Rule 34
If
there is evidence of eval_five_day_intl_thresh_rules
And red_condition is precisely equal to 1
40 Then five_day_intl_thresh_red_condition
' is confirmed. N

"RULE : Rule 35
If .
there is evidence of eval_five_day_thresh_rules
45 And red_condition is precisely equal to 1
Then five_day_thresh_red_condition
is confirmed.

rmed. 35 And 1 is-




RULE :

confirnmed.

Rul e 37

to 1 Then int

there i s ®uUlence oRulelfal

If Set Strategy to @WRUE=FALSE; @"WFALSE=FAL SE;
@PVWNOTKNOWN= 10 FALSE; @FACr | ONS=FALSE; @°TGAT Then initialize strategy 1is

si mul t aneous- call-rules

to 1 ThRGI/US93/10757

RULE : Rule 38 If 15 there is evidence of eval intl duration
rul we 94Angsy ed_condition is precisely equal
intl _duration_ redcondition is confirned. RULE :

_ ( Rule 39 20 If there is
evi dence of eval _intl _velocity ruggs And red condition is preC|ser equal
| velocity red condition is confirmed. 25 RULE : Rule 40 If

And red condition

is

preci sel ylfequal to 1 Then S|nultaneous(g ed condition 30 is confirned.
RULE : Rule 41 |f ?ﬂéP “Flumus wlwﬁ“ﬁi ai*“Suspect termrules And
req;c le%Oﬂ IC&E ﬁy gf 5 £ 5@ Then suspect _termred condition
1S con |rrre sconl
RULE : Rule 37
If ’ ’ :
Set Strategy to @? WTRUE=FALSE;@PWFALSE=FALSE;@PWNOTKNOWN=
10 FALSE; @PFACTIONS FALSE;@PTGAT
Then initialize_strategy
is confirmed.
RULE : Rule 38
I
15 there is evidence of eval_intl_duration_rules
And red_condition is precxsely cqual o1l
Then  intl_duration_ red. _condition
is confirmed.
RULE : Rule 39
20 If
there is evidence of eval_intl_velocity_rules
And red_conditjon is precisely equal 10 1
Then intl_velocity_red_condition
is confirmed.
25 RULE : Rule 40
If
there is evidence of eval_simultaneous_call_rules
And red_condition is precisely equal to 1
‘Then  simultaneous_cali_red_condition
30 is confirmed.
RULE : Rule 41
If
there is evidence of eval_suspect_term_rules
And red_condition is precisely equal to 1
35 Then suspect_term_red_condition
is confirmed.
RULE : Rule 42
If
there is evidence of eval_ien_day_intl_thresh_rules
40 And red_condition is precisely equal to 1
Then ten_day_int]_thresh_red_condition
is confirmed.
RULE : Rule 43
If
45 there is evidence of eval_ten_day_thresh_rules
And red_condition is precisely equal to 1
Then ten_day_thresh_red_condition .

is confirmed.




If there is evidence of eval _ten day_intl _threshrules 40 And red condition
is precisely equal to 1 Then ten_day_intl_thresh red_condition 1is
confirmed. RULE : Rule 43 |If 45 there is evidence qf I day _thresh
rul B 944H@5% ed condition is precisely equal to 1 Tﬁ’gﬁﬁ;@ﬁ“ﬁ{}_t hresh red
condition is confirmed. WO 94/11959 PCT/US93/ 10757 -87- RULE : Rule 44 If
there is evidence of eval velocit#g7rules And red condition is precisely
equal to 1 5 Then velocity red condition is confirmed. RULE : Rule 45 If
al ert_cou%‘i"rl:ygr eaf¥f“t han 2 10 And red_condition is precisely equal to 0

Then yel | condi ti gn- sef;l 0 leénd 1 is assigned-to yellow
condi ti on WO 94/ 119%5; ,@%@ﬁh g%iq‘ﬁﬁﬁ,-l APPENDI X B DETERM NATI ON OF
Al RLI N DIfadANGERinl red LBrtgtio St ance Message Tel econmuni cations Service

is confirmed.

RULE : Rule 45
If . _
alert_count is greater than 2
10 And red_condition is precisely equal to 0
Then yellow_condition_set
is confirmed.
And 1 is assigned to yellow condition



To determine the rate distance between any two MSCs proceed as follows: 5
a. Cbtain the "V' and "H' coordinates for each MSC. "V;" the vertical
coordinate, 1is equivalent to longitude; "H " the horizontal coordinate, is
equVOMMEPSX 0 | atitude. b. Obtain the difference bBEWASAIAWST\
coordinates o the two MSCs. (btain the difference between the "H'
coordinates. 10 Note: The differeage is al ways obtained by subtracting the
smaller coordinate fromthe |arger coordinate. c. Divide each of the.

di fferences obtained in b. by thfEEENRI¥Hhdi ng each quotient to the nearer

i nt eger. %Eﬁﬁﬂﬁlégwﬂkpﬁiﬂ'%gﬁﬁﬁ%a”d add the two squares. |If the sum

of the squares’i's grea 7, divide the integers obtained in c.

by three and r%g@ﬁstaa&%sdfeTemi&tmme%@cess until the sum of the
squares obtained 1n d. 1s Tess than 1778. e. The nunber of successive

di vi si ons by tTw é&eermine it eyesditanceatieovech angl etoaviShs ipeseeti aefollwal ue of "N'.
Multiply the final sumof the two squares obtained in step d. by the

nmul ti @ ier spetifipuimthe NE ardoH epidingles iangagh Mee. Vhjthe vrgipa @oggfnatey .
precedi ng: 20 N Mulit Fﬁf"?‘é‘r‘ ‘Rloneitifin Bat Be PPranglecoorlinglegis_equivaleny tog 3 72 9
121 4 656.1 361 23*%%% 904.9 1,081 6 53,144.1 3,241 f. Cbtain square
root of producy in @aifidairdércdibetvRStint *WAGookdidtds b & wd ASEd cbRintR Next hi'gher.
i nteger. This is th@frR&Iegentid € Bolddrge except that when the mleage. so
obtained is less than the mninumrate mleage shown in e. preceding, the
30 mI¥ mum rate m | eage Newr r Bepliffechineegis alvays [pbtainpd by, subuastingstha pdllerc abl e.
Exanpl e: The nessage rate dfSW@ple &omdhelgrggiicoasdingfat ween Detroit, M chigan

and Madi son, éN s¢ %\%Aenehch\c/)f tll_xle differences obtained in b. by three, rounding each quotient to

the nearer integer.

d. - Square these two integers and add the two squares. If the sum of the squares is
15 greater than 1777, divide the integers obtained in c. by three and repeat step d.
Repeat this process until the sum of the squares obtained in d. is less than 1778.

e. The number of successive divisions by three in steps c. and d. determines the
value of "N". Multiply the final sum of the two squares obtained in step d. by the
multiplier specified in the following table for this value of "N" preceding:

20 N Multiplier Minimum Rate Mileage
1 0.9 -
2 - 8.1 41
3 729 121
4 656.1 361
25 5 5,904.9 1,081
6 53,144.1 3,241
f. Obtain square root ot_‘ product in e. and, with resulting fraction, round up to next
-higher integer. This is the message rate mileage except that when the mileage
so obtained is less than the minimum rate mileage shown in e. preceding, the
30 minimum rate mileage corresponding to the "N” value is applicable.
Example:
The message rate distance is required between Detroit, Michigan and Madison,
‘Wisconsin. '
\Y% H
35 (a) Detroit, Michigan 5536 2828
Madison, Wisconsin 5887 3796
(b) difference 351 968

(cl) dividing each difference by three and rounding to nearer integer = 117 and 323



35 (a) Detroit, Mchigan 5536 2828 Madi son, W sconsin 5887 3796 (b)
difference 351 968 (cl) dividing each difference by three and rounding to..
nearer integer = 117 and 323 WD 94/ 11959 PCT/ US93/ 10757 -89 (dl) squaring
i ntwoeas119s9d addi ng, 117X117 = 13,689 323X323 = 10RCHESI3/4& of squar ed
integers 118,018 sum of squared integers is greater than 1777, so divide
integers in (cl) by three 5 and-gepeat (dl) (c2) dividing integers in (cl)
by three and rounding = 39 and 108 (d2) squaring integers and addi ng,
39X39 = 1, 521 @©OBXIsQ&ring integeoad adding of 2%30&%& i1#¢%8gers 13,185 10 sum of
squared integers is greater than 1777, 2y T8t egers in (c2) by three
and repeat (d2) (cIPmefErdrigesR egers in (B by three and rounding = 13
and 16 (d3) squarifg of QLEGERE eﬁﬁﬁgr&%@'hﬂﬂﬂﬁ%&%&deﬁné in @19 umeel, 296 15
sum ofg squar ed i nt eggtepeal (P> fhi's” sum of squared integers is |ess than
1778 and was obtained after three successive divisions by three, '
therefore, "N'(2 3.diidgg ilvkdetsiipicy) Hyitne ang tmdidg s qU&addOB | nt egers 1,465 by
factor 72.9 (corresponding to "N' = 3) X 72.9 20 = 106,798.5 (f) Square.
root of 106, 79625 -sqmpige iaiserreent pddiei on9%dhrchals rounded up to 327 niles
(fractional mles bei ng consi t%Ieegsed fl.ll?%)l(l T ~ The 327 mles is |larger .
t han t_he m ni mum of "L2PET € R es app?'l cable when "N' = 3, so the rres-s_ag'e_- _
rate ygleage is 3Z{miGiBsted ifegef is frétte? iHRX EPANRG Bivigd HilefIRGR &2) by three SRR
and repeat (d2)

(c3) dividing integers in.(c2) by three and rounding = 13 and 16
(d3)  squaring integers and adding, 13X13 = 169
36X36 = 1,296
15 sum of squared integers 1,465

This sum of squared integers is less than 1778 and was obtained after three
successive divisions by three, therefore, "N" = 3. ’

() Multiply final sum of squared integers 1,465
- by factor 72.9 (corresponding to "N" = 3) X 729
20 = 106,798.5

6] Square root of 106,798.5 = 326 and a fraction, which is rounded up to 327 miles
(fractional miles being considered full miles). The 327 miles is larger than the
minimum of 121 rate miles applicable when "N" = 3, so the message rate mileage
is 327 miles.

25 2. Interexchange Distances
To determine the rate distance between an); two MSCs proceed as follows:
a. Obt1ain the "V" and "H" coordinates for each MSC.
b. Obtain the difference between the "V™ coordinates of the two MSCs. Obtain the

difference between the "H" coordinates.

30 Note: The Difference is always obtained by subtracting the smaller
coordinate from the larger coordinate.

Square each difference obtained in b. above.

c.
d. Add the squares of the "V™ difference and the "H" difference obtained in c. above.
e. Divide the sum of the squares obtained in d. above by 10. Round to the next
35 higher whole number if any fraction is obtained.
f Obtain the square root of the result obtained in e. above. This is the rate
distance in miles. (Fractional miles being considered as whole miles).
Example:

The rate distance is required between St. Paul, Minnesota and Osceola, Wisconsin.



To determine the rate distance between any two MSCs proceed as follows: a.
Obtain the "V' and "H' coordinates for each MSC. b. Obtain the difference
between the "V' coordinates of the two MSCs. Obtain_the S} %rence bet ween
t heWO-P4/E186% di nat es. 30 Note: The Difference is al wAye GBrA’ gd by
subtracting the smaller coordinate fromthe |arger coordinate. c. Square
each difference obtained in b. abo®e. d. Add the squares of the "V’
difference and the "H' difference obtained in c. above. e. Divide the sum .
of the squares obtained in d. above —b¥—10. Rounete the next 35 hi gher - -
whol e nunbes:. Hulamyneidiaacti on is obtaisvesl. f. Obtssdgn the square root of the .
result obtai nedl \{; above. This is & rate djstance in mles.
(Fracti onal B8y consi der ed as—%ol e ml .- Exanple: The rate
di-stance is reqw red bet walifferegte. Paul ,99M nnesot a2hnd. Osceol a, W sconsin. WO
94/ 11959 PCT/ US93/ 10757 -sqiref H St ggjﬁaul + Mnngsota 1514&6 4498 Osceol a,
VVsconS|n 5677 4477 difference 99 21 uared 9,801 + 441 = 10,242 10. 242
1,024.2 10 square root of 1,025 =192201= 33%% ine niles 5 3. :
Intraexchange D stances To determ ne e rate di stance between any two I\/SCs
proceed as fkqhieovw of 1,25 Ost 201 t he "3B'aimomilel" coor di nates for each MSC. b.
btain the difference between the "V' coordi nates of the two MSCs. Obtain - -
the diffeyence,pelmrebilifies”H coordinates. 10 Note: The Difference is . -
al ways™ obtai ned by subfracting the smaller coordinate fromthe |arger

coordi nat e. To determine the rate distance between any two MSCs proceed as follows:
a. Obtain the "V" and "H" coordinates for each MSC.
b. Obuain the difference between the "V" coordinates of the two MSCs. Obtain the

difference between the "H" coordinates.

10 Note: The Difference is always obtained by subtracting the smaller coordinate
from the larger coordinate.

c Square each difference obtained in b. above.
- d Add the squares of the "V" difference and the "H" difference obtained in c. above.
e. Divide the sum of the squares obtained in d. above by 10.
15 f. Obtain the square root of the result obtained in e. above.
Express this result with two decimal places. This is the distance in miles.
Fractions are rounded to the next higher half mile.
Example:
The rate distance is required between two MSCs in the Orange, New Jersey
20 exchange.
NPA NXX A% H
201 675 (East Orange) 5015 1440
201 736 (West Orange) . 5014 1448
difference 1 8
25 squared 1 64 = 65
' 65 = 6.5 i

10

square root of 6.5 = 2.55 = 3 airline miles



c. Square each difference obtained in b. above. d. Add the squares of the
"V' difference and.the "H' difference obtained in c. above. e. Dvide the
sum of the squares obtained in d. above by 10. 15 f. btain the square root
of WRP4/H8M t obtained in e. above. Express this rRGAUSHAWIwo deci mal

pl aces. This is the distance in mles. Fractions are rounded to the next
hi gher half mle. Exanple: The fate distance is required between tw MSCs
in the Orange, New Jersey 20 exchange. NPA NXX V H 201 675 (East Orange)
5015 1440¥babilisIpladmedt 16% ange) 5014 1448 difference 1 8 25 squared 1 64

=65 65 =6.5 10 square_root .of 6.5 =.2.55 = 3.aitlipe nml.es W 94/11959
PCT/ US93/ 10757** - 9" BRBFT 3% IfSFn%ﬁcéF:mY.p%neng‘:dﬁér&%{t TR oot ng

potential Ly, L& Rk i ochehecAMeNi cRkbeRsfgdd vity, conprising: a digital
conrputer; 5 Interface nmeans, operating within said digital conputer, for
recei ving a caalaigiftanmebmputercord for each call involving a particul ar
subscri ber; pattern nmeans, operating within said digital conputer, for

usi ngSa pl ur al Intexfiaceai de@akl | PPEFRBENDN YEHEU fsRid 1R igditalparti cul ar
subscriber to jdentjfy a subscriber_specific pattern o istorjical call

usage and®PBPRETie °6y FRAF TR URVA §?ilgn§“ ?Wﬁ’%&f‘d?eﬁ% or¥c&PCBal | usage

can be call involving a particular subscriber:
pattern means, operating Qithin said digital computgr,
for using a plurality of said call information record for

10 said particular subscriber to identify a subscriber-
speéific pattern of historical call usage and relative to
which deviations from said historical call usage can be
detected that may be indicative of fraudulent call
activity;

15 comparison means, operating within said ~digital
‘computer, for comparing the particular subscriber's current
call usage with information relating to said subscriber-
specific pattern .of historical call usage to identify
potentially fraudulen£ call activity: and

20 output means, operating within said digital computer,
for outputting an indication of a potentially fraudulent
call activity based upon a result of the comparison
perfo;med by said comparispn means. -

2. A telecommunication fraud detection apparatus

25 according to Claim 1, wherein said information relating to
said subscriber-specific pattern of historical call usage
includes a subscriber-specific pattern of_historical call

duration usage and said comparison means compares the



detected that may be indicative of fraudulent call activity; 15 conparison
nmeans, operating wthin said digital .conmputer, for conparing the

particul ar subscriber's current call usage with information relating to
sai dvewvbacysober - specific pattern of historical callpcyeg®s/iers? dentify _
potentially fraudulent call activity; and 20 out put means, operating wthin
said digital computer, for outputd,jng an indication of a potentially
fraudulent call activity based upon a result of the conparison perforned
by said competiicua0arimeabscr Zber d eh@a@RINN0at idutatisHd udagectien apparat us
25 according to Caim1, wherein said information relating to said

subscri bersaypbcﬁulzﬁcp'abﬁerﬁpﬁﬁlﬁwcst @atgarncaldf uddHgdorinegl udeslh

subscri ber-specific pattern of historical call duration usage and said -
conpar i sorf NcYip8Tes the WO 94/11959 PCT/ US93/ 10757 -92 particul ar

subscriber’s cyrrenf, qalle cgmgam&mﬁgermhdegaagfe;gg%%m{ gpecific

pattern of hi storlcal cal l uration usa A catton fraud.

dét ect 5 on ARPAEAhYSto SCREGON]] Qgef@lrgiﬁl@ InrvbRaeioh S1dtingoFgat i on
relating to said subscriber-specific pattern of historical call usage

i ncl udes #Exghsebspribepesnddidigarastarnf ofilsistimialalcghll usdgeity usage
and sai d cor%iarl son neans conpares . the particular subscriber's current

cal | vel odSH99€5g8 \ﬁl“}c’ﬁc’iﬁ’%rals@eé:&ﬁéﬁr?%%?ers'bé& ictexicat nca¥l hi st or | _cél |
cal | vel qaliogsusadeach And clesammuupiaation fiayd delechion gpparatus
accordlng to%l ?q% erern sard OI’ITB.IOI’] relati nd)%
particular subscriber's current call velocity usage with
10 said subscriber-specific pattern of historical call
velocity usage.

4, A telecommunication fraud detection apparatus
according to Claim 1, wherein said informatioh relating to
said subscriber-specific pattern of historical call usage

15 includes subscriber—speéific call velocity thresholds and

said comparison means compares the particular subscriber's

- current call velocity usage with said subscriber-specific
call velocity thresholds.

5. A telecommunication fraud detection apparatus

20 according to Claim 1, wherein said information rélating to
said subscriber-specific pattern of historical call usage
includes a subscriberfspecific daily call velocity
threshold and said comparison means compares the particular
subscriber's current daily call velocity usage with said

25 subscriber-specific daily call velocity threshold.

6. A telecommunication fraud detection apparatus
according to Claim 1, wherein said information relating to

said subscriber-specific pattern of historical call usage



sai d subscriber-specific pattern of historical call usage 15 includes
subscri ber-specific call velocity thresholds and said conparison neans
conpares the particular subscriber's current call velocity usage with said
subsomuhesssspeci fic call velocity thresholds. 5. APECHUSEHYMEAI cation fraud .
detection apparatus 20 according to Claim1, wherein said information
relating to said subscriber-speaisf-ic pattern of historical call usage

i ncl udes a subscriber-specific daily call velocity threshold and said
conpari soincinstes 8paceribehespecificuifave-dapswoviibgravverage eptldaily call
velocity usage with said _25 subscriber-specific daily call )éel ocity

t hr eshol dvelPciky: dheeshaithi ang iSH+ Fzﬁ’ﬂ‘&aﬁgfg’ét‘f‘%‘ﬂ’% 26§ “B8cording to

Claim1l, wherein_said,inf flo [ o] ai sgL, zspecific
pattern of2h %%ugfircéubggfgggga%egvg%% 1?8%% B&?’/ @%Q%O%H?Q%SB i ncl udes a
subscri begs SPR1 bl Yoadtay 1RRVEAD aMRGe peakbpey et e ittiyetfagshol d and
sai d conpari son neans conpares the particular subscriber's current five
day nevi ngoviMy ageragal talkelvediokytystiyeeshald.sai d subscri ber-specific
five-day 5 noving average call velocity threshold. 7. A tel econmunication
fraud detecti dn apPartRiIRSOMREBSFHEIRP t TP HeFechiBR eidPPEEREYF nf or mat i on

relating 1o .osfld 2UDSELIDA - SRBELIACe A Lol Ahe hoa Al fiahgCRb! usage

i ncl udes 3% i ber -speciti ay noving average ca O velocity .- -
threshol dgang i<l GOEPALHSOTE L Pt te@APBECH i 5H6r i Al tdaqul asagybscriber' s

current ten day noving average call usage with said subscriber-specific
t en-day nbweéNnf@iedver agesceiddr-spkeotifiy tdm-eHymdvifig avemigecoahlini cati on
fraud detection apparatus
10 velocity threshold .and said comparison means compares the
particular subscriber's current ten day moving average call
usage with said subscriber-specific ten-day moving average
call velocity threshold.
8. A telecommunication fraud detection apparatus
15 according to Claim 1, wherein said comparison means
compares the_particular.subscriber's current usage with a
combination of at 1least two of the following of said
information relating to said subscriber-specific pattern of
historical call usage: a subscriber-specific pattern of
20 historical call duration usage, a subscriber-specific
pattern of historical «call velocity usage, and a
subscriber-specific pattern of historical call velocity
usage that includes subscriber-specific call velocity
thresholds. |
25 9, A telecbmmunication fraud detection apparatus
according to Claim 1, wherein at least one of said current

call wusage and said information relating to said

subscriber-specific pattern of historical call usage




15 according to Caim1, wherein said compari son neans

parti cul

of the follow ng of said

ar subscriber's current usage wwth a conbination of at

conpares the

| east two

hi storical call duration usage, a subscriber-specific pattern of
hi'storical call velocity usage, asuka subscriber-specific pattern of

hi storical call velocity wusage that includes subscriber-specific cal

information relating to said subscriber-specific
patWerM/1d959 hi storical call usage: a subscriber-speBFFAUSATSErn of 20

vel ocity ingledem| @s. MGy AVeERgRomMANS cHR1dn FOMRAYiEER edMS2HE appar at us
according to_Claim1, wherein at, | east .one of said _current cal

said inf

aver age,

aver age. 48coiig} @200TH bk CR} ivdiRreiaudt deéect ictie appasfd Warrageor di ng to
: wherein at |east one of said current .5 call usage and said
i nf or-Aat i e&alk el asagr) tandai gatdbsénfoaratsinoci fredaganger #oof saiidt ori cal call

Claima1l,

usage |

ay novi ng aver age
borfor s SURSTAE SSRGS G SRR o Hay MEYPRACA hyetiige. UEG981 A

tel ecommup, CRl4QN LT aude dele PRALAIGE, | AL AL Godiipadido 1, wherein

at | east

said subgeandepespoendi 6 RRmbarisoh hisshgrisadld cfilve-dagganoviigl udes a

t en- day

10

15

20

25

oPREEPTF e CRMPAGLER S P9 SAHECPPBERY HEFPEe pattern of
historical caljyusage: ¥Q QdnthIelt B/ lf?%%/dlogé?ect‘i%ﬁ_ | ddidgasa moving

usage and

and sai d conparison neans perforns a conparison using said noving

ncl udes, a five-d .and said conpari son

neans

hd
one of sald current .ég?ﬁﬁusage and sald information relating to

novi ng average, and said conparison 15 nmeans perfornms a conparison
usi ng sai @vexagelay novi ng

11. A telecommunicatién fraud detection apparatus
accoraing to Claim 1, wherein at least one of said current
call usage and said information relating to said
subscriber-specific pattern of historical call usage
includes a ten-day moving average, and said comparisén
means performs a comparison using said ten~day moving
average.

12. A telecommunication fraud detection apparatus
according to Claim 1, wherein at least one of said current
call wusage and said information relating to said
subscriber-specific pattern of historical call usage
includes a plurality of moving averages, and said
comparison means performs a comparison using said plurality
of moving averages.

13. A telecommunication fraud detection apparatus
according to ‘Claim 1, wherein said current call usage
includes a five-day moving average and said information
relating to.said subscriber-specific pattern of historical

call usage includes a ten-day moving average, and said



average. 12. A tel econmmunication fraud detection apparatus according to
Caim1l, wherein at least one of said current call usage and said
information relating to said 20 subscriber-specific pattern of historical
caWo swarsy i ncludes a plurality of noving aver agePCTARRPIEWIF conparison
means perforns a conparison using said plurality of noving averages. 13. A
t el econmuni cation fraud detectiepsapparatus 25 according to Caiml1, :
wherein said current call usage includes a five-day novi ng average and

sai d i nf conpar bson medaatsi pgriorssial conpsrisbrrusiperiskiid pivewday of

historical call usage includes a ten-day noving average, and said WO

94/ 11959 MPTPYRE TS And- §81¢ ohpRiid a0 MR AAs2 PR3 s a conpari son usi ng

S e (2o 0V e AL ARG R0 8ALC L BN AL OBYIG0 BUELAGES 19, A

( %EJ .
t el econmuni catTons fraud detecti on apparatus accor alm 1, wherein

sai d out QLoPBEAG, td cPal®SAONSRhbLeimf @amat | ORcRIOVindadshy iai d

conpari son neans that identifies. potentially fraudulent call activity,

.deci des wleephrse oto nnifdrmatibpupravidedilmpatsadnd comparpserméarid y fraudul ent
call according to a predetermned set of rules. 10_15. A tel ecommunication
fraud. débastiben -uBoteRtiAdivhg frauerlent 1 cater BFRTEHY pattern

means furdfen. - COMILses JPans.f of, CRALASLeT P! Shal 06 BB tbgul A"

_ . rre cal " 'usage as a'l novi Ng aver age and sai d o
subscri befrepesiiiy PaldRNRnef daist Adceskif@l toll pradetasmeneecond noving

average, each calcul ated over a different specified nunber of days,
wher ei n seitdo€ onpkes .Son '

10 ' 15. A telecommunication fraud .detection apparatus
according to Claim 1, wherein said pattern means further
comprises means for characterizing the particular
subscriber's current call'usage as a first moving average
and éaid subscriber-specific pattern of historical call

15 usage as a second moving average, each calculated over a
different specified number of days, wherein said.comparison
means compares the first moving average to said second
moving average to deﬁermine if a meaningful increase in
usage has occurred.

20 16. A telecommunication fraud detection apparatus
according to Claim 15, wherein said said second moving
average is calculated over a greater number of days than
said first moving average, and

wherein said output means outputs an indication of

25 potentially fraudulent call activity, when each of the
following two conditions are satisfied: (1) the first
moving average is greater than the second moving average:;

and (2) a percentage increase between the first moving



means conpares the first noving average to said second noving aver a'ge to
determne if a neaningful increase in wusage has occurred. 20 16. A By
t el econmuni cation fraud detection apparatus according to Caim 15, wherein

sai WOMA18¥cond. noving average is cal cul ated overperAssofygisynunber of
days than said first noving average, and wherein said output means outputs
an indication of 25 potentially fgaudulent call activity, when each of the
following two conditions are satisfied: (1) the first noving average is

greater thaverdmpe sadendatedidy cyeradyeand ik (FBhst HGGEﬁé‘ta%%‘i-a%Q“ ease
between the first noving W94/11959 PCT/US93/ 10757 -96 averagé cal cul ated

on day (t)S&Pkated ersdayp(ttly ®xeeade acmteldtatradnesn sayurid.- 1) exceeds a
pr edet er mi ned ay A tel ecoprruni cation fraud detection apparatus

n;oun%. \’ﬁ%’; .
according to dai'm I, SEMUBAFAt tYhpdFRYBn dRteSsios @npsrates means for

gener at i N0a @b 1A Eo WEIS] N4E | vel oci.t.y event,, a duration event, a
vel ocity threshoﬁ"‘gt event. l?ds. A tglljgl(‘:%lnl’}mrﬁa St | SATPILARPHefERRF N

appar abus cemuoursdisngetns Ckéi Nyeherétehgi BnSalén€ PR3N aQ% 410 .
conprises neans for generating an alert A wherein Als a doubling velocity

al ert i ndiY&H§Yt Ritenthe eflucationf event ) sabwesaicdtpardhiredhdiqsubscri ber
has doubl eeq, Quer a predetermned period, a 3-in-5 velocity alert :
i ndi cating $Hdt three vel oci ty-type events have occurred within a five 15. .

duy at onal et “Padi Bacrag eRBin RS0 SePE B¢edFiatptearatime icular
subscri beradwagddagbl €6l claim 1, wherein said comparison means
10 comprises means for generating an alert A, wherein A is a
doubling velocity alert indicating that the velocity of
calls by said particular subscriber has doubled over a
predetermined period, a 3-in-5 velocity alert indicating
that three velocity-type events have occurred within a five
15 day period that are associated with said particular
subscriber, a doubling duration alert indicating that the
duration of calls by said particular subscriber has doubled
over a predetermined period, a 3-in-5 duration alert
indicating that three durétion-type events have occurred
20 within a five day period that are associated with said
particular subscriber, a daily velocity threshold alert, a
5-day average velocity threshold alert, a 10-day average

velocity threshold alert. -



over a predetermined period, a 3-in-5 duration alert indicating that three
duration-type events have occurred 20 within a five day period that are

~associated with said particular subscriber, a dail {d7¥- t hreshol d
al &¥YQ94/41958_ day average velocity threshold alert, ay%ﬁéggiégéer age

velocity threshold alert. WO 94/11959 PCT/US93/ 10757 -97 19. An appar at us
for detecting potentially fraudut®ht telecommunication activity,
conprising: a digital conputer; inferface neans, .Q in ithin said .
digital 5 comdfute®n pRanaiMs fPRfiete gllf'giprﬁ oerﬂr%‘taﬁg%a#reaé‘%rugne&gr each call
i nvol vi ng articul ar .subsgri . apaby¥sisndEans, operating within said
digital £ L) e g%lgﬁagﬁil\ﬁlg&t'he pgrti Crl‘.l ar subscriber's call usage,

based upon ong figiRae ebmpa@tsk call information 10 record, to identify
potentially fraudulent call activity, said analysis neans generating or
processi ng i nf or matinteriface t heassur gpevitinteifithimeaict ¢higi&ely fraudul ent

call activity; and output neans, operatin ithin sai igital computer,
15 foB oucpmRlteRy £i9Ti KAFeLYih BHradd; ﬂ“f)‘b’tg%%gt’i%‘l Ffrc?F‘glg‘ihg eeﬁ‘Fi’ call - .
activity based, upan .a result, of i LS-performed by said analysis
nmeans, anﬂafﬁr”&?"gﬁ’llﬁi ﬁgp%fur e%lsqes?gl%%l%?b rs_gi d informati on generated
during the anal ysi $aigkisi GRaks,,i abezaitdnpotanhiial Isaikr alidylteat cal | . i
activity so an 20 asseSsnment of said potentially fraudulent call activity .-

can be magfpuldk, Afdel xapmimoc dhieopaintdgulaet subserikgiysr #dd according

to Caim19, wherein said information di stpl ag/_ed . .
usage, based upon one or more of said call information

10 record, to identify potentially fraudulent call activity,
said analysis means generating or processing information in
the course of identifying potentially fraudulent call
activity; and

| output means, operating within said digital éomputer,

15 for outputting an indication of said potentially fraudulent
call activity based upon a result of the analysis performed
by said analysis means, and for displaying at least some of
said information generated during the analysis that
jdentified said potentially fraudulent call activity so an

20 assessment of said potentially fraudulent call activity can
be made.

20. A telecommunication fraud detection apparatus
according to Claim 19, whgrein said information displayed
by said output means inclﬁdes an event E, wherein E is a

25 velocity event, a duration event; a velocity threshold

~event, a suspect number event, a suspect country event, a

credit event, or an overlap calls event.




by said output neans includes an event E, wherein Eis a 25 velocity event,
a duration event, a velocity threshold event, a suspect nunber event, a
.suspect -country event, a credit event, or an owerlap calls event. WD

94/ WM 19¥8T/ US93/ 10757 -98 21. A tel econmuni cat i oPCT/U&83I10782t ecti on
apparatus according to Caim19, wherein said information displayed by
sai d output neans includes an alegg- A wherein Ais a doubling velocity
alert indicating that the velocity of 5 calls by said particular subscriber
has doubl ed over. aa ptelsicamtiniedtpeni ddava Jddtectivel aipgarather t
indicating that three velocity events that are associated with said
partlcuIaPC@QIQRHQtﬁﬂ'Cﬁave d2cuvherein tsfid dnfoymatign QkﬁﬂL&NEGa doubl i ng
duration alert dlcatlg%ithat t?e 10 durailon of aII % a subscri ber has
doubl ed oQ%rsﬁ? pP et aﬁédlBS F%ﬁs P RIS Rur ﬁ?ﬁﬁna erf Pndicating

t hat thregoﬂwﬂ; OGefc}’di th i a 1c%rt§nés%ﬂ‘é'tatt§@ We&'&cﬁ?' ngarti"cuI ar

subscri ber have occurre Ive day perio aily velocity

t hr esgol dcal B¢t bya s'éida)pa&‘tﬁl‘:ﬁger 15upstpindy hos eabablled! evér a 10- day
average velocity threshold alert, a suspect nunber alert, a suspect
country Rredetempimeddiperapdért a érlan5ovelpgptra@l%r%ﬂxndlcazzngA

t el ecommunj catjon fraud detection a aratus ccorg g to. Claim19, mhereln_
sai d i nf oFati BRELR sYi Y ?UeB§S ﬂtoﬁf%u?s <ﬂ155e§aﬂﬂe partlcular

subscr ! bep, s SlaklS.Gala 23 Aude! BEITLO} CaLiafyf raug,dlet gali on

appar at us accor ing to erern sai ormati1 on pl ayed by
sai d out ppérmns al "ddurdesga Airaiopf atr&tsumﬁ@uénﬁrng 2thspeenki c pattern

of usage.

10 duration of calls by a subscriber has doubled over a
predetermined period, a 3-in-5 duration alert indicating
that three duration-type events that are associated with
lsaid particular subscriber have occurred within a five day
period, a daily velocity threshold alert, a 5-day average

15 velocity threshold alert, a 10-day average velocity
threshold alert, a suspect number alert, a suspect country
alert, a credit alert, or an overlap qalls alert.

22. A telecommunication £fraud deteétion apparatus
according to Claim 19, wherein said information displayed

20 by said output means includes the particulaf subscriber's
status data.

23. A telecommﬁnication fraud detection apparatus
~according to Claim 19, wherein said information displayed
by said output means includes a graph of the subscriber-

25 specific pattern of usage.



WO 94/ 11959 PCT/ US93/ 10757 -99 24. A tel ecommuni cation fraud detection
apparatus according to Claim 19, wherein said information displayed by
sai d out put neans includes a graph of the particular subscriber's call
velwoious19300 94/11959 PCT/ US93/ 10757 -100 25. An BPHUEIUFHr det ecti ng
potentially fraudul ent teleconmunication activity, conprising: a digital
conputer; interface neans, operatdgyg within said digital 5 conputer, for.
receiving a call information record for each call involving a particular
subscri ber, s&@4d cal |televoomunirahiercdrauderdaléFtiPBmaPRAERERSNTIUNI cat i on
switching center that establishes connect,i.ons _between el ci%ogguni cation

devi ces; ATFFSHNG itOOFLAREANLY / PRI FAM HPACERR R SR 2YE8nput er, for
compar i g4 e, ¢! L AR | RO A AR 1 hiubn S chifdl fadyiican gt i on. recor d
i nvol ving the parti ar subscriber with a predetermned call destination
to identghysdohisabhy fyausbiltgnt cal | activity; and 15 output neans,
operating within said digital conputer, .for outputting an indication of
said potentially fraudulent <call activity based upon a result of the
conpari son perforned by said conparison neans. 26. A tel econmunication
“fraud detection apparatus 20 according to C aim 25, wherein the

predeterm ned call destination conprises a suspect term nation nunber...27. . .

A tel ecommuni cation fraud detection apparatus according to C ai m 25,
wherein the predeterm ned call



destination conprises a suspect country code. WD 94/11959 PCT/ US93/ 10757
-101 28. An apparatus for detecting potentially fraudul ent

t el econmuni cation activity, conprising: a digital conputer; interface
meaWe,940i385%t i ng within said digital 5 conputer, fBETAUSEHIWISAg a cal |
information record for each of at |least two calls associated with a
particul ar subscriber and deriwado-roma switching center that

est abl i shes calls between tel econmuni cati on devices; detection means, '
operating with2%. sa@irdagpgratals £0@ éefpuitiog, péeentiatldat Freudiiemdcur rence of
overl apped calls wusing said call information record for each of said at

| east twotEAhPPIuMUNicatdencaft b ol SPEPFAFPBY: cal s indicating that calls

associated wt i:Q_parti . Subscriber were placed in an inprobable
ti-me sequence % é’taél%gai Sghgmg#%%ti ve of potentially fraudul ent call

activity; and jtdfrsceMaeansOPelopekrBgingt hivhesah d A 0i t adigu@mputer, for
outputting an indication of overlapped calls based upon a result of the
ahal ysi s pempuotemrd floy secdivimg ysicalieanforftioh rekcecdnfamieashi on fraud .
det ecti on aggar atus. 20 according ,to Caim 28, wherein said detection neans
detects SAldcchPVeheEnodf EvePPégb%‘Hl%%l | SuRSAibETe sfFdfantGadtl y

sinmul tanegus calls. 30. A telegcq i cation frayd.detection.apparatus
accor di nglpgoa‘atlorﬁ&re ogrdei ﬁacesr%g %trofn A l‘ll—'eltm'ca“eqfuan crgtlfg' an

al'm det ecl ion neans ects _ _ .
occurrencey@tcRusy | aRpedrcathst afdRhpt 988L &eradnnet@bngeastalane di spersion
related information derived fromsaid call information record for each of

said at | eatécdéHmmunicalitiion devices;

10 comparison means, operating within said digital
computer, for comparing the call destination identified in
said call information record involving the particular
subscriber with a predetermined call destination to
identify potentially fraudulent call activity; and

15 output means, operating within said digital computer,
for outputting an indication of said potentially fraudulent
call activity based upon a result of the comparison
performed by said comparison means.

26. A telecommunication fraud detection apparatus

20 according to Claim 25, wherein the predetermined call
destination comprises a suspect termination number.

27. A telecommunication fraud detection apparatus
according to .Claim 25, wherein the predetermined call

destination comprises a suspect country code.




WD 94/ 11959 PCT/ US93/ 10757 -102 31. A telecommunication fraud detection
apparatus according to Caim28, wherein said detection neans further
conprises adjusting nmeans for adjusting information derived from at [|east
onewof944295% call information record to 5 account foRCHESH HIAT c di spersion
between | ocations of said at |least two calls. 32. A tel ecommunication
fraud detection apparatus accorgpong to C aim 28, wherein said detection
means conprises adjusting neans for adjusting information derived 10 from
at | east one @B.sai dncal dpparfadiusat i dorr ecéetiecbingiccaattentdplyrogr aphi c
di spersion using an airline formyla that, provides an estinmate of the
di st ance HAUREFIEhECLPRBAYTGFE LAPPWATEHY Klaf d CRPPFeSEERIt wo cal I s are
initiated. } W0.,94/.11959 PCT/ US93/10757 -103 33. An apparatus for
det ecting pot eantdilgll%?/?f?%mfd’u egrit t el econmuni cation activity, conprising: a
digital conputigfertREEr f AE&nLEANSpeRERY | RELtHihI Bagal dadggthial S :
conputer, for receiving a call information record for each call involving
a“parsi cutaiputielrs c foberecegiarimgetecal deimfidrynatdonenesgroferatacly within said:
digital conputer, for identifying a paraneter of the particular
subscri be?f s atur AeAst califo usagéshadePORtRY | HEBR e’ | ARTEAERARY ed from one
or nore call information . recaords_provided b)é aid intec{fac npans; pattern .
u

i dent i fyi THPSHEARET opBF atdHd Uit nFABait SELGPPAPY ot eerr,g?or i denti fying
a subscridarRetieli €ai11s petween telecommunication devices;

detection means, operating within said digital

10 computer, for deteqting an occurrence of overlapped calls

using said call information record for each of said at

least two calls, said detection of overlapped calls

indicatiﬁg that calls -associated with said particular

subscriber were placed in an improbable time sequence that

15 is indicative of potentially fraudulent call activity; and

output means, operating within said digital computer,

for outputting an indication of overlapped calls based upon

a result of the analysis performed by said analysis means.

29. A telecommunication fraud detection apparatus

20 according to Claim 28, wherein said detection means detects

an occurrence of overlapped calls that are substantially
simultaneous calls.

30. A telecommunication fraud detection apparatus

according to Claim 28, wherein said detection means detects

25 an occurrence of overlapped calls after consideration of

gebgraphic dispersion related information defived from said

call information reco?d for each of said at least two

calls.



pattern of historical call usage based on information 15 extracted froma
plurality of said call information records; analysis neans, operating
within said .digital conputer, for analyzing the particul ar subscriber's
curWerd/118% | usage to identify potentially fraudul BaF/USEMI073D activity,
sai d anal yzi ng neans generating data in the course of identifying
potentially fraudul ent activity-and- using one or nore of the follow ng:
information relating to the subscriber-specific pattern of historical call
usage identifiled By telerqrundratieRntireyfngekestdona anpayatys a 25 cal |
destination paraneter jdentified in a call.infqrmtion record by said
par anet erafﬁ‘glfé’irf%/i ﬁgCJn"ia% 81 oVREG L E33E LT ICT BRART cfr‘i‘r%éfﬁmet er
i denti fiedofyy faldaR3h SEBILheahderl bkl A0t TRG NS 2R VI ¥k 1239 o
PCT/ US93/ 10757 -104" out put nmeans, opefating wthin said digital conputer, -~
f or out puttéomgasn leudtcadbnenodf saigoteall alihgoftastiht epécordl koactivity
based upon a result of the analysis performed by said anal ysi-s neans, and
for dPspl ag¢erptatforegeegrarhigodisRer Hifors hetivelen d ogetiérns eaf saidhe course of
the anal gsi s that i denﬁ)}gfi ed said potentially fraudulent activity so an -
assessmentt tHAHotCafifheS made. WO 94/ 11959 PCT/ US93/ 10757 -105 34. A
method for deterli B0 POl &ih@hi¥ationd el dalRtapRUNSRLAEaCt I vVILy, -
conprising the steps of: recelving a ca i ntormatton record for each cal |
i nvol Vi Nngaded@dingcukar SLbECT idegr ; whetdemt idajiangaat @a¢ voret @eafk t he
particul ar subscriber's .

comprises adjusting means for adjusting information derived

10 from at least one of said call information record to
account for geographic dispersion using an airline formula
that provides an estimate of the distance between the

locations at which said at least two calls are initiated.



current. usage by extracting information fromone or nore «call information
records; devel opi ng and nmintaining a subscriber-specific historical call
usage pattern by cunul atively processing 10 information extracted froma
pl wvaloutiy9ssf cal|l information records; conparing tBf&/BaIY1¥E ar
subscriber's current usage to the subscriber-specific historical call
pattern to determ ne a deviatiefnpasaount therebetween; and 15 outputting an
i ndication of a potentially fraudulent call when the deviation anount-
exceeds a predst.er Ahneppadatuist foBSetAct éhemehentiiadly diraidadantiet ecti on
apparatus according to Claim1l, wherein said current call usage 20

i ncl udes Be¥eqammupierhgen ACHNIEYus SGBRPT 3P i nformation relating to said
subscri ber - speci ii Cthi‘%&{ci]gL@Jr;hi storical call usage includes a second
aver age of calt ugage, an sal d conpari son nmeans conpares said first

average of calintds5aee tQeantd Sepepsk BMLT aginih Caldidusageitdd 36. A

t el ecommuni cation fraud detection apparatus according to Claim1, wherein.
sai d surreatpwtad, fsageeceicinglescalliinformagiageretoxdifiorysagk over a
first period of tinme, said information relating to said subscriber WO

94/ 11959 i} USylydrg7a PAElPedi FHRSEEARSn of historical call usage

o G T er ont RAAMSEAT0 TS0 (B Bc PERE o S CBERF B0 OF EHeD, SaAd sard

_ _ ( ernt hed perio time, and said - -
conpar 1 Sog; JEaks %8HP@£§§, Sgiog fidstit 3Y8nhaddea Ofpatanetel UsAgEnkO said
a

second average of call usage. 37. A telecommunication fraud detection

appar at uSparticular subscriber's current call wusage based on

10 information  extracted from one or more call information
records provided by said interface means;

pattern iaentifying means, operating within  said

digital computer, for identifying a subscriber-specific

pattern of historical call usage based on infofmation

15 extracted from a plurality of said call information

records; |

aﬁalysis means, | operating within said digital

computer, for analyzing the particular subscriber's current

call usage to identify potentially fraudulent call

20 activity, said analyzing means generating data in the

course of identifying potentially fraudulent activity and

using one or more of the following: information relating to

the subscriber-specific pattern of historical call usage

:identified by said pattern identifying means, a value of a

25 call destination parameter identified in a call information

record by said parameter identifying means, or values of a

call location parameter identified by said parameter

identifying means; and



according to Claim1, wherein said current call usage includes a first
average of call usage over a first period of tinme extending froma first
starting point intime, said 10 information relating to said
subwordybgsssspeci fic pattern of historical call usaB@I/Uee¥iRfss a second .
average of call wusage, said conparison neans conpares said first average

of call usage to said second avgpage of call usage to determne if said
first average of call usage exceeds said 15 second average of call usage
and, if so, wheitiert sabdsf igmtrativngrageh Bxcedds dagibal ccomptage over a
second period of tinme extending froma second starting point in tine by a
pr edet er nfardoutpkingmpay dindisatdoni pst aaRQteBELAHL YT BHLeHE tine are
substantially equal,, but said first starting 20 int in td i.s di fferent
than sai dcé%i(ﬁ‘i’gilé’tl&?t’??@edgb’ipﬁf‘ i ultl%e?%B%.‘e Rntggpgé% exiﬁocrltg‘ﬁion. fraud -
detect i onpgPRALA! Uha13EqQr Hodhs! 0 aradl FBrl, aWbiETAY Thop ol 18ASE ML O

relating t sal d subScriber-specific pattern of historical call usage 25

i ncl uges ppfeicmt io@n s£idat dagat genetagbdofircakheusayarseandt shied conparison.
means conpares the particular subscriber's current call usage to said =~
i nformati enatesis i mhato ddepghfied sAid uPagenthpl v/ 15mBBENtUS93/ 10757
-107 39. A telecomunication fr uqﬁpete%tion appar tus according to daim
1, wher ei ACERYHY D PRaAFERS TR ihGTE8T ST PSIBSE i ber- specific pattern .
of historical call usage includes a threshold, said current call usage - '
i ncludes an 5 average call usage over a period of tine, and said

conpari son neans conpares said average call usage to said threshold.



40. A tel ecommunication fraud detection apparatus according to Caima1l,
wherein said information relating to 10 said subscriber-specific pattern

of historical call usage includes information rel ati&& tg il 'Zgh of call
usawe94sdPs® current call usage includes an aver agep US9YLY3¢ " over a

period of tinme, and said conparison neans conpares said average call usage
to said information relating to-aosigh 15 of call usage. 41. A

‘tel ecomuni cation fraud detection apparatus according to Caim 19 wherein
sai d i nfor matidh. didspheshal bfor sdegestiput PREGRSIINY (R IS ral ity of
graphs, each graph relating to. the particul ar_subgcriber's call velocity
20 over atﬁb??‘i”&’ﬁﬂnalr‘:-aﬁéf’f‘oﬁgﬁvﬁyn'e.d%ﬁ'f.rlil?%l%%%ngrsrcue | cg% ion fraud

detection apparalus,; Accordipg La-Chabmdd vhessd nebpf @aent icnadi spl ayed by
said output neans includes rnformation relating to a group of subscribers

W thin a dafbnethgeppaaphicaabr regsuribeat; 25 includes said particul ar
subscri ber. WO 94/11959 PCT/US93/10757 -108 43. An apparatus for detecting
potentsi al | y frhdehitiditingt @l prowmetrercef ithe BRFFIGUIRT EBRPFTNSTYS a digital
conputer; interface nmeans, operating w.thin said ﬁgl(;lﬁgi tal 5 conputer, for

recei vi ngCHYEENY RFAYR oY | DR TASEHNE AOFOERR RO aF 1O A5 \ATnd™ % par ti cul ar

subscri ber aid granlla{tioinngrg[;:@%;pn record derived froma switching center.. .
that est SBMEsHRECIEHHSE: FoRs bet ween t el ecomuni cation devi ces; analysis-

mean, oper ati nge¥bidiiheSaiahadi ghtatacoimyt &f , subdchraber+epeaiifing sai d cal |
information record fromsaid interface neans and using said call
i nformati adsteebeall i ;all usage pattern by cumulatively processing
10 information extracted from a plurality of call information
records:
comparing the particular subscriber's current usage to
the subscriber-specific historical «call . pattern to
determine a deviation amount therebetween; and
15 outputting an indication of a potentially fraudulent
call when the deviation amount exceeds a predetermined
limit.
35. A telecommunication fraud detection apparatus
according to Claim 1, wherein said current call usage
20 includes a first average of call usage, said information
relating to said subscriber-specific pattern of historical
call usage includes a second average of call usage, and
said comparison means coﬁgares said first average of call
usage to said second average of call usage.
25 36. A telecommunication fraud detection appératus
according to Claim 1, wherein said current call usage

includes a first average of call usage over a first period

of time, said information relating to said subscriber-



anal yzing the particul ar subscriber's call usage to identify potentially
fraudul ent call activity; and output nmeans, operating within said digital
conputer, 15 for outputting an indication of said potentially fraudul ent
calwoaQdti1959%ty. 44. An apparatus, as clained in d ai PEUBSIHMESEIi n: said
anal ysis nmeans includes pattern neans for using a plurality. of said call
information record for said 20 paovkicul ar subscri ber to devel op information
relating to a subscriber-specific pattern of historical call usage, and
means f orspesifid pgttern exft hiatbricalgeadfl vbagpdmnclodeara segbsdri ber to
said information relating to said subscriber- specific pattern of

hi st ori catvexfde gLagall 25sags oXeref cBonMIREHLCINOF r 5iRF d&P&ciPon appar at us

accor di nog} fedd e fidn I &1 S AL RThof Bdr 143088 115! UflgS @ Tirst
average of call usage, saidi nformation el at ng to sai _
‘subscri begafpasdnfpad iBoht Reandf cdhipghr@s ealia\WPi P4t 16 RCHEUS831 10757 - 109
call usage includes a second average of call usage, and said conparison
means5conpsa®s teaisdifli setor evagegeobfcadll ussmgs tosai d second average of
call usage. 46. A telecomunication fraud detection apparatus 5 according
to Caim 44, wHerefn SESFIRIPEARTLRN | Tg84ude A95RCTLARSs aPPPFRENSaver age of

cal | usage, oveied LgSLipegi 90 e ddiie. 2ol dolpfaremgion Lelating to a

. ugage
subscri ber=specitic  pattern of storica usage Pricl Uge€%a second

average Pfchilds WUS2YBsOVBferdoee6@NEa PENRGObvbi® thale periQqdifferent -
than said first predeterm ned period of tinme, and said conparison neans

conpar es shitdnfel pgtendinadeonfacildst gsagting wdingt $ecoine: ,ageiage of call
usaggb information relating to said subscriber-specific pattern of
historical call usage includes a second avefage of call
usage, said comparison means compares said first average of
call usage to said second average of call usage to
determine if said first average of cali usage exceeds said
15 second average of call usage and, if so, whether said first
average exceeds a thirq average over a second ﬁeriod of
time extending from a second starting point in time by a
predetermined amount, wherein said first and second periods
of time are substantially equal, but said first starting
20 point in time is different than said second starting point
in time.

38. A telecommunication fraud detection apparatus
according to Claim 1, wherein said information relating to
said subscriber-specific pattern of historical call usage

25 includes information relating-to a high of call usagé, and
said comparison means compares the particular subscriber's

current call usage to said information relating to a high

of call usage.



47. A tel ecommuni cation fraud detection apparatus according to C aim 44,
wherein said current call usage 15 includes a first average of call usage
over a first period of tinme that extends froma first st } ﬂﬁ poi nt, said
i nf Y188 rel ating to said subscriber-specific pafELP?3:19i stori cal
cal |. usage includes a second average of call usage, and said conparison
means conpares said first 20 aver®@e of call usage to said second average
of call usage to determine if said first average of call usage exceeds

sai d second avéPage® offedsrPmpntratieg fraud, d %ﬁ?ﬁﬁ“séPHar?FW%t aver age
exceeds a &Q Eg gve{@. qf gaIL 2ge %@gt qg_ o¥% qpnd period of
% dhgf q}s &n %Eﬁ e er

time exten secbn ing poin fled anount ,

wher ei n ss&ud fsubgérmss%@aéleebhed&rofoﬁ |Hﬁ%t%&§c§mb§£§ﬂth§ééé’ equal ,
but said first starting point intime is different fromsaid second

starting paoiciudes &iteredN0194/ £2389cPLCHENISIIN0USAge- 1161ddes Aan
t el econmuni cation fraud detection apparatus according to O aim 44, wherein .

sai d ihf oAY&ERBA redldt i H§2E® ¥HN §ub%%‘?1|°6’er 9§pe‘é4“fq'c patt e"r%ml%f
hlstorlcalcpaggluga.ezaﬁguﬂ udes |nfor |%%_re a ; ? to a high of call .
usage, and 5PSai8°onpari sonrneans” conparesgfhg % r PPREP at° s riber's
current calphredgadg. to said information relating to a high of call usage.
49. A telecomunication fraud detection apparatus according to Caim 44,.
wherein said i nbor nat tedecahmin itattion lfrsml ddstdsttidbeapppetidd ¢ pattern
of historical call usage includes a threshold, said current call usage

i ncl udes éﬁc°£9éﬁﬁg€3 aPmuéag%h%RR%“ &aﬁér%Qipﬁﬁaﬁ%qmereéﬁﬁl@ﬁuﬁf conpari son

n?anslocon%aaggss scr1 Veerr—aé%ec1 1c paggerx;[ Oof%}ustorlcal call usage

includes information relating to a high of call usage, said

current call usage includes an average call usage over a

period of time, and said comparison means compares said

average call usage to said infofmation relating to a high
15 of call usage.

41. A telecommunication fraud detection apparatus
according to Claim 19 wherein said information displayed by
‘'said output means includes a plurality of graphs, each
graph relating to the particular subscriber's call velocity

20 over a particular period of time.

42. A telecommunication fraud detection apparatus
according to Claim 19 wherein information displayed by said
output means includes information relating to a group of
subscribers within a defined geographical region that

25  includes said particular subscriber.



threshold. 15 50. A tel ecommunication fraud detection apparatus according
to Caim44, wherein said information relating to said subscriber-specific

pattern of. historical call usage includes infornmati ng to a high
of WQ91838Ye, the current call usage includes an %ﬁ%§/'§§7 usage over

a 20 period of time, and said conparison neans conpares said average call
usage to said information relatint&o a high of caII usage. 51. An
apparatus, as clained in Caim43, whe X anal ysi s _nmeans incl udes

means for det efft ni R 3PP2TEEUE FPTo F’e%?'%lrt%lp%eaf‘éa]o]n’é IZpugRteR| | owi ng:

subst anti gl anequsl ver| apped after taking into
account geo&%’gghmék%l spe?’m%ﬁg\/’ 94‘?@%9%%%%’/ US93/ 10757 -111 52. An

apparatus, as gl ai@rpgm nedalpait8r43, wherein: said anal ysis nmeans includes
means for conparing call estination information fromsaid call

i nformation redoterface a peaunt eroper@tiogl | wdébtinnashod i Algital i on. 5 53.
An apparatus, as clainmed in Caim43, wherein: said analysis neans

i ncl ud®s IROTRYtREY BRY FrafedivAgei # c3lje infprmation TRASECS FBEr oS exceed_e_d_ a -
credit l"Qéilfoﬂnd%aVQngar%lC%a%&l%ﬂ?ggrlQEL5cr1ber, sald call '

information record derived from a switching center that
establishes connections between telecommunication devices;
analysis mean, operating within said digital computer,
10 for receiving said call information record from said
interface means and using said call information record in
analyzing the particular subscriber's call usage to
identify potentially fraudulent call activity; and
output means, operatihg within said digital computer,
15 for outputting an indication of said potentially fraudulent
call activity.
44, An apparatus, as claimed in Claim 43, wherein:
said analysis means includes pattern means for using
a plurality. of said call information record for said

20 - particular subscriber to develop information relating to a

subscriber-specific pattern of historical call usage, and
means for comparing current call usage of the particular
subscriber to said information relating to said subscriber-
specific pattern of historical call usage.

25 45. A telecommunication fraud detection apparatus

according to Claim 44, wherein said current call usage
includes a first average of call usage, said information

relating to said subscriber-specific pattern of historical
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call usage includes a second average of call usage, and
said comparison means compares said first average of call
usage to said second average of call usage. .

46. A telecommunication fraud detection apparatus
according to Claim 44, wherein said current call usage
includes a first average of call usage over a first period
of time, said information relating to a subscriber-specific
pattern of historical call usage includes a second average
of call usage over a second period of time that is
different than said first predetermined period of time, and
said comparison means compares said first average of call
usage to said.second average of call usage.

47. A telecommunication fraud detection apparatus
according to Claim 44, wherein said current call usage
includes a first average of call usage over a first period
of time that extends from a first starting point, said
information relating to said subscriber-specific pattern of
historical call usage includes a second average of call
usage, and said comparisoh means compares said first
average of call usage to said second average of call usage
to determine if said first average of call usage exceeds
said second average of call usage and, if so, whether said
first average exceeds a third average of call usage that
extends over a second period of time extending from a
second starting point by a predetermined amount, wherein
said first and second periods.of time are substantially

equal, but said first starting point in time is different

from said second starting point in time.
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48. A telecommunication fraud detection apparatus
according to Claim 44, whereih said information relating to
said subscriber-specific pattern of historical call usage
includes information relating to a high of call usage, and
said comparison means compares the particular subscriber's
current call usage to said information relating to a high
of call usage.

49. A telecommunication fraud detection apparatus
aécording to Claim 44, wherein said information relating to
said subscriber-specific pattern of historical call usage
includes a threshold, said current call usage includes an
average call usage over a period of time, and said
comparison means compares said average call usage to said
threshold.

50. A telecommunication fraud detection apparatus

according to Claim 44, wherein said information relating to

said subscriber-specific pattern of historical call usage

includes information relating tb a high of call usage, the
current call usage includes an average call usage over a
period of time, and said comparison means compares said
average call usage to said information relating to a high
of call usage.

51. An apparatus, és claimed in Claim 43, wherein:

said analysis means iﬁcludes.means for determining if
two or more calls are ohe of the following: substantially
simultaneously overlapped and overlapped after taking into

account geographic dispersion.
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52. An apparatus, as claimed in Claim 43, wherein:
said analysis means includes means for~coﬁparing call
destination information from said call information record
to a predetermined call destination'infofmation.
5 53. An apparatus, as claimed in Claim 43, wherein:
said analysis means includes means for determining if
the particular subscriber has exceeded a credit limit for

said particular subscriber.



