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CLAIMS
1. A method of creating a monitoring network, comprising:

associating a first master node (424, 426, 428) with a first set of packages (430),
the first master node (424, 426, 428) comprising a first type of wireless co unications
interface (446) and a second type of wireless communications interface (#52) with a
longer communications range than the first type of wireless communicgftions interface
(446);

associating a first set of peripheral nodes (410, 414) with r¢Spective packages in
the first set of packages (430), wherein the peripheral nodes (440, 414) comprise the
first type of wireless communications interface (444) to commfinicate with the first type
of wireless communications interface of the first master noge (424, 426, 428), and the
peripheral nodes (410, 414) comprise sensors operativefo generate respective sets of
sensor data by sensing local environmental conditiong/and storing the generated sensor
data in the respective peripheral nodes;

responsive to one or more requests by thefirst master node (424, 426, 428), the
peripheral nodes wirelessly transmit the respegfive sets of sensor data to the first
master node (424, 426, 428); and

processing, by the first master node/(424, 426, 428), the respective sets of
aggregated sensor data to generate ong/or more summary statistics of the processed
sensor data, wherein the processing gbmprises aggregating the respective sets of the
sensor data received from respectiye ones of the peripheral nodes to generate the one

or more summary statistics.
2. The method of/claim 1, wherein the one or more summary statistics of the
aggregated sensor data cdmprise one or more of: a respective number of data values in

each set of sensor datg/a histogram for each set of sensor data, high and low data

values for each set of/sensor data, and a range of data values for each set of sensor
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3. The method of claim 1, wherein the processing comprises, by the first
master node (424, 426, 428), aggregating the respective sets of.the sensor data
received from respective ones of the peripheral nodes to generate respective
histograms of the sensor data.

4. The method of claim 3, further comprising:

associating a second master node (424, 426, 428) with a second set of
peripheral nodes (410, 414) in a second set of packages (430),

responsive to one or more requests by the second master flode (424, 426, 428),
the peripheral nodes associated with the second set of packaggs (430) wirelessly
transmit the respective sets of sensor data to the second magter node (424, 426, 428);
and

processing, by the second master node (424, 426/ 428), the respective sets of
aggregated sensor data to generate one or more su ary statistics of the processed
sensor data, wherein the processing comprises aggfegating the respective sets of the
sensor data received from respective ones of theferipheral nodes in the second set of

associated packages (430) to generate the ong/or more summary statistics.

5. The method of claim 4, furthgr comprising:

responsive to one or more requegts by a third node (424, 426, 428), the first
master node (424, 426, 428) and the £econd master node (424, 426, 428) each
wirelessly transmits to the third nogé (424, 426, 428) a respective set of summary
statistics relating to the processed sensor data and a respective number of data values
in the set of sensor data; and

merging, by the third Aode (424, 426, 428), the respective sets of summary
statistics of the processe¢/sensor data received from the first master node (424, 426,
428) and the second ster node (424, 426, 428) to create a merged set of summary

statistics.
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6. The method of claim 5, wherein the third node (424, 426, 428) is oper.
of the processed sensor data.

7. The method of claim 1, further comprising instructing a desigpfated
peripheral node (410, 414) to transmit an advertising packet to a target ofie of the
peripheral nodes (410, 414) in the set, and generating, by the designajed peripheral
node (410, 414), an alert based on a failure to receive a correspondifig
acknowledgement packet from the target peripheral node (410, 44) within an alert

interval.

8. The method of claim 7, wherein the alert comfrises an electronic message
sent by the designated peripheral node (410, 414) to the/master node (424, 426, 428).

9. The method of claim 1, wherein the firft type of wireless communications
interface is a Radio Frequency ldentification (RF ) communications interface, and the
second type of wireless communications interf é is a Bluetooth communications
interface.

10. The method of claim 1, whérein the first type of wireless communications
interface is a Bluetooth communicatighs interface, and the second type of wireless

communications interface is a LOR#WAN communications interface.

11.  The method of cj4im 1, further comprising:

grouping the packaggh in the first set of associated packages with packages in a
second set of associated gackages to form a grouped set of packages on a pallet,
wherein the second set/of associated packages is associated with a second master
node (424, 426, 428)/and a package in the second set of associated packages is
associated with a $&cond peripheral node (410, 414) that comprises a sensor operative

to generate sengbr data based on sensed local environmental conditions;
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processing, by the second master node (424, 426, 428), the sensor data
generated by the sensor of the second peripheral node (410, 414);

associating a third master node (424, 426, 428) with the grouped set of
packages; and

combining, by the third master node (424, 426, 428), the processed gensor data
generated by the first and second peripheral nodes (410, 414). '

12. The method of claim 11, further comprising, by the third master node (424,
426, 428), producing one or more second-level statistics of the prgcessed sensor data

generated by the first and second peripheral nodes (410, 414).

13. The method of claim 11, further comprising:

transmitting, by the first master node (424, 426, 428) to the third master node
(424, 426, 428), a packet comprising an indication of g location of a first physical
premises where the first peripheral node (410, 414)/Qenerated the sensor data;

transmitting, by the second master node (424, 426, 428) to the third master node
(424, 426, 428), a packet comprising an indicajon of a location of a second physical
premises where the second master node (424, 426, 428) generated the sensor data;
and

transmitting, by the third master fode (424, 426, 428), the indications of the

locations of the first and second physjfal premises to a server (404).

14.  The method of claipA 11, further comprising, by the third master node (424,
426, 428), producing a histogr@m of the processed sensor data generated by the first

and second peripheral nodeg (410, 414).

15. The methgd of claim 14, wherein the producing comprises, by the third
master node (424, 426, 428), producing a histogram of at least one of temperature data

and acceleration dafta.
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16.

17. A monitoring network, comprising:

a first master node (424, 426, 428) associated with a first set of packages, the
first master node (424, 426, 428) comprising a first type of wireless commupiications
interface and a second type of wireless communications interface with a jonger
communications range than the first type of wireless communications ifiterface;

a plurality of peripheral nodes (410, 414) associated with respfctive packages in
the first set of packages, wherein each peripheral node compriseg/the first type of
wireless communications interface to communicate with the wirgless communications
interface of the first master node (424, 426, 428), and one or/more of the peripheral
nodes (410, 414) comprise a respective sensor operative §6 generate respective sets of
sensor data by sensing local environmental conditions gAd storing the generated sensor
data in the respective peripheral nodes;

wherein, responsive to one or more respectiye requests by the first master node,
the peripheral nodes are operative to wirelessly tpansmit the respective sets of sensor
data to the first master node (424, 426, 428); ghd

wherein the first master node (424, 426, 428) is operative to process the
respective sets of aggregated sensor datg/to generate one or more summary statistics
of the processed sensor data, wherein tfle processing comprises aggregating the
respective sets of the sensor data recfived from respective ones of the peripheral

nodes to generate the one or more/Summary statistics.

18. The monitoring ntwork of claim 17, wherein the first master node (424,
426, 428) is operative to gepferate a histogram based on the one or more statistics.

19. The monigdring network of claim 17, comprising:
a grouped set/6f packages comprising the first set of associated packages and a

second set of assgfiated packages, wherein the second set of packages is associated
with a second ster node (424, 426, 428) and a package in the second set of
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associated packages is associated with a second peripheral node that comprises a
sensor operative to generate sensor data by sensing local environmental conditiops;

wherein the second master node (424, 426, 428) is operative to process jhe
sensor data generated by the second peripheral node;

the third node (424, 426, 428) is operative to associate with the groyped set of
packages; and -

the third node (424, 426, 428) is operative to combine the procgésed sensor data
generated by the first and second peripheral nodes (410, 414).

20. The monitoring network of claim 19, wherein the tfird node (424, 426,
428) is operative to produce one or more second-level statis{s of the processed
sensor data generated by the first and second peripheral n6des (410, 414).

21. The monitoring network of claim 19, whefein:

the first master node (424, 426, 428) is opergftive to transmit to the third node
(424, 426, 428) one or more packets comprising #n identifier of a first physical location
where the first master node (424, 426, 428) acgduired the sensor data generated by the
first peripheral node;

the second master node (424, 426,/A28) is operative to transmit to the third node
(424, 426, 428) one or more packets cofprising an identifier of a second physical
location where the second master nogle (424, 426, 428) acquired the sensor data
generated by the second periphera/node; and

the third node (424, 426, A28) is operative to transmit the identifiers of the first

and second physical locationsfo a server (404).

22.  The monitorjAg network of claim 19, wherein the third node (424, 426,
428) is operative to proguce a histogram of the processed sensor data generated by the
first and second peripheral nodes (410, 414).
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23. A computer program product for execution by a computer system and
comprising at least one non-transitory computer-readable medium having computgr-
readable program code portions embodied therein, the computer-readable progfam
code portions comprising:

an executable code portion to associate a master node (424, 426, 428) with a
first set of packages, the master node (424, 426, 428) including a first tygle of wireless
communications interface and a second type of wireless communicatighs interface with
a longer communications range than the first type of wireless commynications interface;
an executable code portion to associate a peripheral node/vith respective
packages in the set, wherein the peripheral node comprises thg/first type of wireless
communications interface to communicate with the wireless gommunications interface
of the master node (424, 426, 428), and the peripheral no
operative to generate sensor data by sensing an ambiept condition;

ter node (424, 426, 428) with the

comprises a sensor

an executable code portion to associate the m
peripheral node; and

an executable code portion to process, by/Ahe master node (424, 426, 428), the
respective sets of aggregated sensor data to g€nerate one or more'statistics of the
processed sensor data; and

an executable code portion to aggrégate, by the master node (424, 426, 428),
the respective sets of the sensor data rgceived from respective ones of the peripheral

nodes to generate the one or more symmary statistics.
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CLAIMS

1.

2.

A method of creating a monitoring network, comprising:

associating a first master node (424, 426, 428) with a first set of packages (430), the first
master node (424, 426, 428) comprising a first type of wireless communications
interface (446) and a second type of wireless communications interface (452) with a

longer communications range than the first type of wireless communications interface

(446);

associating a first set of peripheral nodes (410, 414) with respective packages in the first
set of packages (430), in which the peripheral nodes (410, 414) comprise the first type
of wireless communications interface (444) to communicate with the first type of
wireless communications interface of the first master node (424, 426, 428), and the
peripheral nodes (410, 414) comprise sensors operative to generate respective sets of
sensor data by sensing local environmental conditions and storing the generated sensor

data in the respective peripheral nodes;

responsive to one or more requests by the first master node (424, 426, 428), the
peripheral nodes wirelessly transmit the respective sets of sensor data to the first master

node (424, 426, 428); and

processing, by the first master node (424, 426, 428), the respective sets of aggregated
sensor data to generate one or more summary statistics of the processed sensor data, in
which the processing comprises aggregating the respective sets of the sensor data
received from respective ones of the peripheral nodes to generate the one or more

summary statistics.

A method according to Claim 1, in which the one or more summary statistics of the

aggregated sensor data comprise one or more of: a respective number of data values in each set

of sensor data, a histogram for each set of sensor data, high and low data values for each set of

sensor data, and a range of data values for each set of sensor data.

3.

A method according to Claim 1, in which the processing comprises, by the first master

node (424, 426, 428), aggregating the respective sets of the sensor data received from

respective ones of the peripheral nodes to generate respective histograms of the sensor data.

4.

A method according to Claim 3, further comprising:
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associating a second master node (424, 426, 428) with a second set of peripheral nodes

(410, 414) in a second set of packages (430);

responsive to one or more requests by the second master node (424, 426, 428), the
peripheral nodes associated with the second set of packages (430) wirelessly transmit

the respective sets of sensor data to the second master node (424, 426, 428); and

processing, by the second master node (424, 426, 428), the respective sets of aggregated
sensor data to generate one or more summary statistics of the processed sensor data, in
which the processing comprises aggregating the respective sets of the sensor data
received from respective ones of the peripheral nodes in the second set of associated

packages (430) to generate the one or more summary statistics.

5. A method according to Claim 4, further comprising:

responsive to one or more requests by a third node (424, 426, 428), the first master node
(424, 426, 428) and the second master node (424, 426, 428) each wirelessly transmits to
the third node (424, 426, 428) a respective set of summary statistics relating to the
processed sensor data and a respective number of data values in the set of sensor data;

and

merging, by the third node (424, 426, 428), the respective sets of summary statistics of
the processed sensor data received from the first master node (424, 426, 428) and the

second master node (424, 426, 428) to create a merged set of summary statistics.

6. A method according to Claim 1, further comprising instructing a designated peripheral
node (410, 414) to transmit an advertising packet to a target one of the peripheral nodes (410,
414) in the set, and generating, by the designated peripheral node (410, 414), an alert based on
a failure to receive a corresponding acknowledgement packet from the target peripheral node

(410, 414) within an alert interval.

7. A method according to Claim 6, in which the alert comprises an electronic message sent

by the designated peripheral node (410, 414) to the master node (424, 426, 428).

8. A method according to Claim 1, in which the first type of wireless communications
interface is a Radio Frequency Identification (RFID) communications interface, and the

second type of wireless communications interface is a Bluetooth communications interface.
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A method according to Claim 1, in which the first type of wireless communications

interface is a Bluetooth communications interface, and the second type of wireless

communications interface is a LoORaWAN communications interface.

10.

1.

A method according to Claim 1, further comprising:

grouping the packages in the first set of associated packages with packages in a second
set of associated packages to form a grouped set of packages on a pallet, in which the
second set of associated packages is associated with a second master node (424, 426,
428), and a package in the second set of associated packages is associated with a second
peripheral node (410, 414) that comprises a sensor operative to generate sensor data

based on sensed local environmental conditions;

processing, by the second master node (424, 426, 428), the sensor data generated by the
sensor of the second peripheral node (410, 414);

associating a third master node (424, 426, 428) with the grouped set of packages; and

combining, by the third master node (424, 426, 428), the processed sensor data generated
by the first and second peripheral nodes (410, 414).

A method according to Claim 10, further comprising, by the third master node (424, 426,

428), producing one or more second-level statistics of the processed sensor data generated by

the first and second peripheral nodes (410, 414).

12.

A method according to Claim 10, further comprising:

transmitting, by the first master node (424, 426, 428) to the third master node (424, 426,
428), a packet comprising an indication of a location of a first physical premises where

the first peripheral node (410, 414) generated the sensor data;

transmitting, by the second master node (424, 426, 428) to the third master node (424,
426, 428), a packet comprising an indication of a location of a second physical premises

where the second master node (424, 426, 428) generated the sensor data; and

transmitting, by the third master node (424, 426, 428), the indications of the locations of

the first and second physical premises to a server (404).




10

15

20

25

47

13. A method according to Claim 10, further comprising, by the third master node (424, 426,
428), producing a histogram of the processed sensor data generated by the first and second

peripheral nodes (410, 414).

14. A method according to Claim 13, in which the producing comprises, by the third master
node (424, 426, 428), producing a histogram of at least one of temperature data and

acceleration data.

15. A method according to Claim 1, further comprising communicating, using a scheduling
description language, instructions to the first master node on a measurement to be performed
by the sensors and the aggregation of the sensor data to be generated, the first master node
being configured to execute the scheduling description language to obtain the aggregated
sensor data, the execution including communicating instructions using the scheduling
description language to the first set of peripheral nodes to obtain the sensor data and transmit

the sensor data to the first master node.

16. A method according to Claim 1, further comprising transmitting, to the first master node
via the second type of wireless communications interface, programmatic code executable by

the first master node to function as a master node with respect to the peripheral node.
17. A monitoring network, comprising:

a first master node (424, 426, 428) associated with a first set of packages, the first master
node (424, 426, 428) comprising a first type of wireless communications interface and a
second type of wireless communications interface with a longer communications range

than the first type of wireless communications interface;

a plurality of peripheral nodes (410, 414) associated with respective packages in the first
set of packages, in which each peripheral node comprises the first type of wireless
communications interface to communicate with the wireless communications interface
of the first master node (424, 426, 428), and one or more of the peripheral nodes (410,
414) comprise a respective sensor operative to generate respective sets of sensor data by
sensing local environmental conditions and storing the generated sensor data in the

respective peripheral nodes;




10

15

20

25

48

in which, responsive to one or more respective requests by the first master node, the
peripheral nodes are operative to wirelessly transmit the respective sets of sensor data to

the first master node (424, 426, 428); and

in which the first master node (424, 426, 428) is operative to process the respective sets
of aggregated sensor data to generate one or more summary statistics of the processed
sensor data, in which the processing comprises aggregating the respective sets of the
sensor data received from respective ones of the peripheral nodes to generate the one or

more summary statistics.

18. A monitoring network according to Claim 17, in which the first master node (424, 426,

428) is operative to generate a histogram based on the one or more statistics.
19. A monitoring network according to Claim 17, comprising:

a grouped set of packages comprising the first set of associated packages and a second
set of associated packages, in which the second set of packages is associated with a
second master node (424, 426, 428) and a package in the second set of associated
packages is associated with a second peripheral node that comprises a sensor operative

to generate sensor data by sensing local environmental conditions;

in which the second master node (424, 426, 428) is operative to process the sensor data

generated by the second peripheral node;

the third node (424, 426, 428) is operative to associate with the grouped set of packages;

and

the third node (424, 426, 428) is operative to combine the processed sensor data
generated by the first and second peripheral nodes (410, 414).

20. A monitoring network according to Claim 19, in which the third node (424, 426, 428) is
operative to produce one or more second-level statistics of the processed sensor data generated

by the first and second peripheral nodes (410, 414).
21. A monitoring network according to Claim 19, in which:

the first master node (424, 426, 428) is operative to transmit to the third node (424, 426,

428) one or more packets comprising an identifier of a first physical location where the
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first master node (424, 426, 428) acquired the sensor data generated by the first

peripheral node;

the second master node (424, 426, 428) is operative to transmit to the third node (424,
426, 428) one or more packets comprising an identifier of a second physical location
where the second master node (424, 426, 428) acquired the sensor data generated by the

second peripheral node; and

the third node (424, 426, 428) is operative to transmit the identifiers of the first and

second physical locations to a server (404).

22. A monitoring network according to Claim 19, in which the third node (424, 426, 428) is
operative to produce a histogram of the processed sensor data generated by the first and second

peripheral nodes (410, 414).

23. A computer program product for execution by a computer system and comprising at
least one non-transitory computer-readable medium having computer- readable program code

portions embodied therein, the computer-readable program code portions comprising:

an executable code portion to associate a master node (424, 426, 428) with a first set of
packages, the master node (424, 426, 428) including a first type of wireless
communications interface and a second type of wireless communications interface with

a longer communications range than the first type of wireless communications interface;

an executable code portion to associate a peripheral node with respective packages in
the set, in which the peripheral node comprises the first type of wireless
communications interface to communicate with the wireless communications interface
of the master node (424, 426, 428), and the peripheral node comprises a sensor operative

to generate sensor data by sensing an ambient condition;

an executable code portion to associate the master node (424, 426, 428) with the

peripheral node; and

an executable code portion to process, by the master node (424, 426, 428), the respective
sets of aggregated sensor data to generate one or more statistics of the processed sensor

data; and
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an executable code portion to aggregate, by the master node (424, 426, 428), the
respective sets of the sensor data received from respective ones of the peripheral nodes

to generate the one or more summary statistics.




