PCT/EP2020/053101

WO 2020/177977

1/7

et LA L R R R R R R R Y R, e

PFr iwEsrmeS Ly oo T ol RS d R, T TR MR TR ST R RS T PN NG R e hm e R TR Yy YL DD R T Oh Y ey RS Yoty O pt e TPl E RS Rty O R TP OEMEE TR R R LW

3

A B BER R W A fFf MOV A B B AR W R R A O R FA TSN TEH W R AT BN

O
=
=

m TR AN fRKl mamean M m g ™M™ | O R Y TN EN MR DN B BT BN D

Bo or 0 1 i o O ot e e e My My e D 09wy OO 1 ME A G- S M B T eNp MY T M e SR G AP G OT T W ST o0 D AF MR ST =l A G S w0k B ST DT e ey K% sy =T fn BE NT M AT AT Mz O mf SOF MG =3 G M Gy et pC ST M P Mk My o 4T e by S el =P Op ey 03 g G Mo mO s e i ST mF K 1 ML AMT MT T e Ae ey M MT MT M ey mBE hr D G - =D MM DH Mz KE AT W M A mg M3 MY A e mr AT MY mp M M AC G g NG A0 T =1 1

Fig. 1



WO 2020/177977 PCT/EP2020/053101

2/7

P3

L g

1.3

Round 1
[x] = RSS({1)

Round 2
¥ < POWOPEN(g.IX])

| CHECK1 |

Fig. 2



WO 2020/177977 PCT/EP2020/053101

3/7

ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ ElllifﬂlflkhiiﬂklIl-ll.Ilhﬁﬂl‘lﬂﬁhﬂﬂﬁﬁ#ﬁ#ﬂhhﬂ#'ﬂlfI-.h-.-.ﬂli.l.l-.lu'-llli.l.ﬁﬂﬂl.fl\kkilﬂﬂhﬂﬂﬂﬂﬂﬂhhﬂﬂﬂﬂh
ki a1, 814, 012, e1.2
L AT, e,
o L
13, 813,13 L2
" P M * s

a] < RSS(D e
o] = ZSS(21) ) k2.1 a2,1;b2.1; d2,1; €2, 1
[d] = £33} -

(0] «- Sl K3.1; 83,1, b1 43,9, ed 1

K23 32,3, 02,3, 42,3, 2,3

K32, a3 il a3z eldd

Pivcr .. v

K3 =K13+K23 + K33
a3 =pl3+ral3+a33

(k=K1 +K2 14K (2 =K12+K22+K32
al =8l 1+a821+831 | a2 =atlZ2vallvadd

A

BT =011+ 021 +b31
di =di.1+d2.1+d3 1
d+edd

b2 =b12+0b22+032
d2 =gl 2+cd22+d32

el =eldvell+el’

b3 =b13+023+b33
3 g3 +d23+433

| e3:=e13+e23+e33

"Hﬂﬁﬁﬁ‘ﬁnfﬁhrﬁ\ﬁ*""ﬁhﬁh"ﬁ*ﬁﬁhﬁddﬁﬁﬁﬂﬂﬁﬁﬂfaﬁqhﬁﬂhhﬂrLﬁﬁﬁﬁﬂﬁﬁﬂﬁﬁﬂhﬁﬂﬂh'ﬂﬂj||I|I|||I||||I||FHHFIIHI ﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂﬂ

Round 2

R = POWOPEN(g,[K])
- WMULOPEN(al IKLbD

A T T T T R T T AT TS AT T T R e T T T T I I T T T T I TS g

| R=EXPINTRI,RR30) |

Fig. 3a

| R:=EXPINT(R1,R2R3;0) |

[ CHECK3




WO 2020/177977 PCT/EP2020/053101

4/7

A4 1TABR KA R F AAMAASAARQPTATAARNFAAYy "AFATORT"AMRTTCCATFTAARARG I 3 ROM 0 JF PR PFTRPL B 5 | F 1" 4 @ | a| &0l 41 ] 11 1 1 F ] FHAS LT FATA AP FASTARROD TAB A ARy PF ¢ 1y | % A& 1 F | 3y ¥ 4% | F ]l Al H] | FI Ny TAFEAERPE | I AP D | | R FREA T RO I | 48 5% 61 | FpapBe i | & o vy sy s ppal mARR AP *sA rr OQR A FAR L I

Round 3
W« POWOPEMN(R fa])

§ | #
| CHECKS CHECKS
W= EXPINT(WIL W2, W3, 0) W o= EXPINT(W1 W2 W3, 0) |

CHECKS
W= EXPINT{WI W2 W3, () J
.

w oM PoOorhPAT AP OCCO AN FM AP AARAMTONTAFEANATAMREODOYS 0N ADRNO O he s A anpl |l hnung1y nn apnunygal ' |y r 1 duwus | ogg Wt oyl mu g, A TP DOAM Y d I Sud gLl LD FF s d AR A A T HH A LD THT LA LA LA d s dd bk By R w Wy Iy kW] RAR YT

Round 4 [

[5} + mihi+rihlix]mjdine]
G - LR S]

THwW!, w2 w3)
CCHEC

CHECKS ; CHECKY CHECKGE ; CHECK?

| ._ |

m W{“"'E E : F“JF{Q} . = H{M) | % a3 " W{-'ﬁ} : I":Fgﬁ} = H{M} |
h2Hhx2 e mid2ee2 | S3 =

{ w = INT2HwW1 W2 W3) }

x

N3+ PRENG + a3 + 63

= INT2(s1,5253) s INT2(s15253) |
CHECKE [ CHECKY CHECKS ; CHECKS |

oo oo

Fig. 3b



PCT/EP2020/053101

WO 2020/177977

t DI

N W W TN W CH B NGIH W N M S DR N H W WO M OB TE W OME W T e BT N N WY T W MY N W T G BTN W T T M THOE B OCH Y W O DN W MW W NE N T MW IMNAME M O W Y BT W M O DN MRS BN !iiat‘iiaﬂ:i!i!.ﬂ_‘t‘ia.i‘i:ﬁii.i‘ﬁi*‘iﬁ.“‘.ﬂ.i.ﬂ-iﬂv!‘ﬂ*!‘ﬁﬁ*!‘i.ﬂ#!‘..ﬂ#ﬂs!.ﬂ‘a‘iiiai

-

mmw mwmwmﬂmm mrmm m W@m,mmmﬁ w HN #mm m

R I A I I L I T R o R R T I T R S R ]




WO 2020/177977

(B2) R, s1

P1

L
iped

signalurer. s

INT21(s1 52 53)

pt

6/7

(A1} KeyGen

PCT/EP2020/053101

(B2)

Fig. 5




WO 2020/177977 PCT/EP2020/053101

Define G, g, F and H

Generate {x]

Generate {a] and k]

]{a] )

correct
>

10

Yes

Compute W=R"°

11

No

correct
2

Yes

No

13

Yes

Fig_ 6 sign message



