1 Secure Short Message Service Field of the Invention [0001] The present
invention relates to short nessage service (SM5). In particular, the
invention relates to a systemand nethod for transmtting secured SM5
nmessage between two conmuni cati on devi ces. Background [0002] Short
Messagi ng Service (SM5) is one of the nost used features of nobile phones,
whi ch all ow communi cations to be carried out in text form SMS nessages
are sent froma device to another via a comuni cation network forned by a
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service providers' side. [0003] The SM5 nessages generally are transmtted
with little or no protection along the transm ssion route. |In nany cases,

t hese SM5 nessages can easily be st &Mhe Bivedtisase who can access to the

| ocations where the nessages are stored or even from the air where the SM5
nmessages are transmtted. The |ack of security in SM5 nessages generally
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[ 0004] The pres |nven Jon i des a nethod,for. transm.ttin ssage
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before tr ansRigeHeBieenWROonRGRIiddRE deRegnCr ypt ed SM5, the reci pi ent
performs a multiple- validation process. In the nmultiple-validation

process, sender and recipient identities are validated and the encryption
is validated. [0005] In accordance m%&%ﬁ%gﬁmaspect, there is provided a
nmethod for transmtting an encrypte nessage conposed on a sender

devi ce under a secure node to a recipient device. The nmethod conprises

receiving tihgagncryptS@értSMessaging Service (SMS) is one of the most used features of
mobile phones, which allow communications to be carried out in text form. SMS
messages are sent from a device to another via a communication network formed by a
group of service providers. The SMS messages are not only stored on the sender and

recipient devices, but they are also stored as a “copy” at the service providers’ side.

[0003] The SMS messages generally are transmitted with little or no protection
along the transmission route. In many cases, these SMS messages can easily be stolen
by those who can access to the locations where the messages are stored or even from
the air where the SMS messages are transmitted. The lack of security in SMS

messages generally discourages users to transmit personal information through SMS.

Summary

[0004] The present invention provides a method for transmitting SMS message
from a sender device to a recipient device. The SMS message is encrypted before
transmission. Upon receiving the encrypted SMS, the recipient performs a multiple-
validation process. In the multiple-validation process, sender and recipient identities

are validated and the encryption is validated.

[0005] In accordance with one aspect, there is provided a method for
transmitting an encrypted SMS message composed on a sender device under a secure

mode to a recipient device. The method comprises receiving the encrypted SMS




nmessage on the recipient device; validating a presence of a conpatible
platform validating a cryptography key; validating an identity of user of
the recipient device; validating encryption of the encrypted SMS nessage;
and decrypting the SM5 nessage to show text readable to the user. [0006]
In accordance with one enbodi nent, the n®thod may further conprise

di scardi ng the SM5 message if any one of the validating steps fails. [0007]
In yet anot | 4 I g [ ' u

reci pi ent devi c%’mg ﬁgﬁh él,p\l/e\él?l q%&ggg[ll%a@gr??%cfg% § %%%%fblet Ir%tfon?ch i ng
a passwor d. valideafB8h clryptagraplk;eke)endahdatir%nhn idendtyc ofy pied @f aldyeckdgntdevizepubl i
key or a private ke 000 et a enbodi nent, the, netho y
conpri se re‘éathé?‘i‘ %‘gpl % @’Ht?f{]%ltll\ggéﬁﬁstsﬁl%ﬁ eadldSl\/ée%@égg‘ef gMnSP
storing on ﬁlgseaéeetglsgb@qutq%agﬁmh% I n anot her aspect, there is
provided a systemfor conposing an transmtting an encrypted SMS nessage,
the system conprising a platformoperable to performthe aforesaid nethod.
Bri ef Descr on of the Draw n is i ventlon wi l.I be descri bed
by vy of IR {1 1 A BTANSORRE PBF SmbRLEPEBh SRR GHeR cpRpe
reference tdsdaRing %@mswésﬁ%e@fﬁwdiﬁsyﬂh&vaﬁ%&tg st FIG 1 illustrates
method for transmtting a S nmessage between a ~ sender device and a

reci pient device in accordance with an enbodl nent of the present

i nvention; [ 0013] FI ms dati on I ow
bet ween a s[aﬂbge devllnce aﬁ%"t err 8%1583 5%) ﬁ%g@?}%ﬁ% ctleu ert?l ot her
enbodi nent reéipichedpiasiatiudes Vg %tb{bméirlc Bah af ﬂ&dlsae@ﬁﬁatﬂhhgﬂﬁ ph&OBAJ. I n
line with the above sunmary, the follow ng description of a nunber

[0008] In another embodiment, the cryptography key be a public key or a
private key.
[0009] In yet another embodiment, the method may comprise restoring the

SMS message to the encrypted SMS message for storing on the recipient device.

[0010] In another aspect, there is provided a system for composing and
transmitting an encrypted SMS message, the system comprising a platform operable to

perform the aforesaid method.

Brief Description of the Drawings

[0011] This invention will be described by way of non-limiting embodiments of

the present invention, with reference to the accompanying drawings, in which:

[0012] FIG. 1 illustrates method for transmitting a SMS message between a
sender device and a recipient device in accordance with an embodiment of the present

invention; and

[0013] FIG. 2 is a diagram showing a data validation flow between a sender
device and a recipient device in accordance with another embodiment of the present

invention.




of specific and alternative enbodi nents are provided to understand the
inventive features of the present invention. It shall be apparent to one
skilled in the art, however that this invention nmay be practiced w thout
such specific details. Sone of the details nmay not be described at |ength
so as not to obscure the invention. For ®ase of reference, comon
reference nunerals will be used throughout the figures when referring to
the same or simlar features Conﬁﬁﬁuk8[k:§1tﬁﬂ“res [ 0015] The present

i nvention provides a secured SM5 message transm ssion between a secured
sender device and one or nore secured reC|p|ent devi ce. The sender and

reci pi ent devices are conmunj cati.on devices that are able to conmunicate
with each te?mr accdpdinsgvith thenghoye shmmagy, £he fallo Wing deseptony pf g pamber

communi cat :jcﬁnl fect &Ads alter gﬁ}res CRBEHinfR: %r%ck)ﬁ'gi’déh geﬁh(%??caﬁf ShP ARG L O

provi de ad securlt eatures over st andard communi catl on
prot ocol f deatprestod ¢hd plgs&m/&vmﬁmage shadlebet a;ipeﬂenete)mnet slkdledeindhaas arrtbweged pi ent

devi ces. |n, normal erat i t he send reCL evi ges, are
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prot ocol s. en the sender device is swtched to a secured node, all SMs

messages coopusardigrencenmmsealdevilldevised throughuout ¢ figurks which réfomiak tedlwur i t y

features where the gg&i i ent devi requi red having the associ ated
security featqrEs™ F%&“Pﬂ@néwgl @yes. The SMB can still be

sendi ng over the standard communi cati on protocols under the secured node.
As a result of the additional security features, the SM5 nessage
transmi ssi dPO15pr ovi dekhe; presens|inweitiog RIavides ageeured NMSVERsseaesHasTSiohe
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transm ssi nmessag recipi én and t he
SM5 nessagenidsecipiznedetiyest dile doﬂirﬁmdeﬂlolhedﬁvhjee mhat Ar®@BR] toFdomminitate weith at es
a nmethod for tr snlttln (ggs ness ge for nsn ssion,in accordance

with one erfBeliPHShAcHE lpaéo prdusrinl stag @Hmrewcolfrw the corgemunicgtion Fhanaglss ti ng

the SM5 nmesgaoeng Ia&{(isrefcgngéﬂtad&ﬁzgg%fe g@hﬁgté@% }%‘SQQevﬁdtdﬂlo%gf ?neg:gﬂbﬁ@atur@snd At

t he sender end, conpri ses Ivati a secure e’in step 100;
over the standard communication protocol for protecting SMS messages sent between

the sender and recipient devices. In normal operating mode, the sender and recipient
devices are operated as the general communication devices and the SMS messages are
sent according to the standard communication protocols, such as GSM protocols.
When the sender device is switched to a secured mode, all SMS messages composed by
the sender device are added with additional security features where the recipient device
required having the associated security features to receive the SMS messages. The
SMS can still be sending over the standard communication protocols under the secured
mode. As a result of the additional security features, the SMS message transmission
provides the following advantages: the SMS message can be created by the intended
sender; the SMS message is encrypted for transmission; the SMS message only reaches

the intended recipient; and the SMS message is opened by the intended recipient.

[0016] FIG. 1 illustrates a method for transmitting an SMS message for
transmission in accordance with one embodiment of the present invention. The method
for transmitting the SMS message starts from a sender end and ends with a recipient
end. At the sender end, the method comprises activating a secured mode in step 100;

composing the SMS message in step 102, encrypting the SMS message in step 104 and




conposi ng the SM5 nmessage in step 102, encrypting the SM5 nessage in step
104 and 4 transmtting the SMS5 nessage in step 106. Optionally, the nethod
may further conprise verifying user identity 108. At start, the user needs
to activate the secure node for conposing and transmtting the SM5 nessage
in step 100. In the step 102, the SMS message is conposed with the secured
sender device with the standard SMs application provided by the sender

device. On : | e It Al c |
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sender device can be adapte to pertormthe conposer verification when the
secur e nodexppHcaioni pravided bBtluhsender ddviiceat Onee the SMS emssage it berhpased, i€ dnposer

is arightful user to the secured sender . devige. There be ways of
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SM5 nessage is sent fromthe sender device and reached the recipient

devi ce(s), Befere sgndingdhe 8MSpnessege il sacheedrssndeyidemice mpgvirempsio vy dhars a
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able to read the SM5 nessage, thus_ achieving a higher |evel of trust and
confi dence BeRSHEBR HienQAINPeSRH Veridisatinme yehen pthe seeurecpiofe dmtactikatedt hauhet hod

of transm t%}iﬁgatgd%eiss&ﬁse it th&?%ébs%‘?%’s a ﬁgﬁ%ﬁii&% i E‘&%efat ?e%dFQiJ\’B _
message in step 110; performng a first validdtion in step 112; performng
a second valevitat iTherd mag be mahydyaypeif fverifiing the dohiposkr idaltityldfbor exanple,shye p

116; performn fourth validation Jn . step 118; and reading the SM5
message i npﬁg%)rgggr}gqaﬁloph‘gog@gﬁ ‘T’P(ﬁ,ca ?'IPdtqﬁ‘é reci pi ent device receives
the SMS

[0017] Still referring to FIG. 1, after the SMS message is sent from the sender
device and reached the recipient device(s), i.e. at the recipient end, the recipient
device(s) performs a security validation before opening the SMS message. The
security validation not only ensures that the SMS message is transmitted to an intended
recipient, it also ensure that only the intended recipient is able to read the SMS
message, thus achieving a higher level of trust and confidence between sender and
recipient. At the recipient end, the method of transmitting the SMS message
comprises: receiving the encrypted SMS message in step 110; performing a first
validation in step 112; performing a second validation in step 114; performing a third
validation in step 116; performing a fourth validation in step 118; and reading the SMS
message in step 120. In the step 110, when the recipient device receives the SMS
message, it shall perform a check to determine if the SMS message is encrypted in
accordance with the present invention. If the received SMS message is an ordinary
SMS message, the recipient device simply prompts the user to read the SMS message
as other SMS messages. When the SMS message is determined to be an encrypted
SMS message in accordance with the present invention, the recipient device activates a
secure mode to open the encrypted SMS message. In the step 112, the first validation

is carried out to check against the presence of appropriate device processor and/or




nmessage, it shall performa check to determne if the SVM5 nessage is
encrypted in accordance with the present invention. If the received SM5
nessage is an ordinary SMS nmessage, the recipient device sinply pronpts
the user to read the SM5 nmessage as other SM5 nessages. \Wien the SMS
nmessage is determned to be an encrypteds SMS nessage in accordance with
the present invention, the recipient device activates a secure node to
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of the recigpi %H%xpg{%ﬁi $81s %@&aé@ i %einﬁa&dlp‘ﬁ%%t%&’ Mo 'B?P(erg& dud ‘?heoéﬁéi’é@%%not .
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nmessage. Once the S
verification is ensured that the user operating the recipient device is the rightful owner

to read the SMS message. In the step 118, the fourth validation is carried out to
decrypt the encrypted SMS message. It is understood that the decryption requires a
corresponding algorithm to decrypt the encrypted SMS message. Once the SMS
message is decrypted successfully, the SMS message can be read accordingly in the
step 120. If any of the above validation processes 112 to 118 fails due to any doubt on

data ownership and data originality, the SMS message is discarded.

[0018] FIG. 2 is a diagram showing a validation flow between a sender device
and a recipient device in accordance with another embodiment of the present invention.
Once an SMS message is composed on the sender device, the sender device sends a
request to the recipient device to verify if the recipient device has an appropriate
platform to receive the SMS message. If the recipient device is equipped with the
appropriate platform, the recipient device responds to the sender device to affirm the
presence of the appropriate platform. Meanwhile, the recipient device also sets itself
into a secure mode and awaits the arrival of the SMS message. When the sender device
receives the response, the composed SMS message is encrypted on the sender device

and sent to the recipient device via an appropriate communication channel. When the



nmessage i s decrypted successfully, the SM5 nmessage can be read accordingly
inthe step 120. If any of the above validation processes 112 to 118 fails
due to any doubt on data ownership and data originality, the SM5 nessage
is discarded. [0018] FIG 2 is a diagramshow ng a validation flow between
a sender device and a recipient device b6n accordance w th anot her

enbodi nent of the present invention. Once an SMS nessage is conposed on
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devi ce does_not equipped with the same or conpatible platform the SMS
message wi | devirsy abscued tplatfqrovamsyatimg; sylstepsfaeralevant validatiagn ppocesdoe apildhe or m
of the preseptyih MR hoof & A Rich Brm el B HIRNPLBALLIGH b Rla AL O
secured transm sS10ns at the Sender and recipient ends. Tt can e any of a
dedi cat ed sglatfiorimi.y processor for the nobile comunication device, a
secured platform operating system a relevant validation processor and the
conbi nati ons thereof. The platform can be a hardware based or software
based pl ag[BQin?‘ [ 002955 | dél%toﬁgqﬁ5§$vﬁ89 tﬁé‘gMé'"ﬂa%QsagQ‘?s %xﬂﬁég%'tﬁe
transmtte romthe sender end to the recipient efd, it nay be sent

t hrough a cenmi@nemclotonthei reeipienn snd,citamayebe senttthromgh v ¢dnombn aoynnswdeationy

rotection. .,[0021].]n accordance with the present invention, the sender and
P he reci pi € e%, JVltf‘l or w?tﬁout any secu\{‘\{ty protectlog.

[0021] In accordance with the present invention, the sender and the recipient
devices may provide additional features to enhance the privacy and security of the SMS
transmission. In one embodiment, the sender device can be configured to hide sender
identify automatically. In another embodiment, the devices include a black listed

sender for blocking SMS messages from the black listed sender.

[0022] In yet another embodiment, the devices can be configured to delete SMS
automatically at a prescribed time or period. For example, the sender can set the valid
period for the SMS message, and if such validity period is defined, the recipient device

will delete the SMS message upon expiry of prescribed period.

[0023] In yet another embodiment, the recipient device can be configured to
have all SMS messages stored on the device remains encrypted at all time. Thus, the
SMS message cannot be viewed properly the normal operating mode. To view the
SMS message, the device has to be switched to a secure mode and one or more of the
validation processes described above are executed to decrypt the SMS message for

viewing.



devi ces may provide additional features to enhance the privacy and security
of the SM5 transm ssion. |In one enbodi nent, the sender device can be
configured to hide sender identify automatically. In another enbodi nent,
the devices include a black |isted sender for blocking SM5 nmessages from
the black listed sender. [0022] In yet another enbodi nent, the devices can
be configured to delete SM5 automatically at a prescribed time or period.

For exanpl e sen r and
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nmessage caqﬂﬁﬁ r ormal operating node. To view the
SM5 nessage %ﬁggéeﬁﬁgghgggpgE%énéaﬁ¥%hed to a secure node and one or nore
of the valldatlon processes descri bed above are executed to decrypt the
SM5 nessage for viewng., 7 0024 et anat her enbodi ,. .the

messages cadRO%B conf .V%o?eé&n?%‘[ﬁno@nbhwg oM dBFsseeRs Mok R Md@&aﬁﬁ%
mode, and ihdré tREMSSHOMdREEbe }é?ﬁel%@%&dgﬂg%wth d aﬁferaﬁ SRCL5d bﬁ@he
privacy of the rightful device owner as the device may only allow the

ri ghtful owlesiceto activate the secure nDde. [ 0025] In yet another

enbodi ment, the SM5 nessages nmay be SIMIock SM5 where the SM5 nessage

wi ||l be rendered unreadable with a different SIMcard on the device.

[ 0026] Wi Ijgomspeci fi cwaﬂb@, EdTRO e bo AR R Bk U8R dR8Eheanshd filubtsdtédtieds it
is wunderstood that nany changes, nodifications, variations and

conbi nat i origdensodothat Wdclwegﬁeadmdlﬁcqtms,pwgaéwps iand eprmlinatigng Hbereof

departing fcroﬁﬂi| EQ%E&OE’O tﬁ’é p}ggnt it cgr{ %thogt departing from the scope of the

invention.



Clainms 1. A nethod for transmtting an encrypted SM5S nessage conposed on a
sender device under a secure node to a recipient device, the nethod
conprising: receiving the encrypted SM5 nmessage on the recipient device;
validating a presence of a conpatible platform validating a cryptography
key; validating an identity of user of t®e recipient device; validating
encryption of the encrypted SM5 nessage; and decrypting the SM5S nessage to
show text readable to the user. 2. Thecﬁﬁ%god according to claim1, further
conprising discarding the SM5 nessage I any one of the validating steps
fails. 3. The method according to claim1l, wherein validating the identity
of user of the recipient device includes verifying bionetric data of the
user. 4. The method according to claim 1, wherein validating the identity
of the userof il i,Ce | i r The
met hod acco%'di nght}ge%lﬁgifgﬂm ?Qﬁsvrxljﬂg?rﬁ ieﬁl %r&g%%g%%%%%gg Q@?Bﬁsﬁg\l,&aldgge@er

publ i c key.dd&icelinelen®ebdvactk modotod rgipient dévdcantte, methed eomptisieg:cr ypt ogr aphy

key includes a private key. 7. met hod accordin o.claiml, further
conpri sing resto‘r%F?féim@HEe @K?@'ptﬁ%gg/gg‘@eisﬁg‘?%ﬁ’@%?‘%g‘e‘&v% nmessage for
storing on the regiRiRNh pHRMMGRT a8omPaiMe peifolMr conposing and transmtting
an encrypted SMS nessage, the systemconprising a platformoperable to

perform the st epvilidatiogacgmageaphiytieyany one of the preceding clains.

validating an identity of user of the recipient device;
validating encryption of the encrypted SMS message; and
decrypting the SMS message to show text readable to the user.

2. The method according to claim 1, further comprising discarding the SMS

message if any one of the validating steps fails.

3. The method according to claim 1, wherein validating the identity of user of the

recipient device includes verifying biometric data of the user.

4. The method according to claim 1, wherein validating the identity of the user of

the recipient device includes matching a password.

5. The method according to claim 1, wherein the cryptography key includes a
public key.

6. The method according to claim 1, wherein the cryptography key includes a

private key.

7. The method according to claim 1, further comprising restoring the SMS

message to the encrypted SMS message for storing on the recipient device.

8. A system for composing and transmitting an encrypted SMS message, the
system comprising a platform operable to perform the step in accordance with any one

of the preceding claims.



