; | JKLMNOPe3e| *06f TG+ Method to protect software agai nst unwanted use with a
"tenporal dissociation"” principle This invention concerns the techni cal
dormai n of data processing systenms in the general sensﬂwm‘mmmm e
precisely ainmed at the neans of protecting software r mm,wmd dat a
processi ng systens agai nst unaut horized usage. The subject;sQf,«the i nvention
ains in particular at the neans of prdt ecting software agai nst unauthori zed

usage, using rocessi nd. menor.i zi it, _such.a unit .being cgmmonly
o al 1 2edMByRE SRRt BV T EhPeptdute wit sl affpiiotyccnni La
domain a -plghe mai n probl em concerns the unauthorized usage of software
by users who 'have not paid the license rights. This illicit use of software
causes an obvious loss for software editors, software distributors and/or

any person integrating such software in products. To avoid such illicit
copies, various solutions, in the state of technol ogy, have been proposed

to protect sgftware.., Thus, a praotecti sol ut ] i S known i ch kes use
of & har duar Shis YRGSy B ediiss dotiain i Gta bFoETbb Metins B8
protecti ophrkRy Rhse, 3AA%CmoreSpielistlyPhiRC hi &R HRYnsS BP Prsled i that the
sof tware >?ecut esseénly isn Brre enléqeyof t he key. Yeltl, irudrrrﬁs%@t')e ac ﬁow{ edged
t hat t hi srusningtdnaaid data prekcésing systeins against unauthossehusmge.he i nconveni ence of
bei ng easy tg bypass. An il l-intentioned person or_a hacker, can, with the

ai d of speci ahf 28BIeplo8f dhs jRYEnson Aimss We pTSHIET 2 dhemaeang LT Bidfeetng

i nstructi Qns, ‘] t j: : e
illicit copl eagég #&é%ﬁ@?ﬁ%&&ggﬁ&s@eﬁgﬁﬁgr@a%&?ﬁi@%ﬁ%&?gﬁgbI eto
run w t howtit bding pomaimeaty materiblived dyer chip bard o5 almitterdal kegondiShbporgener al i zed
to all software, inasnmuch as it is difficult to connect nore thanp two
protection k&ydhe Eﬁcﬁﬁéalsg%a@y%}%"éfﬁat magy pfablam copcqrps the,yuanthasizedai s
preci sel Yy, (AT TaTNaTo i i : Y,

pr oposi ngu%]g%rolgggss tegb%%#gélg@ Bahaé/gfr%o\'?,&ra gi g%gli%g%é ﬁﬁ%ﬁ‘t ’Elﬁ)lrg?izlggﬁtsgfge, usi ng
an ad hocsqftware sausegampbvicantoss forrsgftward editons sofiwhreadistribetopy asléoramyof such
a unit is necessary for the software to be conpletely functional, So as to
reach sucPEraeTHRperating suhypftyargin iAreats, cht FYmd Gk it COPIE VIS o

prot ect, j alhel L fwlfocessi ng means
and 2 énbg{rlr%%sggttbggé{n%@r}%ﬁaﬁ@&%eggkgﬁgdgg%é\%ro?%%ﬁst |ét')s unaut hori zed
usage, sai d Thhsarmbteeticwbdlutiorisdaiong, prhochumekesfuse wf a laolware peatettionr ki ng on

a data processing, system .The process according to the jnventign conprises:
TR " oot Tk P Bbysicn o RRoRGCnes tstedion iy Soneisy Sifbde | ng. - at
| east oD Epidk bh K2 sﬁoﬁ’lrdogd%?zﬁilté@th% ki soffiirt Reedii®s EHHGH Pran& of iR

vul ner abl oftware, uses at |east one operand and enabl es to obtain at

| east onekeye Metttit musblye adkmowierigedithat diis solutien oneffestivetbecdvee gquesentsof t he
vul nerabl e software contai.ni ng, .at | eas e .chosen al gorithm.c processing,
Y by pr od AL TR BHNE Y SF BV o TGRS RBFORIRG 2 SOt EH01 1 he
vul ner abl &;{qhd %rcff,sPEBial'iEE‘a' thoflk BciPds diSASEmBIBR, 81eRaRe Bt adtREtiddie source
of the vulnerable software to obtain at | east one nodified portion of the
sour ce of of fhe protectemt key. Bdfccomesthen possible dé makaillicib cogesepreespdndingito. ~
during the executiaqn of .the protected software first,.execution part is
executed TRdtRd vrmau P e oRGSRuE i Go e ierdgist Moo B <
execut ed kdlyfon te?{fé“’é BB iRhaHz4d @It SsrPhrRDihatithdh & {95 diRLARE &dnnect

i nformation,; econd execution part executes at |east the
funct i onatrore thah two pretestiondkeys thihssamelsysteint hni ¢ processing, ~ at |east one

chosen al gorithm ¢ processing is, split so that dugi t he executign of the
prot ected sof'fifaf J‘%&'p%fgrtﬁ%)}gmg HY Wéecé%g'oﬁg Mggjta( éﬂﬁ‘ﬁ‘ﬁPt't,o er al

di stinct ) YA h i p unit's
di sposal, %ﬁ%}ﬁeent@rg? n}g)f%g{ﬂst S%Sﬂrt@ﬁ%%?{ ,pﬁ%cfeésteﬁo;tperl ggtr |9t mc %r 8e§§i ng' s

f unct i onabhaytheizedt ushge)Sisitgninl ad het gacessing add poanortitiyg vhiteinptracéngs at t he

data processing systeml s di sposal of at |east one result by the unit,
the presence of such a unit is necessary for the software to be completely functional.

So as to reach such a goal, the subject of the invention concerns a process to

protect, using at least one blank unit including at least processing means and
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D for at |east one chosen algorithm c processing, steps comands are
defined so that during the execution of the protected software, 3 each
step command is executed by the first execution part and triggers, in the
unit, the execution by neans of the second execution part, of a step, v and
a sequence of the steps commands is chosen anong the set of sequences

all owi ng the execution of the protectéd software, - and by producing: ~ a

first obj o] e d ware. fromthe source of th

pr ot ect eﬁg%f’ ﬁ%‘ﬁo@, Ing é\'{&d q‘oi('ﬁé"glcaégej 5%?&’% r PEARSE gﬂ%‘*ﬁh?rfﬁffl G 'the

execut i oy herhbl€ softivRicSseiftprdahdedodin aPRMARY shdBwbrkinl oS ¥ ﬁﬁﬂdﬁir@&sﬂﬁg whi ch

is executed in the data processi ng system and whose at | east a porTion

t akes i ntsysteoc dbatpradess accomling toghe tyentmdsompriseexecut ed according to the

chosen sequence, D and second object part of the protected software, said

second obPeclt? HHPIECHRN REAS€uch t hat, after being upl oaded to the bl ank unit

and during tpe UL | tected software, appears the second
EiSALL b B icd Rl

execution part _ le steps triggered by the first execution
are executed, andbypdieasinagat s 860 RtkoIhafd pRREdsided whith, RlugiRl M8i t, with
the intention of obtaining the unit, -~ and during a usage phase during

which is executed ekecubiontaicthevulusrablarseftware; uske aplaastepne opérandendni t and

each tinme a step ca nd, cont.ai ped in a rtion of the first execution part
i mposes it, executi® bl?%@"?’&’r’?@@%ﬁ%ﬂnﬁéesg‘ﬁep inthe unit, so that said

portion is executegyCerdaRfs! ¥t #adt LREporfiBASGAHRdukee WRGNPT AliRGHAE
software is conpletély functional, and in the absence of the unit, in
spite of the requesbfivgrexoptuiningrat ddast dree dhioset algorithutic procpssitg, t o tri gger
the execution of a ,step.in the unit, not being able to fulfill said request
correctly, so tMhat PHProdiciRe %é‘P‘H"ﬁ’oBf thegpotested gpltwatechiem dhe spwrescef theand

that, consequently f | S| panal .
According to a pref@?&éﬂﬂgm?ﬂnﬁﬁ?,ﬁﬁﬁé %tcieéggst accorog%r?l leti:?ﬂ'[lﬁte I'nvention
conpri ses: 4 dur isngree hef theoveloerable pbfiware tonobiafny iah dedsh eonprmbédidicdd
software: - by choosi n%g#ﬁhl east og varj apl.e ysed in at lfeas,t ne chosen
al gorithnic proces®CHPM Wi SOUEE P g‘etmgteét}f’géﬂ Wate Hiis modifisation being

sof tware, partiall y,defiapes the state of the protected software, - by

nmodi fying at | east one chosen portion of the source of the protected
software, this nodix i ohtringnthbeixecntiucof theaprothetddngpftwere ex firstitekesutioh t he

rotected software, at | east one chosen vari able .or at | east one co of
P part 1s executec{: n tﬁe alata processing system and a se:condpy

f—

execution part is executed in a unit, obtained from the blank unit
 after upload of information,

» the second execution part executes at least the functionality of at
least one chosen algorithmic processing,

» at least one chosen algorithmic processing is split so that during
the execution of the protected software appear by means of the
second execution part, several distinct steps, namely:

0 the placing of at least one operand at the unit’s disposal,

0  the carrying out by the unit, of the algorithmic processing’s
functionality on at least said operand,

¢ and possibly, the placing at the data processing system’s
disposal of at least one result by the unit,

» for at least one chosen algorithmic processing, steps commands

are defined so that during the execution of the protected software,



chosen variable resides in the unit, - and by producing: D the first object
part of the protected software, said first object part being such that
during the execution of the protected software, at |east one portion of the
first execution part takes also into account that at |east one variable or
at | east one copy of variable resides _in the unit, v and the second object
part of the protected software, said Second obj ect part being such that,
after upload to the unit, apd during, t he ex tian af the protected
software, appears the egglbgﬁa %%‘?q &eﬁ%ﬁu?e%ggyﬁtbeaﬁgst&xe {90nPaRt adast one
chosen variabl e, or aty t; I bk o0 o in the
unit, -~ and during tﬁgh%giggpgﬁeagg\m t?% ﬁ%gagéhe\gnce of c{fﬁgieugei%fhgach tinme
a portion of the firstexengontpactnofrestep, nposes it, using a variable or a
copy of variable residing in the ynit, so that said portion is executed
correctly and that > céiddgsangncs of theestppsosapmangdsds chessr among dhepatafe| y
functional, and in't e i i I f equest by a
portion of the first gg( 'gel?}%lg%%ﬁo;‘)@r%h{%oe%g@dél‘%/fg}rl?sg}&&%t%rsogi%éépy of variable
residing in the_uniahdbyggoﬁ@{r@g able to fulfill said request correctly, so
that at |east said portion is not executed correctly and that, consequently
t he protected softwar e fizst abjectqantioidghe pyotecied safovate,. frowdhe shuree obthgnot her

preferred enbodi nent, the procgss according.to the . 5 i.nvention conprises:
P during the. pr ot ect IHEERASEIAgoaiTiy-obicct per Peige St LifEufE et | ons
whose el ementary functdx@iich &F the pRItEctb® sORWSEAPHeRR d first BReculibh part and a
set of elenentary commands for said set of elenentary functions, "said

el enent ary commands bewvhigh li§ exsteted in the dataprocesdingsystbm adtwehqse etlessti ng
systemand to trigger the,.executiqn in th it, of the el enentar
functions, — const rdct iTEPTERRRERES P G6Conmt Hat dhe-shenSreomipands &% AFuEdecut o

the el ementary functi opgo@ingsS@ithe 8Jsen b&fucecuti on of said el enentary
functions being triggered by the execution in the data processing system

of the el enentary comvdds secaddobjendidayi af) thehpropactadesafivhre ofaidvaecond by

nodi fying at | east one.chosen.portion of the .source of .th tected

sof tuare. Chi's: modi {1 TS ReBdE wabibeater oK SPofled Gine bR Sl s 1
so that during the exegdt igihgthet SRcRMGM %@ttﬁedP $tIBESRWER! dpSdafiPites
execut ed by neans of the second execution part, using elenentary functions,

~ for at least one splderomd exccutive parit by yesnnnmdichathe stensetigaered tyo

the first execution are executed,

e and uploading the second object part to the blank unit, with the intention of
obtaining the unit,

- and during a usage phase during which is executed the protected software:

¢ in the presence of the unit and each time a step command contained in a
portion of the first execution part imposes it, executing the corresponding
step in the unit, so that said portion is executed correctly and that,
consequently, the protected software is completely functional,

e and in the absence of the unit, in spite of the request by a portion of the first
execution part to trigger the execution of a step in the unit, not being able to
fulfill said requést correctly, so that at least said portion is not executed
correctly and that, consequently the protected software is not completely
functional.

According to a preferred embodiment, the process according to the invention

comprises:



the source of the protected software, so that during the execution of the
protected software, each elenentary command i s executed by the first
execution part and triggers in the unit, the execution by neans of the
second execution part, of an elenentary function, and a sequence of the

el ementary commands is chosen anong the set of sequences allow ng the
execution of the protected software, 4 and by producing: the first object
part of the protected software, said first object part being such that
during the eXWdRg g RTYECHRPNIIGt ect ed software, at | east one portion of the
first exec“tLonnpo%ﬁ%ir@tggaﬁ)ﬁc?ﬁs%ﬁ&a?& el ementary commands according to the

chosen sequence, e second object part of the protected software

al so cont ai ni ng_t heyye¥RéRirgalat ABaIESAS  vasiabR 84PN ALIASE dper thddghny such
that, after upload fo the unit and during the execution of the protected

sof tware, appears tahgorglaoisnproesssing; ivdriclpdnting yhereseeution oftthe Ipreteeted| so
R S AR N O WIS
el ementary command bﬁéﬂ%ﬁg@@% af [Ma? oRO'chosdR HRktid6F the %é&rc BFﬁl‘éTﬂr&@%t%r t

i nposes it, executi rrespondi ng el"fementary tunction i'rn the unit, so
that said portion issfiesss; thieehodificadon beingrmich lilat during sropxetition of the
protected software is conpletely functional, and in the absence of the
unit, in spite of thEeteptedsaliwansyatleas one ghossn vapiableior af leagteenetqop ofart, to
trigger the executi f .an.&l t.ar ction in the unit, not being able
to fulfill said reﬁ@%@%@r@%&?ﬁ%@éﬁ%‘g’ at least said portion is not
execut ed correctd ya@acbytga@duchfg@nsequently, the protected software i s not
conpletely functional. According to another preferred enbodi nent, the
process accordi ng to tthe firshabirct part ©F thsr protested-sofiwiaren gaid Hiastprbigcs patton

phace: o110 -, 2 loptHR SRR RAERH 4, BRRGAS Bt b L

to be nonitored at | eat ¥ R P - at one cr

abide by for at |east lea# ofeipbitofale Gitst ieRecution pattitsies alsodnto-acdei@Cct i on
means to inplenent in the unit and enabli ngi to detect that at |east one

sof t war e execution chathakatdeass pne variable pioat least @ae pgpy-af vasahle residesdBisoci at ed
criterion, - and coerc} ans to inplenent in the unit and enabling to
informthe data procesSing system and/ or nodify the execution of a

software, when at I|easindothe setdridestjedt past 6¥the pdteeted Byftware, said second
object part being such that, after upload to the unit and during the
execution of the protected software, appears the second execution
part by means of which at least one chosen variable, or at least one
copy of chosen variable resides too in the unit,
-~ and during the usage phase:

e in the presence of the unit each time a portion of the first execution part
imposes it, using a variable or a copy of variable residing in the unit, so that
said portion is executed correctly and that, consequently, the protected
software is completely functional,

e and in the absence of the unit, in spite of the request by a portion of the first
execution part to use a variable or a copy of variable residing in the unit, not
being able to fulfill said request correctly, so that at least said portion is not
executed correctly and that, consequently the protected software is not
completely functional.

According to another preferred embodiment, the process according to the



constructing the exploitati on nmeans enabling the unit, to also inplenent
the detection neans and the coercion neans, and nodifying the protected
software: - by choosing at | east one software execution characteristic to
noni tor, anong the software execution characteristics liable to be
nonitored, - by choosing at |east one criterion to abide by for at |east
one chosen software execution charactéristic, - by choosing in the source
of the protected software, elenentary functions for which at | east one
chosen sofWGRIIM GORYELEY on characteristic is to be nonitored, - by nodifying
at | east e ch ' .the source of the protected software, this
nodi fi cat%ndggggglgggﬁéaioﬁgﬁhg%ﬂuri ng the executi onpof the protected
software, at el eqgfinigpe chosen execution characteristic is nonitored by
means of the second éxecution part, and the fact that a criterion is not
abi ded by | eads -t 0 at szt oflelemeptaog fisstions whetecsletheitary funétoonsede Hablédo to a
nodi fi cation of the executjon of the protected software, - and by producing
t he second obj ect F?Sre?‘e‘iﬂte‘ill‘i‘éhﬁpﬁ'ﬁ’ect ed software containing the

expl oi tation neans ' 1 : | ercion
means, said second aggj%%g{ 6%4611?192% 3?1:% Iﬁslg%h&g?hlg@d g#togrg I%ﬁ%flgaggﬂ{ngﬁ?ﬁé uni t

and during the exeguid elemehtath@ofiRinds thethgs Hilvab ebe akedutedsin fHeedaafl t war e
execution characteristic is nonitored and the fact that a criterion is not

abi ded by | eads t o nregesting Sypiesic asditadiriggen the, exschdon an dheramita od/the to a
nodi fication of the,executi f the protected software, -~ and during the
usage phase: in theéerﬂ?ng%gr@gctfép’the unit: - as long as all the criteria
cor respondi ng t @oAdttucting eXPIBithtireRleMsCHdblifthe MAftas bRédusd ieTldhentaky t he

nodi fied portions of the protected software are abided by, enabling said
portions of the fpnaiosstofdsaibisetnthe execwtinnk ofh saiil nelementaryd funstiersq being| vy
enabling the protected sqgftware.to. work 8 noni nal | -~and,if at |east
one of the cri tg?g%ﬁf%‘gw ALeistolmteR in\(l)ﬁ dﬁ{?rﬁrf’%efsﬁlﬂgé?é%%‘ﬂt Pgﬁ'efﬁeﬁﬁﬁrgri stic
of a portion of dbhnddet ected software is not abided by, informng the data

processi ng systemof it and/or nodifying the functioning of the portion of
t he protected sahtiwadifyingghe paiteatérbsdftwarei oni ng of the protected software

Lhe T nvent i on comprioBeditif #hlpefiac PRRRLi ph S DuS BF i Trgteeiedrd

sof tware executi on GRAYACHEE hidificatibhPemgl@cPmhatoni tored, a variable of
measur enment of the usage of a functionality of a software, - as criterion

to abi de by, at |east @nkasthonsstdpdisasplitcsattkat duringadie exgdutibh eofothe
neasurenment, - and actualization neans, enablin _teﬁ&ij}pdate &i] | east one

variabl e of neasur emenProteC Wrte:i S SRR 15835 | DRt be SRS ng t he

unit to al so inpl enent e lddfidfpattlstRidi@RedtBFanctioasld nodi fying the
protected software: - by choosing as software execution characteristic to
monitor, at |east one fosrat ddaisbond splisatap; eleoentany commandnggs integrted wast one

f [ | ] f f - h LNg:n = I f ' i f
the.protect ed sof twar cipeiee iAfe BROSRHE R s FAERMERE e BEbERS 1Y

vari abl e of neasuremens the protected software, each elementary command is executed

by the first execution part and triggers in the unit, the execution by
means of the second execution part, of an elementary function,

» and a sequence of the elementary commands is chosen among the
set of sequences allowing the execution of the protected software,

~ and by producing:

» the first object part of the protected software, said first object part
being such that during the execution of the protected software, at
least one portion of the first execution part also executes the

elementary commands according to the chosen sequence,




~ at | east one variable of neasurenent used to quantify the usage of said
functionality, ~ at |east one threshold associated to a chosen vari abl e of
measur enent corresponding to a limt of usage of said functionality, ~ and
at | east one nethod of update of a chosen vari abl e of 9 measur enent
dependi ng on the usage of said functionality, - and by nodifying at |east
one chosen portion of the source of tRe protected software, this
nodi fication being such_ that, during.the exeﬁuh{on of the protected

a

software, the vari &bl s theeond neBiect Pattc Of athe, SEOtESSe 3¢ 4R second
execution part dependi g | i LY, : | east
one threshol d crossi n&gﬂgﬂﬁ%ﬁgﬁ #@?@%&%&o@%@’ gaﬂnggg%@{aﬁ%ﬂj{aﬁéjaﬁg%dgé phase,

in the presence of theuehitiat, afetlupload e theammt sibderimgs the @astutioneoftthe eshol d
crossing corresponding to at |east one Ilimt of usage is detected,
informing the data pr deeteephepityarectnnsarsithe saeand exepytion pagytmRAnS @fict i oni ng
of the portion of the

protected software is %@% %%éa fjo%ge%%tre {tﬁ%e@%eé&%ﬁngﬁ?ﬁsg%g %ﬁg’&?@g{ htehe

process according to tfhg dxBMRi¥nigaf, conprises: during the protection phase:
defining: - for at |east one variable of neasurement, several associ ated
t hr eshol d®, andudwtingithé esagaphasser ci on neans corresponding to each of said
t hreshol ds, and nodi fying e protected, software: - by chogsing in the
Source of the piie et iianBt Sf Shdbihe o ety Carrag porged

measur ement to whi £hdRisd @Fﬁ:&%{ bty Gladd iﬁx%ﬁ?éh@ﬂ,déxe%ﬁfhﬁfstﬂendi ng to

different imts of ‘usage of unctionality, - by choosing at |east two
t hr eshol ds assocom¢spdnding t dlemertae functionainl ¢heofnite as uhatsaid, portiamdisby

nodi fying at , | east one chopsen paortion of the source of fhe _protected
software, this ﬁﬁ?ﬁufqdcéf’}'fﬁ)ﬁ%bé’i“ﬂg%?&cWOPT’F&P?ME'W&HQPM%“ e“t?@teﬁ'at‘j‘h 1§f the
pr ot ect ed softw‘?’qn?l le{%ﬁﬁ{cgmlngs of the various thresholds are taken into
account different 9 means of the second execution part, and during the
usage phase: e 3fid in thetabsenpe ef theamityin sgiee afithd request by alperti@sef th dicst t he

crossing of a first threshold . is detected, enjoinjng thea&rloi ected software
not to use the E¥PUHSPRPIH: Q) tAGERI{tS FXPFULPNHH Fh clemientagy, funglion g tgse wher e

t he crossing of uﬁitsﬁ&oﬁ'%% %f‘esga;)hﬁﬁhssa?rgg%ﬁe&dcormaﬁ g, wpefat e&kt ¥g gt he

correspondi ng functional ity and/or at one portion of the protected
sof twar e. portion is not executed correctly and that, consequently, the protected
software is not completely functional.
According to another preferréd embodiment, the process according to the
invention comprises:
~> during the protection phase:
e  defining:

— at least one software execution characteristic, liable to be monitored at
least in part in the unit,

— at least one criterion to abide by for at least one software execution
characteristic,

—  detection means to implement in the unit and enabling to detect that at
least one software execution characteristic does not abide by at least
one associated criterion,

— and coercion means to implement in the unit and enabling to inform
the data processing system and/or modify the execution of a software,

when at least one criterion is not abided by,



According to a variant enbodi nent, the process according to the invention
conprises: during the protection phase: defining refilling nmeans enabling
to credit at |east one software functionality nonitored by a variabl e of
measurenent with at |east one additional usage, constructing the
exploitation neans also allowing the unit to inplenment the refilling neans,
and nodi fying the protected software: 7- by choosing in the source of the
protected software, at |east one chosen varjabl e of measurement enabling to
limt the ustgecostctngfbeiesplaitation meansanabingtherunife taseimplementthedi t ed
with at |east ga% %dditional ﬂ%ﬁ%? .-_and by nodi fying at | east one chosen
portion, this F?F%HPﬁgﬁaﬂgi 0) §ﬁ%ﬁnpﬁ%?&during a phase call ed of

refilling, a} |gRfiod dekl SloRaadd WedEee:of at |east one functionality
corresponding to a ghgggg vaéi ab esof measur enent can be credited, -~ and

during the phase obyrchbodihg agleastr arcéofewdre ienerution|chagictepivtic ehaaltonar i abl e
of neasurenent and/or at | east one assocjated threshold, so as to allow at
| east one addi t i onamong gsofiware execytien charastexistics Nableteibagangoredy ar i ant

enbodi nent, the process according to the inveptiqgn gonprises. — during the
orotect on phase: by erooffl & Kedol qitdBan Y AP0 ER TR eSE o ShPEP of o
liable to be nonit gsRWarexBéonl harbtesifié War e usage, - and as criterion to
abi de by, at |east one feature of software execution, and nodifying the

prot ect ed soft war eby- climosingoosithg swreeobf vihe eprofeetadt softwatdearelanantirytic to
nmoni tor at |east one profile of, soft e usage, ,- by choosing at | east one
feature of executi ¢HRIIPIHAITEH %P‘cﬁeézfli??ﬁte %‘%OSQWS?}%/O?? VAt f %ﬁgcé'&enrmst

abi de, arid by nodiyip@rigtic 15868 niddtofdaosen portion of the source of the
protected software, this nodification being such that, during the execution
of the protected sbytmadifjing hiclesst onadheseaqatrtiianopthe tsomloe d€ thelprotektedt he
chosen features of executiaqn, ~ and duyring tge usage phase in thﬁ presence

of the unit, and i foftare; g @tipp heingich dhat gluping thesgxecution obthe f eat ure
of execution is no i Ln \ SSi temof it
and/ or nodi fyi ng t&’é&Pﬁgggﬁ‘%&rﬁaﬁ% Icl)t?it 29’8%??‘93% %%‘%ﬁ%ﬁp%a?%éﬁsgks{cﬁtmr e,
so that the functi anomitpraf by meeaps of dhd eetond fexeautioni partyadd filhefhct Amtar di ng to

dur i ng t he pr ot ect REIPRGSEIO SRAHhPRAeads Gt etk BECPONE SBIRBeS
nstructions are |iiakiel Gnfifor 43 SF HiHHidgohE 8 drecutich 6 thefrolddfild uCti ons
commands for said instructions set, said instructions commands being |iable

to be executed in tsofwdet,a processing systemand to trigger in the unit the

execution of the instructiops, - .as profile of usage, the chaining of the
i nstructions — and by proc{hcmg the s&ond ob?ect part o? the protectef soﬁwgre

containing the exploitation means also implementing the detection

means and the coercion means, said second object part being such that,
after upload to the unit and during the execution of the protected
software, at least one software execution characteristic is monitored
and the fact that a criterion is not abided by leads to the data processing
system being informed and/or to a modification of the execution of the
protected software,
- and during the usage phase:
¢ in the presence of the unit:

— as long as all the criteria corresponding to all the monitored execution
characteristics of all the modified portions of the protected software are
abided by, enabling said portions of the protected sofiware to work

nominally and consequently enabling the protected software to work



- as feature of execution, an expected chaining for the execution of the

i nstructions, 12 - as detection neans, neans enabling to detect that the
chai ning of the instructions does not correspond to the expected one, - and
as coercion nmeans, nmeans enabling to informthe data processing system
and/or to nodify the functioning of the portion of protected software when
the chaining of the instructions does8not correspond to the expected one,
constructing the exglﬁgiation means al so enabling the unit to execute the
instructions of thBOMH®{uctions set, the execution of said instructions

e L1 19561 ¢ e SRR R, U A0l PERCRARIN 10

i nstructions coma yI ng the pr

nodi fyi ng at | east epitatisheBgactBRdtic ®Na Porfidieos &y p@tted Suftvarotieabed
software: D by transform ng the elenmentary functions into instructions, ~

by specifying the sbidedbngnivyming the dataqiroedssidg spsteh @f dtandranaedifying
instructions during theiy execution in the.,unit. ~ and by trapsformng the
el enent ary cormandgle’l ﬁ’["ﬁ{‘?mgﬁ rogéfﬁ Bﬂgloc‘,’oﬂﬁg}? osemd‘&%%?,nﬁy ﬂ’é‘t 8{\%
instructions used, H]naiaﬂﬁg%megﬂo&&edgéﬁﬁ@reabﬁfoaiﬁédn the presence of the
unit, in the case where 1T 1S detected that the chaining of the

i nstructi onsAecoedingetd a rvatimgt embadinheat; thetprocass espardihgt o theeinvepton ed one,
informng the data processing systemof it and/or nodifying the functioning
of the pdOMBHCHf the protected software, so that the functioning of the

pr ot ect edysof ﬁbhﬁnﬂggh%hgg: According to a variant enbodi nent, the
process accordimng to the 1nvention conprises: during the protection phase:
defining: - as defdingicti ons set, an instructions set whose at |east sone
instructions work with registers and use,  at | east one operand w.th the

i ntention of retur A$ agftwarecaxgpution chagctegistic digble todheemenitorgd, 3 yamighlet i ons

working W th regi stefs, s edidnt of hd ke 84 hﬂicﬂgnz{lﬂﬁofyg&ﬁ\bﬁgfil Ity of the

i nstruction,
— as criterion to abide by, at least one threshold associated to each

variable of measurement,
— and actualization means enabling to update at least one variable of
measurement, |
e constructing the exploitation means enabling the unit to also implement the
actualization means,
e and modifying the protected software:

— by choosing as software execution characteristic to monitor, at least
one variable of measurement of the usage of at least one functionality
of a software,

— by choosing:
> at least one functionality of the protected software whose usage is

liable to be monitored using a variable of measurement,
- » at least one variable of measurement used to quantify the usage of
said functionality,
» at least one threshold associated to a chosen variable of
measurement corresponding to a limit of usage of said
functionality,

» and at least one method of update of a chosen variable of



~ and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to: 0 an
identification field of the instruction, 0 and for each operand of the
instruction: * a flag field, * and an expected identification field of the
operand, - for each register belonging to the exploitation neans and used
by the instructions set, a generated Pdentification field in which is
automatically nenorized the identification of the |ast instruction which
has returned its resulteapyengniglepepdiag en the usage ghsaidt funetionaditins, neans

enabl ing, during the,executi.an of .an. instruction,. for,each operand, when
the flag field Prp8iddy modifng i IRy ahecchosen poition of, Begemeiepbdie
identification fie I gt i Bd; d ' rand,
and the expected |hfébr%ﬁ%§(|{ ?2??’2%’ ﬁﬂlesl gmgjﬁ(t: tgﬂoﬁlgénéﬁgﬁ tshglxd&lg% %, - and
as coercion neans, ereation exfahé ipnotettod reoftiwiaye, tthe vadshié tof ahedstenienstig uct i ons,
if at | east one of the checked equaljties is false. According to another
preferred embodi neAttuakized Bt Bieans; of the, serong axscution PHY aRengineomphe ses: - ~
during the prot ecti,on PSR adlflafily?dnd at Ristbnb g BhGATIPALn N

el ementary command or- an I nstruction’command, - as a dependé unction, an
el ementary functi ofintofacéosunt,nstructi on, - as an order, at |east one argunent
for a triggering command, corresponding at |east in part to the information
transmtt@d #d W@&fb@é}%ﬁed&@%ﬂm@eﬁifﬁe@ﬁ?%ﬂlemtum&ntbé0&@Wber@ﬂtgger t he
execution of e co ] e Ly ct | - hed of r.enam ng
of the or derlse&ge}n%rkﬁ ?l{ﬁgﬁltggdurg{éo%%ﬁg ({%ﬁ%ggér}lélééé ?Os 5& gegfs& 8n€t%{}§l|& no(%tlilsla%%é?i ng

commands Wi tﬂbt_é&&ﬁ”ﬁﬂoxﬂﬁﬂ% rthe datal proceddifig s§SA bNGt ABHOF HEGRENEAhs O be
used in the unit duri ng]%;3 e _us%ge phase, and enabling to restore the
len

dependent f ufveetioning of dhepert therbraiected sefineare ovadthet thecynetioning pfig
exploitati Onth@&ﬁ&%ct@@?%ﬁgistﬁﬁgﬂﬂhr to also inplenent the restoring neans,
e protected so

and nodi fyi ng ware: - by choosing in the source of the
protect ed soAtystting to b GGEiaht SmbOMIEHYS the- ployessDatchidina tithd @dehtiome chosen
portion of the source of the protected software by renam ng the orders of

t he chosetPmAtISgEieri ng commands, so as to conceal the identity of the

correspongdj n epe ons, - and by producing: D the first object
part of t%e %ﬁ getggggﬁé%ioﬁ&glréec[ said first object part being such that

during the execytfisiigof the protected software, the triggering commands
with renamed orders are executed, ~ and the second object dpart of the
prot ect ed sof t war e feratiledshonegvariablecofpphessurenicoh servesal assaciated thpdsboldst i ng t he

restoring nmeans, said ,second object part being.sych that,. afte |l oad to
he. uni ¢ and dufi ngn ARG coneian Hei eSOy ety nidhihardboent 1§
of the depengdent,d HaalARBIh¥PRERI&EIAKRHON 1S triggered by the first

execution part is restdored by neans of the second execution part, and the

dependent funct Fondbyaheosnguthe dotmye wf dresprofected sofiwaenak least oné tlosepart, -~

and during the usage .phase;: ) .
9 q'angb e of measurement to which must be associated several

thresholds corresponding to different limits of wusage of the
functionality,

— by choosing at least two thresholds associated to the chosen variable of
measurement,

— and by modifying at least one chosen portion of the source of the
protectéd software, this modification being such that, during the
execution of the protected software, the crossings of the various
thresholds are taken into account differently, by means of the second
execution part,

-> and during the usage phase:



in the presence of the unit and each tinme a triggering command with renaned
order, contained in a portion of the first execution part inposes it,
restoring in the unit, the identity of the correspondi ng dependent function
and executing it, so that said portion is executed correctly and that,
consequently, the protected software is conpletely functional, and in the
absence of the unit, in spite of the teequest by a portion of the first
execution part, to trigger the execution of a dependent function in the
unit, 15 net [rethagresones afdhd wiif:i | | sai d request correctly, so that at

| east said portion_ is not execufed correctly and that, consequently, the
protected sof t war e i dherfgpe Wbﬁ‘ﬁltg? @Wsmaﬁg@iféﬁa .esl)if@b%rdﬁtw&dp SuRBE! ant

enbodi ment | the pr qgessoaaee Sl GoiNS W | BReGONRELS ety the

protection phase: Irning for at l'east one pen ron, a’famly
of dependent functisapaor, gorithm cally equivalent, but triggered by
triggering commands whose renaned orders are different, and nodifying the
prot ect ed soft war e:and ihyhe hasesviege thecrdssing efiracsscarid thieshpldoisedstesteds of t war e
at | east one triggering co nd with renaned order, .- ang by .nodi fying at
| east one chosen pd‘i‘arlﬁl&‘ ?t]g‘?th"«f éﬁl&ff)&r@s%qngf% ?tb‘fnél}fyeﬂlcg%tf %\Aﬁ?sg °B§
replacing at | east ﬁb%nr tQi &l gne chosen triggering conmand with
renaned order, w th another Fenane daér, triggering a dependent function
of the sane Azoodding Rcaovatiang embodinvent] et pewbsdaccerting tddhgimeasion
according to the invention conprises: ~ during the protection phase,
defi ni ng, C9RPTIEE: | east one dependent function, a famly of algorithmcally
equi val enty d R‘?ﬁ? i .- - by concatenating a field of noise to the
i nfor rrati%n g'e I ﬁlﬁ réwh@ﬁ?fﬁig??'onal part of the dependent function to
execute in the defihing- refilliny wusiang édmblingend i édediat apriedst elode ofoftare
instruction and the expected identificatjon fields of the operands.
According to a Jenstignalityimeniteredby 2 nearigblscek meanegment nyith Gt tlgast i Weent i on
conprises: -~ dygi otection phase: defining: - as nethod of
renam ng of theléglr]%%flélﬁggé%i phering nethod to cipher the orders,

e constructing the exploitation means also allowing the unit to implement the

refilling means,

¢ and modifying the protected software:

— by choosing in the source of the protected software, at least one chosen
variable of measurement enabling to limit the usage of a functionality
and which must be able to be credited with at least one additional
usage,

— and by modifying at least one chosen portion, this modification being
such that during a phase called of refilling, at least one additional usage
of at least one functionality corresponding to a chosen variable of
measurement can be credited,

- and during the phase of refilling:

e reactualizing at least one chosen variable of measurement and/or at least
one associated threshold, so as to allow at least one additional usage of the
functionality.

According to a variant embodiment, the process according to the invention

comprises:

-> during the protection phase:



- and as restoring neans, neans inplenenting a deci phering nethod to 16
deci pher the renaned orders and thus restore the identity of the dependent
functions to execute in the unit. According to another preferred

enbodi ment, the process according to the invention conprises: ~ during the
protection phase: nodifying the protected software: - by choosing, in the
source of the protected software, at lIeast one conditional branch carried
out in at | east one chosen al gorithm c processing, - by nodifying at |east
one chosen pertidefiniog: t he source of the protected software, this

nodi fication being such that during the exe%ution of the protected
software, the fanctd SARVAEEXEFUtioN q%é'éi’é'{er@ﬂ‘é iabls 4@ ke appmitorsd arofleafch i s
execut ed, by neans cond execution part, in the unit, - and by
produci ng: ~ the fﬁgéw&%ﬁmg‘% part of the protected software, said first

obj ect part being syelsthRtiod s AB18e biioat fea8Cel feMuf of RRwWAEOLREehEsh, SOf t war e,
the functionality of at |east one chosen conditional branch is executed in

the unit, ~ andahdmcdfymgdhopiotctedsafiwané: t he protected software, said
second object part being such that, after upload to the unit and during the
execution of the phyibepune avsaftigre exeqybien charpeferisfictomaomatas atlep#engar t by
means of which the L ] at | east one chosen conditional branch
i s executed, and d@ffé@gto?‘g%ggé‘gg Shase: in the presence of the unit and

each tine a porti ombyodhdobigfdt Nedst ke Clehtufd) oP 8kdcutibh ML Fhich, atelé&st Wreng t he
functionality of at |east one conditional branch in the unit, so that said

portion is executedhespnprefileyfaaagethust abidsnsequent |y, the protected
software is conpl etel.y functional d in the enc the unit and in

b f
spite of the r e&uesafld%??' n Eoff l?f‘g{]ﬂlée fhossp &Fﬁ%tqef\otﬁe paPEeet ecut e

the functionality Qfrotdcte@ ébifiw+282akniPr MB&ichilod WRirghisheh MREt, RRiHRg Ml e to
fulfill said request correctly, so that at |east said 17 portron is not

execut ed correct |y expehtionaaf the psetqeied tspfiwareh ¢hepsasprd exetusion tpatlr abides not
conpletely functi Oq)%rl all the chosen features of execution,
-> and during the usage phase in the presence of the unit, and in the case where it is
detected that at least one feature of execution is not abided by, informing the
' data processing system of it and/or modifying the functioning of the portion of
the protected software, so that the functioning of the protected software is
modified.
According to a variant embodiment, the process according to the invention
comprises:
=> during the protection phase:
e  defining:

— an instructions set whose instructions are liable to be executed in the
unit,

— a set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data
processing system and to trigger in the unit the execution of the
instructions,

— as profile of usage, the chaining of the instructions,

— as feature of execution, an expected chaining for the execution of the

instructions,



According to a variant enbodi nent, the process acording to the invention
conprises, during the protection phase, nodifying the protected software: -
by choosing, in the source of the protected software, at |east one series
of chosen conditional branches, - by nodifying at | east one chosen portion
of the source of the protected software, this nodification being such that
during the execution of the protectedlZsoftware, the overall functionality
of at |east one chosen series of conditional branches is executed, by neans
of the second execas detgcting means, meaaas ghghling-to gdetiech yhas thel ddinigg of thee fir st
object part of the.protected software ig first qgbject part being such
that during the exﬁfﬂlf’%‘?{méﬁ’efﬂ%tQBFSf%%@gaq}éeoﬂ%ﬁeg,ojn?’he functionality of
at | east one chgse [ | Ll @2dnBl; ' ' he unit,
~ and the second og?‘gg% bg%?@i’o thhﬁ’eﬁigr ot e%a?[elggggﬁfagﬁeﬁé(gggﬁgcgggﬁ obj ect
part being such thgysterafdndforupl madify ohd finmctivhing aoftthd Wiortion oh retsetedt i on of
the protected software, appears the second execution part by neans of which
the overal | functi éafiyvareywhan the chaiaing ofnthe dntatonedeessnapcorespendtonal
branches is executed. Th rocess according to the invention thus enables
to protect usage oﬁgeaexggﬁfgﬁgé by using a processing and nmenori zing unit
whi ch presenss bhguabing Gleeéipiditationl mesHat 464 eRdblMgPRE tun®f tof R cHRf thwar e

bei ng executed. It follows that any derived version of the software
attenpting to winskugiansmftthe instrpetiansssst.the axetutionof iszidrigstonetions bgioges to
recreate the part of the.software.cgntained in.the proc i ng_and

meror | 2i ng uni ¢ TEETSHPY E Seseiiorin e G Blocessing elraiT e Perslignsor ¢ ne
software Wi || negmhfang®npl etely functional. Various other characteristics
energe fromthe description made below in reference to the appended

di agr ans whi eh shdmodifgingdine protdctadspfisvasepl es, enbodi nents and

i npl ementati ons of the subject of the invention. 18 Figures 10 and 11 are
functional bl ocKks @D’d@?‘ﬁgﬂng p4 lgast one chesepmortion pighe spwiss et tivinitestsd of a
software respectivel}.gQt protected and protected by the process in
accordance with the i nvention. Figures 20 to 22 illustrate as exanpl es,

various embodi ment s ofbyaranafopemirgg the elemuinéary fitricigns into prscraetdens) n accor dance

with the invention. Figures, 30 and 31 are fupctional blocks di agrans making
explicit the generd (i $heFifyine efb?émaﬁﬁ%\g T ﬁﬁeamw%et e

invention. Figures 40 thé’iiﬁa'ué‘t'ifﬁl.sqiuﬁﬂ AWr &ddcli®dd fithB4Unithe protection

process according to the invention 1 nplenenting the principle of protection
by variable. Figures 5hdthy Sdnsfomnidgabe sbenéntarystonanhamdy intee instrottimsi on

process according to the invention inplementing the principle of protection
by tenporal dissociatiGPM#EGIPESS %t&%ﬁt‘é&m@é‘ﬁg‘ﬁ%‘ﬂi | lustrating the
protecti ony PhAE @GS feOiAbOPhiR, i thel | fURAkE 8F tHTRhiE TRIthé BEkel WherBlid faCi Pl € Of
protection by elenentary runctions. Figures 70 to 74 are di agrans

i |1 ustrati ngdeteeteghrtbatethiei chaiging cdsthe ainstouctions) executbe in rthe nmitododsnpdtenent i ng
t he principle of n_and, coercion. I?%gur s 80.to 85 are
System of it

rotection by detecti
i agr e 1 11 GeesaBnd g6 che “Bpatted At IPOREE-E Y arfiget
and/or modifying the functioning of the portion of the protected software, so that
the functioning of the protected software is modified.
According to a variant embodiment, the process according to the invention
comprises:
-> during the protection phase:
e  defining:
— as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of

returning a result,

— for at least some of the instructions working with registers:



invention inplenmenting the principle of protection by par renam ng. Figures
90 to 92 are diagrans illustrating the protection process according to the
invention inplementing the principle of protection by conditional branch.
Figure 100 is a diagramillustrating the different phases of inplenentation

of the subject of the invention. Figure 110 illustrates an enbodi nent of a
system al |l owi ng the inplementation ofl3the construction stage of the
protection phase in accordance with the invention. Figure 120 illustrates

an errtd)odi ment (r)]f ﬁ’p_ré-R?Héi_eﬁmnﬁélﬁ @‘lﬁlcﬁ?ﬁ%li%%@heﬁﬁﬁﬂiuﬁ%o‘br otection pr ocfess in
cocordance (1 1| ad e ELGE AR LHBIARSF YT ETRBTRRL ©

systemallowing the inp age o

protection phase in a@mmdﬁ@fs%nuﬁiﬁdludihgbit@ﬁelatsic@ﬁespﬁhamg@ozmo illustrates

an enbodi ment of a systemallowi ng the inplenentation of the protection

process according to the anddenification ficlduof thelibstridtionst r at es an enbodi nent  of
a custom zation unit ysed ir}the protection, process in accordance with the
i nvention. 19 In thd read %tfeaeheperéggpf%ﬁﬂwcpﬂ@ fol | owi ng definitions
will be used: A data prq‘gesas}r%gﬁaﬁstem 3 is a systemable to execute a
program A processing and ne I'Zihg unit is a unit able: - to accept data

provided by a data processi néildsa?{l?éx?%t@d identificdtRUldld 8ftha op&ahdle dat a
processing system3, - to store data at |least partly in secret and to

retain at | east-a par¢achbfregistedbelangingvethd éxploitationi medns apdivsehbst théf, - and
to carry out -algorithm ¢ processing on,said data, par r.all of the result
bei ng secret. A u!’ﬁ‘SFuStl ‘% asebr(ﬁ‘ce&ﬁeﬁéed:n@eﬁmlp | 1 nit Wh‘ﬁLgﬁ%nt! ng
the process accor digi@ma@ichili théi&iitedOhe idnhkigitont bt thfOlabsS istiBlidn Whi ch
does not inplenent the process according to the i nvention, but which can

recei ve data transfwdiich bag returnedtits resultiintsaigl registepr e- cust oni zed unit 66 is a
bl ank unit 60 which has received part of ta g{mbl ing it, after,  reception

of suppl enentary d&?a,et?%‘_c’ﬁemF?%?ns‘Pﬁ‘i“}?eﬂmr & UriRg: t _ . exeppiion, gf amy of
information to a b'iﬁé%cﬁ&k,tfoﬁga [cg%ﬁﬂfd?%@%%ﬁ%@&?ﬁiemrﬁgoggh 0l @epends to a

transfer of information to t uni t e pre custom zed unit 66,
and to a storage oftheeadquhlity afi#feegenerhtéechidentification. fieldeorresponding to the

register used by said operand, and the expected identification field of

the origin of said operand,

— and as coercion means, means enabling to modify the result of the
instructions, if at least one of the checked equalities is false.

According to another preferred embodiment, the process according to the
invention comprises:
-> during the protection phase:

e  defining:

— as a triggering command, an elementary command or an instruction
command,

— as adependent function, an elementary function or an instruction,

— as an order, at least one argument for a friggering command,
corresponding at least in part to the information transmitted by the data
processing system to the unit, so as to trigger the execution of the
corresponding dependent function,

— amethod of renaming of the orders enabling to rename the orders so as

to obtain triggering commands with renamed orders,



transfer can possibly include a change of the information format. A
variable, a function or data contained in the data processing system3 w ||
be indicated by an uppercase letter, while a variable, a function or data
contained in the unit 6 will be indicated by a | owercase letter. A

"protected software", is a software which has been protected by at | east
one of the principles of protection iHplenented by the process in
accordance with the invention. A "vulnerable software", is a software which

has not been prut e@hdgestaringmesns; desighed tobepised dxthegmit dyingrhetusagdy t he
process in accordange Wth t invention. .ln the.case ere
differentiation beP&%SSha C{]Vl?llgﬁ% g%{eg{oggﬁ%t}pgmiﬁqgflglcﬁ%\[f\gglfeézatesgrp%r eis
not inportant, theHSemmePiiyare” is used. 20 A software has various
representations depending on the instant considered inits life cycle: - a
sour ce repr esentaistrocting exploitdijoacmearep epsdingathe amjt to alsdliimplentent ithw, - or a
dynam c representatjon. A source representation of a software is
under st ood as arSSEPBMEIRSHISL i on which after transformation, results in an

obj ect repr e§en5x?c}ﬁ%ﬁ{fyfﬁéﬁﬁ)ﬁ%&ﬁ:&?%ﬁ%&t-ati on can offer different |evels,
al~ abstract ]

froma conceptu eve 0 a'T'evel executable directly by a data
processing system @k shdisgeHsi the SMcdTRITOEHeZ ipRiedist tsoﬁvsé?e,oi?ig%@ﬁng ,
representation of a software corresponds to . a |level of répresentation

whi ch after transfepmmands,di stribution and upload to a data processing
system or a processin d nenorizing unit, can executed. It can be, for
Thetance, a bi nary o StdtBing Flpes fhe Hadren srmorcatdhe Soures of e prtede o n
physi cal or virtual,AWRRYy rekRRing i et Ut tROGRSEN EHRE mﬁ]hﬂ& gaid

di stribution having to bey|tout at gt he ‘user's di sponsal tlgﬁ%na e th%mto use
the software. A dpséneanced pheslentitytafdhe caraspopingidependdat durekions)t i on of t he
software fromits di%&i bution. A portion of a software corresponds to
sone part of the sOPd REPEOINRMECan, for instance correspond, to one or
several consecutiveg org0fkst bRkl bPR% profada" EreCkaid BYE', ecutive
or not functional bl octEs, San /orb%{ne or %evefalso’?ﬂngf %%%?,ﬁgg’kfggagne or
several subprograns, deitigruchitieatdoringier etecutiaiubfthe poteaed scitwaré, the sof t war e
can al so correspond to .all, of said sof.tvvare.slcll:i9 ures 10 and 11 illustrate

the various represent dFPERTNScOUAAnds ath regpm RN aB¥E S tware 2v in the
general sense, and,of a@adﬁﬁ@ie%ﬁﬁ&%ﬁ@é‘ﬁé@%ﬁt&? A LIRThraeobididaant 0 the

process in accordance wth the invention. ure 10 illustrates vari ous
representations of a \explitatih enenos talsar enplemaptireg thengstbuing ngeadnsssdid f e
cycle. The vul nerabl e softwar.e 2v can, t hus ear under . an 21 of the
fol | owi ng represent at iSSﬁ‘g‘.de]_%ie%‘oEﬁrE eﬁ“@pﬁ"ﬁggﬁﬁafﬁ?ﬂ‘ 9%‘} t%#"oﬁ‘j“&@{ld
representation 2vo,  auginglthé @ildéduﬁﬁn%‘f(ihe PRIt LY s%&‘t'iﬁa?é‘,t%é’meﬁﬁf} J¥ane

commonly the form of a physical distribution nediumsuch as a or the
formof files distribulependent dumdtions nwhoger kxqcEdn i ritiggered byethe. first or a

dynam c representation _2ve, corresponding to the executign of the vul nerable
software 2v on a data WB@@M%‘Sﬁ‘%tPéefﬂg@' great é‘ﬁéﬁ??"%ﬁ}@‘,’uum part,

and the dependent functions are executed by means of the second

execution part,
-> and during the usage phase:

e in the presence of the unit and each t'ime a triggering command with
renamed order, contained in a portion of the first execution part imposes it,
restoring in the unit, the identity of the corresponding dependent function
and executing it, so that said portion is executed correctly and that,
consequently, the protected software is completely functional,

e and in the absence of the unit, in spite of the request by a portion of the first

execution part, to trigger the execution of a dependent function in the unit,



whi ch classically includes, at |east one processor 4. Figure 11 illustrates
various representations of a protected software 2p appearing during its
life cycle. The protected software 2p can thus appear under any of the

foll owi ng representations: a source representation 2ps including a first
source part intended for the data processing system 3 and a second source
part intended for the unit 6, part oflsaid source parts can comonly be
contained in comon files, an object representation 2po including a first
obj ect part 2posoti beinghahdel td talfill haid dequespeamteetly, sogthatyattleast idiportiandscond
obj ect part 2pou intended for th nit 6, a digtributjqgn d including: -
a first distribBey *‘d‘ﬁc‘&a& corpdly %@‘rfﬁ%ﬁ’ SPRRsarentlys ﬁ}ﬂsﬁmt?ﬁieaéf’ﬁﬁaﬁ 1539%s, said
first distributj eing intended for the data processing system
3 and which canb%?r%%gﬁﬁgé%ﬂt he form of a physical distribution nmedium
such as a CDReddrdingt foea fvariant tmbodiasentli tier procdse daccbrding ko aheériweatién ( GSM
Internet, etc,), - and a second distribution part 2pdu having the form -~
of at | ecPMMHES:pre-custonm zed unit 66 to which a part of the second object

part 2poujhas hee I d for which the user has to finish the
cust om za ioﬁmﬁﬁtﬁﬁﬁgoa{%qﬁ’g&gg%pl enentary data so as to obtain a unit 6,

sai d suppl engnt gefinidat for DA MAsORLE AGfndéf! fiinBfbMNE Cfanlly GPVMEpeAdbnithr ough a
network, or of at least one unit 6 to which the second object "part 2pou has
22 been upl oadediynctions algdsitharically exquivadent; butittiggaed by driggesipg cdinmgpnds t he

execution of the protected spftware.2p. Said dynam c representati on 2pe
i ncludes a fi rsWhQ%@B??‘S&OH%FStarﬁﬂbfgergﬂlﬁ ch is executed in the data

processi ng syst &aﬁg,- Nhé %%d?&%&!ﬁézon part 2peu which is executed in
the unit 6. In the (?as I.l%rwrg&)the IfTferentiation between the different
represent ati ons-of byhehqusinge dh etle ssoliresapf tBp pratected softpard antleast loae

expressions first part of the protected saf@t re and second part of the

protect ed sof t war e HEggETINEsOMIRNG With, genapys, t ati on of the process
according to the inygny dii@}n 5018 Give ‘éh&égntﬂb‘?ﬁgx){%?rﬂag sHERE SESMkat | on of
figure 11, uses an apparatus %II’IC uding a data processing system3 |inked

up by a link 5 to groteited GoftWaee Gat ephichpeasidagt Sestenamddi srdef ofinet ype and
i ncludes, classically, at |east one processor 4. The data processing system

3 can be a conput erchsenjeiggering comypand, with yeramegk order; W Rrevegieddevi ces,
fixed or nobile pr tS. . | i : The Iink 5 can
be realized in any%g%%ﬁﬁﬁggﬁl\}%g&@ggﬁnéa@nétg@(?ﬁis?%gaa?i%%ﬁgﬂ erial link, a USB

bus, a radi oAktsrdingato aptarisat ehibodimentheiemprdeessi adcoeding tdithedhveritiont ri C
connection to,a circuit of data processing system3, etc. It should be
observed Y93 RHe unit 6 can possibly be physically located inside the sane
i ntegrate c'ﬁﬁfe-#' e . i stem 3. In
this casef; tHe }ﬂ%et g%g%%dbgeﬁgag%’sﬁ erIeI%’ ?sr %hg%s??glgc%g gg@? rfﬁl(ri,c et at itaon to

t he processofamilyéf dlperittiaticallyrequivakinh demopdemfuictiong: the |ink 5 is internal
to the integrated circuit. Figures 20 to 22 showin_an illustrative and
non-1imting mamerby ¢anGatanatingfodicled of snqise o dhe dnformatien dsfinngotheng t he

i npl enentation of t f i GRRSt 1 r - Wi he inventi on.
In the enbodi nent i %tg.nggﬁé%b%e@?gur eﬁ'zﬁ’?°‘?‘ﬁ’g{2’p°9‘§9§§%‘¥\‘5‘tﬁrﬁé‘%bar atus Ip
includes, as a dat arfyoesss thididemfication. fiedd 6P telinStiudidd, andthé exifictedd, a
chip card 7 and its interface 8 commonly called card reader. The conputer 3

is linked up to thddentificaonficlds|of the eperamgdsi ng t he execution of the
protected sof,t ware 2 the.fir ecut i [ es which,is. ex ted in
t he conputer Agcodrrqgngc E% asg%é%’é °§‘f‘<"e°§d?ﬁ?‘.g%*n tgé;rp?&f%)seég%\(ﬁ@gg t?)sthgxlggarﬁgo in the

chi p car deon sits interface 8, nust both be functional so that the
protected software 2p is conpletely functional. In the enbodi nent
i1lustrated dnrifig therproteetion plaspy ot ecti on apparatus Ip equips a 23 product
9 in the general, sense, including various conponents 10 adapted to the
functions) a8su NP such a product 9. The protection apparatus |p

i ncl udes, th i '
product o and, on tRdNAPRS T pdRbfing of HE75I0EA, TXTRERNE IR ORIUR A, o

So that the productordedss conpletely functional, the protected software 2p,
must be conpletely functional. Thus, during the execution of the protected
sof tware 2p, the- fiarmstaserestoningoneans, mepeimpléthentingsa deciphering methohto dat a
processi ng system 3 and the second execution part 2peu which is executed in
the unit 6, nmust both be functional. Said protected software 2p enabl es
therefore indirectly, to protect against unauthorized usage, the product 9
or one of its functionalities. For instance, the product 9 can be an
installation, a system a machine, a toy, a piece of domestic appliances, a
phone, etc. In the enbodinent illustrated in figure 22, the protection

e N e o M




L4 neans 12, 13 are adapted to enable to have at one's disposal a protected
software 2p which is, preferably, independent fromthe type of link 5 used.
Said transfer neans 12, 13 are not part of the subject of the invention and
are not described nore precisely as they are well known by the Man of art.
The first part of the protected software 2p includes commands. During the
execution of the protected software 216 the execution of said commands by
the first execution part 2pes enabl es the comruni cati on between the first
execution part 2pedeciphert the mnsmad edesuendrthwarest@pethe identityeof dhe¢ of t he

description, said co nds. are represented by IN, OQUT or TRIG As
illustrated in fi gaF&T;‘gi?tfi‘%Ct‘éﬂnF WHtQIHg‘Pf‘e‘?ymht ation of the second

execution pa f f e , i i ncludes
protection rrég%%&?g &Tﬁ%&g?rg?ec |%cﬁ%rrné6§)r(lﬁsﬁ4%’ iﬂ%ﬂé&pﬁ%@s@%ﬁd&% il?((?)ntﬁgreans 15
and pr ocegsémpnoeanpdisd®. For the sake of sinplification.in the rest of the
descriptiqgn, it is chosen to consider, during the execution of the

pr ot ect ed‘)soﬁlﬂlmfheﬂfﬂtﬁqtﬁépbﬂfééence of the unit 6 or the absence of the

unit 6. In actual Jfact,.a unif 6 providing protection neans 14 not adapted
to the execuli oﬂlog‘fﬁ]t“ﬁéh%%r@geﬁtedés?g‘gﬁﬁ'on part 2peu of the protected

software 2p is al SQ\Z/C&i&%biﬂg,rﬁfjtﬁ’é s@ﬁr%§'digtheeﬁ%&cﬁédn?oﬁ\{?&e,e)é?%bg{ %ﬁeof the
protected software 2p is not correct. In other words: a unit physi cal |y
present and i ncl udicogdifional ehranein caeids ot imd@pead ¢me theseaxagatitharicof t he
second execution part 2peu of the protected software 2p, is always

consi dered as pres®@HMSS18:unit 6 physically present but including
protection neang 1 @;ﬂ%o i i

i npl enent ati on of ?’Kgg (Ssdel 0 tggaesgg?(?glﬁ&ggrpt% hk)gl\éﬁuﬂg E{Lﬁgggfglt%g%?tg%tegoftmre
2p i s considered asofwaspthis motifivation beinkSuclo tiae didiyg thRnekeastionl 65theg when
it does not work correctly, arid g unjt 6 physically mssing is always
consi dered as ni ssPrRfectedSeffgareqthe fimetiomalifyeot ah lqasoneschasen conditierplpy  a
chip card 7 and it .4 , r . jt.into two
parts, one being o%ré.nﬁg?slr%{t%g‘?tf g’cbél l@g%ﬁr?éﬁ?ﬁ%&%?ﬁ?’i%ﬁéé%gﬁ’dﬁ@# 1%:% chip
card 7. In this—-enaadbyprdducinge absence of the chip card 7 is considered as
equi val ent to the absence of  the uni . In other words, in the absence of

t 6. |
the chip card 7 and/ orth$ fisst phiegt patt ef the nraectsd spRwares priddlsiobjert aprt not

accessi bl e 25 and d . | egution
part 2peu of the prot g)g%}%tdsugfgﬁ%\g}ﬂgﬁgp, %%E%cgﬁog%eﬁ)ﬁog?&%gg%%?éc ed
software 2p i s not corfphaionhityfofrat ldashede choserncanitiaiat branich lis édteuiedvent i on,

the protection process g%ms .at inmplenenting a principle of protection,
called by "tenporal di'8 Wb on", a descri ption of which is carried out in

relation to figures 50uiandfocoRfionidst phHRIFATE Hotldie sifwhiesdit LOShA! © Of

protection by tenporal dissociatio ose I e source 0O e
vul nerabl e sof tware 2wbjecapart bamig snok thait gafier tupliad tp tiecesis anddusngeat | east

one operand and returni ng{at I&ﬁst oneeée?s#‘lvt. | s al sp chosen at | east one
portion of the source SFFCUtpR ofithe Brotested softwars, aprsats the secondiexgeution) east
one chosen al gorithm ?i-&%h. : i he
source of the vul ner ag,lagtrg% tvvaéggf Vscl#gl?fﬁuggﬂﬁnoag?f?g%ﬂ%fg{ g{sagtcgssg tain the
source of the protect ednditiohaichranchis exddutesd, modi fi cation is such that, anong

ot hers: uring.the execution of the protected software 2p, at |east one
portion O-S tﬁ?ég‘i‘m‘@ttg%?%tﬂ?‘ﬁ?:part 2pes, which is executed in the data

processing. syt Bt liesef it AnR SR8 vAl biAZ dofor S1RD ERIULLNRpaR! | 2

one chosen al go C processing I's execu _ _ t he
execution of thempsses & ectuting thdfinsti6Rilily X @Clhit Ghe RahditidASbrandh igh | S
executed in the unit 6, executes at |east the functionality of at |east one
chosen al gori t hithecutpf, goethat said portion isgexeruted coraetly and thatheonseqreatly.ed

software 2p, eagh chos akgorithmc,processing is split into several

di stinct steps,ﬁ}?%%fi%&so gf?lff’omée?ﬂp'gﬁ%an%f t he operands) at the unit
6°s disposale - a8d4 fiPtheé abbdie GFHHhY UMY afd in ffitel ' ’

functionali t; of tﬁg chaoseneal gorilutﬁﬁm C nprﬂgge@]flﬁggq&g?r? s%‘?lﬂS%Bthaend(s), -

and step 3: posfSirdtlexecution pdrbito execnte tHeefunetioralityodf & venditioaslrbrahahoini t himi c

processing at the data processi ntg s¥stem 3's disposal by the unit 6,
the unit, not being able fo fulfill said request correctly, so that at least said




steps commands are defined to trigger the execution of the steps, and a
sequence of the steps commands is chosen anong the set of sequences

al l owi ng the execution of the protected software 2p. The first execution
part 2pes of the protected software 2p, which is executed in 26 the data
processi ng system 3, executes the steps conmmands, triggering in the unit 6,
t he execution by neans of the second Bxecution part 2peu, of each of the
previously defined steps. Figure 50 illustrates an exanple of execution of
a vul nerabl e sopextigneis2not pxecuigidscarentlyl and dhieeonsequentlyn thet peotested ut i on of
t he vul nerabl e software in ipeﬁhgn%?talprocessi ng system3, at a certain
time instant, tRETREFAGCPERIGHEY Bmetopaly “vy corresponding to the

assi gnment t & gordfel A0 Cvafian® fentbbEini&R U e gﬁc@& @it B HVRERSS! N9
represented by a function F and using operands X and $ Figure 51

i |1 ust r at @snprises)danipg ¢heqirofentpdreptmne,ahodifying thelpeotected sdofiwaref or whi ch t he

al gorithm c processing chosen in figure 50 is renoted in_the unit 6. In
this exanple, dari My chpesingde the sopreerpiithe pepigciedosasivense i at deast enecseries of t he

first execution par e ted software 2p and in the presence
of the unit 6, appé’gF:&ggtcgﬁlErlr%gﬁlﬁ{saﬁtﬁﬁs’tI, the step 1, i.e. the execution

of a step command @Einddifieedti 1@t bhE chése pofiondf tHeksurde 8Mtle Yrite@Bat he data
processing system3'to the nmenorization zones respectively z and y | ocated
in the menori zat i osofiwares thismoflification heingGucts thiat! detting thecmxeeuttbnGHl theei ng
represented by OUT(x,, X, O , .a i instant t2, the step 2, i.e.
the execution of aﬁ‘?%‘ﬁ%é?rﬂ'%’%’é@z,ovfﬁlgb‘g\gﬁﬂ‘baﬁ% °?Haé It ons, ai‘ﬁg“
execution by neans sgfiest B cHREGOHA Dritchbs 39 eReuted2BSUmeMs bhehd sdphion .
said function f being algorithmcally equivalent to the function F and said
step command CE2 bexeautionpedsiatheuniby TRI G f). Mre precisely, the
execution of the steﬁ com"gand CEZ | eads to the execution of the function f
whi ch uses the cont®Bfb¥ PRAUCIE: henori zation zones x and y and returns its

result to a menorizat Qg i£QRBjebt Pirt bl'theYtblectid s%RQQr_e?EaiH@fH& db?}%i ?E&tt t3, the

step 3, i.e. the execution of  a step cormmand CE3 triggering t ransfer of

the result of the fundteingwsuch thaddtibngds ¢xecutimn ofithe pratettedsofiveare, theof t he
unit 6 to the data progessing system 3 so as to assign i.t.tao the variable
7 sai d step commnd CESSHRBRHY dta St ARE BBy PRESHof GoRdtinasl PRAER ot o
exanpl e, the steps 1 ti9edecutcd if¥RCHiied successively. It should be observed
that two inprovenents can be effected: 27 The first inprovenent concerns
the case where sever alandlthosecondiobjqet pessithy pradected sofbward, sad sévendni t 6

and at least the result .of o al gorj t.hm c, progessi i S, Us b not her
al gorithnic processi ngo%JTCﬁpF]ﬁﬁjgl 5%38#%?%#@&333%%“ E@Q}E‘q@&i’g tS‘Sssi bl y
be renoved. The SeCOFBiebﬁﬂHn%ﬁH@Biot@étB@s@&wﬁ’@}éﬂ&aﬁ‘s%«; Sedofid eké@ifonSequence

of the steps conmmands anong the set of sequences allow ng the execution of
t he protected soft war eaipby meanhof whislydlag ovérall ifungtionalityadfl & lesst sinese a

sequence of the steps gomands ich.te rald y.di ssoci.ates the execution
of the steps, by i ntercg'zgf?ﬂsfeﬁlasﬁg‘.f‘v{@éthoﬁu“‘c AE X578t code executed in
the data progssSirBekss Yazb&iding &1¢hd MEventibAhes cRABles 46 Rsrofe Sotiged to

determ ne other ‘'data. Figures 52 and 53 illustrate the principle of such an
enmbodi mensoftwrirg by asiBg aghroeessing and meprasizifig enibwhichgmesshtsahe chanenteristic

software 2v. In this exanpl.e ears,. durin ecuti gn of .the

vul ner abl %flg%‘_?t?%g?geaﬂf,ﬂ_ gﬁ@%égfﬁg?rﬁ Weeé‘g'f‘ﬂ%&'Dg_sfsg?ﬁ"%,d’qqhaé‘yeﬁl%rbv&fii on of
two al gorydrkigh Ofthe §68whi Gittehipliely 18 Wkt Withahe tuey ﬁ?o@@és_ldg'nalﬁlf méndfiging . Such
that Z E-- F (X, Y) and Z7 E- F (X, Y'). Figure 53 illustrates an exanple
of i npl emenit amposesdd rebreater the awst oft ther s containedninethiei pracdssingvimdch t he
two al gorithm c, processi.n chosen in figure,52 are renoted. in the unit 6.
Accor di ngEBIOEFEE Uit SYiRg R XRERton, qrrlstseid derved YRl oRVEessi ng
system 3’wﬁfn6th%JJnﬁpi§te didman part 2pes of the protected software 2p,
and in the presence o he unit 6, appears, as expl ai ned above, the
execution of Vatieps dsthermehdtactéiistics Ghderg€ERonv thiee sipsuriptiog nadé lelow in

determ nation of Z and of steps, commands CE' 1, CE 2, CE 3 corresponding to
t he det er¥efergngeorto othez:apponded| diggrams awhich hghost, eps nOFkiiiNG EKRMPISS.CE3 ar e

not execute onsecutii.v. i c S s CE1to CE 3, as well
as ot her %xggg&ﬂgpfsla&ﬁgmﬂ%n?n%goﬁgfgﬁes&%}eﬁﬁgﬂiﬁgﬁ%@gﬁ%ﬁx.e, the foll owi ng
sequence is thus carried out: CElI, portion of intercal ated code, CE2,
portion of intercalated code, CE 1, portion of intercal ated code, CE Z,
portion of intercal ated code, CE 3, portion of intercal ated code, CE3. It
shoul d be observed that, during the execution of the protected software 2p,
. in the presence of the unit 6, each tinme a step command contained in a
portion of the first execution part 2pes of the protected software 2p




step is executed in the unit 6. Thus, it appears, that in the presence of
the unit 6, said portion is executed correctly and that, consequently, the
protected software 2p is conpletely functional. Figure 54 illustrates an
exanpl e of an attenpt of execution of the protected software 2p, when the
unit 6 is mssing. In this exanple, during the execution in the data
processing system 3 of the first execldti on part 2pes of the protected
software 2p: at tine instant tl, the execution of the step command OUT(X,
X), OUT(y, Yvigasesnd® and d§ecaret functionahdiegksodiagrams luatreting the whrousespecti ve
menori zation zones x.and t aki ng..i nt o account, t he apsence of the unit 6,
or L e EEsAeDs S AaSabate it vl PE PSR bR S Rke P pioinor
trigoger tihecEt8aiet vAth L idvegtidnction f, taking into account the absence of
the unit 6, and at tinme instant t3, the execution of the step conmand

| N(z) cannotFigureg20 td 22 illusinsf & exaingilés vadeus émbdditientsfofrunt appardtus t aki ng

into account the absence of the unit 6. It therefore appears that in the
absence dmplereentingthesprogess inaccordamee Wil s inveRtion. portion of the first

execution p i . ti. 1t i.f: 6,
cannot be fﬁ%}'?&iﬁl %:ug(} tr:"(iaca @na@%@lﬁ&éﬁ&%td@%%@% n?f‘é‘? I{l)gegx rl{z’lltotﬁgiggﬂer{%]t

execut ed principte bl the postebdiataccords@auittnthe inventien pr ot ect ed software 2p is not
conpl etely functional. According to another advantageous characteristic of

t he i nvent i oRigurescdOfoA3care figgramsdiivyfeating the protactiph prosessiaggordingrtp tis pl e of
tecti ] | ariabl e . i pti f. which i ied out i

Perat i on Pecifion iftpRinestifl bibdheidte FRIGBbh R vBiatth °0r ' Che pr i nei ple of

protection bFigudés SUloS4 dré dRBRSAITustrdthe (BOPOER1IOH pfddss\iebfalith ghes Of t war e

2vs at |east one variable which, during the execution of the vulnerable
sof t war e iRventipadmplementing thegrnciple of protastioppy sempasalgdisseciatibawar e, nust be

understood the set_of pieces of i.nfornatipon t ..a given nonent, necessary
to the conpl 'ngreésx%ogtﬁt Sithe g*aggag?sdﬂg%ag&&rtge, ProfeCHaR ﬂroggsstawg?r Ngo M ence of
such a chas&itioampRMentinp Shdistigsic bhprotaiiBh 8Y lepcRti Fipftiehs.sai d sof tware.
I's al so chosen at |east one portion of the source of the vul nerable
sof t war e 2vsFigunesalbfiorikd are diageams illnstratingsheprotactianh prmcesstacerding totlee chosen
portion af the sougce f éﬁlee rYJc:iR';ierfbl zc?.of %V\%F{%ﬁévs is then 29 nodifi ed,
so as to 'BHHIOR PRETETHPE S HMHEC Bt Brosttes °¢ \} @M nodi fication
i's such that FidufésBD fo/85 £ dfghdn@illaftrdtg (B flokstiBA pRREIRESIRIL todhe | €St
one portion o_%ut.he first execution par?fgz.pes whi chpi S executea% n the data
pr ocessi rigvenfiondmpimensing she principle ob pretectionby par tenamingone chosen vari abl e
or at |east gne c chasen variable resides .in the unit 6. Figure 40
11 ust rates Spuesaiods s diagtms iyStnng e proisesian prosses atgpidinino e, i s
exanpl e, iflvdrtid inpRenfottitg theprimiplk BE protedivh 3 cendiGbhaidrscRy i n the data
processing system 3, appear: at time instant tl, the assignment of the
data X to thBiguxne 18|ie a\diagrampillusteatingdthp \different phasesaof imptementstiomoft z, t he
assignrn f. the.,valu f the variable VI to the variable Y, represented
by Y E- %%S&dﬁcéoifhetlflﬁgn@ﬁ%tant t3, the assignnment of the value of the
variable VI Figuk&@10 flishiated aﬂyerﬁtﬂﬂﬁtﬁ&ﬁrﬁf@sﬁ%ﬂa@wﬁ{% -thé:irﬁlfbléﬁeﬂtltion

a 0

illustrates an exanple of a first formof inplementation of the invention
for whi crofithecanstruetiorestagesofithe protection phasetin@ccardanch iwdthetha ipieationdur i ng t he

execution in.the a.processing,system 3 of the first executi.ogn part 2pes
of “the prot cEieite 33D AEHERSHM LSRG ol anpre edomigtion aicised el o
time | ”Stlﬁﬂfec%n%fo@@ss‘iﬁ%é&ﬂﬁﬁe trethb iARafies. comand triggering the

transfer 'of the data X fromthe éata processing system 3 to the variable vl
| ocat ed i n tRizgumeA80 iilhestrates ansantsodifmentf oft dhsystem dll@yingahe implamehwation ormand
bei ng represented by OUI(vl, X) and, corresponding in the end to the

assi gnrrerﬂftg? t@ﬁ%‘“ﬂ%‘i’& S%%F of therotgrtion,phasg fin acca’fdgafli’w thg igMention. ¢ he
execution of f; QIR i: ' f e of the
vari abl e vl F@s‘%?ﬁg 11?\?]st1[91he u%ﬁ@l@gﬁt{é}f?%}g% gn %frlg‘gglggﬁ?\g&gff&%g%%ﬂso as to
assi gn i toftthe pagectiohipaddess ¥ccofdingltd tha idfemtios.onmand bei ng represented by

I N(vl) and corresponding in the end to the assignment of the value of the
vari abl e vI FiguradSgaillugtatesyan embadiment i ofea i qustomization, unitense dautheon of a
transfer co nd triggering.the trapnsf.er of the value of the variable vl
resi di ng Rrﬂ{ggﬁ%‘lﬂ?ﬂc?&gmt”ﬁc H%m&at’f@ﬁ?d PRg system 3 so as to assign it
to the variable Z, said transfer 30 command being represented by | N(v1)
and corresponding in the end to the assignnment of the value of the variable
vl to the variable Z. 1t should be observed that during the execution of
the protected software 2p, at |east one variable resides in the unit 6.
Thus, when a portion of the first execution part 2pes of the protected
software 2p inposes it, and in the presence of the unit 6, the val ue of

Y Y . o




variable Y, and at tine instant t3, the execution of a transfer command
triggering the transfer of the value of the variable vl residing in the
unit 6 to the data processing system3 so as to affect it to the variable
Z, said transfer comrand being represented by IN(vl). It should be observed
that during the execution of the protected software 2p, at |east one copy
of a variable resides in the unit 6. Thus, when a portion of the first

execution part 2pes of the protected software 2p, inposes it, and in the
presence of hiegestef the depraipfign the follayging detipijions wilhpe Hssde residing in the
unit 6 is transferred t he dat rocessi stem 3 to be used by the
first execut ?pn%ge}t?p?ﬁg@r}%sy?%@a{ﬁ&sgéfé a@%?‘%/wfgtefﬂ’,mgﬁ%ch soyt hat

sai d portiongi S@g%gegs aﬁgl’lﬁ%ﬂﬂn%‘:l t }sNAnit psequent Iy, the protected
software 2p is conpletely functional. 31 Figure 43 illustrates an exanple
of attenpt of execubhcepddati peovidedibset dada prictsshiipgesydiem hen the unit 6 is

mssing. In this exanple, during the execution in the data processing
system 3 of the-fi rteretasadata todhe gata pronsesing systeme3pr ot ect ed software 2p:  at

time instant tl, the executi of the,transfer, conmand OUT(vi, X) .cannot
trigger the transf ?SE’F"&# aﬁ%ﬁ%%&%mﬁ T*F@réé‘Pflé‘bFeéa‘\‘}Ia,t lqast? Ryt Phddidaccount
the absence of the 44 dvef if theniti{®vitdhelidef t2, the execution of the
transfer command I N(vl) cannot trigger the transfer of the value of the
variabl e vl to the addtta cpmrpoessligorthayie tpeoceSsing akisaig datd, pastcorcilings thee

absence of the unit 6 and at time instant t3, the execution of the
transfer conmand INIEW}t)b%WG{et-tri gger the transfer of the value of the

i abl I tah ' 3t aki ' . t th
2bsence of the Cnipitd & PIARERSnEnd ARk Gz A BRRIRERIAC LG . iy

6, at |east oneatsdmgtio the iav@amiohj on of the first execution part 2pes to
use a variable or a copy of variable residing in the unit 6, cannot be
fulfilled coPredtblank ynit6fas a ynit whieh doggingt jeplement the prosessaceerdingto

correctly and that. nse | the protected.software 2p 1. s not
conpletely f unc{&?eolﬁlé{%ﬁl _ g‘gkﬁ‘%]f% b%%regﬁlg' 5%\9%31%%%{"1{%%’?3&? Q%Ht;nsf ers

bet ween the dat &\ preoGiRfomiBed 66 661 2 bRAR lﬁﬁl%ﬂ&ﬂln’bh@aéféc@ﬁ%d?/&aﬁ@fﬂﬂat he
previ ous exanpl es” use only sinple assignnents but that the n of art wll

know how t o conighaldinghisrafier receptiore of sunplemenity date, dbbaitransformedintoper at i ons
such as for instgjglc?e QuUT(vl, 2 * X+ 3) or ZE- (5 * vl + v2)) According to
anot her advant aé‘ $ characteristic of the invention, the protection
process ai nseat THIRIPRSHINGS MBorthalibh 16 laPhIBnI lin 10t &S pROERINiSEH Biit 66

el ementary function a description of which is carried out 1nrelation to
figures 60 to 64orrgspondhéo iantpansfor mfainfarmatibn tthehe blanki wiie 6 for ghotpest i on by

| t functi ons, def.i ned: .set pf el t ] wh
ol enent ary f uncePanTizeRcif & B fp p sk of wid SR ST dheond
execution part Z2p@kfer &dh pdiSibWPintlule a%nsix_l%&g&h@iﬁoﬁ&tfbhma@r data between

the data processing system 3 ‘and the uni and a set of elenentary
commands f or esaiAlvanidblgfa fehetivendralaya éamainedimsthe datiagproceSding byestarm 8 awijl

commands being Liabl.e tq . be executed jn the data processjng.system3 and to
Urigger the exedfPgReed Rhan Heperease Ifier.nehils pr weiabled Arynsianhdata,
functions. For {Beaiddalif Wl & U1 B iddiCudl b8 Idietcdtl 1difep! SCtTon by,

el ementary functions, are also constructed exploitation neans enabling to
transform a bl ank "protdcteadOsdfiware'q isinisbftrasdivhichchas been peotedtedrbnhfiledst
functions, the execution of said elenmentary functions being triggered by
the execution i Pnehef dhe aPTRGiples soi Pratpeticrhy implgpented hynthg ypreeaspainds. For

the i nplenentati J4N @%}ncte%ttpfﬂe%{geq%lﬁﬁnm protection by elenentary functions,
is also chosen, T'n € source o e vul nerabl e software 2vs, at |east one

al gorithm c progesilfstabiRisadwalke" Rasiofeide WREERR%S @%%eérﬁf)ﬂ&é&éﬂﬂ)}a&n
one result. Is also chosen at | east one portion of the source of tHhe
vul ner abl e sof t waineiptes of pratiectioni implemeritediby timprocesssioracedrdandet with the
processing. At l.east, one chosen portion of the source of the vul nerable
software 2vs is BYf%odified, so as to obtain the source of the protected
software 2ps, Thj ifi L Of} ¢4 : a IS ur i t he
execution of 't hgh;tpg?%g% e‘gﬁég%f@vﬁ\gfegﬁ%& tg{éﬁ’f’eggsm%%&%ﬂggtslﬁgﬁvagef a{l(ﬂg‘l first
execution part 2Zpe@ctedlbRWatesis asLidnpont, the ffin desfavaenzagsd.ng system 3,
takes into account that the functionality of at |east one chosen
algorithmc processing is executed in the unit 6, during the execution of
the protected software 2p, the second execution part 2peu, which is
executed in the unit 6, executes at |east the functionality of at |east one
chosen al gorithm c processing, each chosen algorithmc processing is split
so that during the execution of '

L~

east



the protected software 2p, each chosen algorithm c processing is executed,
by nmeans of the second execution part 2peu, using elenentary functions.
Preferably, each chosen algorithmc processing is split into el enentary

functions fe" (with n varying from1 to N), nanely: - possibly one or
several elenentary functions enabling the placing of one or several
operands at the unit 6's disposal, - @enentary functions, sonme of which

use the operands) and in 33 conbi nation, execute the functionality of the
chosen al gor?t hi ©fiyvase basyaripus teiresgntations densnding(as) the instard cposidérbily one or
several elenentary functions enabling the placing of the result of the
chosen al gorithm%ﬂbﬁéé’g‘éfgsi ng at the data processing system 3's disposal by
the unit 6, and a . el enentary commands is chosen anong the
set of sequences alal%gg\n&ﬁggptnrﬁsgﬁtg&g{g’uti on of the protected software 2p. The
first execution-pakh oBjeetrepfesértgtigin,ot ect ed software 2p, which is executed
in the data processing system 3, executes elenentary commands CFE" (with n
varying from 1 to Risttibitif®ering in the unit 6, the execution by nmeans of

t he second execution part 2peu, of each of the previously defined

el ementary funcfi oﬁ%aﬁﬁﬁm‘ﬁirﬁﬁﬁgnﬁ*’é‘qﬂl | ustrates an exanpl e of execution of
a vul ner abl e, sofjt Als RS i ution of
t he vul nerabTe éo% ééijf\e/ge?tnarhp’f}leoﬁgfsa proecgsggﬁ%&gg(g;éérf?g?&%[%ngﬁgértai n
time instant,  thichahfterl ansfornmation, resulid Xa aX)objeut rrepresenditinvg:. 12 sbiie
assignnent to a variable Z of the result of an algorithmc processing
represented by EEPresAptation can affer ﬁgﬁeﬁ‘@t lpyslsafigm Koanreptpal shsraetdew to

illustrates an £ 1 i - i t whi ch t he
Al gori thim o pr oS doly et EBARR el gibedlify WER e spiiBatd 11
this exanpl e, dmehmngizifpeurdtxecution in the data processing system 3 of the
first execution part_ZE)es of the protected software 2p and in the presence
of the unit 6, APpoRiect mpraspationsefir ssofiwarg correspondgetait # olevelf afhe

el enentary co : i i L Ny ni he .executi on by
means of the secgg%egégé%t“&gﬁ%sgg gfggs{a%{q%o? rhﬂ%tgg%tgornr %‘%%83%’?@&% ntary
functions fei, preesshigcdysrhoui dprdcbssing anbinemosizindaing, ¢an be éxeielhg dat a
processi ng system3 to nenorization zones respectively x, y located in the
menor i zati on me&#Hsbe; forgnstange, g finarycode, py interprated eqdg, eermmands CFEI, CFE2

bei ng represgnt qd i i vel . - ..at ti .nstants
t3 to tN_ I, thege%sﬁﬁﬁgotﬁ{ \éf %ﬁg %%ﬁt%alc%%ds?g@%ng oé‘f:g%wﬁq,
triggering in thprésehfatibn, dalid dixeitionOiving EBEPudht tHecussLs Aposaiasut i on
part 2peu, of the correspondi ng el enmentary functions fe3 to feN |, said

el enentary conmiable bemtoiuse temQftwasi ng represented, 34 respectively, by
TRI §(fe3) to, TR 1), Th i f tary..funegtions fe3. to feN 1
executed in Eonﬁ%ﬁg’? %}%%}elpgesg_?taggrlﬂ £ %?hes a ﬁ?gyt%ﬁﬁFﬁegy‘BﬂT of%‘etsﬂﬁwﬁfnfgfmon F.
Mor e preci sely, its Aatrébigiout i on of said el ementary conmands | eads to the
execution in the unit 6, of the el errentaréfuncti ons fe3 to fe,~_1 which
use the cont®nt & partiphof fespdivare comespebdetp someg pam of the sofiwartend eanyl t to a
menori zation zoge .z of the unit and at _tine instant tN,. the execution
of the ol ement aly B ETERBRID i Rt veiel Pl b atin BEett: on oy
neans of the seg@ier 6:€ 6 sbRRalPesecAitiNg orQiot tiSctRINSIBILRY, Yanfitr Gnle A f €N
providing the transfer of the result of the algorithmc processing,

cont ai ned i n t heevetaldnnctionscandiasramezorgeverabsubpragrams,antlfos ogaoa sgvesalessi ng

system 3, so as_t ssign it to the variable said el nt qry._. conmmand
CFEN bei ng repr B‘a"gﬂ{%@d Agypofr{.\ffrk)o.f ?r?oﬁ@r‘? I%s%?%tcé’ﬁre@? nﬁ’e,aﬁtﬁ%s ement ary
commands 1 to Nggfwargxecuted successively. It should be observed that two

i nprovenents can be effected: The first inprovenment concerns the case
wher e sever aFigareorli0t hnd clipribestmés s various aepriesshtations hespattivel§y afhd at

| east the result of one algorithmc processing is used by anot her
al gor i t hrfWagERbE ée_éwmf. 2V i BriEenerak e are ofdreleeisd yoRBHFRRIIOlestad for ¢ he
transfer ’acE@ﬂir&O@schQ l)?'ocgfs ih%Pshce with the invention.

Figure 10 illustrates various representations of a vulnerable software 2v

appearing during its life cycle. The vulnerable software 2v can thus appear under any



The second inprovenent ains at opting for a pertinent sequence of the

el enrentary conmmands anong the set of sequences allow ng the execution of
the protected software 2p. In this respect, it is preferable to choose a
sequence of the elenentary commands which tenporally dissociates the
execution of the elenmentary functions, by intercal ating between them
portions of code executed in the datailprocessing system 3 and including or
not el enentary conmmands used for the determ nation of other data. Figures
62 and 63ofith¢ fdlomdngreptasenationsi pl e of such an enbodi ment. Figure 62 shows
an exanpl e of execution of a,vulnerable software 2v. In this exanple,
appears duritg fESUEXEPIBPYRAUGY 2¥e vul nerabl e software 2v, in the data

processi ng syst . GUL of two algorithm c processings |eading
to the det erﬁi nglﬁr:oo]r?coljfg&fg%lﬁaﬁl%%'Z%Such that Z E- F (X Y) and Z2 ~-F (X,

Y'). 35 Figurg @dribliists2vdt Ssidadis@bafith @aR ThavaRoIBMIA the Toh dfe Process
according to the invention for which the two algorithm T processing chosen
in figure 62 argphysicabtdisiributianhenedinim sdch AscarCDROM oors theh fam ef Hilps e,

during the execytiqn in the data i.ng system 3 of the first execution
part 2pes of tha‘smMﬁm%W%&g%égﬁgﬂﬂ%W{t%xpr esence of the unit 6,
appear, as eypl ajne X CA | epent.ary. s CFE
to CFEN cor rze(spgtl%i glgﬁpgy? ﬁ%é%glttagfrsﬁl %%ét ?grrr]%%g }@ﬁgﬁ% {ﬁﬁe&%)‘(}ée&é(gﬂggﬁﬂgf t he
el ement ary comealisrableSsotiviape CrionM data Ipesqeesiflp REstén I 6L agle kadwih Baid, on of

Z'. As illustrated, the el ementary commands CFEl to CFEN are not executed
consecut i vel y, whighelessically ineludes, atlaast-ang reesesioids CFE' 1 to CFE'M as wel |

as ot her port.i re. r n e e fol | ow ng
sequence is Hﬁ?‘ggpg{rrﬁ@ %%st S’a{&&g,rg g%ﬁagir?n%)foé%@?@g{g{le?&%&?&E‘ 1,
CFE2, porépj@mggEdmﬁﬁéngnfeadyeré. T8E protédtéd SoftvdrE 2p, caRQhiid &pedf uhdek @hgal at ed
code, CFE' 4, 3, CFE4, ..., CFEN, CFE'M It shoul d be observed that,
during t hef th &llgwiog rapresenfationsot ect ed software 2p, in the presence of the
unit 6, each tine an el enentar onmand..contai ned in a portion.of. the first
execut | on patt  3gERTsTeIE L AR eLEYE & WSO b dnfepded g the
correspondi ng elig@gitb&ds¥ing téth FanFa S&RMH s8frce HattiBtended fét-thd i 6, T
appears, that in the presence of the unit 6, sall_gggprtl on is executed
correctly and t paxt of gaid sewfoepartscanicommondy be centaised invegramep files, conpl et el y
functional. Figure,64 illustrates an ex | e. of .an att t .of execution of
the protected SBFFWEI‘?'?B?“W@?P ?Pl(é nffﬁ'ilcﬁl_qgai Strﬁbz’,%‘itr%"ft%stlwie &éﬁfﬂrrpl e,
during the execyid @i *)fbcéiﬁﬂlgdéﬁ'ﬁt%nm RRES Séd8d DbRePArB2p M idtéiRicl ifbiSthe
execution part 2pes of the protected software 2p, at every tine instant,

t he execution ofun#d, el ementary command cannot trigger the execution of the
correspondi ng el egent ar unctjqn, because of the absence of the unit 6.
The val ue togas§i‘g§“{"glc¥'j§£‘§d“§mge Z cannot therefore be deternined
correctly. It theref JRRRRA6LS | Bntabl6 l%ﬁ‘t i at

| east one request gdyﬂ%?porti on 3’?*‘@3*‘“?{& %glggeﬁft%?gg&%gé g@sst’g)?dt he
protected software fiagt distributioggpart (2ipds ebedung) tintondeal fanthel davendracessignct i on

in the unit 6 cannot be fulfjlled correctly, so that at |east said portion
is not executed corVHE® y VYIH?C;\ll cap rraugpmly: hayve a?’?e? tocht é’iy%lﬁﬂlt ware 2p

I's not conpletely TyaGLIORANdRGFAH RS EISRAM b Ble A VIAGEALFibuted
characteristic of the nvention, the protection =~ 36 process alns at

i npl ementing a pri rthtopigk acktwork(GSM,dntermetldte)] by detection and coercion ,
a description of which is carried out in relation to figures 70 to 74. For
t he i npl enent at iron agfl aseeonsk digfeibptien part Apdu baving thefprmet ect i on and

coercion, are defined: .l east one softwane € tion characterj,stic
liable to be noni t o ed‘)faf(’%t feélgltsfm? Rreﬁg?s?orpﬁeflh\gntﬁﬁﬂ{odvﬁwﬁta IP s?fr h’r?_e _
criterion to abide by {e@pndbbjeeidsmtt Fith ERlHedRuBloBIAEAHd R WG Meh8& Sti C,

detection neans 17 to inplenent ‘in the unit 6 and enabling to detect that
at | east one software kascoufinisin theheustamization by upteadingotupalenbntdry data | east

one associated criterion, and coercjon neans 18 to inplenent in the unit 6

and enabling to infornid Pﬁetod&?t%mp‘?' BE’ésd;isir‘@ WB@W%&E?@?“%B‘PWGQhe

execution of a softmrﬁﬁimeagy#m%acp&g ,@M&r&gﬂ( i s not abided by. For
€ prin e 0 T ECt ] on

the i npl enentation of clI’p pro y ' det ection and
coercion, are also xongt éfsttieaht exe ufit 6atol wiiicheanSecond bbjedgparD2pdrahias or m a
bl ank unit 60 into a unit 6 inplementing at | east the detection neans 17
and the coercion neans 18. Figure 70 illustrates the nmeans necessary to the
i npl ementation of this principle of protection by detection and coercion.
The unit 6 includes the detection neans 17 and the coercion neans 18

bel onging to the processing neans 16. The coercion neans 18 are infornmed by
the detection nmeans 17 that a criterion has not been abided by. Mre

N o A — e o - - N Y




and in the source of the vulnerable software 2vs, at |east one portion
containing at | east one chosen algorithm c processing. At |east one chosen
portion of the source of the vulnerable software 2vs is then nodified, so
as to obtain the source of the protected software 2ps. This nodification is
such that, during the execution of the protected software 2p, anong ot hers:
at least one portion of the first exedution part 2pes, which is executed in
the data processing system3, . takes into account that at |east one chosen
sof tware execution chalesebiepded c is to be nonitored, at least in part in

the unit 6, _and the sec 110 art 2pe ich is executed in the
unit 6, noni t. or gra ﬁ eagnslg r}lg%r%%il?#ﬁonafe‘gSggﬁSpgg#lpﬁ/\é\?’eﬁ’ngﬁ?é%° the
characteristic. pkMedtan s&ﬂﬂ&a@xﬂf«.LSdi@%ﬂhn‘ié‘?ep?és@ﬁﬁﬁ&&@ﬁoﬂcm%@ afirst
protected by this principle of protection by detection and coercion, in the
presence of t he ewenution part 2pes whichais exktutedin the idater pracessingeystomdd agdt o al |

t he nonitored executign char act eri sti“é]z of all the nodified portions of the

protected sof t waR&CSPA sxecutinn gard 2pgu Whishds saceruteddn thowrit 6ns of t he
protected so r I ] : 1 ¢ sof re 2p
Porke: nom nalt URseRnde i AfeRatdn bodebd e AfblnPIBiEIGRaRTnHE! & 2
noni t or edprekeetadt softwatd 2pais tret iisbbrtant] tiee poyredsivhs Kirst part W%@g&&é’cté&f tware
2p is not abided by, the data processing system3 is inforned of it and/or
t he functiobtivasgand secprd past of tha peteqterd sqftware shadlbesusedwar e 2p is nodified, so

that the fungil qni . ecle ! re 2p is nodified. 8
Natural ly, i ﬁh% ﬁgﬁlg%gg%%élbg?mﬁ ﬁéoc(é%\% ?ccé?éuéﬁ\,\%ltg%g&egﬁ@ Weacfﬁ%r?f’mn?ngh portion
of the fithétdymuric/ réprescptatibn 2fefigdie 1 N.eustsOdne eata® fpWaichiddly hodase t he
unit 6 cannot be fulfilled correctly so that at |east said portion is not

execut ed RIgfessing|systemdd kimked updryselinke Attp ¢ unitd. Tho datetpsocessing spstem 3psi s not

conpl et el Lonal.. JFor the.implepentation of th rinciple of,
pr g}[:) ecti o(ynf Wﬁéf eaglﬁi%c ué)leﬁdc Sécraii're bﬁ{,rﬁ‘ta\s/\toor}eygggesmr ‘g'o ?/va‘?t@ p@?‘é@éﬂ{‘gon
char act erdygfehtd cai e dEhbudérr BE DAkt fk inbtandd) Of Varicis nathfed devREL WRES

execution characteristic corresponds to a variable of neasurenent of the
execut i orptgnokilesprpdueds, o apkiclesin the@eneral sense. dhe dinkFocmisbet walizedrinfany e of

usage of a software. .Said it t ypes. of. .char eristi,cs. can be, use

i ndependdhts {eoWaX’ ﬁucgoﬁ%gﬂlgf%‘fgaoﬁfgf‘%ﬂé 3 #hﬂ% ﬁtffﬁlf’ ‘?H‘i’@g]éllﬁﬁaci pl e of
prot ect i annéiworlelifle bi @ AirBREIGRRS SdrdBotisl 130 cirthitOreatl professing ket a3, st1c, a
variabl e of nmeasurenent of software execution, are defined:” Tn the

menor i zatéterlt skeud bg sbserved thajsthe mhit 6t gant possiblyrei physigally loaated asidevthei abl e of
measurenment used to, quantify the usage of. at .l east one functionality of a
sof t war e,sah?enl q%atﬁﬂe?'é%?ﬁ%‘ﬂxﬁ%eaﬂ?cis??r f'hogtg%g@tﬁﬁr?‘?eﬁﬁng Sysrmi:*tg‘i’ this" | east
one t hr esgage,dh@65i06 ca Bélcdmiderdhs \bad-etdsdtiin PRI 18 TR PprocesBtY of the

actual i zation neans enabling to update each variabl e of neasurement .
dependi nglathpropessing aydern 8 ant ghef linkcs isantetial to theindprathd circuits associ ated. Are
al so construgted expl oi Lation neans..inplementing, ,in.addition to,the

det ecti on rreg?%“is?)ignt& %ﬁés 88e%%ﬁll?f§n£%"cl§‘,d P%EI%P%IW?QFY’OW%S. Are
al so chosébodifhehtd CofSAIT ffpattitus I al1OWARE ab SmpR ' t one
functionali toy (.)fe t he vulﬁ%raablll.e goftwar% 2v \Aﬁogﬂeewgistgageﬂistshel ﬁtgﬁcg&?o be
noni t or ecpraegsadn acoprdanedwithdlie myentiorenent, at | east one vari abl e of

measur enent used t uant i, t he .u e aid functionality, at |east one
t hreshol d asﬁ’o@f’&f’@’&g%entt Hi‘ys\?éﬂséﬂﬁa ‘F%re@% RroteRion pprsas Jprarivdeso a
limt of g4s g of i gnal. I . .ypdat e of
the vari adgl %qo %gﬁﬁgﬁ%g’pgrﬁgl gtecgflﬁl?hgg ﬁslggik’o?%glﬁpﬁ%ﬁ %)tgal ity.
39 The sdntecfaceB cohmonly calledivas] mafér@he cmputes3 isidkedugitd itcunib@bgs t o

obtain the source of the protected software 2ps, this nodification being
such t hatd link5; Ryringdhe greqution of dhe prateqied safiyasel 2o thefilst exgsutiom paecond

executio . C I t var i f asurenment dependi ng. pn the
usage of rhs‘geig %ﬁ%%t%%*é?@?he¢§nm@%§%géﬁq %Fsg%é@(%ﬁ?&% Haéﬁ e“o‘ﬁglcﬁhr eshol d
crossi ng.is leRedlitétPin theclfp cad 7 i itsiRiteRFaRe 8! MBS Kth bE FumitRhsCieHac@bt war e
2p, the variabl e of neasurenent is updated depending on the usage of said

f unct i ongirotegtedantiwates2p istrompletelytfohctiangl.cr ossed, the detecti on neans 17
informof it_the cqercion peans 18 which ke an adapted decision to inform
the data pro@e@‘gieﬁgmé%?‘g usteatrg W figureddq (o proteation spRasaipm 4R eawips Red out
by the processing neans 16 enabling to nodify the functioning of the
portion of the protected software 2p, so that the functioning of the
protected software 2p is nodified. For the inplenmentation of a first
preferred variant enbodi ment of the principle of protection by detection
and coercion using, as characteristic, a variable of




measurenent, are defined: for at |east one variable of neasurenent,
several associated thresholds, and different coercion nmeans correspondi ng
to each of said thresholds. Are also chosen, in the source of the

vul nerabl e software 2vs: at |east one variable of neasurenent used to
gquantify the usage of at |east one fugitionality of the software and to
whi ch nust be associ ated several threSholds corresponding to different

linits of i i L .and t th | d
hssoc; ar eBfoREEry dh B8 ol Seds N M2 variBICehpor R 10 Wb 33 4B oo
sof tware Rinstibis) AEMBDBiyfsuelda prodwas o qh@%&b&i&hﬁpp%%ﬁscf%%clﬁ&é? fhotected

software 2ps, this nodification being such that, during e execution of
t he prot edeone hond, wedata processing systenriderobatdad irothepaoduclPand, onathé vtk zes t he

vari abl e of measurenent . dependi on .the usage of said functionality, and
t akes i ntganﬁlc@o%{g ac?f’qcﬂaé?cgmlﬂ‘yal%t?féd‘&to%5%8"%1‘11% Re@dyetr ? dusompletedyiol ds. I n
ot her wor : L | uf 1 . tected software
2p, when (RQUGE e (feed BLER dTaER R tleRly BARRET TRl fudte

pr ocessi nipessxatwtion3of théOpreticidriofgvaid 2pp et fitst edecudibh Wake2kR WRibh ti® use

said functionality anynore. |f the protected software 2p carries on using
sai d funcexespigdin il}e date prasewing systeas Bnd the secopd exenutiah IpprtPpeurvdssied. | n

h d s, - th i 18
ke the BAReGud BESERS, MILERIEHS s G RE proied SCtheE ptepblen
sof twar e @preferefiidedcily o prétect: dpRirstRhRARM Y uSfheOthe rgﬁﬁ@g%r Bﬁ@BFgé ed

vari ant enbodi nent of the principle of protection b etection and coercion
usi ng, asfunptienatities.i Beri instance,athieaprasluof Inears be caremystalmtiondef systeeh,r&fi | | i ng

means enabl i;ng tqQ credit | east one software functionality nonitored by a
vari abl e'lgf‘c}ﬂﬁ%gﬁf%%?cevﬁa}tdﬁmffﬁ? @@g{an‘é?‘?_ea 1% PGnal usage. Are also
construct ed Bxihk@nitRUirAéht IBaREtddR! b Nthe ﬂrGte@t‘ijdH %Pp%ﬂsOIﬂ Pﬁlu%é ection

means 17, the coercion neans 18 and the actual i zati on neans, e refilling
means. | ssexgrsbcamnputers, as well ae pedof aeconimutieation netwadkl Fhe ditawrsessing, at

| east one _varigbl e @f neasure t useq to. Jinmt the usage of at |east one
functi onaﬁyrgfe? gf 1st%gir§toqogw%r”§ﬂl&ewgw ‘?rﬁ’é‘k‘n%é’fa{m‘ﬁor?‘otyﬁ% Cradnted with at
| east oneccadfliutddOBfla HERAE- cotifiteO Hof Qh@fimbtbﬁ%eﬁkﬁtﬁﬁr@#)h{% gl%ﬁtw{ GpeVvs |'s

S

then nodified, so as to obtain the source of the protecte oftware 2ps,
t hi s nodidererd campuler Giis used las ahisensedigrven foraa protestedsaftivart 2)f. Dwefnglthéng, at

chosen vareania 8F Uhe JERREd oua® b e Gipb dreqioapa) Jged ORE! ng ( he.
Phase of dxebibliAGme it cBaphia! 3 %Akl 08 QLo cheAbndRg: 3P6F PRLaP! € of

measur enent and/or of at |east one associated t 0 al l ow at
| east onesxgouted iipthe secoudecosiputéret,cionstelgh bdi fagetiomat tso dbatl the protestedt her
words, it_i.s possible, .duri t he phase of refilling, to credit additional
usages of°% }”*’F%Z%fswl'f‘*ﬁﬁc{'}ﬁ%m%y of the protected software 2p. For the
i npl ement at | Pipueé JoNéhaBldsne! Mhke ekpIRiChRTd P%is@b&, Qe E{Utéé?i'a Z(:chegg ghcron
using, as characteristic, a profile of soft{ware usage, IS 3 I'ned as

cri t eri oreccordandedwith ¢hef inverstinnd Itpshotilid te abfsenvedigmt a aulrleesbid sofiwenrd 2qtigr e of
sof tware executi.on., Are al sce hos?n,. in,the source of the vul nerable

sof t war e SSp¥idered; as, being expon %‘f&?tfﬂl ¥ ipp@ data progessing systemp, 3. 40w the othsst one
feature Han8X66 Uht AUas®YofMHeC in b O PESH 41 usage
must abi dea.n The sour(S:e oof tehe @Eﬁﬁgégg?egigmﬁg%é@*%gt'ﬁIénthﬁDéi}t%i ed, so
as to obtmbeessing systamc® imfluddseramsfer endans 12dfrikedrp Bpthe 1idk §, toelinkfegat i on
bei ng such that, during the execution of the protected software 2p, the
second exBeans;3being pad of the Bniy dsengpling fo esieblish soamynicationdotwencthecut i on.

I n ot her J |t i tse itors the wa he secpnd execuytion
part 2peum|@{5%g?<céf(t:§§e§£%nzg (s:aénn i Q{eo?‘lf*)ﬁ%flhe x&g'lubo%lpﬁﬁe ‘i“nﬂ?s@%tpé?rtfs%te nd/ or
nodi fy t hefiwapetp.oni ng of the protected software 2p, in the case where at
| east one feature of execution is not abided by. During the execution of
t he prot ect el musttearensidered thatetbe dranisfer tthéans k2, i8I mleeof sofiwdre apdsence of
the unit .6:, as long as, all th fePture xecution of all the nodified

. of
port i ons MGFAVHE M Afes 68 el PRvA 188 d@assBly, eptimizingithe datapor ti ons
f th f 1:nal i t.ect ed
of tvar o SHEFLEFRA boker o ok brSQRHR idton P abd e AL 8 BIALGREY, o0 or &

portion of protected software 2p is not abided by, the data processing
system3 is informed of it and/or the functioning of the portion of the
protected software 2p is nodified, so that the functioning of the protected
software 2p is nodified. The nmonitoring of different features. of execution
can be considered, like for instance the nonitoring of the presence of
instructions including a marker or the nonitoring of the execution chaining

r - . == o o Y b1 e - o . Y .



an instructions set, whose instructions are liable to be executed in the
unit 6, a set of instructions commands for said instructions set, said

i nstructions conmmands are liable to be executed in the data processing
system 3. The execution of each of said instructions commands in the data
processing system3 triggers in the upjt 6, the execution of the
correspondi ng instruction, detection neans 17 enabling to detect that the
chai ni ng gkardsh|2, 199td atabtedns en i fspessed one,
and coerci on neans 18 e?abl [ ngaﬁgt?ﬁﬁr@nﬁnﬁgq%ﬁﬁﬁgte@gd% syst 3

and/ or t owhisHii§,\prefesmbéy dodependend from ttef type o€ link enudede Saidatanisfeg nifank he
instructifgs does not correspond to the expected one. Are al so constructed

expl oi t at Fonl3r8n 80 path) ofnthe swbieghiof the tipventien andeatst ot dscribest mesei ons of

the instr | [ gl nstructions ing triggered by
t he execulkifé %lhé}??i‘st%ﬁ%’ g&[\ﬁel%?ﬁ@@é?ﬁ%@%@f@%@ﬁ ¢ ﬁﬁsépla s?f?tﬁﬁtp?%tﬁ%te‘gomnds.
I's al so ciufiseie 2 indlbdessouiramdef Ditiey e SRE@InSorAt hyRbQeR¥Shwak ﬂrp%ast one
al gorithm c processing which nust be renmbted in the unit 6 and for "which
t he chai nhagexsrution jofasid cemmands yf the dirsh sxgoutivh apest i2pes @nbelesthit or ed.

The source _of t.he.vul nerabl.e software 2vs i.s then nodified, sgo as to obtain
t he soﬂr c%onbrpu?lﬁ%%%g?%} 8k ‘?’Wﬁ}“ém?\é%r,t IZPFﬁ an |SF%"?,‘{*£1( FxsRuRn Bytsuch |

that, durjgig, (i eneSreicott theMeSriphibR, QEPLERHR! t ' COtPf d
execution lg%rt 2peu execut gs ng?l 'east the ﬂﬂi%{eiro aeF?n@i%}’h?he C ggen
al gori t hrTBI@r ocessi ng, the chosen algorithmc processing is split into

instructions, .the %Hai | n _b; which at | east sone of the instructions nust
abi de duri ngf isfra ée[ﬁ&“gﬁ ?(nmtqlﬂewu implementation;of ithejsecond gxqoption; r st
executio HEH thed . Lhstdugtions
comrandsrbv\aﬁgtia %:é\e tri gaﬁc’ttgﬁgd gi@é%te i2§h ﬂ%ﬁ% ﬂgfrlfé}]%{é? @gﬁlg%&r@%?%ﬁ’?r}é‘ ' Eh?t 6.
During t hpoegtauinicans bf intlude preniization aehhsbs snPiroc@kdizesdaas 18y this

pri nci pl e, iP tglg &(ese ce of the unit 6: as l-ong as the chaining of the

i nstructi ons’ Yt g Frfétn ificatipn By the et of the deprription; dgisseliosemte 2p,
execut ed Jd R ' D sai @d..nodi.fjed

por t1 ons ‘SRS dHlhg 18 ORI e o 2 P DR R R L6

pr ot ect ecbrahé sbsene: @fthemnits. hoadand lfidt, a waind prdvidig pediaétiinngedds 14hft
I nstructions 8]:‘% portion of the protected software 2p executed in the unit

6 does nAdapts cpigon; picthe seromd sxeeption nar2rea of the prtensedepfyaeem 3 i s
i nf or med fl;s'e%scfi@&{s eré&g%grﬂ¥g({r% %Qél’pﬁm%fth% Qg%cgl%ﬁ L?gr%heofaro?erc% Glefd,Sof tware

2p is nodi so that t troning o
2p is not correct. In other words:

e  aunit 6 physically present and includihg protection means 14 adapted to the
execution of the second execution part 2peu of the protected software 2p, is
always considered as present,

* aunit 6 physically present but including protection means 14 not adapted,
i.e. not allowing the correct implementation of the second execution part
2peu of the protected software 2p is considered as present, when it works
correctly, and as missing when it does not work correctly,

e and a unit 6 physically missing is always considered as missing.

In the case where the unit 6 is constituted by a chip card 7 and its interface 8, the
transfer means 13 are split into two parts, one being on the interface 8 and the other
one being on the chip card 7. In this embodiment, the absence of the chip card 7 is
considered as equivalent to the absence of the unit 6. In other words, in the absence

of the chip card 7 and/or its interface 8, the protection means 14 are not accessible



protected software 2p is nodified. figure 71 illustrates an exanpl e of

i npl ementation of the principle of protection by detection and coercion
using, as feature of execution to abide by the nonitoring of the execution
chaining of a at |east one part of the instructions, in the case where the
expected chaining is abided by. The f'gst execution part 2pes of the
protected software 2p, executed in the& data processing system 3, executes

i t ti i ke i i t it 6 41h ti f th
ot ruct | SLad BB it exbdihiBh e sodolalfutl ook, 348 86 HebiBRlefl] one
set, at |eftiareDpR0Ghudh® thithé protdcBeiBsofddie 2P ¢ ﬁ&%oﬁ‘lp%grf?xﬁ}fo?%lﬂg the

functi onal i‘tﬁxof the instruction and a part enabling e expected
chai ni ng f or It aseorderescwith dire inventtom, thesprotectioropmcessrnitmbias implemehting hhe
instructions.co nds Ch are represented. by TRIGii) and the_ expected

chai i ng MOTIRG! BRUGSHG i Bh comagial JLEPERGOR s o descptian GhuiichaS The
execut i oncdrfed AR ik Rilhtidh toFHeubddSoithSYr uction i gives the result a and the
execution of the instruction 1"+ gives the result b. The instruction i"+i
uses as oper Bordhe irplemestatibs ofitherptinbipdé of pretectish byi¢dmurs] dissoaddon,'isi and

its execution gi vgf? the result c. Taking into account that said chaining of
the inst ritosshnid Bectqnres) of the Hailngable gsafyare Aysnat least tane elgprthmdd one, it

results i . 1 Cli400] f.th rotect ed software 2p.
i ur o 7PtofisSik Bing 10800 ncldddCiadh ihnRlos (S RS HpisRkioieR® o
protecti oat least da¢ poitionnofahel so@es of @it WsinbGbleasofivRad BvE cOitadiBCMllea tOo

abi de by, the nonitoring of the execution chaining of at |east one part of

t he i nst reetsheses algorithmic pracessifBer e t he expected chai ning is not abi ded by.

According to i le expect ed chaining f t execution of the

i nstructi onsA|£ Léagttoﬁ%ﬁc'ﬁﬁs?n PQIE:SH gﬁgwl sopjee wﬁferﬁ%s%gﬁ?ﬁ VoA ©RRining is

modi fi ed fayditibe, soess! tammmhecn‘oufdaa,ﬁmpfdwatécpgbfi&arwzbadm@ddafﬁaa%ﬁi on i'",
nd 1

so that the chaining actually executed is i'", i"+l a "+ ~e execution
of the irissudicthatopmpng ofierses the result a, i.e. the sanme result that the

execution of the instruction i'... However, at the latfest during th

execut i on of.thgm?lf’%@?&éﬁuglﬂnio'fﬂfpr\éﬁgagﬁggﬂ%ﬁ”ﬁég%tOP?H?é‘t‘@b?f fat the
instruction i'"fifPegedufibn part RPENWHICH & dxecutts REMESH i generate
the result a used ase opelrlgnd gf theci r]stru%ti on igf%%ﬁ}'él'ﬁéesgﬁgtsg%ﬁl?ﬁ means
17 i nform of i ttakeginte gecayivt that the fumgtienalBy whatleastotief choserc algdiithgliy, t he

functioni ng of t%e i nst.ructi grsadl ﬁrzﬁmaﬁ that the execution of the
instruction i"+2" ﬁfv&glts%eclue pihe ich can be different than c.

Naturally, 1é th&gi leQitid ' ' kannndl r '
different fromt he@r(ggﬁﬂteegldglf Oit %g ﬂirggtureggitq’glrilb FE""C,O nlgtes(|§(7'silﬁ(i}fletgi‘?éJ %é%? t he
result of the iwhichusekemutdd'inthe umit 6] exechies di fehsrtber furkctiomlity of sidlesssch as
t he execution chainin Olf the .instructions executed in the unit 6 does not
correspond to t?fée‘g}&%%&?éaﬂ C POCREMSi cati on of the functioning of the
protected sof t Wairdn r ! AaF bl

illustrates a pref e%?ggﬁs%éqbgnﬁftg%ggﬁﬁcﬁ%@%‘?ﬁgﬁg ’ B%hnﬁﬁsgea%pg%;ﬁf ection
by detection anprocessing issplitintogeversl distibatistepsfnamedy:ut i on t o abi de by, the
nonitoring of the execut.i oq chai ping .of at |east one part of the

i nstructions. AEcoFWPﬂgﬂ%ed’%%l%og foperaad(s) atrtha yait 6/sdispgsphed an

i nstructions set . i Cct b QN rk wt egj sters and
use at |east one ‘3’8@?%?&\/\% "?ﬁﬁ%@ﬂﬁﬁﬁéﬁ |('5lr¢’ é# ﬁ’r"'?t“\@%ﬂ“ﬁ aot}rtéggﬂmqs_enAs
illustrated in figulgeritinicprecedsihg Ositlgkaid opbraha@yt sonme of the instructions
working with registers, a part PF defining the functionality of the
instruction and—a ped stepB: gessitly.rthe plasinggfdbe exsubtioditie chpsémalgblithnezecut i on
of the instructions. The @g‘-ﬁ%PF corresponds tg, Efpe o] ';:'hra i on, code known by
the Man of art. ThBIF&SD A3t PIRFeFTIRE sshan 8 sclisnesalhiviile unit@h udes bit s

fields correspogg ; hegd thihadd J Lostruction C I,
and for each opg%%%ﬁdﬁzal nst rtécfgg%éﬁ%vé){egh@o@éﬁ%?%&b rom1l to K, and
K nunber of epesmhas sefuehbe dfnther biept Wommardisf isaghésiemﬁn&%?thé ndi Gt i ng
whether or not it is ap[)ropriate to verify the origin of the operand k, -
and an expect edsequenracs pllewingdhe exesutiotiofthegfrotebted spBwarep.i ndi cati ng t he

expected idepti of the instructi.gn which ha enerated the contents of

t he operandeﬁ?e éét F*?%EPP&’?&(#H%# ﬁ}ﬁﬁ’r@t d Spﬁg‘gffh P Which ds,exegutediinc| udes V
regi sters belonging to the processing neans 16, each regi ster being nanmed

R ,, with v varying from1 to V. For each register R', are defined two
fields, nanely: a functional field CF,,, known by the Man of art and

enabling to store the 45 result of the execution of the instructions,
and a generated identification field Cl G- enabling to nenorize the identity




of the instruction which has generated the contents of the functional field
CF,,. Said generated identification field CIG- is automatically updated
with the contents of the identification field of the instruction ClI which
has generated the functional field CFA. Said generated identification field
CIG- . is neither accessible, nor nodjfiable by any of the instructions and
is solely used for the detection nea 17. During the execution of an

instructi ect | S ry.out for each .operand k, the

fol | ow ngtﬁggéfra P%%é‘ﬁg H’ﬁ?ée}“ & g’gec%‘?eéﬁgeaéﬁés F%"’P‘%‘é‘iﬁ’ tiggerig n ?*l‘eabmf fL’eI d CDk
| NPOSes ithe ekévution PYGheds bflgBtseédraaixesnidd Sirtrfdlor @ d
identification fiel g Cl GS corsr espongi nglg tlg“J t h@ Fegi g@e(?ﬂﬁg %‘ﬁ%}ﬁe

oper and kdefined pleph read, the equality of the two fields CIPk and CIG, is
checked, a ,ifr%%he equality is false, the detection means 17 consi der

that the ex 0 fustrates prosxammple of sxeqition i< valngrgblesofiwage By. Imrhe

i i t i t t] wh th
et eot s onIEAAmbl, SRR dhihd B ehodldf Irafd ndbtib ABEIER AT R R oo ded
by. A prgire¢dssidg esvorai Fent d Sefdh iid @standthe@iduritdd 60, wﬁgk,@a:c part

0

PF of the instruction currently executed or the functional par
subsequerroriepgrmding toothe. assigomedt ty at variabbe e of dliv aesudigeDas atgmithmiceri stic

of the inventi.on, the protectiaon ocess ai s ' menting a principle
of prot e&?%,smg_g?ﬂrﬁsﬁngg%yrag{'ﬂé%oﬁgfa’é‘ﬁésé%ﬁ%?l?eﬁ?‘}adté* g&lﬁhl ch is carried out
in relation fguié 8¥iBSsARs A damplPds iiRemERAEEEDE Al diﬁo?rﬁtfontﬁf.vﬁfi&pc' ple of
protection by renam ng, are defl ned: set of dependent tunctions, whose
dependentthé whgrritomie proeedsingbé¢lmsér i digire 30 Bsdrenivtedrémitbe ahitt ielnstiond

execution par eu, in the unjt 6, and possibly to transfer data between
the data L‘s?ﬁﬁgg SBeseremtionsin he data prpeesging sxstemsbef te firsirneqution
function a?tal%) [l igflni : i i nds for said
dependentﬁ) u (?’??’(f)‘%ﬂse%étgftg&ts?%%rgrz ﬁagdg%%g%ﬁg%?%%@ﬁﬂg%?gﬁq%%e execut ed
in the data erostefisingstamstethe3stend, i.e4thet exetiti@oef aishep bémiahd G, t he
execution of correspondi ng dependent functions, for each triggering
conmmand, an or dEi2genng thermefengf data Xeangd Y from ther data progessing systent 3 tm
transmtted by IS i t he .second execution part
2peu. S0 as to 14 ebiipBhIHL PRRAEISRER 3 BT S Mo iRa
function, said medey 1520f thy vrlite 6 esith stép FomnLAdt CER eheiigd véfRétenell bye
triggering command a net hod_of renam ng of the orders designed to be used
during the nodi O ¥ Q¥VTHR&)vul ner abl e sof t war e 2v, such a net hod
enabling to gen ers sQ a btain trigger|ng conma with
renaned orders gﬁ inﬁsgtg‘gtgtz’c%ﬁcsg% it ?‘ug ?‘Seeﬁ‘F‘f‘{‘g?“o%g? I’?tfpc‘ff’r“?% 2ng

dependent funct irfpgering finile LAS 60tHe R cSRBADYZHe B DI HRER R H&C drp the
unit 6 during the usagﬁ hase and enabl i n% to restore the initial order,
e f

fromthe renamedPeh®d cten fosap funstien fbeingegdgorithmicallyraguivatent to execut e.
the function F and said step command CE; being represented by TRIG(f).

More precisely, the execution of the step command CE, leads to the
execution of the function f which uses the contents of the memorization
zones x and y and returns its result to a memorization zone z of the unit 6,

e and at time instant t3, the step 3, i.e. the execution of a step command CE,
triggering the transfer of the result of the function f, contained in the
memorization zone z of the unit 6 to the data processing system 3 so as to
assign it to the variable Z, said step command CE; being represented by
IN(z).

In the illustrated example, the steps 1 to 3 are executed successively. It should be

observed that two improvements can be effected:



For the inplenentation of the principle of protection by renam ng, are al so
constructed exploitation neans enabling to transforma blank unit 60 into a
unit 6 inplenenting at |east the restoring neans 20. For the inplenentation
of the principle of protection by renam ng, are also chosen, in the source
of the vul nerable software 2vs: at Igfst one al gorithm c processing using
at | east one operand and returning at“least one result, and at |east one

portion of the r o] h ,Lnerabl e software 2vs, containi ng at | east
one chosen anori h?rﬁgsé %?é)rgg%ré%{ﬁg_congss EBSHFVRSTR  SAYPIRL relBe ftwar e
2vs is then nodipkdR@bings0aRS rdiotedlial the! (it S°4hd CatOfeal h&lepféaﬁﬁ%fegnéo“?""are
2ps. This nodification is such that, anong others: uring the execution of
the protected selgovithmic2pocessingdssisedby qnothiet algosithmiteprbidssingekedisi on part
2pes, which is executed in the data progcessing system 3, takes into account
that the functi &A% PRTiPIR frangfersteps canRRsSENB B FPmAVEdr i t hii ¢ processing is

executed in the i . L cuti of the protected tware 2p,
t he second e&ec(ﬁﬁ? ostﬁccgléir f%eél};ger{vt\ﬂaﬁ%]ﬁxaﬁs&bg%gc%ﬁf SPFTHOE Sedyfnee é’?%?ecut es
at least the fu@&Fé oodiriahils BhoRd tHeeg_,%%fQé@eﬁ&@%ﬂaw%%m@i&ggﬂt&nquﬁgssi ng,
47 each chosen algorithm c processing is split so that during the

execution of th@rgecsedeaftwnre dpt Incthis respect dtch prtfersble takhyaseiatsequancpoficessi ng
i s executed, by ns. of the secaond executi o art 2peu, using dependent
functions. Pref é‘%ﬁ%ﬁeéf cgmmgﬁo@élﬁgéfﬁlgﬂ lﬁnélﬁspoﬁpﬁfée@gi ‘??‘@c‘“éo%ﬁ?i Cinto
dependent funct isRps HydintereMlitihgberwést th8ml b8Riohs b8 cdlle eX22HRH YN the BRSS! P! Y
one or several dependent functions enabling the placing of one or several
oper ands at thepwsessig® systespdsahd inchdpenadentotf steps | conemamismasedf§ tawhi ch use
t he operands) and exgecute ip . c i natj.on the functionality of the chosen

al gorithmic pr oB@@E‘PWﬁ,Otﬁ?i ‘?f&‘ ég‘geﬁéér o{}s‘)u,“s':-ratéﬁ}éi: PrRciplg of suglhan or
several dependegihbbiimednkons enabling the placing by the unit 6, at the data
processi ng system 3's disposal of the result of the chosen algorithmc
processi ng, Figure 53 showsemematipbnobéxdchtionobt aulredatde software 22p In tie second
execution part 2peu executes the dependent funcijons fdn, during the
execut i one’%f“pﬁ?‘te‘{)pﬁf’?f?’eg‘fw E't?f?’ﬁﬁﬁ’rl ’28? ﬂ?%@‘ﬂ&%rﬁé aaftvare 2 e ‘gar‘é

trigger edprl%_ﬁesrsfnigg@@fehgg, Wﬁﬁoﬂ“o?hwﬁ)eﬂﬁgﬁgg?é %ﬁ%gsanﬁnﬂa&ngﬁﬁ yggce of

the triggering commands is chosen anong t nces ow ng the
execut i ondeérniihatiqorafiZeatdd’, sodlt thar 2 <2(F (X[1E) dndrd k—aRgXyty'pn part 2pes of
the protecte ,softg&me 2p, executed in the data processing system 3,

execut es tri WP HEsHRG AN SHample ef implgmenigtien of therprpeass perprdiagdoed
orders t ' ' rh NG Q- Nkt 6.1 restori by means
of the rgtgtgggyér#gf&r}e%ﬁs ghttfcl# g‘?ﬁedl r g@éé Bgor?c“t"%ncqogeg’ g&g‘éﬁf‘f gg %§ means
of the seeoutedingheitnion. Aecdrdidgaeo sud areaampld, dukifg fHeaskeoutidnyindrs d48d
dependent functions fd". In other words, the principle of protection by

r enani ng POCESingsEsien b ofthe fmbereptiompart2pgs of the protested spyate 3ny and mands,
So as to [ ' (A" _ i r der xecution in
The data Br e (Roicht OB thelinf ¥THBRERS NS S ARATRE BF BrolUBSE o SREH' of 1 ho

dependent cdnmandsoCE; Wiz h O3 ubadrebporlitie & thie dggeniastidy of PRatd be8RpENY
commands with not-renaned orders, w thout however the exam nation of the

pr ot ect ed*SHPERGEEE 20CEI SIE nepricspondiag t the deteemingtion pf %'. ¢k illhgratedscut ed
dependentgf "$fps ' cBREnands “CE, to CE; are not executed consecutively inasmuch as steps

commands CE'y to CE's, as well as other code portions are intercalated. In the

example, the following sequence is thus carried out: CE;, portion of intercalated
code, CE,, portion of intercalated code, CE'y, portion of intercalated code, CE',,
portion of intercalated code, CE';, portion of intercalated code, CE;.

It should be observed that, during the execution of the protected software 2p, in
the presence of the unit 6, each time a step command contained in a portion of the

first execution part 2pes of the protected software 2p imposes it, the corresponding



Figure 80 illustrates an exanpl e of execution of a vul nerable software 2v.
In this exanple, appears during the execution of the vul nerable software 2v
in the data processing system3, at a certain time instant, the cal cul ation
of Z E- F(X, Y) corresponding to the assignnment to a variable Z of the
result of an algorithmc processing rggresented by a function F and using
the operands X and Y. Figures 81 and illustrate an exanpl e of

impl enentgtion of the inventign. Figure 81 illustrates t artial,

i npl enent %f? bsnengut‘?‘ﬂgl %hﬁ\}]@ﬂtd ﬁﬂl}ls,llh%gﬁags, él?é}ﬁ#l&pr?fﬁ?‘f% ﬁgmé?e%@i onin
the data péfieRSS eREcuTSEGRA t fd ' ohytige

pr ot ect edp(goftwaree 2p and | ny'?‘{hn((a1 g@%sdgﬁlliiqugﬁﬁﬁgb%?t?%? Séggégr :Ep lgt tinme
i nst ant s ¢dmpletely fuhetiemebcuti on of the triggering commands CDI, CD2

triggering in the unjt 6, the execution by neans of the second execution
part 2peu, oFiguse Sdoilugliaiehan sgamplsent anattemat of execution offthe prpteetadpr ovi de

the trans g . da rocessi ng.system3 to t

nenori zat %o;ﬁ;]wa% %g’g‘k Ifqleex?s%lgc |tvée)[py1¥]!}?mg' #rgt@gﬁ Wpie’{af‘gnéa?ﬁﬁ’iefﬁqqnowqﬁﬁans 15
of the ungg S dykteSR6f e fZQSHBAH i .
respecti veltz;llﬁlg);/: (Stg, X), ClJT(ﬂ;l;ﬁ Y), ﬁ?@hzﬁﬁgﬁﬁ‘%&ﬁggﬁﬁﬁ? . the

execut i on of *t het imegystantrig tbo eresution ©3h¢ stefCodmmant rOYTex,i X)g OUT(he uni t
6, the executiog,.by neans. of the secqnd executjon part 2peu, of the
correspondi ng d e\H/?fB‘R? 188e% itBRstrenster; B?fg‘?@l),( §%F?dYt 9 f§er respectisnands

D5 10 CDN.1 behiihdifaafiGi SeR S dnBSPEkins flooodiby 31 BELMor i ol X AN 1)

The series of dependent functions fd3 | 1 execu i'nconbi dation is
al gorithm cabl yaedtjrieviriseant tf,0thehexetutian iofrthé stepbesmpase BRIG() chmatxecution
of said triggering commands |eads to the execution in the unit 6, of the
dependent funct ST thezexesutionof thonfunstion £ tekingdnter aesoyntothe taheenge st i zat i on
zones x, y and Pf\et#ﬁ the result in a nmenorization zone z of the unit 6,
and at time instan , the execution of a triggering command CDN
triggering i@ tBeddhitimdinstdhe t£XBE6 WxieOitidy of BRNSeP feotdhandenaRy caxistut i on
part 2peu, of the dependent function fdN providing the transfer of the
result of the afigeer thmfransiercefcthei meplt ofithe fandtiom £t takingentor accavitahezone z
of the unit 6 t essing system3, so as to assign it to the
vari able Z, sai gbsteggﬁgfz%ﬁ%gﬁﬁ?bei ng represented by IN(z). In this exanple,
to conpl et el | théfefozérappeatd) that iy € AkNencebL tHeNRSEH, Aesdt GRE TequehiCby b St
argunment of the trifggeri ng commands QUT and the argunent of c%he triggering
comands PaRicn ahthe|fNst exgeutionipart 2pesdodrigiar thhéxecutign of @step frathedinitd,ng t he
rs of th

T B A i P S SHEF o

triggering co ( ) - g SO as
to obtai Whﬁ@&&ﬁs@ﬁlhéfﬂ'{yytheﬁ)?ﬁbtect% Yo ftwitlef2p3ik not conffléwly fhhetidfal) - | ~gure 82
illustrates the conplete inplenentation of the'invention. In this exanple,
during the eReewrdingrtoapothpeadyantageeuscberactegisds of thmisventipn,ttheprotectipn

executio S0 h Lot ect ed .sof r and .in the presence of
he.uni 1500k ARE“at"lpdiBficRifl 8 hAPaBE b Bostectin Blfpa By i arBhiEona
triggeri ndescrpionsisviich i daenel®e iR kslatién res 49843, transferring to the
unit 6, the renaned orders R(X as well as the data X, Y triggering

, R
in the unit Borthe in@iqmntﬁgolwg ﬂ@an(*f}sftzqiﬂletﬁ@mggimb)ngaMmsis 2bosenfint he
sones x, e ofclR, Al RE RRTHS 7vhatn e pnd Ratelt ofbicoiBethe O part
2peu, of éxeButst bR REindeabIe BEMFER! 2¥, URGHAIRN Befirths: itd %té.ﬂ*ﬁaf Btafd 4 pde the

transfer of the data X, Y fromthe dat'a processing system3 to t

menor i zatsofiwareymasstriesyrderitoed thexset yofl pieces ed informattonyetargizvat momengans 15
of the unit 6, said tri ring go nd th renanmed orders |, CDCR2
bei ng r elCEEAD tﬁ%ﬁ?}‘é‘ﬂ%%%’f"\%“ﬂ?“%‘é R?M&W?IC)GQ mych sp gha yhe f%‘?nceaﬁf time

i nstants t,0 : I J I i renamed
orders at %ﬁ%ﬁﬁ?,ﬂe 'ﬁ}rf g%g#cgg ﬁ"ggm%’gﬁﬁéeﬂegﬁ'ﬁﬂ gg s‘?‘ﬁ% rrg% %{dl’roder S

R(f d3) t cchidgdrridd 183st ohe pogion ofhé Sourbe of thet vilnerdtie EEBwAei2NG cOMaiBig of the

restoringl means 20, of the orders, i.e. fd3 to fdN I, and then the
execut i orle#s} ope ghesepvatiglesecond execution part 2peu, of the dependent

o oA 1 bt kgt b tioshf bl ARt SOed SE TR Nlastip shEFFR it

(R(fdN_1)), and at time instant tN, the execution of the triggering
command with renanmed order CDCRN transferring to the unit 6, the renaned
order R(z) 50 triggering in the unit 6 the restoring by neans of
restoring nmeans 20, of the order i.e. the identity of the nmenorization zone
z, and then the execution by nmeans of the second execution part 2peu, of

t he dependent function fdN providing the transfer of the result of the

o . -, = o o Y " ~




It should be observed that, during the execution of a portion of the first
execution part 2pes of the protected software 2p, the triggering conmands
wi th renaned orders executed in the data processing system3, trigger in
the unit 6 the restoring of the identity of the correspondi ng dependent
functions and then their execution. Thus, it appears that in the presence
of the unit 6, said portion is execut&d correctly and that, consequently,

the prote of t ' I funciional . .Figyre 85.ill.ustrates
an exanpl @Bgﬂieghgoa%é% %#ﬁes%gg&dﬁ%ﬁé é?c’t?cﬁee& i?&&aé%?%g@’d? P\Rg}tlé:aﬁﬁl} when
the unit & suéh fhab 8l th Rxbdtion DF MEPhDtectie d b data
processin ss stgm3 of thé filrrslt executei on Sﬁa}égg%’?g%ﬁﬁ%ﬁ?@?ed

sof t war e '%p Jirsttexequion paitndpes mdtichnis exetiged ikethe tdatarproéessing sy gear3, vgkes onmmand
with renamed order, can trigger nei ther, .the restoring of the order nor the
execut i on'™H} a¢eRuntthat at eash Ars chasem yatdaie of ahleastone By afighosen varigblabsence
of the Ur‘:‘gﬁid@sinﬁﬂé’}%@k“e to assign to the variable Z cannot therefore be

determ ned correct It therefore appears, that in the absence of the unit

6, at |east BigaredQubiastrdies an poamplerofadxetittonf of & uRNAHIE kofwaardy. 3pes of
the protected software 2p, to trigger the restoring of an order and the

execut i onthiff exarplee duEng tharexerdion oftthe winerablecsoftware b2v finl thel datd

correctly h t o east said portion is not executed correctly and
that, co rgéétjséﬁlgl%%ﬁtgpﬁea?ﬁegf'ect ed software 2p is not conpletely functional.

Thanks to thes pf itigd Rhsfarf?l t,PTRE QSibRAMeRY of GREHRO X (BCR* Gilidiad Iwn i n the
protected software 2p of the triggering commands wth renane or de¥’s does
not 52 enabl erdapoesdrted byivie—Xpe i dentity of the dependent functions which
have to be executed in the unit 6. It should be observed that the renam ng

of the order% i 8 HECrMEETk bt pssignment ooliervadug potheovaniable Vultacthabl e 2v
to a protected §8fi§b‘i@§{?r pesgéﬁl&‘ﬁg??g‘;lo a variant of the principle of

protection by renamng, TS tor “at |east one dependent function, a
fam |y of dependanit fiibGidtans; aha sk Ak PAH YRR Varfite V] ioager ed by
different triggering commands with renaned orders. According to this
variant, for atVvék Zmreablggdbymﬁ-chr ocessi ng usi ng dependent functions,

said al gorithmc ogessing is split into_dependent, functions which for at
| east o%e ofigl lgi‘fé?nqlsﬁﬁléﬁﬁtgg@ﬂ‘ gxamply ofepefigh dprm LP%C‘E’?IQ?F‘EFFta‘E% ofthe famly

i nstead Ghv&RRA fof WIRMEHR! vASHBIY FRMERSnGhe tll .thg%ag, t.,g,lﬁg Lon. To
this end, triggering comdes wth rengme% o;&d(fars are no ?’i% gth ake into
account texecutinl ictheedita piroctesing dgstemf 3irndt the fixstwexebutinp pad yfes fafmki ons of

t he sane fagi JFX n oti;ﬁr @ords, t wo dependent functions of the same famly
have di f fREPIERECY SPHRAE 21, gnd BHRIERERSH Of thedinib & ARPRATY 1 ggeri ng commands wit h
renaned ordegs gneme instaht Q! tHROSSdCALibn Al ot ect ed sof twar e
2p, to discover thg}t tnﬁe dgg’en ent c?unctﬁ?lg@g{epe%gg%%%a ntlﬂgal |y
equi val ent . Acctaufifergoft the alafal XSromithé dataqaoestingsyseerh 3ofo thBeavableant of the

principle of proptection by renanming, is defined for at |east one dependent
function, a fanﬁcﬁteéfm glP"g%’FF‘PHﬁ?tb% Wa'ésqfﬁ 9é\qhéh¥nt(feé§ﬁd@ﬁ§fef gpramands, by
concat enati ng apgQl I inf i Pl e tional part
of the dependenta?%ﬁgrf’l{egﬁh%okgxée)%(gﬂi %S@Eel %eg&%{dq%%%&% ﬁg‘&% ®second
preferred enmbodassigniment of the datwr X agtheofariable vy i nci pl e of protection by

renam ng, is defined for at |east one dependent function, a famly of
al gori t hni ca? | yateftney inistant toefhenexseutipnneft p dransfoy aomimand daggeringctaei on

fields. Accordi i ant_enmbodiment of t inciple of
br ot ect i on by r S8 BeSvhd BF ol vuffle No 4SRN At mptcs B W efeer o
ci phering met hogroeaably Besté FisBhayY 14 hSsigh deks the vhriass ! Bailihesknt 0

renaned orders. Renenber that the renam ng of the orders 1s carried out
during the phaseorsmanpd deingtiiepresdated-by INIGvi3 apd ebrespeddingrin dlnd end teetheest or i ng
means 20 are neans inplepgnti deci ring met hod enabling to deci pher
the renaned or d&f® tp Vlagl%rgélﬂ%?’?é%ﬁ%vitgél?ﬁYWg@fYt he dependent
functions to, ex s i §1..6 i d T ri neans ;ar.e i npl enment ed
53 in the unit %&;%tdggr{hﬁ%ﬂ@’ ishgf?xv?/a]?tr’i‘dé&b? ?ﬁﬁé‘%ﬁ?@"‘#‘ _agfigpggeoﬁ% storing
means 20 are apgemf@dof thedVlidof the vagale vl?r}é‘ﬁ&in? iRAGE vhit"® 16 the 4gger i ng.
command with renaned order is executed in the data processing system3 wth
the intention oprocessingesystemih sbhas tmiassign it e thx omritblonZpkaid weapérdent
function. According to another advantageous characteristic of the
invention, the protection process ains at inplenenting a principle of
protection called by conditional branch a description of which is carried
out inrelation to figures 90 to 92. For the inplenentation of the
principle of protection by conditional branch, is chosen in the source of

t he vul nerabl e software 2vs, at |east one conditional branch BC. Is 'also

S - o, e, . " o o Y o Y ~




and at time instant t2, the transfer fromthe unit 6 to the data processing
system 3, of the information enabling the first execution part 2pes, to
carry on its execution at the chosen spot, i.e. the spot Bl, BZ or B3. It
shoul d be observed that during the execution of a portion of the first
execution part 2pes of the protected software 2p, the conditional branches
commands executed in the data processi®hg system 3 trigger the execution of
t he correspondi ng re &)e,d condi ti onal b(ranches in the unit 6. Thus, it
appears, that ifi qu @ggﬁ%ewqdﬁ& INGve) and eqrresporsting émthesendxtodbe ed
correctly and t nrotected saft e 2p is conpletely

. Er&:iagng%?l? ?ﬁi}g %Qltul: Yf tl{er\%n%@ \ﬁgo ﬁ'lp ngalgFV\%

functional. Fig trates an exanp npt of execution of
QUi 1g 1 he. oXeeut Lo o e o e preted B A St on
part 2pesleast onhevapable sesidas in dhe wait 6. Jjhus, whert apertionsofithic first exdeatiexxecut i on
et od_ COTHRRGR4e BRATRRH S5 RPHEHOROLABIRS DRSS BOUE G he uni {
enabl 1 ng The e ARERiabi rebidfhe ih 308 bt ls SAGIORLE 55 o QM RBRERE0: 1ai s

taki ng i miysteacs cuh¢ usddebyeths dinsteexebuticnepain2pestof thé ptdiesied syBvaBRpaks that in
t he absence of the unit 6, at |east one request by a SS portion of the

first exdBbeh smihahsaid pprion;is exequigsesorrastly and shati esmserueatly,ctho peatectedidi t i onal
branch i r‘sotﬁ%é@(}sc% gg@g%ﬂ&% 1uI filled correctly, so that at |east said
ecurda e i

portion is not rrectly and that, consequently, the protected

sof tware 2p Figuneu2citinptaéschy ekamplei 6Malsecdnd fof@ O BYpIEMENEBSS bFRhé ON 1N
relation to figures 90 to 92, the subject of the invention ains at renoting
i n the urinyensiongfog grhich peny ofrthe arriablatresides in the ywniebein ¢ils eximglegent of

the invent] n .carried, out by renmoting,in the unit 6, a series of
condi t | o%%grtgﬁ%%gug (l)nsg"ep gar%qorzgs,smgcs[yﬁ%ﬂg} i°_? {he WrstexgopHPRpATt 2Pes 11 t he
functi onalfithé preteetedisoawaryEp, bh@ fdthe PraRAGEST B LR 6!‘%&?,3#?99” remoted. The
execution of the overall functionality of said serl of renoted

condi tional %r agtdine instratit:, the askignmpleatofithe datatXido trtvariableCeskhicitgd siyst em 3' s
di sposal of a p{él%cg?tof i nf or mat i %n abl i ne?lst he first execution part 2pes
of the protect ett°stTE WIPEIPEL &S 3??‘{]] Bh Wl 28,288 uearton of e teRSEN spot .
I'n the previouscéifmand Rliggfingk thé HaRbfeP drltRe fdhﬁuf(eﬁ'oélothtepda%g r&de%i.?%f ferent
principles of software protection have been nade explicit genera

speaki ng i ndepesystom B yo the verieblarvpidvated ifftlee membeizitiommeam3 S théwssi¢ cor dance
with the inventjon,,is inplenented, by usin he principle of protection by
t enporal di ssoc#’ {dotﬁa,.nst%ggmgxd?gwg%’rﬁgr&s%?ﬁnbybqglqyb eral ot her
principles of psof@etih@mnt 4N fidRRnffog! PS¢ i@#ﬁ fyRQLEEt 1 on by
tenporal dissociati onl i's C(%’rrpl emg e nge?ttﬁ%%lgﬁnfléefn@%t at’l Bfr% })’E tgttﬁ? east

anot her pri nci pvariable ¥y ot ection, the principle of protection by tenporal

di ssociation is advantageously conpl enented by the principle of protection
by vari abl e ’and?‘}aﬁlr at; frge instant;ty,| the sreentioneef 3 ganyfor eoramand sigeeting dhe ons

and/ or the pringi r CL4 . iti . ngh. d, when the
principle of pP%%I{eg%‘?i %ﬁlﬂlgyﬁg}ger %’g epﬁa%ygbgésggﬁé%?%e%ti OCQ’H

conpl ement ed i npriobassingr systeyn t3heo psi icaffeet fif top iRt eAidbI Z)Ysaed QRBETAT Y
functions and/or the principle of protection by conditional branch. And
when the pri ncifremag W‘%EQPW%W%@YNY@M ary functions is al so

i mpl ement ed, | . in its.turn.by the pripciple of
protection b%/%%? &élgf' :%gﬁ&g%{hggg%ﬁgwea%&%?% ﬂfgﬂ‘ﬁypfﬂtg?tﬁﬁéoﬁwa‘%ﬂﬂ’é&i on by
renam ng lesHlbaE cofioPs vagkble feallesninOhe GinitcR) TsC AREh bl by BE 8ifirs ANd when
the principle of protection by detection and coercion s also. E)s

i mpl ementesecution nes2pes of dhe protentecbsbftware 2p, imposebyt, ahé i thiengregdnee of
protectign by, renam nd/,or th rinci ple of protection by conditional
br anch. ARk firihe NBLUE,of A SPRY B vastabiccremicing yhe wni fiim ansorpdio the

i npl enen iyl : N g g }hciple .o

or bt ot 1 GathprotestR sPRemON LML) 1R freotetidnptor 2fedbt A Rt
enbodi mesbftwhiee 2py | ficimbch b phat e4idi portioy iLraxesibd decHFREy Ahh® hhS

conpl emented by the principle of protection by variable, conplenmented by
t he pri n€Ppieauesttlyp thsinseteried spffwatemeistcamplételydunctional. conpl ement ed by t he
principle of protection by detection and coercion, conplenented by the
principle of protection by renam ng, conplenented by the principle of
protection by conditional branch. In the case where a principle of
protection is applied, in conplenment to the principle of protection by
tenporal dissociation, its previously carried out description must include,
to take into account its conbined inplenmentation, the follow ng

o, . N o Y e o, o N 1 o



57 in figure 100: first, of a protection phase P during which a vul nerable
software 2v is nodified to becone a protected software 2p, then, of a
usage phase U during which the protected software 2p is used. During this
usage phase U - in the presence of the unit 6 and each tinme a portion of
the first execution part 2pes executgﬂ in the data processing system 3

i nposes it, an inposed functionality 1's executed in the unit 6, so that

id ti j a tl th t ed
ot tubre 2p VEVEE B HRERER R Braniplf St bithyn 6P AREAHER of e SR 6 and 1

spite of softevarelpiestienitic anl® i indiBsiRd. thhiBislekimpleCdGEM the ’éx?ﬁ%ig)n?lﬁiﬁ?ei It Ioe q

execute a functionality in the unit 6, said request cannot

cor r ect | ylataproeesaing systemdsof thafitst poscution part 2pes ofthe proteatedsofiwaed 2y: and t hat

consequently, the Elrol ecte stﬁftware 2p i.s not conpletely functional, and
I

possi bly of % phatieqinstang ty, '

?lg?XP?‘HmPHE] thigh trapsters cemmand QUAVI, 8Bt one
addi ti onal usa : | 1 ted by the. inple t at.i on of the
second preferrg%n\g}gtr %é#?g%g%ﬁénf%{]%ﬁfg?@;dﬁ% %rtlonéepYa@abEp&’% i1BIP by

detection and caepbontahe wsseng: Gfxhetinik gcteri stic, a variable of measurenent.
The protection phase P can be split into two protection sub-phases Pl and
P2. The first otleimgadnstaet fr ither exacvtion tof dhe snabsfphasmnang IN(kYscaphet e

i ndependent |y of. the.vul nerabl.e. soffware_ _2v to protect. The second one,
cal | ed subseque gbrrg{eet&qsgq{ Qaﬁbf)ﬁ& ?I‘Zaﬂﬁesvaﬂlé ntiet9t the rdata, progessing abl e
software 2v to gk ttakihb i he prior protection
sub- phase Pl an ﬁg&ggﬁggaﬁg%ﬁd&?gﬁlg%??%wgﬁﬁegﬁgsﬁé PZ can be carried out
advant ageoust y nd atwimelinfsfaat & thepaesutivn off the wandted doimnid INGTBcanhef

i nstance, the prjor protectio ub-phase Pl can be carried out by a person
or a conpany pr%\gﬁa‘iﬁ’ﬁ t[‘ﬁ@%‘iﬁé{}éﬁﬁ ofptheswsriahlsry torthe «lata processsgens,

whil e the subse%;gfeg{3’%18&%@135%@70%“{3&@5%@05%{ﬁl%qmﬂ%.ear_neq out by a person
or a company providing t evel opnent of software requiring to be

prot ect ed. Nathereforeyapyietrsi thatcinethe ablserice tifeh®uhi’6, Bf Rh@iCdrieORqesse bphase Pl
and the subsequfegt protection sub-phase P2 can also be earned ouf by the
sane per ORI ofthe first executipn part 2pey tossiacwaripbls os atsopyiafwariable msidingrosed of

sever al AREShi : f i eh. various tasks or jops are to
be carri 2 out .tgq-‘he ??trbsetf%qlgfggzrog? a&ﬂisg t}f)ari k)%af)trSS{de%qrﬁ%rhlss’l?g%?ﬂéeéPPl i's
cal | ed " defrectlyt iand sthat, agms&ukhtly,Ddid piotebted Bfwaid (ipPRS vk dnpidtkly ar e
chosen: - the type of the unit 6. As an illustrative exanple, ‘can be chosen
as unit #nctioppl n card reader 8 and the chip card 7 associated to the
reader, - a SHE, : ' t 0,.be i npl enment ed

respecti vel ;IE’ISI%J&;?%E& ggt a &%@@gld%% %%/I%{egrgnﬁgwg%gﬂ}end mggﬁs{ng@'s‘t(ﬁ{?ri ng the
usage ph&smdihandit 6afiaditatedoin the pravibus@xaingles s 6lgTsimple dadignrh&ityBen t he

dat a progbe?ss' n sysft em 3 %d the unit 6, and in the case where the
prot ect i &t f‘og@é@ AEE Ol AW the W tpecqmpiine thegh withntherapemtions tpebtain pl e of

protecti QBQBYexedp%%%ég%hfﬁ%\lt ﬁgtgnceab%ﬂbf& *X+3)orZ « (5*vl+v2).

~ According to another advantageous characteristic of the invention, the protection

process aims at implementing a principle of protection called by « elementary
function » a description of which is carried out in relation to figures 60 to 64.

For the implementation of the principle of protection by elementary functions,

are defined:

* a set of elementary functions whose elementary functions are liable to be
executed, by means of the second execution part 2peu, in the unit 6, and
possibly to transfer data between the data processing system 3 and the unit
6,

¢ and a set of elementary commands for said set of elementary functions, said



defined: - a set of elenentary functions whose elenentary functions are
|iable to be executed in the unit 6, - and a set of elenentary commands for
said set of elenmentary functions, said elenmentary commands being liable to
be executed in the data processing system3 and to trigger the execution in
the unit 6, of the elenentary functiogé, and in the case where the
protection process according to the invention inplenents the principle of

protection by d i | hG . |sQ defined: - at |east one

sof tware execut ieeg)nE clthég?é:??g?#@? ib_f:e\l,n ;1 3 %Zot%g %8‘”%8‘“9 S ftaPIPEESHIngi n part
in the unit 6, sy@émlPasd tObgggef thebkutibR idThelani¥, fo@&h@%oﬁ%@?ﬁdiﬂge .

sof tware execution characteristic, - detection neans 17 to i enenit in the

unit 6 and enableletgpntasy fisctions.t hat at | east one software execution

characteristi.c does not abide at .| egst one associated criterion, - and
coer ci on rreahgr %? Wq?rﬂffﬁ%tﬁﬁh?tb R R} of PEotseipnineiementarss functions, nf or m

the data J : it uft § of . of t war e,
when at | B A O Pins At b W R b Ui RIS The
pr ot ect i omiprédabks teexeculd rierhentdryefinction, i the dxEPLRFEBF Sald @leidnRgi P! € of
protecti Oﬁ{nb% detfection and coercion using as characteristic a variable of
measur enetactiens; Reing origgeied byk theuexenitionria thesdatelaroeessing -systss 3f ofiar e
execution iskie liable to be nmonitored, a variable of neasurenent
of the us%lg@g{é@a&mﬁ%*(ﬁbnality of a software, - as criterion to abide by,
at | east oneForithesmplethensasionioftedprintigle O pydédtidlug «Mm "Rt is- and
actual i zation means enabling to update at | east one variable of
measur eme$o chesen, imthenwuregsef tha srdnaraldle spBwatst 2'on apleasteste algonthaiiog t o t he
r

i nventio - flrst preferred vari ant enbodi ment of the

pri nci pl gp fg’k ésglrng[{g!:‘ﬁ%géa%&ace{)%eiﬂdgﬂ%aw s vmgla?ﬁe&ﬁ %’?irﬁﬂl?'aisngﬁ%f’ha‘ts%ri stic a
vari abl e sifleaseaaepermt obthe tsberes GFitMEK BN B hre 2VE cAlitS irfeée%]tilPﬁq: - for
at | east one vari abl e of neasurenent, several associated thrésholds, - and

di f f er ent OREFAOBGLH SpritAAEC PI9EESSINBondi ng to each of said thresholds, and in
t he case whery, r ot Lon process according. to. the jnvention inplenents
a second prefo‘g}%agtgo rgeac%oggri p%%ﬁ&?ﬁlé%wlg?e 9{]@%&}1}?8  WIBYAE ~5E icthenn py

det ect i onmadidied &Y & t@robfih fi: AardeGr a6 hastbstbd Eofﬁvé{'@%gé‘.bﬂ'lﬁs HodifRafgh e TENL  Of
the software execution, axe also defined refilling ans enabling to add at

| east onelséﬂ‘éh@lﬁbﬁmon%)ﬁl}és:t o at | east one software functionality nonitored
by a vari abl ¢ of, neasurenent nd in ase ere the protection process
accor di ng to?t hgu?%_ teﬁg%ﬁqiomﬂfmge#qlﬁso%a&m@é?e@pt_ PRedroEiien efthey
-detection and @@Rkegé@fliod PaR@prs, wiieh ACLRELEE hE 1R %faqirbééassﬁgts?@érf]‘ﬁaf e

usage, are also defined: - as software execution characteri iable to
be nonitored, atdsedintpacegunt that the functionality of at least one chosen algorithmic

processing is executed in the unit 6,

*  during the execution of the protected software 2p, the second execution part
2peu, which is executed in the unit 6, executes at least the functionality of
at least one chosen algorithmic processing,

® each chosen algorithmic processing is split so that during the execution of
the protected software 2p, each chosen algorithmic processing is executed,
by means of the second execution part 2peu, using elementary functions.
Preferably, each chosen algorithmic processing is split into elementary
functions fe, (with n varying from 1 to N), namely:

— possibly one or several elementary functions enabling the placing of

one or several operands at the unit 6’s disposal,

— elementary functions, some of which use the operand(s) and in



software usage, - and as criterion to abide by, at |east one feature of
software execution, and in the case where the protection process according
to the invention 60 i nplenments the principle of protection by detection
and coercion using as feature of execution to abide by, the nonitoring of

t he execution chaining, are also defined: - an instructions set whose
instructions are liable to be executetf in the unit 6, - a set of

i nstructions comma . said instructions t, saidjnstryctions commands
being liable to bng‘?&‘BIé@f‘%‘i Fgectluﬂeet t@nﬁ?%ﬁssioﬁg%yglﬁc@ﬁ??#&% Ctrigger
in the unit 6 the wgﬁﬁgmsiggsgia%pgfﬁaw,cti ons, - as profile of usage, the
chaining of the instructions, - as featufe of execution, an expected
chaining for the esndpossiblywhetohaeverslt clanthtarysfunctias dabled ferplagags 17,
means enabling to dEt ect th%; the chajning of the instructions does not
correspond to the &kPEdeBut ofithe chosgn alegsithipis psocsasing atfbe data precessingnabl i ng

to informthe dat asg?%xﬁé‘*f&i%é&aﬁ%ﬂ@%%ﬁandlor to nodify the functioning of
cted sortwar p

the portion of prot en the chaining of the instructions
does not coréespadd dequdnde oTXRE elcRtbn®R9 conffhds s tcﬁ@seﬁaa?ﬁoﬂ@”'ﬁx'éese'i B¢
protection process according to the invention inplenents a preferred

vari ant enbodi negquendes eHewing the exdcution ofthetpeotected stfywaret2pct i on and coer ci on
using as fe re of executi to ide b t he nmonjtorjing of the execution
chai ni ng, a?tﬂ%ﬁgsg eﬁﬁlﬁﬂg@@qapggO? I?rﬁﬁ%feéﬁgﬁ&"é{e, i&ﬁ”b‘ﬁ'&isr%wéﬁsnset
whose at th6 s (18RS SIILA'Y, QRSN diertbddiry RS deh ifast one
operand with thpz i n%le%t?on of retu#rgn#?\lg&g%su t%rﬁj;s(?ﬁ;‘t (‘@g's‘?}a?éﬁ% of the
i nst ruct ifoors o), triggeiing i thgivaite; the exeautiar iy Meardadfithé sgohdexdoutiehi onal ity

of the instructiop, = d a part definjng the expected chaining for the
execut i orPaBtffR%OF?FSPPg&‘?IHF\E‘O‘AHHHFW%FWSNW@“W@SJ%-correspondi ng to: O
an identifi Cia i | r i.on: Cl h rand of
the instr uct?%ghl?@ 6héilqh§ragésf agngr{@%(ﬁ%%;&a%%a gﬁﬁ%gagféeg%oeiﬁgi%aezﬁv‘?i i cation

field Cl Rkisefxamipte, appeass) during ftige exeaation efjiletvaincbdl® Beftwite 29 ih g data
exploitati on nmeans and _used by the instructions set, a generated

i dent i fi GAPPSAING| FHEMCAGAt jancértain: fimes inglaninthei edeulgtione 0biZ #edFOReY)

card regareioriing BEAERERiE IR Pnithlech SHohel il ¥, pRrfae "

execut i orprofessing irgjéseritiby fuhttiorPahd apapapsandd®antilye flag fiel d CDk
i nposes it, to check the equality of the generated identification field CG

cor r espondi nBigugse 6/ dllusixgtast ay expsnde Y impletheniasion od theyinyentien fxpehitkd

i dentifi i el d ¢ Pk. aorigin ok,sai d operan - .and_as, .coercion
means 18,qﬁ%r§%b§{ dé’g‘g"bﬂ%ﬁg&%‘g rcrftl)%g?ymt m?eeéﬁll r?ff"o{éﬁemi t??gt%tc?i Ohdhisi ¢ o
| east onexafnpld)@ufig thecekeration i ihedalts picebsitg sysReh B B tefiRtegeci6he t he
protection process according to the invention inplenents the principle of

pr ot ect i di#riApes of theinietected soBwars peanchindhe presency of thieginit 6, agpeasrmand, an

el enentary c n r..an instrugtion conmm -, as dependent nction, an
el enentary fﬂ_nc gwgc}flagfﬁtsir}l’fs{zr&Eet?’&?‘f,uggné’gqgﬁelfmg ; &B‘W’@é’g? (E#f:‘felaargurrpnt
for a triggeri NEFmMNEMReking Gh @ PRGN GhdlexbQARh by Mens € SedoffOr Mati on
transmtted by the data processing system3 to the unit 6, so as to trigger

t he executi on oéxechtion partepen dofnthedepessgemding eheméntary functiomst feqdfenf

renam ng of the orders enaplin 0 na e orders so as,to obtain

triggering _cormﬁ'ﬁb? W’Yﬁeggﬁgﬁgﬂéro?{j&tggigﬁﬂl thedatp PIOGeSHERNYSEm desi gned

to be used in ! emblokizRiciicYrisBect ORI, PIiRIEAth R MleRBARN s €STOr &
rom -t order,  and I

t he dependent function to execute, e renane N the case
where the prot et$ iobthepmitéssmidelementangcémmiahds CFEgCFIO bdifipt ghteda

vari ant of the princj %e oprI[ot ection b)&renam' ng, is also defined for at

| east one depentrsBsctivelydy @F T XhQV¥ (B )dependent functi ons

al gor i L cof | vy e (AGRL r, B, b KRN L LARRHLAY SOMEBATE R0 62

renamed orders
to CFEn,, triggering in the unit 6, the execution by means of the second

execution part 2peu, of the corresponding elementary functions fes to fen,

said elementary commands CFE; to CFEy; being represented,



and in the case where the protection process according to the invention

i npl ements one of the preferred enbodi nents of the variant of the principle
of protection by renam ng, are also defined for at | east one dependent
function, a famly of algorithm cally equival ent dependent functions: - by
concatenating a field of noise to the, information defining the functional

part of the dependent function to exe%:4ute inthe unit 6, - or by using the

D ot it oo oLa of e iy oecteq i ot f Ot
retds o Pk of (Edively, B° TRIGEAF OOTRCARNS, THE FHBE HOHAERBIY or ocese
according to théurichumfe, @ fényRIxeomd $n BorRbRhESH Bhl¥arithAidalfeqhialent | Nci pl e

of protection by renam ng, are also defined: - as fethod of renamng of the
orders, a ci pheta rihe nun¢io Fo Mopheredisedy,ofide esecutionndf asidr eletmentang neans

20, means inplenentin eci phering nethod to deci pher the renanmed orders
and thus restor 8°‘Pﬂlén8§j§ﬁ°?sl WBSFX‘ECIH‘goﬂé‘E)B?‘Fd‘ém 65 Qffhe ielomentay dunctiops in t he
unit 6. During l.Or t i p&a& pe. def initjons, stage Sli
is foll owed by g@gtgg{salégcvg@%éﬁﬁg%é;g?%@qsi on gtlgé%m%%mg &r{rélk r#g S a st age
S12, are const r mttmdhé tesult tenaferiorizatinszoh?, z df3haasit Gossi bl y t he

expl oi tati on means corresponding to the definitions of the definitions
stage S11. Deiri Aed ehtimecstent botthe exeewtipa fithe clementary edromend GFEed out :

t he constructioq.of . r f neans. 1 13 enghlin uring the usage
phase U, the trghrléflélﬁg gq; &‘aiﬁﬁ Ggg}e\/%gﬁlﬁf%gbyg‘g?%{‘s&?gléeeiegf’?fge’éeg?gg@wyand_ t he
unit 6, and wheped, T the Rfiiehtafy AincROR YEEHINIRY tHR! SIR I ¥ ¥hd HBGI bPNS 1S
al so inplenented, the construction of the exploitation nmeans also enabling
the unit 6, durthegplgdrghmicepreceskiagecadtainedeindbeimentdnizatidrermetzzofithd wmict i ons of

the set of elenentary,.functions, nd .when the principle of protection by
det ecti on and ggg?zli’%ﬂatf‘?r%ﬂe%ng Wﬁ?"éﬁ’r@n?‘éﬂ? tq P@P@o‘ﬁé? EILFCY .Pez’%d- of the

expl oi tation nmegRfmeAREPLIMBatdEFIR Hei Lsd B age phase U to also

i npl enent the det egtf&(;?sﬁ nmeans 1$w§nd1‘%1reegcoer§?%£mn@ns 18, - and possibly
of the expl oln &he diustrated sexamyiid,i thg ¢lamentaryt commmbmds rig té ¢ are aggecytbdse U to
al so inpl enent. the act i zation ns,. - and possihly of the exploitation
neans ena%lic?‘ﬁéwﬁﬁengﬁ?#géf ogmryerggtﬂgtﬁtqu}g% Ve&é’é%c% echéFEeé: i npl ement t he
refilling meansyhe ARE MYt Oborddifis Rl YnldtyRlle "RAR i@Rae! i ng the
unit 6, during thee usage phase U t% exescut eQ:th%f{;1 "lv%s%%r uct?‘éﬁélgg .rg

i nstructions seprocessingswirenrepvgedrin nihie phmeit of apd odtebatothebyesunaéfong i s al so

i npl enented, the caopstrruction of. the exploitatjon nmeans enabling the unit
6, during the ud EH’Hﬁﬁé’éo@S?lBgé? ¥5eq Eﬁlaéﬁg’ﬁf al&?@%@tHPF?ﬁglnﬁeahgﬁsThe

construction of e | j IRa i i , I i cad t hr ough
a program devel g%ﬁbﬁ(?ﬁﬁrﬁtﬁg&\?t%akl ng@snﬁsgﬁg%géﬁﬁtn%%fgﬁd%ﬁ%?%%l nge
intervened in ttemalefliniti ons stages S11. Such a unit is described in the
rest of the des&&i pt‘iﬁ)oélp in figure 110. Dur.i ngi,the pr.i or protection

sub- phase PI? th8® SEYROL YRATPYANE Jyas &t PPHRS TRk af RATHRRRE Joienge Sfdhe cal | ed
1 pr e cust o zat kRheftaAfEortinnds Bhbhf\%hd b orREGRASLOMAANE He Saffor ! 2t

| east a part of the transfer neans 13 and/or e explolitdation neans are
upl oaded to at bfdst proteetdd softwarai2p. A, thisi fekpect)dt inprfiéraisle tofchebieaiani ng at
| east one pre-custom zed unit 66, It should be observed that part of the

expl oi tati on nesffvenes,ek the slementary gopgnands vehich dempeally dissogiatss thes no

| onger directly i 0 i i - €US ] i . e
transfer of theegﬁgﬁté)?t(g!{ ﬁgngfr?lﬁaigﬂs gﬂlgctgfng,n%%%1?{&%8&1%?})6%@%@6‘@;&“ out
through an adappediops ef code executed iwtheudith provBisitp systeie 3Gniddssludingidpe rest
of the description_in figure 120. 1n the case of a precustom zed unit 66,
constituted by Botgierpentayrommandsiused farfbe detgrminptioekethen datd. Figures

Iyt ) 7 ing t i ot ect i b- phase Pl ,
Cfter the deti no Aide® ifilltelns RUAGPR. ¢ 38oi ShpRERIER . Conot ruct on ot age
Slz, a stageFigakt 69 shbwelad dXBipRIoEERGAISH bf a%'lhérﬁhle sBRwaR 2v4h ithyg this

tool s maki ng stage S14 are made tools enabling to help
example, appears during the execution of the vulnerable software 2v, in the data

-

processing system 3, the execution of two algorithmic processings leading to the

determination of Z and Z', such that Z « F (X, Y) and Z' «F'(X', Y").



generate protected software or automate the protection of software. Such

t ool s enabl e: 64 to help choose or to choose automatically in the

vul nerabl e software 2v to protect: - the algorithm c processing(s) |iable
to be split into steps renotable in the unit 6, - the portions) liable to
be nodified, - and when the principle_of protection by variable is also

I npl emented, the variables) liable to3be renoted in the unit 6, - and when

t he principl g Wely) | enept ary functio is al so inpl enented,
the al gorit h%‘@jrﬁﬁ)ﬁil@gtﬁrtl%(% g’faﬂfg‘f 8Pfr8pl§@e§’i3 1P O?aled’re?eéﬁéf;ﬁoﬂlygftenct i ons
remot abl e dienidvegtiomniir Which BOAwshaBoriiihio raEsahe b A Akl B2 e
detection and coercion is also inplenented, the Software executto

char act er remeted jn the unib i Aocording to padisinbdxampld) elusihg etel dxeBitlonihIEEE£LNI( S)

liable to _be split iglte:g %@Etfructions renotable in the unit 6, - and when
the princPHIESHE Pt P Byt seentianRars 2pesiof dhe pastestashrofiavare Ap and

al gorithnyg | | Akl b .t 1.nt.o dependent .functions
renot abl e Hﬁﬁé{ E?ﬁ%}e?&éﬁ%nﬁhfgf %R}Sl%(r:’hgﬁ %gb fgb’ﬁgrﬁbc’gf’_ ee’feic}lﬁ%ﬂ%_ €comuands
can be reekmediary cantlandiCFED € WFECédtRpoidifg & Bl defiinatiof Tl Z 2082
branch is also inplenented, the conditional branches) whose functionality

i s |iabl etheosAseutiomet the ¢lememnaryienmmands €FE!; wo€FED vorrespohding tgaher at e
prot ect ed WAL it t t.e. th rotection of software. These

di ff erent dftgo S ccgln&{o%' gﬁ?ﬁ%&%&?“?%?@%é’ﬂﬂ%? GEEade e Emptedi9tand each
tool can bxectted dohsudbtivaly, Thasnfiléhias ¥ Eimed 0 n, agSenbl er,
conpiler, etc. The pri Qérl)ypr?)st ecti(s)n sub-Sga e@%@sxﬁd&ém%%
subsequenteBrast ether mertians phaode RRe uihiiersialatkeh) dindtheoexdnfyste, v tHen e51RIWiRg SOf t war e
2v to pro%e'e é.ceThi@Bsubse uerltr(gé tectjon ?ub-ph se, P2 is _conposed of
several s §§ as WEF ICAmE Oty 15 tPRGROT: §F (1B dhgoder €RE'y GHExent ati on
of the prpseibR! ST BlerddlAEEebIONCPE,! TP, LSSQCi ali p S..gal , creation
st age 8212. Duri nlg etrhi s creati oﬁEszf age @g#?ﬂ%)ﬁe erﬂ%gelﬁ'%agééle& cgée’ngﬁg uring

t he defi nCFEeCEEgage (HEn,LfBEWwsed. Wth the aid of said choices and

ossi bly of to00l onstructed durjng the tqols naking stage Sl14, the
Br ot ect g d s Oﬁttsﬁgﬁlg%gﬁiﬁgrvgé g}g{,éﬁ{nng%e execution of the protgected sgftware 2p, in

the presence of the unit 6, each time an elementary command contained in a portion

of the first execution part 2pes of the protected software 2p imposes it, the
corresponding elementary function is executed in the unit 6. Thus, it appears, that in
the presence of the unit 6, said portion is executed correctly and that, consequently,
the protected software 2p is completely functional.

Figure 64 illustrates an example of an attempt of execution of the protected
software 2p, when the unit 6 is missing. In this example, during the execution in the
data processing system 3, of the first execution part 2pes of the protected software
2p, at every time instant, the execution of an elementary command cannot trigger the
execution of the corresponding elementary function, because of the absence of the
unit 6. The value to assign to the variable Z cannot therefore be determined correctly.

It therefore appears, that in the absence of the unit 6, at least one request by a
portion of the first execution part 2pes of the protected software 2p, to trigger the
execution of an elementary function in the unit 6 cannot be fulfilled correctly, so that
at least said portion is not executed correctly and that, consequently, the protected
software 2p is not completely functional.

According to another advantageous characteristic of the invention, the protection



by choosing, at |east one algorithmc processing which, during the
execution of the vul nerable software 2v, uses at |east one operand and
enables to obtain at | east one result, by choosing at |east one portion of
t he source of the vulnerable software 2vs containing, at |east one chosen
al gorithmc processing, by producing a source of the protected software
2ps fromthe source of the vul nerabl e3&oftware 2vs, by nodifying at |east
one chosep gortLon gurce of .the yul nerable sqoftware 2vs to obtain

f. )
ot 1 cast BroBSi AR a8 dripliFadtBHE 5 pineibloal Brotion IS dbt delecter andy o 2ps.
thi s odi dkalbh % RALAR AR carriS 51 on S RUELER Blzg he pr ot ect ed

software 2p a first execution part 2pes IS executed a processing
system 3 andFer thedmptneentation iof thepricigleasf proteetionchit @fedtion andRbérefn, Obt ai ned
fromthe bl %gg ucgit 60 after upload of information, - the second execution
part 2peudE&LeBi%es at |east the functionality of at |east one chosen
algorithmc pro | -~at | east..one chose | gorithm c processing is
split so tha’? d(é{rall%%égtq?'ﬁesog&vgrguetxleﬁlﬁw& &faﬁaep?cﬂsgf zigﬁlg&o BRpdioredss leashear by
means of the segppst pxBeuhit6n part 2peu, several distinct steps, nanely: -~
the placing of at |east one operand at the unit 6's disposal, D the

carryi ng out ®byat heastone @iteridn tdeabadegdyyi fonnitclepstooms sofgue Exmaiisonal ity
on at | east said operand, ~ and possibly, the placing at the data

processi ng syst SIS posal of at |east one result by the unit 6, - for

at | east onegch : 1L 1AYL G i ng, s, compands .are defined so
t hat during ?heaétggéﬁ@g%dsoﬁ%ﬁgl%e?% ezég%%not%f%}ﬂ%na%u?g g°a‘é%e“§€1éa§ at onmrand
i s executed by ldast éne sifiveate entdutionPetiaractiitic Wass hol L8 By dt NedsNBnaiNi t 6,
t he execution by neans of the second execution part 66 2peu, of a step,

and a sequence B8¥SOfitedLrifssione omands i s chosen anong the set of sequences

al | owi ng t he, ex ion. of r.ot. of tware. 2p and.b rducing: - a
first obj ect.pa“ri!?djg%%glogfm ‘% glgrtgtlecﬁl%ge SthEt%P’élt %pdndfetnﬁ “E%Eopg’g‘lfpbe of the
protected sof t wefeedapprocessink kystah Phah@ot niriify BEAKeARIADSHShaKERL - during
the execution of the protected software 2p, appears a first executfon part

2pes which i s eWbewptlgast gne prterian is petabidedibyy system 3 and whose at | east a
ortion takeg,J . t he mrands are execyted accordin
)0kl o o ST AR Bl R e

to the chosen sequence,

sof t war e a2 alse@oflstaetanekpidijatioh riednt cARBlingdOi tfsforalh blaak unitf606htolET NY
upl oaded to the blank unit 60 and during the execution of the protected

sof t war e Un¥ 6 implementingat least b detegtion mesns phand thp coerbipnmesans 18f whi ch t he
steps triggeg 1 i xecution_ 2pes, are.execut ed. turally, the
principl e ofeﬁ %rg e%ﬁlﬂggg%%/ﬁieerfﬁrﬁaonf é}ecgsls ?’(F)lgi%}éet ﬁ“@r]lerﬁ%‘@%tfcﬂ’l #gth{bsd’r{nﬁﬁ’l? nvention
can be apfipre®dctibr B detction Ambcddicion Ve mmrlhcmaes?ch@awea@&ﬁ HRAS Y t hout

requiring the prior realization of a vulnerable software 2v. In this way, a
pr ot ect ednd the coercion means 18 belonging to the processing means 16. The coercion

means 18 are informed by the detection means 17 that a criterion has not been abided
by.

More precisely, the detection means 17 use information coming from the
transfer means 13 and/or from the memorization means 15 and/or from the
processing means 16, so as to monitor one or several software execution
characteristics. For each sofiware execution characteristic is set at least one criterion
to abide by.

In the case where it is detected that at least one software execution characteristic
does not abide by at least one criterion, the detection means 17 inform the coercion
means 18 of it. Said coercion means 18 are adapted to modify, in the appropriate

way, the state of the unit 6.



software 2p is obtained directly. During the subsequent protection

sub- phase P2, and when at | east another principle of protection is applied
in addition to the principle of protection by tenporal dissociation, a
"nodi fication stage S22" takes place. During this nodification stage S22,
are used the definitions intervened in the definitions stage S11. Using
said definitions and possibly tools cdhstruct ed during the tools nmaking

stage Sl14, t of t e _2p . dified to.allowthe

i mpl ement at i Eﬁr %qﬁgéng%taﬁlﬁnp%{ge BPB?}P%((gD&fPtﬁﬁtl%%QﬁPW@m@dmgrcmn,t he
ar r angeneatealdoasheb@f or e defi ned. When the principle of protection by
variable is inplenented, the protected software 2p is nodified: by
choosing at Peast loast omer saftwereusestution atharRefstioN® &RAHBH Qﬁlngf?%i%gm ¢
processing, which_ during the execution of the protected softwar P,
partial ly defindSQftWpee eé‘?%ltﬁém arapteriplicstliablecte bsanenitred, 2p, 67 by

nodi fying at | e C ortion of e source of the protected
sof tware 2ps. t%?geaﬁo |ef%§]12e;rfq otﬁ P eﬁlby &5@1&: E]elaﬁta?nedglpﬁ%sqwr%ﬁwuﬁpnn of the
protected soft wehfacprist{ | east one chosen variable or at |east one copy of
chosen variable resides in the unit 6, and by producing: - the first
obj ect part 2po#n dhe tshercpraft thet ednemblevnssfowp, 2v&iat 1Bdsk YIneORp6KhnRAT T 2POS
bei ng such that duri nr&'s{.he e ecu%i on of the protected software 2p, at | east
one portion of PSS Ior dhich,af loast pnesofiyare exsrutiomrhasadtenisticds tobat t hat
at | east one vapioabfdor at |east one copy of variable resides in the unit
6, - and the second object part 2pou of the protected software 2p, said
second obj ect pand i2pbe sbeicagofs tehviilatableakdBward PIvaadt tigast e Whrtio® and
during the execution. of the protected software 2p, appears the second
execution part ﬁ%ﬁ‘%‘ﬁ%&%ﬁ%&?fd\ﬂmﬂg@ﬁhﬂmcmmg@hosen variable, or at
| east one co val.i-abl es] des oint unjt 6. When the
principle ofﬂﬁieg%te(g{&fbglﬁg%ly&{eﬁlg&ngm}ger V u? (ﬁ’n%fttﬁgﬁgpnf?%ferﬁﬂ fE%YIS the
pr ot ect ednedificdyenoeas2p obminmtidi soue:of they provehitddydofevaad 2b€ AtHis ﬁBQiﬂ%99§ n

[

portion af the soHrce %fg the protected software 2ps, this no Ication
bei ng sudf]s‘fqt‘}‘él‘at’-“%‘igﬁ &3¢cubinn of theprptected|spftware 2fhatnodgothegs:t he execut i on

of the prot e.cte' 20, i tep j.s executed by nmeans of the second
execution part %&gét}?%}ﬁgp%l%glog?r@en g??#ﬁhﬁ? P%}'ﬁgpesj“ﬁh&%l&?"?@é@tlnd@ split
step, el ement ar date qrovessing adysteint) 3¢ Ghkdse thtb Cackbight SAYY GF 1Qfst gﬁs gk get ed

SO

software 2ps, so that during the execution of the protecte war e 2p,
each el ement ar ySHBYATR S8eqution charactetistiy ist tocbef mogitored cat ieashin parttindpes and
triggers in thepst 6, the execution by nmeans of the second execution part
2peu, of an elenment’ary function, - and a sequence of the elenentary
commands i s ehomeh themesgnt eesgtiord hak ST L Quy lcon of the
protected software 2p, ~and by proguci ng: ’?@?ﬁ% l%icer%se?&g%quctpégg’?{ 62pos of
the protected SHPRRIS At lepst in paw, # ¢hosen sffware exectifiopahdra@tpdsticbei ng such t hat

during the j t he otected sqoftware 2 at. | east one portion of
the first executg %ﬁ%gérutntogp%gﬂ%P? ecg%%ﬁ{v?ée %H’eprgfe@??érhy ik af

accor di ngrdtectionebycdepetion 284 Y66, in tAS PrdsBifce AU GhiPE ect part 2pou of the
protected software 2p al so containing the exploitation neans, said second

obj ect part *2pcts losEms allidhe wchitaria edtrespongingad 41D thehmonftbiedbex@BEkighir i Ng t he
execution of th rotect ed twar e, , appears the second execution part
2peu by means oﬁ‘%&éﬁﬁ‘é&rgaféﬁ IBQ‘E@LZ?B@G“E‘W@ of (therpiotestad Sofinare 3pard ri gger ed
by the first exsiddd 89, Bal! meRARA inciple of .protection by
detection and coerci og is inpl enen%‘%@i,an%@ g{eop‘g’é‘?%%d %8 r Pzﬁ’Oﬁ%

modi fied: by gteousaliyy sathat sasidiprotneted oo fimare2pexeky hbAAglyar act eristic to
moni tor, anong tHe, sof tware execution characteristics |iable to be
moni tored, °by AJESE lpsheng ehithe eniteria orrespondingotoab mbmitbyed§ etecatiod east one

chosen characteristic of a portion of the protected software 2p is not abided by, the

data processing system 3 is informed of it and/or the functioning of the
portion of the protected software 2p is modified, so that the functioning of
the protected software 2p is modified.



sof tware execution characteristic, by choosing in the source of the
protected software 2ps, elenentary functions for which at | east one chosen
sof tware execution characteristic is to be nonitored, by nodifying at

| east one chosen portion of the source of the protected software 2ps, this
nodi fication being such that during the execution of the protected software
2p, at | east one chosen execution chafbcteristic is monitored by nmeans of

t he second e i eu nd the fact that a criterion is not abided
by 1 eads o NECHaLe Tn B AbcehfEror @6 dimit F.atEish grc iy Aarion olcihe

modi f i cat fifs0 eRécultiog iﬁne%imh f r f .« .and

pr oduci ng lt hg sceclon obj ect pa?tpr%tggtgﬁos]@hﬁﬁgeeg? 3&‘*@?’3@"%‘%&6@%‘5‘%%

cont ai ni nfilfilles esmectlyt set theh adenst saitisportiop|ie meb texBgutéd @ofedBL P Mdreans 17
and the coercion [ d secand object part 2pou being such that,

ans 18,
after upl %Oéﬁe‘lu(?npgg‘elﬂsﬁ?t?"tﬁdg Y6 2Prig neheonanletelit fusetierral.t he pr ot ect ed

sof tware 2p, Sof . i haracteri stic . s npnitored
and the fact Ft&tlgltg qgﬁ%%gdgl?gr?ﬂ@ﬁ%@%%ﬁi@g&gélqne% cleiionand £opLeion, o cessi ng
system 3 tve types ofGeftivafesxerdicartianiteristios sRdidd sratdréitiagl, t he execution of

t he protect eg sg;tware 2p. For the inplenentation of the principle of
prot ection byh@idrsdyReoel saftvare exequiian ahargtesistic hamrespoads &1 a vadablafabl e of

measur e : t] t he otected software 2p is
nodi f i egln:arlﬁ E%S?};ec églgso ?%é %c@g&%%%eéo&%ﬁngﬁﬂ% ﬁ‘?fr"ggtt&"? serrespeBdsiihat or, at
| east oneprofild ablwagf ofeASURRARNISAd tWoe tyRAT Chardltei®RS el Be used
functionality of a software, by choosing: - at |east one uncffi onality of

the prot dRgdendently,px/in combipatiens” usage is liable to be nonitored using a

variabl e of pEagut -. at .l.east. one variabl.e of nmeasurengnt used to
quantify the usagéﬁg%msegltag OEL(I) L& Iﬁ%ﬁlpﬁyo, Rmtﬁft‘?rbﬁgfle@ﬁ%m% Mdcessrion

associ al adifg) a8 cxémsion ot aitiv, fvaHRBRLEMBAGRH: SPROAGAAC L] | T ¢ Of
usage of said functionality, - and at |east one nmethod of update of a
chosen v d8fitedst neasur enent dependi ng on the usage of said
functionality, .a i.fving at ,Leagst onge.chosen portion_ of the source
of the prot e%:lt ed {s]%fﬁ\glxrélrgg%tb ,mgﬁl?ss I#D&ef P‘?:séﬁl&fﬁ tSeF‘ﬁg‘OEIH%Ht {¢ast onelur i ng
the execution ofarldble RFOesS bR LA € Zhant tﬂé‘rds?ﬁyd%foit Easypement is

actualized by nmeans of the second execution part 2peu depending on the
usage of said ffimetionslity ofasofiwrage.at | east one threshol d crossing is taken
into accounty, For iplementation of .a first preferred varjant

embodi ment of theth%:agiﬁgﬂ%f &eaps ﬁ’o &PPF%ﬂith/tod@PBE?‘i Yrieash gne gareshobdh usi ng,
as characteri stassocifted & éth!varighle BB ARAERERRL: the protected software 2p is
nodi fied: by choosing in the source of the protected software 2ps, at

| east one clbsetndaptualization means enabdingrto updatehsach varisble f &S e@hahed
several thresho respondi n odifferent linits of usage of the
functionality, &%}%{n@iﬁ 8gﬁlﬁ%usﬁge ﬁ%@*&ﬁ%&?ﬂ?ﬁ&égmﬁlt&%e%m@d to the
chosen vari ablecald cGRBEUEBABploitation means implementing, in addition to the

detection means 17 and the coercion means 18, the actualization means.

Are also chosen, in the source of the vulnerable software 2vs:

o  atleast one functionality of the vulnerable software 2v whose usage is liable
to be monitored using a variable of measurement,

¢ at least one variable of measurement used to quantify the usage of said
functionality,

® at least one threshold associated to the variable of measurement
corresponding to a limit of usage of said functionality,

* and at least one method of update of the variable of measurement

depending on the usage of said functionality.



and by nodifying at | east one chosen portion of the source of the protected
~0 software 2ps, this nodification being such that, during the execution of
the protected software 2p, the crossings of the various thresholds are
taken into account differently, by neans of the second execution part 2peu.
For the inplenentation of a second preferred variant enbodi nent of the
principle of protection by detection ¥d coercion using as characteristic,

a variable ot[,hmaasuregent, the protected software 2p is nodified: by
choosi ng in the SQyGe OF ther vulngaable sekwareRvsds thearmodified, sut as teaahtainrke chosen

vari abl e r | od.imt.the usage of .a . functionality and
whi ch rrusgé%éggﬁfhg%{égtgggrggya{%#%ﬂpﬁ I%?dlﬁ%ag’sopsttﬁ%%g 3‘1‘.?@1 t.th%r‘ii&}"lnﬁslf e, and
by modi f ybxgufén bERS brotdife CROSRRe B9 thd %on&@*&uﬂ?ﬁgéélﬁat'on bei ng such that
during a phase called of refilling, at |east one additional usage of at

| east one f umct iadnalizes ythe omrielslp cofdinegsutement cdepssdiny ami ale! 8sagé JFea@s@r enent
can be credited., For the inplenentation of the principle of protection by
detection and c&UICHPBHIYs] ng as characteristic, a profile of software
usage, the pygot [ IS, modified, by choosing as software
execution char agﬁéﬁggfﬁ@ %{%ogrln@tﬁaﬁegﬁt%e%rgalé‘ﬁd@ﬁ)églﬁg'ofi le of software usage,
by choosi ng &t otheasbrde diring ahdléxcifiorCSBhs bt AEtRY sl 28 281 thk chosen
profile of usage nust abi dg, and by nodi Pyi ng a%d%astﬁbne%gﬁ%bégﬁ?portion
of the soueawranent ixupdasrcedapsadingfonthe vsapef said Simetbatiality; and whehgheg such
that, durjn e, executign of the protegyed software 2p, the second

execut i onéhﬁégpéﬁzlﬁeﬂo%fﬁ%l’dﬁ? (%S;ecilfﬁ ‘BFFé‘Scﬁi)é‘g—HmF ottt cgﬁrc’é’%e@ﬁ*ﬂsohs For the
| Pl ement @hichMndle 4inBdptdGidNien & iRbRh U4 UAA PASHEGILER Fafla6Pgs Ci on
using as feature of execution to abide by, the nonitdrfng o € execution
chai ni ng, mpHiy gheoprocessings shuriedrant by the praxdiding dieand §6 rnabling togmedify east one
chosen portion, of. ttﬁéﬁour e of. the @rot ected software 2ps: - by

t r ansf or niPfdURen § BeRYioR Qf the RyRtecter sattyate 2R, soithat she fungljonipgef f vi ng
the chai nhagrd¥ct¥hidiiwdii2p iéhbdRieal | east some of the 71 instructions
during their execution in the unit 6, - and by transform ng the el enentary
comands i nt Boi the implenientesion arfrmafids prederredsyoiadt embodinieheof thetprineiplons used.

of protection by detection and coercion using, as characteristic, a variable of

measurement, are defined:

e for at least one variable of measurement, several associated thresholds,

¢ and different coercion means corresponding to each of said thresholds.

Are also chosen, in the source of the vulnerable software 2vs:

* at least one variable of measurement used to quantify the usage of at least
one functionality of the software and to which must be associated several
thresholds corresponding to different limits of usage of said functionalities,

¢ and at least two thresholds associated to the variable of measurement.

The source of the vulnerable software 2vs is then modified, so as to obtain the
source of the protected software 2ps, this modification being such that, during the
execution of the protected software 2p, the second execution part 2peu:

¢ actualizes the variable of measurement depending on the usage of said
functionality,

¢ and takes into account, differently, the crossing of the various thresholds.

In other words, classically, during the execution of the protected software 2p,

when the first threshold is crossed, the unit 6 informs the data processing system 3



When the principle of protection by renamng is inplenented, the protected
software 2p is nodified: by choosing in the source of the protected
software 2ps, triggering conmands, ' by nodifying at | east one chosen
portion of the source of the protected software 2ps by renam ng the orders
of the chosen triggering conmands, so as to conceal the identity of the
correspondi ng dependent functions, aMt by producing: - the first object

part 2pos af, the protecied softwgare 2p, said, first object part 2pos being
such that e%%%tl{%hgo@ﬁ@gdq ISP tﬁr‘&eeﬁf‘!fia(ﬁ“%fi’{lm anymore. HE the i gger i ng

commands Al he secpnd -obj ect. part
2pou of t%\‘g&%%e{gif%%ﬁe gg% tg %rs ZJHZ pS%g%#g&ﬁrlmﬁgn?ﬁn&’ éhf pﬁeg?q(gﬁy%sﬁomgﬂg al so
i mpl enent patentidlly beesdseed. Ng tHErasswREe thakddoh® gredhoRbis cRisbed Md codRGh Pei N
such that, after upload to the unit 6 and during the execution of the

pr ot ect edme@ist I ean mgke e chosem funcjiondlity Hoefthstive dedfior imake ttho psotedted e

execution_iss triggered.by the first execution part 2pes is restored by
means of §q§t§va§%2ﬂﬁbﬁef§§t& tion part 2peu, and the dependent functions are

execut ed by FBAMS: GhpleifonbAbANGF @Xa&ldhil OpreRALH 7REH:t difodifiénd BPlgENtati on
of a variant of the principle of protection by renam ng, the protected

sof t war e @ndiple wbgiokéction byligtectimaidaperdion tiding, a0 charactefistid) e varissleefed

sof tware ng at Ieaste&g,e éri ering cormE,d wi th renamed order, and by
modi f yi ngPSSUHra, R LEREd dRIBE neARs smabling & Gredd ¥t leastongr sofievare d

sof t war e gpstidhalikeRloafibiad I tdten ﬁe‘?ﬁ% qde 0 e
triggering ccljm"ralE}g W thﬂre a?re‘%ﬂ?rlaer, é\ﬁl aﬂgt lglr £tr%£ﬁsz§nég§ %‘{rﬁ?“%‘

triggeri ngpage.dependent function - of the sane famly. 72 When the principle
of protection by conditiongl branch is inplenented, the protected software

2p is rodifi & 2199, coriysiedgexnloitation msans dmpfemanting, in additions & tther e 2ps,
at | east QiastoRMEQ ' 1230 Rthe | ok

al gorithmc procesatglb ng%e%?%lﬁﬁlﬁg at @gg&%%?klgﬁgéegﬁaﬁgggﬁgﬁg%f t he
sour ce ofmedms. protected software 2ps, this nodification being such that
during the execution of the protected software 2p, the functionality of at
| east one Chgfi%’%ﬁ iR ghegoupe pi de valngrpble solwaregvsyatdlaast ene vadable cond
execut i ONyMaEdsuddRsdht ul ' & Flalo I i st obj ect
part 2pos of tshe pr(gtllgé(}it{e(;c]ﬁ?gp%l\éf\g?a e2p, ég%%g{l?r s(éhg%}he P¥§!§r{°f§%a5§ bei ng
such t hatanduwhinly musebeeatde ti boereditedt with pt lebt ohe ddditibhalassze2p, t he

functional i t"ﬁ of at lgﬁ%t'ﬂ-ﬁne chosen conditional branch is executed in the
unit 6, - anling FR¥TERL heteble safiyvaregNs is thenmmodifisdesa aytoseltteinghe 2p,

sai d secapd:QPheal gcte%p%m‘,ﬁg SHE m ter: 0 nit 6
and during the exec tlfon of t eép%g)’t gg?éﬁ so?%t%rg%?ﬁ%gglgér%&rﬁ%ng second
execut i orphase ralkyleof tefillimgrat ledst whé allditionalf usage iofmaleasty ond figictibedRy one
chosen conditional branch is executed. For the inplenentation of a

preferr eo"oé"r?ﬁ%%%%tf’ #‘%%Vﬁ@ﬁﬁ%ﬁ@swnﬁnbﬁaé‘&q_% IE?)SL condi ti onal branch,
the protect o efiéd'ie daBink thd'Brisk! Siderintht, BRORALABizdidn i SOME 60T LN
protected software 2ps, at | eaSt one serie€s of chosen conditiona Branches,

by nodi f yhoseravariabbesof measurérent angfor toif ahleabt drieeassaviated tiaéshioht spragtiect ed
sof tware S, i.cati on being such that during the execution of the

thi s nodi f. ) ) A
pr ot ect ed* BW?W@%?‘E‘LH%“ veags ot theerrrgsponding fungtonality. dp ethep Mordsaosen
series of; m i ; i : ; f
execut i onlt part kl’%})éé)g,ﬁthﬂ?ﬂ@thﬁﬁio,g‘?eg‘?ﬁﬁ%h{g%g?dng%’do ucl n\égagggz pﬁ% gi(a:s(r{!s% eobj ect
part 2podunétidnabtypfaheptotettabddfimare2@p, said first object part 2pos being

such that dugi gt?l the execution of the protected 73 software 2p, the
functi onal i t §ordfe amplegmentationofthe pERCcipler ofayrotertion hyidetestion ans eoretien i s

execut ed L . - j eC of .t.he. protected
sof tware dfglgt’ ggf%ﬂé‘]’;et%%r%’ 8%?%%1 % Qg%w%%ﬁg%éﬁn%ﬁggé %S % ‘ﬁ{a%ﬁ?n Eﬁ ?12-}5" B§| oad to
the unit for said pebfile bfuddge, MlesténoRante bR iNags Otdcatloof t vare 2p, appears

the second execution part 2peu by neans of which the overall functionality

of at |east Arrealshelnsen.gathespusse afdhelielnerable softmach2ss: i s execut ed.
Naturally, the rli enP?i ﬁl esq{gf gr otection,according to the invention can be
appl i ed dirett| ¢t 1G85 ORG PIHES QLUREE FAEIRNIBE: a new sof tware without requiring

i s way, e CPagedight Bhe (B HTE A TR YRR BRRE Bped BOORAE 1"

carried out concomtantly so as to obtain directly the protected software
2p.




During the subsequent protection sub-phase P2, after the creation stage S21
of the protected software 2p, and possibly after the nodification stage
S22, a stage called "custom zation stage S23" takes place. During this
custom zation stage 523, the second object part 2pou possibly containing
the exploitation neans is uploaded to at |east one blank unit 60, with the
intention of obtaining at |least one it 6, or a part of the second object
part 2pou possibly contai.ning the exploitation neans is uploaded to at

| east one pre- cHEEBMUSEPIdRI ¢ 66, with the intention of obtaining at |east
one unit 6. e oagi ' I Z At ' t1.0 l.es to make
oper ati onal "i(,li‘-l{fe foéqgé 8@{%12%&%{6{&]32& §9@§%%ﬁé?@gﬂ%§@b§é&% t%}sat{a 03"33??“? sai d

i nf or mat i @hrceWICRe Ek@t@@tfa@ sbfRtale2 R, Wik imdWifibadioAdeith BRht thitt, YaFas Th! €
outside said unit 6. The transfer of the custom zation information to a

bl ank uniexe@@ionrofzhe protectet snfiwarel 2pnthe seéorulaxchatianapart 2pewoattid¢styoalhh an

adapted custom zation unit which is_described in the rest ,of the

descri ptit f chep ?}Iﬁ%ﬂ’“é’s P%l(ﬁ?‘eq“ﬁmf’hgl E%%Wﬂésaﬁlﬁ?‘ilt é,‘tsegﬁg?l?"é%ﬁ EIET ¥Wa chip
card 7 anfeigbSoddaiehtich fptaﬂeze&éﬁsisoeléc%iédoﬂncﬁegﬁg%ﬁnoﬂ%ydété‘?r kfingard 7.

For the inplenentation of the. protection phase P, various technical neans
are descrgybieth Aound/opredifethe functieniag iodrthe prétecred esfidvatd, 2p0in thdGtad<0 and

150. Figure 110 illustrates an enbodi nent of a system 25 enabling to
i npl enentwhere atlsas ope Eatus of exgeation 5 Rgtjabided Bes” i nt o account the

are construcPBTEHE FraRith At BT bRt BREealS @bl " "

expl oi t atthe prd¥eieofithd @iitled for the unit 6. Such a system 25 includes a
program devel opment unit or workstation which has classically the formof a
conput er conpr i 8$ lmgeassalktherfeatnias, ofexeeutinamof gk thepmedified pottidnsanf the

keyboar d- , _and_ i ncludi thers, t | | owi fil
el tors. assembParedRaast f o ey tramodficg BouBlt 8RB or s an
link editors. Figpiseld wdrk Usdniahly, a0 ueihal prstbcted sefmaR- gpish@Rszation

unit 30 enabling to upload at least in part the transfer nmeans 13 and/or
the expl oi tati oneminadlsis to at | east one blank unit 60 with the intention of

" eadi ng and e B GRS NI SOV AR o OO 28, o
bl ank unit 60 sg g% dpAWR e dathpRocedsih st IR ihfdRReld S Waddlor! e

transfer nmeans 13 and/or t'he expl Oitations” neans have been upl oaded. The
precust om zat i ofungtivhing@fdbampaittion dfitbe¢ prdeqiddy sifordre 2pds omdifidd, eo thatans 32

of the blank unit 60 whi.ch n for ipstance,. have t formof a printer. In
the case where Mé%ﬂ%@%?ﬁ%@%ﬁ@@f@%’ﬂl%m%‘l 4rd 7 and its reader 8,
the pre-cust 9fL 23ddiRfing UTedifetant FORGRE BF XBbutidn"€anChE Bofsddded - likel fir € 130

illustrates an enbodiment of a system 35 enabling to carry out the nmaking
of the t dobtsnenttisl moyitoming)of heypresendecopHinstructiond inctudingr & nwrkdrcoratheonat e

ft i Such t 5 i.ncl ud devel t unit
o7 o BORE e RASu RL BT Bk P BT ormr 1 no
system uni t, pgr #MiRPmRALIA S B Prinkiple 86ploRitEBALY-dBRKESH aAd dodrBibhudi Ng,

anong others, the follow ng prograns: file editors, assenblers,
pr e- pr ocessing 85 faaturpidf exscutiont tergbidst by,the deinitgyeg of dmlexdcnliorm dhdining. Fi gur e

140 illusfrates an enhodinment of. a system 40 enabling to create directly a

prot ect ed§°§8?]t%ﬂﬁr°_é‘e_?gg(9§ﬂfeo‘nﬁ'ﬁ‘éﬂt‘9§)s’ ¢ AFRe%a0l e software 2v with t he

| ntention Of-Obtaﬁ'iﬁgu%gti@nﬁeetﬁﬁ{?@%sﬁ%fcﬁwﬁeﬁRﬂe%’ﬁ?e&cﬁk&tiﬁ% it gicl udes a
wor y the

program devel opnment unit or station whic as cl assical ’orm of a
conput er conpri Qi def off ifdtAicEiBhY Bdhmadds €oresuid imucGiar sk Ssabd! ddbtr@ttions
keyboar d- nouse, and including, anong others, the followi ng prograns: file
editors, assenblcemsnangs argliaklededesexeewindiin dhe datp preegsing sygemdeligger s and
link editors, as_well as.toels.enghling.,to hel ner a e ofected software
or o aut ot e SEFIPTLPaRest P e giioBs Mt dn T BLChRESHE rent - of
a custom zati on sygkh éﬂrﬁ‘%@%@ i 0thkOunit/ 6, ¢ @RELukiBR §1‘5‘QHé‘dc_o%bﬁﬁ&.n%a” 2pou
to at |east one blank unit 60 with the intention of obtaining at |east one
unit 6 or to uplindhciomart of the second object part 2pou to at |east one
pre-custom zed unit 66 with the jntention of obtaining at_ |east gQne unit 6.
Sai d cust omi 2at idstectipn means L enabling fedefesidhatthe whainngol g Arstuigtiansapl i ng
to electrically custom ze, at |east one blank unit 60 or at |east one
pre-custom zed unit 66, so as to obtain at |east one unit 6. At the close
of this custom zation, a unit 6 includes the information necessary to the
execution of the protected software 2p. The custonization unit 45 can al so
i ncl ude physical custom zation neans 47 for at |east one unit 6 which can
for instance, have the formof a printer. In the case where a unit 6 is

T T L )




~ during the execution of the protected software (2p) a first execution
part (2pes) is executed in the data processing system (3) and a second
execution part (2peu) is executed in a unit (~, obtained fromthe blank

unit (60) after upload of information, ~ the second execution part (2peu)
executes at least the functionality of, at |east one chosen algorithmc
processing, ~ at |east one chosen al gé%ithm’ C processing is split so that

during the execl{foi::é)ﬂot%%)gﬁ:ﬂ)%?ﬁﬁ&i&%&g&%@g{té’}’are (2p) appear by nmeans of the
peu), 'S

second execution part sever I'nct steps, nanely: 0 the placing
of at |east @ne aageajpositibrainebdie 18 Rhibling fo HifoMPIR dafd Sro6esSRETykfeth 8ut Dy
the unit (6), of the algorithmc processing' s functionality on at |east

sai d operand, 0 aad@r foIsedify thet gxecplioriofp aoftware whera ther oleasisg naf thest em

3 di |  of .at t lt. by th it (6), ~f t | t
E)n)e_ zhosenI Z{nggﬁt%ﬁ{@n °§€§gg€0%§£(§fdét8§h%%?m?ﬁﬁﬂ§%é7 e( d)efi nedogoat hateas _
during, the exequbl BAstRictdd & phsitkieh fichns %%Mfgfﬁethé i 6 f’oa&lQ? gk@ﬁtecﬁl@m”d I'S

executed by the first execution part (2pes d triggers, he unit (6),
t he executnstmetions wf asinsfrudtioas set; tredexecetion bDspid aistrutZRseingofiipgestiep, -~

and a squegfe of the steps commands i s chosen anong the set of sequences
al | owi ng Phthesxesuttondp therdatyprogessingsyalgmsd ot the irstuofons comypandsy pr oduci ng:

D a first obj p 2P0 t of t 2p). fromthe
source of th?%ﬁs& g@tsgrgi g‘oﬁe\/\géue&%g’gggh? g@lhgfqﬂ%r scftwg%jge%vts’ 65#?215??618‘3) bei ng
such t hat alguriihngic tpiecessing uvhiol st tiee rétheee Gh eile S@it \6oduR1 EedPwhichP@ear s a
first execution part (2pes) which is executed in the data processing system

(3) and wekpRingof pdgast one pat of e instmstionsiis o be swnitorednat t he st eps commands

are executed i 0 osan sequenc ~ second, obj ect part
(2pou) of thgﬁ%%gé%%{&g&ﬁesﬁlpggﬁlg S?’%a,%: ggﬁ&@%‘%g}%ﬁgﬁ?é‘&as %PPtatdZ u) being
such that soudéd 6f tHeanlgratlé efwakret Thst s dciificatith tefr2Oduch TRht ddirid}otHehe
execution of the Frot ected software (Zp), appears the second execution part
(2peu) byexpshtien of thepratectedieoftyaspdpt ri ggered by the first execution (2pes)
are executed d upl gadi ng. t he cond obj.ect, part ou) to the blank
it 80y, wit h B sRnd SeRdionsrert BBE R hener Fav b afcliamalu ot ig a wsage
phase (in duri ngh¥enGl d'rﬁhﬁgfﬁgg&égglin he protected software (2p)~ in the
presence .of the unit (6) and each finme a step conmand contained in a
portion of tme fthe ¢htosenxagotithoric pracessippissplit impomstsudtions,execut i ng t he
correspondi ng sh]g%) 1ilr.l z hz) uni)litﬁ (6)1’ SO thag sajd portion is_, executed
correctly and t 3§ chaiging dy hich pt 1gast sorpe Of theotpstngtions maust abide; diringiny| et el y
functional, angudiPelRBtiGPRGRE GnRl il Bsecigdd (6)., in spite of the request by
a portion of the first execution part (2pes) to trigger the execution of
a step in the unnd thé)firsnetechtomparth2pest of thel piokdctesinbsliwaegBys exeakdsect |y,
so that at least said portion js not executed correct|y, and that,
consequent |y th@%f‘%&m%m@%“H?%?“tmﬂﬁtbﬁms‘}'“qtlﬂﬁ‘éﬁ%al. 2 -
Process accordi Rgitlg®@ claim 1, conprising: -~ during the protection phase

(P):

During the execution of the protected software 2p, protected by this principle, in
the presence of the unit 6:

e  aslong as the chaining of the instructions of all the modified portions of the
protected software 2p, executed in the unit 6 corresponds to the expected
one, said modified portions of the protected software 2p work nominally, so
that said protected software 2p works nominally,

¢ and if the chaining of the instructions of a portion of the protected software
2p executed in the unit 6 does not correspond to the expected one, the data
processing system 3 is informed of it and/or the functioning of the portion

of protected software 2p is modified, so that the functioning of the



nodi fying the protected software (2p): - by choosing at |east one variable
used in at |east one chosen algorithm c processing, which during the
execution of the protected software (2p), partially defines the state of
the protected software (2p), - by nodifying at | east one chosen portion of
the source of the protected software ps), this nodification being such
that during the execution of the protected software (2p), at |east one

chosen vari abl e %%E f chosen variable resides in the unit
(6), - and by pPg‘%ﬁ@‘?dn% ?ZE?STI?@@ legbj ect part (2pos) of the protected

sof twar e (ZDE%]@ai 91 f jlliustatedianc bxaaple 6?Hﬁﬁﬂerﬂﬁitﬂﬂn§l6fhtﬂeh?ﬁnﬂﬂfei Rg the
execution of the protected software (2p), at |least one portion of the first
execut i onpysdgction byedefectiok @sd sbgrsionmsing s duatiire bfiexegutiore &s hbidadyvhei abl e or

at | east one..co variable resides in the unit (6), D and the second

obj ect paF"tontt?‘b‘%?fO&‘F ef‘f’ﬁé‘“ﬁ?&f‘%‘&’c”@ooiao?tnﬁ&?é’n? ?B?,O(fé msyuetiong, wpect part
(2pou) bej f . the unit (~ and during the

execut i Onbe{(}fg%@B&E&eg%%ﬁ%;r%?gﬂég% appears the second execution part

(2peu) by nedhs firdt enbéutiongtartl 2pes tof drep ot sofarire RpLexdtitedtin igagitaone copy
of chosen variable resides tog in the unit (6), ~ and during the usage
phase ( L>processimgispatenrd sEerubesdnstiustionneemmgdseghiftriggeringainibe unh 6 the t he

var abi o PR 8Pt ingBRAbe) TRERGRINS o 7 Wl BBl o O el Rl
correct | ysaat lediasome onarau@nictiyns édth iRCINEEE Paft RHhinkne firklibnility 620! et el y
functional, = ~vy .... and in the absence of the unit (6), in spite of the
request bhedngidictippAndp pereenpbling taoyesifiitthe axpsstad ¢Rjping fardhesxecatioar i abl e
bR S N R I
correct | yTRIG(i)al the SipeerdRdihngthethReRbARBDFIRY MR iohe Wi, iS,, 28
conpletely functional. 3 - Process according to claim1 or 2,7 conpri sing:
-~ duri ngintzh dhgrexeewtidnoin Breaunit GPpf theldhgtnicion i, gives dhe gésultl 2 randt they

(o) Oanetnas SEnE tadtintring e e, B reshl o FhE RTuRUEK dwarmsar ge - U
funct i onsepezaid] iR REME RAND B OTHR HASrRRIONS i)l ARI, 6 4l iRSBEREIH @@%éesﬂet he data

processi ng system (3) and to trigger the execution in the uni of the
el enent arsestlipct i ons, constructing exploitati on means enabling the unit

(6) to execute.the elenentary fynctions said set, the executiaon of said
el enentary f E%E‘PE ame aﬁ‘é‘?‘ﬂ"&)%}# isﬂaé’ﬁg'@“lﬁloﬁli‘@ IRSIECHPRS prechtef i theynit 6
Processi Neorfémi o execteliont] 1€ ARAIALY a HOFHA I homi BTGl feimEhe

protected software (2p): - by nodifying at | east one chosen portion of the
sour ce of protpstedrsoftwer .software (2ps), this nodification being such that:

Figure 72 illustrates an example of implementation of the principle of

protection by detection and coercion using, as feature of execution to abide by, the
monitoring of the execution chaining of at least one part of the instructions, in the
case where the expected chaining is not abided by.

According to this example, the expected chaining for the execution of the
instructions is still iy, in+1 and in+a. However, the execution chaining is modified by
the replacement of the instruction i, with the instruction i'y, so that the chaining
actually executed is i', in+1 and in+2. The execution of the instruction i', gives the
result a, i.e. the same result that the execution of the instruction i,. However, at the
latest during the execution of the instruction i+, the detection means 17 detect that
the instruction i', does not correspond to the expected instruction to generate the

result a used as operand of the instruction ig+2. The detection means 17 inform of it



D at |least one step is split so that during the execution of the protected
software (2p), said step is executed by neans of the second execution part
(2peu), using elenmentary functions, ~ for at |east one split step,

el enentary commands are integrated to the source of the protected software
(2ps), so that during the execution of, the protected software (2p), each
el enentary command i s executed by the*¥irst execution part (2pes) and

e . and e Tl Lo d
o 00 on el coBftidDinkarsln whith SRR e uibity T Hindlioninicor BF Sttt mens ar y
conmands  i,$,, GbaBENtha rexegutidacof t}fe&h’stﬁf&ttioﬁfinaegwﬁﬂﬁl%sreah{g WhEth! & gé‘ecu“ on

of the protected software (Zp)> - and by producing: ~ the first obJect part
(2pos) of diffeeenpthanect Natueadlys wathe qxemtiorsaf thef instsiction; ibC pivesiatrefidpas) bei ng

such that .during. the executio f the protected software (2p), at |east one
portion oﬁdl?{iéFFé‘t %r%tth%we&w% 'g‘éﬂ?“{“fg‘@@)'malt dd cses dhtether waulb g teat ar y
comrands ﬁgﬁg&@nq?%tc&%ﬁgg Hﬁg&t?@%@nce, ~ and the second object part

(2pou) of t protécte war e al so containing the exploitation

means, said heemuch abjiecexdeatién CRAINMY dreihs dnsiietiondatecutlitiftheRhRag to the

unit (6) and during the execution of the protected software (2p), appears

tlhe se;:onéoeé%&ﬁ ;f@ﬂéwofértﬁ tb@ﬁém;t%mm?pmo?tﬁcam:c?f d’reeﬁmlcfimzirzzg@f ;ﬂxed Ej he

el enent ar i rrst execution par pes), an
k%ro{elé&;& s'ogculire ) %ﬁflgrlgfr‘]org Reé ogtraggcg

during t usage phase _ _ hce of the unit (6) and each time
an el ement ar Figh@syrad dnd P4 ifishaes bpréfered vhgdht @mbbAfndnt b theSihifcHié 8 Part
(2pes) inposes it, executing the corresponding elenentary function in the
unit (6),Pretectipmbyigtegtipn and caercionaysing, tas deature ref exkgutimmdtotdbide, by, the
consequently. the protected.sofiware p) {s. conpletely functional, and in
the absen’?:lgx%?ﬁrf%g?utﬁ?tex(sﬁl)‘ ton ﬁB§B1“§eggfa)ttlﬁ¥t r¥quBet ‘b‘%//thf PSEUERRsef t he
first exesvdor@ingReHis plofdfelvariaft, i dTGRE ahhﬁsn%éﬁ&&&tde%hgée #Tet sHmg" &Y
function in the unit ](36_), not being able to fulfill said request correctly,
so that ainstrections gearll Wil ragisters sind otse @x deast exe operamt whith thadntehtién of
consequent|y.. the protected software (Zp) is not conpletely functional. 4 -
Process argg%'fn&gﬁde{)u&t'cl aim 3, conprising: during the protection phase (P):
defining: - Ab ilie@fdtedRe fizafd MBI Grecdafindd fR1 «€N&sRGbAR! ot i inkthRbis t O Pe
monitored at least in part in t he unit (6), - at least one criterion to

abi de by Werking withgegistgrse agatt I definingahe ifanctiondity o dheaistraétizmi and a

Chat ot 1 REPE St O ol dRleS Thfing tor i, tbisioncd 67 sBoinoe Bt ot by o
| east OnepRg6REIBAGLOGRE bdrhGéh codealﬁﬁw‘ilqg’ the S GBRE Thi Shrt Pl aémg? nt in

the unit (6) and enabling to informthe data processing system and/ or
modi fy t HBe expestad ehainiig, anclesdes hits Seldateerresponflingdo: one criterion i s not

abi ded by, construyct.i.ng. t Xpl oi.tatiqn ns enabling the unit (6), to
al so i_rrpl>/erre°nt Pﬂé&éﬁ}hb‘é‘giopg‘ff’l‘ﬁ@g{'?g ‘?sf‘?‘fg%gﬁﬂhe coer Ci o% means (18§,)- and
modi fying the phd ?cﬁte%e'h%gémwoﬁtﬁmﬁmc@aﬁ %&Oﬁw&%@ﬁbﬁaﬂ RNGngOf tware
execution characteristic to nonitor, anong the softwar execuotl on

charact eri sti csK mabber of optrendsoofitheimtnctiothy choosi ng at | east one

criterion to abidebﬁ/f r.at | east one chosen | )
— aflag field CDy, indicating whether or not it is appropriate to verify the

origin of the operand k,
— and an expected identification field CIPy of the operand, indicating the

expected identity of the instruction which has generated the contents of

the operand k.
As illustrated in figure 74, the instructions set includes V registers belonging to
the processing means 16, each register being named R,, with v varying from 1 to V.
For each register Ry, are defined two fields, namely:

¢ a functional field CFy, known by the Man of art and enabling to store the



sof tware execution characteristic, - by choosing in the source of the
protected software (2ps), elenentary functions for which at | east one
chosen software execution characteristic is to be nonitored, - by nodifying
at | east one chosen portion of the source of the protected software (2ps),
this nodification being such that during the execution of the protected
software (2p), at |east one chosen exétution characteristic is nonitored by

means of the second ecution t.(2pey), and the fact that a criterion
is not abided bye%“gtaﬂfzﬁet%e?%%‘gﬁéeﬁ}ss}g‘%@sng system (3) being i nfor med
and/or to a godif] ' f, ' f 1 otected sof.tware (2p), -
and by produci ngaIl {i %?e}sl%étgﬁdd%rglﬁgcﬁf&f)g%ftd%b%agg?g f(]n’éle'ﬁlf)gf% ee‘f}g\’gg}'t war e
(2p) contai ni ng dfhike gxghetidnawhien HiB aRgedledhé KBARAR T thE fidtfiofat gyl on
means (17) and the coercion neans (18), said second object part (2pou)

bei ng such that CIlf Beid gepereted identificatiom field(@G ain duthmatiogily Wmdatedewithi on  of
the protected sqoftware (2p), at |least, o of.t war.e execution characteristic
is monitored anghet ﬁ%ntF%Fét&tWQtld‘éptﬁfqa g?iq%]i‘fiog tho dnstyetieny (N wiighdaso ¢ he
data processi ng Syshefmke3tunbEs ' m;% : { Freation of
t he execution ofgét he protect eﬁggﬁgv\g?‘é é%%i&i%r@gg{n(%htﬁ%tﬁa %Hluggge phase
(U: in the préseeitter afcesditlepmortmodifiable bysany @fgheaims@bdtiont and ig M?a
corresponding to a(L*ﬂ the nonitored execution characteristics of all the
modi fi ed porti ongedfor thedetechiopameans 441 t ware (2p) are abi ded by, enabling

d ; _ . , : k i nal | d
Conseauent |y CARBBI o RSO BRCIHRET R iRe- 1A (ORI IRERFY, - ana

i f at | easperabk tHe follewitg dpefdtidns:or r esponding to a nonitored execution
characteristic of a portion of the protected software (2p) is not abided
by, inform ng t ke fiag feld(Jeisseady system (3) of it and/or nodifying the

f ti i f ot tl th tected { . 2 hat th
functi oni ng o chieRPdR Dt & s ordedidififietioniod fiby g "°
accor di ng ool Ghdcherdd ldbARAcaNBATRIOLI, BRLSHHs RALL Y AeRB)

conprising: -~ during the protection phase (P) I ning:” - as sof't war e
execut i on char adheepesandk hiediotleread, be nonitored, a vari abl e of neasurenent
of the usage of fungcti | jt f of t ,.-.as criterion to abide by,
at | east one®t hF@"s‘FPé‘Ia Wéﬁ?ﬁ%ﬁﬁ’@%dfg?@aeﬁ@ﬁf&mhsc@ﬁ, measurement, - and
actual i zati og nmggas;repabld t t ri-abd

measurenment, constructi r%‘gt e%e%g%i@gﬁ%%&angaﬁgg}%ng |é|°%8‘d§%gﬁaﬁn?‘{e (6) to
al so i npl enent tehecutioh chhinitgtafahe imstrnations dswbtbidlel Yyng t he protected

sof tware (2p)1;b - bxy, choosi ng as oftvvar_%é%ecuti on characteristic to

moni tor, at IIB&SPEISIPR Teans A enable taaned Aesulf ofi the instryglionsrwhen theast one
funct i onalidtbtich! meand O MR ififors hNfstruct i % i

functionali tyl' ofmt e prot ectoé%l egg?ﬁﬂm%ggh?g%%ucﬁgssghaﬁgg Z‘gféblﬁ%BY'eAt 0 be
noni t or edprefirreg embedimabt é odrried acut rigmemnidifyligathe | fanstiorah @aptaPF ajfl theof
measur enent  used to chantif%/ t he ug%%e of said functionality, ~ at |east

one thr egmﬁrwctm&est BEXSY ed Qfﬁ’éfs (}%tpql 2ptt ¥t sybsegnens dastiuctions: espondi ng
to a limt ofycsAaR than§E1'e{ga%\#éﬂ&tgb&ﬁaéﬂa{a)étenitiggfdﬂl@tin\;e?lﬁﬁﬁ, RO Frot&kidgd of

update of a chosen varia
process aims at implementing a principle of protection, called by «renaming » a

description of which is carried out in relation to figures 80 to 85.
For the implementation of the principle of protection by renaming, are defined:
¢  a set of dependent functions, whose dependent functions are liable to be
executed, by means of the second execution part 2peu, in the unit 6, and
possibly to transfer data between the data processing system 3 and the unit
6, said set of dependent functions can be finite or infinite,
e a set of triggering commands for said dependent functions, said triggering

commands being liable to be executed in the data processing system 3 and



measur enent dependi ng on the usage of said functionality, - and by

.nmodi fying at | east one chosen portion of the source of the protected

software (2ps), this nodification being such that, during the execution of

the protected software (2p), the variable of nmeasurenent is actualized by

means of the second execution part (éﬁgu) dependi ng on the usage of said

functionality, and at | east one thre | d crossing is taken into account,
esence of the unit (6), and in

and during the usage phase (L>), in the p
the case where E{mgg%l'glfl?@n'@‘(“i $rrihe secHtion BE%quFﬁPW‘P%QWHG‘FIK@Q%m&% | east

one limt of_us biS 1 S16E865 §8mndaRb o4 M I ssing s em (3) of
it and/or modi ff}"?ﬁ%&@ﬁ’ Iu“ﬁ%? I on':aﬁé’. %ﬂ{zﬁ{akg}g?sg ?%cﬁng]apfeﬁ%t lBrp%fte%t%é‘a .
software (2p), fifforntdiont ighshithed boNthBofigi ekbditibh Qi€ RPEs, Stof theedeRohdP) 1S
nodi fied. G- Process according to claim5, conprising: -~ during the

prot ecti on phasexecmion padfipenngo as tbdrigger theasxecwtivm ohithieabdreespénding

measur enent, seyeral ocj ated,thresholds, - and different coercign neans
correspondi ng t e@&éﬂ‘ﬁﬁ“‘é‘é’?‘dsaﬂﬂf’é‘%ﬁaﬁ&?ﬁ the, form, pfiatrleast gne pegumest o€t ed
software (2p): @ %ﬂt}ﬁ% iy the source of the protected software (2ps),
at | east one choggbr%g ar | 398?3“53@’ measurenent to which nmust be associ ated

several threehok dacthodr efs pandiing dfothdi dfderdbsifned te tef ustiaderiag thbe
functionality, - by choosing at |east two thresholds associated to the

chosen vari abl emefificatign o Ahe radreseble _sofimeare) 2 vaserts ¢ methad ¢nebling épe chosen

portion of the I d_sof 1. AL his dification
bei ng such that Fe?lgﬁl%ﬁ?lﬁgﬁd%%esg%g%? ﬁttgﬁl 0 .ﬂg(é&éé‘é@?%@lt% ST é’ri&efﬁ), t he
crossings of t hendbting icorichilahbidetltityasfahé adueddpbiding ageadent fandtioasent |y, by

means of the second execution part (2peu), -~ and during the usage phase
(1)): in the pmdbmstosingimedns 20ndesighey to bejused krethsamit Guduring theeusagessi ng of

first th hold is detecte enj oi.ni.ng. the, prot ect ed sof e (2 not to
3sel '[fle co;?Zsﬁ%ﬁ%?ﬁﬂgfﬁ%gwg%ﬁsmr? en'?ﬂt?ﬁgfde?’ g%&ferfe{lﬂgeié\@gr’\ﬁhég)e t he
crossing of a serepdrd the dspetlddnt fnétedre@texdeutteki ng i neffective the

correspondi ng functionality and/or at |east one portion of the protected
sof tware (2phor the.inmlementation obrthe pyinciple [odipretsclion by rewamings aregalsdur i ng

h i.on. : i ni filli bl t dit at
| oast ondobbll Bafiotdon mifls Paling 1 bt T HAR: SARSY M aduff fen. °
wth at |iﬁ@$dm@ﬂﬁg&d(ﬁa§ﬂtﬁél?éstdtﬁjggﬁeansmnst ructing the exploitation neans

al so al |l owm gltgpthe unit (6) to inplenment the refilling nmeans, and nodifying
t he prot ect eliPrstet imaplemerntation of Ype pirmsinle @fintoteptions byirrewaming; laee plsot ect ed

software (2 t | t QN hosen Vvar i e of neasurenent enabling to
limt thg%ﬁge%gl%sgﬁggﬁgﬁegﬂ‘;? r%@eﬁ?ﬁweﬁiqgﬁ' nmust be able to be credited
with at |eass oaqeaa%bia@whnﬂwseessmgnﬁi@at &t dndl Sbraifd diRPRturARg Chosen

portion, this nodification being such that during a phase called o
refilling, at |adeastonerestliti onal usage of at |east one functionality

corresponding to osen vari abl e measur e t can credited, and
during the phas %faﬂ]gqsﬁqqen%qrﬁon Ihreeifﬂ’trﬁﬁapgeztﬁﬁd'“ CrIS SOIFAE EXYsen
vari abl e of neagauisi at 3H{ Sie HosbEMBbriteic pRvesdd). ed threshold, so as to

allow at | east one additional usage o the. functionality. 8 - Process
accor di ng t ol'kd sourcelof temprlinerablg:softwarkiZvaniy théremoditieds 50 as tpbbiain ()
defi ni ng:

I

s

g

source of the protected software 2ps. This modification is such that, among others:
¢  during the execution of the protected software 2p, at least one portion of the
first execution part 2pes, which is executed jn the data processing system 3,
takes into account that the functionality of “at least one chosen algorithmic
processing is executed in the unit 6,
e  during the execution of the protected software 2p, the second execution part
2pen, which is executed in the unit 6, executes at least the functionality of

at least one chosen algorithmic processing,



- as software execution characteristic liable to be nonitored, a profile of
software usage, - and as criterion to abide by, at |east one feature of

sof tware execution, and nodifying the protected software (2p): - by
choosi ng as software execution characteristic to nonitor at |east one
profile of software usage, - by choosing at |east one feature of execution
by which at |east one chosen profile #f usage nust abide, - and by

nodi fyi ng at .I east gﬁle ch%%eﬁin?orti on .of the source of the protected
sof tware (2pd), “PHt EhoseRAIEORIhmIG Processipe ds silitisadhat dusingrthe executignefit i on of

th tected ti.on. t (2 bi des by all
he Chosen 1 eat ool o S el e LR Mo AU R Bl bR e BUEE”, R
presence of the bynintans&f, thareednd &HREUGHS Paridple, 'héin'% HefeidRtit ﬁﬂwg&?g at

| e data

| east one feature of execution is not abided by, informngt

processi ng syst &rsferaplypfeaph chasimo elgenidithici prpcedsing imeplibmtngdependdie porti on
of the protecte ft (2P so that ~the functioning of the protected
software (2p) i gu%@gpﬁ%gﬁéngBgé%é“;é%&)d?wﬁYo claim8, conprising: -~
during the protectifeiPldas of BPveral 46bddcROfuncti ' i.ons set whose
instructions are Iiﬁgbl egto l())e exreacutgéd{alen t cetloglﬁiebg?h{g%ﬁégﬁggltgo ne

i nstructions conmanusevenal operiadds atthe unit 6Lrdispgpedl, said instructions conmands

being liable to be executed in the data processing system(3) and to
trigger in the onitdepgdentingtions, s9me ofwhidheuse the operand(standoexecute ins

profile of usage, t chal i he..l nsgr.uctions, .- feature, of
execution, an expegtgglgﬂéﬂgﬁntﬁ%ﬁ{l%}rmghg 8f<gl§ufl?9§ﬁnc?flg hBICESM%ns, - as
det ection neans ( ldsingneidvpend@h ng to detect that the chaining of the

instructions does not correspond to the expected one, - and as coercion
means (18), means &RAMOPTRYY: ond oif savieral idepetulent fnotierssemblisy theepindiay and/ or

to nodify the functji,oni. f_.the.portion.of protected software (2p). when
t he chai ni ng of thtggliqﬁésglrgﬁg’t?tgﬂ%d%%’gocr‘?ﬁim%@f%eé’% SR%ak?ﬁéf&?BBl‘%d one,
constructing the exid ¢lidséi AlgorithBAS pravessingnabl i ng the unit (6) to execute
the instructions of the instructions set, the execution of said

i nstruct i ons® bedngng teggecusioniof thewrotectadisoftenrd 2p,tthesatotid epsouties patg Syst em
(3), of the instruction 0 nds, . .and nodj fying the protected software
(2p): - by nodi ?9?‘?18"%{1%?@%?9%%8?%“6%89“% tion of the source of the
protected softwangnd gRSexecitidds ' functions into

i nstructions, ~ bynéspeci fe)c/lll hg ?ﬁ%%ﬁ%ﬁ%g%%ﬁcﬁ‘%%%ﬁt c&ionfeast

some of are triggered by triggering commands with renamed orders,

e and a sequence of the triggering commands is chosen among the set of

sequences allowing the execution of the protected software 2p.

The first execution part 2pes of the protected software 2p, executed in the data
processing system 3, executes triggering commands with renamed orders transferring
renamed orders to the unit 6, and triggering in the unit 6 the restoring by means of the
restoring means 20, of the orders, and then the execution by means of the second
execution part 2peu, of each of the previously defined dependent functions fd,,.

In other words, the principle of protection by renaming is carried out by
renaming the orders of the triggerihg commands, so as to obtain triggering commands
with renamed orders whose execution in the data processing system 3, triggers in the
unit 6, the execution of the dependent functions which would have been triggered by
the triggering commands with not-renamed orders, without however the examination
of the protected software 2p enabling to determine the identity of the executed
dependent functions.



the instructions during their execution in the unit (6), ~ and by
transformng the elenentary commands into instructions comrands
corresponding to the instructions used, and during the usage phase (lI~, in
the presence of the unit (~, in the case where it is detected that the

chai ning of the instructions executed in the unit (6) does not correspond
to the expected one, infornming the dat®a processing system (3) of it and/or
nodi fyi ng t he, ortion of the protected software (2p), so

fun(‘shi .ﬂni ng of the
that the funElg_“Sﬁi d B?tfa?‘?%eaon’éﬁf%@? &d exerutigard 4 yplperablensofivaredy. o -
Process, eAERd WapGheli e 0 SUBLARY s rufHb oRURRS V1 B Pace

(P): defining: *- Instructions se 1 NS | east
SOME i nst pracéssi@PSsysteRr 3NAf |6 Wrfath HE® fis@he lﬁ?q:alb%?atﬁ)h &F%Lmogﬁr and

with the intention of returning a result, - for at |least some © e

i nstruct i entespendidigntp thet hssigngient d¢o s1 variablpd of (tRE reshdtf o ian Glgdrithmic
functional i té/ of the in ru%lilon, ~ﬁ§({]d .a part defining_the expected

chai ni ng PIGFesERg representer by adpngtion F aeq pyies thewperands Xr?élalﬁéi ng bits fields
correspondi N0, } e d i i nstruction (Cll1), 0 and
for each operpl ngeso?lt esﬁﬁgﬁ%%#%%a%g 'Sa{?hq‘é‘g‘t“? éﬁéﬁ%ﬂ ?%e lr,wepg%'d an

expect ed i deRigui¢ c8t iithustdaies| the( parlal- igbldnbmtaiear andhe -int&ftionadh fggi st er
bel onging to the exploitati on means and used by the instructions set, a
gener at e %W iduring the,preeutignyin the data) prpgessing shistem Jnof heefirscetecytioreror i zed

the identjfi [ nesl Lastruction which has returned its result in
sai d regi%{r{eiri?eg-o(?glsecg&%{egtggF%ar#ggﬁsan?fé)ﬂ}e S 8#:@5”’1%5; aERfFf'ng t he
execution of e anaf thak inkE4ntOR, ¢, He SREMIAPSS BB i %&‘Pﬂ. ffin ' (CD, ~

i nposes it, to check the equazfi ty of tlhe gener% ed@icgenti d?(éta]tﬁll’gﬁnﬂ?i el d

(Cl G ,) corresptiggerine inthe pait 6e thesxecutiondy heans af theopesahekecatish pdre
expected identificati.on field | P,.~ of t origin of said operand, - and
as coercion meaf®P fg;ﬁ}c %ﬁgoéﬁﬁﬁ%fiﬂ?@dﬁgh‘ﬁ’&m@g fahéfl? E’S_Eﬂ%tpre’f”d? e

i nstructions, ifamifed Faia XM ffn tﬂeedaaﬁa_ls@sgmgggaéﬁﬁs fo%hé thehfiriftion 1
Process according to claim3 or 9 conprising: ring the protection phase
(P): defi ni ng: zeneggespettivelyyery hgated imthednemarizdtimmanéams \ Sadithaogit 6] an
instruction command,. - as a depend fuyncti on, an el enentary function or
an instruction, Sa-lglggg%ﬂ“@r 8%‘?“‘%8@5 ﬁgéktéﬁhte*’e%gg{ﬁ%ﬁf’n* rregpectyelyeby ng
command, correspUE(ix!'N),DUrEAN) i n part to the information transmtted by
the data processing system é) fo the unit (6), so as to trigger the
execution ofe &gimbaenstants G3p tidithg exkerption efi thef tviggtrirgcommandeChg € of
renam ng of the_grders enabljng to ,rggﬁg the orders so as to obtain

triggering commiiiae {EEFTINg Bhig i dhe _exgeptionaby angang qfethessecond
designed to be ! i } nd
enablgi ng to res%%r%gn?l{lhg&gggéei?i ef&@%%ncwlg%n% g%)%gg%&g?&@g%&ﬁdefd%éhaned

order, constr usdid friggexipg comatands CBeatosCBRabbinggeprosented fesfdz}ivély, By SO
i npl ement the r d_nodi fying the protected software (2p):

- by choosi ng |ﬁﬂ%§‘ggfﬂni§?§ﬁq"gg Theosetict of fangtions)fds e fdger i ng

comands, executed in combination is algorithmically equivalent to the function F.

D

More precisely, the execution of said triggering commands leads to the
execution in the unit 6, of the dependent functions fd; to fdy.; which use
the contents of the memorization zones X, y and return the result in a
memorization zone z of the unit 6,

e and at time instant ty, the execution of a triggering command CDy
triggering in the unit 6, the execution by means of the second execution part
2peu, of the dependent function fdy providing the transfer of the result of
the algorithmic processing contained in the memorization zone z of the unit

6 to the data processing system 3, so as to assign it to the variable Z, said



- by nodifying at | east one chosen portion of the source of the protected
software (2ps) by renam ng the orders of the chosen triggering commands, so
as to conceal the identity of the correspondi ng dependent functions, - and
by producing: ~ the first object part (2pos) of the protected software
(2p), said first object part (2pos) being such that during the execution of
the protected software (2p), the trig %ring commands with renanmed orders

are executed, ~c%ﬁﬂn§nﬁ%eﬁxegfr§§'ﬁ%§)ﬁ%?. Ctlﬁéw (2pou) of the protected software
e expl ol ean

(2p) containing t ‘so i nplenmenting the restoring

means (20), gitkis *R&APE, BPL&RHI ImbRRRHY tHes| ch,..t upl oad to
the unit (6) and durigg t he egggﬂin&é} of thqu{r}%}t@(&:{t grg Q@fg nngr éle({eﬁsp), t he

i dentity firt atgpoenteof theittiggenng cdmmendsxOUT i md iR higusesf ©F Ay t he
first executian part means of the second execution

S restored b
part (2peti8ecHRg Ww%égmmfld%ﬂ%gr Fechoser in dhis byayremnenatmed he

second ex i .~ dur i . usage se (L)):.. .in the
presence g H§.’ htgéll}ﬁ??&% %%F}gﬁﬁén lggcﬁpﬁ}eng{dgpﬁgrﬁlgégr ﬂ?an?ggﬁ%ﬁﬁéﬁ ©f thegg
renamed ofriggering oothmanddCDY 16 QI 1.6.06) Wifd], Tav.{, 17 &b r&iRtddldo} tBHblaid 2PES)
i nposes it, restoring in the unit (6), the identity of the correspondi ng
dependentTGFH‘?F(EWF]&R(&%d‘@)@é%@@j)-ngmﬁdﬂ-lbdl(ﬂhat said portion is executed

correctly ang. toy G equent | e protected software (2p) is conpletely
functi onal , i'laf(’;hllg%li §2 ?lﬁ‘@%% etﬁs e%mptl‘%}ﬁe‘%%ﬁ?'fmtt%t}o,n PFE the,jinyentien.t e thisquest by
a porti onexaimpléledulring She EXRaHbA , tq 1 ution of
a dependecr:u flﬂﬂcti o% ien t he ﬁ%??ﬂl(e?)hh%gtg&gg%r%&a I%Otgg?é;%{sp:é’fﬁ%ﬁgg?d
request cRart 2pes|of thesproteinted saftwiaresdyt, andiinlthequrésence dfthaohit 6 xppuired correctly

and that, consequently, the protected software (2p) is not conpletely
functional . 12 at o Hisants ¢ H exetignf1the iggpring icagmands iwigh t he

rotecti on phasegedafe: i ¢ f I depe t function, a
1I‘Oam' ly of dgpengeent ?uoﬁgt&{sodr?s)agﬁl’g?rbl%ﬁitgﬂﬁeﬁ Elol \%/Ha%l 'Ee}ﬂf,e’ 1 epg ered by
triggering conmardtss o) Reypraneell as dhe slaty K, & tfigdeeinl, in 48dni0githyi ng t he
prot ect ed softwar?réép%: - b%/ ghoosi ng, in the source of the protected
software (2ps) 5HE5'9rEgshy Grreng of dhe resteringomeenid2Qvi efhtheotsnamed ordtes fo - and by
nodi fying at le rL QE rce of the protected
sof t valr eg( 2ps) ge}&}rgp a@?ﬁ%qgf elgé‘? %té @%ﬁlﬁ&nﬁg’z&o&e@nﬁ X e““@ﬁﬁ%‘én
triggeri ng comtird enedubion ebpnmeamr d€rthe Wedcbndnxebi@ion gagnyelgr 8€"the
triggering a deﬁ%](?sgnt function of the sane famly. 13 - Process according

to claim12, co prding flspensdgnt frnctipny &y fdnwhishsproyidy thelemainsfengf for at

| east one depen ngt £.Q0, | rLt.hm cal l v .equi val ent
depz ndent fu ISlct ?%%tg X g/ﬁgfgn%gtd;ét%ﬁ é|)é/r‘1a’(§1§l{'}1g ?* S%i%a 55? ndheoﬁnglé%f%a ’tjci‘ll\ézoinﬁ? or mat i on

defining the furspéctively xay tocafedtihehel epaivdizatiod Hidghd P9 of thetBEH Rid N t he
unit (6), - or by using the identjfication field of the instruction (Cl1I)
and the expect eH1&E3ERE | Fommands, with| smnamefdpordsts t GPCGRher EMER, Ibking Pr ocess

according to cl @i . SN0 i protection phase
(P): 90 defi ﬁﬂpﬁ@g?ﬂtyd;«gsp%{v%@dbygﬁf}ﬂéﬁgwﬁ)@, g#ﬁ’t Eg(yé’pg)ers, a ci phering,

met hod to cieheat filhe instas 3, to 43{)dhéexéafioardfiE RS Lei }nmaéi N3

i npl ementing a deci phering 3mst hod to deci pher t%e renggre%g or der ?ag}’ld t hus

restore the i defnpigd grderhE€ DR etodSRC R, transfersing to theamitt therehdiredini t  (6) .
15 - Process acgordi t\0 of, the cl ai. 1 to 14, conprjsing: -~ during
the protection %%glgeﬂggi): toqﬂ@ﬁ‘?‘?)y “Phe lgﬁlﬁt@&%@esfaﬂpm By meaps of py
choosing, in t MhesloiagOiehle 20! O okt C6tasAf 18718, (SNky, ha @ o
condi tional branch carried out in at |east one chosen al'gorithm c
processing, - bgxequtiorf Py yeans dfehs tsecmmel eteostion part 2pow, off the higpaiehee of the

protected software.(2pg), ,thi.s nodification being such that during the
execution of th B‘i“gﬂsei‘i%éo ggﬂ*ﬂwﬁ?‘@ riggpring icemmands | witl renamesk ozders east one

chosen conditi o r Q. e t of, the ecution
part (2peu), ine?r%ﬁ) 3utri'1:‘inté!b((lt:§,'1 )6@%#01% gﬁ/espr%déﬁegﬁ%&"dy %ﬁ*ﬁ.@@?ﬁﬁﬁ} t part
(2pos) of the pTRIGqREfHNY),tware (2p), said first object part (2pos) being
such that during the execution of the protected software (2p), the
functional i t% ofndagt tisasstingard bk dberexeoutitint bHiid thggonng ¢EnmAsE wigd i n the
unit (6), ~ and the secon ject part, (2pou) of the protected software
(2p), said seco':ﬁHaIBf)ﬁ?Q e §a E&Nz%}f?erﬂegﬁ@ the, umit O the rearmed ordsr R@) t o t he
unit (~ and during the execution of the protected software (2p), appears

t he second execution part (2peu) by neans of which the functionality of at
| east one chosen conditional branch is executed, -~ and during the usage
phase (L>):




in the presence of the unit (6) and each tinme a portion of the first
execution part (2pes) inposes it, executing the functionality of at |east
one conditional branch in the unit (6), so that said portion is executed
correctly and that, yl consequently, the protected software (2p) is
conpletely functional, and in the absence of the .unit (6). and in spite
of the request by a portion of the fif%t execution part (2pes) to execute

the functionali . a.condi t.ional branch in the unit (6), not being able
to fulfill sai dt“?{%%%‘élgtm St ec’f)ﬂgf,fe%nfl& ¥ mgans ghrostogiag angsps 20,00f the not

execut ed COVrerkdér@._@ﬂthEF&éniitépmﬁgﬁﬁ%&}gﬁﬁwgo rétaﬁﬁtt@géﬁOftmne 2p) is

not conpletely functional. Process accordin ?ﬁ’ﬁ}‘tl% rising,
during the prot ezanonf mhﬁas&oﬁd’)exemdnfpamgpw]ebmhgtdgﬁgrﬁgn?ﬁj&ﬁ@rf faL2P) ¢ -
by choosing, in the source of the protected software (2ps), at [east one

series of choseRMYHBE thekansiasofthteesult-ofifhe algdrithpiio gravesdigassntsined chosen

portion of the r . prot ected sof re (2ps), this nodification
bei ng such that ﬁgglr@ﬁ%rg{)%iea%@g‘%?f8tﬁ5’fml‘thé:¥%‘ih€ BtRrpcesging westam 8280 . t he

overal | functi onsaks tysigi itofo theamkiaPBEZC i€ itional . branches
i s executed, by neans % t he second@g%bgf??gﬁgegglvgt& paeu[f?’?ﬁhnre{lﬂge%nit (6),
- and by producPisigr CDERe being sepretsptedtbydN (R@EPpos) of the protect ed
software (2py., hd. first object part . (2pos) being such that during the
execut i on ofﬁitﬁgﬁ%&gf‘ §51teé‘8m§’iﬁ ﬁ%%&@g?r?éﬁ gorm)raéndwgh renartediopdass 140 N east one
chosen sedré exe@iited 06bekdioaal 1t ' ed in the unit (6), D and

t he second object part %lg%gu? %@ﬁﬁgépdrb%%@éggghsgﬂ V\ufgi’%)vf%ﬁ‘t,s C(s“éﬁl&esecond
obj ect paffectedpou) being such that, after upload to the unit (~ and during
t he execution Oﬁh”ﬁﬁrgr‘)t ected software EZp), appears the second execution
part (2peu) by MEAndSHIMMEPMnhccongems| thet wase ivheae  seyeral adgorithmid one
chosen series ok 1 I S uted., 17 - Process, accordi ng
to one of the géré)?%c?gi t%ei}g?%%{lnggﬁgfn‘%ngéle%ﬁiaﬁgle?ﬁliethﬁr@f@&qfoﬂnephase (P
into a prior pragetthiie psedesginase uidd dy ahﬂmepel?dﬁﬂﬁni@fprémsiﬁgf fn"‘ﬁﬁf to
protect and a subse%uent. protecti oggiggbéﬁhase P2), dependent of the

sof tware to protettSOmfgineeging conmapdsowifh sepamsdrderamser] for deptrarsferg, duri ng
the prior prot e&hiﬁwsiﬁl»%erel\ﬁlovémase (P1), making intervene a definitions
stage (S11) during which are carried out all the definitions. 19- Process
accordi ng t e cl Hiars&k®nd doppovesieng aira$ taeloptihge feieh i gk tineAn SeqilfeASIE of BlEL) -

maki ng i ntervene a construction stage (S12) during which are constructed

the expl oitati (r;tﬂgﬁ@?ﬂgs comgnandp it senamedo pitiersy among | the setl Of sequepréssi ng,

after the constgigedih . i intervene .a pre-custaqoni zati-on
stage (S13), corrprilsg%éggﬁggg?%g)t?%gg&%ﬁanEO%‘H?‘IF%}B(B‘,tﬁlétreﬂ??ﬁﬁt‘th“ part of
t he expl oi t at i qmeferabis tavchdost hasequeneatof die fggahib@tathMands thﬁ'r&ih?ﬁegfﬁ zed
unit (66). 21 - CI?roce S aéﬁordj ng to claim 18 or 19, conprising, during the
prior protectioh ?ﬁbwgﬁlﬁi’s ¥serate” temapally n the \expeutiont 0| themdkpenglest age
(S14) during WR&icdsEb i t engr at e otected
software or to automai ey?gﬁc\%\gﬁgg’pt%g?gﬁ ?’gﬁl 8‘?985£B€8%‘§s§‘68@3@ﬂ% to
claims 17 and ZBfa poepssing sgtepl3i did iglidieg st RSEEREEnP CoMARLES Wigub- Phase
(P2), into: a crea%dﬁ%ﬁst%gg g821 during which the protected software
(2p) is created®™dp 155 @ cterspinetiy of gther data. Figares 183, and 84

nodi fi cation stiggﬁra(%)prﬁdfpil@‘gf%mhm(e@??%ect ed software (2p) is

nodi fied, and a custonizatron stage ing which: - the second

obj ect. part Mol owshan prastyls oF Exseition st (ARMBRDRNMaYe SOMHA N9t he
exploitation neans is uploaded to at |east one blank unit (60) Wth the

i nt ent i ofKAPIEHIRACATSH JUERE [t sxecytion wafi the (Winerablosofiwaer 2v, dh thé@agecond

obj ect 0 prot ecte of tware (2p) possibly containing the
expl oi t gﬁ‘f‘%%s(sﬁ’ga sSte?’g %gﬁ%&&%"d‘%‘% ‘gft ?W%aﬁ%“gﬂéwﬁ?fecwg% Asaging tnthe (66)
wi t h t heddteringifdticHofof, i d to ] t Nt of B w3 - Process
according to clains Zfﬁg%’ é%gﬂg%%n(ar?g}lzhg?&gdu?ﬁ k@Ftﬁé’ r'éeation stage (S21)

and possi bl ¥igweiSdgliusteateati txample of imphagentaba)of th pidedtack&ARe @ne t 00!
whi ch heth51 ,gener atF protected software or which automate softvvarge
prot ect i H_l vention for which the two algorithmic proccesings chosen in figure 83 are

remoted to the unit 6. According to such an example, during the execution in the data



24 - Systemfor the inplenentation of the process in accordance with claim
19, characterized in that it includes a program devel opnment unit, used,
during the 93 construction stage (S12), to carry out the construction of
the exploitation neans intended for the unit (6), taking into account the
definitions intervened during the defgpitions stage (S11). 25 - System for
the i npl enentation of the process in accordance with claim 20,

char act er 1 i ted . Are- i i on. uni 30) enabling to
pl oad ot PEagrl slgh 3 &g B EREoR RrCAH R BT VA HroRe A baner et SR i o ¢
(60), wi tin theepresinetof the Qiitob} Bpptaf)JasexpleMsd BBFe, PIHE- SshEdH %?ghémi t
(66). 26 -, Systemfor the inplenentation of the process in accordance with
cl ai m 21, triga@ningecsnmands with revamedtorders ICRER 4o FNGRR wodtespendingetottheini t

dt .oyt durj t he t ool i tage (S14), the. maki f tool
i ch neigrebigbon <o ol 16 SEnEonlot BF eiieechands Suhmarsed O
Dr OLES) o Srderd CDCRYSOIDER!y Bl R RIRAR 1Q8mAhad i PEOAS IR AT 0O dance

with claim?22 or 23, characteriz at 1t inc es ‘a’ praog

devel opnehe triggering cominiands wédtht enamedrotddry CDERPIECDTR S afd HitfRebddd - 28 -
Systemfor the inplenentation of the process in accordance with claim 22,
char act er§oRERFUtiKelyninpsmych; #ithg fegewing eqrompndst With rensmed  d@prse@BER'ng t 0

upl oad: 0 i oy) .t t.least, qn | ank unit. (60),

W th the PreRSEeRs AL EE bR hrdcf8Rbloch8 L imPRbeed o Bg'esimplk. i ) e

second olbHowinpasiqueR@ow thes dbrrledasit: OODORS oGP B2 filerdMated( 8%Je, Wi th

the intention of obtaining at |east one unit (6). 29 - Pre-custom Zzed unit

(66), chdrBEREL €BECRym nastien jaf interedfatedneetichyCPER'syEDGR s pactivar d&nce Wit h

claim 25.; 3 it ahly t pexecut ro d software (2 and
to :or ever%?ép%a%at%%?u e#\@h@gﬂt@g%{é: 8@1 g’t’g;ﬁggd’ tﬁ%&lﬁa’tsi t cont ai( ng) t he
second obj eclk ghould bepsbddrved thhxe diﬁﬁigeﬁieere%lﬁﬁéﬂ‘@%fga (p;?%ﬁoﬁmfoﬁ’lgeﬂrs't'?i ng a

custom zation unit ;45) i n accordance with claim28. - Set of units (6),
char act ersxg@uionnparh 2pes o€ the pootactodjsetiwapmip, (lRptriggenng tdomnpmds ewitled

ft | oaded usi. t om zat | it (45) i -or.d ith

orai m o et SRERRARET 1B e dSl R e SelC g ek 6 fBe i 15 <o

that t heirestphg)of UBE i®MED) 85 the cOEPh8ing EpBh®ing Shadicne  dniehEn (tﬁ%i}: 32 -
ze

Distribution set (2pd) of a protected software (2p), characterl in that
it y4 iexesusionsThusg itiappears ghat in theypresance af the(@itds saidgrrtiomisrexetdted i r st
obj ect par 0s nd_desi gned.t o rk.in,a dgta processing system (3),
and a seé%SIF{a&ﬁF as’fcprql%tﬂf?rgﬁq‘f)‘%} ’*ﬁﬁﬁ%"tﬁ%ﬁ%‘ﬁarf’ %B 1 g‘?‘ﬁi’l%:‘ej}ﬁ?‘“‘ﬁtlﬁl!‘a&nk uni t
(60), - or OfigArd8s-ilitas #eexathple &M aﬁé}nﬁpspéﬂe%pﬁsn‘ﬁfttﬂe Oritbieg9. able
after upload of custom zation infornmation, to transforminto a unrt (6), -
or of a §nftwaresdp,iwheadhe noibcis missing cinghis e3ampB3 durifik titeréxoottionninghe  ( 2pd)
of a protegt software (42 according. to claim32, charagterized in that
the fir stdg%‘u pg’g?‘isﬁ‘ﬁ}%is?ésr‘ie‘f} r@;tt“iﬁﬁsg)“ﬁ%g °PrP8“r28FfrP€$‘°é{fﬁbtﬁ9t§ sAfWE2Ps i but i on
medi um  at SRINPMNOIstan R GRcuién b1'E th Biefing bofnhlaa H?#ehhﬂ% %?(Ee} RpQuah a
network. 34 - Distribution set (2pd) of a protected software p) according
to cl ai mtigeer awpither ther restagingnof Het ordee nosdbe exeduioni oflithieocorpapondidgdu) ,

L o B el BB 4 Gk kv v
uni t charagiisle Z&@AnbithéRedre bb d@f&ﬁhﬁieﬁ%oh@@tlﬁa” of the second object part
(2pou) necessary to transforma pre-customzed unit (66) in accordance with
cl ai m 29 i ntlbtherefoiet appéyrsj that i thedebsercondf the ainiti 60 a8 QeasBone répikstdy a

processi ng_and moLizing units characterized in that the processing and
menori zi Hgﬂlﬂﬁ‘i ?gﬁ'\ﬁst[étdt F’Eﬁ%H]E‘PS’/ pagt fpes;qf tﬁﬁé’f‘ﬁﬁ?‘f’d spitvare Zpdorttigemithet part
(2pou)  DRGRSSAL Ur P oldRRRS MUbeffsh O3 RBLARH: Hlbhof A0 i Sgdgnee i i

claim29 intoa unit n accordance w

CAfL A A Be AulliliddAsofreétly, A8LEhAS drledst Adid. porfiorisBot AxeAREd AoRedty i that™ AT . A_. A
S5.,AAAAA.A.AALAAAAAA AA.AA.ALA . AS2.As.AS! . A 2. As. Ay. A A

A A Ay. sensegyentiyatheprafectad sofiwaredpismoy completelynfunationgl. Al f . Ay. AS. Ay2. Al . A,
|
A Ky NY. As. Allhanﬁ‘sg Yo Attu% @Hr%éill)lesof protection by renaming, the examination in the

protected software 2p of the triggering commands with renamed orders does not
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f109%& () - 919;6@&d§ﬁg to anothcr advantageous characteristic of the invention, the protection
process aims at implementing a principle of protection called by « conditional
branch » a description of which is carried out in relation to figures 90 to 92,
For the implementation of the principle of protection by conditional branch, is
chosen in the source of the vulnerable software 2vs, at least one conditional branch
BC. Is also chosen at least one portion of the source of the vulnerable software 2vs
containing at least one chosen conditional branch BC.
At least one chosen portion of the source of the vulnerable software 2vs is then
modified, so as to obtain the source of the protected software 2ps. This modification
is such that, during the execution of the protected software 2p, among others:
®  atleast one portion of the first execution part 2pes, which is executed in the
data processing system 3, takes into account that the functionality of at least
one chosen conditional branch BC is executed in the unit 6,

e and the second execution part 2peu, which is executed in the unit 6,
executes at least the functionality of at least one chosen conditional branch
BC and puts at the data processing system 3’s disposal, a piece of
information enabling the first execution part 2pes, to carry on its execution
at the chosen spot.

The first execution part 2pes of the protected software 2p, executed in the data
processing system 3, executes conditional branches commands, triggering in the unit
6, the execution by means of the second execution part 2pen, of remoted conditional
branches be whose functionality is equivalent to the functionality of the chosen
conditional branches BC.

Figure 90 illustrates an example of execution of a vulnerable software 2v. In
this example, appears, during the execution of the vulnerable software 2v in the data
processing system 3 at a certain time instant, a conditional branch BC indicating to

the vulnerable software 2v the spot where to carry on its execution, i.e. one of the
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Y10% u& (&16 conditional branch chosen to be remoted to the unit 6, corresponds to the
conditidnal branch BC. In this example, during the execution in the data processing
system 3 of the first execution part 2pes of the protected software 2p and in the
presence of the unit 6, appear:

e at time instant ty, the execution of the conditional branch command CBC,
triggering in the unit 6, the execution by means of the second execution part
2peu, of the remoted conditional branch be algorithmically equivalent to
the conditional branch BC, said conditional branch command CBC; being
represented by TRIG(bc),

* and at time instant t,, the transfer from the unit 6 to the data processing
system 3, of the information enabling the first execution part 2pes, to carry
on its execution at the chosen spot, i.e. the spot By, B; or Bj.

It should be observed that during the execution of a portion of the first execution
part 2pes of the prbtected software 2p, the conditional branches commands executed
in the data processing system 3 trigger the execution of the corresponding remoted
conditional branches in the unit 6. Thus, it appears, that in the presence of the unit 6,
said portion is executed correctly and that, consequently, the protected software 2p is
completely functional.

Figure 92 illustrates an example of an attempt of execution of the protected
software 2p, when the unit 6 is missing. In this example, during the execution in the
data processing system 3 of the first execution part 2pes of the protected software 2p:

e  at time instant t;, the execution of the conditional branch command CBC;,,
cannot trigger the execution of the remoted conditional branch be, taking
into account the absence of the unit 6,

¢ and at time instant t, the transfer of the piece of information enabling the
first execution part 2pes to carry on at the chosen spot fails taking into

account the absence of the unit 6.

It therefore appears that in the absence of the unit 6, at least one request by a
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In the previous description in relation to figures 90 to 92, the subject of the
invention aims at remoting in the unit 6, a conditional branch. Naturally, a preferred
embodiment of the invention can be carried out by remoting in the unit 0, a series of
conditional branches whose overall functionality is equivalent to all the
functionalities of the conditional branches which have been remoted. The execution
of the overall functionality of said series of remoted conditional branches leads to the
placing at the data processing system 3’s disposal of a piece of information enabling
the first execution part 2pes of the protected software 2p to carry on its execution at
the chosen spot.

In the previous description in relation to figures 40 to 92, six different principles
of software protection have been made explicit generally speaking independently of
one another. The protection process in accordance with the invention, is implemented
by using the principle of protection by temporal dissociation, possibly combined with
one or several other principles of protection. In the case where the principle of
protection by temporal dissociation 'is complemented by the implementation of at
least another principle of protection, the principle of protection by temporal
dissociation is advantageously complemented by the principle of protection by
variable and/or the principle of protection by elementary functions and/or the
principle of protection by conditional branch.

And when the principle of protection by variable is also implemented, it can be
complemented in its turn by the principle of protection by elementary functions
and/or the principle of protection by conditional branch.

And when the principle of protection by elementary functions is also
implemented, it can be complemented in its turn by the principle of protection by
detection and coercion and/or the principle of protection by rené.ming and/or the

principle of protection by conditional branch.

And when the principle of protection by detection and coercion is also
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complemented by the principle of protection by elementary functions, complemented

by the principle of protection by detection and coercion, complemented by the
principle of protection by renaming, complemented by the principle of protection by
conditional branch.

In the case where a principle of protection is applied, in complement to the
principle of protection by temporal dissociation, its previously carried out description
must include, to take into account its combined implementation, the following
modifications:

e the notion of vulnerable software must be understood as software
vulnerable towards the principle of protection being described. Thus, in the
case where a principle of protection has already been applied to the
vulnerable software, the expression “vulnerable software” must be
interpreted by the reader as the expression “software protected by the
principle(s) of protection already applied”;

* the notion of protected software must be understood as software protected
towards the principle of protection being described. Thus, in the case where
a principle of protection has already been applied, the expression “protected
software” must be interpreted by the reader as the expression “new version
of the protected software”;

¢ and the choice(s) made for the implementation of the principle of protection
being described must take into account the choice(s) made for the
implementation of the principle(s) of protection already applied.

The rest of the description enables to have a better understanding of the

implementation of the protection process in accordance with the invention. This

protection process according to the invention is composed, as shown more precisely
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modified to become a protected software 2p,
* then, of a usage phase U during which the protected software 2p is used.
During this usage phase U: |
— in the presence of the unit 6 and each time a portion of the first
execution part 2pes executed in the data processing system 3 imposes
it, an imposed functionality is executed in the unit 6, so that said
portion is executed correctly and that, consequently, the protected
software 2p is completely functional,
— in the absence of the unit 6 and in spite of the request by a portion of
the first execution part 2pes to execute a functionality in the unit 6,
said request cannot be fulfilled correctly, so that at least said portion is
not executed correctly and that consequently, the protected software 2p
is not completely functional,
¢ and possibly of a phase of refilling R during which is credited at least one
additional usage of a functionality protected by the implementation of the
second preferred variant embodiment of the principle of protection by
detection and coercion using as characteristic, a variable of measurement.
The protection phase P can be split into two protection sub-phases P; and P,.
The first one, called prior protection sub-phase Py, takes place independently of the
vulnerable software 2v to protect. The second one, called subsequent protection sub-
phase P; is dependent of the vulnerable software 2v to protect. It should be observed
that the prior protection sub-phase P and the subsequent protection sub-phase P; can
be carried out advantageously by two different persons or two different teams. For
instance, the”prior protection sub-phase Py can be carried out by a persén or a
company providing the development of software protection systems, while the
subsequent protection sub-phase P, can be carried out by a person or a company
providing the development of software requiring to be protected. Naturally, it is clear
that the prior protection sub-phase Py and the subsequent protection sub-phase P, can

also be carried out by the same person or team.
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—  the type of the unit 6. As an illustrative example, can be chosen as unit
6, a chip card reader 8 and the chip card 7 associated to the reader,

— and the transfer means 12, 13 designed to be implemented respectively
in the data processing system 3 and in the unit 6, during the usage
phase U and capable of providing the transfer of data between the data
processing system 3 and the unit 6,

e and in the case where the protection process according to the invention
implements the principle of protection by élemeﬁtary function, are also
defined:

—  a set of elementary functions whose elementary functions are liable to
be executed in the unit 6,

— and a set of elementary commands for said set of elementary functions,
said elementary commands béing liable to be executed in the data
processing system 3 and to trigger the execution in the unit 6, of the
elementary functions,

e and in the case where the protection process according to the invention
implements the principle of protection by detection and coercion, are also
defined:

— at least one software execution characteristic, liable to be monitored at
least in part in the unit 6,

— at least one criterion to abide by for at least one software execution
characteristic,

— detection means 17 to implement in the unit 6 and enabling to detect
that at least one software execution characteristic does not abide by at

least one associated criterion,

—~ and coercion means 18 to implement in the unit 6 and enabling to
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@m the case where the protection process according to the invention

implements the principle of protection by detection and coercion using as

characteristic a variable of measurement of the software execution, are also

defined:

— as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,

— as criterion to abide by, at least one threshold associated to each
variable of measurement,

— and actualization means enabling to update at least one variable of
measurement,

and in the case where the protection process according to the invention also

implements a first preferred variant embodiment of the principle of

protection by detection and coercion using as characteristic a variable of

measurement of the software execution, are also defined:

—  for at least one variable of measurement, several associated thresholds,

—  and different coercion means corresponding to each of said thresholds,

and in the case where the protection process according to the invention

implements a second preferred variant embodiment of the prinbiple of

protection by detection and coercion using as characteristic a variable of

measurement of the software execution, are also defined refilling means

enabling to add at least one additional usage to at least one software

fiinctionality monitored by a variable of measurement,

and in the case where the protection process according to the invention

implements the principle of protection by detection and coercion using as

characteristic a profile of software usage, are also defined:

—  as software execution characteristic liable to be monitored, a profile of
software usage,

— and as criterion to abide by, at least one feature of software execution,

and in the case where the protection process according to the invention

10!
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an instructions set whose instructions are liable to be executed in the
unit 6, ~.

a set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data
processing system 3 and to trigger in the unit 6 the execution of the
instructions,

as profile of usage, the chaining of the instructions,

as feature of execution, an expected chaining for the execution of the
instructions,

as detection means 17, means enabling to detect that the chaining of
the instructions does not correspond to the expected one,

and as coercion means 18, means enabling to inform the data
processing system 3 and/or to modify the functioning of the portion of
protected sofiware 2p when the chaining of the instructions does not

correspond to the expected one,

e and in the case where the protection process according to the invention

implements a preferred variant embodiment of the principle of protection by

detection and coercion using as feature of execution to abide by, the

monitoring of the execution chaining, are also defined:

as instructions set, an instructions set whose at least some instructions
work with registers and use at least one operand with the intention of
returning a result,
for at least some of the instructions working with registers:
» apart PF defining the functionality of the instruction,
» and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
0  anidentification field of the instruction CII,

¢ and for each operand of the instruction:

%@ () -
10@ 10@
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instructions set, a generated identification field CIG, in which is
automatically memorized the identification of the last instruction
which has returned its result in said register,

—  as detection means 17, means enabling, during the execution of an
instruction, for each operand, when the flag field CDy imposes it, to
check the equality of the generated identification field CIG,
corresponding to the register used by said operand, and the expected
identification field CIPy of the origin of said operand,

— and as coercion means 18, means enabling to modify the result of the
instructions, if at least one of the checked equalities is false.

e and in the case where the protection process according to the invention

implements the principle of protection by renaming, are also defined:

as a triggering command, an elementary command or an instruction
command,

—  as a dependent function, an elementary function or an instruction,

— as an order, at least one argument for a triggering command,
corresponding at least in part to the information transmitted by the data
processing system 3 to the unit 6, so as to trigger the execution of the
corresponding dependent function,

— amethod of renaming of the orders enabling to rename the orders so as
to obtain triggering commands with renamed orders,

—  and restoring means 20 designed to be used in the unit 6 during the
usage phase U, and enabling to restore the dependent function to
execute, from the renamed order,

~ o and in the case where the protection process according to the invention
implements a variant of the principle of protection by renaming, is also
defined for at least one dependent function, a family of dependent functions

algorithmically equivalent, but triggered by triggering commands whose
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* and in the case where the protection process ac_cording to- the invention
implements one of the preferred embodiments of the variant of the principle
of protection- by renaming, are also defined for at least one dependent
function, a family of algorithmically equivalent dependent functions:

— by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit 6,

— or by using the identification field of the iﬁstruction CII and the
expected identification fields CIPy of the operands.

e and in the case where the protection process according to the invention
implements a preferred variant of the principle of protection by renaming,
are also defined:

—  as method of renaming of the orders, a ciphering method to cipher the
orders,
- and as restoring means 20, means implementing a deciphering method
to decipher the renamed orders and thus restore the identity of the
dependent functions to execute in the unit 6.
During the prior protection sub-phase Py, the definitions stage Sy is followed by
a stage called "construction stage Sy,". During such a stage S1,, are constructed the
transfer means 12, 13 and possibly the exploitation means corresponding to the
definitions of the definitions stage Sy;.

During this construction stage S1,, are therefore carried out:

e the construction of the transfer means 12, 13 enabling, during the usage
phase U, the transfer of data between the data processing system 3 and the
unit 6,

e and when the principle of protection by elementary functions is also
implemented, the construction of the exploitation means also enabling the
unit 6, during the usage phase U to execute the elementary functions of the
set of elementary functions,

e and when the principle of protection by detection and coercion is also

implemented, the construction:
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usage phase U to also implement the actualization means, -
— and possibly of the exploitation means enabling the unit 6, during the
usage phase U to also implément the refilling means,
—  and possibly of the exploitation means also enabling the unit 6, during
the usage phase U to execute the instructions of the instructions set,

e and when the principle of protection by renaming is also implemented, the
construction of the exploitation means enabling the unit 6, during the usage
phase U to also implément the restoring means.

The construction of the exploitation means is carried out classically, through a
program development unit and taking into account tﬁe definitions intervened in the
definitions stages S;;. Such a unit is described in the rest of the description in figure
110.

During the prior protection sub-phase Py, the construction stage S;; can be
followed by a stage called "pre-customization stage S;3". During this pre-
customization stage Si3, at least a part of the transfer means 13 and/or the
exploitation means are uploaded to at least one blank unit 60, with the intention of
obtaining at least one pre-customized unit 66. It should be observed that part of the
exploitation means, once transferred to a pre-customized unit 66, is no longer directly
accessible outside said pre-customized unit 66. The transfer of the exploitation means
to a blank unit 60 can be carried out through an adapted pre-customization unit,
which is described in the rest of the description in figure 120. In the case of a pre-
customized unit 66, constituted by a chip card 7 and its reader 8, the pre-
customization concerns only the chip card 7.

During the prior protection sub-phase Py, after the definitions stage S;; and,
possibly after the construction stage S12, a stage called "tools making stage Sy4" can
take place. During this tools making stage Si4 are made tools enabling to help
generate protected software or automate the protection of software. Such tools

enable:
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protect:

~  the algorithmic processing(s) liable to be split into steps remotable in
the unit 6,

~ the portion(s) liable to be modified,

~ and when the principle of protection by variable is also implemented,
the variable(s) liable to be remoted in the unit 6,

— and when the principle of protection by elementary functions is also
implemented, the algorithmic processing(s) liable to be split into
elementary functions remotable in the unit 6,

— and when the principle of protection by detection and coercion is also
implemented, the software execution characteristic(s) to monitor and,
possibly, the algorithmic processing(s) liable to be split into
instructions remotable in the unit 6,

— and when the principle of protection by renaming is also implemented,
the algorithmic processing(s) liable to be split into dependent functions
remotable in the unit 6 and for which the orders of the triggering
commands can be renamed,

—~ and when the principle of protection by conditional branch is also
implemented, the conditional branch(es) whose functionality is liable |
to be remoted in the unit 6,

e and, possibly, to help generate protected software or to automate the

protection of software.

These different tools can be carried out independently or in combination and
each tool can have various forms, such as for instance pre-processor, assembler,
compiler, etc.

The prior protection sub-phase Py is followed by a subsequent protection sub-
phase P; which depends on the vulnerable software 2v to protect. This subsequent
protection sub-phase P, is composed of several stages as well. The first stage
corresponding to the implementation of the principle of protection by temporal

dissociation is called "creation stage S»;". During this creation stage S, the choices
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possibly of tools constructed during the tools making stage Sy4, the protected

software 2p is created:

by choosing, at least one algorithmic processing which, during the

execution of the vulnerable software 2v, uses at least one operand and

enables to obtain at least one result,

by choosing at least one portion of the source of the vulnerable software 2vs

containing, at least one chosen algorithmic processing,

by producing a source of the protected software 2ps from the source of the

vulnerable software 2vs, by modifying at least one chosen portion of the

source of the vulnerable software 2vs to obtain at least one modified portion
of the source of the protected software 2ps, this modification being such
that:

—  during the execution of the protected software 2p a first execution part
2pes is executed in the data processing system 3 and a second
execution part 2peu is executed in a unit 6, obtained from the blank
unit 60 after upload of information,

— the second execution part 2peu executes at least the functionality of at
least one chosen algorithmic processing,

— at least one chosen algorithmic processing is split so that during the
execution of the protected software 2p appear by means of the second
execution part 2peu, several distinct steps, namely:

» the placing of at least one operahd at the unit 6’s disposal,

» the carrying out by the unit 6, of the algorithmic processing’s
functionality on at least said operand,

» and possibly, the placing at the data processing system 3’s
disposal of at least one result by the unit 6,

— for at least one chosen algorithmic processing, steps commands are
defined so that during the execution of the protected software 2p, each
step command is executed by the first execution part 2pes and triggers,

in the unit 6, the execution by means of the second execution part
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sequences allowing the execution of the protected software 2p,

e and by producing:

— afirst object part 2pos of the protected software 2p, from the source of
the protected software 2ps, said first object part 2pos being such that.
during the execution of the proiected software 2p, appears a first
execution part 2pes which is executed in the data processing system 3
and whose at least a portion takes into account that the steps
commands are executed according to the chosen sequence,

— and a second object part 2pou of the protected software 2p, said
second object part 2pou being such that, afier being uploaded to the

\blank unit 60 and during the execution of the protected sofiware 2p,
appears the second execution part 2peu by means of which the steps
triggered by the first execution 2pes are executed.

Naturally, the principle of protection by temporal dissociation according to the
invention can be applied directly during the development of a new software without
requiring the prior realization of a vulnerable software 2v. In this way, a protected
software 2p is obtained directly.

During the subsequent protection sub-phase P, and when at least another
principle of protection is applied in addition to the principle of prdtection by
temporal dissociation, a "modification stage Si," takes place. During this
modification stage Sz;, are used the definitions intervened in the definitions stage Sy;.
Using said definitions and possibly tools constructed during the tools making stage
Si4, the protected software 2p is modified to allow the implementation of the
principles of protection according to one of the arrangements herebefore defined.

When the principle of protection by variable is implemented, the protected
software 2p is modified:

¢ by choosing at least one variable used in at least one chosen algorithmic

processing, which during the execution of the protected software 2p,

partially defines the state of the protected software 2p,
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& MLO%@& () - 10%pBwée-2ps, this modification being such that during the execution of the
protected software 2p, at least one chosen variable or at least one copy of

chosen variable resides in the unit 6,

e and by producing:

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, at least one portion of the first execution part 2pes takes
also into account that at least one variable or at least one copy of
variable resides in the unit 6,

— and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second
execution part 2peu by means of which at least one chosen variable, or
at least one copy of chosen variable resides too in the unit 6.

When the prinéiple of protection by elementary functions is implemented, the
protected software 2p is modified:
e by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that:

—  at least one step is split so that during the execution of the protected
software 2p, said step is executed by means of the second execution
part 2peu, using elementary functions,

— for at least one split step, elementary commands are integrated to the
source of the protected software 2ps, so that during the execution of
the protected software 2p, each elementary command is executed by
the first execution part 2pes and triggers in the unit 6, the execution by
means of the second execution part 2peu, of an elementary function,

— and a sequence of the elementary commands is chosen among the set
of sequences allowing the execution of the protected software 2p,

e and by producing:
—  the first object part 2pos of the protected software 2p, said first object
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software 2p, at east one portion of the first executlon part 2pes also
executes the elementary commands according to theé chosen sequence,
— and the second object part 2pou of the protected software 2p also
containing the exploitation means, said second object part 2pou being
such that, after upload to the unit 6 and during the execution of the
protected software 2p, appears the second execution part 2peu by
means of which are also executed the elementary functions triggered by

the first execution part 2pes.

When the principle of protection by detection and coercion is implemented, the

protected software 2p is modified:

by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,

by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,

by choosing in the source of the protected software: 2ps, elementary
functions for which at least one chosen software execution characteristic is
to be monitored,

by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, at least one chosen execution characteristic is
monitored by means of the second execution part 2peu, and the fact that a
criterion is not abided by leads to the data processing system 3 being
informed and/or to a modification of the execution of the protected software
2p,

and by producing the second object part 2pou of the protected software 2p
containing the exploitation means also implementing the detection means
17 and the coercion means 18, said second object part 2pou being such that,
after upload to the unit 6 and during the execution of the protected software
2p, at least one software execution characteristic is monitored and the fact

that a criterion is not abided by leads to the data processing system 3 being
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10%& ()_l I1ng a{s characteristic a variable of measurement of the sofiware execution, the
protected software 2p is modified:

e by choosing as software execution characteristic to monitor, at least one
variable of measurement of the usage of at least one functionality of a
software,

e bychoosing:

—  at least one functionality of the protected software 2p whose usage is
liable to be monitored using a variable of measurement,

— at’least one variable of measurement used to quantify the usage of said
functionality,

— at least one threshold associated to a chosen variable of measurement
corresponding to a limit of usage of said functionality,

— and at least one method of update of a chosen variable of measurement
depending on the usage of said functionality,

¢ and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the variable of measurement is actualized by means
of the second execution part 2peu depending on the usage of said
functionality, and at least one threshold crossing is taken into account.

For the implementation of a first preferred variant embodiment of the principle
of protection by detection and coercion using, as characteristic, a variable of
measurement, the protected software 2p is modified:

e by choosing in the source of the protected software 2ps, at least one chosen
variable of measurement to which must be associated several thresholds
corresponding to different limits of usage of the functionality,

¢ by choosing at least two thresholds associated to the chosen variable of

measurement,

¢ and by modifying at least one chosen portion of the source of the protected
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principle of protection by detection and coercion using as characteristic, a variable of
measurement, the protected software 2p is modified:

e by choosing in the source of the protected software 2ps, at least one chosen
variable of measurement enabling to limit the usage of a functionality and
which must be able to be credited with at least one additional usage,

e and by modifying at least one chosen portion, this modification being such
that during a phase called of refilling, at least one additional usage of at

least one functionality corresponding to a chosen variable of measurement

can be credited.

For the implementation of the principle of protection by detection and coercion
using as characteristic, a profile of software usage, the protected software 2p is
modified:

e by choosing as software execution characteristic to monitor at least one

profile of software usage,

e by choosing at least one feature of execution by which at least one chosen
profile of usage must abide,

e and by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that, during the execution of the
protected software 2p, the second execution part 2peu abides by all the
chosen features of execution.

For the implementation of the principle of protection by detecﬁon and coercion
using as feature of execution to abide by, the monitoring of the execution chaining,
the protected software 2p is modified:

e by modifying at least one chosen portion of the source of the protected

software 2ps:

— by transforming the elementary functions into instructions,

— by specifying the chaining by which must abide at least some of the
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— and by transforming the elementary commands into instructions

commands corresponding to the instructions used.

When the principle of protection by renaming is implemented, the protected

software 2p is modified:

by choosing in the source of the protected software 2ps, triggering

commands,

by modifying at least one chosen portion of the source of the protected

software 2ps by renaming the orders of the chosen triggering commands, so

as to conceal the identity of the corresponding dependent functions,

and by producing:

— the first object part 2pos of the protecte_:d software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the triggering commands with renamed orders are
executed,

— and the second object part 2pou of the protected software 2p
containing the exploitation means also implementing the restoring
means 20, said second object part 2pou being such that, after upload to
the unit 6 and during the execution of the protected software 2p, the
identity of the dependent functions whose execution is triggered by the
first execution part 2pes is restored by means of the second execution
part 2peu, and the dependent functions are executed by means of the

second execution part 2peu.

For the implementation of a variant of the principle of protection by renaming,

the protected software 2p is modified:

by choosing, in the source of the protected software 2ps at least one
triggering command with renamed order,

and by modifying at least one chosen portion of the source of the protected
software 2ps by replacing at least the renamed order of one chosen
triggering command with renamed order, with another renamed order,

triggering a dependent function of the same family.
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conditional branch qamed out in at least one chosen algorithmic processing,
* by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, the functionality of at least one chosen conditional
branch is executed, by means of the second execution part 2peu, in the unit

6,

e and by producing:

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
software 2p, the functionality of at least one chosen conditional branch
is executed in the unit 6,

— and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protected software 2p, appears the second

execution part 2peu by means of which the functionality of at least one

chosen conditional branch is executed.

For the implementation of a preferred embodiment of the principle of protection

by conditional branch, the protected software 2p is modified:

® by choosing, in the source of the protected software 2ps, at least one series
of chosen conditional branches,

* by modifying at least one chosen portion of the source of the protected
software 2ps, this modification being such that during the execution of the
protected software 2p, the overall functionality of at least one chosen series
of conditional branches is executed, by means of the second execution part
2peu, in the unit 6,

* and by producing;

—  the first object part 2pos of the protected software 2p, said first object
part 2pos being such that during the execution of the protected
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software 2p, the functionality of at least one chosen series of
conditional branches is executed in the unit 6,

— and the second object part 2pou of the protected software 2p, said
second object part 2pou being such that, after upload to the unit 6 and
during the execution of the protectéd software 2p, appears the second
execution part 2peu by means of which the overall functionality of at
least one chosen series of conditional branches is executed.

Naturally, the principles of protection according to the invention can be.z.'tpplied
directly during the development of a new software without requiring the prior
carrying out of intermediate protected pieces of software. In this way, the creation
stage Sy; and the modification stage Si; can be carried out concomitantly so as to-
obtain directly the protected software 2p.

During the subsequent protection sub-phase P,, after the creation stage S;; of the
protected software 2p, and possibly after the modification stage S,,, a stage called
"customization stage Sz3" takes place. During this customization stage S;s, the
second object part 2pou possibly containing the exploitation means is uploaded to at
least one blank unit 60, with the intention of obtaining at least one unit 6, or a part of
the second object part 2pou possibly containing the exploitation means is uploaded
to at least one pre-customized unit 66, with the intention of obtaining at least one unit
6. The uploading of this customization information enables to make operational at
least one unit 6. It should be observed that part of said information, once transferred
to a unit 6, is not directly accessible outside said unit 6. The transfer of the
customization information to a blank unit 60 or a pre-customized unit 66 can be
catried out through an adapted customization unit which is described in the rest of
the description in figure 150. In the case of a unit 6, constituted by a chip card 7 and
its reader 8, the customization concerns only the chip card 7.

For the implementation of the protection phase P, various technical means are
described more precisely in relation to figures 110, 120, 130, 140 and 150.

Figure 110 illustrates an embodiment of a system 25 enabling to implement the
construction stage S;; which takes into account the definitions intervened during the

definitions stage Sy; and during which are constructed the transfer means 12, 13 and
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computer comprising a system unit, a screen, peripherals such as keyboard-mouse,
and including, among others, the following programs: file editors, assemblers, pre-
processors, compilers, interpretors, debuggers and link editors.

Figure 120 illustrates an embodiment of a pre-customization unit 30 enabling to
upload at least in part the transfer means 13 and/or the exploitations means to at least
one blank unit 60 with the intention of obtaining a pre-customized unit 66. Said pre-
customization unit 30 includes reading and writing means 31 enabling to electrically
pre-customize, a blank unit 60 so as to obtain a pre-customized unit 66 to which the
transfer means 13 and/or the exploitations means have been uploaded. The pre-
customization unit 30 can also include physical customization means 32 of the blank
unit 60 which can for instance, have the form of a printer. In the case where the unit 6
is constituted by a chip card 7 and its reader 8, the pre-customization generally
concerns only the chip card 7.

Figure 130 illustrates an embodiment of a system 35 enabling to carry out the
making of the tools enabling to help generate protected software or to automate
software protection. Such a system 35 includes a program development unit or
workstation which has classically the form of a computer comprising a system unit, a
screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,
debuggers and link editors.

Figure 140 illustrates an embodiment of a system 40 enabling to create directly
a protected software 2p or to modify a vulnerable software 2v with the intention of
obtaining a protected software 2p. Such a system 40 includes a program development
unit or workstation which has classically the form of a computer comprising a system
unit, a screen, peripherals such as keyboard-mouse, and including, among others, the
following programs: file editors, assemblers, pre-processors, compilers, interpretors,
debuggers and link editors, as well as tools enabling to help generate protected

software or to automate software protection.

Figure 150 illustrates an embodiment of a customization unit 45 enabling to
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Said customization unit 45 includes reading and writing means 46 enabling to
electrically customize, at least one blank unit 60 or at least one pre-customized unit
66, so as to obtain at least one unit 6. At the close of this customization, a unit 6
includes the information necessary to the execution of the protected software 2p. The
customization unit 45 can also include physical customization means 47 for at least
one unit 6 which can for instance, have the form of a printer. In the case where a unit
6 is constituted by a chip card 7 and its reader 8, the customization generally
concerns only the chip card 7.

The protection process according to the invention can be implemented with the

following improvements:

e It can be planned to use jointly several processing and memorizing units
between which is divided out the second object part 2pou of the protected

- software 2p so that their joint use enables to execute the protected software
2p, the absence of at least one of said processing and memorizing units
preventing the usage of the protected software 2p.

e In the same way, after the pre-customization stage Sy3 and during
customization stage S,3, the part of the second object part 2pou necessary to
transform the pre-customized unit 66 into a unit 6 can be contained in a
processing and memorizing unit used by the customization unit 45 so as to
limit the access to said part of the second object part 2pou. Naturally, said
part of the second object part 2pou can be divided out between several
processing and memoriziﬂg units so that said part of the second object part
2pou is accessible only during the joint use of said processing and

memorizing units.

10
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- in a protection phase (P):
e  creating a protected software (2p):

— by choosing, at least one algorithmic processing which, during the
execution of the vulnerable software (2v), uses at least one operand
and enables to obtain at least one result,

— by choosing at least one portion of the source of the vulnerable |
software (2vs) containing, at least one chosen algorithmic processing,

— by producing a source of the protected software (2ps) from the source
of the vulnerable software (2vs), by modifying at least one chosen
portion of the source of the vulnerable software (2vs) to obtain at least
one modified portion of the source of the protected software (2ps), this
modification being such that:

» during the execution of the protected software (2p) a first
execution part (2pes) is executed in the data processing system (3)
and a second execution part (2peu) is executed in a unit (6),
obtained from the blank unit (60) after upload of information,

» the second execution part (Zpéu) executes at least the functionality
of at least one chosen algorithmic processing,

» at least one chosen algorithmic processing is split so that during
the execution of the protected software (2p) appear by means of
the second execution part (2peu), several distinct steps, namely:

0 the placing of at least one operand at the unit (6)’s disposal,
0 the carrying out by the unit (6), of the algorithmic

processing’s functionality on at least said operand,

¢  and possibly, the placing at the data processing system (3)’s
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are defined so that during the execution of the protected software

(2p), each step command is executed by the first execution part

(2pes) and triggers, in the unit (6), the execution by means of the

second execution part (2peu), of a step,

> and a sequence of the steps commands is chosen among the set of
sequences allowing the execution of the protected software (2p),

— and by producing:

» a first object part (2pos) of the protected software (2p), from the
source of the protected software (2ps), said first object part (2pos)
being such that during the execution of the protected software
(2p), appears a first execution part (2pes) which is executed in the
data processing system (3) and whose at least a portion takes into
account that the steps commands are executed according to the
chosen sequence,

> and a second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after being
uploaded to the blank unit (60) and during the execution of the
protected software (2p), appears the second execution part (2peu)
by means of which the steps triggered by the first execution (2pes)
are executed,

and uploadiﬂg the second object part (2pou) to the blank unit (60), with the

intention of obtaining the unit (6),

- and during a usage phase (U) during which is executed the protected sofiware
(2p):

in the presence of the unit (6) and each time a step command contained in a
portion of the first execution part (2pes) imposes it, executing the
corresponding step in the unit (6), so that said portion is executed correctly
and that, consequently, the protected software (2p) is completely functional,
and in the absence of the unit (6), in spite of the request by a portion of the
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2 - Process according to claim 1, comprising:
-> during the protection phase (P):
e modifying the protected software (2p):

— by choosing at least one variable used in at least one chosen
algorithmic processing, which during the execution of the protected
software (2p), partially defines the state of the protected software (2p),

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), at least one chosen variable or at least
one copy of chosen variable resides in the unit (6),

— and by producing:

» the first object part (2pos) of the protected software (2p), said first
object part (2pes) being such that during the execution of the
protected software (2p), at least one portion of the first execution
part (2pes) takes also into account that at least one variable or at
least one copy of variable resides in the unit (6),

> and the second object part (2pou) of the protected software (2p),
said second object part (Zpou) being such that, after upload to the
unit (6) and during the execution of the protected sofiware (2p),
appears the second execution part (2peu) by means of which at
least one chosen variable, or at least one copy of chosen variable
resides too in the unit (6),

=> and during the usage phase (U):
¢ in the presence of the unit (6) each time a portion of the first execution part
- (2pes) imposes it, using a variable or a copy of variable residing in the unit
(6), so that said portion is executed correctly and that, consequently, the

protected software (2p) is completely functional,
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first execution part (2pes) to use a variable or a copy of variable residing in

-'the unit (6), not being able to fulfill said request correctly, so that at least

said portion is not executed correctly and that, consequently the protected

software (2p) is not completely functional.

3 — Process according to claim 1 or 2, comprising:

=> during the protection phase (P):

e  defining:

— a set of elementary functions whose elementary functions are liable to

| be executed in the unit (6),

— and a set of elementary commands for said set of elementary functions,
said elementary commands being liable to be executed in the data
processing system (3) and to trigger the execution in the unit (6), of the
eleinentary functions,

e constructing exploitation means enabling the unit (6) to execute the
elementary functions of said set, the execution of said elementary functions
being triggered by the execution in the data processing system (3), of the
elementary commands,

e and modifying the protected software (2p):

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that:

» at least one step is split so that during the execution of the
protected software (2p), said step is executed by means of the
second execution part (2peu), using elementary functions,

»  for at least one split step, elementary commands are integrated to
the source of the protected software (2ps), so that during the
execution of the protected software (2p), each elementary
command is executed by the first execution part (2pes) and
triggers in the unit (6), the execution by means of the second
execution part (2peu), of an elementary function,

> and a sequence of the elementary commands is chosen among the
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— and by producing:

> the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execuﬁon of the
protected software (2p), at least one portion of the first execution
part (2pes) also executes the elementary commands according to
the chosen sequence,

» and the second object part (2pou) of the protected software 2p)
also containing the exploitation means, said second object part
(2pou) being such that, after upload to the unit (6) and during the
execution of the protected software (2p), appears the second _
execution part (2peu) by means of which are also executed the
elementary functions triggered by the first execution part (2pes),

-> and during the usage phase (U):

e in the presence of the unit (6) and each time an elementary command
contained in a portion of the first execution part (2pes) imposes it,
executing the corresponding elementary function in the unit (6), so that said
portion is executed correctly and that, consequently, the protected software
(2p) is completely functional,

* and in the absence of the unit (6), in spite of the request by a portion of the
first execution part (2pes), to trigger the execution of an elementary
function in the unit (6), not being able to fulfill said request correctly, so
that at least said portion is not executed correctly and that, consequently, the
protected software (2p) is not completely functional.

4 - Process according to claim 3, comprising:

= during the protection phase (P):

e  defining:

—  at least one software execution characteristic, liable to be monitored at
least in part in the unit (6),

— at least one criterion to abide by for at least one software execution
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detect that at least one software execution characteristic does not abide
by at least one associated criterion,

— and coercion means (18) to implement in the unit (6) and enabling to
inform the data processing system (3) and/or modify the execution of a
sofiware, when at least one criterion is not abided by,

*  constructing the exploitation means enabling the unit (6), to also implement

the detection means (17) and the coercion means (18),

e and modifying the protected software (2p):

— by choosing at least one software execution characteristic to monitor,
among the software execution characteristics liable to be monitored,

— by choosing at least one criterion to abide by for at least one chosen
software execution characteristic,

— by choosing in the source of the protected software (2ps), elementary
functions for which at least one chosen sofiware execution
characteristic is to be monitored,

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), at least one chosen execution
characteristic is monitored by means of the second execution part
(2peu), and the fact that a criterion is not abided by leads to the data
processing system (3) being informed and/or to a modification of the
execution of the protected software (2p),

— and by producing the second object part (2pou) of the protected
software (2p) containing the exploitation means also implementing the
detection means (17) and the coercion means (18), said second object
part (2pou) being such that, after upload to the unit (6) and during the
execution of the protected software (2p), at least one software
execution characteristic is monitored and the fact that a criterion is not

abided by leads to the data processing system (3) being informed
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- and duﬁng the usage phase (U):
¢ in the presence of 'the unit (6):
— as long as all the criteria corresponding to all the monitored execution
characteristics of all the modified portions of the protected software
(2p) are abided by, enabling said portions of the protected software
(2p) to work nominally and consequently enabling the protected
software (2p) to work nominally,
— and if at leést one of the criteria corresponding to a monitored
execution characteristic of a portion of the protected software (2p) is
not abided by, informing the data processing system (3) of it and/or
modifying the functioning of the portion of the protected software @p),
so that the functioning of the protected software (2p) is modified.
S - Process according to claim 4, to limit usage of a protected software p),
comprising:
-> during the protection phase (P):
e  defining:"
—  as software execution characteristic liable to be monitored, a variable
of measurement of the usage of a functionality of a software,
— as criterion to abide by, at least one threshold associated to each
variable of measurement,
— and actualization means - enabling to update at least one variable of
measurement,
*  constructing the exploitation means enabling the unit (6) to also implement
the actualization means,
e and modifying the protected software (2p):
— by choosing as software execution characteristic to monitor, at least
one varjable of measurement of the usage of at least one functionality

of a software,

— by choosing:
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usage is liable to be momtored using a variable of measurement,

> -at least one variable of measurement used to quantify the usage of
said functionality, |

» at least one threshold éssociatec‘ll to a chosen variable of
measurement corresponding to a limit of usage of said
functionality,

» and at least one method of update of a chosen variable of
measurement depending on the usage of said functionality,

— and by modifying at least one chosen portion of the source of the
protected software (2ps), this modification being such that, during thé
execution of the protected software (2p), the variable of measurement
is actualized by means of the second execution part (2peu) depending
on the usage of said functionality, and at least one threshold crossing is
taken into account,

~> and during the usage phase (U), in the presence of the unit (6), and in the case
where at least one threshold crossing corresponding to at least one limit of usage
is detected, informing the data processing system (3) of it and/or modifying the
functioning of the portion of the protected software (2p), so that the functioning
of the protected software (2p) is modified.
6 - Process according to claim 5, comprising:
-> during the protection phase (P):
e  defining:
—  for at least one variable of measurement, several associated thresholds,
~  and different coercion means corresponding to each of said thresholds,
e and modifying the protected software (2p):

— by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement to which must be associated several
thresholds corresponding to different limits of usage of the
functionality,

— by choosing at least two thresholds associated to the chosen variable of
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execution of the protected software (2p), the crossings of the various
thresholds are taken into account differently, by means of the second
execution part (2peu),
-> and during the usage phase (U):
¢ in the presence of the unit (6):
— in the case where the crossing of a first threshold is detected, enj oining
the protected software (2p) not to use the corresponding functionality
anymore,
— and in the case where the crossing of a second threshold is detected,
making ineffective the corresponding functionality and/or at least one
portion of the protected software (2p).
7 - Process according to claim 5 or 6, comprising:
- during the protection phase (P):
® defining refilling means enabling to credit at least one software
functionality monitored by a variable of measurement with at least one
additional usage,
®  constructing the exploitation means also allowing the unit (6) to implement
the refilling means,
¢ and modifying the protected software (2p):
— by choosing in the source of the protected software (2ps), at least one
chosen variable of measurement enabling to limit the usage of a
functionality and which must be able to be credited with at least one

additional usage,

— and by modifying at least one chosen portion, this modification being
such that during a phase called of refilling, at least one additional usage
of at least one functionality corresponding to a chosen variable of
measurement can be credited,

-> and during the phase of refilling:
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- during the protection phase (P):

e  defining:

—  as software execution characteristic liable to be monitored, a profile of
software usage,

— and as criterion to abide by, at least one feature of software execution,

¢ and modifying the protected software (2p):

— by choosing as software execution characteristic to monitor at least one
profile of software usage,

— by choosing at least one feature of execution by which at least one
chosen profile of usage must abide, .

— and by modifying at least one chosen portion of the source of the
protected software (2ps), this modification being such that, during the
execution of the protected software (2p), the second execution part
(2peu) abides by all the chosen features of execution,

-> and during the usage phase (U) in the presence of the unit (6), and in the case
where it is detected that at least one feature of execution is not abided by,
informing the data processing system (3) of it and/or modifying the functioning
of the portion of the protected software (2p), so that the functioning of the

~ protected software (2p) is modified.
9 - Process according to claim 8, comprising:

=> during the protection phase (P):
¢  defining:

— an instructions set whose instructions are liable to be executed in the
unit (6), |

— a set of instructions commands for said instructions set, said
instructions commands being liable to be executed in the data

processing system (3) and to trigger in the unit (6) the execution of the
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instructions,

—  as detection means (17), means enabling to detect that the chaining of
the instructions does not correspond to the expected one,

— and as coercion means (18), means enabling to inform the data
processing system (3) and/or to modify the functioning of the portion
of protected software (2p) when the chaining of the instructions does
not correspond to the expected one,

¢  constructing the exploitation means also enabling the unit (6) to execute the

instructions of the instructions set, the execution of said instructions being

triggered by the execution in the data processing system (3), of the

instructions commands,
e and modifying the protected software (2p):
— by modifying at least one chosen portion of the source of the protected
software (2ps):
» by transforming the elementary functions into instructions,
» by specifying the chaining by which must abide at least some of
the instructions during their execution in the unit (6),
» and by transforming the elementary commands into instructions
commands corresponding to the instructions used,

-> and during the usage phase (U), in the presence of the unit (6), in the case where
it is detected that the chaining of the instructions executed in the unit (6) does
not correspond to the expected one, informing the data processing system (3) of
it and/or modifying the functioning of the portion of the protected software (2p),
so that the functioning of the protected software (2p) is modified.

10 - Process according to claim 9, comprising:

-> during the protection phase (P):

¢  defining:

—~  as instructions set, an instructions set whose at least some instructions
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—  for at least some of the instructions working with registers:
> apart (PF) defining the functionality of the instruction,

» and a part defining the expected chaining for the execution of the
instructions and including bits fields corresponding to:
¢  an identification field of the instruction (CII),
0  and for each operand of the instruction:
*  aflag field (CDy),
* and an expected identification field (CIPy) of the
operand,

—  for each register belonging to the exploitation means and used by the
instructions set, a generated identification field (CIG,) in which is
automatically memorized the identification of the last instruction
which has returned its result in said register,

— as detection means (17), means enabling, during the execution of an
instruction, for each operand, when the flag field (CD)) imposes it, to
check the equality of the generated identification field (CIGy)
corresponding to the register used by said operand, and the expected
identification field (CIPy) of the origin of said operand,

— and as coercion means (18), means enabling to modify the result of the
instructions, if at least one of the checked equalities is false.

11 - Process according to claim 3 or 9 comprising:
=> during the protection phase (P):
e  defining:

—~ as a triggering command, an elementary command or an instruction
command,

— as adependent function, an elementary function or an instruction,

— as an order, at least one argument for a triggering command,
corresponding at least in part to the information transmitted by the data

processing system (3) to the unit (6), so as to trigger the execution of
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to obtain triggering commands with renamed orders,

—  and restoring means (20) designed to be used in the unit (6) during the
usage phase (U), and enabling to restore the dependent function to
execute, from the renamed order,

* constructing exploitation means enabling the unit (6) to also implement the
restoring means,
¢ and modifying the protected software (2p):

— by choosing in the source of the protected software (2ps), triggering
commands,

— by modifying at least one chosen portion of the source of the protected
software (2ps) by renaming the orders of the chosen triggering
commands, so as to conceal the identity of the corresponding

dependent functions,
— and by producing:

»  the first object part (2pos) of the protected software (2p), said first
object part (2pos) being such that during the execution of the
protected software (2p), the triggering commands with renamed
orders are executed,

» and the second object part (2pou) of the protected software (2p)
containing the exploitation means also implementing the restoring
means (20), said second object part (2pou) being such that, after
upload to the unit (6) and during the execution of the protected
software (2p), the identity of the dependent functions whose
execution is triggered by the first execution part (2pes) is restored
by means of the second execution part (2peu), and the dependent
functions are executed by means of the second execution part
(2peu),

=> and during the usage phase (U):

e in the presence of the unit (6) and each time a triggering command with
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first execution part (2pes), to trigger the execution of a dependent function
in the unit (6), not being able to fulfill said request correctly, so that at least
said portion is not executed correctly and that, consequently, the protected
software (2p) is not completely functional. |
12 - Process according to claim 11, comprising;
- during the protection phase (P):
® defining for at least one dependent function, a family of dependent
functions algorithmically equivalent, but triggered by triggering commands
whose renamed orders are different,
e and modifying the protected software (2p):

— by choosing, in the source of the protected software (2ps) at least one
triggering command with renamed order,

— and by modifying at least one chosen portion of the source of the
protected software (2ps) by replacing at least the renamed order of one
chosen triggering command with renamed order, with another renamed
order, triggering a dependent function of the same family.

13 - Process according to claim 12, comprising:
=> during the protection phase (P), defining, for at least one dependent function, a
family of algorithmically equivalent dependent functions:

— by concatenating a field of noise to the information defining the
functional part of the dependent function to execute in the unit (),

— or by using the identification field of the instruction (CII) and the
expected identification fields (CIPy) of the operands.

14 - Process according to claim 11, 12 or 13, comprising:

-> during the protection phase (P):
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— and as restoring means (20), ‘means implementing a deciphering
method to decipher the renamed orders and thus restore the identity of
the dependent functions to execute in the unit (6).

15 - Process according to one of the claims 1to 14, comprising:
-> during the protection phase (P):
¢ modifying the protected software (2p):

— by choosing, in the source of the protected software (2ps), at least one
conditional branch carried out in at least one chosen algorithmic
processing,

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), the functionality of at least one chosen
conditional branch is executed, by means of the second execution part
(2peu), in the unit (6),

— and by producing:
> the first object part (2pos) of the protected software (2p), said first

object part (2pos) being such that during the execution of the
protected software (2p), the functionality of at least one chosen

conditional branch is executed in the unit (6),
> and the second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software 2p),
appears the second execution part (2peu) by means of which the
functionality of at least one chosen conditional branch is executed,

-> - and during the usage phase (U):

* in the presence of the unit (6) and each time a portion of the first execution
part (2pes) imposes it, executing the functionality of at least one conditional

branch in the unit (6), so that said portion is executed correctly and that,
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branch in the unit (6), not being able to fulfill said request correctly, so that

at least said portion is not executed correctly and that consequently; the

proteéted software (2p) is not completely functional.
16 - Process according to claim 15, comprising, during the protection phase (P),
modifying the protected software (2p):

— by choosing, in the source of the protected software (2ps), at least one
series of chosen conditional branches,

— by modifying at least one chosen portion of the source of the protected
software (2ps), this modification being such that during the execution
of the protected software (2p), the overall functionality of at least one
chosen series of conditional branches is executed, by means of the
second execution part (2peu), in the unit (6),

— and by producing;
>  the first object part (2pos) of the protected sofiware (2p), said first

object part (2pos) being such that during the execution of the
protected software (2p), the functionality of at least one chosen
series of conditional branches is executed in the unit (6),

» and the second object part (2pou) of the protected software (2p),
said second object part (2pou) being such that, after upload to the
unit (6) and during the execution of the protected software (2p),
appears the second execution part (2peu) by means of which the
overall functionality of at least one chosen series of conditional
branches is executed.

17 - Process according to one of the claims 1to 16, comprising splitting the
protection phase (P) into a prior protection sub-phase (P1), independent of the
software to protect and a subsequent protection sub-phase (P2), dependent of the

software to protect.

18 - Process according to claim 17, comprising, during the prior protection sub-
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21 - Process according to claim 18 or 19, comprising, during the prior protection

sub-phase (P1), making intervene a tools making stage (S14) during which are made
tools enabling to help generate protected software or to automate software protection.

22 - Process according to claims 17 and 20, compri.sing splitting the subsequent
protection sub-phase (P2), into:

* a creation stage (821) during which the protected software (2p) is created,

from the vulnerable software (2v),

® possibly, a modification stage (S22) during which the protected software

(2p) is modified,

¢ and a customization stage (S23) during which:

—  the second object part (2pou) of the protected software (2p) possibly
containing the exploitation means is uploaded to at least one blank unit
(60) with the intention of obtaining at least one unit (6),

— or a part of the second object part (2pou) of the protected software 2p)
possibly containing the exploitation means is uploaded to at least one
pre-customized unit (66) with the intention of obtaining at least one
unit (6).

23 - Process according to claims 21 and 22, comprising, during the creation
stage (S21) and possibly during the modification stage (S22), using at least one tool
which help generate protected software or which automate software protection.

24 - System for the implementation of the process in accordance with claim 19,

charactenzed in that it includes a program development unit, used, during the
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__ 25 - System for the implementation of the process in accordance with claim 20,
characterized in that it includes a pre-customization unit (30) enabling to upload at
‘least a part of the exploitation means to at least one Blank unit (60), with the intention
of obtaining at least one pre-customized unit (66).

26 - System for the implementation of the process in accordance with claim 21 .
characterized in that it includes a program development unit, used to carry out during
the tools making stage (S14), the making of tools which help generate protected
software or which automate software protection.

_ 27 - System for the implementation of the process in accordance with claim 22
or 23, characterized in that it includes a program development unit used to create or
modify a protected software (2p).

28 - System for the il_nplementation of the process in accordance with claim 22, .
characterized in that it includes a customization unit (45) enabling to upload:

¢ the second object part (2pou) to at least one blank unit (60), with the

intention of obtaining at least one unit (6),
® orapart of the second object part (2pou) to at least one pre-customized unit
(66), with the intention of obtaining at least one unit (6).

29 - Pre-customized unit (66), characterized in that it is obtained by the system
in accordance with claim 25.

30 - Unit (6) enabling to execute a protected software (2p) and to prevent its
unauthorized usage, characterized in that it contains the second object part (2pou) of
the protected software (2p) uploaded using a customization unit (45) in accordance
with claim 28. '

31 - Set of units (6), characterized in that the second object part (2pou) of the
protected software (2p), uploaded using a customization unit (45) in accordance with
claim 28, is divided out between several processing and memorizing units so that

their joint use enables to execute the protected software 2p).

32 - Distribution set (2pd) of a protected sofiware (2p), characterized in that it
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includes:

* a first distribution part (2pds) containing the first object part (2pos) and
designed to work in a data processing system (3),

* and a second distribution part (2pdu) having the form:
—  of a blank unit (60),
— or of a pre-customized unit (66) in accordance with claim 29, able after

upload of customization information, to transform into a unit 6),

— or of a unit (6) in accordance with claim 30.

33 - Distribution set (2pd) of a protected software (2p) according to claim 32,
characterized in that the first distribution part (2pds) has the form of a physical
distribution medium, a CDROM for instance, or the form of files distributed through
a network. _

34 - Distribution set (2pd) of a protected software (2p) according to claim 32,
characterized in that the second distribution part (2pdu), having the form of blank
units (60), of pre-customized units (66) or of units (6), includes at least one chip card
.

35 - Processing and memorizing unit characterized in that it contains the part of
the second object part (2pou) necessary to transform a pre-customized unit (66) in
accordance with claim 29 into a unit (6) in accordance with claim 30.

36 - Set of processing and memorizing units characterized in that the processing
and memorizing units used jointly, contain the part of the second object part (2pou)
necessary to transform a pre-customized unit (66) in accordance with claim 29 into a

unit (6) in accordance with claim 30.



