WD 03/067361 PCT/ SG03/00021 1 REMOTE APPLI CATI ON PUBLI CATI ON AND

COVMUNI CATI ON SYSTEM Field of the Invention The present invention rel ates
to a systwo@nd7aset hod for publishing applications 5 and rawsgsavézng t hem
over the Internet. Mre particularly, the present invention is a system
and nethod for providing access over tjhe Internet to renote applications
that are published on renote conputers that conmunicate through a service
agent. Background of the Invention 10 Presently, there are a variety of
systenms aREMETROSPLICATFONPFUBLACATIONIARDICOMPIIUNICATION SYSTEM
applications residing on conputers connected to distributed networks such
as the internet. One such nethod is to publish applications coded in the
Javascri pt progranm ng | anguage on websites. Wien a user visits the
website, the Javascript code is. oaded.to their | ocal conputer and run
within the web browser or 15 jaﬁ%ﬂggfl%ﬁgﬁﬁ#QQhe | ocal conputer. Such
systens require the receiving end conputer to _be equjpped w th necessary
har dwar e and J8¢ Preserd InveaboR Edafes 9 acsysiet @dtfﬂ%thﬂ‘ée)% IPHEE g PROZSi on.
This makes it unusable for accessing via small devices such as PDAs and
nmobi | & cendiniégnajingatieneyer tha dutbret. \ddyre mrticilaly, detiresentimvortiongages. Thi s
technol ogy executes a script at 20 the server-end and transmts the

resul ts ispstdil Whd fethivdtfor proeidéld foéss st Biternét folremgte appticatipasthaearet he
resource 1ssue, i.e. any user running a web browser can view the results
sent fromiied6h ¥&hote cOmPRERIANBnEREAcHWSAPNS: deflicd seafr ation (or
further processing) at the receiving-end because it only represents the
picture of results - the HTM. code.

Background of the Invention

10 Presently, there are a variety of systems and methods in use for publishing and
communicating with applications residing on computers connected to distributed
networks such as the internet. One such method is to publish applications coded in the
Javascript programming language on websites. When a user visits the website, the
Javascript code is downloaded to their local computer and run within the web browser or

15  java console of the local computer. Such systems require the receiving end computer to
be equipped with necessary hardware and software resources to execute the downloaded
application. This makes it unusable for accessing via small devices such as PDAs and
mobile computing devices.

Another way is using active server pages. This technology executes a script at

20 the server-end and transmits the results in HTML form to the client computer. Although
it resolves the resource issue, i.e. any user running a web browser can view the results
sent from the server, it makes the data unusable for integration (ér further processing) at

the receiving-end because it only represents the picture of results — the HTML code.



WD 03/ 067361 PCT/ S@&3/00021 2 Wth above nentioned arts, publishing an
application to the Internet requires a static |IP address to permt client
nodes t o Wwacwtoe7dshe publishing conputer as a server node. PCISGI3neUi res a
speci al connection such as DSL Iines or |leased |ines and al so costs extra
money to maintain them Further, it inhibits the deploynment of publishing
conputers 5 over easily accessible dial-up internet service providers that
use the point-to-point protocol to assign an IP address dynamcally to a

client. Anot hgyiti@io9e nitinfisaeatsapeblRhingha dbplicatios t@ihedntefhentbduiesa i s t hat
it opens up the publishing conputer to access by anyone via Internet,

hence it aéag{;) ﬁg@%@&% t@géﬁﬁiﬂﬁie‘iﬁ AdeRto ﬁ%h@%{)@ﬁﬁggpg DifiphRe BPL 6 ofigl has

attenpte ess Security concerns iIs Private 10 NetworKking

(VPN). VEN requires bot.h the. .client .he server..ends to b I d using
end-t o- eﬁggséﬁ%‘]"i?ﬁflis%qlallfﬁp?eﬁg?? SY ?%Eﬁ%’ Ef?e}'sngé léﬁ?sea%fl S Cg)tSJ ﬁgﬁ?i cate

t he connection wusing.a usernane and password. As result, it IS unusable
for publ MORERE BANEY ey Fupbergit “a)éb(}%stg? Jenianeny 0? H‘%ﬁf g RBPYES access
by persons using typical thin-client interfaces, such as web browsers. 15
Ther ef or eyerzasibst droassithadialvop ekl sswiecoprpuidersshat asp theipost-tapeintcat i ons or
web services over the Internet without exposing it to risks associ ated

Wi th usi pptécot t@dssignlal P addieesdymmiddiiy teulbliémhiAmgtleo nujdrelisadoatitapelod a gr eat
advant age from security standpoint. Mreover, it would be beneficial to

have a sysfigm that 10ahd1a is (Al MopBiis ufMhe bEblishi @hiptfdr 16 Q6 B anyhe al | ows

users to bi n%hdat a received fromone Service (application 20 that is
exposed to I r.net. r. i |l ow i ntegration between
servi ces.VlaF]t}J're eé’rrl%e%f“%ﬁé%tﬁéecﬁlcgﬂé;feag&s%sfﬁﬁf\ég@%%ﬁggéI ly require users to

request infor ion . » R .
g n04'5r11te tgchngfétgy that has attempted to address security concerns is Virtual Private

10  Networking (VPN). VPN requires both the client and the server ends to be closed using
end-to-end encryption. Further, this requires the client to authenticate the connection
using a username and password. As a result, it is unusable for publishing an application
or web services to the Internet for access by persons using typical thin-client interfaces,
such as web browsers. |

15 Therefore, a method that would allow computers to publish applications or web
services over the Internet without exposing it to risks associated with using a static IP
address at the publishing computer would be a great advantage from security standpoint.

Moreover, it would be beneficial to have a system that delivers HTML or XML to
the client computer yet allows users to bind data received from one Service (application

20  thatis exposed to the Internet) to another Service to allow integration between services.

Further, Internet based services generally require users to request information but

do not notify users when events occur. Therefore, it would be beneficial to have a system



do not notify users when events occur. Therefore, it would be beneficial to
have a system WO 03/ 067361 PCT/ S@&3/00021 3 that nonitors conditions on
behal f of wiohs/0dz3t and provi des notification to the user wa@arsGos/opredefi ned
condition occurs, without requiring user intervention. It would be further
beneficial to bind such an event fromone service to an action of another
service to nake an automatic, personalized integration. Additionally, it
would 5 be greatly advantageous if the specialized software could

conmmuni C giae mbnitbrsrehditioaabn behadfstteatiset andproviddenstificative td e usérevtich zand/ or
actions to renote devices via cellular phones, pagers, electronic mai

Syst ens, ,&l4efinedRBRitRINGRBlrs CRTIEM 'rél{h%ﬁ?ﬁ’s%r Pe&edtRh. Summary of the
R stema

I nvention 10 The Invention 1s a sy nd nmethod that permts a software
appl i cation t?t \9&11&1 BY l%\!ulﬂ%eg%gne gﬁt(; 15 Fsﬁchcé}%h?ﬁoﬁi%rn%"s%c:e 14 gctﬁcnle
capability to nonitor prederine conditions and generate events, as well
as receive such events from anot her servige, .and  perform an_ action.

Accor di g EePLET eGP A AU TR A iDirera Bt PO Pab i SHal
software application has a corresponding translation file that is read by a
servi e Hgeraetly 2dvapiageonsi dheatpeeializad seftpiaes qopddcarpaurisat vath naiidicetion t h t he
necessary paraneters to interpret and process the data received fromthe
renot e saefdtevas ® @pylde casdloited aldrts endibsartionsit remotedenttss viaeHylanphaeher
instructions to the renote software application. An advantage of the
present iHRY@Etdl@bohid rhdlPéysenthS Btc., 3ien eSO lliOns BARIen SRt War e
application via the Internet to nonitor, in real tinme, data being collected
by the 20 renpte software application. Further, another software program
can nonitor the data collected by the renote software application and

compare the data with parameters Stored i ention

10 The invention is a system and method that permits a software application to be
published on a remote computer terminal, with the capability to monitor predefined
conditions and generate events, as well as receive such events from another service, and
perform an action. According to an embodiment of the invention, the remotely published
software application has a corresponding translation file that is read by a service agent.

15  The translation file provides the service agent with the necessary parameters to interpret
and process the data received from the remote software application and to also send
commands, data, or other instructions to the remote software application.

An advantage of the present invention is that a user can access the remote
software application via the Internet to monitor, in real time, data being collected by the

20 remote software application. Further, another software program can monitor the data
collected by the remote software application and compare the data with parameters stored
in a database to determine if a condition has arisen that requires further action. The

further action may include notifying a person, security company, fire company, police



in a database to determne if a condition has arisen that requires further
action. The further action may include notifying a person, security
conpany, Wo®/emspany, police WO 03/067361 PCT/ SG3/ 00021 pca/stoatbem, etc.,
of the condition that has arisen by either electronic mail, cellular pager,
cellular tel ephone, any simlar conmunications device, or conbinations
thereof. More inportantly, the systemcould notify another application
that is published using the sane invention to performa further action,

i ni tiat e snobn,fetdadfittncdrdsedt thaidfas iatibdni Bt edthepetectainiiemal, atlulappagdience t he
present invention provides personalized integration over the Internet, by

al | ow ng caiisatiePhordy Styednfert JdhhitdiRins dBEcARI CbtbinkBodd tBedb O UdreOf
resources together, "~software applications and services in particular, that

will int it - I : ' at
each sof tupoizilyy e S0 B8R AR IR Rat o WD ELEET, o
when a notifj.cation, par er ar athe ramet e S .been net. 10 For
exanpl e, “?‘an%tos‘%e}r@geé‘afggh%{ %Cg%tlaﬂtlﬁ{eﬁﬁ’ﬁﬁfgﬁ)@dgssg;?ﬁ 18§1tapeosr9n{erp§ onitors
environnmental conditions in a |arge office building. A user connecting to
the | At erglian. Hgncp the prasent Bvprtinn povidesperspnaitediptogadion oxer thefntgipela second
service that includes notification conditions, e.g., events that nust

occur t obyrllgge aMsenomsystehi ddmgiatsiretor theshdgy to e Etoupsobrenturtes togatherser . One
condition may be when the tenperature on any floor of the 15 buil ding

reaches aofwasappli®¥iehs and\@rviesth @anienlat, GRdtivall iftellct whi oné hevth@nper at ur e
over the Internet to a service agent allow ng the user's second service to

conpare rﬂlﬂ‘gu%gst : StFulels Mfat URBHte %h@?éa{cfsl lsfi?\;véug r&gﬁl%ﬁbﬁ kRRdd ad ieredSigtise fo Second

servi ce nmay e service agent 1tse econd service agent, or an
application.or .service running.on. a central rver. th recei ved published
data 1 ropaiecuiror & ahen e mORRoHel ridst o Bt Bireirdth baf SER4EG

10 For example, if one service is a remotely published application that monitors

environmental conditions in a large office building. A user connecting to the Internet
with a thin-client such as a web browser can set up a second service that includes
notification conditions, e.g., events that must occur to trigger when a notification message
will be sent to the user. One condition may be when the temperature on any floor of the

15  building reaches a preset level. The remote application publishes the temperature over
the Internet to a service agent allowing the user’s second service to compare the data to
the user’s notification conditions. The user’s second service may be the service agent
itself, a second service agent, or an application or service running on a central server that
received published data from the service agent. If the temperature on a floor of the

20  building reaches the user’s preset level, a notification can be sent to the user via email, a
web browser, cellular phone, bage, etc. Alternatively, some other action could be
initiated when the user's notification condition is met, €.g., an alarm is sounded, the

HVAC system of a monitored building is activated, etc. Further the user may wish to



20 building reaches the user's preset level, a notification can be sent to
the user via email, a web browser, cellular phone, page, etc.

Al ternatiwel gs/o68me ot her action could be initiated when RATESGISAN02S
notification condition is net, e.g., an alarmis sounded, the HVAC system
of a nonitored building is activated, gtc. Further the user may wish to WO
03/ 067361 PCT/ SG03/ 00021 5 publish nunerous renote applications, each
carrying out a different function, as a set of web services. This system

and met hgghish nidetdus YhbleYappRYABhA SR GrTyRg duk AW ferbht fuflétits, a@bdilo€nance

and security, travel and reservations systems, and other businesses where
it 5is %ﬁ%&ﬂ{&%&e to access real-tine data froma variety of |ocations and
s .

. W .
provi de notice 10 selected parties upon the occurrence of pre-defined

events or performfurther tjons.. The stemfo | i appl i cations
forlaccess ovgﬁwﬁﬁgapﬁpgﬁwgﬁm%§p?ﬁ@“ﬁ%@féﬁ?ﬁ%$89%%¥g%ﬁ“?%@h@%és a published
application stored on a conputer readable nedium .a_  service agent.stored
on the sm@t@rana%m@@uwn%‘f% NG EESERABIQNS SR a0A og}eégll?lﬁ?ﬁsﬁ‘% re 1t

comuni cation with the published application, and a translation file
acces$i blisddsiralila acsesswealdimedaie franta voittnphiongioparadprovide odiee fdent i fyi ng
the i/o format of the published application to permt the service agent to

comuni cgélect¥d pdititdnepdaithé bsdiednepdl pre-definsl events oo perfemb Hatherpattions. t he
invention, the translation file is an XM. (extended markup | anguage)

;8 L ma:: a'([j iagﬁ ](c:o%rrg S¥Sélr§l’l R(;lﬁptﬁﬂigﬁﬁ% Lpp YS! BPad¥Bis JvidF iHRGhteERABE the Préefite N0t €
. ~conprising a central processing unit and at |east one
ts Lgr 28& ?@%‘8 glblg)gﬁ%%%g Ip@lﬂw%g% gﬁ}qﬁg‘&&{ stgr%a%ﬁgl c%nﬁgﬁfgr ?égdaﬂi@?ne?ﬁﬁﬁf £€ agent,
service agent stored on the same or another computer readable medium in electronic
10  communication with the published application, and a translation file accessible by the
service agent and containing parameters for identifying the i/o format of the published
application to permit the service agent to communicate with the published application. In
one embodiment of the invention, the translation file is an XML (extended markup
language) format data file.
15 The present invention may further comprise a remote application computer
comprisiné a central processing unit and at least one storage device comprising a
computer readable medium. The service agent, the published application, and the
translation file are stored on computer readable media on the storage device or on
separate storage devices accessible to the remote application computer.
20 The invention can further comprise a central server in electronic communication
with said remote application computer. The function of the central server is to establish

electronic communication with at least one, and preferably numerous, remote application

computers over the internet or a wide area network. In such case, the remote application



translation file are stored on conputer readable nmedia on the storage
device or on separate storage devices accessible to the renote application
conput er . w@n3Maesel nventi on can further conprise a central PEAVSGHG/O0D021

el ectronic comunication wth said renote application conputer. The
function of the central server is to gstablish electronic communication
with at | east one, and preferably nunerous, renote application conputers
over the internet or a wide area network. In such case, the renote

appl i cat ;§R,MQ QRLAKY Rbthe BéntfaPSEI96AURAZ lienthode R hEInt@AcNeSl® ih thet privrcent r al

server as a client node on the Internet, unlike in the prior art where it
is requirt . i r\er j ;A a ccordi ng
to | thi s S g A e o B B e ¥ e not
mai ntai n_an_.open ort to receive, connections. e |y Lni.tiates
communi ¢ 48§ AP efrﬁ’@n@%tht ealiemootes@p@g%qoq cﬁ%ﬂ%léeq?lﬁgflg%cﬂé%n@ﬁla% (Hw%ié renot e
application conputer is _not .in copmunication wth the centyral erver, t he
renot e appiticeeeise cemeptions: Msteadyit opyaItaes SAPMUNGARIRT ¥ iﬂ%‘?enﬁﬁ t he

i nstances where the renote application conputer is in_  comunjcation with

t he c@&nt saers dn Weripstandces thos theuneinote dppHcgsiontcompuiss it &I CURBUAKALOT s not
open to unaut horized access. 10 This feature of the invention thus

el i m nat ggthtth€cdntiaksedfer] the réraom tapplicipt temptier isgot epgndsedyt o | nternet as a
server node and accessi ble for hacking, thereby introducing a security

layer to LiguRidblios NBAne RRtnE&L widie A2 r8fBle a%?ﬁééﬁbn%@ﬁl\pﬁfer isinal so i ncl uded
and is in electronic communication with at east one central server. The

? Eg![ i gg;icglgnﬁ%l?l}rcv c1r)n IB,@ lydes l%%?&e?{ﬁgg%{nggﬁﬁfcgﬁéfgwﬁstoc@ e gf[?({ mes data

'S Nno rm user gon I ntornmatl! on,

not open to unauthorized access.

10 This feature of the invention thus eliminates the risk of the remote computer being
exposed to Internet as a server node and accessible for hacking, thereby introducing a
security layer to the published application

An application server is also included and is in electronic communication with at
least one central server. The application server includes a parameter database that

15  comprises data that can comprise, but is not limited to, user logon information,
permission files, and network addresses of at least one central server. The application
server permits users connected to the application server via user terminals that are
connected to the internet, but not necessarily directly to the application server, to view
data collected or generated by the published applications, perform functions carried out

20 by the remote applications, and to receive notifications, alerts, or other messages from the
central server when specific conditions arise that are identified in a parameter file stored

by the central server.



perm ssion files, and network addresses of at |east one central server. The
application server permts users connected to the application server via
user ternwoald®etdsat are connected to the internet, but naCwscesseli |y
directly to the application server, to view data collected or generated by
the published applications, performfupctions carried out 20 by the renote
applications, and to receive notifications, alerts, or other nessages from
the central server when specific conditions arise that are identified in a

paraneter file stored byBfbED&RAbEE ofBE VeawinPiQde 067361 PCT/ SG03/ 00021
7 Brief Description of the Drawmng Figure Fig.1 is a schematic

representatio {Fli%fl 8 a%&m%gﬂ'cqg%@ggnm% of %ﬂ?{é%}g%zet@gﬁg ngh@fhg a5RtBlikIEAL | ON

according to present 1 nvention. 5 Detal scription of the Invention
The presen

t.invention i system and nethod that permts the publication

of appl iaB%lHagﬂ%a‘é’ﬁrﬁ“B%gq&’Eé’ﬁeﬁﬁ?é%e R4t are connected to distributed
networks in a manner that allows renpte users and conputers on the network
to communicate with the published application. Such a system i ncludes, for
exanple, nmonitoring software that is 10 published on a conputer for the

pur poSe of nonitoring and Detilkd Bgsaripdion e theilnventioanyi r onnent, or ot her
condition existing wwthin an office building, hotel, or other facility. A
user | ocated ahearéseniheentionds 4 oystens wahmathod tthdt ipernaits the psblidation sécuri ty
service, fire station, etc., my wish to have real-tine access to the data

col | ect e%{)?l‘f'&tigﬂsr‘&{ Rc8ibdYpultd? thaP iRl coahtR b dap RisuemitePRet@Beks iRRIm@nal | y, for

proper enttties to be notified when certain 15 conditions arise.
that allows remote users and computers on the network to communicate with the

published application. Such a system includes, for example, monitoring software that is
10  published on a computer for the purpose of monitoring and tracking the security,
environment, or other condition existing within an office building, hotel, or other facility.
A user located at a remote location, such as at the offices of a security service, fire
station, etc., may wish to have real-time access to the data collected and generated by the
published application and, optionally, for proper entities to be notified when certain
15  conditions arise.

With reference to Fig 1., in an embodiment of the present invention, a central
server 10 is in electronic communication with a remote application computer 20. The
communication can be achieved via any known communications protocol and over any
known type of network transport, i.e., fixed phone lines, cellular network, ethernet

20 nétworks, etc. Those skilled in the art will recognize that there are many protocols used
on such networks including TCP/IP, HTTP, ethernet, X.34, etc. It is permissible to mix
network types and protocols to permit communication between various networks when,

for example, the remote application computer 20 communicates with the central server 10



Wth reference to Fig 1., in an enbodi nent of the present invention, a
central server 10 is in electronic conmunication with a renote application
conput er B@ 030aEB61 conmuni cati on can be achi eved via any KrrawsG03/00021
comuni cati ons protocol and over any known type of network transport,

i.e., fixed phone lines, cellular netvwprk, ethernet 20 networks, etc. Those
skilled in the art will recognize that there are many protocols used on
such networks including TCP/IP, HITP, ethernet, X 34, etc. It is

per m ssi bla@ntethefer coMecHn knd thp eentedl Serperadonaniusicdtes Wwith Aigenaalapplicatimni on

bet ween vari ous networks when, for exanple, the renote application

conput er f%g%'?%rfﬁ&{mn%ﬁﬁ%offﬁrﬁﬁicta{é@ vAftefdte RS2 FOTHOP3h6Y BATTP

PCT/ SGQS _ ﬁ via an et hernet connection and the central server
conmuni cat es t ner,a L j : i :
comun CRictRalblet AR TR S s Mo RS 338 bty e Sttibrating
the internet. This. its th t liepts 3 f
oper at i n@yStwg?ré;ﬁ?‘{?gewm%Wr g t%g%ﬂ’?‘@g%‘lfw? vgmteér Ote,\forlrﬁ%rg@tegpaéfstdﬁ\ﬁ@sé?i ety of

user interfaces. Mdst 5 commonly, however, the renote clients 32 will use a
web bf owsemmesly, hewerssythe rereote shients 3 wilk Bpraivel Broavses asfhe Heer Jupdacs)
application server 30 via the internet using a conbination of the TCP/IP
and HTTPapd céromahisate Abitlethn atneral applitdtiensenvet 3D vikitlsinted2etaamg abe a conput er
that receives data fromthe renote application conmputer 20 for the purpose

of routi BEmPRAISPSS 1S TOP/IPOndTSETE pidictolss QulekirhdtiveE), tiutemotsclicargeegant ur e,
HVAC operation, 10 or other environnental conditions are maintained within

spec 11 Qs BALATRLELA Aoflcs AR HoiHhBLhAE BhbiRAio Ninb REDIEABR! Al

conput er udés a service agen application 24, and a
translatign file 26. .Th i ... i i i
o?routme monitoring gr t%eern\sllllr% %a%%gr?c{mgnzs, Isfch%g téarglpelrétﬁl%t, WA(E r(%1‘?>léra‘uon,

10  or other environmental conditions are maintained within specified parameters at a

particular location.

The remote application computer 20 includes a service agent 22, a published
application 24, and a translation file 26. The service agent 22 is an application that
permits the remote application computer to be identified by and to communicate with the

15  central server 30. By employing a service agent 22 for this purpose, the remote
application computer 20 does not require a static IP address to be located and identified
by the central server 30 for communication. Static IP addressing may, however, be used
for the remote application computer 20, if desired.

To avoid unauthorized access to the remote application computer 20, this

20  computer is connected to the network as a client node. A client node, in this instance, is
capable of electronic communication with the central server 10, but does not maintain an

open port to receive connections. The central server 10 maintains an open port for



permts the renote application conputer to be identified by and to

communi cate with the 15 central server 30. By enploying a service agent 22
for this par@aseseithe renote application conputer 20 doesPQURGBRON2TIe a
static IP address to be located and identified by the central server 30
for communication. Static |IP addressi ng may, however, be used for the
renote application conputer 20, if desired. To avoid unauthorized access to
the renote application conmputer 20, this 20 conputer is connected to the
net wor kK asnaedtioneniid, tivgeby, Aeihitseantess talthe publidhied applivatiom24 onitlse reawpabl e of
el ectronic communication with the central server 10, but does not maintain

an open likatioR co ie‘fQO%‘?'ﬁﬁ%ﬁEéﬁ‘ﬁethk%s@ﬁﬂ”m server 10 naintains an
open port ‘for WD 03/067361  PCT/ SG03/ 00021 9 connections and, thereby,

permts accessy.t )| i . ! i 4. 0R: 1k %:‘?Ht peation
conmput er 20 b>slln é)glte tﬁgl?)iogfg%“ﬂrt\é?&v\%r ulg&élg’gﬁé ]%gﬁlog?\%ﬁglﬁ%%%e t %fzoﬁﬁéelhh&

i nvention, .the.renmote a I cation,conput er. i hcl udes .a dynam cally

hos gned SRS EREE g worphdre Coed e Gh et BN 5
sessions when the renote application conputer 20 is caonnected to the

net work, SesHonspEecafie rameie appkisplonpmpuwer30ds comesiedde themetworkedids to the
network as a client node, it is extrenely difficult for unauthorized

net wor k Useassettioe teomixt applizettesemmrter@dmonnictsatiodhewetivork #sea cliembnede, it is
application conputer 20. Prior art nethods and systens required a

publ i shi ngkirearRixpditfdult for sdutivrized nethvael fisedStodostd, \tetess) @ €ommunivateneitinvor k
wth a static I P address. 10 Thus, according to the present invention, when

acting asg@r&hbigBhplRaden c&hguteleimtﬁ-ioraaw%&tﬁ@aé A STRERY b &fuird alpliBhRGd S T tS
| P address to the central server 30 when it conneCts to the network,

all ow ng ct:orrll(lapu?e%% E:s?tlabﬁs "€ ag Qsérgerenséd%%hitﬁehne%wgw hgtae’th&?lg'a&dr%(s W th-the

10 Thus, according to the present invention, when acting as a client node, the remote

application computer 20 transmits its IP address to the central server 30 when it connects
to the network, allowing the central server 30 to establish a communication link with the
data published by the service agent 22. Moreover, by establishing the remote application
computer 20 as a client node, unauthorized access to the published data and service agent
15 22 are inhibited, since a “hacker” would first have to know the location of the remote
application computer 20 on the internet, i.e., the IP address, before attempting to hack
into the computer and access data stored thereon.
The translation file 26 can be a text file, XML (extended markup language) file,
or similar file known in the art that contains a set of parameters that permits the service
20  agent 22 to communicate with the published application 24. To allow the use of a
published application 24 that is unrestricted in the form of its data output, the translation
file 26 is opened and read by the service agent. The information stored in the translation

file 26 includes the format of the data output from the published application 24, the type



data published by the service agent 22. Moreover, by establishing the
renote application conputer 20 as a client node, unauthorized access to

t he publ | eloes/odzdsa and servi ce agent 15 22 are inhibited, EKis@3aod2hacker"
woul d first have to know the |l ocation of the renote application conputer
20 on the internet, i.e., the IP addregp, before attenpting to hack into
the conputer and access data stored thereon. The translation file 26 can be
a text file, XM. (extended nmarkup | anguage) file, or simlar file known in
the art tdfdhtacufiudiidm the pabliied ppplavatibe s abdady aRitionabinféreatien hate 20
agent 22 to conmunicate with the published application 24. To allow the use

of a publy Bl | t i i ! 1 dat
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communi cate with the published application 24. Those skilled in the art

wi |l Beadietweandbospivize agevd 22 whé thanuhlished; apnlisation 246 BysenfEwing e  basic
protocol (also referred to in the art as i/o format) necessary for

conmuni catmote dpphettivaeonipoter 20w thiemangen; it 2Anaatbs tieenged fon thepdblighpd i cat i on
24. By configuring the renote application conputer 20 in this manner, it

el i m nat egplibRion2ado beprddampield mpatandaRighit GefbiRatioddn aafiRouli Fehaiimed to
|Rput and output inforimation in a particul iar format to Icom"runi cate with

t he servi a single renote application conputer 20
is shown °ﬁ§"?‘%§%§§&h%‘gﬁ§%9€?%e§’?g¥ it is preferred that the centrgP server

1 [ I [ [ i it . . .
0 beine ECtl&l?lll’]olu%h %%{T})?sr}lngl%trcler?lgtevgpltﬂrl]ca?ion computer 20 is shown in the drawing

10 figure, it is preferred that the central server 10 be in electronic communication with a
plurality of remote application computers 20. It is possible, for instance to set up a
system according to the present invention wherein multiple central servers operate
worldwide. Individual servers 10 can be employed, for example to cover North America,
Asia, Europe, and the Pacific Rim, with each central se&er 10 in electronic

15 communication with dozens, hundreds, or even thousands of remote application
computers, depending on the operating capacity of the central server (i.e., storage space,
processing power, network bandwidth, etc.) Creating the system of the present invention
in this manner would permit a company to operate a worldwide building environmental
monitoring network, hotel reservation system, or other system where it is desirable to

20  receive and coordinate data from a large variety of locations. Since each location has the
ability to publish a remote software application 24 that can communicate with the central
server 10 via the translation file 26, the present system enables each location to publish

an application that is tailored to the specific needs at that location. Such specific needs



plurality of renote application conputers 20. It is possible, for instance
to set up a systemaccording to the present invention wherein nultiple
central sweovBrs7mperate worl dwi de. |ndividual servers 10 rcavsdya/oerzpl oyed,
for exanple to cover North America, Asia, Europe, and the Pacific R m
with each central server 10 in electropc 15 comunication wth dozens,
hundreds, or even thousands of renote application conputers, depending on
the operating capacity of the central server (i.e., storage space,

processi ngapeRide 16tal sefivkarb aiad v ifl aipartRiub Jangh &gt bothwarb éha8 yisonéorsabedifie
present invention in this manner would permt a conpany to operate a
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system or other systemwhere 1t is deSirable to 20 recei ve and coordi nate
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with the central server 10 \{i a th}g ttrﬁanslaii on file %6, t he present system
enabl es eSENCHORLENGH % %Eﬁﬂ sspssible fopmutPls FUKCP ASERTS 10 Ty to the
specific needs at that |ocation. Such specific needs WO 03/ 067361
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| anguage, software that nonitors specific environnental conditions for a

| ar ge bui patiicudar sspfideveent whet amevent aocerssecurity status at a financial
institution or office building, a conference roomreservation systemat a

convention cenbgh thfiCinpht tolof nfn#Ordd®y3hdletndi®ipphehtiodbanmaenioce agents to
comuni cate 5 with one another and for a user's paraneter file to include
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Data that 'Is input to or nonitore e renote application computer 20 is
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10  from the remote application computer 20 or, in one embodiment, compare the data
against parameter files stored in a database 12 to determine if some condition has been
met that requires the central server 10 to initiate further action such as to send an alert or
other message. For example, when the remote application computer 20 is monitoring the
environmental conditions of an office building and senses that the temperature is rising
15  above the value stored in the parameter file in déttabase 12, the server may initiate an
electronic mail message, cellular phone call, cellular pager message, etc., to the building
superintendent or other party responsible for the office building. Since the parameter
files in the central server's 10 database 12 can include a wide variety of "if... then... else"
type instructions for the central server 10 to follow upon receipt of data from the remote
20  application computer 20, it is possible for the central server 10 to perform many
functions.

In the previous example, a party is notified of the occurrence of an event that is

monitored by the remote application computer 20 and reported (by the electronic



network or other electronic nmeans. The central server 10 nay store the data
received 10 fromthe renote application conputer 20 or, in one enbodi nent,
conpar e tWe® @dawzselagai nst paraneter files stored in a dat alvasesokdoio
determne if sonme condition has been net that requires the central server
10 to initiate further action such as i» send an alert or other nessage.
For exanple, when the renote application conputer 20 is nonitoring the
environnmental conditions of an office building and senses that the

t enper at utransmsssicnsifrdgta) fo thb cwetrdl kerveral (Usecstseracdniparisdreofdatarcetieed by | e i n
dat abase 12, the server may initiate an electronic mail nessage, cellular
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or other party responsible for the office building. Since the paraneter
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el ectronic WO 03/067361 PCT/ S@3/00021 12 transm ssion of data) to the
central semitenmé¢dtabesnirobsystenssoripaird absencefof datificationsthe presbiyt systiia adlewsr al
server to notification conditions included in the paraneter file indicated

that a n@tenidt€ader eadeestbuiiefmbaitbritg coaditiodh@ideaiytdata previeusiptolldcesd party
may desire to access and review the data collected by the renote

appl i cati Wth%?%?ﬁb‘t%%g%ﬁ&ti_@ﬂ cbRPfieP90,34eh UBR 9 INRENR e MbRA At HARK tHee! M nal
32 to obtain additional information or access the building s environnental

control S%%{o?errgpplilcer&iotnhc%n%)lﬁ?e%%eor?ﬁe QQkhf defRt ygn. the present systemallows

10 The user terminal 32 may be any computer in electronic communication with the
central server 10 via an application server 30. Typically, the communication between the
user terminal 32 and the application server 30 will be via the internet. Private networks,
however, such as wide area networks and local area networks can also be structured
according to the present invention. Further, the user terminal 32 may be a wireless

15  device such as a handheld computer, cellular telephone, or other device that includes the
capability of communicating with other computers across a network.

To access the data, information, or other functions that can be performed by the
remote application computer 20 (such as, but not limited to, controlling environmental
systems, making reservations, controlling security systems, and performing building

20  maintenance functions), the user employs the user terminal 32 and establishes a
connection with the application server 30. The application server includes a logon
database 34 that includes identification data for each user recognized by the system.

Such information typically includes a logon ID, password, and a set of "permissions" for



a renote user to access current nonitoring conditions and any data
previously collected by the renote application conputer 20, if such data

i s chosenwooswe7stored at either the renote application cammdno®2d or the
central server 10. 10 The user term nal 32 may be any conmputer in

el ectronic communication with the centzal server 10 via an application
server 30. Typically, the comunicati on between the wuser term nal 32 and
the application server 30 will be via the internet. Private networks,
however, sawhhsas The @germissangier vavhkseawil] ihcodd theremoteatpphcdt®ncampates 20 be
structured according to the present invention. Further, the user term nal
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server includes a Iogon database 34 that includes identification data for
each user secatiygstzadobgthermikling mantengpelor opératiomsystam) Vyiribat, fitisi ncl udes a
| ogon I D, password, and a set of "perm ssions” for WD 03/ 067361
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10  are employed. One function of the application server 30 will be to keep track of the
central server 10 to which the remote application computer 20 is in electronic
communication with, and to route data and instructions between the user terminal 32,
appropriate central server 10, and any remote application computers 20 which the user is
permitted to access. This provides the user with the ability to monitor and carry out

15  functions remotely for any location where a remote application computer 20 is installed.

The central server 10 maintains routing information for any remote application
computers 20 connected thereto, and it is responsible for routing data from the remote
application computer to the application server 30 which, in turn, routes communications
to the user terminal 32. To enable the transmission of data, information, and instructions

20  between the published application 24 and user terminal 32, the service agent 22 running
on the remote application computer 20 conducts all communications between the

published application 24 and central server 10.



5 conputer 20 has the capability of interfacing with the environnental
control system security system or other building maintenance or

oper at i onwsysstoemdel Further, it is possible to integrate tH@E/sgplod@ati on
server 30 and central server 10 onto the sane workstation conputer,
structure the systemto operate the sel4ers on separate conputers, or use
conbi nations thereof when nultiple central servers 10 or application
servers 30 10 _are_ enployed. One function of the application server 30 will
be to keep tr akgiagicalpcor splahy attarkup.ibe service agsnh 22 Will kenteetthe eensghl i cat i on
conputer 20 is in electronic conmunication wth, and to route data and

i nstruct i sereer B0tané svppih thewspiraltservier with a8 2ndicajoprihqithateenotemiplishticer ver 10,
and any renote application conputers 20 which the user is permtted to

access. Téunspudsr@0i stéss sihtieusBvoritiat Hpidieulablobation. (TR (HRbthAde Wide @R 'y out 15
functions renotely for any | ocation where a renote application conputer 20
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To enable the transm ssion of data, |nforpation, and instructions 20
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agent 22 running _on the renote application conputer 20 conducts all
conmmuni cagangnynipatione énthememotgiapplication capphicr 20.i ‘The ceptrahsereerIOmady server 10.
WO 03/067361 PCT/ SG03/00021 14 Periodically, or solely at start-up, the

servi ce agamhuiigatepediodicuilyavith thesevivetagant 2250 veify thet thederastp Bpplidatién cent r al
server with an indication that the renote application conputer 20 exists
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10 Further, there may exist a parameter in the database 12 to notify a particular user when a
specific remote application computer 22 or published application 24 goes online or
offline. Communication between the service agent 22 and the published application 24 is
facilitated by the translation file 26, but it is not required for there to be any additional
intermediary processing or computing between the service agent 22 and the published

15  application 24.

The various applications referred to herein may also reside and run on computers
as services. The applications described herein may run as typical applications or as
services and services and applications may both be used while carrying out the present
invention. For example, if one service is a remotely published application that monitors

20  environmental conditions in a large office building. A user connecting to the Internet
with a thin-client such as a web browser can set up a second service or application that
includes notification conditions, e.g., events that must occur o trigger when a notification

message will be sent to the user. One condition may be when the temperature on any



renote application conputer 20 is connected to the central server 10 via
the internet, the 5 service agent 22 wll transmt the IP (internet

pr ot ocol ) waddroessw1 of the renote application conputer 20 trRETVSGH3®eotir al
server 10. This permts the central server 10 to route conmunications to
the renote application conmputer 20. The5central server 10 may communicate
periodically with the service agent 22 to verify that the renote
application conputer 20 or published application 24 operating thereon
remai ns atcesdithd buiking wathase.prdsdt Euelt e rerhbte mpplivayior pitslishas thar anet er i n
the database 12 to notify a particular user when a specific renote

appl i cat i @mpeeiRdoeér tRe ermptidld ehaek aept Alloih@heddeBOaR oM bdritice &
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conputgers as. services. The applications described herein may run as
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be used while carrying out the present invention. For exanple, if one
servi ce i foer afdhobwldngueachesleatusgp p preseitlevsh a trdtficaden casrbe s2ot terthe wssnnent al
conditions in a large office building. A user connecting to the Internet

Wi th a thvia-eplaileaiveb bedwss, celllabplivreysape, etanAsieinatipelq, sHarwihersetion ce or
application that includes notification conditions, e.g., events that nust

e
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condi ti on maybe when the tenperature on any WO 03/ 067361 PCI/ SR3/ 00021 15
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10 publish numerous remote applications, each carrying out a different function, as a set of
web services.

To further enhance client security, the service agent of the present invention may
connect to the distributed network, such as the internet, as a client. The present invention
permits the service agent to reside on a private network and have only a private IP

15  address (i.e., an address that is not accessible from outside the private network, but still
permits the service agent to transmit outside of the private network to a server connected
to the internet). Since a private IP address is not accessible from outside the private

network, the client (service agent) cannot be “hacked” from outside the private network.



tenperature over the Internet to a service agent allow ng the user's second
service to conpare the data to the user's notification conditions. The
user's seovund/BEGYi ce nmaybe the service agent itself, a seEawGhisenvi ce
agent, or an application or service running on a 5 central server that
recei ved published data fromthe servite agent. If the tenperature on a
floor of the building reaches the user's preset level, a notification can
be sent to the user via email, a web browser, cellular phone, page, etc.
Al t er nat i Inthg Claimae ot her action could be initiated when the user's
notification condition is nmet, e.g., an alarmis sounded, the HVAC system
of a noni Wieed chimbedlisng is activated, etc. Further the user may wish to 10
publ i sh numerous renote applications, each carrying out a different

function, 1as aAs@étemiffor yNisBREMbSEStiod ol HEdeBesver BRANLSnE bBﬁEﬁsiﬁ?:C urity,
the service agent of the present invention may connect to the drstributed

net work, such £Sudifificd BERAR o163 Bn 8lobBhier TAGAE GRARLY LAYGNLEER, Perm LS

the service agent tor e on a private yau%)grivateIP
15 ad@;ess %i.e:, an address that is not accessible from outside the
private né& > but still permts the service agent to transmt outside
of the private network to a server connected to the internet). Since a

private | P addt&EYce agenbstomd asacamputerreadablermediemimelepironiat e network, the
client (service agent) cannot be "hacked" from outside the private network.
WO 03/ 06 788ImRuTtea0Bitlogdd publisbed applichigonCindi alw iMkammisickian with the: 1. A
system for publishing applications for access over the Internet conprising:
a publi shetrapplndati on stored on a conputer readable nmediumon a
publ i shi ng
a translation file accessible by said service agent containing parameters for
10 identifying the i/o format of said published application,

wherein said service agent communicates with the internet as a client node.
2. The system of claim 1 wherein said translation file is an XML format data file.

15 3. The system of claim 1 wherein a static IP address is assigned to said publishing

computer.

4. The system of claim 1 wherein a dynamic IP address is assigned to said
publishing computer.

20
5. The system of claim 1 wherein said translation file is a script for instructing said

service agent to publish specific data over the Internet.



5 conputer; a service agent stored on a conmputer readable nediumin

el ectronic comunication with said published application and also in
comuni canioons/sfIsh the Internet;; and a translation fil e racsessionze by
said service agent containing paraneters for 10 identifying the i/o format
of said published application, whereinl%aid service agent communi cates with
the internet as a client node. 2. The systemof claim1 wherein said
translation file is an XM_ format data file. 15 3. The systemof claim1l
wher ei n abst at The $yPteauidf deisn f Surthes compusinga serivige gaentifehstomng ddegstiony . 4.
The system of claim1 wherein a dynamc |IP address is assigned to said

publ i shi ngotifaion param2ter bomplising yisleastond natifivativd wherein said transl ation
fileis a script for instructing said service agent to publish specific
data over the Internet. WO 03/067361 PCT/ S@&3/00021 17 6. The system of
claim5 further conprising a service agent for storing at |east one

Ot 11 Cat §On PR\ AR oF QAL kS ALaid €45ice 906 DRIk B8R e The system

of claim6 wherein sald service agent recelv data from sail 5 publi shed

applicatio ﬁ Th stemof claim?7 further conprising a notification
transﬁ?ttgﬂﬂP %%ﬁ?ﬁf%xn%ervice agent to at |east one user termnal in

response to said service agent having

8. The system of claim 7 further comprising a notification transmitted from said
service agent to at least one user terminal in response to said service agent having
monitored data corresponding to said notification condition.
10
9. A system for publishing a remote application comprising:
a publishing computer having a central processing unit and at least one storage
device;
a published application stored on said at least one stofage device in electronic
15 communication with said publishing computer;
a translation file stored on said at least one storage device comprising i/o format
information for the published application;
a service agent stored in electronic communication with said published
application, wherein said service agent interprets data received from said published
20  application through the use of said translation file, wherein said translation file further
comprises at least one instruction to publish data; and
a user terminal having a thin-client interface for comfnunicating with said service

agent via the Internet.



nonitored data corresponding to said notification condition. 10 9. A system
for publishing a renote application conprising: a publishing conputer

havi ng a wenisreaf3eépr ocessi ng unit and at | east one storage padiesGosmp02a
publ i shed application stored on said at | east one storage device in

el ectronic 15 comuni cation with said1publishing conputer; a translation
file stored on said at | east one storage device conprising i/o formt
information for the published application; a service agent stored in

el ectroni c conmuni cation with said published application, wherein said
service agent interprets data received fromsaid published 20 application
t hrough t h@ usé méthedfar pubhsishgan applicaticen ovehdredhtensdcompriging] ation file
further conprises at |east one instruction to publish data; and a user

termnal havi ngrogidiky Mpehlishiig okt fd‘rmcﬁgg agﬂmﬁe& St A0 applidatisRiad service
agent via the Internet. WO 03/067361 PCT/ SG03/00021 18 10." A nethod for

publ i shi ng amiRRMIE, GAlIaQ8HAME gehfI® | nternet conprising: providing a
publ i shing conputer including a published software application, a

translation fi rvice.agent. .5 establishing a connection between
sai d p%bl i shi n%s(%%bé%%% %rC%ﬁﬂecfugnPS elﬁgtlsalaé’?@téﬁ%,mg ?Oé%g‘?{gan‘ér‘il AL SEE B on to
publish data fromsaid translati %n file by said service agent; and

reading an instruction to publish data from said translation file by said service

agent; and

publishing said data from said service agent to said central server.

10 11.  The method of claim 10 further receiving said data at a service agent, said service
agent including a notification parameter file comprising at least one notification

parameter.

12.  The method of claim 11 further comprising comparing said data to said

15 notification parameter.

13, The method of claim 12 further comprising transmitting a notification message
from said service agent to a user terminal when said notification parameter corresponds
to said data.

20
14.  The method of claim 13 further comprising receiving said notification message at
said user terminal, said user terminal having a thin-client interface comprising a web

browser.



publ i shing said data fromsaid service agent to said central server. 10 11.
The nmethod of claim 10 further receiving said data at a service agent, said
service wgenstoeiiscl uding a notification paraneter file comusimgoat | east
one notification paraneter. 12. The method of claim 11 further conprising
conparing said data to said 15 notifit@&tion paraneter. 13. The nethod of
claim12 further conprising transmtting a notification nessage fromsaid
service agent to a user term nal when said notification paraneter
corresponds to said data. 20 14. The nethod of claim 13 further conprising
receiving said notification nessage at said user termnal, said user

term nal Havi nbheamethbd of tlaim 0 whissid seidpueldishingsongueer iedssighedsns B . WO

03/ 067361 PCT/ SG3/00021 19 15. The nethod of claim 10 wherein said

publ i shi ngldespEHat Brstdtie. assi gned an IP address that is static. 5 16. The
met hod of claim 10 wherein said publishing conputer is assigned an IP
address that is dynamc. 17. The nethod of claim 11l wherein said
notification paranmeter conprises actions, events, or both. 10 18. The

et ho% of 16 | ai ﬂe]nzetilg& E)P &hint ?mﬁllerselmn 9&1(5) b&q{sﬂﬂgsc%{n%u e?&saas i%gleci asri1 ﬁ’d by said

address that is dynamic.

17.  The method of claim 11 wherein said notification parameter comprises actions,
events, or both.

10
18.  The method of claim 17 further comprising binding said data published by said
service agent to an action or an event and then transmitting a notification message to a

user terminal specifying the action or the event that has been bound to said data.

15 19.  The method of claim 11 further comprising a second service agent for
transmitting instructions to said service agent and executing said instructions by said

service agent.

20.  The method of claim 10 further comprising denying access to at least one

20 unauthorized user terminal to said data published onto the Internet by said service agent.

21.  The system of claim 1 wherein said published application comprises a web

service.
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been bounwaw/szed data. 15 19. The net hod of claim 11 furkdesGosomqi sing a
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user termnal to said data published onto the Internet by said service
agent. 21. The systemof claim1l wherein said published application
conprises a web service. WO 03/067361 PCT/ SG03/00021 20 22. The systemin
claim 1 weer ei Thegs@nsinsdaim 1 shesarkaibsystetd isewed s 4 Breptall tb pUbIaM an
application to Internet without a static |IP address. 5 23. The system of
claim1 iBhtibnlth MtSieY viBoRdaRiticAPQUAiesS On a conputer having only a
private | P address. 24. The nmethod of claim 23 conprising publishing
information to an internet client fromthe service agent. 10 25. The

met hod of claim 1 wherein the service agent operates on a conputer having a
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publ i S 2£ddrﬁ§essystem of claim 1 wherein the service agent operates on a computer having

only a private IP address.

24.  The method of claim 23 comprising publishing information to an internet client
from the service agent.

10

25.  The method of claim 1 wherein the service agent operates on a computer having a

public IP address.



