WD 01/ 44881 PCT/ US00/ 33865 SYSTEMS AND METHODS FOR FAI L SAFE PROCESS
EXECUTI ON, MONI TORI NG AND QUTPUT CONTROL FOR CRI TI CAL SYSTEMS BACKGROUND
OF THE | RMENT48N 5 The present invention rel ates general | YGTG'S0p@386F el d of
redundant information transm ssion over nultiple comunication paths. Mre
specifically, the present invention relates to an systens and net hods for
fail- safe process execution, nonitoring and out put shutdown for critical
systens wusing rmultiple communication paths and partitioned processing

systens. 10 Pr | r | ' om
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systens where hME@NITORING AND @UPBUT CONTROLI FOR QROAEALIOSY STEMS e
required. Processor and related nodule functions nmay stand al one within
one systemor nay be tied 15 to other pr ocessing systens on a bus, or
accessi bl e through a networ 3 rabl e that rellable
mechani snms be avail abl e whex ‘ MAiOWr e is detected in
conpl ex systens. In flight crltlcal systems, for exarrpl e, current practices
general lys 20 enplThe presentainvehtionrretates dysraally 36t thef fieldedfradendant
conputers (nmeaning controlled by a single processor). Single 1/0O threads

may be used Frofmation transmission over multiple communication paths.  More
specifically, the present invention relates to an systems and methods for fail-
safe process execution, monitoring and output shutdown for critical systems
using multiple communication paths and partitioned processing systems.
10
Processors are used in a vast array of applications, from simple single
processor controlled systems to complex flight critical systems where high
integrity output from multiple processors may be required. Processor and
related module functions may stand alone within one system or may be tied
15  to other processing systems on a bus, or accessible through a network. Itis
generally desirable that reliable mechanisms be available when a controlled

system failure is detected in complex systems.

In flight critical systems, for example, current practices generally
20  employ an array of, or a redundant set of, federated computers (meaning

controlled by a single processor). Single I/O threads may be used as a



WO 01/44881 PCTI USOQ 33865 - 2 redundant set in order to acconplish a
flight critical function like a flight control algorithm The wa
f eder at eWRYét48Hs are nonitored is generally through a vé’ﬂrﬂ@?o%ﬁ’éﬁe,
wherein each out put of a conponent would be voted on/recorded. The | ogical
outputs are generally averaged; therefore, a failing 5 or mal functioning
nodul e may be elimnated fromthe systembefore outputs were applied to a
control surface in order to save an aircraft. One pathology of this
practice is that, in order for a nodule to be voted out of a system it
nust be al | ovi€dub@antset in oder t9 aecaraplishraflight eritipaifunstiom like ddlightcogtrol i t
voted out of the systemgenerally causes upsets of the systemand/or its
operation. —Hg&ia. uPREWaycRAcRited Wateind BIAMAPHDRAIR ddhdtali} 11iBhofi L1 cal
systens. In the application of flight critical function or y- 9-vv| re
systens, fail ttl.res N the processi nﬂ el nt_ nust be contained from

of cSHIRLS

conti nui ng t o/°tNEs PCREMBE MRETRIN 3¢ | of & campongnt iwauldi ber ¥eted For

exanpl e, servo drives 15 need to be safely shut off if a processor or other
critical fundan/ecovdedi The feyicglrautpstisare gensesiyt average@ithesfoRed failingne
common met hod of identifying faults in fly-by-wire systens generally
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the watch dog timer may then be used to
were applied to a control surface in order to save an aircraft. One pathology

of this practice is that, in order for a module to be voted out of a system, it
must be allowed to fail. Awaiting failure of a module in order to get it voted out
of the system generally causes upsets of the system and/or its operation.

10 Such upsets can produce a fatal outcome in a flight critical systems.

In the application of flight critical functions for fly-by-wire systems,
failures in the processing element must be contained from continuing to
influence the flight control surfaces of the aircraft. For example, servo drives

15 need to be safely shut off if a processor or other critical function within the
processor ceases to operate properly. One common method of identifying
faults in fly-by-wire systems generally solves faults through software ticket
checking of critical processes, and via hardware watch dog timer monitoring
of processor health. The output of the watch dog timer may then be used to

20  shut down critical systems, such as servo drive outputs and shut off hydraulic

valves.



20 shut down critical systens, such as servo drive outputs and shut off

hydraul i ¢ | yves. WD 01/44881 PCT/ US00/ 33865 - 3 Typica J4B4d3i tori ng
program%?e%gﬁgg the outputs of a primary system and/ orij(::%{/gsﬁlmction, and

based on unique design criteria, decides whether the system function is
operating/ executing correctly or not. Detection of randomfaults is
general ly augnented with cust om desi gned built-in self 5 test prograns that
exerci se various parts of the system (e.g, actuator)/function (e.g,
sof t ware sequence).and &og)ares t.he resul ts against results.

n
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Because these test YRiFd SR RE RISITHN £ ngaﬁpg?@u"t‘"ﬁg@?@ﬂg RRAY 1009%

coverage of randomfaults, there is an exposure tine where a fault can
occur which rRystaresand/iarsits fungiionn @per Ragedoap giigue glesign elitesie; slesidfsi ch
rely on 10 that resource. Watchdog tinmers are usually present to detect

t hose faul ts wiather thessysternfiundimnfis operatingfexeceating aonrecilyatr redt] DeBetiosuch
timers do not detect incorrect results froma function that does conplete

i ts executi onyf rARGoRPRILItSNs gbHBEIlyGugnsergedaritd tistomiabsigned Humt-ireseiet
error conditions. 15 What is needed is a nore robust, npre secure neans of

moni torin Heft Wb i h TS| s e § En@(f. Wy dtdr)Fahdioh and
associ at eg zégpéjtggrgzgﬁéet scﬂut SO\;\IH, or otr{”ﬁtr vse*se I gnore ,&btac?ore )tﬁfg'g
propagate as g , software sequence) and compares the results against known-good
g q
results. Because these tests are not continuous, and are subject to less than
100% coverage of random faults, there is an exposure time where a fault can
occur which manifests itself in incorrect outputs to all functions which rely on
10 that resource. Watchdog timers are usually present to detect those faults that
result in the function not executing at all. But such timers do not detect

incorrect results from a function that does complete its execution. The monitor

function is generally counted on to detect error conditions.

15 What is needed is a more robust, more secure means of monitoring
systems for faults and making sure that a fault is caught and associated
outputs are shutdown, or otherwise ignored, before they propagate as a

control input within a system.

20 BRIEF SUMMARY OF THE INVENTION

The following summary of the invention is provided to facilitate an
understanding of some of the innovative features unique to the present

invention, and is not intended to be a full description. A full appreciation of the



control input within a system 20 BRI EF SUMVARY OF THE | NVENTI ON The

fol | ow NG S MIE, Y of the invention is provided to facilit
under st andi ng 01‘1 sonme of the innovative features unique t
i nvention, and is not intended to be a full description.
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o the present
A full

appr eci ation of the WD 01/44881 PCTI USOQ' 33865 - 4 various aspects of the

I nvention can be gained by taking the entd e specificati

on, cl ains,

drawi ngs, and abstract as a whol e. Through integrated nodul e technol ogy,
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controll ed shut dows that would, nornmally be inplenmented in separate

conmponent s oSPERIIGAHAN HaBpe MHaNWINGS: aBér?tbrSH?PEGS Frwbesses.

10 I n accordance

wi th one aspect of the present invention, a single conputer (instead of

mul ti pl e conputers) having a backpl ane providing a parti

tioned platform

enabling a central set of inbedded (virtual) processors as conputing
platfornms to be sheHredgh tiltegretbd trhedpiartechholbigpdsspystatenprédessord hadrst to

execute software functions as if multiple processors are

operating, 15

rat her th?” 2s3bBiat&d SPEPAticsSarel e driatdd dntdP OSRYRPE8mMPLBIng platform to

prot ected/isol at ed

10

15

20

improve process monitoring and enable controlied shut downs that would
normally be implemented in separate components or through independently

controlied processes.

In accordance with one aspect of the present invention, a single
computer (instead of multiple computers) having a backplane providing a
partitioned platform enabling a central set of imbedded (virtual) processors as
computing platforms to be shared, through the partitioning system, are
allowed to execute software functions as if multiple processors are operating,
rather than a single computers. The virtual processors are protected/isolated
from each other through a partitioning mechanism so a failure on one software
element on this integrated platform cannot be propagated and effect another

processor and/or computation.

In accordance with another aspect of the present invention, a fault
detection apparatus for use in a system that transmits data signals over a
plurality of signal paths via a bus with multiple independent partitions on a

single processor is provided. Shared memory stores the status of reference



fromeach other through a partitioning nmechanismso a failure on one
software elenent on this integrated pl atform cannot be propagated and

ef fect aNd? P4488Ipr ocessor and/ or computation. 20 In accor d @%O\W%’ﬁsanot her
aspect of the present invention, a fault detection apparatus for use in a
systemthat transmts data signals over a plurality of signal paths via a
bus with multiple i ndependent partitions dbr—a single processor is

provi ded. Shared nenory stores the status of reference WO 01/44881

PCT/ USO0/ 33865 - 5 control system state variable paraneters. A status
noni t or noni t ePRrY syigsn slate varable pararpstars. oA HglisaneRitaitraoRitars states of
paraneters, the control system state variable paranmeters characterizing a
plurality of rmaltinematontyatsysten istate vaviablenpaneeters,tthe donsrol $ystenostatel
system state variables present on the 5 bus. A state conparator conpares

the referencevamilé Opasiéters séhdracteviaingald gslumilith dfeeRBEAl &)stehes rat -tine
control systemstate variable paraneters. A systemcontroller controls

critical systgmnhanedeYn lthléeousc,Q@%@b%ﬂsi@teﬁh%aﬁ@%ﬁ%l@@rﬁ?tg%@ﬁtoén fetem

state vari abl e paraneters agai nst erence control syste ate vari abl e
gagﬁgf g ¥ lt())usl.n Rcé:t%'fed%% epa"?"é{or} gcg]r%tpgreers L F& erg}c\cé rEz%n Yo SS?/Q%GI’% "8 et on,
variables with respect to the real-time control system state variable
parameters. A system controller controls critical systems based on the
comparison of the real-time control system state variable parameters against
reference control system state variable parameters.
10
In accordance with another aspect of the present invention, a single
processor system partitioned to operate, monitor and control more than one
flight critical process is described where more than one flight control software _
related process operates simultaneously on a single partitioned processor; a
15  partitioning mechanism partitions a single processor into virtual processors
dedicated to a single process without interference from other processes; and

shared memory is provided for storing programs and data for said more than

one flight control software related process.

20 In accordance with another aspect of the present invention, a method
for executing, monitoring and controlling multiple functions with a single
processor system is described, wherein a single processor partitionable into

plural operating processes that can operate simultaneously and without



processor systempartitioned to operate, nonitor and control nore than one

flight cpjti process is described where nore than one ) r ol
sof t war e“}ordéf"g%séd process operates sinmultaneously on a si fr[;girgg%%{%ﬁ i oned

processor; a 15 partitioning nechanismpartitions a single processor into
virtual processors dedicated to a single process without interference from
ot her processes; and shared nenory is—prQ)vi'ded for storing prograns and
data for said nore than one flight control software related process. 20 In

accordance wi.th _anot her .aspect of the present invention, a nethod for
execut i ng, nﬂrhﬁe{%lr?r&%e ﬁ'ﬁtﬁ ogﬁcﬁrtpr&cpﬁ%s rPiVH‘eé”?uH&r?%WsmW Of sharpd ve
processor system s described, wherein a single processor partitionable
into plural BRePalngPeratings peacassss: c?aﬁn@fb'g?rtﬂge asehitactidige ders dgtegiing

wi t hout WD 01/44881 PCT/US00/ 33865 - 6 interference with other processes
i s provided; cpenatiral suagesscandthfailkdeoyf sait prptassak inpenvaded)@nor acestsels; a
nonitoring architecture for detecting operational success and failures of

sai d processeschiteqiueyfotesksupad titatcailed Proc@ssdi ARCEHEolfe@l oPEsTHIiRStehat
fail ed processes are controlled or termnated 5 wi thout interference of

successf uk PROGRYE fteHBrdH VbR bced ORI gﬂse%'fsségﬁwo% the present

I nvention will becone apparent to thoSe o in the art upon
exam nation of the follow ng detail ed description of

The novel features of the present invention will become apparent to
those of skill in the art upon examination of the following detailed description of
the invention or can be learned by practice of the present invention. It should

10 be understood, however, that the detailed description of the invention and the
specific examples presented, while indicating certain embodiments of the
present invention, are provided for illustration purposes only because various
changes and modifications within the spirit and scope of the invention will
become apparent to those of skill in the art from the detailed description of the

15 invention and claims that foliow.

BRIEF DESCRIPTION OF THE DRAWINGS

The accompanying figures, in which like reference numerals refer to

identical or functionally-similar elements throughout the separate views and that

20  are incorporated in and form part of the specification, further illustrate the
present invention and, together with the detailed description of the invention,

serve to explain the principles of the present invention.



the invention or can be |l earned by practice of the present invention. It
should 1 erstood, however, that the detail ed descri he

i nventi og"iﬁé‘ﬂgﬂ specific exarrpl es presented, while i nd|P?§{&%88;ésg§t ain
enbodi nents of the present invention, are provided for illustration

pur poses only because vari ous changes and nodifications within the spirit
and scope of the invention wl| becorre—aﬁpa'rent to those of skill in the
art fromthe detail ed description of the 15 i nvention and cl ai ns that

foll ow. BRI EF DESCRIL PTI W N acc anyin ures

whi ch' | i ko 1 ef or enE OSSR L4 TROIAS o GURECESRATRORAE i iShES BTG ar
el ements throughout the separate views and that 20 are incorporated in and
form part of pwée@tmutfltzm¢ sindle eemauterite virbfurepresentynulivle proaessing on
and, together with the detail ed description of the invention, serve to
expl ai n t he pfunctiops ésaotordhacevetietie present invantioh) 01/ 44881 PCT/ USOQ 33865
- 7 Figure 1 is a block diagramof a integrated nodul ar avionics partition
protection utilizing a single conputer to virtually represent nultiple
processing functions in accordance with the present invention; 5 Figure 2

s 30 i1l ustrati oneafu 996 fitishbuSH LBV RAAL Ao AREABARAG S, Wi th

one exanple of the esent invent
accordance with one example of the present invention.

Figure 3 is an illustration of a servo monitor process flow of an

Input/Output Module (IOM); and

10
Figure 4 is an illustration of a servo monitor process flow for a core
processing module (CPM).
DETAILED DESCRIPTION OF THE INVENTION
15 Aspects of the present invention provide systems and methods for

monitoring high criticality processes. With a failed piece of software or
hardware, the monitoring described in the present invention will still very likely
be operative to catch the fault and then shut down the system without it ever
issuing a command. The present invention enables isolation of fault(s) closer
20  to the point at which the fault(s)are created; meaning faults are less likely to
find their way through, or out of, a system utilizing the teachings of the present

invention and propagate to other components and/or operations.



Figure 3 is an illustration of a servo nonitor process flow of an

| nput / Qut puUt ule (1OM; and 10 Figure 4 is an illustrag} ervo
noni t or %B@&%&@gf | ow for a core processing nodule (CPM. F@XWGE%SSS
DESCRI PTI ON OF THE | NVENTI ON 15 Aspects of the present invention provide
systens and nethods for nonitoring high criticality processes. Wth a

fail ed piece of software or hardware,tHe—nonitoring described in the
present invention will still very likely be operative to catch the fault

and then shut down, {he te i thout. it ever .. issuing.a co nd.. The
present i nvent i on AHHIEs HE cplawigh decksic gy BRkedPSIshes PhavigBit: at
which the fault(s)are created; neaning faults are less likely to find
their way thsysigms,drshould b ,apar%‘»ﬁ@@%ajﬁm prasegt inNenihaRy Aigyedroager
present invention and propagate to other conponents and/or operations. WO

01/ 44881 PCTlapgpixatanyan the figldAiftchiticajiprobessing bystems (eigs cinedicabsystemshrake
reference to avionics systens, it should be appreciated that the present

i nvention ”BYPBﬂl\é@Iabﬂlamé%randmﬁPgﬁﬁbhé tisclssdd i dxsehsleotan betviagial and

processing systens (e.g., nedical systems). Particular values and

confi guragi onge AiSG ISR {JNIGXAIR fSerhBBdRTeM VTS pAdEnt invention and are
not intended to limit the scope of the invention. Any reference to avionics

systems should not be taken as a limitation of the scope of the teachings

presented herein and embodied within the appended claims.

10 Referring to Figure 1, with teaching of the present invention, monitor
programming may be programmed into active system components of a single
computing platform 101, rather than taking the form of stand alone systems,
or remotely controlled solutions. Virtual computing components 102 perform
independent functions and communicate with each other through or over a

15 bus (e.g., a bus such as the SAFEbus® defined in patent 5,386,424) 103 as

part of a partitioning mechanism 104.

The present invention extends the fault detection capability beyond

simply monitoring the execution of a singular process execution completion

20  or output validity. Although implementation of a traditional ticket checking
mechanism for module completion monitoring could be implemented, it is
unnecessary. The present invention has the capability to monitor the update

of individual state variables within the control laws and/or mode logic. Control



5 are cited nerely to illustrate an enbodi mrent of the present invention and
are not intended to limt the scope of the invention. Any reference to

avi oni cs WQ QK448 shoul d not be taken as a linitation of tHd/ERIGPEOSf t he
teachings presented herein and enbodied within the appended clains. 10
Referring to Figure 1, with teaching of the present invention, nonitor
programri ng may be programred into acti~re9system conponents of a single
conputing platform 101, rather than taking the form of stand al one systens,
or renptely controlled solutions. Virtual conmputing conponents 102 perform
i ndependent flaWstaRshodedogsndrgngengralinideterayoed i AdnanpeiokrAWB O Hiese a 15
bus (e.g., a bus such as the SAFEbus(r) defined in patent 5, 386,424) 103 as
part of a parsKiltacoinithg artbasead emthe parttwarglightaystanmy dheiprasent invelstidre
fault detection capability beyond sinply nonitoring the execution of a

si ngul ar pr oonsAitereristbased epiptividuanvarbie fecaiblatiorVald dhdate rAlheh gegh
I npl ementation of a traditional ticket checking nechani smfor nodul e

conpl eti on MyRbLRGRY o?_%lvén‘!allb@robgﬁl, %taﬁgﬂ?ﬁoen_i ﬁ'gissfacmg%lélg‘;@;é Wmﬁmgt f esent

i nvention has the capability to noni updat e ate

i abl i t.hi | | , | pgi.c. Co | 01/.44881
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manner known to Ehose . . . e

smaller modules just to manage testing and monitoring, and simplifies the

redundancy management effort.

Referring to Figure 2, an exemplary embodiment provides the
10 monitoring of servo mechanisms (not shown), and providing for their shutdown
via a I0C 20 depending on the results of monitoring. A SAFEbus® backplane
50 having a bus interface unit (BIU) 24 and intermodule memory (IMM) 14 and
22, suppiemented with discrete shutdown signals directed to the servo loop _
output electronics 60 and SVO pos feedback 15, provide mechanisms useful
15  for monitoring: process completion, CPM health, IOC health, DSP health, and
servo loop closure. The result is a solution that provides not only protection
from a CPM 10 partition failure, but also protectioh from failures in the
remaining loop elements such as the Input/Output Controller (I0C) 20 and
servo drive electronics (not shown).
20
The servo shutdown mechanism as shown in Figure 2 is a flight critical
system. The embodiment illustrated in the figure provides a dual path for

servo shut down. One path involves the CPM 10 and its determination of



skilled in the art based on the particular flight system The present

I nvention nonitoring is based on individual variable recal culation and
updat e r A¥Qe¥448%an nonitoring of overall process conpl et iFST/USHY33865
facilitates the nonitoring of 5 autocoded software nmaking it unnecessary to
break up a software block into smaller nodules just to nmanage testing and
nonitoring, and sinplifies the redundanch) +anagenent effort. Referring to
Figure 2, an exenplary enbodi ment provides the 10 nonitoring of servo
nechanlsns (not shown), and providing for their shutdown via a |IOC 20

dependi ng on ‘F‘P\'@”‘r%’l’eﬁsﬁ’oﬁe Realthorf FP@{S'SEFSAFEE%&Q yetngtag thas eitber tha/i ng a

bus interface unit (BIU) 24 and internodule nmenory (IMM 14 and 22,
suppl enent ed B5Fh 36 sONdoeng it thewt RV ghal peritirmacte dmbaitbhieg sesuits Iimoap
out put el ectronics 60 and SVO pos feedback 15, provide mechani sns useful 15

for nonitori ngiscretesigpal lssinglseht withe FRMBGAUISADI AedbrRa!40%0 @ﬁﬁd&\ﬁﬁkﬁéﬁ and

servo | oop cI osure. The result is a solution that provides not only

protection Jﬁ?fﬂérﬁ og?ﬁﬁthr%aéédohh%tﬁ A d:Perc%r%uea'\ﬁé)?%fe%%f%jé o‘?ﬂ:trélreocm

failures int remal ni ng oopeerren S such as the
Controller. (I ry ri ve 0 not .shown 0 The servo
shut down rech E?g@@ g@qﬂoklvﬁ g % é’ Bp B&t'n?ﬁl?me %‘g §V§Fett‘ﬂ The
enbodi ment illustrated in the fi ure provi des a dual path for

separate paths, servo shutdown cannot be defeated by a single failure.

The CPM 10 is executing a simple control law shown as the algorithm

in the CPM 10 module for which all state variables A, B, and C (although three

10  variables are illustrated, any number can be used) are placed into the IMM 14.

The state variables A, B, and C represent state variables such as pitch stick,

signal selection and monitoring, pitch integral, etc. The SAFEBUS®

architecture generally requires state variables A, B, and C to be placed into

the IMM 14 for transmission to the other VMS channels via the SAFEBUS®.

15 Because these variables are already placed on the SAFEBUS®, the 10C 20

SAFEBUS® table memory is then designed to select key variables (e.g., pitch

stick, signal selection and monitoring, pitch integral, etc.) for “freshness

monitoring”. Freshness monitoring refers to the condition wherein input data

is stale (e.g., has not been updated as determined by time-tagged data). If

20 the command or key variable is not updated, then the IOC 20 will disable the
servo commands by issuing a discrete signal through a H-bridge cutoff 40.
Conversely, if a failure occurs in the I0C 20, DSP 30, or servo loop closure,

then the CPM 10 will detect either a command-position error or a lack of data



servo shut down. One path involves the CPM 10 and its determ nation of WO

01/ 44881 33865 - 10 comma nd/response health. Ichplﬁﬁsde%g&@t
faults ar\gggle/%@c ed, then either the DSP 30 nonitoring or the CPM 10

performance nonitoring results in a discrete signal being sent to the

H bridge di sable nodules 40 to shutdown the current output. The second
path is CPMcontrolled via a separate grsttere on 5 the 1OC 20 to the servo
shut -of f valve 60. By inplenenting these two separate paths, servo

shut down canngt e e S| 1 ur T ' ing a
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vari ables A, B, and C represent state variables such as pitch stick,

signal select#Bn and nonitoring, pitch integral, etc. The SAFEBUSO
architecture generally requires state variables A B, and C to be pl aced

into the MM 14 for transm ssion to the other VMS channels via the
SAFEBUSO. 15 Because these variables are already placed on the SAFEBUSO,

the 1 OC 205 SAFEBURQJaRtSpERmRsirict dMet BEQIEIRIoT PeIRlseS0 ishtcathint@b! es
(e.g., pitch stick, signal selection and nonitoring, pitch integral, etc.)

(o b reshnese BR8] 145C25N67 UM A taishis R ddis, Fandhd ' on
CPM 10, or IOC 20. Bus Interface Unit (BIU) on each module transfer data
from the local IMM to the backplane of the bus 50. At the receiving end, BIU
again receive the data from the bus and place it into its local IMM. One of the

10  key features of the SAFEBUS® standard requires that data not updated in the
IMM since its last transmission will not be placed again on the bus 50 during
its next scheduled transmission. All data in the IMM is time stamped by the
writer of the data item. Processes that use the data simply need check the
time stamp to determine if input data is stale, i.e., has not been updated. This

15 staleness detection provided by SAFEBUS® system provides the freshness

monitoring that the 10C 20 utilizes to monitor the health of CPM 10.

Core operating system software (described as partitioned within a

single computing platform layer 101 of Figure 1) may monitor every CPM

20  process for completion. Reaction to failures is determined by the operating
system and may result in the process being retried and terminated if it
continues to fail. The execution of the core operating system software is then

critical. A hardware heartbeat monitor built into the CPM 10 may be used to



Is stale (e.g., has not been updated as determ ned by tine-tagged data). If
20 the command or key variable is not updated, then the 10C 20 w || disable
the serWP@B¥nds by issuing a discrete signal through &GHHOPARES cut of f
40. Conversely, if a failure occurs in the 10C 20, DSP 30, or servo |oop
closure, then the CPM 10 will detect either a conmmand-position error or a
| ack of data WD 01/44881 PCT/ USO0/ 33865—- 12i-freshness on the SVO position
15 feedback. In this case, the CPM 10 issues a direct discrete disable to
the servo conmands through the H-bridge cutoff 40. 5 All data to be
transferred olstffethsdderaieesaitwargds pxecwing at pipeeiitanals. Ifithis heattheat Mv
(e.g., 14 or 22) by the nodule that transmts the data, i.e., the CPM 10,
or 1 0C 20. Bumonitbefdiscthdinthe CBMIJIOavill eesdt armabattempt ansdisitialitat. aThé netn t he
|l ocal IMMto the backplane of the bus 50. At the receiving end, BIU again

receive the dedsitf sfomid Betidh wilRbe thE ané tasl thbCsifuasioh Qg al hle Preceds t he
10 key features of the SAFEBUS(r) standard requires that data not updated

50 during i ¢ EEC Dol ERE FGBRARID) e ToG 0" AF B T 185k iere "

st anped by thgﬁ tHrit r of the data item Processes that use the data sinply
need check t h¥h! PWé‘starrp to determine if input data is stale, i.e., has

not been updated. This

Referring to Figure 3, a flowchart for the monitoring process that would
occur in the IOC 20 is described. The controller, through information that was
passed along the backplane, reads data 401 from the IMM and determines

10 402 if the data is fresh. If the data is not fresh (updated), then a shut down
would be activated through the h-bridge cutoff 403. The IMM would continue
to seek updates, and will determine if a cut-off was initiated 404. If the data
received by the IMM is updated 402, then the variable reasonablness of the
operating mechanism is determined 405. If the IMM detects

15 unreasonableness after checking the data through the control law, then an H-
bridge cut-off 403 is initiated, and the IMM will again receive an update 401.

Otherwise, if reasonableness is determined, a servo command is written 406
to the servo loop, and feedback 407 is provided to the IMM. Feedback is via
a bus, and will find its way to the 10 controller to actually drive the commands
20 through the H-bridges. So if it clears this monitoring set of checks, then CPM

would set its data on and again these H bridges would be active.



15 stal eness detection provided by SAFEBUS(r) system provides the freshness

nonitoring th the 1OC 20 utilizes to nonitor the health Core

operatin software (described as partitioned withina single
conputing platformlayer 101 of Figure 1) may nonitor every CPM 20 process
for conpletion. Reaction to failures is determ ned by the operating system
and may result in the process being retTiBd—and termnated if it continues
to fail. The execution of the core operating systemsoftware is then

critical. A hardwate_ hearthpe monitor huilt intothe CPM 10 . be ed to
V0 01/ 44381 PCT USBE/ 438850 1ha oB0kEar aNihiten” Eineshr AR e BotE it i ng
at proper intervals, If this heartbeat npnitor fails, then the CPM 10 wi ||
reset and attBFRSESBRGrBPAYIE: seTvadosiRn Aata isireseaived 0 and isgeteBRingd f pe

the sane as the situation with a single process failing (e.g., stale data
i s detected bihe Hatd ad 2@eandpdaiedsEi2:o Theogatasthat theyactioatals. arefrevingig t o
Figure 3, a flowhart for the nonitoring process that would occur in the

| OC 20 i s des@bukpthe EbmMitPBackl Ingd , thehf®@0gbniontis rEAFBEBUSE ok cpassed
al ong the backpl ane, reads data 401 fromthe I MM and determ nes 10 402 if

the data is f@l%%'%gsérf. It %u@%@dﬁﬁ%@boéifi&%o&ﬁm%%ﬁk’mérh%/, \%Bﬁélﬂgiogéém

woul d be actiVvated through the ridge cutoff 403. The | conti nue
that this was fresh data, if not, it too would then go through the same process

where it would be able to activate the safe shutdown via the H-Bridge cutoff
valves 503. Otherwise, as opposed to monitoring to see that this calculation
was done correctly the data is monitored to make sure that the servo loop is
10  operating (being closed) correctly 505. If not properly operating, the H-bridge
cutoffs are again initiated 503. [f proper operation is determined, the next

command enters a supposition comparison to Figure 3.

The embodiments described above address not only the initial issue of

15 partition/process failure, but extends naturally to an overall monitoring

approach that includes, as an example only, all of the processing elements

used to generate servo commands. Because the S‘AFEBUS® backplane,

core operating system software, and state variable transfers are already in
place, there is virtually no overhead to the monitoring scheme. The

20 mechanism also provides a very robust and minimal impact monitoring for

autocoded software.



to seek updates, and will determine if a cut-off was initiated 404. If the
data received by the IMMis updated 402, then the variabl e reasonabl ness
of the O&YRPEIBHg nmechani smis deternined 405. 1f the | MUFESERIPS3SHE

unr easonabl eness after checking the data through the control law, then an
H bridge cut-off 403 is initiated, and the IMMw || again receive an
update 401. Oherwi se, if reasonabl enessl4s-determ ned, a servo command is
witten 406 to the servo |oop, and feedback 407 is provided to the | MM
Feedback is via a_pus, and will find its V\q%}/ to the 10 controller to

actual |y drive thel08@RRRMEMeDts IpGE¥IMPleSs S8t frihrrein axs preseptegl tedrest t hi s

moni toring set of checks, then CPM would set its data on and again these H
bri dges woul dexplaicthies presabt Gnyamtisi aRdTitdUpenteaBapplicatich Rafletor thegelby t he
process illustrated in Figure 4, within the core processing nodule, servo

posi ti on dat aehable tecdevskllisdih thadri ® take artngifzé the ihbentsH. aThesk Siamrsy
updated 502. The data that the actuators are noving would be com ng back

into the | CC pnhe ahbﬁ?ﬁé%ﬂ?uﬁ( Féco?@iﬂﬁgﬁ@%%t@g%r@é@e@s?ﬁgpo% EP%‘?@‘#‘%&

t hose positions out of the bus neifory, ck t

data, if t, .l Q thr h.the,sanme process , where 4t would

be able t ac?%)\%/eabgg? mg%%?téggﬁhﬁ}‘fomp@%g o[fﬁlgus]t_[_agppda&go %’L(ﬁ"BP'fe O%{I % 503.

O herwi se, as ospcp.o§ed to ”PrH t.ori n% to see that this cal culation ]
description as set forth is not intended to be exhaustive or to limit the invention

to the precise form disclosed. Many modifications and variations are possible
in light of the above teaching without departing from the spirit and scope of the
following claims.

10

The embodiments and examples set forth herein are presented to best
explain the present invention and its practical application and to thereby
enable those skilled in the art to make and utilize the invention. Those skilled
in the art, however, will recognize that the foregoing description and examples

15 have been presented for the purpose of illustration and example only. Other
variations and modifications of the present invention will be apparent to those
of skill in the art, and it is the intent of the appended claims that such variations
and modifications be covered. The description as set forth is not intended to
be exhaustive or to limit the scope of the invention. Many modifications and

20  variations are possible in light of the above teaching without departing from
the spirit and scope of the following claims. It is contemplated that the use of

the present invention can involve components having different characteristics



was done correctly the data is nonitored to nake sure that the servo | oop
is 10 operat.i (being closed) correctly 505. If not prop i ng,

t he H—brpﬁﬂgﬂﬂgﬂtoffs are again initiated 503. If proper %%gﬁgﬁpgﬁe%s
determ ned, the next command enters a supposition conparison to Figure 3.
The enbodi nents descri bed above address not only the initial issue of 15
partition/process failure, but extends*naﬁhrally to an overall nonitoring
approach that includes, as an exanple only, all of the processing el enents
used to generate servo .commands. Because the SAEEBUS(r.). backpl.ane,. core
operat  ng. sysabiPdar Indie. PPIE: ik HereBien o ey ichpt SaBolarptid

pl ace, there is virtually no overhead to the nonitoring schene. The 20
nmechani sm al smamitoringleapabiligr is fotlbwesd. dinid imended [thattheactcoperdftee preseinbr

aut ocoded software. WO 01/44881 PCT/ USOQ 33865 - 14 The enbodi nents and
exanpl es set i pl ain the present

i nvention andﬁ%Féﬂ%?gﬁﬁ#%gﬁaZygﬁggﬁ?ﬁﬁg“ﬁﬁﬂggngﬁgﬁeby enabl e t hose
skilled in the art to make and utilize the invention. Those skilled in the
art, however, will recognize that the foregoing description and exanples 5
have been presented for the purpose of illustration and exanple only. The
description as set forth is not intended to be exhaustive or to limt the
i nvention



to the precise formdisclosed. Many nodifications and variations are
possible in |ight of the above teaching w thout departin spirit
and scop@’%‘f”"ﬁ‘f‘é following clainms. 10 The enbodi nments angcfg)&%ﬁn%{a%gs set
forth herein are presented to best explain the present invention and its
practical application and to thereby enable those skilled in the art to
make and utilize the invention. Those skilBl-ed in the art, however, will
recogni ze that the foregoing description and exanpl es 15 have been
presented for the purpose of illustratgppmed exanple only. O her
variations and nodifications of the present invention will be apparent to

those of skill in_the art pEo ] . Of i

that such variati (r)LH%e ee{ﬁ(?dl%%ﬂgf’t%?ipiﬁégﬁéﬁ‘%b@@@ @d@h#ﬁ%nge%g@gﬂgﬁréégyfset
forth is not intended to be exhaustive or to limt the scope of the

i nvention. Mgl eledaed are dalinedas (RlioWsi i ons are possible in |ight of

t he above teaching w thout departing from the spirit and scope of the
following clainms. It is contenplated that the use of the present invention
can invol ve components having different characteristics WO 01/44881

PCTI USCO 33865 - 15 asAlfanly detedtion gpparatydl for uskeinp egstehathattranfsnaits

i ndi vidual state variable nonitoring capability, is followed. It is

i ntended t haty4ih&;igraBvel at RRsPHRE @Ynal path via a bus connecting computation

and I/O modules of a system, the apparatus comprising:

a status monitor for monitoring validity of real-time control system state
10 variable parameters, the control system state variable parameters
characterizing a plurality of critical systems that communicate on the bus,

wherein the control system state variables are present on the bus;

a state comparator comparing the reference control system state

15 variables with respect to expected system state variable conditions;

variable producing controller and variable consuming controller for
validating output command validity based on expected individual state
variable conditions; and
20

memory for storing state variable parameters.



I nvention be defined by the clains appended hereto. WO 01/44881

PCT/ USOQ/. 33 - 16 CLAIMS The enbodi nents of the prese i Lon in
whi ch an“?,&@?ﬁgﬁflve property or right is claimed are defi r%egﬂ%\sé&?%sﬁom: 5

1. Afault detection apparatus for use in a systemthat transmts data
signals over at |east one signal path via_a bus connecting conputation and
I /O nodul es of a system the apparatus™conprising: a status nonitor for
nonitoring validity of real-time control systemstate 10 variable

paranmeters, the coptrol Thgsipparstlaot Cldm abirer@inrsaitesastom comonsi ferther ng a
plurality of critical systens that conmmunicate on the bus, wherein the

control syst e%rﬁaﬁ&és Vé‘rtéﬁﬁilr\‘éﬁ?ﬁrf%r Pafed ritRAl tlsgrgte%’s? ;v%iﬂmeo;dt %ﬁ&ﬁ@gﬂﬁ@t or

conparing the reference control systemstate vari pect to

expected system state i abl ndi.tions; . variabl e prqducing contraller
and vari abl o gonaAn e BT rofed SyebSatend Brgtoeh B B8R RS ¢y
based on expected individual state _variable conditions; and 20 nenory for
storing stateb3sed &5 &g Lompranseg. of the real-time control system state variable

5 parameters against reference control system state variable parameters.

3. The apparatus of Claim 1, wherein said status monitor is
operable to monitor failures within individual computational partitions or
processes.

10
4. The apparatus of Claim 1, wherein said status monitor is

operable to select key control system state variable parameters for monitoring.

5. The apparatus of Claim 1, wherein said system controller is.
15 operable to terminate any one of the critical system processes if the
comparison of the real-time system state variable parameters against
reference control system state variable parameters results in a value that is
not expected with respect to the reference control system state variable
parameters.
20
6. The apparatus of Claim 1, wherein said monitor provides full
critical closed loop monitoring and said controller provides termination within

a control loop.



WO 01/ 44881 PCT/ US00/ 33865 - 17 2. The apparatus of Claim1l wherein said
systemcontroller further conprises a termnation for fai ltd.cal

syst ens WQ%‘L“?&affecti ng the operation of other criticalﬂcglglé@é)%%#gbei ng
executed on the same nodule, based on the conparison of the real-tine
control systemstate variable 5 paraneters_against reference control system
state variable paraneters. 3. The appar‘atll%—of Claiml, wherein said status
nonitor is operable to nonitor failures wi thin individual conputational

partitions or progesseghelédbphrafiltcofORAMA UsheleittA RtdmaMishfiutafishdl
status nonitor is operable to select key control system state variable

paraneters fo NiLLQRI t S | rej i
Syt em cont rof 1A ndbleRCare maraARDR, £ 47 ilerSrilelt partlef. Brdoed, br
system processes, if the  co rison of .the real-tinge systemstaje variable
paranet ers agHiqrite fpedng e@ér{PPBﬁoré”y%toérngquleé{'%ﬁr%/t&BISe'npér Iaps
results in a value that is not expected wth respect to the reference
control systefRPlstlAti®Nvari abl e paraneters. 20

5
8. A fault detection system for a single processor system
partitioned to operate, monitor and control more than one flight critical
process, comprising:
10 a single partitioned processor for simultaneously operating more

than one flight control software related process;

a status monitor for monitoring validity of real-time control

system state variable parameters operating within said processor, the control

15 system state variable parameters characterizing a plurality of critical systems
that communicate via at least one bus, wherein the control system state

variables are present on the at least one bus;

a state comparator comparing the reference control system

20  state variables with respect to expected system state variable conditions;

variable producing controller and variable consuming controller
for validating output command validity based on expected individual state

variable conditions; and



6. The apparatus of Claim1l, wherein said nonitor provides full critical
closed | gop nopnitoring and said controller provides term i ] %Jn a
control %8?)‘./44% 01/ 44881 PCT/ US00/ 33865 - 18 7. The app%?gf‘%@"%\jfsk aiml,
wherein the internal conputational state variables are made available to
an i ndependent partition, process, or nodule for independent nonitoring of
internediate steps in a functions calcul®ton. 5 8. A fault detection
system for a single processor system partitioned to operate, nonitor and
control nore than one flight critical process, conprising: 10 a single
partitioned processor for sinultaneously operating nore than one flight
control software relate T LWL Qr nitoring validity
of real-tinme control 53¥$@§5§?§FEQU§$?%§f€5%§¥%3%¥%?§“%§erating Wi t hin
sai d processor, the control 15 systemstate variable paraneters
characterizing a plurality of critical systems that comuni cate via at

| east one bus, wherein the control systemstate variables are present on
the at | east one bus;



a state conparator conparing the reference control system 20 state
variables with respect to expected systemstate variable ;

vari abl e 8r06/(§ﬂ&§|1 ng controller and variabl e consum ng cont ro /I%géd@%r%

val i dati ng out put command validity based on expected individual state

vari abl e conditions; and WO 01/44881 PCT/USOQ 33865 - 19 nenory for
storing state variable paraneters. WD-612B4881 PCT/ US00/ 33865 - 20 9. The
system of Cl aim8 wherein said systemcontroller further conprises a

termnation for fajled e ks oY SIEE SWHERIH safdfs%ﬁsttémgcdmﬁguepmr@érl on of
other critical systens, being executed on the same rpdule, based on the

conpari son of, fhig;deal ri Hﬁné&EHH Q! f?ye%t %Pihé%l E?stéf'ﬂs dhBuP aT%rcﬁEﬁtt%s

agai nst r ef erenee con em State vari ranmeters. e system
of Claim8, wherejn s@gﬂ stat.us m)n%tor hs operab e, to,monitor fajlures

wi thin indi viQREERUI S ABET GHUFAl RYSISTP oREING SYrdtied Qi the $gmey m 'syst em

of Caim8, wherein said status nonitor is operable to select key control
syst em st at e basedapn ethgaFampaesan f&r th@orﬁqlﬂrm@lgconi@l systens ysiatervarialieai m 8,
wherein said systemcontroller is

5 parameters against reference control system state variable parameters.

10.  The system of Claim 8, wherein said status monitor is operable

to monitor failures within individual computational partitions or processes.

10 11.  The system of Claim 8, wherein said status monitor is operable

to select key control system state variable parameters for monitoring.

12.  The system of Claim 8, wherein said system controller is

operable to terminate any one of the critical system processes if the

15 comparison of the real-time system state variable parameters against
reference control system state variable parameters results in a value that is

not expected with respect to the reference control system state variable

parameters.

20 13.  The system of Claim 8, wherein said monitor provides full critical
closed loop monitoring and said controller provides termination within a control

loop.



operable to term nate any one of the critical systemprocesses if the 15

conparis f e real-time systemstate variabl e paranmet 5 39853%84
ref erenc c@ﬁ‘t“%%l system state variable paranmeters results in a vaﬁue t hat

is not expected with respect to the reference control systemstate
variable paraneters. 20 13. The system qf, Caim8, wherein said nonitor
provides full critical closed | oop m)WthIrT"ng and said controller provides
termnation within a control |oop. WO 01/44881 PCT/US00/ 33865 - 21 14.

The system of O ai m8, Whergstent bECiathed, WeHersiprthetimteirznabmpugitonayvstateabl es
are made avail able to an independent partition, process, or nodule for

I ndependent tdLREd t% ade V2l gBIRI Bl RHEPENdEht it inPOSssabF HIPN- 5

15. A nmethod for fau etection within a systemthat executes, nonitors

ransm s da 2 Gasended Bl b e MeuBlReh Setsahr e XS ERMAIR 1 ng
conputation and I/0O nodul es of a system the nethod conprising: 10

nonitoring the status of real-tinme control system state variable
paranmeters, the control systemstate variable paraneters characterizing a
plurality3of critital spsmeitiod e fatdindeisictian evighintasybigsm thakexeeutele
control

monitors and controls multiple function within a single processor system that

transmits data signals over at least one signal path via a bus connecting

computation and 1/0O modules of a system, the method comprising:

10 monitoring the status of real-time control system state variable
parameters, the control system state variable parameters characterizing a
plurality of critical systems that communicate on the bus, wherein the control

system state variables are present on the bus;

15 comparing the reference control system state variables with

respect to expected system state variable conditions; and

vélidating output command validity based on expected individual
state variable conditions.
20
16.  The method of claim 15 wherein said output command validity

is stored in a memory.



system state variables are present on the bus; 15 conparing the reference
control tate variables with respect to expected @%&r&b iRt e

vari abl e%%l(gﬁlz{}}@ons; and val i dati ng output command val i di t%y ase/g on
expected individual state variable conditions. 20 16. The nethod of claim
15 wherein said output command validity is stored in a nenory. WO 01/44881

PCT/ US00/ 33865 - 22 17. The nethod of TI# nr15 wherein said expect ed
system state variable conditions are retrieved froma nenory. 18. The

net hod of clai m 15 1gher ghe mRHIPLF BRiAS1P WIrERNESd idXpectdd SpstBANSHIkS t hat
are conducting said processes. 19. The nethod of claim 15 wherein

moni toring is,gondUctRdingnd fe rAHeRY Péhia H1fen~?cﬂ'ﬂ/d partitioned processor

archi tecture.

18.  The method of claim 15 wherein monitoring is programmed into

5 components that are conducting said processes.

19.  The method of claim 15 wherein monitoring is conducted via a

bus as part of said partitioned processor architecture.



