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MANAG NGACTI VATI ONOF CARDHOLDERS | NASECURE

AUTHENTI CATI ONPROGRAM CROSS- REFERENCES TO RELATED
WORRISIOE2EE ONS [ 0001] This application clai ms pPCOMISRON4/021398

to U.S. Provisional Patent Application No. 60/484, 927,

entitled "Managi ng Activation of Cardholders in a

Secure Authentication Program" filed July 2, 20083,

ST G RICERAL N OE ARSI ORERS N A ducure

El ectronic co a8 sed by
consuners to gw p]uErjEcEggéafﬁr)ng%ﬁc ants over the

Internet. Electronic commerce cards include credit
cards, debit cards, prepaid purchase cards, travel
cards, O CROSS-BERER ENESTORELATED ARPILICAITTONS ead of

cash to purchase goods.or services. Qne e | e of an.
[00034 ¢ Hedpt drpeatinn. SIADEnpeEy| @sﬁgc}rrawaoaéf ?’ta nt Application No.
60/4@?9‘32@%%&?@ 'BETEUAEAACHVALACH! Icedidideré NE 4 'SRLAR W @kntication

wth an electronfc commerce card. To nake a purchase
Programl,'i filed Julye, 2008 wiesh inusbrgoraied bieraferengralssew for @l purposes.

ot her identifying information associated with the

el ectronic comerce card. This ensures that the person
possessing the electronic commerce card is actually

aut hori zed to BAECKGROBNR OFohiHE INYHNEFEN card. [ 0003]
| egt r.oni.c c C hat
o, EEOE (TGS S5, AT SO S e s
from Ghdrelidnfg o v e flarcatod b Fledt@inits cdrameriecdady mctude credit cards, debit

aut henti cated transactions. However, for an i
cardsg preR@AtIUEchapo RardyJFavRl ea8dh & SO¥ o8 fsystem; thalngagy beypsed instead of
b | ar b ' » enabl
cash B BRcSlse"Yodls |G AFEUIDOhe ShafBleriowt St o afifh BTl enables o
cardhbbiiee rio adskodigte t 4 @assutond niri ethen odentfste ipfoanpioc edir en electronic
referr d_}ecl)_a card activatio in order to co

B BPLE! Sasbhvord
commiee: ffSe. Tormake AepiPhasfoRfing; 18y GRREmEs fRigrgvide the password or
otherSHORRIRAY RIREEES aRdciaRE WRRthd SlebBSiic S8mBRrdOkarli Nerhis ensures
merchant. [0004] Therefore, it is desirable to provide
that the edison qussbssing gl alerioonic comnuhiemeayd is @ctially quthosizediing use the
electid lg%rg{%ilerrti es with a system enabling cardholders to
CCUQRICCIRIRT - cards at any convenient opportunity. It
is further desirable that the system provides
[0003] 5 Blsefrerae sCORmEca Wé&il 250G gfiangcean encourage merchants to support

authentication systems by offering more favorable terms to merchants for authenticated

transactions. However, for an authentication system to be successful, it must be adopted by a
large number of cardholders. Previously, card issuers have required unauthenticated
cardholders to enroll in the authentication system, a procedure referred to as card activation,
in order to complete a purchase. This requirement disrupts consumers' shopping process and

can lead to lost sales for the merchant.

[0004] Therefore, it is desirable to provide credit card associations, merchants, card issuers,
and other parties with a system enabling cardholders to activate their cards at any convenient
opportunity. It is further desirable that the system provides cardholders with a way to contact

the card issuer for support.
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the card issuer for support.BR EF SUMVARY OF THE
I NVENTI ON [ 0005] Merchants or other third parties can
waddsan3ereti vation link on their Internet sitePCThS2004/021398
activation link can be associated with text or an
I mage, for ex i nk can be
presented to %gggﬁsﬁgérs 9?@??Fﬁgh§¥% nteFLet site
[0005pr iMErchant$ beothér third peigies tan dddani aogvaildnrlﬂﬂmﬂcﬂhem fintetdptosite. The
sel ecting the activation |ink, car dhol der
activatiem; 1k aRB ber s SORAled, B IRT A, ITPRE émwlﬁ&nlog?t dhg gtivation
link B8 b8 \1?96%91%@& % dr&l?olﬂ&g %ﬁﬂﬁ% Jn%téi‘ﬁ]e)f shé 'bﬁBP{odﬁE ’caﬂlﬂloﬂ@r initiating
actrvation site specifically tailored to the referring
a transactien. Upon exleogi gethh aviivegioh rimhdat paydlaeldercis atdickctadtth attiration site.
referring site. [0006] .| n. odi nent stem ) .
The qofivitiom eGP erPaiaai g 1ar ay e qlady i Easlation site
speclﬁ@aﬁlc} tlaﬂor%@ t8Yhd ARt dileN fR' RAMPM hAAGhg RmdaHy h9Rbdiht8d with the
enrol I ment website, an activation |ink directing a
referrgmrsiiiol der systemto the initial enrollnment website,
and an access control server directory including a
[0006]i rTRGHGMbAMmER LSRR Nrinitiasey thefehrolhadin ofiae elsestromc commerce
control server is associated wth at |east one of
card ¥y 4y aythenyicafion progran durdpdes aprpitiah ppiolmegh Wgbyiive AR activation link

direc (é)g‘ g%ﬁhélﬁeﬁgg%ﬁr? th @ LRGP EMEIABENER: h”ﬁfﬁt arl ﬁ&@%séontrol server

ectronic conmerce car romthe card
direct®yss iindit ® acmmum‘rycm gccedre carrod | serverst r&qhuemes‘s contrel server is
access control se g]re tory, and to rec ive

assocgigdo ek icapt sy Y GRS B T Bt relapsp ebsice i

adaptd foe&Eéi{/y an éﬂoflﬁ%ﬁﬂ@&&s{ fr hh ele8isRb boMAterdeall Bl tAdcardholder
I ndicating the electronic conmerce card is eligible

systethpto mnmmumwntthe ervellingiittriequesitortbe aesas cowlted iseer directory, and to

e e SR AP SbSPhet DEuBa S0k e Lo o e
enrol RS SFo@oh GhdisRIngahe ais&sHi@éfimeick Rardrie effiblider enrollment, the
lurality of card issuers providing the electronic

initiat errenert webstle I Boibe) adapted to ei@dlﬁ:éﬂ pEsHiolfsn systerp do a secondary
enrolf3 ngn?lxlzé{)%ﬁé as fc?a':[égawlt%nthena% ﬂrc]l sﬁglﬂc ggéggﬁﬁqg@ﬁtht&% of the

actess control server aSSOCIate
pluratylfahidtiysuefs ;&avﬁmgstﬁmae&rmmwrﬂna@e thel. el ectronic
comerce card supports the authentication program The

000'@ cd R&%epémﬁ‘&&ﬁ%ﬁt AL OmSS rn‘{i%ﬁﬁat‘i%)/lnbfﬂl%él%?ufditratlon that the
access control “server an indication of whet

accesk h@n&ob easec associtedseith smesauﬁ) por pleralite cdutané nssuelat lproﬁldlng the

ccsER0L S L0008 L1, 80 5% 20 Bt AEn By of s

control servers may include for each access control server an indication of whether the access

control server supports the authentication program.

[0008] In an additional embodiment, the activation link is provided by a merchant website.

The initial enrollment site may include branding associated with the merchant website.

[0009] In another embodiment, the secondary activation website is adapted to collects
authentication information from cardholder system. In a further embodiment, the secondary
activation website is adapted to return customer service information to the cardholder system.
In still another embodiment, the enrollment request includes information identifying the one

of the plurality of card issuers providing the electronic commerce card. The information
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The initial enrollnment site may include branding
associated with the nerchant website. [0009] In

wanaisheso2zenbodi ment, the secondary activati on ReDRISE@®4/021398
is adapted to collects authentication information from

1dentﬁzlﬁg qgé gﬁ‘é of ¥ind }Zlﬂ}ah:;'}y of‘B;rHrlgslﬁSI[s @g@%ﬁggﬁ%@oelectn%ﬁlc commerce card

ary activ siters retur
includassit teastra [setivn ofan ¢léaromid doamméroe tre nuﬁibéhol der system
hi still another enbodi nent, the enroll nment request

[001 O]nC]!n 23n 18 1ﬁﬁﬂﬁtén%dirg@fﬁt1hfr¥é\ﬁ5gf% gee% ﬁ&@mﬁﬁaﬁcﬁethat the one of the

uralty of card i1ssuers pro ectronic
plurahtymfeqac@ssmrsi profhding rtifeoq:lntatqnmccdmmbncfs yariysupperts e @fthentication

pmgr@he & cge%saF%lqo C’s%&érg g{re:?ﬁ gf?’;lg aj teé g%) Fq%s%yhglpealé;ﬁgstsrc%%trgl server

assoc@t &Lt BhE of MRTHRIrE Rty rc@rdﬂb'ﬁf@%rpro{u@%%e ERctf&lic @mmerce card to
addi ti onal enbodi ment, in response to det ermi nati on

determfngtif theeclestmoniss cogm@erpa; oard|is @1yg1blfe fglaeraollmgmeAgldltlonally, the access
r [ n car rts. the

contrQl eg tdlﬂg%t%)%}grs] %d%’g%c{r g) nl{e&mze a gc SISSPOB%t ﬁgﬁqgg pCesss control server

assocChtd&B@itl@ bite bStha@apilig of Gard U tidhs pheridiag GRscl€dhicommerce card.
server associated wth one of the plurali ty of card

0011]SSHERLS CAL I CoRITMREG

[ Aet er mi ﬁ%@? Qﬁ Ifjg@t ?%ﬁl%E%gn?r%rﬁce car% 'S e?ltyo 1sb|adapted o

comnfprcagn av| dnmihhentAtddmdst omahl atteniphed emodssnt (aMGlsmIcontrol server in

P e SHESSAE Y 5 2B e R SCELYE o UL roviing

electt®hicltopmeer& carid8oddl ek Alppbits %He a%ﬁfeﬁhéa?ﬁﬂ%@gr%ov' di ng
the el ectronic conmerce card. [0011] In a further

enbodi nent, the access control server directory is
adapted to conmmuni cate an enrol |l nent request to an

attenpt ed enBRIFFBESCRIBEEIN OMTHBIDBAWIBIGS N response
a determnation that the one of the plurality of

l0012d o Fhe leugioa Vet ogidgscaiged Hathapisemes i the deaings én Bhicd:

does not supports the authentication program BRIEF
FigurDE SORitRTES @y rioF ddddRtrDRANCMGSu AL 2dtiohlsestemviedt arah wi | |
be described with reference to the drawi ngs, in which:

Figur€ 'Zgﬂﬁﬁtréteé | |é§f§i€ﬁ@%§§>hﬁ% Rfa{d?l'bldéﬁc?d"ﬁétﬁ}a'tez ﬁﬁlr‘:@efr@s according to an
authentication system 100; and Figure 2 illustrates a

embodiyeami af dgatentign.car dhol ders to activate their cards
according to an enbodi nent of the invention. DETAILED
DESCRI PTI ON OF THE | NVENTI ON [0013] Figure 1
illustrates a prior decentralized card authentication

syst em 100DE3yJLER REBCRAAPOSOF Jrttih SNYERNT IO be
[0013FUHERE € AhSHattl 8 hril el Bligsd OB Gt RITRLE Sy§R100. System

100 enables cardholders to be authenticated when making electronic commerce card
purchases online. Cardholder system 105 initiates an online purchase by accessing a
merchant computer 110. In an embodiment, cardholder system 105 accesses a website
provided by the merchant computer 110 via the Internet via a web browser. Alternatively,
cardholder system 105 can access the merchant computer 110 via an alternate electronic
communications network. The cardholder system 105 can be any type of communications

device, for example a personal computer, a personal digital assistant, or a telephone.

[0014] To complete a purchase, a cardholder uses the cardholder system 105 to submit her

electronic commerce card information 150, such as a card number and expiration date, to the
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pur chases online. Cardhol der system 105 initiates an

onli ne purchase by accessing a nerchant conputer 110.
wono@mwosarpodi ment , cardhol der system 105 accesBes/U82004/021398

website provided by the nerchant conputer 110 via the

I nternet .viia.a web browser. Alternatiyv .
merceh Bl 9807 R RUBITHRE el bbbl Einton SRLEOTHER s s e
used frtbBchRhin@lab6hd, athligomBelbctatic eosmitedenarKinfomeation 150.

car dhol der system 105 can be any type of

[0015‘30"&5%& akd QNS %f‘e\é{rfiﬁa.c%&?nﬁ%@&?h EnBrRRROMR the merchant system
omput’ér, a personal digital assistant, or a
initiatee | sphahentich@il AfocTdure dopdetdrmie pheitbase elacttaridohuiemnce card

i uses t he cardhol der system 105 tqQ subm t I .
inforigpgan lgiHiE A0S P RAToH Y G rOgHd St dh S lgembodiment

of sys@hA 100TRREe AR nBNBIHATd QR HRL Bominerck NGRBIiSHBAL  F48h &Bctronic
110. I'n an enbodi nent, a secure comuni cati on system
comnsarcthcad i$8kr is wspaneibld fur aaklenteatmgritscawn clestronigcloguierge cards.
To e LR TG FRTEh 88e 35t ORRNEPLL A0, 0 ek B8Py 10
must l6tay B bi@Bntlalon tieicoBF Gleaiéctoyit @mrhété cat@ssuanassociated with
aut henti cation procedure to determ ne whether the
the clepteni¢ enraerse sAsriBRrBaien 13 ormation is valid and has
been provided by an authorized cardholder. In an
[001@ODiEH mEsnchaaf sgstahesendQ, vérifging emrellmentreamusst (VEReq) 152 to a
el ectronic commerce card jssuers.. Each el.ectronic

direcioppriay el Laliodosals terarPronriaiBHaTIeH Foteryit- n Bhet ERPpdigrent. all
autheéxfiéatﬁ%eﬁjteﬁc E&ﬂﬂiuﬁicﬁ@%ﬂr"gtg C&ofdhslsd %plaﬁu LBt GAbSE ﬁlﬁ?—iu 115

ectroni c comerce C i nformati on 150, the mer chan_
integmyestt with HHOmenghant|systamel 10helleuY BReq il §2iitichries et lsasien pdrtion of the

the el ectronig.commerce card issuer associated w ce
clectipf EPERHFORFE ORI el TP REQEIHET GReCLY erbp1ay to identify
the adthEntiBRAEN 88HVics MSdoRTMRCRHS i il ddrRGIMoald dBMherce card. In an

request (VEReq) 152 to a directory server 120 to _
embodispertesachelesjsprio spiaiceccarhismar dntssigned a different rppgegf electronic
comnaoe QAYHE la&ﬂbelasl. l%ﬁ&%ﬁﬁ@&lbﬁﬁ{ {)ﬂﬂé rd?xje@t%f}fjsewm&?l 1&@1‘1&&% list of all

1 €°C60r di nated by an-authentication plug-in T11
electioficegimainete vdatd idshes ramd cthaint assacsdtaime et Qonid henifidree cif? number

includes at least a portion of the electronic co rc )
rangegarRy PAFRATHG the §lesBenie somE et yrfpHRAtATY, with Sy [istof ‘electronic

comny&bd Yard %%su%f% e it dodory h& Akt PRtk calil o fRLMEF8he appropriate

assocl ated wth the cardhol der’s el ectronic cormerce
authepficadionlsarvare. enbodi nent, each el ectronic commerce card
i ssuer is assigned a different range of electronic

[001’@omﬁéﬁﬁeﬁ@fy%gnﬂﬁ%f&nﬁa—a}ﬁﬂbﬁ LR ithe Bfre@bryt Rever 120 forwards the

irectory sérver 120 includes a list of all electronic, ,
VERemrh¥ér e ag agcdedsseandiod sergr t(A61S) &% gesostatedl avithc theogprd issuer’s

authehfoaton Service, dTHel:J EK‘&%‘ 125 determines whether the card information provided in

the VEReq 154 can be authenticated. Card information may not be able to be authenticated
by the ACS 125 if, for example, the card information does not include a valid electronic
commerce card number, or if there is no authentication information associated with the

electronic commerce card number.

[0018] If the electronic commerce card information provided in the VEReq 154 can be
authenticated, the ACS 125 sends a verified enrollment response (VERes) 156 back to the
directory server 120. The VERes 156 includes a message indicating that the ACS 125 can
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ranges. By conparing the electronic comerce card
information with the list of electronic conmerce card

wOge0s@03924t he directory server 120 is able to pdemsS2doy/021398
t he appropriate aut henti cation service. [0017] After

w50 05 BT B 4S5, 5 B o e

card sanber ThApSJuddanm ass be by @@e of bdidet dr@waedthat sdnetc lﬁnquely linked
aut henti.cation servijce. CS 125 determ nes whet

to cagdygiorgiagion hvah%@SoWSp%té\/haEféalm% The ViBre glse dac E‘éﬁﬁ %ERL to be
bl
acces@ttf Eg'ﬂ{e' &?&]‘?Ogd%*%%tﬁrg fg&g&%@ieﬁg, ;ff?l’hen&&dl% &! l%ﬁts%tgﬁ leO, the

aut heent'i cat or exanp
URL iinassocraed onithdowsb sidt piomcled g the RaISi IQSeIIéImmmnelmng a VERes from

rce card nunber i f the IS t henti cation
the AR RIS 6 R Gubtitrean 20 Mperis eV BRER 1 P el 6 Bbmshenpystom 110,
card nunber. [0018] If the electronic conmerce card
[0019}] nf Bromatlicorecpived; (Vdegkes) thet inerchERexystEsY | tAugenssates an authentication
t he verifie

reaudfb pEReb BRG] "k Tne % Flreliorght biadnl B ATH. 125 ana

transadiien YEBEBatlcatisbdtidi ¢t & h he ReERUEr s Elbspatt Gl flake.t Tﬁe merchant
ACS 125 canauthenticate the electronic comerce ca

systemnthep ey %oauglﬁagé%@@rfyﬁ\l%bﬁﬁ%‘péhﬁjPﬁéh‘?léel’c p@te@aﬂQS In an
emboﬁu T the Zﬂﬁeﬁ?&H@f pééﬂﬂ}asq fe!?l? c?ﬁlxé Cé%ﬁ?gldg; 85 Wi th a web page

er that can 0 Car orrra
havinlgya tadeeddosd ch2imatd, audhaztsezrn I-Iil"ff‘P redinest, \tEI%Welalsrm hosted by the ACS

¢l udes a t by.t he car dhol der m
125. 11388 pigd paeha ?.%@?@S@?@ﬁia@ 11%1&1% mﬁamag%f%ﬁﬁpewﬁam system

110.the URL is associated with a web site provided by the
ACS 125. Upon receiving a VERes fromthe ACS 125, the
158 Lo t he

o.f
ooz ERRiobes Beahie e ol ol Ereeml e EOFLbE b Ao 110, the

cardhbltRr EREEN 208 a¥sses 1624 OcB SRHEhaHEBhPhe NEH €M .| BAlccRing this web
request. The authentication request includes the

site, thg @@Fébﬁ*?ﬁﬁ vitean 8o Bipplierethadd’S 325 with the nersdenyroeriginally created
bythé R@rﬁptl %Igggsom ated with the cardhol der's

ospec I've purchase. The nerchant systemthen
[00213 g: d@écahoiciﬁg ;J téqi;e@r:‘%%é:n%fclﬁtggn ! %ﬂ%géﬁ ﬁ% ﬁg}lt &;péentmg authentication
inforRsti T84 t%Qﬁé QIBIF] El?é]r%gﬁfdeﬂ %g?lﬁanfkcgol 2%5N6y gﬁ‘ EARBEAR:, the cardholder

system 105 w pag aving a redirection
authenmmanhhr slagiity dsy aroviiiP to ébié rA<CS 126 @ passwiordiot eother identifying

infor o T ARG AT Lt RRERSHORE PR ik " poeigS uses the.
pseudbd¥m provided by the cardholder system to identify the electronic commerce card being
supplied by the cardholder and retrieve authentication information previously associated with
the electronic commerce card. In an embodiment, the ACS 125 matches the pseudonym
received via the authentication request 162 with the pseudonym previously created for VERes
156. In a further embodiment, the pseudonym expires after a limited period of time, for

example five minutes, to prevent fraudulent reuse of the authentication request.

[0022] The ACS 125 returns an authentication response 166 to the cardholder system 105.
The cardholder system 105 in turn forwards the authentication response 168 to the merchant
system 110. If the authentication information 164 provided by the cardholder matches the

authentication information previously associated with the electronic commerce card, the
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[0020] In response the authentication request received

fromthe nerchant system 110, the cardhol der system
waQssaosrsses 162 a web site hosted by the ACSPQRAS200m/021398

accessing this web site, the cardhol der system 105

autheﬁtlrllcgagl ?ésggrtﬂs% Agigézafsm\%stag ﬁ@%ﬁgéf &F‘gg‘%ﬁuﬁéﬁlgbﬁ%d Was successful.

Altergaiveyol tﬂeradth)ermuhﬂ[rﬁntrespanm cherinchidat a tiypedsyep rieéieaﬁn'gn ghat the

s Blien L 20 hofor Llen 208 L0 e MR LS o ntuts

errore eqaahgﬁlh%%ﬂ'égﬁll ﬁ@&ﬁﬁerﬁ%ﬁtldrgﬁﬂﬁﬂet y by providing to

a passmor or ot her |dent|fy|ng

i on pre ssoci.ated W th el ect roni,c
10023) o el bpcnding e A58%GLR FFanthistio S AfeEfii Pk 110 2
copy BY tHehARititeatiehiRndesposys | €MstLeni @it duftbentib&idl IEslorOSreer 135. The
conmerce card being supplied by the cardhol| der and

autheptéeation hitsteryspraat | Pampistrinsvinorelive ohalpputhensiatigns performed by the
systelgf;l%)gc :@Lnﬁme{l{]&uﬂl@%ﬁ?’ﬁg& 59 l%11§ ?%HEJ S rgg(%rﬂ }trl?ér Eehggﬁb\}% system
105 ot éthbhehiRUupfeNEYstehd Giont Wﬁlgl\ﬁﬁh thé hoﬁtbﬁts psfethd onytantication
previously created for VERes 156. i a further
respogfbodi nent, the pseudonym expires after a linited
peri od of t ime, for exanple five mnutes, to prevent
[0024]r audist exctiviryihe aothettiatiautésponsed&B] e merguems systgrd02Q validates
The ACS 125 retur thenticatio response 6,to0
the apiiEnEAPBR GRSy e ARUGS: i auERMAUPHAFTEyRs difva Bt merchant

systetn ToUfiRdt {QEHRIES didial gﬁ&‘:ﬁf&t dsGaHiAted wiSpe RethedBéhtion response to
the nmerchant system 11 he aut hentication

ensurk mifiad theme hasmot baelmty\xamewrtgj Qnps thapwheitigatiomiesipanss is ¢psermined

o v PSP S 8 RSP 0y B R RBP4 s o

the afiBERAAESEN t@pbﬂb@ﬁéﬁe andIp&gag /lctendlireal iatthettiation h!ﬁs been successful.
aut henti cation was successful. Alternatjvel

If thegauilieaheationtyasmot susesisl. thamersheptayster Hikshal ééhe transaction. If the
authe#xﬂg{tﬁﬁ%ﬁ%g&%%fuf b Ecﬁﬁﬁt k&@l&ll A9 daflcbffhud Witk the transactmn by

ment’, authentication response al
initiating lauclesgaro el efect‘rmde dodemrcé yhamigptolwaled elays dire i:andholder In an

aut hentication failur 0023], | ddition to send] s
N TN R e M I TS R
the cér?l%foﬁn&tﬁﬁytooaf ch DGR | TR LA aE@lﬁfé@ﬁ‘ﬁe?P sefids 1% chefte request

to an authentication history server 135
over apnlwntcmdaassmatmstebmrkﬁés vebe pBBessad hvaﬁhmle@trprm edinmpgree card

e AT R S LSRGy AP

and PrEYeiddrnButehagbal eversitatiem Ve, Oxhich hﬁﬂlcmbs rtlatpée t lectronic
systens fromtanpering with the contents of the
comrpgret end ihasbgensuccessfully verified, is included with the charge request.

[0025] TFigure 2 illustrates a system 200 enabling cardholders to activate their cards
according to an embodiment of the invention. In this embodiment, a cardholder system 205
accesses 207 a merchant or other third party computer 210. In an embodiment, cardholder
system 205 accesses 207 a website provided by the merchant computer 210 via the Internet
via a web browser. Alternatively, cardholder system 205 can access 207 the merchant

computer 210 via an alternate electronic communications network. The cardholder system
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response. [0024] After receiving the authentication
response 168, the nerchant system 110 val i dates the
waubds@masdzeat i on response. To validate the PCT/US2004/021398
aut henti cati on response 168, the nmerchant system 110
. ti e i o . :
205 op) 0¥ il Sl ictiBh iy BBBIAERAR, otable o personal
digitahadsideew,roranylepleonieer i ng. Once the authentication
response is determned to have arrived intact, and the
[0026] es’ﬂ@‘xﬁ@roh?ntfcgfnph{%? sYREHOSD _p%x}i@ésr@ﬁ}hﬁérlﬁﬂtbg? §th&%ypd Bfreference
contents of the authentication resporise are anal %ed
to the sadboEenisysternf2Gut At hywtlingn rbfsederassuc eebetioh  linki can be
assocgq}héd[ \gﬁfx ?e%gtolﬁ gﬁ {i@ggeh orf egcglﬁ@‘lj‘eiéj fo?&%:s f]lcjalnt ! %%inqgr{t,c t@l%%%tivation link
can bapkReitbd erthie @BrdhBRIeS $&e@s 303 isitiBanMRIcER Bie H ST B8Thd ddddholder
can continue with the transaction by initiating a
systeigh 9y énitigtinghe whnseetiosni &0t crABplee & srechanbwebside logn tfhature the
- | de e ' - r t tem 110
oGNP S AR LB TR 0L by 210 on
provid@inderntivieo tomt icardhbidegtocat shiragtie eadhdldér to Thigiataicvation.
acquirer then sends the charge request over a private
00278ar bak i rikil :
O B B T dea 212 0 an
activatimnckite| 31 5a The wtteratientsodi2iéman tena ebwarior site titadatdorc eardholder
¢ i ndicator and a (iarciho&.?er Aut hentication Verifi i on h
SYSteRS PRI B Pt ok B Bhof Y Hlared e eliaght s Ctnifistdgng merchant
systefa@1d, bAg sHe§Fbcitan§Ssloitd % herbibhBy mbhhfiGitdRA ehhpPle having
the charge request. [0025] Figure Z illustrates a
brandgngsaseoniGdweth dlnd iefryricametbboteits 200. activate their
cards according to an enbodi nent of the invention. In

[0028] hi BheearhioghicTegite, 218 Sramphiohe esirdByIgtesys&ab 208 €L &fesallo a portion
a nerchant or other third j{:)arty computer 210. In an

of theahglerdiomicniommaetics iy debsy s Teismidoamationekldds regrned to the activation
s YE0She: B O\ DUkl IURAL IROTRU 1 2 s s con o
activaggist dm &20Bmbadingeat; ebs 2017 atdoeiatien dhdundescomputber oZ liidependently

[ | t t | [ icati t . .
op era\ﬁ/}h g cggq, g%glég ?ea@y afg%%g nllgéyl Cq%g]pgg;,&?ty Iﬁlg)q)gftn ﬁle\/\gertrlé associations

autheRQEHA sGRMh 0N 148 eh®BdinieRl, 2R ABRoRicEREh&BHBhrd can be activated if
conputer, a personal digital assistant, or a
the carélsspdropeponfioB2e}] isTiieg therdéranoniconputres caystf dm Gidholder system
rovides a er.ll.nk or.other type of reference to .th
205 BaRihofR et CYBRURTEs ol g BTy, T UPRRRER (Bl e car
issuertdupp6itd thataugRntitdtion sG@Bmben anbedinhes) tht tabtivgih s@E 22 encrypts

_i.mage, for exanple a logo. In an enbodi nent, the
the infprmatian 2 bAinte gerification request 219. The verification request 219 is forwarded

to a card issuer directory server 220,

[0029] The card issuer directory server 220 determines whether the access control server
(ACS) associated with the card issuer supports the authentication system. In an embodiment,
the directory server 220 maintains a listing of all of the ACS systems operating within the
system 200 by the plurality of card issuers. In this example, ACS 225 is associated with the
card issuer that issued the electronic commerce card used by the cardholder system 105. If
the ACS 225 supports the authentication system, the ACS 225 is queried 227 by the directory

server 220 to determine whether the electronic commerce card used by the cardholder system
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can be presented to the cardhol der system 205 visiting

an Internet site prior to the cardhol der system 105
woOonbdsicasdzmg a transacti on. For exanple, a merchRamtus2004/021398

website can feature the activation link on its

205 DQIBRAOL VLA o@%ﬁ%‘fb’l@ﬁﬁlacﬁvgﬁ)ﬁ' L ACtSh?Z%]gﬁgFgoe rthet (c)lirectory

system 210 can de incentives to the car
servegh gl querE 2t2ﬁeWI¢lath¢mi¢od!@mct @mmeérce atrd'saantolimernt amformation 229. If

n _selectin ctivat.ion i th )
the oledPGHE FRRRRTE LET BUgiailS fag piting g S spch Hiready activated, an
embo@fhdny @‘f|tl®er§bﬂ1%e@t115forﬂﬁﬁo@929 Yrﬁﬂlhdé@ aSURE 1 %uﬁﬁ!hgbﬁe A ctivation
generic site intended for cardhol der systens referred

procepsyom g Apd 285. alhsl divegiory serpér A20rferveardsl2 Wetherearvtllment information

S udi ng nmerchant system 210, or a site
tOthea\éégaq@csétFP?/gtal lored to the referring nmerchant site,

f or__exanpl e havi ng brandi ng associated with the

[0030] ot BheracHyetingr i 2dp rejeries shpoenrgliyogre infyreatie 3314from the card issuer
d1rect§f}1 Serder 20" OffphS eﬂé?ﬁirﬁel AT caRY R quﬂglg Joi Qctﬁfgﬁﬁ{ and has not

or a portion o el'ectronic
alreadjwdueatﬁd Tthe sctivation k¢ 2 bhut The snrmeHnmﬁﬂ)rtnatlmh 231 to redirect 233

tiyat where it det erm ne
the oA 20 G r S BB EE Bar Bocis BUNGUER Tt 33 collects
a perdoﬁalaﬁhsmﬂdélﬁe&her M&@urﬁQﬁfd)nﬁﬁ&PQ?ﬁ 8 {RAHIRRIR sy?"][em 205 to

nunber of md;&en ently operating card |ssuers,
verifyp thankirdholders dtentityy anbdtactivaspche déntrooir domBETTi aetrdoné"he ACS

t Ll S
v 10RO GOV D A8 A & GIROS DAL, fntormpign and 1o
record SBdl@ctivapoigoilatioh0kudhs a4liangadshor®! ®Ché AREE t6 ONMRSERate the
of the cardhol der system 205 supports the card

Cardh%@%% ifentity hen éhﬂ%ﬁfhe@é%qtr@ﬁwscygﬂ@we qasd st g prerchases.
whet her the card issuer supports the authentication
[0031$y§hanﬁ1rthﬂ exntiniti et nif thd carbéssaet divdtdroRevet 22(Rd&ermines that the

r s the ormatjion 217 into a verification
ACS 52&% Rag i1 R oPues06R TPb giRpsrt Sreganthentigatign: gustpm, the
directbiy Rr&RNI0I REHE 241 LEALATHioRE tY &hpt2R0s 248! O erl%\ﬁvgﬁaﬁ %ttempt

i Ssuer directory server 220 determ nes
ACS Ztxreserds it attsimpdest aativatfoxOS)uess s dcinassegk mﬁm’mingl thecardholder that

o ARG D B R B R s

ting of all of the ACS systens operating within the
[00321;y§!@é/ 2dorthyr erplodsmenta et ST actiaptipn sitei@3 S assoniatddi with a card

1ssuer$(3n§ nf&!u?n c&g%t?lgé) ﬁ’u 3597: ko%ttﬁg cX‘Pdt Esuep %, 0 cgaacllkgc@ etrﬁé/stem 205.

i'ssue on C conmrerce card us
The ccﬂa@thnfodmatlaygctkmnha&udé teléphendeimBas, supilaiddsestdieand/or URLs
aut henti catign system _the ACS 225 is queried 227 by
for cugigEcy |S?%r’§he contact information 247 can also include URLs for one or more
customer support activities, such as updating an account password or accessing and updating

account information.

[0033] Further embodiments can be envisioned to one of ordinary skill in the art after
reading the attached documents. In other embodiments, combinations or sub-combinations of
the above disclosed invention can be advantageously made. The block diagrams of the
architecture and flow charts are grouped for ease of understanding. However it should be
understood that combinations of blocks, additions of new blocks, re-arrangement of blocks,

and the like are contemplated in alternative embodiments of the present invention.



server 220 to determ ne whether the electronic
comerce card used by the cardhol der systenR05 is
wabhkowsady2act i vated or eligible for act i vati on. PTNAISA@E021398
225 responds to the directory server's 220 query 227
e . .
o344 SEoTRSBHL R e IBERSE By 8 R i it
ratheﬁthaglabfeetrfcﬁ’ﬂ/e aatsevdt wdlh, lmwbvhasberdeemk ltlﬁmd/ymem:st medifedtions and

an enbodi nent of the enroll nent n 229

changes tnaygs Maderersiio Wi Pvtaciqpﬁﬁmsrféo 2hs Brop 3%%%%@5%00136 of the

mymﬁﬁngpgﬂéggl%aﬁecﬁgﬁ;d|rectory server 220 forwards 231

he enrol I nent information to the activation site 215.

[0030] The activation site 215 receives the enroll nent
information 231 fromthe card issuer directory server
220. |If the electronic commerce card is eligible for
activation and has not already activated, the
activation site 215 uses the enrollnment information
231 to redirect 233 the cardhol der system 205 to a ACS
activation site 235. The ACS activation site 235
coll ects a personal password and ot her account
i nformati on 237 fromthe cardhol der system 205 to
verify the cardholder's identity and activate the
el ectronic commerce card. The ACS activation site 235
accesses 239 the ACS 225 to verify the cardhol der
information and to record the activation information,
such as a password, to be used to authenticate the
cardhol der's identity when they use the electronic
commerce card for future purchases. [0031] In a
further enbodinment, if the card issuer directory
server 220 determ nes that the ACS 225 associated with
the card issuer does not support the authentication
system the directory server 220 queries 241 an
Activation Attenpt ACS 245. The Activation Attenpt ACS
245 records the attenpted activation request. A
nmessage i nform ng the cardhol der that activation is
not supported by the card issuer is then returned to
t he cardhol der system 205. [0032] In yet a further
enbodi nent, the ACS activation site 235 associ ated
with a card issuer can return contact information 247
for the card issuer to the cardhol der system 205. The
contact information 247 can include tel ephone nunbers,
e-mai | addresses, and/or URLs for custoner support.
The contact information 247 can also include URLs for
one or nore customer support activities, such as
updati ng an account password or accessing and updating
account information.
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[ 0033] Further enbodi nents can be envisioned to one of

ordinary skill in the art after reading the attached
wdaocosroeseg. | n ot her enbodi nents, conbi nati onsPOT/US2004/021398

sub- conbi nati ons of the above disclosed invention can

WAPFI%@EW@JSW made. The bl ock di agrans of the
nd flow charts are grouped for ease of
under st andi ng. However it shoul d be understood that
conbi nélt.i onsA eystdrh dakinitiatidgliheicoredlngint nfan dlegukgs commerce card
enment of . blo and.the like are

m an@BW?’rer apgrll REPET APy @Fﬁé‘% PP di ment s of the present

i nvent |a@1r1m{thp§ﬁa,1hﬁsﬁm§ﬁ¢fl cation and draw ngs are,
accordingly, to be regarded in an illustrative rather

t han a aneéstivitionilipk diwspieg a pardiglier sysiomeo dhe inlial emoleent

webstt%% gqvarious nodifications and changes may be nade
ereunto without departing fromthe broader spirit

and scoepecodss thietirol Byeat dhﬁa&tcﬁy uﬁxhtduﬁg)ai tiivedtorytdfaccess control

clai ns. WHAT IS CLAIMED | S: iegstemforrnrtrat ng
servefs, galiCETss RRHECLSFIVahRsEpdelpd mﬁh&t A& B Al o g Tssuers

aut henty calih Ak RO EARInAE S HBGAIRR) MoBe afnroliment

initial enrol nt website; an activation I1nk
requedi foeen elegirenic amdhmtawardsfy@ne]m tandhobderispstemato communicate the

nrol | ment bsite; and an a scontrol ser

enrolfpied ssaiey o EraGtn ot P s G oy, Btistie SR information
from $IRS 268458 coﬁ?&@e@%ﬁ@ﬁ&t&? nzhfd% r&ffc¥ehe 3&RA6IdRE $MteM folk REondary

| east one of a plurali card issuers; wherein the
enrol|nagng M@bswﬁﬂsmqm’re(hvvlth/élbsaopess icenizelsprveriassocipied avitheongrof the
pluraﬁ{lﬂ; lglg ) arsgﬁrgf gfnlg tRE ef ?&ro%ll Ootrrrtr:ng§111%%J &r%gggésg%ﬁrése%o qhe enrollment
infor@atic ndRBting g ¢asirohio cbllﬁmm&slsmgibwfor safoViedent.

directory, to receive enrollnent information fromthe

access contrl server |rect ry, and t redjrect the
car dhol%der §§*§IS¥?FPW &laiadoiagien f earollisa Infegiion noludes an
1ndlc§f§§1QEétQB@Qcc\%stJ&nﬁbf"se?s%? §SRciaRAWif oREIMBE pRR bf"&a@&j issuers
one of the plurality of card |ssuers provi di ng
prOVIdime tbd dettramid eonooence caod suppattsithe mskquiostgort prognm
enr ol | ment infornation i ndi cating the eIectronic
commer ce caq%e

I f
system™of clal rr?'it e?aeen o?ilgenr ngr([é}ﬂ{y? afcg?srsrﬁf”iltghl Servers

includlg3cbicheh addess it bdrog dnHiadicitha o’cl"@ﬂ%ﬂfer G HcESs cBRfiM&Erver
associ ated wi.th one of the plurality of card issuers

suppgstsdhe athgnticAldonsprestaibni ¢ commerce card supports the
aut henti cation program

4, The system of claim 1, wherein the activation link is provided by a
merchant website.
5. The system of claim 4, wherein the initial enrollment site includes

branding associated with the merchant website.

6. The system of claim 1, wherein the secondary activation website is

adapted to collect authentication information from cardholder system.

10
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3. The systemof claim2, wherein the directory of
access control servers includes for each access
woanisroodo2ser ver an i ndi cati on of whether the aeCE®8$2004/021398
control server supports the authentication program 4.
The systemof claim1, wherein the activation link is
provi ded by a nerchant website. 5. The systemof claim
4, whergin thg s&ﬁb&'o@'claﬁﬁrlo{vhﬁi%ﬁi th8 lefu®]lhid6t 66 86st includes
brandi ng associated with the nerchant websjte. 6. The
informgtéameidenifymigahowne ofitheplarality pecasd sewiapipvidieg thatelesfronic
o vvebS|alIr§ is adapted to collect authentication
MRATSFHEL i on from car dhol der system 7. The system of
claim1, wherein the enroll nent request includes
i nf or meg.i on Tidenttedyof mgurhI’Vewdmxehotﬁleﬁﬁfennﬁimdﬂérttgfyimg the one of
card issuers providn el ectronic co card. .
the plgralipef s t%mrﬁproardém&ﬁh? CleseR GRS SFbIEFD R 1odst a portion
of aneflRRbATE ¥b etr&ecam"ﬁuxﬁlf)ert he plurality of card issuers
prOV|dlng e electronic comerce card includes at
| east a portion of an electronic commerce card nunber.
9. The 9syst érhestysteinaifisiaim lwiwdersimthe ecass eyl é@mrr@rectory 1s

adaptgg ﬁct &Li;ﬁr di rea\%ée?sg gg I tgoé %gr%fggaesgocileﬁecg%eth h ﬁth%gﬁ i a y c%f cardflssuers

proviégdhé SlS¢iednSc UMbt B dtibdetehpipt (e elecoomie b@rﬁrrﬁﬁfed:atd)ls
determne if the electronic commerce card js el ]I??gl(t ﬁ

ehglbrl@for@moélmq@émreﬁmnﬁ%@pa&ﬁémw@ndwéhwmf thg bl ggrd

1ssuel%q:§oﬁ %qge BEYEGd E&fmﬁgrag o slr rt o BRI ﬁllagram and to

i'C conmmerce card suppo e aut henti cat

receiyd a)qlﬁﬁmﬁpdnsiecfrdneﬁm aceesa copienl yenvensq:ssastsaied wiathnonb ef the plurality of
access contr 1;séerver associ ated with one of the

card ﬁFll?F%H’IiOYV“%:&t ES BIroe GIPRICTHCEHT i ng t he el ectronic
comerce card. 10. The systemof claim9, wherein the
access gpnt rple SYREMIT it 8L ki fheddedrl 86htidd server directory is
conmuni cate an éenrol | ment r equest to an attenpted

adapted totdmmpnicate @b ssrodiorent siuesé fosay atiemptessgapldaent gegess control

h h
o RSB T B 5 AL P s
electd@ic @uRRGLE Sarll A6t BEIoris #id Mithaariogioaprogrdm. The

systemof claim1, wherein the secondary activation

website is ) . L L
11. The system of claim 1, wherein the secondary activation website is

adapted to return customer service information to the cardholder system.

12. A method for initiating the enrollment of an electronic commerce card
in an authentication program, the method comprising:

presenting an initial enrollment website to a cardholder system in response to
the cardholder system selecting an activation link;

receiving an enrollment request from the cardholder system;

communicating the enrollment request to an access control server directory
including a directory of access control servers, each access control server associated with at
least one of a plurality of card issuers;

receiving enrollment information from the access control server directory; and

11



10
11
12
13

AN L AW N

adapted to return custoner service information to the
cardhol der system 12. A nethod for initiating the

wenowldosemt of an el ectronic commerce card i n BAT/US2004/021398
aut henti cation program the nmethod conpri sing:

prese ntr%gl%c 113%{}12% ;dﬁbld@f‘%oi B Mary GRS hent e Associated with the

cardhol der s m response to ‘the cardhol der system
accesS edreell bdrgeradsatdted/aith one bf thk pluraltgiod card ismemmprovifimethe
request fromthe cardholger syst en cogHuni

ati.ng ..t h? :
clectrgi SPHIHS e BISIPNE® trine ERRUBCH R I pifieting the electronic
comngé.réee&arr@[syel'iéfbﬁé HelicpR et rectory of access control
C

servers, e access control server associated with at
| east one of a plurality of card issuers; receivin

enrol | i8nt iTkeonetead ofrldimold, reroat tesaradlpmnt mfog%ﬁ*\%&imludes
. directory: andredi tin r.dhol de - :
o AP AP o e RSSO At By g om e

provi@@B i cERnEtonRB60E tat etppurishhonehafichthe mbgraal.i ty of
card issuers providing the electronic conmmerce card in

response to the enrol nt_information indicating the

el ectrodi c cdwmastaed %%a‘i'qgn} £3=§‘f}ie§q“bﬁ’@ ‘Q‘E?Ft(’@h?ﬁfl‘qclar%rﬂ)mml
serveils?’lpclﬁﬁgs ﬁ&&ﬁ%cféss et dsdder MGHRAEL SFaviIRRkR thd®RRtss control

Information 1 ncludes an 1 ndication that the access

serve€ Gfipbrt theanttenticsioaopregrad. wi th one of the plurality of
card issuers providing the electronic conmerce card

supports the authenticat.ion program. 14, The. . Of

oo 13; wbdrsirehet GripEE G RGT Ts abf  A R pRSidth o e
cardiDRleY §YsSerh BG b Wik@shanOvebaeh access control server an

i ndi cation of whether the access control server

supports the authentication program 15._ The nethod.of

clai m 155, whieapeibediel gt L ovhsren | n’it@_l FrBtgRipIe dncludes
bran&r%g%?%s%g&%?gg?%r%g@}&%me@ﬂger chant website. 16. The

ereln the initial enroll nment
site includes branding associated with the nerchant

websi t el7. 17. Theheetired hbclaiof 12 |faitihar including eeléacting enthentirgtion
) col.lectin ut henticati.on i nfornmation fro .dhol der
inforg gl P BH IR LD e P SRvhARIVRIEN ' 9%t

met hod of claim 12, wherein the enroll nent request
i ncl ude.  The method of claim 12, wherein the enrollment request includes

information identifying the one of the plurality of card issuers providing the electronic

commerce card.

19.  The method of claim 18, wherein the information identifying the one
of the plurality of card issuers providing the electronic commerce card includes at least a

portion of an electronic commerce card number.

20.  The method of claim 12, further including:

determining if the one of the plurality of card issuers providing the electronic
commerce card supports the authentication program in response to the enrollment request;

querying the access control server associated with one of the plurality of card
issuers providing the electronic commerce card to determine if the electronic commerce card

is eligible for enrollment in response in response to a determination that the one of the

12
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information identifying the one of the plurality of
card issuers providing the el ectronic conmmerce card.
wa20050o2met hod of claim 18, wherein the inforrarivsmo4/021398
identifying t he one of the plurality of card issuers
t he [ ot

plure A g B R P R e it R 3he Bltpentiation
progréfd; mihe nethod of claim 12, further including: ‘

determning if the one of the pluralit

¥ of card . d with
i ssuer SEHHGUE ATHGYERPORIER S 2cCesIfRBIreleservgF gssociated with one
¢ deRRRPASBspoRsd f3&h
o sZHBRR 3 SRE UL B LR PO O A BB SRRPRS kBl e
queryaissoci ated with one of the plurality of card issuers
providing the electronic comerce card to determne if

enr of | ant 1 freaeponers i ¢ AbBERAME o er m nat i on

that t heneRi&tingheRhtoliddent deqést Q@irdatte&fpﬂ&f Snrpl@whtchic s
the el ectronic comerce card supports t

contreh ek i1 (ARINSA I Befermnatidhptdbepig nfghepm@ity of g P diueEs
prov T DEaRFfEEgpRERL 58l SR G BRSREELS AL t y

conmer ce card in response to the querying. 21. The
met hod 2% clHiem&bod blklainet2, ifumlhandlimiigimg:ommni cating

an enrol ]l nent r est to .ap at

access ‘EUHRS LY ?}esrem?ie If“g?ﬁﬁﬁgrenpot tgle 51 gé&@?ﬁﬁyﬁtﬂq fipm the
secorlddBf adil B QetRitet N plurality of card issuers

providing the electronic commerce card does not

supports the authentication program 22. The net hod of

claim 12, further including: returning custoner

service information to the cardhol der systemfromthe

secondary activation website.
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