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" execited, to an information processing 10 appar at us havi ng such a
security checking function,—and to a program storage device that is
enpl oyed for the i nformati on processing appar at us.
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15 I pcr eased, hgfornation processi ng appar atuses of various types
are bei pg bﬁd@)dﬁ 7 and prograns for execution by such information
process| ng apparatuses are al so being provi ded on many types of
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Especially for information processi ng apparatuses, 20 such as video
gane nmachi nes, the nedia enployed for the di stribution of gane

pr _ > . — :
are packaged sem conduct or read only nmenmory (ROM) chi ps on which
prograns are re- corded, or CD-ROMs. 25 In the video gane
busi ness, neboo¢H4ded S t he superi - ority of a video gap@r,mmz?f

i nportant, but also the rel ative excell ence of a video gane affects
the distri- -1 -
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buti on of gane prograns. If an excell ent ganme program can be copi ed,
or imtated, and sold by a third party who IS not authorized to do
so, the value to a devel oper of that game programis |ost and the
confidence. of custoners 5 in the products of the devel oper is also
deteriorated. . Therefore, security checking functions for

exani ni ng wo 9624884 aut henticity of progranms and for prevent PEIRY680251

- 2 -

REMBLZERDEI LEDIC, MEOEHEHCEH LA

-

Do
2T, 7usS5L0RA¥EF v I L. RELT
DY SLICONTE, FRALBEXEBEICE VT, RIT£H
5 LT 2t*alVF4Fro 7 BEERIZCEHRRES
i, B2EBZ2NTWD. .
fol A, KRG ELTKRESEFL 442.486 (LI T 4
S MM LMY S) . 4,454,594 (BITF59 485% L
WSEEF 5) . 4.462.076 (LLF O 7 68%FLBRET )
10 $BVWRAAENFHBEANBARMBGE 2 -3 3315
(UT33 | BANLEBETS) SCEROKMNS 5
tRZo4 8 eRFFIcETEIhaxkHBTR, 703 .L
CHERCESEHBESOERLBENT S DOEFR
15 HBEERTAABL ALY, YERBMBERIN A
BN EEABACRELTWISEES L —HT 305
MCED, Jo 7S5 Lo0RBHEAHTSIICLTL
50
7. 59 ABBHREBESNSHERS. 48 6 HF
20 EROKMERABRTHY, Tor5LERET 348 2
) OBTHECRRSNIATERBEL. CONE.
MAEBEEZFL, RLWTAHSEECRRLTNL 25
MF—5t—HT230Er£2HBT 2, 2LT. 2h o
M—BLEVWBER, TOVS5LORAMRBEES NS,
25 07T GMNIREBOKHIZ. LEA4SEHHERTS5 I



execution of illegal prograns have been proposed for I nformation
processi ng appar atuses, and have been inple- 10 ment ed. Such
pri | Cflb%d—#ﬂ——i@# : ' ; ; ; .
(hereinafter abbreviated as "USP486"), USP 4,454,594 (hereinafter
abbreV|ated as "USP594), USP 4,462,076 (hereinafter abbreviated as

15 " USPO™0 Y6248 Japanese Unexami ned Pat ent Publication ?@rlmmul Sho
62- 3331 (hereinafter. abbreV|ated as a "331 publica- tion").
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In the techni que disclosed in USP486, a program I ncl udes data for

generating a display signal to nonen- 20 tarily display a patent nunber
or a patent application. " nunber. The authenticity of the programis
ascert ai ned by exam ning the data for the generation of the

nonent ary di splay to determ ne whether they match a refer

signal that wose¢u8%tl in an informati on processing ap- 25 5‘5”@@&”1
The techni que disclosed in USP594, which is the sane as that in
USP486, reads data that are stored in a sped ~
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cific location in an external nenory in which a program I's stored,

di splays the read data, such as a trademark, and determ nes whet her
or _not the data match reference dat a that are-stored-in—an
i nformati on processi ng appara- 5 tus. Wen the data do not match,
execution of the pro- gramis bl ocked.

WO 96/24894 _ PCT/IP96/00251
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The techni que disclosed in USP076, which is the same as the

techni ques in USP486 and USP594, conpares data at a predeterm ned
address in an external nenory cartridge 10 wth reference data stored in
an information processing apparatus. Before substantially connecting
the external menory to the apparatus, information con |

aut ho- WO95/24884 owner i s displ ayed. When t he dgﬁ%&gﬁgs t he
reference data, the ex- 15 ternal menory cartridge is regarded as an
aut henti c one, and execution of a“ganme is enabl ed.
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Further, in the 331 publication, especially before a mai n operation
of an information processing apparatus is begun, a programthat is

stored in an external peonry 20 device to ascertaln program _
authenticity is executed by the external nenory device. At the sane
time, a program for ascertaining programauthenticity is executed by

t he ivib 9EHsab4 ON processi ng apparatus. Wien the result JIP96/00251
obtai ned by the execution of both prograns for ascertain- 2 I ng
program aut henticity match, the main operati an of the apparatus is
activated. The conventi_onal security checking function for an
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3 4 information processing apparatus is
performe by deter- mning whether security codes, etc., match before a
program such as a game program is executed. Once the execution of a

program has begun, further security check- 1ing is not perfornmed, or else
can not be perforned, for . :
WO 96/24894 ~ PCT/3P96/00251
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the duration of the execution of the program In a sequence of a

program therefore, steps for security checking processing are disabled or

bypassed by sone neans usually.illegally,

steps in the program are performed though w thout the securlty check.
In addition, according to the security checking nethod described in

USP486, USPRQ6 ogiasbipP076, display data, such as a trademar Kpepis, sﬂﬁﬁfly
di spl ayed nonen- tarily; the information processing apparatus nei t her

checks to determ ne whether or not the corgect inmge of a
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trademark, etc., is actually displayed, nor is it de- signed to do so.
Further, as is described above, when the steps for processing the security
checki ng are disabl ed or bypassed in sonme nmanner, specific data can not be
di spl ayed and the authenticity of a program can not be exam ned.

WO 96/24894 _ PCT/IP96/00251.
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SUMVARY OF THE INVENTION It is an object of the present invention to
anel i orate one or nore disadvantages of the prior art. Accor di ng

t 0 -oneaspect—oi—t-he—present—-nvent eA—ther e | s—previ-ded—ar—nformtionr——
processi ng apparatus having a security checking function, conprising:

an external nenory device for storing a program and dlsplay dat a;

an i nfornmat iWg obksaesssi Ng consol e to which said external nMenpEyFERose | S

det achabl y connected, i ncluding, a CPU for executing the program

that is read out fromsaid external nmanojy; _
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devi ce, an internal nenory device for storing conparison data, and
a security checking device for conparing said conparison reference data
with said display data read out from said external nenory device in
response to a checking start signal, said checking start signal being
based on a display checking start command included in said programread
out from said gﬁ%?‘ menory devi ce; and a displ ay dev‘%b‘é‘“?@?‘ml
di spl aying the display data that are read out from said external nenory
device if said display data read out from ski¥l external nenory device

natches sai d conparison reference data, wherein said security
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sai d conparison reference data as the CPU executes said programread out

fromsaid external nenory.

6

provi ded a security

ft

in an information processing apparatus, conprising:
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a first step of reading a program and di splay data out from an external
menory device in which said program and said display data are stored;
a-second step of outputting a checking start signal based on a display
checking start command included in said programread out fromsaid
external menory device; athird step of conparing said display data
read out frornweasnsekternal menory device with conparison réﬂ@ﬂ@ﬂ@@”éhta
when a checking start signal is output, and generating an error signal
when sai d display data do not match said dodpari son reference data; and

a fourth step of, in response to said error signal, preventing execution of
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wherein conpari son of said display data with said conparison reference data
at said third step is repeatedly perforned during the execution of said
pragram According to.still _anaother

there is provi ded an ext er nal menory devi ce, which is detachably connected
to an information processing console, for storing a program to be

executed by w@ggr2kgshor mation processing console, and displ a* Mgo
di spl ayed under control by said information processing consol €, an rom

Consonance wi L h o4id program wher oi n Said display daia are d Spl ayed
according to said programeach predetermned tinme during an execution of
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7 . According to still another aspect of the present invention there
I's provided a video signal control device for controlling the display of a
fi-rst video signal and a second video signal which has a priority of

di splaying to the first video signal. conprising: a read-only
menory for storing a reference display data which is conpared with a
di spl ay data OVO96R4894econd vi deo signal ; a conpari ng REFE6P028L
conparing the reference display data with saLd di spl ay data
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of the second video signal; a control circuit for inhibiting the
di splay of said first video signal after a predetermned tinme has el apsed,

detects—that- t he +eferenrce—eisptay—tata—does— -

not coincide with the display data of the second video signal; and
atimng circuit for controlling the period of displaying said second video
signal, durwogexsss£h an observer can recogni ze the display wehmpedéozéine
second vi deo signal, wherein said display data of the second video
signal includes a security cursor constjtyted by a bit map pattern and a
di splay position at which the security cursor is displayed, said conparing
circuit repeatedly conpares the display position of the second video
signal with a r@faxdude & ¥pPayd pPsit: #ofE dafh i chd s & ddIFdEdU  sai d
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di splay data, and said control circuit inhibits the display of the first
vi deo signal when the display position of the security cursor is not
present within an all owabl e display area which is defined by the reference

di spl ay position. According to still another aspect of the present
I nvention there is provided an information processing apparatus having a
security checYQ®/348%ct i on conpri sing: an external ne

for storing a program and di splay dat a:
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an information processing console to which said external nenory device is

det achabl y connected, i ncl uding, a CPU for executlng the program
t hat_is read out—from said—externa FrerBFy—edevi-ee; aft—t+fterrat
menory device for storing conparison reference data and a security

checki ng device for conparing said conparison reference data with said

di spl ay dat awgspegtdt from said external nenory device in reg S.Q %
checking start signal, said checking start signal being based on a display

checking start command included in saLdlpquran1read out fromsaid
external nenory device; and
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a display device on which the CPU displays said display data in accordance
wth the programstored in said external nenory device if said display
data read out fromsaid external nenory device matches said comparison
reference data, wherein said security checking device repeatedly
conpares said display data with said conparison reference data during the
execution of W@86/248%yr am by the CPU. Accordi ng to st iRGTERAY0Z éi
aspect of the present invention there is provide an information processing
consol e having a security checking functior® &omprising: a CPU for
executing a programreceived externally of said console

an
security checki ng ahd-dislh 3 kRt of Bod G oF Pegem daty Bomdar fth B
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to a checking start signal, said checking start signal being based on a
di spl ay checking start conmmand included in said externally received

program —as—the CRLLgoxecutes said

9 externally received program and controlllng t he di splay of said

externally received display data on a display device.

still anot hgyo
i nformati on processi ng console having a security checking function,

conpri si ng:
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a CPU for executing a programreceived externally of said consol e;

an internal nenory device for storing conparison reference data; and

a security checking and display control device for repeatedly conparing
conparison reference data with display data received externally of said
console in response to a checking start signal, said checking start signal
bei ng based orwa9en48pd ay checking start conmand incl uded i n SREEAPIEA0251
externally received program and controlling the display of said
externally received display data on a dispta¥ g#levice in accordance with
said externally received program during the execution of the program by
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arrangenment for a display controller; Fig. 3is a flowhart for

t he operation of a CPU, Flg 4 1is aflowchart I for the
operati-on—of—a—ei-s pay—cheekinrg—seetioen: 5 Fg—5+s—=a
flowchart Il for the operatlon of the di spl ay checki ng secti on;
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Fig. 6 is a flowhart for the operation of a control section in the

di splay controller;

Fig. 7 is a block diagramillustrating an

exanple 10 arrangenent for a display data storage section;
Figs. 8A and 8B are diagrans for explaining display data, with Fig.

8A showi ng one exanpl e of a display pattern, and with Fig. 8B
showi ng nmenor yW@i96/248%4 or nat i on that corresponds to the H?@E’PW“I

pattern; 15

di spl ayi ng col or di spl ay dat a.
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Fig. 10 is a block diagramillustrating a video sig- nal control

circuit of another exanple of the present in- vention. 20 Fig
11 is a diagramillustrating a | ogoexanple for SectHity—eheek;
‘controlled by the video signal control circuit of Fig. 10.

DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCODI MENTS 25 The preferred
enbodi nent s resent invention wi Il now be descrg |
referring to the acconpanyi ng drawi ngs. The sane reference nunbers
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10 to denote corresponding or identical conponents.

Fig. 1 is a block diagramillustrating the arrange- . ment of one
enbodi ment of the present invention in which an i nformation
processing apparatus is applied to a gane 5 machi ne. A ganme machi ne 1,

whi ch serves as an i nform-
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tion processing apparatus, has internally a CPU 10, a conpari son

reference data nenory 11, a display check section 12, a display data
st . , : ) . , : ;
processor (VDP) 15, 10 and a work nenory 16 that are nutually connected
by a bus BS. A gane cartridge 2, which serves as an

ext er nal woo9d/Bagey ¥ device, is detachably connected to thepceasssi
chine 1 by a connector. Inside the gane cartridge 2 is 15 nmounted a ROM

wherein there are a data storage area 21 o ¢ -
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and a gane program storage area 20 for the execution of a gane

Al t hough in the foll ow ng explanati on a gane car- tridge 2 and its
internally nounted ROM are enpl oyed as 20 an external nmenory device and
its menory, they can be repl aced by a CD disk drive and a CD- ROM

The data storage area 21 has a data portion 211 for storing data
such as char acV@P¥2484,5t are usual ly dis- pl ayed duri ng;;"t“'f'&""“"""i
execution of a ganme, and a display data 25 ortion 212 for storing data
that are displayed for security checkd ng according to the present

i nventi on.
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The display data indicate an authentic programthat : I's used

in the gane nachine 1, as will be descri bed | ater, and include, for
exanple,—data—conrcerh-Rg—ah —rage— or da%a—+e+—3f&ﬁﬁkr—1ﬁﬂﬁ+1mr1r—————
trademark of a dis- tributor of the gane nmachi ne 1. 5 The
di spl ay data can be conpressed and stored, as _
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needed, to provide greater security. According to the present

i nvention, a ganme program that is stored in the gane program storage
area 20 partly i ncludes, at the least, a control command for reading
10 di splay data fromthe display data portion 212, and for

gane. machi ne RSP 2gc Theroin . o o Wen the di spl ayPGEPReRREC

conpressed and stored in the display data portion 212 as descri bed

ng\éleéya decom 15 pressi on progr amfor’éi%cgnﬁr essing the conpr e;sed
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data may be stored as one part of the game programin the | gane

program st orage area 20. \Wen hardware is enpl oyed for data
decomnpresston, a deconpression ciTcuit can be arranged I n the gane
machine 1 or in the game cartridge 20 2. A di splay device 3
in Fig. 1 receives a video signal : fromthe display control section
14 of the g¥WAI6FAMi ne 1, and provides a specific di HFEPIENW25L s
di spl ay por - tion. In particular, display data 30, which have been
25 read fromthe gane cartridge 2 and Raue been transferred to

and stored in the display data storage section 13
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according to the present invention, are displayed at a

12 predeterm ned position of the display device 3.
Al t hough, in the enbodi nent, data are displayed as an i mage on the
di spl ay device 3 for securlty checki ng by _
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the present invention, display data for the present 5 I nvention are not
limted to an i nage. In other words, as is previously described,
not—oenty video data, but—al sospeech data are I ncluded as data

i ndicating that an authentic programis being used in the gane
machi ne 1. Wen the display data are speech data, 10 the data are
natural | y usW@96/248%4 oduce sounds. In Fig. 2 are sREWIPI69a251
details of the display con- troller 14 and the arrangenent,

i ncl udi ng the display device 3, f-or3didspl aying the display data 30
according to the present invention. The display control section 14
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15 includes a controller 140, a selector 141 and a DA converter

- 142. Figs. 3 through 6 are flowharts for the operations
performed by the CPU 10, the display check section 12 and t he
controller 140 of the display control section 14. 20 The details in
Figs. 1 and 2 wi.l be described while referring to
fl owcharts. %Mxv In Fig. 3, when a power switch (not shoi\;gﬁugmzﬁ}a
game machine 1 is turned on to begin a gane ésgeg_ S1), the CPU 10
reads a ganme programfromthe program storag
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25 area 20 of the gane cartridge 2, and executes the Iprogram

(step S2).

The gane programthat is read by the CPU 10 incl udes

13 a command for inStructing the start of display checklng
at -a predetermned timng. Therefore, the CPU 10 nakes a
WO 96/24894 PCT/IP96/00251
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search to determ ne whether or not the display checking start

command is present (step S3). 5 The timng for starting the display
checki ng can be set arbitrarily. For exanple, the changing of a gane
scene as the gane advances cab be regarded as a tine at which to
start the dis checking. Such a command can be descry | e
gane program %(i%m&% When there is a display checking start‘!'(g’gji’n’rgrlx;a,{rilhéErl
(step S3: Yes), the CPU 10 executes a shorage comand descri bed

in the read ganme program (step S4). That F%,ai con- sonance with

t he storage command for the game program
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the CPU 10 reads display data fromthe display storage 15 area 21 of the

gane cartridge 2, and transfers the data to and stores it in the

di sptaydatamenory 13: Fortowng this, the CPU 10 oufpuis a .
checki ng enabl e signal to the display checking section 12 (step S5).
The check enabl e signal includes a check start signal, data 20
type i nf or mB¥0862488kt a si ze i nformati on, and displ ay pBET/IP26/90251

i nf ormati on. The above operation is repeated by the CPU 10 unti
the game is over (step S6). - 37 -
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The data type information specifies one of the refer- 25 ence data

types that are stored in advance in the conpar- I son reference data
menory 11. The data size information designates a di splay data size
for the display data 30 14
before they agg, fispl2yed on the display device 3, if a PCTIIP96/00251
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function for varying the size of the display data 30 is
The display position information specifies the posi-

5

i ncl uded
tion for th

e

di sptay—tata—36—onmthe—ispl ay devite 3 whenm a function for varying

the display position is included. Fig. 4is afirst flowhart
for the processing by the di spl ay checking section 12 foll ow n
recei pt froMWO96/24894 t he CPU 10 of a checki ng enabl e si gnal t?ﬁ'ﬁ’m’fmzﬁge
10 checking start signal, data type information, data size

t he
s a

i nformation, and display position informatd oh.~ The di spl ay
checking section 12 is essentially con- -
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stituted by a special logic circuit that has a timner counter and a
conparator, or a CPU Wen the gane ma- 15 chine 1 is powered on, the
timer counter starts counting (step S20). When t he displ ay
checking section 12 is constituted by a logic circuit, conparison

logic is calculated for security checking (data conparls m$¥m§§|ng
the i nput of WR6/248% ok ng enabl e signal fromthe CPU 10 a

When the display checking section 12 is constituted by a CPU, a data
conparison programis stored in the ROM (not
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shown in Fig. 1) of the ganme machine 1. Wth the input of a checking
enable signal fromthe CPU 10 as a trigger, 25 -the display checking

seeton—t2—exectutes—that—dat a comy parison progran1to perform
security checking (data com parison). Then,
since the tinmer counter serves as a wat ched-dog
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timer, a check is perfornmed to determ ne whether or not t he count by
the tinmer counter has reached a predeter- m ned count val ue, i.e.,
whet her or not a predeterm ned 5 time period has el apsed (step S21).
When the count by the tinmer counter has reached the pr edet er m ned

count val ue, ssJans that the CPU 10 coul d not correcg‘[.lyg,g,ms
programfromt‘ﬂ% program storage area 20 in the gane cartridge 2 £
within the prede- 10 termned time perigd, O this neans that a
programis not authentic and the security for the program can not be
| egal | y unl ocked because the program does not have a
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security release routine, or does not have key data (di splay data)
for releasing the security. 15 This event is processed as an error
(step—S28).  TIn such a Ccase, performance of the security checking is
hal ted, and the display checking section 12 generates, for exanpl e,
a halt sign§+ ?hat |s forwarded to the CPU 10 as an error signal. In
response to TRr¥24Mnal, the 20 CPU 10 halts the oper at i BRTAE§0023%
execution of the gane programis di scontinued. ' I f, at step
S21, the count by the timer counter has ~ -
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not yet reached a predetermined count value, a check is | performed to

det erm ne whet her or not an enable signal 25 has been transmtted from
t re—CPU—TO—(STEp SZ22). Wien an enabl e signal has not been
transmtted fromthe CPU 10, the timer counter continues counting
(step S23). 16
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When an enabl e signal has been transmtted fromthe CPU 10, the

security checking is begun (step S24). The security checking is
performed—as TolTows according to the present invention. 5

In Fig. 1, in response to a comand that is included in a gane
program which is stored in the program storage area 20 in the
internally WMO%2484 ROV i n t He ganme car- tridge, the ds
di splay data fromthe display data portion 212 and transfers the

data to the display 10 data storage section 13, which is a RAM
At the same tinme, in response to a checkfg start :
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command that is included in the gane program the CPU 10 transmts

to the display checking section 12 a checking ~start signal that
i nClTudes data type rnformation, data 1b Stze 1nformation, and display
position information. The definitions for the data type, data
si ze, and data position information have been given above. The
data nust bVOPEMEM ed in the | anguage of a country in POIMTRY6/0028] a e
machi ne i s used even though security display 20 data have the sane
meani ng. The data type informafipn, therefore, also includes
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i nformation that indicates for indicating which data of a plurality

of display data that correspond to different | anguages are stored in .
t e drspray data portion 212 of 25 the gane cartridge 2. Thus, a
plurality of different types of conparison reference data are stored
in the conparison reference data storage section 11, the ROM of
17 WO 96/24894 PCT/AIP96/00251
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t he gane machi ne 1. Anmong the display data that are output from

t he di spl ay checking section 12 to the display control sec-
tion 14, the data size information and the display posi - 5 tion
i nformati on especially can be varied by an illegal operation, with
the data display size being so changed that it can ngt L.scer ned
or that it Eﬁﬁm%UF“be di s- pl ayed within a valid scrggﬂgﬁaﬂ%af e
di spl ay position bei ng noved to a point outside the limts of a
valid 10 screen for the display device 3.
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It is, therefore, preferable that a limter be pro- vi ded to prevent

such illegal nodifications of the data - di spl ay size and the display
position. By [he provision of the limter, even when data for a
di splay that is 15 smaller in size than a m ninum di scerni ble size or
t hat is larger in size than a maxi num di splay screen size is
out put by t [f¢0 4y checking portion 12, the data for - PCTRO6M2%Y can
be altered to provide a display having an appropriate discernible
size. 20 Referring back to the flowhart in Fig. 4, the dis-
6/11
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play checking section 12 reads, fromthe conparison reference data
storage section 11, conparison reference data that is specified in

consonance wih the dafa type, which is transmtted fromthe CPU 10.
The di splay check- 25 i ng section 12 begins to conpare the received
ref erence data with the display data that are transferred to and
stored in tWOW2AMday data storage section 13 (step 824) WP96/00251
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As-a result of the conparison, when the reference data does not

mat ch the display data that is stored in the :display data storage
section 13, It 1s assunmed that the programin the gane cartridge 2
i s unaut horized, and 5 an error process is perfornmed (step S28).
This error process is perfornmed in the sane manner as when the tiner
counter has YOI a predeternined val ue (step S21: YETYPIsHAISl; he
operation of the CPU 10 is
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forcibly halted. Thus, further execution of the gane 10 programis

prevent ed. VWhen, as the result of a conparison, the reference
data 1s found to match the display data, it is assuned that the gane
cartridge 2 contains an authorized program Then, the display data

t hat have begen transferred from 15 t he display data portion 212 of the
game cartri %b% t he display data storage secti on PCFER§0QSL od
therein are erased following a predetermned tine (step S26).

The display data are erased for the follow ng reason. If the display

data are not erased, once the display d§yq1
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result

~always "the data

t he
checking i s repeated.

are stored in the display data storage section 13,

20

t he execution

i nventi on woul d be

(fal se) program coul (PGRIPIENRSY ned
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execution of an illegal procedure during the operation. For this

reason, the erasure of display data is per- formed, as is described
above, to prevent the execution of such an illegal procedure. 5
It should be noted that the display data is erased only after the

| apse of a Q@g@ termined time that is long enough to‘Pernit an
observer to confirm by | ooking CTIIP96/00251
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at thé noni tor that the data match.. Further, it is preferable that a
speciral circuit be provided in the gane 10 = nmachine 1 so that hardware

can be enployed to forcibly erase the display data so as to nore
surely avoid | oop- hol es that permt the illegal alteration of a
pr ogram Here, the erasing of the display data is perfornmed by

clearing the display data previously stored in the dis- 15 pl ay data
storage section 13, nanely overﬂFWPEnQFaWﬁE"éNVENTION bits or overwiting a
di fferent pattern of bits on the The ti nmer

count er i s reset beforeRﬂﬁ9¥ﬂ%ﬁﬂQﬁlgﬁﬁ%ﬁﬁ%i)g Apparatus With

Security Checking Function

| 5 : BACKGROUND OF THE INVENTION .
Field of the Invention
The present invention relates to a security checking
method for ascertaining the authenticity of a program
that is to be executed,'to.an information processing
10 apparétus having such a security checking function, and:
to a program storage device that is_enployed for the-
information processing apparatus.
- | Related Arts
As the processing speed of microprocessors is béing
15 'increased information processing apparatuses of various
types are being prov1ded and programs for execution by
such information processing apparatuses are also being
provided on many types of recofding média..
Especially for information processing apparatuses;
20 such as video game machines, the media employed for the
distribution of game_progiams that are to be executed are
usually_cartridges, in which are packaged semiconductor
read only memory (ROM) chips on which programs are ro—
corded, or CD-ROMs. |
25 In the video game business, not only is the superi-
ority of a video_game machine important, but also the
relative-exoellence of a video Qame affects the distri-

1



er ased (step S27). Programcontrol.then returns to the 20  beginning of
the routine (step S20), at which point the timer counter restarts
the count at an initial value. Therefore, as |long as each
repetition of the security checking procedure is perforned before
the tinme counted by the tinmer has expired, and as long as the
di splay data 25 mat ches the reference data, the error process (step
S28) i butdonpedf gamed prognams -codtfr &y exgedd entcgang myogram
enabl e signal is not transmtted before the tinme counted
20 can be copied, or imitated, and.sold by a third party who
is not authorized to do so, the value to a developer of
that game program is lost and the confidence of customers
5 in the p?oducts of the developer is also deteriorated.
Therefore, security checking functions for examining
the authenticity of programs and for preventing the
execution 6f illegal programs have been proposed for
information processing apparatuses, and have been imple-
| -~ 10 mented.
Such prior art techniques are described in, for
example, USP 4,442,486 (hereinafter abbreviated as
"ygspP486"), USP 4,454,594 (hereinaftef abbreviated as-
"USP594), USP 4,462,076 (hereinafter abbreviated as
15 "ygspP076"), and Japanese Unexamined Patent Publication No.
Sho 62-3331 (hereinafter abbreviated as a "331 publica-
tion“).
In the technique disclosed in USP486, a program
includes data for_generating.a display signal t6 momen-
20 tarily display a patent number or a patent application
numbér. The authenticity of the program is ascertained
by examining the data for the generation of the momentary
display to determine whether they match a reference
| signal.that is stored in an information processing ap-
25 paratus. |
The technique disclosed in USP594, which is the same

as that in USP486, reads data_that are stored in a spe-

2



by the timer has expired, a programis regarded as an i 11 egal
program and the error process is perforned. As i s explained
above, in this enbodinent, each tine a checki ng enable signal is
transmtted fromthe CPU 10 5 to the display checking section 12, a
repetition of the security checking is perforned within a '
pr edet er m ned :
cific location in an external memory in which a program
is stored, displays the read data, such as a.trademark,
and determines Qhether 6r not the data match referénce
data that are stored in an information processing appara-
5 ‘tus. When the data do not match, execution of the pro-
gram is blocked -

The technique dlsclosed in USP076, which is the same
as the techniques in USP486 and USP594, compares data at
a predeterminad address in an external memory cartridge

10 with reference data stored in an information processing
apparatus. Before substantially connecting the external
memory to the apparatus, information concerning an autho-
rized owner is displayed. |

when the data matches the reference data, the ex-

15 ternal memorj cartridge is regarded.as an authentic one,
‘and execution: of a game is enabled.

Further, in the 331 publication, especially before a
main operation of an information processing apparatus is
begun, a program that is stored in an external memory

20 device to ascertain program authenticity'is.executed by
the extérnal'memory device. At the same time, a program
for ascertaining program authenticity is executed by the
information processing apparatus. When the‘results
obtained by the execution of both programs for ascertain-—

25 ~ing program authenticity match, the main operation of the
apparatus is activated. |

The conventional security checking functlon for an

3



.

tine. In the flowhart in Fig. 4, when, at step S21, the
count by the tiner counter has reached a predetermned 10 value, the
error process (step S28) is i medifaggigyysyEBT-HAS BEEN |f or ned. However, as is

shown in the flowhart for anoth- RERLAGED OdI ngnt, even when a ti ner
counter has counted up to a-specitic value, security checking may be
per f or med

mat ches ref er&@%@;&%ﬁfﬁé%ﬂ% qﬁﬁag@gg‘%’gﬂ Oﬁg%ggéﬁgiﬁ‘ial ?K%%ﬁtag;géﬁe
D e e iy Whether seddfi{fodqdl] EedP, 'Ratdlf BLESELELM Ned
program, such as a game program,'is executed. Once the
execution of'a program has begun, further security check-
5 .ing is not performed, or else can_not be performed, for
the duration of the execution of_thé program.

In a sequence of a program, therefore, steps for
security checking.processing are disabled or bypassed by
some means, usually illegally, and as a result, the

10 following steps in the ﬁrogram are performed though
| without the security check.

In addition, according to the seduritf checking
method described in USP486, USP596 or USP076, display
data, such as a trademark, are merely displayed momen-

15 tarily; the information processing apparatus neither
| checks'to determine wﬁether or not the cbrrect image of a
trademark, etc., is aétually displayed, nor is it de-
signed to do so.

Further, as is described above, when the steps fpr

20 - processing the security checking are disébled or bypassed
in some manner, specific data can not-he displayed and

the authenticity of a program can not be examined.

SUMMARY OF THE INVENTION
25 It is therefore a first object of the present inven-
tion to provide an information pfocessing apparatus that
easily and securely confirms whether or not software (a

4
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rity Ehecking does not result in the natching of the di spl ay data,

and an error process (step S28) is per- forned The ot her processes
are the sane as in the f | oG ﬁ § r the previous

enbodi nent . When as the resu,? %i @EﬁB ri son by the display
checking section 12 it is determ rmed tha refe rfence data match

t he dlsplay data, a gane programthat is stored in the, gane
cartridge 2 i é’ﬁ%&r‘%ed’—hﬁt atft Hehthe . exeCUted by @Pt%%fﬁfh%?l‘%%nﬂrq'f for

an illegal gane ogram h f th h
dlsblaygchegkce srlnr apparatus 14) ntaéiﬂéﬁ%gé ﬁroér§EEQa rlsontggdt €

therefor.
It is a second object of the present inVention to
5 prov1de an information process1ng apparatus that can
legally and securely prevent the manufacture and sale of
illegal programs, and a method therefor.
It is a third object of the present invention to
provide an informetion processing apparatus that assumes
10 tﬁat displaying of display data using-an image or sound
is based on'a.program that is stored in an external
.storage device and that enables the display of a specific
illegal, and a method therefor.
It is a fourth object of the present invention to
15 provide an information processing apparatus that can
- prevent the execution_of an illegal procedure that dis-
ables and bypassee the security checking that is intended
to confirm program aurhenticity, and a method therefor.
It is a fifth object of the present invention to-
20 | provide an information processing apparatus that, to more
certainly achieve the fourth object, prevents the execﬁ—
tion of an illegai procedure that replaces a program with
an unauthentic (false) program during security checking,
‘and to a method therefor. |
25 It is a sixth object of the present invention to.
provide.an external memory device that is adapted for the
first through the fifth objects.

5
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21
t-he

ti nued.

ing section 12 shows that the two sets of data match

per f ormance of the game program can therefore be con-

In this case, hofengs SHEMQQQI'BE‘EQW' ng can be in-

hi bited by displaying data on the displ ayrgpexices 3, spich

10

15

20

25

To achieve the first object; an information process-—
ing épparatus having a security checking function, which
is to be connected detachably to an external memory means
for storing a program and display data, and an ouﬁput
means for displaying data that are read from the extérnal
memory means, comprises:

a CPU for executing a program that is read from the
external memory means;

- internal mémory means for storing compariéon refer-
ence data; and |

security checking means for comparing the compariéon_
reference data with the display data that are read from
the external memory means. |

Further, to achieve the first object, a security
checking method comprlses.

a first step of reading a program and dlsplay data
from an external memory means in which the program and
the display data are. stored; |

a second step.of oufputting a check start signal
based on a display check start command included in the
program reéd from the external memory means;
| a third step of comparing the display data read from
the external memory means with comparison reference data
when a check start signal is output, and of generating an
error signal when the display data do not match the com-
parison reference data; and |

a fourth step of, in résponse to the error signal,

6
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as the data for a trademark, that can i nhibit ‘the use of t he program

by an unaut horized person. ?ﬁﬁ;ﬁ%@ﬁ‘ﬁﬂ@bE Ja for a trademark is
di spl ayed on the display deV|ce 3 iR L&@@fs @Q appar ent

i nfringement 10 by an unaut hori zed—persomof—the—+ghts accruing to the
trademar k. - Fig. 6 is a flowhart for the operation of the con-.

|1 I .. '
br Vi ousi y xR VEE WY | SRRRTEITH OF (3t Ao 1288 BAFE g ehe flogfin-©
start signal 1S Uranedeg dEaRddient, aatdRhdf dfe tGgcplierkay checking

sectlon 12, data
dlsplayed as a video image or sound are to be compared

for a security check. Through this process, a counter—"
5 feit program can.be prevented from being executed.
To achieve the second object, an information pro-
cessing apparatus displays data on an output means to
- inhibit the use of a program by an unauthorized person.
To achieve the second object, a security checking

10 method furthér comprises a fifth step of, when the dis-

| play data match the comparison reference data at the
third step, generating a control signal for displaying'

~ the display data, and of displaying the 6utput data based
on the control signal. |

15 With the above described structure, when the display
data is a trademark, atc., by the display of the dispaly
data the use of a program by unauthorized persons can be
inhibited, and thé manufacture and sale of cdunterfeit
programs can be legally inhibited.

20 . To achieve the third object,lan informatidn'process—
ing apparatas comprises display data storage means for
storing display data that are compared with the com-
parisoh-reference daﬁa, and the diaplay data are trans-

ferred from the external memory means to the display data

25 storage means and are stored therein in accordahce with a
program that is stored in the external memory means.

To further achieve the third object, using a security

; 7
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informati on, data size information,.and display position I nformation
are al so sent. I'n response to the checking start signal, the
display 20 checki ng section 12rffisadsgrisapeis}l ay ON OFF si gnal
information 120 for a data size, jand aRgmgnhay positti on to the
control ler 140 of the display comtTor—sectiom 1# The di splay -

control section 14 receives dis Ia . dat de nal from
the display d&hegigdreithe ‘? fﬁﬁaga that are t?‘%n%ﬁgh
di spl ay controllerr&é&r££§g¥§sm M at the first step are read in

consonance with the program.
With this arrangement, sihce rhe display data are
S transferred.to and stored in the data storage means in
consonance with a program that is stored in the external
memory device, the display of the display data can be
performed by a program that is stored in the external
memory device, and what is 111ega1 can be clarified.

10 _ To achieve the fourth object, in an information
processing apparatus, the security chécking means repeats
edly compares the display data with the comparison refer-
ence data during an operation performed by the CPU.

To achieve the fourth object, usinQ a security check-

15 ing method comparison of the display data with the com-
parison reference data at the third step is repeatedly
_performed during'the exeoution of the program.

With_this arrangement, since the oompariSon for
security checking is repeated throughout the operation of

20 a progrsm, an illegal act, such as bypassing security'
checking,'can be prevented. | -

" To achieve the fifth object, in an information pro-
cessing opparatus, the display data are tramsferred from
the external memory means to, and are stored in,.the

25 dispiay data storage means before the security checking
' means performs a data comparison, snd after the data
comparison by the security checking means and the output

8
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inage$data as a video signal 150 fromthe video display

22 processor (VDP) 15. In the display control section 14,
t he vi deo S|gnal 130, fromthe dISF+ﬂE—”Qf9 storage section 13, and
the video signal 150, fromthe vidgoT

IS SHEETdHApbeay Jr ocessor 15, are |nput
to the selector 141. REHJKED

and display of the data by the output means are com-
pleted, the data are erased.from ﬁhe display data storage
.means. |
To achieve the fifth object, a security cheCRing
5 method further éomprises a sixth step of, after the
display data are displayed at the fifth step, erasing the
display data. | |
With this structure, display data must be newly read
for repeéted comparison checks. Therefore, an illegal
10 act by which a program is replaced with a counterfeit
(unauthentic) program is prévented during the security
checking process, and the fourth object can be achieved
more certainly.
To achieve the sixth pbject, in an external memory
15 device, which is detathably connected to an information
processing apparatus, ére stored a program to be executed
by the information processing'apparatus and displéy data
to be displ&yed by the information Processing apparatus,
and the display data are read by the information process-
20 ing apparatius in consonance with the program.
With the above structure,'the external memory devicé

can be adapted for the first through the fifth objects.

BRIEF DESCRIPTION OF THE DRAWINGS
25 Fig. 1 is a block diagram for one embodiment of the
present invention;

Fig. 2 is a block diagram illustrating an example

' 9
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5 . The detailed arrangenent and'the operation of- the vi deo

di splay processor 15 will not be given as they are not directly
related to the present invention. The video di spl ay processor 15 in
this enbodinment is a device with a well known structure that is
enpl oyed for a current 10 video gane nmachine, and serves as an |/0O
device for the CPU 10. The,video display. processor 15 includes a
regi s- - arangengitprfeg Pl Gntredi2hince setup RAM and

S ae SO ! g 0ok fr B S P Yop of kA"
synthesi zes Videoﬂfg¥¥1(¥g2%thgwchaft I for the operation of a dis-
play checking section;
5 Fig. 5 is a flowchart II for the operation of the
display checking section;

Fig. 6 is a flowchart for the operation of a control_
section in the display controller;

Fig. 7 is a block diagram illustrating an example

10 arrangement for a display data storage section;

Figs. 8A and 8B are diagrams for explaining display
data, with Fig. 8A showing one example of a display
pattern, and with Fig. 8B showing memory bit information

' that corresponds to the .display pattern;
.15 Fig. 9 is a diagram for explaining a method for
displaying-color'display data.

Fig. 10 is a block diagram illustrating a video sig-
nal control circuit of another example of the present in-
vention. | |

20 Fig. 11 is a diagram illustrating a logo eiample for
security check, controlled by the video signal.control

circuit of Fig. 10.

. DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

25 The preferred embodiments of the present invention
| will now be described while referring to the accompanying
draﬁings. The same reference numbers or symbols are used

10



are di splayed on the display device 3 and outputs the resul tant data
as a video digital signal 150.. From the video display processor
15, vertical and hori zontal sync signals 152 are synchronously

output with 20 the output of a video digital signal.150, and are input
to the controller 140. In consonance with the display OV OFF si gna
fromthe display checking section_12, the controller 140 outputs a

sel ect signal tRiRengte irRIgending oy idenpical compepeptsq5y 25

The sel ect signal 143 i
gna F]igB. I1S issena'{ lzglooéfedisaeglyxeacl}t 61 és'}txta(.)ting the arrange-

ment of one embodiment of the present invention in which
an information processing apparatus is applied to a game
5 machine. A game machine 1, which serves as an informa—

tion processing apparatus, has internally a CPU 10;'a
comparisén reference data memory 11, a display check
section 12, a display data storage section 13, a display
control section 14, a video display processor (VDP) 15,

10 and a work memory 16.that are mutually connected by a bus
BS.

A game cartridge 2, which serves as'an external
memory device, is detachably connected to thé game ma-
chine 1 by a connector. Inside the game cartridge 2 is

15 moﬁnted a ROM wherein there are a data storage area 21
and a game'program stofage area 20 for the executionlof a
game . | |

_Although in the following explanation a game car-
tridge 2 and its internally mounted ROM are employed as

20 an external memory device and its memory, they-can be
| replaced by a CD disk drive and a CD-ROM.

The data storage area 21 has a data portion 211 for
storing data, such as chéracters, that are usually dis- .
played during the_ekecution of a game, and a display data

25 portion 212 for storing data that are_displayed for
security checking according to the present invention.

The display data indicate an authentic program that

11



“swi tch video signals 130 and 150 and to output them The

_ _ 2 ( smktching
~operation will be explained while referring to
23 the flowhart in Fig. 6. - First, the controller

140 det ermi nes whet her or not the display OV OFF signal fromthe

di spl ay checki ng

is used in the game machine 1, as will be described

later, and include, for example, data concerning an

- image, or data for sounds, such as a trademark of a dis-

tributor of the game machine 1.

5 The display data can be compressed and stored, as

needed, to-provide greater security.

According to ‘the pfesent invention, a game program

that is stored in the game program storage area 20 partly

includes, at the least, a control command for reading

10 .display data from the display data portion 212, and for

tfansferring the data to the display data storage section

13 of the game machine 1 for storage therein.

When the display data are compressed and stored in

the display data portion 212 as described above, a decom-

15 pressidn program for decompressing the compressed display

data may be stored as one part of the game program in the

game program storage area 20. When hardware is employed

for data decompression, a decompression circuit can be

arranged in the game machine 1 or in the game éartridge

20 2.

A display device 3 in Fig. 1 receives a video signal

from the display control section 14 of the game machine

1, and provides a specific display on its display por-

tion. In particular, display data 30, which have been

25 read from the game cartridge 2 and have been transferred

to and stored in the display data storage section 13

according to the present invention, are displayed at a

12



section 12 indicates an ON state. Wen the display 5 OV OFF si gnal
indicates an ON state, a check is perforned to determ ne whet her
not it is time to display a video signal for the display data fro
the display data storage section 13 (step S31). The
decision for the display data timng at step S31 10 I s made based on
the data size and display position signal 120 for the display dat
from the di splpnedstesiingd positimrtobrithe display de¥if¢Rr3based on the

sync signa

10

15

20

25

Syn ( 152 fromthe video display processor 15.
it is time to di sg!]aghqqggl,daxrh,tl}q,@rqpq@dn%m-gné}ata are displayed as an

image on the display device 3 for security checking by
the present invention, display data for the present
invention are not limited to an image.

In other words, as is previously described, not only
video data, but also speech data are included as data
indicating that an authentic program is being used in the
game machine 1. When the dispiay data are-speech data,
the data are naturally used to produce sounds.

In Fig. 2 are shown the details of the display con-

troller 14 and the arrangement, including the display

‘device 3, for displaying the display data 30 according to

the present invention. The display control séction 14
includes a controller 140, a selector 141 ahd a D/A
converﬁer 142. '

Figs. 3 through 6 are flowcharts for the operations
performed by the CPU 10, the display check section 12 and
the controller 140 of the display contfol section 14.

The details in Figs. 1 and 2 will ﬁow be described while
referring to the flowcharts.

In Fig. 3, when a power switch (not shown) of the
game machine 1 is turned on to begin a game (step S1),
the CPU 10 feads a game program from the program storage
area 20 of the game cartridge 2, and executes the progfam
(step S2).

The game program that is read by the CPU 10 includes

13

or
m

a
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15 130 for the display data fromthe display data storage . section

13 is selected in consonance with the sel ect signal 143 (step S32).
When it is not tine to display the data, the video signal 150 from
t he vi deo displ ay processor 15 is selected in consonance with the
select 20 signal 143 (step S33). In this manner, in

comoanance L et B L Bhuseang vkl 4F SEOSTad InH RSO

S:Sgg?y data'at a predetggmaﬁgé\é§%9§§}F”Tﬁé%g?gég,téﬁédéﬂﬁtf6 Méﬂgg,a
search to détermine whether or not the display checking
start command is present (step S3).

5 The timing for starting the display checking caﬁ be
set arbitrarily. For example, the chénging of a géme
scene as the game advances cab be regarded aé a time at
Which to start the display checking. Such a command can
be described in the game program. _ |

10 When there is a display'checking start command (step
' 83: Yes), the CPU 10 executes é.storage command described
in the”read game.program (step S4). That is, in con-
sonance with the storage command for the game program,
the CPU 10 reads display data from the display storage
15 area 21 of the game cartridge 2, and transfers the data
to énd étores it in the display data memory 13.
Following this, the CPU 10 outputs a checking-enable
signal to the display checking section 12 (step S5). The
. check enable signal includes a-check'start signél, data
20 typé information, data size information, and display
position information.
The above operation is repeated by the CPU 10 until
the game is over (step S6).
The data type information specifies one of the refer-
- 25 ence data types that are stored in advance in the compar-
ison reference data memory 11. The data size information

designates a display data size for the display data 30

14



25 130 or 150 into an anal og video signal 144. The anal og vi deo

signal 144 is transmtted together with the sync .signal 152 to the
di spl ay device 3, where a predeterm ned
24 di splay is perforned. At step S32, the timng

for displaying display data
before they are displayed on the dlsplay device 3, if a

functlon for varying the size of the display data 3O is
included. |

The display position information specifies the posi-

5 tion for the display data 30 on the diSplay device 3 when
a function for varying the display position is inclﬁded.
Fig. 4 is a first flowchart for the processing by the
 display checking section 12 foilowing the receipt from
the CPU 10 of a checkihg enable signal that includes a
10 _ Checking start signal, data type informetion, data size
| information, and display pesition information.

The display checking section 12 is essentialiy con-
stituted by a special logic circuit that has a timer
counter and a comparator,'or a CPU. When the game ma-

15 chine-i is powered on, the timef counter starts counting
~ (step S20). | |

When the display checking section 12 is constituted
by a logic circuit, comparison logic is calculated for
security checking (data comparison) by using the input of

20 e checking enable signal from the CPU 10 es a trigger.
When the display checking section 12 is constituted by a
CPU, a data comparison program is stered in the.ROM (not
shown in Fig. 1) of the game machine 1. With the input
of a checking enable signal from the CPU 10 as a trigger,

25 the display checking section 12 executes that data com-
parison program to perform securiﬁy checking (data com-
parison).

15



fromthe display checking section 12, and the performance of
security checking (data conparison) by the display 5 checki ng section
12 are not necessarily paired. The security checking by the display
checking section 12 is perfornmed at conparatively short intervals,
and a screen di splay may be perforned after the dlsplay checki ng

section 12 has perforned the s curlt checki,ng and when S
affected by that diRghe yﬂnce the eﬁl%o‘gbteﬁqﬁﬁ%ﬁvecsana%e p"éaif%i?érfgd&g%

gﬁggk?nganner |aorf:e}iéf}§g]{'ﬁi§ﬁ(?%°1§?es(§l é/%f’—l Si gna E@%Bdéép%ﬁg
the count by the timer counter has reached a predeter-
mined count value, i.e., whether or not a_predetermined
5 time period has elapsed (step S21). '

When the count by the timer counter has reached the
predetermined count value, this means that the CPU 10
could not éorrectly read a progfam from the program
storage area 20 in the game cartridge 2 within the prede-

10 termined time period. Or this means that a program is
not authentic and the security for the program cah not be
legally unlockéd because the program does not have a
security release routine, or does not have key data
(display data) for feleasing the security.

15 This event is processed as an error (stép sS28). 1In
such a case, performance of the security éhecking is
halted,_and the display checking section 12 generates,
for example, a.halt signal that is forwarded to the CPU.
10 as an error Signal. In response to this signal, the

20 CPU 10 halts the operation ahd the_execution of the game
program isldiscontinued. | .

If, at step S21, thé-count by the timer countef has
not yet reached a predetermined cdunt value, a check is
performed'to determine whether or not an enable signal

25 - has been transmitted_from'thé CPU 10 (step S22). When an
enable signal has not been transmitted from the CPU 10,
the timer counter:contihues.countin§ (step 823).

16



dlsplay control section 14, or a timng at which the 15 sel ect signal

143 is output fromthe controller 140 of the display control section
14, is set in advance so that it conforns to a predeterm ned control
cycle. Figs. 7 through 9 are diagranms for explaining the

arrangenment of the display data storage section 13, and a 20 met hod for

di spl aying display data, by using one display
As is shown in Fidhen amenable Fignak @%rl?;ﬁﬁn transmnsiéﬁc%(ﬁqlg TRl udes

a nenory 131, a RAM and a shift .
y CPU fg, the security checklng is begun (step S24). The

_security checking is performed as follows according to
‘the present invention. |
5 Ih Fig. 1, in respbnse to a command that is included
in a game program, which is stored in the program storage
area 20 in the internally provided ROM in the game car- |
tridge, the CPﬁ 10 reads display data from the display
data portion 212 and transfers the data.to thé dispiay
.10 data storage section 13, which is a RAM.
" At the same time, in response to a checking start
command that is included in the game program, the CPU 10
trahsmits to the display checking section 12 a checking
start signal that includes data type information, data
15 size information, and display position information.
| The definitibns_for.the data type, data size, and
data position information have been given above. The
data must be displayed in the language of a country in
whlch a game machine is used even though securlty display
20 _ data have the same meaning.

The data type information, therefore, also includes
information that indicates for indicating which data of a
plurality of display data that correspond to different
languages are stored in the display data portion 212 of

25 the game cartridge 2. Thus, a plurality of different
types of comparison reference data are stored in the
compafison referencé data storage section 11, the ROM, of

17



regi ster 133.. An address signal 120 is sequentially 25 I nput fromthe

di spl ay checking section 12 to the nenory 131. Latch signal and
shift signal 121 are input from t he di splay checking section 12 to
the shift register

133.

the game machine 1.

- Among the display data that are output from the
displaj checking section 12 to the display control sec-
tion i4, the'data.size information and the display posi-

5 tion information especiallf can be varied by an illegal

operation, with.thé data display si?e being so changed

' that it can not be discérned or that it can not be dis-

played within a valid screen, and the display position
being moved to a point outside the limits of a valid

10 | screen for the display device 3.

It is, therefore, preferable that a limiter be prb—
vided to prevent such illegal modifications of the data
display size and the display positidn. By the provision
of the limiter, even when data for a display that is

15 smaller in size than a minimum discernible size or that
is iarger in size than a maximum display screen size is

 output by the display checking portion 12, the data for
display can be‘altered to provide a display having ah
approprlate discernible size.

20 Referring back to the flowchart in Flg. 4, the dis-
play checking section 12 reads, from the comparison
reference data storage section 11, comparlson reference
data that is spe01f1ed in consonance with the data type,
which is transmitted from the CPU 10. The display check-

25 ing section 12 bégins to compare the received referencé

| data with the display data that are transferred to and
stored in the display data storage section 13 (sfep S24).

18



Let us consider a case wherein the pattern for the di splay data is

an "S" as is shown in Fig. 8A. A display data area in Fig. 8Ais. a
regi on enconpassing an 8 x 8 5 matrix that is conposed of 64 pixels,
whose | ocations are specified by enploying bits 7 through 0 and
addresses 0O t hrough 7. In the 8 x 8 matrix region,

di spl ay data pattern "S" IS represented hy black dots. |In consonance

with this 10  dif$playFeattent & Ggmparrrﬂf%ﬂlhvatvﬂb?f‘i'ﬁ‘%%em‘iﬁlsl i s
epresent od cnh R Ak ke Shpd IEAEAY W4 A€ 15 seorbilin
the display data storage section 13, it is assumed that
the program in the game cartridge 2 is unauthorized, and
5 an error process is performed (stép 528).
This error process is performed in the same manner as
wheniihe timer counter has counted a predetermined value
(step S21: Yeé), and the operation of the CPU iQ is
fofcibly halted. Thus, further execution of the game
10 program is prevehted. |
| Wheﬂ, as the result of a comparisoh, the reference
data is foﬁnd to match the display data; it is assumed
that the game cartridge 2 contains an authorized program.
Then,.the display data that have been transferred from
15 the display data portion 212 of the game cartridge 2 to
the display data storage section 13 and stored therein
are erased following a predetermined time (step S26).
The display data are erased for the following reason.
If the aisplay data are not erased, once the display data
20 are stored in the display data stbrage section 13, thé
result of the security checking (data comparison) is
always "the data match," no matter how often the security
checking is fepeated.
Therefore, repeating the security cheéking throughout
25 the execution.of a program accdrding to the present
invention would be méaningless, as an unauthorized

(false) program could be performed as a result of the

19



bl ack dots that formthe display data pattern "S" are set to "1."

15 Referring back to Fig. 7, when an address signal (3) : S

i nput as the address signal 120 fromthe display checki ng section 12
to the nmenory 131, bit information at a correspondi ng address in the
menory 131, i.e., "00100000," is read as data 132. 20 The

data 132 is latched in 'the shift_register 133 by the latc i gnal
fromthe di spl9RPRHIN Rf artiblegdl proce u#?l@ﬂﬁ%&ﬁaﬂg% WEH2 ﬁ%nshlft

signal fron1the méﬂis reason, the erasure of display data is per-

formed, as is described above, to prevent the execution
of such an illegal procedure.

5 It should be noted that the display data is erased
only after the lapse of a predetermined time ﬁhat is long
enough to permit an observer to easily confirm by looking
at the monitor that the data match. Further, it is
preferable'that a special circuit be provided in the game

10 machine 1 so that hardware can be employed to forcibly
erase the display data so as to more surely evoid loop-
holes that permit the illegal-alteration of a program.

_Here, the erasing of the display data is performed by
clearing the display data previously stored in the dis-

15 .play data storage section 13, namely overwriting all "o"

-bits or overwriting a different pattern of bits on the
display data.

The timer counter is reset before the display data is
erased (step S27). Program control then returns to the

20 beginning of the routine (step SZO), at which point the

| timer counter restarts the count at an initial value.
Therefore, as long as each repetition of the security
checking procedure is performed before the time counted
by the timer has expired, and as long: as the display data
. 25 matches the reference data, the error process (step $28)
is not berformed. On the contrary, when a checking
.enable signal is not transmitted before the time counted

20



checking section 12, the latched data 132 are transmtted

as a video

signal 130 to the display control section 14, 25 bit by bit beginning

with bit seven (see 121 in Fig. 7). The video signal 130, which
Is relayed via the sel ec- tor 141, is displayed on the display
device 3 as the _ 26 '

10

15

20

- 25

‘time.

by the timer has expired, a progrém is regarded as an
illegal program, and the error process is performed.

'.As is.explained above,. in this embodiment; each time
a checkihg enable signal is transmitted from.the CPU 10
to the display checking section 12, a repetiﬁion of the

security checking is performed within a predetermined

In the flowchart in Fig. 4, when, at step SZl,-the
count by'the timer counter has reached a predetermined
value, the error process (step S28) is immediately per-
formed. However, as is shown in the flowchart for anoth-
er embodiment, even when a timer counter has counted up.
to a specific value, security checkinj may be performed
(step S24) to determine whether or not display data
matches reference data {(step S825).

When for an unauthentic game program the timer coun-
ter has counted up to the predetermined value, the secu-
rity checking does not résult in the matching of the
display data, and an error process (step $28) is per-
formed. The other processes are the same as in the
flowchart in Fig._4 for the previous embodiment.

When as the result of a'comparison by the displaj

checking section 12 it is determined that the reference

-data match the display data, a game program that is

stored in the game cartridge 2 is regarded as authentic.
On the other hand, if, for an illegal game program
copy, the result of the comparison by the display check-

21



display data 30, as is previously described. Fig. 9 is a diagram
for explaining the structure of the nenory 131 for the display data
storage section 13 and the shift register 133 when color data are

di spl ayed. 5 A specific color is displayed for each bit of display
data in the R G B conbinati on. : The bit information in Fig. 8B is

prepared as a set . of three menmories, 131-R, 131- nd 131-B f t he
R GB comg mRgeien 14 shews ihpt (Hee sW?tS%i;i%fG e‘?%tis‘é@‘%*" 18fle

133-G and 133-B are prepared that co ' i e -
131_9 and 131_1:ErfornPanc¥)e (o] the g'amer rlsrsggpgmtgal:[x h&erefore-rrgrclzgrsl-l?’l R’

tinued.
In this case, however, illegal copying can be in-

5 hibited by displaying data on the display device 3, such
as the data for a-trademark, that.can inhibit the use of
the program by an unauthorized persdn.

The fact that data for a trademérk is displayed on
ﬁhe'display device 3 indicates the apparent infringement
10 by an unauthorized person of the rights accruing to the
trademérk. . |
Fig. 6 is a flowchart for the operation of the con-
troller 140 (see Fig} 2) in the display éontrpl section
14. As is previously explained while referring to Fig.
15 1, when a checking start signal is transmitted from the
CPU 10 to the displgy checking éection 12, data type
information, data size information, and display position
information are also sent.
In responée to the checking start signal, the dispiay
20 checking section 12 transmits a display ON/OFF signal,
| information 120 for a data size, and a diéplay position
to the controller 140.of the display control section 14.
The display contrdl section 14 receives display data as a
video signal 130 from the display data storage sectidn
25 13.
In addition, the display controller 14 receives game
image data as a video signal 150 from the video display

22



In'order for each R G B conbination to represent a specific col or,
"1" is set in the positions that cor- - respond to the predeterm ned
addresses and bits for the 15 nenories 131-R 131-G and 131-B. Bit
i nformation are read fromthe nermories 131-R, 131-G and 131-B and
are | atched in the shift registers 133-R 133-G and 133-B,
respectivel.y. The bit information for R GB that is latched in
‘the 20 = shipxocesseref¥DRR3IR. 1B8-thendispdap centrahsapctéanads,
color video information to the display control  section
the video signal 130, from the display data storage
section 13, and the video signal 150, from thé video |
display proceséor 15, are input to the selector 141.

5 The detailed arrangement and the operation of the
video display processor 15 wili not be given as they are
not directly related to the present invention. The video
display processor 15 in this embodiment is a device with
a well known structure that is employed for a éurreﬁt

10 video game machine, and serves as an I/0 device for the
CPU 10. The fideo display processor 15 includes a regis-
ter, a color RAM, and a scroll distance Setup RAM, and
also has a control block for controliing an'extérnally
attached video RAM. Wifh this arrangement, the video

15 display processor 15 synthesizes ﬁideo image data that
are displayed on the display device 3 and outputs the
resultant.data as a video digital signal 150.

From the video display processor 15, vertical and
horizontal sync signals.152 are synchronously ocutput with

20 the output of a video digital signal 150, and are input
to the controller 140. 'In consonance with the display
ON/OFF signal from the display'checking section 12, the.
controiler 140 outputs a select sighal 143 synchronously
with the sync'signals 152.

25 The select sigﬁal 143 is sent to the selector 141 to
switch video signals 130 and 150 and to output them. The

switching operation will be explained while referring to

23
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‘14, as is described while referring to Fig. 7. The di spl ay

control section 14 transmts the color video information to the

di splay device in the sane 25 manner as is explained while referring to
Fig. 2, and the data are then displayed in color on the display
g$VICE_3. I n the above enbodi nents, an error signal that the

the.flowchart in Fig. 6.

First, the controller 140 determines whether or not
thé display ON/OFF signal from the display checking-
section 12 indicates an ON state. When the display

5 ON/OFF signal indicates an ON state, a check is performed

to determine whether or not it-is time to display a video

- signal for the display data from the display data storage
section 13 (step S31). |

The decision for the display data timing at step S31

10 is made based on the data size and display position
signal 120 for the display data from ﬁhe disblay checking
section 12,.and is further based on the sync signal 152
from the.video display processor 15. _ |

When it is time to display the data, the video signal

15 130 for the display data from the display data stofage
-section 13 is selected in.consonance with the select
signal 143 (step S32). When it is not time to.display'
the data, the video signal 150 from the video display
proceésor 15 is sélectea in consonance with the select

20 signal 143 (step S33).

In this mannef, in consonance with the select signal
143, the selector 141 outputs to the D/A converter 142
either the video signal 130 or 150 for the display data.

The D/A converter converts the digital video signal

25 130 or 150 into an analog video signal 144. The analog
video signal 144 is transmitted together with the sync
signal 152 to the display device 3, where a predetermined
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displéy checking'section 12 generates during the error ‘process can be
other than the above described halt sig- nal, and may be either a
reset signal for the CPU 10, or . a systemreset signal for the entire
gane.machine 1. 5 When t he display checking section 12 outputs such
a reset signal as an error signal, however, it is prefer-
able that the error signal output_be continuous in order to prevent
re-execution SHePlaiteRVEOTRYr am af t er the systemis reset. 10
As expl ai ned aboveﬂt tshtee_'gissﬂ ,aytl'geat@imairneg dfosxplc?yseglaying display data
from the display checking section 12, and the pérformance
of security checking (data comparison) by the diéplay
5 checking section 12 are not necessarily paired. The
security checking by the display checking section 12 is
performed at comparatively short intervals, and a screen
display may be performed after the display checking
section 12 has.performed the security chécking and when
10  nothing is affécted by that display.
This operation can be performed in such a manner
that, for example; a timing at which the display cheqking
section 12 sends the display ON/OFF signal 120 to the
display control section 14, or a timing at which the
15. select'signal 143 is.output from the controller 140 of
the display control section 14, is set in advance so that
it conforms to a predetermined controi cycle.
Figs. 7 through 9 are diagrams for explaining the
arrangement of the display data storage section 13, and a
20  method for displaying display daté, by using one display
data example. "
As is shoWn in Fig;_7; the_display data storage
section 13 includes a‘memofy 131, a RAM, and a shift
register 133. An address signal 120 is SeQuentially
25 input from the display checking section 12 to the memory
131. Laﬁch signal and sﬁift signal 121 are input from
the display checking section 12 to the shift register
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when the display data such as a trademark coincide with . t he
conparison reference data. Contrarily, an enbodi nent. shown in Fig.- 10
is a video signal control device which controls to display the

di splay data read out fromthe 15 cartridge 2, no matter if the display
data are authentic or not, for a predetermned period after the
conpari son of the display data read fromthe cartridge 2 with the
conpari son ref¥¥¥nce data is started. Therefore, it becones easi er

for an observer o Lecoanizte thel Ne"cfle RRerelR! thlopdleRkRY 07" Bhbs

display data is an "S" as is shown in Fig. 8A. A display
data area in Fig. 8A is a region encompassing an 8 x 8

5 matrix that is composed of 64 pixels, whose locations are
SPecified by employing bits 7 through 0 and addresses 0
through 7. |

In the 8 x 8 matrix region, display data pattern "s"

is repfesented by biack dots. = In consonaﬁce with this

10 display pattern, the bit information in the memory 131 is |
represented as is shown in Fig. 8B. In other words, the
bit positions in the memory 131 that correspond to the
black dots that form the display data pattern "S" are set
to "1."

15 Referring back to Fig. 7; when an address signal (3)
is input as the éddress signal 120 from the display
checking section 12 to the memory 131, bit information at
a corresponding address in the memory 131, i.e.,
*00100000," is read as data 132..

20 : The data 132 is latched in the sh_iff. register 133 by
the latch signal from the display checking sectidn 12.
In consonance with the shift signal from the displaj
checking section 12, the latched data 132 are transmitted
as a video signal 130 to the display control section 14, |

25 bit by bit beginning with bit seven (see 121 in Fig. 7).

The video signal 130, which is relayed via the selec-.

tor 141, is displayed on the display device 3 as the
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term ned period. The video display control device shown in Fig. 10

can be fornmed on a sem conductor chip, and in- - cludes a video-signal

control circuit surrounded by a thick broken line 5, an address

decoder 6, a FIFO menory 25 . 7 to which display data sent fromthe VDP

15 (see Fig. 1) - are inputted, a pixel format conversion circuit 8
~and a di gital anal og converter 9.

28. - display data 30, as is previously described.

Fig. 9 is a diagram for explaining the structure of
' the memory 131 for the display.data storage section 13
and the shift register 133 when color data are displayed.
5. A specific color is displayed for each bit of display
data in the R:G:B combination.

The bit information in Fig. 8B is prepared as a set
of three memories, 131-R, 131-G and 131-B, for the R:G:B
combination. In addition, the shift registers 133-R,

10 133;G and 133-B are prepared that correspond to the
memories 131-R, 131-g and 131-B.

In order for each R:G:B combination to represent a
speéific color, a "1" is set in the positions that cor-
respond to the predetermined addresses and bits for the

15 memories 131-R, 131-G and 131-B. Bit information are |
read from fhe memories 131-R, 131-G and 131-B and are
latched in the shift registers 133-R, 133-G and 133-B,
'respectively.

The bit information for R:G:B that is latched in the

20 shift registers 133-R, 133-G and 133-B is transmitted as
color video information to.the display control section
14, as is described while referring to Fig. 7.

The display control section 14 trahsmits the color
video information to the display device in the same

25 manner as is explained while referring to Fig. 2, and the
data are then displayed in color on the display device 3.

In the above embodiments, an error signal that the |
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Further, the video signal control circuit 5 includes a data display

circuit 50, security check start control . circuit 51, a data

conparator 52 and a security |ock timer 53. 5 The circuits,

such as the CPU 10, the work nenory 16 and the VDP 15 shown in Fig.

1, which are connected to the video signal control device to forma

consol e of a vi deo gane system are not shown in,Figt-lo for_sinpli-
he error

fying expl anadigplashchafing GEGH.AhA 2 HRNATARS guring
: procesé can be other than the above described halt sigf
nal; and may be either a reset signal for the CPU 10, or
a system reset signal for the entire game machine 1.
5 When the display checking section 12 outputs such a

reset signal aé an error signal, however, it is prefer-
‘able that the error signal output be continuous in order
to prgvent re-e#ecution of a counterfeit program after
the system is reset.

10 As explained above, the display data are displayed,
when the display data such as a trademark coincide with
the comparison feference data. Contrarily, an embodimént
shown in Fig. 10 is a video signal control device which
controls to display the display data read out from the

15 cartridge 2, no matter if the display data are authentic
or not, for a predetermined-period after the comparison
of the display data read from the cartridge 2 With'the
comparison reference data is started. Therefore; it
lbecomes'easier for an observer to recognize whether or

20 not the'display data is actually displayed for the prede-
termined period. The video diéplay control device shown
in Fig. 10 can be forméd on a semiconductor chip, and in-
cludes a video signal control circuit surrounded by a
thick broken line 5, an address decoder 6, a FIFO memory

25 7 to which display data sent from the VDP 15 (see Fig. 1)
are inputted, a pixel format conversion éirCuit 8 and a
digital analog converter 9.
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10 Fig. 10 is fundanentally the sane as that of Fig. 1, but - has

some features in operation. The features in the embodi ment of Fig. 10
wi |l now be expl ai ned as foll ows, referring to Fig. 1, if needed.

The digital anal og convertor 9 corresponds to the DA 15 convertor 142
of the display control section 14 (see Figs. 1, 2), and has a

anal g vi deo sl gndrtier s the vidkesigmed Grike! GHEUSE Rl
anal 0g Vi deo a data Sdigs%all.ai; Oc:iJE:hceuic% %,aysed&ﬂfﬁ( 3check start control |
circuit 51, a data comparator 52 and a security lock
timer 53.
5 : The circuits, such as the CPU 10, the work memory 16
énd the VDP 15 shown in Fig. 1, which are connected to.
the video signal control device to form a'conSOle of a
video game system, are not shown in Fig. 10 for simpli-
fying explanation. The operation in the embodiment of
10 = Fig. 10 is fﬁndamentally the same as that of Fig. 1, but
has some features in operation. The features in the
embodiment of.Fig. 10 will now be explained as follows,
referring to Fig. 1, if needed.
The digital analog convertor 9 corresponds to the D/A
15 - convertor 142 of the display control section 14 (see
Figs.-l; 2), and has a fundamental fuhction of converting
a digital video signal to an analog video signal, and
sends a RGB signal corresponding to the analog video
signal to the display device 3. |
20 ~ The digital analog convertor 9 of Fig. 10 receives a
digital video signal sent from the VDP 15 vialfhe FIFO
memory 7 and the pixel format éonvertor 8, and an output
signal of the data display circuit 50 which is explained |
later, to convert the signals to analog signals as ex-
25 ‘plained above. |
| In Eig. 10, a security cursor storage ROM 110 corre-
sponds to the read-only memory 11, as explained in Fig.
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20 The digital anal og convertor 9 of Fig. 10 receives a

digital video signal sent fromthe VDP 15 via the FIFO menory 7 and
t he pixel format convertor 8, and an out put signal of the data

di splay circuit 50 which is expl ai ned | ater, to convert the signals
to anal og signals as ex- 25 pl ai ned above. In Fig. 10, a
security cursor storage ROM 110 corre- sponds to the r&ad-on g '
menory 11, as lexgimivieeh FqmRArison reference data are stored. Azg go

that is displayed as a security cursor is "SEGA," repre-
sented as a simple color in a 32 x 16 pixel grid, as is
shown in Fig. 11 as one example.

5 Color registers 111 and 112 are registers in which is
stored information for designating colors of "y ahd "o
'for-each-of pixels that constitufe-the security cursor.

For eiample, pixel "1" is diéplayed in blue on a
black.background and pixel “0" is displayed in the same
10 color as the black background. Codes that specify these
colors are stored in the color registers 111 and 112 in a
number that is equivalent tb the.humber of pixels that .
constitute the security cursor. The color registers 111
and 112 are constituted by a réad-only memory, as is the
i5 security cursor storage ROM 110. The.security cursor and
information for éolors of corresponding pixels are stored
in advance in the security cursor storage ROM 110 and the
color registers 111 and 112.
An address decoder 6 decodes an address signal that
20 is received from the CPU 10, and transmits, to a destina-
tion circuit in a video éignal contrcoller, an enable
signal to activate the circuit.
When the CPU 10 has detected a display checking
command, which is included in a game program that is
25 stored in the program storage section 20 of the ROM in
the game cartridge 2, the CPU 10 tfansmits to the video
signal controller a CPU address for designating the
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1, in which comparison reference data are stored. A logo that is

di spl ayed as a security cursor is "SEGA " repre- sented as a sinple

color in a 32 x 16 pixel grid, as is shown in Fig. 11 as one

exanpl e. 5 Color registers 111 and 112 are registers in which is _

stoer iEfornation for designating colors of "1" and "O for each of
I xel s that constitute the security cursor i

Pl" i s displ ay@mqrnqg,u@m,q:lhwnl %e described, of a daFt?ar (f{(sapnfalx)?’ pi xel

circuit 50, and display data, which have.been read from
the game cartridge 2, as CPU data.
In the video signal controller of Fig. 10, the data
5 display circuit 50 correspdnds to the display data
storage section 13 in Fig. 1. The data display circuit
50 has a cursor RAM 130, in ﬁhich are stored bit map
patterns for the security cursor that are included in
display daﬁa that are sent from the CPU 10. The display
10 data that are received from the CPU 10 also inélude the
display position for the security cursor and display.
color information. Therefore, the data display circuit
50 further includes an X position“register 131, a ¥
position registef 132, and tﬁe color registers 133 and
15 134, in which the above described information is stored.
The address decoder 6 receives, from the CPU 10, a
CPU address for designating the diéplay data storage
' section 13, i.e., the data display circuit 50. The
address decdder 6 decodes the CPU address, and outputs an
20 enable signal as a trigger signal to activate the cursor
RAM 130, the X and Y position registers 131 and 132; and.
the color registers 133 and 134.
The énable signal is sent via five OR gates 102 to
the cﬁrsor RAM 130, the X and Y position registers 131
25  and 132, and the color registers 133 and 134.
Therefore, the display pattern for'the security
cursor, its display position information, and the diéplay_
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bl ack background and pixel "O' is displayed in the same 10 color as the
bl ack background. Codes that specify these colors are stored in the
color registers 111 and 112 in a nunber that is equivalent to the
nunber of pixels that constitute the security cursor. The col or

regi sters 111 , and 112 are constituted by a read-only nenory, as is
the 15 security cursor storage ROM 110. - The security cursor. and

i nformati on f ol cmfamabionPoritheGiFREE drtastWhigh are the CBHyance

in the security cursor storage ROM 110 and t he col or reqj 1
and 112. ata, can be séLred, respectively, in the cursorgﬁiﬁeigo,ll

the X and ¥ position registers 131 and 132, and the color
registers 133 and 134. ' _

5 Following'this, the display data that_aré stored in
the cursor RAM 130, the X and Y bosition régisters 131
and 132, ahd the color registefs 133 and 134 are trans-
mitted to a digital analog converter 9.

The logo of the security cursor, which is constituted
10 by bit map data that are stored in the cursor RAM 130, is
converted into an analog video signal, so that the in-
dividual pixels of the ldgo are represented by thé colors
corresponding to the coior_codes that are stored in the |
color registers 133 and 134,'and are displayed at the
15 display positions that are designated by the data stored.
in the X and Y position registers 131 and 132. |
Bits of the bit map, which constitutes the security
cursor in the cursor RAM 130, are displayed in colors,
which correspond to the color codes stored in the color
20 registers 133 and 134, in the following manner. When the
logical value 6f a bit of the security cursor is "O0," the
output of the color register 133 is selected. When the
'logical vale of a bit is "1," the output of the color
 register 134 is selected.. The output signai is converted
25 into an RGB signal that corresponds to a color code that
is designated by'#he selected color register.
When_the_display data have been stored in the cursor
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An address decoder 6 decodes an address signal that 20 I's received from

the CPU 10, and transnmits, to a destina- - tion circuit in a video
signal controller, an enable signal to activate the circuit.

When the CPU 10 has detected a display checking command, which is
included in a gane programthat is 25 stored in the program storage

goi e vi deo RAM 130 cihe % ond of RS H i) teaiacerd o Sarg tizngthRe
color registers 133 and 134, and, when the display of the
security cursor is begun in the above described manner,
tne CPU 10 transmits a CPU address signal forgselecting a
5 checking start driver 100 to the address decoder 6. The
checking'start driver 100 is thusISelected and outputs a
checking start signal.
‘Sequentially, in response to the checking start
signai, a security checking timer 101 begins counting.
10 The security checking timer 101 outputs a logical value
for inhibiting the writing by the CPU 10, vié the OR
circuit 102, of new data to the individual circuits until
the counts by the security checking timer 101 reaches a
predetermined value. Therefore, by outputting the same
15 display data from the data display circuit 50,'the same
| security cursor is continuouslf displayed until the
.security checking timer 101 reaches the predetermined
valuc. | |
When.the counting by the security checking timer 101
20 has been completed (when the time has expired), the
inhibition of the writing of new CPU data is removed.
.Namely, the security check timer 101 starts counting
and outputs an inhibiting signal to AND gates 102, so
- that writing to the cursor RAM 130 is inhibited for a
25 predetermined period, for example oneisecond.
The display data stored in the cursor RAM 130 is con-
tinuously displayed for:the predétermined period, and
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menories, which will be described, of a data display circuit 50, and

di spl ay data, which have been read from the gane cartridge 2, as CPU
dat a. In the video signal controller of Fig. 10, the data 5
display circuit 50 corresponds to the display data storage section
13 in Fig. 1. The data display circuit 50 has a cursor RAM 130, in

which are stored bit map )
therefore, a display data can be written in the cursor

RAM 130 only during the checking period and rewriting of
display data is inhibited before aﬁ observef can recog-
nize the displayed display data.

5 Consequently, even a logo such as a trademark in-
cluded in an illegal program is displayed for the
predetermined period when the security checking is star-
"ted, so that the display of the trademark would con-
stitute infringement on the trademark right or violation

10 of the unfair competition law. |
A checking start signal from the checking start
‘driver 100 is transmitted as a trigger signal to the :
individual circuiﬁs in a daﬁa comparator 52. Upon the
receipt of the trigger signal, a comparison circuit 12
15 reads the display data, which are stored in the cursor
RAM 130, and in the color registers 133 and 134 in the
data display circuit 50, and comparison reference securi-
ty data that ére stored in a security cursor RAM 110, and
in security color registers 111 and 112 in the data
20 comparator 52, and compares thése data. When the déta
match, the comparison circuit 12.outpﬁts a logical value
of "1," and when the data do not match, it outputs a
logical value of "0."
The data comparator 52 also includes an X position
25 checking circui£-135 and a Y position checking circuit
136. These circuits 135 and 136 respectively read X
cobrdinate data and Y cpordinate data for a.security
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patterns for the security cursor that are included in di spl ay data
that are sent fromthe CPU 10. The display 10 data that -are received

fromthe CPU 10 al so include the di splay position for the security
cursor and displ ay color information. Therefore, the data display
circuit 50 further includes an X position register 131, a Y

position register 132, and the color registers 133 and 15 -, 134, i-n which
the above des@UUSAF iHHSRIAY i BHATE RAHiklpn from the XROsitieRsregisder 6

agtcgi \s/tezr aggorgetrhelﬂblénl(?’tl?e Y positdiaol{'x ardggr‘fssge; 0{3£iefl‘il g&%iggtéhe di spl ay
| display circuit 50. The circuits 135 and 136 compare
these position data with permissiblé display ranges that
5 are set in advance, i.e., with an X pbsition range and a
Y position range, respectively. |
When the X coordinate ahd Y cqordinate position data
are within the permissible display ranges, the X position
checking circuit 135 and the Y position checking circuit
10 136 output a logical value "1." When the X and Y coor-
dinate data are not within the permiséible ranges, é
logical value "0" is output.
Ah AND circuit 137 receives the outputs of the com-
parison circuit 12, the X position checking circuit'135,
15 and the Y position checking circuit 136. When all of
these logical values are "1," it is assumed that an
_authentic progrém 20 is packaged.in the cartridge-z;
Then, the AND circuit 137 outputs a timer reset
signal and the count value for a security lock timer 53
20 is reset to an initial value, for example, "0" to begin a
new counting sequence. 'Thrbugh this process, a time
duration until the count by the security lock timer 53
' has reached a predetermined vaiue is extended.
_Es understood above, the security lock timer 53 is
25 provided to execute repeatedly a security checking during
the operatidn of a game program, differently from the
security check timer 101 which is provided to display a
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section 13, i.e., the data display circuit 50. The addr ess decoder
decodes the CPU address, and outputs an 20 enabl e signal as a trigger
signal to activate the cursor RAM 130, the X and Y position
regi sters 131 and 132, and the color registers 133 and 134.

The enable signal is sent via five OR gates 102 t.o t he cursor RAM.

130, the X and Y position registers 131 25 ~ and 132,  and_the col or

regi sters 133sequrity. cursor for arTpgededeamings @esjos, pahe SeqW the

' gicu“ ty loc]C{u rt?.glre’r I5t3S i%l ?n%ld%y a%?:szi.lvtel,O'_rt]JrI I},ftoartréatoifo ré:’ou%qgi.r}gh,e adsI spl ay

| far as an authentic program is executed because it is
necessarily reset to an:initial value.

5 .Ihe authentic program has to be designed to start
security checking before_the_secﬁrity lock timer 53
completes counting or the predetermined period has been
expired. As an example, the predetermined period, that
is, the period until the security lock timer'53 completes

'10 counting is set about 15 minutes. | |
If the result of comparison is that a display data
does not coincide with the comparison reference data, the
AND'gate 137 outputs a display OFF signal to the digital
analog convértor 9,.as the sécﬁrity lock timer 53 is not
15 reset. This makes it disable to display any data on the
display device 3, as explained as foilows.
Further, in such a éase that an illegal program could
not wfite an authentic display data into the cursor RAM
130, the security lock timer 53 is not reset, and there-
20 fore, the security lock timer 53 becomes time-up or
_reachés a certain count value to output the display OFF
signal and then any display of display data ié inhibited.
The output of the cursor RAM 130 in the data display
cifcuit 50 is set in advance as bit.map data having
25 higher priority than_disﬁlay datﬁ that are output by the
VDP 15 (see Fig. 1). In the period before the count by

the security lock timer 53 has reached a predetermined
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color\infornation of the display data, which are the CPU data, can
be stored, respectively, in the cursor RAM 130, ' the X and Y position -
regi sters 131 and 132, and the col or regi sters 133 and 134. 5
Following this, the display data that are stored in
'value, data for a logo, for example, the.logo shewn in
Fig. 11, that are stored in the cursor RAM 130 for dis-
playing the-security cursor, isldispleyed in the colors
 that are specified by the color registers 133 and 134,
5 and at a position that is designated by the X and ¥
_position registers 131 and 132.
When either input to the AND cifcuit 137 is "0," it
is assumed that the program 20 packaged in the cartridge
2 is counterfeit. |
io0 In such a case, a reset signal is not output from the
AND circuit 137, and the security lock timer 53 continues
counting. When the count value reaches a predetermined
value, a display OFF signal is output by the security
lock -timer 53. ' |
15 The display OfF signal is sent to the digital analog
converter 9, so that a video signal, whieh is transmitted
from the VDP 15 to the digital analog converter 9 via an
FIFO memory 7 and a pixel_format 8, is prevented from
being converted into an analog video signal.
20 As is described above, when it is asSﬁmed through.the
- security checking that the érogram 20 packaged_in the
cartridge 2 is counterfeit, the display of a Video data
signal from the VDP 15 is inhibited, and the execution of
the game is discontinued. |
25 In the embodiment in Fig. 10, the function of the
daﬁe comparator 52 can be ihtegrally provided as one part
of the digital analog converter 9. In this case, im-
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the cursor RAM 130, the X and Y position registers 131 and 132, and
the color registers 133 and 134 are trans- mtted to a digital
anal og converter 9. _ The 1 ogo of the security cursor, which is
constituted 10 by bit map data that are stored in the cursor RAM 130, is
converted into an anal og video signal, so that the in- di vi dual

pi xel s of the logo are represented by the colors_ corresponding to
the col or coddeedimkely cpefereddatatdee convertedoinfegpitanalag3vidgo134,

and are displayed at the 15, di§plq¥ positions that are desi-gnated by the
data stored Signalp iiR. x bHpredigerlybaferg; datesayg10uhput3bo the

display device 3, the data can be examined, so.that_it is
"extremely difficult to bypass the security checking
5 process, or to decpde display data after they have been
subjected to security checking processing. |
As is described above in the embodiments, according
to the present invention, display data that are stored in
the game cartridge 2 are transmitted'to the game machine
10 1, and in consonance with a game program that is stored
in the game.cartridge_z, the display data are displayed
on the display device 3, which is connected to the game
machine 1. |
Thus, the authenticitf of a game cartridge 2 and of a
15 game program can be easily confifmed by the presencé on
the display of the display data and the data éontents
that are displayed. |
At the same time, accbrding to the.présent invention,
the game machine 1 repeatedly compares display'data that
20 -are stored in the game cartridge 2 with reference data
during the execution of the game program (during the
opération of the game). Even.when thé security checking
process is altered for the'purpose of bypassing it, ﬁhe_
authenticity of the game program can be easily
25 determined. |

When a game program is not authentic, the operation
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Bits of the bit map, which constitutes the security .cursor in the
cursor RAM 130, are displayed in colors, whi ch correspond to the
col or codes stored in the color 20 regi sters 133 and 134, in the
fol | o ng nmanner. Wien the | ogical value of a bit of the security
cursor is "0," the out put of the color register 133 is sel ected.
- When the | ogical vale of a bit is "1," the output of the col or '
regi ster 134 iof ddleedF8H 10TIRE diepgamst gaghine cjorP‘Feritp‘B"cFll@}\Y halipd &0 RGB
signal that corresponds to a col or code that I s designated by the
sel ect ed colopneﬂgnn(ghe further execution of the unauthentic game” -
program. In this manner, the use of an illegally copied
program can be prevented.
5 Although a game machine has been employed as an
example in the above embodiments, the present invention
is not limited to these embodiments, and can be applied
to any common information processing apparatus having an
external storage device and a display device.
10 In addition, an equivalent'system that is employed
for the same purpose and provides the same effect as the

present invention falls within the scope of the present

invention.
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When t he display data have been stored in the cursor

32

col or: reglsters 133 and 134, and, mht'l
cursor is begun in the above descrlb
CPU address signal for selecting a REPLACED

10

15

20

25

RAM 130, the X and—Y ﬁﬁSl[lon re isters 131 and 132, the

ﬂll “mml ml Lgec hiﬂﬂsos;;;}‘%i'; iEE
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Wnat is claimed is:
1. An information processing appafatus having a seeurity
checking function, comprising: |

an enternal memory device for storing a program and
display data; |

an information processing console to which said
external memory device being detachably connected, in-
cluding, -

a CPU for executing the program that.is read out from
said external memory device,

an internal memory device for storing comparison
reference data,.and

a security checking device for comparing with said

comparison reference data with said display data that are

read out from said external memory device; and

a display device for displaying the dispiay.data that
are read out from said external memory device.
2. The information processing apparatus according to
claim 1,

wherein the fact that said display data are displayed
on said display device means infringement by an. un-
authorized person of a legal right accfuing to the dis-
play data.
3. The information processing apparatus according to
claim 1 or 2,

wherein said information proceseing console further

4 This Sheet Has Been Rep laced




5 checklng sta the address decoder 6. The :
checking start dr'"ﬂ"’”‘ﬁ’lﬂm& sel ected and outputs a checki ng
start signal. 1y, in response to the pHEEKBHEETSHAS BEEN
signal, a security checking tlner 101 begins counting. 10 TIREPERCED i t Y

checking timer 101 outputs a |ogical value for inhibiting the
witing by the CPU 10, via the circuit 102, _of new data to the

i ndi vi dual ci iawkudesmg display 44ﬁ9(§ﬁ9ﬁ%9%nA?Y%F%é%%Fl?9°Eh%%k?%§ timer
101 reaches a _, predeterm ned val ue. Therefore, out uttlng t he sane
15  displ ay d’a‘tsé’lf%brﬁﬁtl'?e that are FpPRns LW’ctISOSMt‘E %’&H%

reference data, and said CPU controls to transfer and

store said displéy data from said external memory device
5 to said display data storage device in accordance with

the program that is stored in said external memory

device.

4. The information processing apparatus according to

claim 1, 2 or 3,

10 . wherein said security checking device repeatedly com-
pares said display data with said comparison reference
data, during the CPU executing the program that are read
out from the external storage device.' :
5. The information processing apparatus according to

15 claim 3 or 4,

| whereip said display'data are transferred from said
 external memory device to and are stored in said display
data storage device before said security checking device
performs data ¢Ompafison, and after said data comparison '

20 by said security checking device and the display of said
display data by said display device are completed, said
display data are grased ffom-said display data storage
device.

6. A security checking method for checking authenticity

25 of a program in an information processing apparatus, com-
prising:
, 41
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security cursor is continuously—disptayed until the security -
checking tinmer 101 reach mﬁ M‘Med- val ue Wen
t he counting by the secua@“ ﬁmm E iimer 101 20 hiaSHIBeSHERIONRS eted
(when the tine has expiredy, ahé ™ ° inhibition of the w REPh&CED new
CPU data 'is renoved. Nanely, the security check tiner I0I Starts.
counting ' and gutputs an inhibiting signal to AND gates 102, so

that witing to tRe fdfstostenoiareadinghiniRregraR and AisPIRR A28 ni ned

peri od, for exanple one second. L. ) )
out from an external memory device in which said program

and said display data are stored;
a second step of outputting aléhecking start signal
5 based on a display checking start command included in
said program read out from said external.memofy.devicé;
a third step of comparing said display data read out
from said external memory device with comparisbn.refer—
“ence data when a checking start signal is output, and
10 genefating an error signal when said display data do not
match said comparison reference data; and
a fourth step of, in response to said error signal,
preventinglexecution of at least one part of said
program. |
15 7. The security checking method according to claim 6,

- further comprising a fifth step of, whe@ said display
data match said comparison referénce data at said third
step, génerating a control signal for displaying said
display data, and displaying.said display data based on

20 said control signal. ' |
. 8. The security checking.method according to claim 6 or
7, |
wherein said display data that are stored in-séid
external memory device are read in at said first step in
25 consonance with said program.

9. The security checking method according to claim 6, 7

42 -
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The dlsplay data stofed in the cursor RAM 1
di spl ayed for the predet erri-ned—period—and-

33

RAM 130 only duri ngt Pﬁreefcﬂmmﬁul"!m”ﬂn Iﬂm

is inhibited before an obsetrvér ¢an®regog*

10

15

20

25

or 8,

30 is con- tinuouély

a can be wittfen i ke FSQr
rewiting of Tris bé;ﬁgﬂgg%/

wherein comparison of said display data with said

compafison reference data at said third step is repeat-

edly performed during the execution of said program.

10. The security checking method according to claim 8 or

9, further comprlslng a sixth

step of, after said display

data are displayed at sa1d flfth step, erasing said

display data that have been read in.

11. An external memory device, which is detachebly

connected to an information process1ng console, for

storing a program, to be executed by said information

processing_console, and display data, to be displayed

under control by said information processing console, and

from which said display data are read in said informatioh

processing console in consonance with said program.

12. The external memory device according to claim 11,

wherein said information processing console is a video

game machine, and wherein said display data that are

. displayed on a display device

inhibits the use of a

program by an unauthorized person.

13. The external memory device according to claim 12,

wherein said display data are

a trademark for a party

that is authorized for said program.

14. The external memory device according to claim 11,

wherein said information processing apparatus is a video

game machine, and wherein said display data are displayed

43
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ni ze the d|spLa¥ed displ ay dat a. Consequent |y, even_a |ogo such as

a trademark | an |IIegaI programis di sp| ayESISHERT HAS BEEN
pr edet er mi ned uu"m"""l i mgecurl ty checking is star- (REHL.AGED t hat
the display of *the t¥ra *mou con- stitute infrrngéenent on the

trademark right or violation of the unfair conpetition |aw.
A checking start signal fronlthe checking start : driver, 100 is

transmtted afCLordifsetxsisfid RRPYyAR €ach R?ﬁﬁ%ﬁ?ﬁ%ﬂn?grQiW¥%gln a data

conpar ator 52._ Upon t he
P duﬂ%ng an execution of a video game.

15. A video signal control device for controlling the
display of a first video signal and a second video signal
5 which has a pridrity of disb;aying to the first video
signal, comprising: |
a read-only memory for storing a reference display
data which is compared with a display déta of said second
video signal;

10 ~a comparing circuit for comparing the reference
display data with said display data of the second video
signal; |

a control circuit for inhibiting the displéy of said
- first video signal after a_predetefmined time has |

15 elapsed, when said comparing circuit detects that the
reference display data does not coincide with the display
data of the second video signal.

16. " The video signal control device aécording to
claim 15,

20 wherein there is furthér comprised a timing circuit
for controlling the period of displaying said second
video signal; during which an observer can recognized the
display data of the second video signal.

17. 'The video signal control device according to

25 claim 15,

wherein said display data of the second video signal

44
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recelpt of the trigger signral—a—eefparison—ecircuit 12 15 ‘reads-the

di spl ay data, which are stor RAM 130, and in the
col (F;r ?/egi sters 133 and 134 ﬁmlmmllmmﬂﬂmu di splay citclit-50—and
conpari son reference securi- y "datta that are sto éﬂﬂ$ﬁHﬁE§@é§ﬁﬁﬁ§

cursor RAM 110, and in securlty col or registers 111 andRBPACER the
data 20 ar,at_or and .conpares these data. . Wen the data
match, the COHBSFPgﬁﬁ €1F@§PF1TZ GHFEGFSCQHﬁﬁiqﬂﬁeQNQXK9 bit mag "1 " and

when the data do.not match, uts .a i cal value of "0."
The data coanP&FSFHSEngi§odﬂﬁ8ﬁ8§p9°§&tﬁoﬁb§QJw ch the security

cursor is displayed, said comparing circuit compares the

display position of the second video sighal with a
5  reference display position data which is included in said
reference display signal, and said control circuit in-
hibits the-displéy of the first video signal when the
display position of the security cursor is not present
within a allowable display area which is defined by the
10 reference display position. |
18. | The video signal control_device according to
claim 17,
wherein said bit map pattern is stored in said read
only memory, with a fixed largeness so that an observer
15 can recognize the second diéplay data.
19. The video signal control devicé according to
claim 17, |
wherein said secﬁrity cursbr constituted by the bit
map pattern is a specific logo mark.

20
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25 checklng circuit 135 and a Y position checklng circuit 136. The

circuits 135 and 136 respectively read X coor di nat E 1¢had su@eduXs BEEN
coordi nate data for a security. REPBACED
cursor display start position fromthe X position regis- ter 131 and
the Y position register 132 in the data

ABSTRACT

An information processing apparatus has_a security
checking function for ascertaining the authenticity of a
program to_be executed, and the prograﬁ and display-data

5 to be diéplayed are_stored in an external storage device.
The information processing apparatus, which has a CPU for
executing a program, is connected to the externai.storage
device and a display device for displaying the display
data. During the execution of the program, the.display

10 data stored in the external storage device are displayed
on the display device in-consonance with that program.
The display data are cbmpared with comparison reference
data that are stored in thé information proéessing ap-
paratus. When the two sets of data_do not match, the

15 - operation of the C?U of the information pfocessing ap-
paratus is halted, and further execution of the program

is prevented.
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display circuit 50. The circuits 135 and 136 conpare t hese position

data with perm ssible display ranges that 5 are set in advance, i.e.,
with an X position range and a Y position range, respectively.

When the X coordinate and Y coordinate position data are within the
perm ssi bl e di splay ranges, the X position checking circuit 135 and
the Y position checking circuit 10 136 output a logical value "1."
When the X and Y coor- dinate data are not within the perm ssible
ranges, a - | ogi cal value "0" is output. :

FI1G. 1

1
comparisqn Hdisp ta
referencg |1 y storage | /\/
BY 13
display ~12 display : —
checking 16 (le ol [ f -3
104 esect;on {4 ﬂ‘_sectlon | AR
CPU ' fVDP :
\\ B

checking start signal

- data
21~ A{portion 1 }—211

sy ]| 212
data 2
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An AND circuit 137 receives the outputs of the com parison circuit
12, the X position checking circuit 135, 15 and the Y position checking

cireuit 136. Wen all of t hese logical values are."1," it is
assuned that an aut hentic program 20 is packaged in the cartridge 2.
Then, the AND circuit 137 outputs a . timer reset ) signal and the count -
value for a security lock timer 53 20 is reset to an initial value, for
exanple, "0" to begin a new counti ng sequence. Through this process,
atine duration until the count by-the security lock tinmer 53

has reached a predetermi ned val ue i s extended.

display

device
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As under st ood above, the security lock tiner 53 is 25 provided to

execute repeatedly a security checking during the operation of a
gane program differently fromthe security check tinmer 101 which is
provided to display a ' 35 :

security cursor for a predeterm ned period. The security

FIG. 3

CPU

. Yes

4
. |Store display data
S4 |in display datg
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N
Output checking enable
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|l ock tinmer 53 is made active, or state of counting, as far as an

authentic programis executed because it. is necessarily reset to an
initial value. 5 The aut hentic program has to be designed to start
. security checking before the security lock timer 53 conpl et es
counting or the predeterm ned period has been expired. As an
exanpl e, the predeterm ned period, that I's, the period until the
security lock timer 53 conpletes 10 counting is set about 15 m nutes.

If the result of conparison is that a display data

 FIG. 4
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does not coincide with the conparison reference data, the AND gat e
137 outputs a display OFF signal to the digital anal og convertor 9,
as the security lock timer 53 is not 15 reset. This makes it disable
to display any data on the di spl ay device 3, as explained as foll ows.
Further, in such a case that an illegal programcould not wite an
authentic display data into the cursor RAM 130, the security |ock
timer 53 is not- reset, and there- 20 fore, the security lock timer 53
becones tinme-up or reaches a certain count value to output the

di spl ay OFF . si.gnal and the Lspl of display data is
i nhibited. 3Fanf ﬁ;. aé

Disppw'che?f?g

(Start) s20

' - ' S21
Timer time up? Yes
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The output of the cursor RAM 130 in the data display circuit 50 is
set in advance as bit nmap data having 25 hi gher priority than display

data that are output by the VDP 15 (see Fig. 1). In the period-
before the count by the security lock tinmer 53 has reached a
pr edet er m ned . - 36

FIG. 6
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value, data for a Idgo, for 'exanple, the | ogo shown in Fig. 11, t hat

are stored in the cursor RAM 130 for dis- . playing the security
cursor, is displayed in the colors that are specified by the color .
registers 133 and 134, 5 and at a position that is designated by the X
and Y position-registers 131 and 132. When either input
to the AND circuit 137 is "0," it is assuned that the program 20

packaged in the cartridge 2 is counterfeit. 10 In such a
case, a reset signal is not output fromthe _
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AND circuit 137, and the security lock tinmer 53 continues counti ng.

When t he count val ue reaches a predeterm ned val ue, a display OFF
signal is output by the security | ock tinmer 53. 15 The

di splay OFF signal is sent to the digital anal og " converter 9, so
that a video signal, which is transmtted fromthe VDP 15 to the
di gital anal og converter 9 via an FI FO nenory 7 and a pi xel  fornmat
8, is prevented from bei ng converted into an anal og video signal.
20 As is described above, when it is assumed through the

security checking that the program 20 packaged in the
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cartridge 2 is counterfeit, the display of a video data . signal from

the VDP 15 is inhibited, and the execution of ~.the gane is
di sconti nued. 25 In the enbodinent in Fig. 10,  the function of the
data conparator 52 can be integrally provided as one part of the
di gital anal og converter 9. In this case, im
37
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v

nedi ately before data are converted into an anal og vi deo

_ signal,

di spl ay device 3,

extrenely difficult to
or to decode display data after

subj ected to security checking processing.

As is described above in the enbodi nents,

i nventi on,

I mredi ately before data are output to the
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so t hat

the data can be examn ned,
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'10 1, and in consonance with a game programthat is st or ed in the

gane cartridge 2, the display data are displ ayed . on the displ ay
device 3, which is connected to the gane machi ne 1. : Thus,
the authenticity of a ganme cartridge 2 and of a 15 ganme program can be
easily confirnmed by the presence on the display of the display data
~and the data contents that are displ ayed. At the sane
time, according to the present invention, t he gane machine 1
repeatedly conpares display data that 20 are stored in the gane

cartridge 2 with reference data

FIG. 11
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the gane). Eve MH tl “Ly checKin EPLAC

t he purpose ofrl ul" nlﬂﬂﬂlﬂ ﬁ"t hvE CLEﬁ of e jgame program
can be easily 25 ¢ détefm hed* When a gane program ns7 00T 1994
aut hentic, the operation : -40- 8

1. An information processing apparaths having a

security checking function, comprising:

an external memory device for storing a program and
display data;

an information processing console to which said
external memory device is detachably connected, including,

a CPU for executing the program that is read out from
said external memory deVice,

an internal memory device for storing comparison
reference data, and '

a security checking device for repeatedly comparing
said comparison reference data with said display data read
out from said external memory device as the CPU executes
said program read out from said external memory device; and

a display device for displaying the display data that
are read out from said external memory device.

2. The information processing apparatus according to
claim 1,

wherein the fact that said display data are displayed
on said display device means infringement by an unauthorised
person of a legal right accruing to the display data.

3. The information processing apparatus according to
claim 1 or 2,

wherein said information processing console further
includes a display data storage device for storing the
display data that are compared with said comparison
reference data, and said CPU transfers and stores said
display data from said external memory device to said
display data storage device in accordance with the program
that is stored in said external memory device.

4. The information processing apparatus according to
claim 3, . '

wherein said display data are transferred from said
external memory device to and are stored in said display
data storage device before said seéurity checking device
performs data comparison, and after said data comparison by

said security checking device and the display of said
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display data are erased from said display data storage
device. )
5. A security: checking method for checking

authenticity of a program in an information processing
apparatus, comprising:

a first step of reading a program and display data out
from an external memory device in which said program and
said display data are stored;

a second step of outputting a checking start signal
based on a display checking start command included in said
program read out from said external memory device;

a third step of comparing said display data read out
from said external memory device with comparison reference
data when a checking start signal is output, and generating
an error signal when said display data do not match said
compariéon reference data; and_

a; fourth step of, in response to said error signal,
preventiflg execution of at least one part of said program.

6. The security checking method according to claim
5, further comprising a fifth step of, when said display
data match said comparison reference data at said third
step, generating a _contrbl signal for displaying said
display data, and displaying said display data based on said
control signal.

7. The security checking method according to claim 5
or 6,

wherein said display data that are stored in said
external memory device are read in at said first step in
consonance with said program.

8. The security checking method according to claim
5, 6, or 7,

wherein comparison of said display data with said
comparison reference data at said third step is repeatedly
performed during the execution of said program.

9. The security checking method according to claim 7

or 8, further comprising a sixth step of, after said display
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data are displayed at said fifth step, erasing said display
data that have been read in.

10.” An external memory device, which is detachably
connected to an information processing console, for storing
a program, to be executed by said information processing
console, and display data, to be displayed under control by
said information processing console, and from which said
display data are read in said information processing console
in consonance with said program.

11. The external memory device according to claim 10,
wherein said information processing console is a video game
machine, and wherein said display data that are displayed on
a display device inhibits the use of a program by an
unauthorised person.

12. The external memory device according to claim 11,
wherein said display data are a trademark for a party that
is authorised for said program.

13. The external memory device according to claim 10,
wherein said information processing apparatus is a video
game machine, and wherein said display data are displayed
according to said program each predetermined timing during
an execution of a video game.

14. A video signal control device for controlling the
display of a first video signal and a second video signal
which has a priority of displaying to the first wvideo
signal, comprising:

a read-only memory for storing a reference display data
which is compared with a display data of said second video
signal;

a comparing circuit for comparing the reference display
data with said display data of the second video signal;

a control circuit for inhibiting the dispiay of said
first video signal after a predetermined time has elapsed,
when said comparing circuit detects that the reference
display data does not coincide with the display data of the

second video signal.
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15. The video signal control device according to
claim 14,

wherein there is further comprised a timing circuit for
controlling the period of displaying said second video
gsignal, during which an observer can recognised the display
data of the second video signal.

16. The video signal control device according to
claim 14,

wherein said display data of the second video signal
includes a security cursor constituted by a bit map pattern
and a display position at which the security cursor is
displayed, said comparing circuit compares the display
position of the second video signal with a reference display
position data which is included in said reference diéplay
signal, and said control circuit inhibits the display of the
first video signal when the display position of the security
cursor is not present within an allowable display area which
is defined by the reference display position.

17. The video signal control device according to
claim 16,

wherein said bit map pattern is stored in said read
only memory, with a fixed largeness so that an observer can
recognise the second display data.

18. The video signal control device according to
claim 16,

wherein said security cursor constituted by the bit map
pattern is a specific logo mark.

19. The information processing apparatus according to
claim 1, wherein said display data are read out from said
external memory device only once when said CPU executes said
program.

20. The information processing apparatus according to
claim 1, wherein said display data are read out from said
external memory device repeatedly as said CPU executes said
program.

21. The information processing apparatus according to

claim 1, wherein said display data are displayed on said
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I ncl udi ng, a CPU for executing the programthat is re out from

' er_nal r : i
said ext dgsplay &gvice only once when said CPU executes said

!

program.
B 22. An information processing apparatus having a

security checking function, comprising:

an external memory device for storing a program and
dlsplay data;

an information processing console to which said
external memory device is detachably connected, including,

a CPU for executing the program that is read out from
said external memory device,

an internal memory device for storing comparison
reference data, and

a security <checking device for <comparing said
comparison reference data with said display data read out
from said external memory device; and

a display device on which the CPU dlsplays said display
data in accordance with the program stored in said external
memory device.

23. The information processing apparatus according to
claim 22,

wherein said display data displayed on said display
device depicts a representation of a legal right which is
associated with an external memory device authorised for use
with said information processing console.

24. The information processing apparatus according to
claim 22,

wherein said information processing console further
includes a display data storage device for storing the
display data that are compared with said comparison
reference data, and said CPU transfers and stores said
display data from said external memory device to said
display data storage device in accordance with the program
that is stored in said external memory device.

25. The information processing apparatus according to
claim 22, wherein said display data are read out from said
external memory device only once when said CPU executes said

program.
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27. The information processing apparatus according to
claim 22, wherein said display data are displayed on said
display device only once when said CPU executes said
program.

28. An information processing console having a
security checking function, comprising:

a ‘CPU for executing a program received externally of
said console;

an internal memory device for storing comparison
reference data; and

a security checking and display control device for
repeatedly comparing comparison reference data with display
data received externally of said console as the CPU executes
said externally received program, and controlling the
display of said externally received display data on a
display device.

29. The information processing console according to
claim 28,

wherein said display data displayed on said display
device depicts a representation of a legal right which is
associated with said externally received program which is
authorised for use with said information processing console.

30. . The information processing console according to
claim 28,

wherein said information processing console further
includes a display data storage device for storing' the
display data that are compared with said comparison
reference data, and said CPU stores said externally received
display data to said display data storage device 1in
accordance with said externally received program.

31. The information processing console according to

claim 30,
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wherein said display data are stored
data storage device before said security checking device
performs said data comparison, and after said data
comparison by said security checking device and the display
of said display data by said display device are completed,
said display data are erased from said display data storage
device.

32. The information processing console according to
claim 28, wherein said display data are externally received
only once when said CPU executes said program.

33. The information processing-conéole according to
claim 28, wherein said display data are externally received
repeatedly as said CPU executes said program.

34. The information processing console according to
claim 28, wherein said display data are displayed on said
display device only once when said CPU executes said
program.

35. The information processing console according to
claim 28, wherein said display data are externally received
from an external memory device.

36. The information processing console according to
claim 28, wherein said program is externally received from
an external memory device.

37. An information processing console having a
security checking function, comprising:

a CPU for ekecuting a program received externally of
said console;

an internal memory device for storing comparison
reference data; and

a security checking and display control device for
comparing comparison reference data with display data
received externally of said console, and controlling the
display of said externally received display data on a

display device in accordance with said externally received

program.

38. The information processing console according to
claim 37,
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Wherel n said | ' ssing consol e furthe
ctorage devi INERREINENTNG: o7 Sereenet amsmane)
conparison referehce ddta’® &nd said CPREpuagesfers
data from said external nenory deviceto._Said disp
I n accordance with the programthat is s bied in sa
device. 4. The information processing apparatus
wherein said di spheyedat Sard Cigrdesr régtar shhsRiay
to- and arge¢hoeeddgi e dadirey s ddniat idor 8ge flevegal bafig sehdchedy ity
checki ng devi ce, perforng . data CO"}%E‘” son, and af.terdsai d data co ri.son
by said seRBPPEYERGcIH? d&F e SRECTRRILIYI S 58F895F‘E‘p|‘§‘§1f‘§§t a by
sai d di spl aytHeviieedafercaospl eticth, ssdidd idifepmay idat pracessing console.
39. The information processing console according to

claim 37,

wherein said information processing console further
includes a display data storage device for storing the
display data that are compared with said comparison
reference data, and said CPU stores said externally received
display data to said display data storage device in
accordance with said externally received program.

40. The information processing console according to
claim 37, wherein said display data are externally received
only once when said CPU executes said program.

41. The information processing console according to
claim 37, wherein said display data are externally received
repeatedly as said CPU executes said program.

42. The information processing console according to
claim 37, wherein said display data are displayed on said
display device only once when said CPU executes said
program.

© 43, The information processing console according to
claim 37, wherein said display data are éxternally received
from an external memory device.

44. The information processing console according to
claim 37, wherein said program is externally received from

an external memory device.
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erased from said di spl ay data storage device. 5. A set
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“met hod for checking authenticity of a program in an inf
processi ng apparatus, conpri sing: a first step of

r ¢adi ng ram
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exXecution ofea program has begun, further security check-

ing is not performed, or else can not be performed, for

the duration of the execution of the program.

In a sequence of a program, therefore, steps for

security checking prbcessing are disabled or bypéssed by

some means, usually.illegally, and as a result, the

following steps in the program are performed though'

without the security check.

In addition, according to the security checking

‘method described in USP486, USP596 or USP076,

display

i data, such as a trademark, are merely displayed momen—

tarily; the information processing apparatus neither

checks to determine whether or not the correct image of a

trademark, etc., is actually displayed, nor is it de-

signed to do so.

Further, as is described above, when the steps for

processing the security checking are disabled

or bypassed

in some manner, specific data can not be displayed and

the authenticity of a program can not be examined.



,dat a; and a fourth step of, in response to said error signal,
preventing execution of at |east one part of said program

42 wherein conparison of said display data with $ageh|Q@ENENTSSHEET
reference data at said third step is repeatedly perforned §urilng-the
execution of said program 6. The security checki ng nethdd Gau:,cgﬁﬂi ﬁqgtﬁl)
claimb5, further conprising a fifth step ~

¥

SUMMARY OF THE INVENTION

It is an object of the present invention to ameliorate one or more disadvantages of the prior
art.

According to one aspect of the present invention there is provided an information
processing apparatus having a security checking function, comprising:

an external memory device for storing a program and display data;

an informéfion processing console .to which said external memory device is
detachably connected, including,

a CPU for executing the program that is read out from said external memory
device,

an internal memory device for storing comparison data, and

a security checking device for comparing said comparison reference data with said
display data read out from said external memory device in response to a checking start
signal, said checking start signal being based on a display checking start command
included in said program read out from said 'exfemal memory device; and |

a display device for displayiné the display data that are read out from said external
memory device if said display data read out from said external memory device matches
said comparison reference data,

wherein said security checking device repeatedly compares said display data with
said comparison reference data as the CPU executes said program read out from said

external memory.



of , \;\,hen said display data match said conparison reference data at said

third step, generating a control signal for displaying sa-e—dsptray _0aT
and di spl aying said display data based on said control \iBEEﬂACF’éMfﬁT gHgﬂ;s

security checking nmethod according to claimb5 or 6, _ WTET I msai d
di splay data that are stored in said externgl menory devilce [ rj_ﬁiaxi‘ggga at
sakd first step in consonance with said program 8. The security

checki ng method according to claim7, further conprisingja sSTXUh™step of,
after said display data are displayed at said fifth step,i erasing said
di spl ay data that have been read in. 9. An external nemory devi ce,

which s detachabl y. onaees Bflome: AbebN (ORI iR
e I

storing a program to

and di spl ay
processi ng

)

cessing. consgle, for.,
pE® exécu V. sdi TP &‘S’éeg?slfrﬂ&‘ e‘i&rﬁfﬁ%t?'
' trol by said infqrmatjon
%ﬁcte&dingt ?m?l?oéj for (l.:l@él%%gua{]u eerntigi%? orfoa pro)érasm Iin an Information processing

apparatus, comprising:

a first step of reading a program and display data out from an external memory
device in which said program and said display data are stored;

a second step of outputting a checking start signal based on a display checking start
command included in said pi‘ogram read out from said external memory device;

a third step of comparing sai_d display data read out from said external memory
device with comparison reference data when a checking start signal is output, and
generating an error signal when said display data do not match said comparison reference
data; and |

| a fourth step of, in response to said error signal, preventing execution of at least one
part of said program,
| wherein comparison of said display data with said comparison reference datg at
said third step is repeatedly performed during the execution of said program. |

According to still another aspect of the present invention there is provided an
external memory device, which is detachably connected to an information processing
console, for storing a program, to be executed by said information prc;cessing console, and
display data, to be diépléyed under control by. éaid information processing console, and
from which said display data are read _in said information processing console in
consonance with said program, wherein said display data are displayed according to said

program each predetermined time during an execution of said program.




?cons.ol e, and fromwhich said display data are read in sai O
processi ng console in consonance with said program wherel RES

data are displayed according to said pfogrsasamaciapeeset
during an execution of said program ReeLacaer nal nmp ?i qggg
according to claim9, wherein said informagion gl cp g € 1S

vi deo - gane nachi ne, and wherein said display data that ar H-spl-ay-ed—oh
di spl ay device inhibits the use of a program by an unauthoyized person.

11. The external nmenory device according to claim 10, wheret+a~sa+rd————-

di splay data are a trademark for a party that is authorized-for said
program

According to still another aspect of the present invention there is provided a video
signal control device for controlling the display of a first video signal and a second video
signal which has a prioﬁty of displaying to the first video signal, comprising:

a read-only memory for storing a reference display data which is compared with 2
display data of said second video signal; |

a comparing circuit for compéring the reference display-data with said display data
of the second video signal;

a control circuit for inhibiting the display of said first video signal after a
predetermined time has elapsed, when said comparing circuit detects that the reference
display data does not coincide with the display data of the second video signal; and

| a timing circuit for controlling the period of displaying said second video signal,
during which an observer can recognize the display data of the second video signal,
wherein said displey data of the second video signal includes a security
cursor con;iituted b'y a bit map pattem and a display position at which the security cursor is
displayed; said comparing circuit compares the display position of the second video signal
with a reference display position data which is included in said reference display deta, and
said control circuit inhibits the display of the first video signal when the display position of
the security cursor is not present within an allowable display area which is defined by the
reference display position.

According to still another aspect of the present invention there is provided an

information processing apparatus having a security checking function, comprising:

an external memory device for storing a program and display data;
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43 12 A video signal control device for controlling EHRELECEERT SHEER

first video signal and a second video signal which has a jpr{orTty of
displaying to the first video signal, conprising: a [efdy AU 1999
menory for storing a reference display data which is conpared with a
di spl ay data of said second video signal; 8 a conparjing crrcart 10

conparing the reference display data with said display datja of the second

vi deo signal;

an information processing console to which said external memory device is
detachably connected, including,

a CPU for executing the program iat is read out from said external memory
device, |

an internal memory device for storing comparison reference data, and

a security checking device for comparing said compaﬁson reference data with said
display data read out from said external .memoryf device m response to a checking start
signal, said checking start signal being based on a display checking start command
included in said program read out from said external memory device; and

a display device on -which the CPU displays said disi)lay data in accordance with
the program stored in éaid external memory device if said displéy data read out from said
external memory device matches said comparison reference data,

wherein said security checking device repeatedly compares said display data with
said comparison reference data during the execution of the program by the CPU.

A¢cording to still -another aspect of the present invention there is provide an
information processing console having a security checking function, comprising:

a CPU for executing a program received externally of said console;

an internal memory device for storing comparison reference daﬁ; and

a security checking and display control device for repeatedly comparing
comparison reference d_ata with display data received externally of said console in response
to a checking start signal, said checking start signal being based on a display checking start

command included in said externally received: program, as the CPU executes said



a coﬁtrol circuit for inhibiting the display of said filfstr-is -0, '

after a predetermned tine has el apsed, when said conp rflg’rfé‘f@f%&gﬁ‘h't%ﬂ

detects that the reference display data does not coinc di w th the display
r

data of the second video signal; and 9 a tining cirduil 7 ¥ 1999
controlling the period of displaying said second video $ig¢nal, during

whifch an. o C | ' '

Sl gnal - SRR R ediapn ind PR B SRS O sald ISRAR R fiptay
i ncl udes a_ sgcurit.y..cunsar constituted by a bit map pattern and a di spl ay
position atdg@hollﬁc%&%wgyg%‘@ﬁ?’i ty cursor is displayed, said conparing circuit
repeatedly conpares fhe display position of the second, video signal with a
ref erence displ }&F"B’@;‘i‘& F%ﬁuﬁa%né’tlb%i%eqts"fi the | nyersat inyegtion theze ds prevded an
display data, and said control circuit inhibits the display of the first

vi deo si gnanfommtmmecesang sbasplehasing @ secufityt ¢hecking fimiction, compuisings not
present wthin an allowabl e di splay area which

: a CPU for executing a program received externally of said console;

an internal memory devicg for storing comparison reference data; and

a security checking and display control device for repeatedly compaﬁng
comparison reference data with display data received externally of said console in respbnse
toa checking start signal, said checking start siénal being based on # display. checkihg start
command included in said externally received program, and controlling the display of said
externally received display data on a display device in accordance with said externally
received program, during the execution of the. program by salld CPU.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a block diagram for one embodiment of the present invention;

~ Fig. 2 is a block diagram illustrating an example



ls def i ned by the reference display position. 13. The vi deo signal

control device according to claim 12, wher ei n sai g
is stored in said read only nmenory, with a fixed size so E%{%L%ﬁﬁ%ﬁﬁﬁsgﬁ
can recogni ze the second display data. 14. The vi deo si gnal CO%%\J 909

devi ce according to claim12. 40
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Claims
1. An information processing apparatué baving a security checking function;
comprising:

an external memory device for storing a program and display data;

an information processing console to which said external memory device is
detachably connected, including, |

a CPU for executing the program that is read out from said external memory
device, |

an internal memory device for storing comparison data, and

a security checking device for comparing said comparison reference data with said :
display data read out from said external mémory device in response to a checking start
signal, said checking start signal being based on a disblay checking start command
included in said program read out from said external memory device; and |

a diépla); device for displaying the display data that are read out from said external
memory device if said disﬁlay data read out from said external memory device matches
said comparison reference data,

wherein said security checking device repeatedly compares said display data with
said comparison reference data as the CPU executes said program read out from said
external memory.
2. The information processing apparatus according to claim 1,

wherein the fact that said display daﬁ are displayed on said display device means
infringement by an unauthorized persoﬁ of a legal right accruing the display data.

3. ‘The information processing apparatus according to claims 1 or 2,

RO
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Mheréi n said security cursor constituted by the bit map pagrerAHiscia SHEET
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specific logo mark. 15. The information processing ap
to claim1, wherein said display- data are read out from
menory devi ce only once when said CPU executes said prog
i nfformati on processing apparatus according4do claim1, w

datta are read out fromsaid external nenmory device repeatledly as said CPU

9

ay,

.executes said program 17. The i nformation processin

according to claim1l, wherein said display data are displayed on said

-
apparatus

di spl ay- devi ce only once when said CPU executes said program

wherein said information processing console further includes a display data storage
device for storing the Qisplay data that are compared with said comparison reference data,
and said CPU transfers and stores said display data from said external memory device to
said display data Sforage device in accordance with the program that is stored in said
external memory device. |
4, The information processing apparatus according to claim 3,

wherein said display data are transferred from said external memory device to and
are stored in sa}d display data storage device before said security checking device performs
data comparison, and after said data comparison by said security checking device and the
display of said display data by said display device are completed, said display data are
erased from said display data storage device.

5. A security checking method for checking authenticity of a program in an
information proces_s_ing apparatus, comprising: -

a first steI; of reading a program and display data out from an external memory
device in which said program anci said display data are stored;

a second step of oufputting a checking start signal based on a display checking start
command included in said program read out from said external memory device;

a third step qf comparing said display data read out from said external memory
device with comparison’ reference data when a chepking start signal is output, and
generating an error signal when said display data do not match said comparison reference
data; and

a fourth step of; in response to said error signal, preventing execution of at least one

part of said program,

L



18. i An i nformation proce55| ng apparatus having a securlty -checki ng

functi on,

devi ce,
data, and

reference data with said display data read out from sqid external nenory
device in response to a checking start

conpri si ng: an external nenory devi for—stortT '
program and di spl ay dat a; an information proce;ﬁﬁﬁ’@,ﬁxﬁuﬁﬁmﬁﬁﬂ

which said external menory device is detachably conneft
a CPU for executing the programthat is reag out from ga dgeytﬁmlqgggna

O}y
Enge
s¢n

an internal nenory device for storing fofrparison refer
a security checking device foor conpafi conpar

wherein comparison of said display data with said comparison reference data at
said third step is repeatedly performed during the éxecution of said program.
6. The security checking method according to claim 5, further comprising a fifth step
of, when said display data match said comparison reference data at said third 'step,
generating a control signal for displaying said display data, and displaying said display
data based on said control signal.
7. The security checking method according to claim 5 or 6,

wherein said display data that are stored in said external memory device are read in
at said first step in consonance with said program.
8. The security checking method according to ciaim 7, further comprising a sixth step
of, after said display data are displayed at said fifth step, erasing said display data that have
been read in.
9. An external memory device, which is detachably connected to an information
prowssiné A‘console, for storing a program, to be exgcuted by said information processing
console, ;lnd display data, to be displayed under control by said information processing
console, and from which said display data are read in said information processing console
in consonance with said program, wherein said display data are displayed according to said
program each predeterrﬁined time during an execution of said program.
10.  The external meinory device according to claim 9, wherein said information
proceésing console is a video game machine, and wherein said display data that are
displayed on a display device inhibits the use of a progfam by an unauthorized person.
11.  The external memory device a-ccording to claim 10, wherein said display data are a

trademark for a party that is authorized for said program.
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12. A video signal control device for controlling the display of a first video signal and a
second video signal which has a priority of displaying to the first video signal, comprising:_

a read-only memory for storing a reference display data which is compared with a

display data of said second video signal;

a comparing circuit for bomparing the reference display data with said display data
of the second video si'ghal; |

a control circuit for inhibiting the display of said first video signal after a
predetermined time has elapsed, when said comparing circuit detects that the reference
display data does not coinéide with the display data of the second video signal; and

a timing circuit for controlling the period of displaying said second video signal,
during which an observer can recognize the display data of the second video signal,

wherein said display data of the second video signal includes a security

cursor constituted by a bit map pattern and a display position at which the security cursor is
displayed, said comparing circuit cbmpares the display position of the second video signal
with a reference display position data which is included in said reference display data, and
said control circuit inhibits the display of the first video signal when the display position of
the security cursor is not present within an allowable display area which is defined by the
reference display position. '
13.  The video signal control device according to claim 12,

wherein said bit map pattern is stored in said read only memory, with a fixed size
so that an observer can recognize the second display data. -

14.  The video signal control device according to claim 12,

* [ L N H *



wherein said security checking device repeatedly conpargs
sai d conparison reference data during the executid
19. The information processing apparatus acd
wherein said display data displayed on said display devijcel dgpp JUH 499
representation of a legal right which is ggsociated w tih flan external

merory device authorized for use with said information {processing consol
The information processing apparatus according to iclaiml18,
wherein said informati on processing console further inclTdes™a ay

device for storing the display data that are conpared with said

W th
t he CPU.

20.

st or age
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data fromsaid ext™

mark.
15.  The information processing apparatus according to claim 1, wherein said display
data are read out from said external memory device only once when said CPU executes
said program.
16.  The information processing apparatus accofding to claim 1, wherein said display
data are read out from said _eitemal memory deviée repeatedly as said CPU exeéutes said
program.
17. ':I‘he information processing apparatus according to claim 1, wherein said display
data are displayed on said display device only once when said CPU executes said program.
18. An information processing apparafus having a security checking function,
comprising:

an external memory device for storing a program and display data;

an ~\info-rmati'on processing console to which said external memory device is
detachably connected, including,

a CPU for executing the program that is read out from said external memory
device,

an internal memory device for storing comparison reference data, and

a security checking device for comparing said comparison reference data with said
display data read out from said external memory device in response to a checking start
signal, éaid checking start signal being b;sed on a display checking start command

included in said program read out from said external memory device; and
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sai d di splay data storage device in accordance with the programthat is

stored in said external nenory device. 21. The i nformation processing
appar atus according to claim 18, wherein sai d di|sp ay:.’@ﬁm'{aSﬁEE‘?
out from said external nmenory device only once when saifd pxecutes

program 22. The information processi ngggipparatus acdoridi 18
‘wherein said display data are read out fromsaid exterral n@%or@mci@s

repeatedly as said CPU executes said program 23. THe infornati-on
processing apparatus according to claim 18, wherein saig display data ar¢
di spl ayed on said di splay device only once when said CPU..execut-es—sag—-
program

a display device on which the CPU displays said display data in accordance with
the program stored in said external memory device if said display data read out from said
external memory device matches said comparison reference data,

wherein said security checking device repeatedly compares said display data with
said comparison reference data during the execution of the program by the CPU.

19.  The information processing apparatus according to claim 18,

wherein said display data displayed .oh_.said display device depicfs a representation
of a legal right which is associated with an external memory device authorized for use with
said information processing console, |
20.  The information processing iapparatus according to claim 18,

wherein said information précessihg console further includes a display data storage
device for storing the display data that are compared with said comparison reference data,
and said CPU transfers and stores said display data ﬂém said external memory device to
said displajr data storage device in accordance with the program that is stored in said
external memory device.

21.  The information processing apparatus according to claim 18,

wherein said display data are read out from said external memory device only once
when said CPU executes said program.

22.  The information fn‘oceSsing apparatus according to claim 18, wherein said display
data are read out from said external memory device repeatedly as said CPU executes éaid
program.

23.  The information processing apparatus according to claim 18, wherein said display

data are displayed on said display device only once when said CPU executes said program.
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46 24, An i nformation processing console having a sec rﬁﬁﬁu‘@ﬁwwnﬁﬁg

‘function, conprising: a CPU for executing a progrgmrrecer ved
externally of said consol e; an internal nmenory devijce) WodUEt‘&gﬁng
conpari son reference data; and ajgsecurity checking tand di spl ay

control device for repeatedly conparing conparison referlenCé data with

i Pl ay. daie 1 SRR MBI AhHDsitg Bonst KNSRy e Briod,0_a_checki

start signal, sal star si gnal bel ng basSed on a~drsplay checking

st a}r t comprising:

a CPU for executing a program received externally of said console;

an internal memory device for storing comparison reference data; and

a security checking and display control device for repeatedly comparing
comparison reference data with display data réceived externally of said console in response
to a checking start sigﬁal, said checking start signal being based on a display_checking start
command included in said externally received pmm as the CPU executes said
externally received program, and controlling the display of said externally .received displéy.
data on a display device. | |
25.  The information processing console according to claim 24,

wherein said display data displayed on said display device depicts a representation
of a legal right which is associated with said externally received program which is
authorized for use with said information processing console.
26.  The information processing console according to claim 24,

wherein said information processing console further includes a display data storage
device for storing the display data that are compared with said comparison reference data,
and said CPU stores said externally received display data to said display data storage
device in accordance with said externally received program. |
27. The information processing console according to claim 26,

wherein said display data are stored in said display data storage device before said

security checking device performs said data comparison, and after said data comparison by
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corrmand included in said externally received program as the CPU executes
said externally received program and c 97
external | y recei vhsisiditsias Be¢n Répka on a df sp ayk

i nformati on proce ccordi ng 'to-cl gr ' ) f
di spl ay data displ i spl ay devigge depi cts a fe resent @g
a legal right whi d with said externally r crv&dﬁﬁ 5@%

which is authorized for use with said information processi
The information processing console according to claim 24,
sai d .i nformation processr ng consol e further includes a dr
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to
to said disp larg coqr?lglgtea (ia gisplay data are erased from said display data storage device.
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28.  The information processing console according to claim 24, wherein séid display
data are externally received only once when said CPU executes said program.
29.  The information processing console according to claim 24, wherein Said display
data are externally received repeé.tedly as said CPU executes said program.
30. The informatir)n processing console according to claim 24, wherein said display
data are displayed on said display device only once when said CPU executes said program.
31.  The information processing console according to claim 24, wherein said display :
data are externally received from an external memory device. .
32.  The information processing console according to claim 24, wherein said program is
externally received from an external memory device.
33, An informatiqn processing . console having a security checking function,
comprisiné:
a'CPU for executing a program received externally of said console; -
an internal memory device for storing comparison reference data; and
a security checking and display control device for repeatedly comparing
comparison reference data with display data received externally of sairl console in response
to a checking start signal, said checking start signal being based on a display checking start
command included in said externally received program, and controlling the display of said
externally received display data on a display device in accordance with said externally
received program, during the executién of the program by said CPU.

34.  The information processing console according to claim 33,
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wherein said display data displayed on said displé.yed device depicts a
representation of a legal right which is associated with said externally received program
which is authorized for use with said information processing console.

35.  The information processing console according to claim 33,

wherein said information processing console further includes a display data storage
device for storing the display data that are compared with said comparison reference data,
and said CPU stores said externally received display data to. said display data storage
device in accordance with said externally received program.

36. The information processing console'according to claim 33, wherein said display
data are externally received only once when said CPU executes said program.

37.  The information processing console according to claim 33, wherein said display
data are externally received repeatedly as said CPU executes said program.

38.  The information proéessing console according to claim 33, wherein said display
data are diéplaye‘d on said display device only once when said CPU executes said program.
39. The information processing console accor&ing to claim 33, wherein said display
data are externally received from an external memory device
40.  The information processing console according to claim 33, wherein said program is

‘externally received from an external memory device.
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§aidisecurity checki ng devi ce and t display of said dlsplay data by said

di splay device are conpleted, said|HPSHIETIHRS BRER pr-ased
di spl ay data storage device. 28. The iRHEPDAGHEDI on p oiéeésqd&g“@ﬁ”nSHEﬂ'
according to claim 24, wherein said display data are|ext
only once when said CPU executes said pgogram 29.

processi ng consol e according to claim 24, wherein sai

ext er nal | y jhGRERVEATIONIROUESSING APPATAT OB WITHS
The information processing consol e according to clai mj24, wherein sai d

THe

di splay data are displ ayed on sai d fgeigndevi ce onlily—smce—whemsar Py
executes sai d program The i nformation processi ng consol e accordi ng
to cl ai m@ﬁ;‘}ﬁgﬁﬁ? n sai d d| splay data are externally received from an
ext er nal vi ce.

An information processing apparatus has a security checking function for
ascertaining the authenticity of a program to be executed, and the program and display data
(30)to be disphyed are stored in an external storage device. The information processing
appératus,’ which has a CPU (1 0).fof executing éprogram, is connected to the externai
storage device and a display device (3) for displaying the display data (30). During the
exe_cutioﬁ of thé program, the display data (30) stOreﬂ in the external storage device are
displayed on the display device (3) in consonance with fhat program. The display data (30) |
are compai'ed with poiﬁparison reference data (11) that are stored in the information
processihg apparatus. When the two sets of data do not match, the operation of the CPU
(10) of the information processiﬁg apparatus is halted, and further execution of the
program is prevented.

Fig. 1
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32:' " The information proces'si ng consol e according to claim24, wherein
said programis - externally received froman extesdal 1.c..uug‘ u'e‘_w ce.
| | REPLACEMENT SHEE
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According to still another aspect of the present invention there is provided a video
signal control device for controlling the display of a first video signal and a second video
signal which has a priority of displaying to the first video signal. comprising:

a reéd-only memory for storing a reference display data which is comﬁéred with a
display data of said second video signal;

a comparing circuit for comparing the reference display data with said display data
of the second video signal;

a control -circuit for inhibiting the display of said first video signal after a
predetermined time has elapsed, when said comparing circuit detects that the reference
display data does not coincide with the display data of the second video signal; and

a timing circuit for controlling the period of displaying said second video signal,
during which an observer can recognize the display data of the second video signal,

wherein said display data of the second video signal includes a security cursor
constituted by a bit map pattern and a display position at Wi’liCh the security cursor is
displayed, said comparing circuit repeatedly compares the display position of the second
video signal with a reference display position data which is included in said reference
display data, and said control circuit inhibits the display of the first video signal when the
display position of the security cursor is not present within an allowable display area which
is defined by the reference display position.

According to still another aspect of the present invention there is provided an
information processing apparatus having a'security checking function. comprising:

an external memory device for storing a program and display data:

-°| b\Wro3—
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12. A video signal control device for controlling fhe display of a first video signal and a
second video signal which has a priority of displaying to the first video signal. comprising:

a read-only memory for storing a reference display data which is compared with a
display data of said second video signal; | |

a comparing circuit for comparing the reference display data with said display data
of the second video signal;

a control circuit for inhibiting the display of said first video signal after a
predetermined time has elapsed, when said comparing circuit detects that the reference
display data does not coincide with the display data of the second video signal; and

a timing circuit for controlling the period of displaying said second video signal,
during which an observer can recognize the display data of the second video signal,

wherein said display data of the second video signal includes a security cursor
constituted by a bit map pattern and a display position at which the security cursor is
displayed, said compgx_ing circuit repeatedly compares the display position of ﬂ1e second
video signal with a reference display position data whicﬁ is included in said reference
display data, and said control circuit inhibits the display of the first video signal when the
display position of the security cursor is not present within an allowable display area which
is defined by the reference display position.

13. The video signal control device according to claim 12,

wherein said bit map patt“ern is stored in said read only memory, with a fixed size

so that an observer can recognize the second display data.

14. The video signal control device according to claim 12.
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said security checking device and the display of said display data by said display device
are completed, said display data are erased from said display data storage device.

28.  The information processing console according to claim 24, wherein said display
data are externally received only once when said CPU executes said program.

29.  The information processing'console according to claim 24, wherein said display
data are ext_ernally received repeatedly as said CPU executes said program.

30. The information procéssing console according to claim 24, wherein said display
data are displayed on said display device only once when said CPU executes said program.
31.  The information processing console according to claim 24, wherein said display
data are externally received from an external memory device.

32.  The information processing console according to claim 24, wherein said program is

externally received from an external memory device.
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INFORMATION PROCESSING APPARA_TUS WITH SEC[")E ITY CHEC o |
FUNCTION"

ABSTRACT

An information processing apparatus has a security checking function for
ascertaining the authenticity of a program to be executed: and the program and display data
(30) to be displayed are stored in an external storage device. The infonnaltion processing
appératus, which has a CPU (10) for executing a program, is connected to the external
storage device and a display device (3) for displaying the display data (30). During the
execution of the program, the display data (30) stored in the external storage device are
displayed on the display device (3) in consonance with that program. The display data (30)
are compared with comparison reference data (11) that are stored in the information
processing apparatus. When the two sets of data do not match, the operation of the CPU
(10) of the information processing apparatus is halted, and further execution of the

program is prevented.

Fig. 1



