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WD 2008/ 014554 PCT/ AU2007/ 001076 1 TRANSACTI ON
AUTHORI SATI ON SYSTEM & METHOD FI ELD OF THE | NVENTI ON

wah@spr4ssent invention relates to a system andP@EALZM7/001076

for the authorisation of transactions such as credit
card purchases, bank transﬁers and share 5
purchases, particularly |n envi ronnent s mhere renot e

payrrentﬁ é@% ? TROEKGROUND
OF THE ?:mecur W"?@n%ﬁ:ﬁ an ot her types
FIELDIORABEINVENTION of gr eat i nportance due to the
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t d t
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too ntervene.
whiliels i ambhr&endddertefmteiuimﬂyse@ulreagemmuwes anfpiseation, such as

pass%[s‘ {c‘il’:fﬂ nauvt‘l{:l%@ %n&uéureﬂﬁeéaraegl&ga t 52”&1%&%95&1@58 a

conc I 'nancral 1 nst I'n‘curre
tm}wompe:sedom ousineshdr &1 elefirprin crpramumca’ﬁ@a&mcerwch Hetails

arlfesfrguéljlén(ﬁg %é@]ﬂ?ﬁ tﬁ&( ofd GRidP S PhdleC iﬁ&c%ﬁ’ﬁ%}yﬁen% or o

i ¥ guar he person 1nitl a
misappeadstiedandssiram dinacea aetodnds. dde mauntémﬁflﬁf ifopftanegithayt

.ﬁ@%h&%ﬁgé h& He@.@sﬁﬁﬁdu% traFr@Ectﬁ:?f@nBllltﬁ e? have been

SWi pes a custoner's credit car e credit
comuwledt @rdhitnil taso late de Snieorenhe Hmisr éﬁ%ﬁﬂb‘% fB@"@ler?eFO sgpk

a&ﬁgﬁgaﬁloﬁ %? @ané&ﬁSﬁ& %m Mb%@met" eiofd Bandddfdngd &8 concluded

count 1's val hat sufficient funds
byaﬂ@fa!aamﬁhbﬂélﬂﬂm to cover the transaction's cost.

Verl ¥%Ur ?ﬁt@ﬁ Is; tE ﬁ@ﬁné@ﬁna‘?ﬁ%ﬂr&%&ﬂ&ng rdwifelit and

ica I'vi du maki n
oftermnnmpesside ios obisite & ﬁamt pearesieg that dfbe Berson infigtingh the
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signature the custoner, such nethods of
Forexanyiliegvigie 8 Heerchant syipeshz cusfomer's RERitGagth the credit card

terinfiap b %ct@ §& thendrbrdirs C&’qﬂ FQ0lor dratit bad ”ﬂb@essbh ewhich

account holder and credit car rovider are rel
verifies it dheAustemecreagrouPkis yakd %q'%aé Ayificient funds a  available

to cover the transaction's cost. However, this process does not provide any form
of verification that the individual making the transaction is indeed authorised fo do
S0.

Although, & merchant may compare a signature on the credit card to the
sighature of the customer, such methods of verifying whether or not the
transaction is fraudulent are far from foolproof. Furthermore, the account holder
and credit card provider are relying on the merchant to deny transactions that
appear to be fraudulent and unauthorised.
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appear to be fraudul ent and unaut horised. WO
2008/ 014554 PCT/ AU2007/ 001076 2 This issue is

w@20osiocisbar |y pronounced with transacti ons conpCyAB2hO7/01076

the online environnent or over the tel ephone, where
the nerchant is unable to ﬁerify the custoner's
signature and t herefore deferm ne whether or not the
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0 ascer
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amhedlctafudebnobedme @stmbisHedaty drdatht caaxll domp:ames]to ieduce fraud for

e € 1OEP AR PO || LT R CERERS 4 ard hoider to
piovisiapthe prv atsteoat tranmema w:mstomnetmh #hee chrdsis waelmand.
V\#ﬂ%ltl%eh@&t{s?odﬁg] @:fgscgptafﬁhtﬁatl tgig cLétB%F P%l nrgetﬁg qc?erogctually
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podsessest e cresliiolebt dasd raelthatamet oarpir ewailet as lmmmr dhis

s ! y
afthafiRif SRGosdkols frobaRas el he P Yok has | boon
misapbidpabigdicn in premaridewhere theredeadeso nnaghotisescaocess to the
fnqn%ipgcg sbéftﬁe't’%&?)ﬁbﬁﬁolaéransac“ ons. 20 Accordingly,

an o e 1nvention to provide a system
f or Similathorin simgntt mmwhmghMMammw@quueéltw Stdvigteea
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cation or systens
toatte acasbiat heldet's rm@ hhelm @ P@N@ﬁe’fh@eln@ﬂégﬁ%feqwed o

frggglﬁé,{tw%ogge Fé&f%ﬁﬂet hat the 25 publication or

or Ims common general know edge in
t he Mmrdlmly.MSiBr@h i apjent ofnthanvvmtwert%@mwdq/a SUSHRMRer

ﬁﬁoﬁ_ | PSR ﬁhf&ﬁdgé(e t{bealléWﬁQt{h%n ﬁ?ﬁdié?ﬁ‘@ of prior art

ransactions, such as cre |t card paynent online
syekéng funds transfers, or others, to-be securely

aut NELiBEd Rk u%@el% Otﬁgf ’lf &bﬁé@ér@%h%hé&%@r& siftems are
transaction 1s” concluded by t rel evant
referred to herein; this reference doés not constitute an admission that the
publication or system forms part of the common general knowledge in the art in
Australia or in any other country.
SUMMARY OF THE INVENTION
Broadly, the invention allows transactions, such as credit card payments,

online banking funds transfers, or others, to be securely authorised by a
customer, preferably befors the transaction is concluded by the relevant
institution. In one form, such authorisation occurs when the customer, prompted
by an interactive voice response (IVR) system for example, provides one or more

unigue identifiers to validate his or her identity and authenticate the transaction.
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institution. In one form such authorisation occurs
when the custoner, pronpted by an interactive voice

wo e®ponsss (I VR) system for exanpl e, provi des oPEI/apn2007/001076

nore unique identifiers to validate his or her

identity and authenticate the transaction. WO ‘

2008/014554 PCT/ AU2007/ 0010%6 3 Alternatively, the
y indicate that the transaction is

?eéP ‘M’P'Zéntga e GHetemer mayiindigaie thag Sieriransastionds fraudulent which is

i ﬁlrﬁ%@xﬂtndn[b‘étddttbﬁh@féle%@m’é RakuRPR PR z?ﬂp‘?oLﬁr%'{é Q&S ay
ormation mai nt ai ned

b&ﬁ%%% qﬁ%ﬂﬁfﬁrﬁ‘@% {eitpned by Shenpiehiorep o pysiemde genanated

frondtheustOmR Nt %Qétbﬁﬁer Qico?d%%fftﬂlé"@r%cﬁll m‘sﬂﬁﬁéﬁ MtdrQL) th N
order to 5 naxi security in the authorisation
PPERise Seety iﬂxt{‘? gHthersstonmragess and miigaie thetrisk of fraudulent

aathchedtiof aF trafsRtiohd MEBAGY bRSSad jé‘?é ﬁédtﬁ@n&%ﬁ fcess to

resul t unaut hori sed access to e st
th%?%%?fg)ﬁﬂa‘qnn one aspect, the |nvent| on provides a

t r anBagHei ameanH%Qﬁ\l’eﬁﬁbh 9fbv§)5é§taedﬁrfs%ﬂonaédt%s@ﬂo@system for

ﬁust onmer thl ﬁg?ll Se transactions rel ati ng
&'Quiag aéwa BRENOHSS tRissGiNsse/gtng ’@tfééeaﬁi pne austomer

acesint tassu«;mred \Iviﬂeaﬁ}fﬁ;hﬁjﬂbh ﬁﬁé gyatélﬁ incififfi@ storage neans
acces tificati on dat a

f or in

assotd g’(ﬁa% TR, r@ﬂ%’?@ﬁ@ﬁ"aes@ﬂ? i dentification data
associ at ¢4l) Mmﬁtmcatudnﬁdmé BsERERIWERMHUstolRH ce (RCD)
of the c?ﬁ)gnﬁ (@]5( S(’%%? security identifier data
associ at i‘hgd°% g[cgttoq 3 pegsieited \with assmotg comuminieation
ei ther one dHVIdQQRh)mfoff@)c@fm-;e{rmnd a first

comuni cat.i on or enabling communication with

the custOrEruy ‘%’WE IR AFOSHIRG Fhesd Iepst pam susiemen

on the at |mastinians eibusbIBboNE60ENEAd #). a data
proc ?SI ng@archl ecture IL%Cl udi ng data processing

nean Hihiseyon mgang PB%'P"QG’@FE@UF(“?}’O“ “ﬁféﬁ'ﬂﬁs fy

t he cm@tammwmgth(emota&dammx@em #dhdabtidéh thb ARSAELHON 1S
auth r sed bg the custoner; and a second conmnuni cati on

means Bl AR ng an aut hori sati on request in
r el &t daa ptareting trchltssaits lﬂ@ucﬂﬁ@d@té%‘d)d@sﬁlﬂg Mkans to identify

thltehrbgﬁ@?gae h g'@% ?%):'1 Q%%Q{"QLSE gﬁbs go{l?) ?ﬂfzd‘é*&éf“&érg‘r ho \ngfr ei n
tratrpaction heutreasedby trequetimeresei ved and the i ndi cat i on

2L 1980t oL B GRS
refetion émtheitraneactionrandroovidieg an indidaion t B iRkl 8 whether
or not the transaction is authorised by the customer,
wherein the authorisation request received and the indication provided to the
institution are referenced to the security identifier data.

In another aspect, the present invention provides a method for allowing a

customer to authorise transactions relating to at least one customer account held

at an institution, the method including the steps of:

a) ~ an authorisation server receiving an authorisation request from the
institution in relation to a transaction on the at least one customer
account;
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custoner to authorise transactions relating to at
| east one custoner account held 30 at an institution,

wo b@soetskod i ncl udi ng the steps of. a) an aut hBCT/aH2G00/001076
server receiving an authorisation request fromthe
institution in relation to 2 transaction on the at
| east one custoner account? WD 2008/ 014554

PCT/ AU2007/001076 .4 b) the authorisation server ]

comTﬁ‘tJi ca%?n%&aﬂsﬁt'?rh3%’8&{38%‘?”'\}?35‘”8 withe Hist gustomer via a

conmuni cakirete devirueicéREDYevied (ROB). of Hc0b®itorh& to authorise
e transaction; c) the authorisation

aut horis

server i glgﬁ%'{gpﬁcﬂan’_t he customer using identification

5 dath asheaudivaskiisntsenteh &lantiBirBe dustondr @BinkN@entification
aut hori sation server .has access; d) the authorisation
server i%&%gﬁ?iﬂcﬁéec{?{%h MY Qvdycythe authorisation server
i denti fi desizonestat a associated with the RCD to which
the authprisation server has,K access; 10 e) the,

aut h%’rai sgﬁ?oﬁuﬁh@P%‘ﬂéP“desﬁé‘ﬁ% ™R e (ReR s asindonstpred
aut hor i sedentifiyatione dutst as@iciatdd wie &d REDSabi Qfhich  the

server caq nicating an indication to the institutlon
of whet heﬁrmg%nsﬂbqn% FOPARSEEi on i s authorised by the

custeer s auherigitiontsherca dbteomirtad if @t reMseHn [CAFhMRId
by the albwf?% hﬁ&%&f-‘. server and the indication
0

provi ded e institution are referenced by the
i nstf)t ut iton awtboridation asdrixentdopmiiricatRg’ YAT idRaS86 UL e

cust oner MetRER o indRSREr 8ot B iGrellon. < abnensed by the

i dentifi caslogwerdata associated wth the custoner and
PR AR LRt 0800 RS20 5 Mo e o
indipgtiemproyiglet! dmthel ihkgiinitiog e redeagh oty the indtiaiPaGhd the
AR B3R D ol o G EToh FpBN b ot ohs
cusinerchasgunt Withduteeoréibtir efghe seensidentficaiion dda dpstifad! e
R e L T

wherlepne &xoh theusvantien rdsidesdh alremste miymens Satém k@6wing a
cUsBh&HE YranBAQ bhifies k&t RokELAT S5 1R %r%tglyrir? gesgg&ier !
manner with members of the system, the system including:

i) data storage means containing updateable data relating to sach of a
plurality of customers and each of a plurality of members of the
system, wherein each customer has at least one associated registry
profile with a related monetary reservoir;

i) a data processing architecture including data processing means and
a clearing house system for settling indebiedness between
members and customers of the system,

iif) communications means associated with the data processing
architecture for communicating with the cusiomers via a remote
communications device (RCD) of each of the customers,
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i) a data processing architecture including data
processi ng neans and a clearing house system for

W@ eaoBli43¢4 | ndebt edness bet ween nenbers and cuRBtDABR®7/001076

of the system 30 iii) conmunications neans associ ated
with the data processing architecture for
communi cating with the cusPoners via a renote

o0 TEDeRah SR e e S 2 e e B el LGB ol
paifricAtoRd g?ods on e%mibesrrpmauarﬁt toai gaymsitasausst htader Bns@e br
a ts for goQds or services,pursuant to a paynent
mpTEeRlele TRAReTy T @AEhent esy iMB NG pupinBRlons ovent
frcﬁ?ﬁ)tﬁ@ @En-rna,qmm ibnd Megge b rge RCD mﬂtﬂé cratai/am?methwﬁ\ér for the
romthe., i cati on s to the of the. .
P BA I AT dle FOT e s Boaty an SLESosrio tbe eahEivg egiay
prefis! anehes S}ifsﬂt?rhtﬂeﬁr}g mﬁﬁerﬁﬁﬂmdt 3 Eh_&o Nﬁfﬁtﬁﬁ@ﬁﬁlw eustomer's

registr rofile, apd t system being further
'd%f?t&ér‘?ﬁ’géogge CEIP gwﬁa%ﬂagt@a‘f%eal Wﬁ%ﬁ%@'cgs{c’m@nﬁoi frgnsact
paRAftneNGIevidue A poativé Bilencetent; ; dS ialth@mjongtaml?sleluvsh'oner

to transact ayment rovi ded,a positive ba

r ot o SerPeh et PR BT B Brrarde SRS mgthod
allb}ﬂ)lihgi a\casbhein {6 eshstes papmantsdongeodragme aerfv'rase*a herdotehOin a

all ow ng a.custoner to transa nt s, for .goo
s ufpeRier o § BRI R or e diaraugpe

a r enot edgiaysi®BYe Meahe for dontirdyg Lpdatealdé ddi=nglating tolateh

t f i Ni t I l.at
Co each St Par pttMoplelt. Wy dRrAor P bk Flgphe e
pl ural i t yysémpwhdreinseach cubiemes has ehieasheresigsodiatel regisiry
t h I t [ d i st 15
cust oer Rk i hFD b RBILAGRBEE, L% *' Y, 52,
pr oGigssi dgtagrotestiagtamhitecind indudigg diateaprpressegsinagns and a
d.a. ' t L
haobt oansaing b Re AT HE R b BHnaE Bty mombers
system knd pusiomeatsmf et $yetesn,neans associated with the

dat a. ' : it A : i cat i —

w0 necfatiBkerd®, Hédtls HRpkifet o UaR bhbessing

(RCD) of amhitactofe fonecomnstriceding, witth éheicnstohners vt engmote
th ol

servi cos PTLfRaSe I RIIRLOABY BEH b0 EulIRES. O

nmor evienein tiesrbestemer Uses tipmgystam ta weppast paymeydeior agods or

-SR03 BUARL A DR R AR Rerers. e
payirsird neueRbirigudlingruepomenisttions event from the at least one
communications means to the RCD of the relevant customer for the purpose of
validating the customer’s identity and access to the respective registry profile, and
once the customer's identity has been validated, the customer being allowed to
transact payments provided a positive balance remains in the monetary reservoir.
The term transaction is intended to broadly cover various actions which
may be performed on an account, such as payment requests, order requests,
share transfers, funds transfers, proof of identity requests, requests to release
information, or a combination of these actions. Such actions may also be initiated
in variety of ways, for example, a payment requeast may originate from a credit
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validating the customer's identity and access to the
respective registry profile, and once the custoner's

W0 d®@sni4sy4 has been val i dated, the custoner beiPQI/AU2007/001076

allowed to transact paynents provided a positive

bal ance remains in the nonetary reservoir. The term
n transactlon i s intended to®broadly cover various

|ons whi erforned on _an _account, c

ceid VBRSHRUNG o BabSrd s PP &) SoBRupEH pae N ER
toltufl ortd Aamadie pymehogfstamh thae:nlisetsya cesiuest's mobiid pashs to

to rele se i nformatj o atlon of these
peydpf pRS B8RS TG A 8w el P Systemey

var iTE:b}te@fﬁ cmymer fsomteﬁd@lmll:?buggl;amwmno A tbrogdiy egtudempt just

ori gi nat
BESTTRDR0 PR TS il APa AL BE TGRS dPviae Ay aseeupt with
arsliggtRutioh Mol CRABBIeP Nendfloeee/MmRpeikraelsi titizepel taldting to a

to-buy), or a renote paynent system which uses a
IREEVBTHEAIE™Robi | e phone to pay for goods and services

suclThasinveition taeiviantigeustyarisvities Mycnmmhanwh ﬁh e)pbel‘tm ity,
ntended to be understoo

Dr(iéf%z @SHJ@? a} Jegst %‘ecﬁ'&?'&?ré’ é)OB']tml'il’?I?@g fé-:la{ adly line’ and
them&r*etls@s anRgeplibié tcaé@mntyawamestmrmthawertg iy @tramssation

NTILSCTRITO T E T T Snp—

toaBe Rfgychahhe i nventi on advant ageously provides the
t th f bl i .at
e aditipe ey BEhimG e iePRaio o B plbie e
pladglclod® td ey @fcbﬁfﬁthb emasanﬁs? ;epidebt ;at isdodecapyireyiated that the
thari se or a, tr ,
atbSRaeS o6 eyl braon i he oBlad: ML PGAFALRE, RE Lffackén
prfoumiﬁ Fa:r@th@lm fitelsrerdisicned tthat ‘nfnermhlawﬂsmlm Dh(ﬁu@haﬂ:taotisn

usu des bI e for t . s
B e YO PP s aie PR dE Al A B ey This e
partiensdhc atioanipganssi, onlinei sntionientpphecs prewssihgt tiradee of

15 aut horisati,on of. t etra sact pl ace at
rakp e dar RgeRis s AORRR e R REe A, Peanpre,

it ilsisesa ernummédtthatthe h’eream(trimn asppieddn sitdedions where a

oSN BN 5 i R LY 88 AR L
alnawagnthedemsaction toproaeed evitho utatatayn Howsiver, & the ogdewpengnee

céﬂtﬁéd ) reé;taF(%ntagﬁé 'tr%ﬂ%s AcHDIT, fH?é"%l él%fhé&%%% ek Q! dr ﬂags

constralnts SO envi si one
thieh Hansamram nae ritsingn uoauihtyisedpihe epteiantiirisatian dmdmitesiadely

refoldY SiP IR ?\%v@g{;&%yb%eh ‘n%ﬂsflaﬁe tﬂe@ Qi%dauiw I

ust oner,
t r arlgssec of @nse@rprldwé@ar wuctfheata &émawhmmd&evefmﬂwd bydhe

c éf&%&#‘@rf blorﬂ@&? da?é)@%;gfﬁ 8 nhp f(ﬁ@&ﬁ{"gﬁ’ refind Q@an behawometnc

ranSacti on aut e transaction
efc) agsans that the transaction is only authorised once the |dentlty of the

customer, using information which is not normally available to a fraudulent
person, is verified. A further advantage is provided by the fact that the customer’s
verification and contact details in the system are maintained in a separate data
store to the customer's bank details with only a single security identifier (known
only to the bank's system and the authorisation system) linking the separated
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the transaction as bei ng unauthorised, the
pre-authorisation is imediately 25 revoked and if

wo evds14sawe al ready been transferred, they areP@i/au2007/001076

retrieved. Use of a secure identifier such as a PIN
which is nmenorised by the custoner or bionetric data
(eg v0|ce prlnt flnger prlnt reti na scan,

behav rlc ns that, the.transaction is onl
datet et b o MR oy Eo sk S BT B Red Bp s Yo
ahybag m&lﬁ&h@ dathétioiesi n RO bwAOKIIE]ok yrawdd Inidrhetibe sdlequate to

G‘?@%ﬁ%{vﬁ% SRy STIE iter enionehEl iy It e GracBnd ™ 29°

veri TheC ayste)ﬁ dnde Qﬁ@émﬁn\@aﬁ@i sS paitiouline uséﬁaB fc&mLstceners

ta t t to th
il Bute e BRI eRiE Bradtd whills 4 Safis HAE R moly
Wékﬂ@\m)_re Q:GhVerﬁéhttéhﬂ fRBOK Pasystie Whdtdiot Adhorise payments for
au hor sat | on S?R&%d [in Jn t he separ at ed

g AEHWCBCY ENG '“7a FaPHesTares V\QQ,S%H“%Y be
Ieﬁ%ﬂU@ thé eydie@ oG RRS Er &chtlét)’s @‘&ec&ﬁdﬁhﬂi@ﬁb@@tem and
sb {3{1% one of hedhgstc?res on tso Fw t
BR607 fat SRF OF PafGeaoss 8 iarsRdign agioHg n%ﬁtco gration
tlﬁlﬂd&fhorl sation system and conduct f raudul ent
transacti ons. The s

@ resent inv ntlon |
TRt com iR tdise R F87 Bk srifitice “Pnodle o
copaRBRalidn GmaV éntrnod Nimhitedanki dng-uf/aa;c ior i fwoewaprcdnimasdcatioas

N S e e T

nwml@&élemhctnraaasmkmrmmompmm dedos éwhetheemoblfees fineg) drea

recpruErosoaet Gyt RLSE B M e v b ARSI Fe

_listed parareichgled asfa RCBrsackehorallphauns soﬂ\mrea:omponent

o AR REE) Wilgh BE o Cish e faf RN Rb e Srouo be
r@gmmredi with itoa sysebni sandoacdormmglf,dmfmmnm vidgntitying wioe \RGD

% leaz%alél? nd% équ%ﬁt\él tg\afz f{gﬁg ?q(egigfog {u%g 86 rtf?(rg 15 Mifi&tion
pto@bs@hone a personal conmputi ng devi ce (whether nobile
o b BlaBhe ity JoB R RO bl 4 o0V ARGy o
ubeu tforatmextaah ovithdibe systen ROD ifcargrgenisr designater; fomexample, for

t j f "
oA S FRFRAIET, AT e B O iRy
deyigiiaen winidh RGO @i tmgip;arfomnfrmrwimh ananrgenwitifiyithg mugactor
|o:§%lcaé¥‘ft‘b§blae§§ normal |y unique to that RCD) is

recor or "use in the identification 20 process.
The Autbernabon rfay adesitigniar dransedionRell be derangaot urapdhe

vélia%i‘noé(“ o?hthteo customer's identity which will typically be required before
authorisation for the transaction is given. The system sets the verification of the

customer's identity as a pre-authotisation condition, and the transaction will
preferably be blocked before authorisation if the condition is not safisfied. In other
words, the transaction will be declined if the identity of the customer cannot be
established by the system. An alert may be sent to the sysiem administrator,
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use for contact with the systemand if a group is
desi gnated, for exanple, for nultifactor

wa@eiokentsscat i on (di scussed bel ow), the cust onePCTAY2007/001076

additionally designate which RCDis to performin
whi ch manner within the nultifactor 25 identification
process. Authorisation for Sa particul ar transaction

wi.l.l be dependant .ypon th val j dat,i on of .t he )
e 1Bt oD S A v T8t oy e sentiy gf the
clRefmee alidubd seps at iearef@biddhehd ramsatidn @auest tgbedaken.
Thedfﬁyli%bems ts the verification.of the, custoner;

. f r.s. ..
i de V. a8URofRalod JORSFAERETBR 150981 RN, IRy by fnancial
inbtitafsrRcddpendimt|upod thepsatfstictibh wf the ibbadiketbroetframeter and/or

uthorisation if the, condition j.s not satisfied. In
ofprBRrangira s bhg a5 Ao T ATt SBRuittesai sxceb dhe
criadi@{ntriitt a‘i"lggcﬁr flhbe?@msérelg'@ris Q:m[n Wt@ﬁd {aad thxslli?@l Tiehegbtdy dfitke
system \ al er e 0 . S em,.
PRI ISraR 1oy RET0 88 FON IO B TSR BaipRsocgss. The
smérhimiagﬂ (et bgso&msédemmdmbnma ristdrusell durigf wiel authotaation
verify t ent

e 1aRCn Tt BTkt PIHERETIh O el foithRh Beria
cdraknamc.latet!su &id wstgau?Mmimtc{rmyfifq? mtrrjmesam’ehm Jmih may
enera |V I 1 Nancl n | Tutl.o enaan
ofi e bk ¢ ERamhth Ry e DSt or
and/iartheScantdre rof parcanetet sreat tadgrasattat, bhexample, the
ol AREE e DAL D SRR A U Sy I W
p?ﬁbﬁfﬁﬁr@‘n d rinerc]t\pr{itewﬁi&h iéf g\eelmsnts eayepdipg eddi casd payments
ur e art .o S u 1S n I
fo gl Fobicts ckbl 468 BOGP R T8 b S BBnerg i gotects the.
caldrinfogmation, bybhipirigtht icari thpugbessadeadont dirailaranachiect it dna
. t [ f. the, i i f. ' iteria 10
PRl R SR ERP Bl e Rty o o2 L
f ur tAethepaeahetiarill wistclo vesljy, fiveexsewple, rtieal thefcardeis valid and
t Pori . . . ) ; ; . Lt .
it eepfl e alerns P’ SOt BBali ) 25 Atve) LR, eRBrronic
vériflcatiora g lcendiuckesl usingtoweadit odrd paynmeypitemningl, Poit ofindale

h . t.h . .
R LA Sh M P 7 BBk Ee P i T o ERRERAS "Lng
bty Tema Forh3hé oardps obkairied fom s evagnetic stipe @r elgp tndhe card, a
t : | I .
R Rap s oer VG HRIELLY e Batdifipein' FEonf! fm or
verbaily aver fecielepbond. it is a physical store,

oL PSE 85y R  I8 SERbyo ) SREEDE S i
cammr protessirgl saiviserito hhenerchaitt ceriacts dlss cameipsURiyia the card
ag%icgdti% &Rl FiHGiktsubR a§ g)@ﬁ\ of ReasRHESRARR gﬂe‘%ﬁttﬁ%(ﬁs asa

verifircation is conducted using a credit card )
gptavap nibetveran rihe | arpiingt and Sigseer for authorising and funding
transactions.
The issuer, preferably before authorising and funding the transaction,
forwards the request o the system of the present invention for authorisation from

the customer.
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(POS) systemor like wwth a communications link to the
nmerchant's acquiring bank. Data fromthe card is

wo@biaionses f rom a magnetic stripe or chip on t heCapeho7/801076

chip on a customer device, or is provided by the
custonmer in an online formor verbally over the

t el ephone. 25 The acquirer 2 ie the financi al
institution or other organlsatlont rovides card
pr ode®<Prity @@F‘?f‘?‘%@g gt sy ?f‘é“’i‘?fﬂ%{n?uq %'%f QUeRls F8/ 9

nm*f‘ew@r pswn%n't BPstERE thvoRarPsHat | lc@f(ﬂs b&t Rayp gte\uqugnmp?dne@so
Mast er Card (and ot her hrg cts ?
ﬂw@&végah@é@t\fa@eﬁysms dRlyiRg o dca ssLifgs fgpstors between
actolRR! bisdre purihdsdd)Red, '@9 fortéx%ﬁﬁ%? M%ﬁ%cc@@an@@edu@ H@ftems
preferably before aut h orising and fundin

adTpaHa ABMAS 3nd £ P T S PBgER ST HIHoH S Qseg?@meoﬁvsfem

adddSsyigspt invention for authorisation from the
custonmer. WO 2008/ 014554 PCT/ AU20Q7/ 8}0107 i S tt,o
be dbSP@BIeH ETOtE RAYMENE RYLeRtIBHCT fftn e gifrorsation

rdgRE4aS rScalfc® 4Heft probédBel Rtk PRIHERE Y T 8185 chiiviohad aed
credit cards, but may be equally applied to financial

degcaRed by 9@l 8§/8W-ems i nvol ving debit cards, funds
% r aﬂﬁfp@ﬁén@?ﬁ%e&@@fctﬁé ﬂﬁénne‘i ewdichLne kastest foebayment is
or exa

acce |
THOPIBTRS G OBt STSTAITHG RIS S dhe NS PET nd
véli&l@tnérermb@est%wt@m pl@@&ﬁﬁ@ tefkel pt&uedbegﬁm?@@phh e ehe esgstem
stemin cust.oner au orl s
C&éaﬂ@@t they @é@awad@@d %Br ﬁ‘@eggﬁam&r A ﬂﬁfﬁs?%iyh&s'”g an
mﬁéf?&tﬂ@ \ifgzeaﬂéébr%ﬁ\(l\m)%}@ténﬁﬁgfmd@s sttélﬁ do verifdehaidentity of
el OW. e t
s SR e ThB AL o S0 e e inch e PEeEy, cfbrs and
rrRERIdRrBf cbrﬁl@cﬁwﬂﬁﬂ'\aﬁh‘ammeﬁ and hoenidatibh énciudire bui wa tivdiad

and_ val i dati.on rac sses W |l l.. preferably take pl
to dYRnFISRINS BifMEIRE TERat EtrEcli g iRt sTugaredotes
rdeobhifibn irhﬁarﬁd:tﬁérpﬁﬂm’e attey fporafoee alb Imore sbageaalong one or more

t VR

caPe RS BV, EPRIR: PRt H el WPy, gre
ilﬁégdﬂ@'&dd%@brm& liaéoc;esst mayt an;:l ude one or nore factors

an ne S ac

Ot Tt st gy 'obHeoR g A4 18 Rforeppg newer
fesirt Frifaudbiag g‘ﬁk rusmgl ffood iffartend nqmeiuatctamgwst pathdd-or example,

ner ch as v .

tRoREE P RoBRBiReer cHRESE g e BukPyRREL] BHR via s
and eRput @apeciiied cpbnifd is asgenad tibball afdbe@anl?&dmsiomers have

ceﬁ pﬁor?eréct%ek 9\2(, resurlt)g in 8"o-factor authentication process without exira

hardware. Multifactor authentication will typically involve the use of more than one
communications channel or sessions wherein a challenge can be issued on a first
channel and, the customer response or second authentication piece is
communicated over a different communications channel or different
communications session than the first, requiring the customer to have access {o
both in order to comply, making eavesdropping much more difficult. The
communications channels will typically be directed to a particular RCD which itself
will normally have unique identifying information which will also be required to
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woewsn14sfor ns of fraud,

20 time only codes or the |ike. Two-factor
aut hentication may be used in an attenpt to overcone
as has using two diffeP&naU2007/001076
conmuni cati ons paths. For exanple, the system may
conmuni cate a challenge to the custoner cell phone via
SMVS and expect a specifiedGeply. If it is assumed
% §h 1 t@ﬁ bank' s cus%oners have 25 cell phones

ABh ottt e SURlonier oD Jposalen iosed baiine systorn

pfoeasthantitdtautis gpﬁn[@ hardware. Muiltifactor
pically involve the use of nore

auth tlca%lon VVIE %

t han 'GREYS tee PYBRRtIGEHAN FRAue sl assthe diasis Jorpratasting she
@isainenge ta budiembss dekkadiNo RO UsingRBAG! orf orol E The
& st om{ar restpons or second aut henti cati ot(ﬁfp

E‘g ELRUEE BGE PR HiesPag RAUesifisuheciapy spmﬂﬁmnvate
lmasntﬂcétfoer(eﬂtraté mpmfamau&aéucﬁ% $65&d %%Q%r#ﬁﬁmﬁn' da?d an
toner t 0. have access

Oﬁg@ g’gc% ﬁa&reﬁgédesweﬂgare&m@r RUeNemRted when the
ctisfohies's | docoiliteare GON Ay hkat 1oORE syBRANSHS wit fmé%ﬂe cAbhded

a%e dlrected to a particular ROD which itse
J?% have uni que identifying infor matl on whi ch

wil | lrﬁcbrmm]b& réletmg foeshel & M@e%ﬂﬂfﬁfeolb@éﬂd ong or more RCDs of

CT/,ALR007/ 001 [ate the
A HPPRET 4R T, BadIeOREes, Bt Bgbi resgiet eam et acount

infotnineioni afahé @Ueﬂomeg aithed mdiRRined HeMeUsRentd6r the relte\h/ant
g

t cat qu s the basis for ‘contactin
b B PRl (oady o oot sustonios w sysfergand the
sysiems afitthiey fi mmmblinsttfﬂﬂen u@n@&i @ml@@é EYoRPRBRERYS &Gy 1D)

S articular private
PR AT BT SRl o ) eRigParchviisiriouh obiocrusiomer
opthegtusmersrRED Ccatd ran edert @quiey toQid ,grlon.aled Q{‘ﬁg%ym%me{ .

nerate en e

whi ¢ at ed b the custo
cuss D SvEeEE Blncbles 8% HERGI Ty Planketon goenued arerive
caﬂdm?m whaspeeidef deangathatias predadd, eﬁhrs%&]t Itof1RE Meelh Qtry
re one or nore
Pl e LR SR et e B Bl a oy e wflefhy wilcation
pkl@pses odveatagebusiy tmereapeaget prwltahté Qdermpéamn chiaté hﬁ}m the
ne e, systens of
PO Hoh oo B Sl ekt B P ongregagisim
swztraa fmmm custoner in the system and the systens of
t he ti.on un e _secur
| dong o et Pleterat o) dgplsRl Rt Gudlefee? T pisbdatiatign
prepsgseist ﬂﬂeawsteﬂemﬁln@yamg)terhetwacwme sédponed (VR c:omponen‘i

Oyl A R Ber B B A

tor $rleqh Envention| fom @l wiveanizom and céharetbef intMat& ith a computer
system. Generally the system plays pre-recorded voice prompts to which the
person presses a number on a telephone keypad to select the option chosen, or
speaks simple answers such as "yes", "no”, or numbers in answer to the voice
prompis,

The latest systems use natural language speech recagnition to interpret
the questions that the person wants answered. The newest frend is Guided
Speech IVR which integrates live human agents into the design and workflow of
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custoner, or aspects of the information provided,
pursuant to the data entry pronpt, to the private

WO desvifsscat i on data mai ntai ned by the syst em POI/AU2007/001076

verification 20 purposes. Advantageously, the
respective private identification data fromthe
custoner and that stored by'”t he system are secured

i.th encryption nmechani sim such as hashing. The nost
"ﬁ”‘? %‘P%’PF@‘HY Pidk 1 DEREA Bcow TN its Puman GRBRKF AR developed
L temmttm;awmmn bpuginmaneg/s't@ngi %r/@ n‘B)WSé\,%ﬂ%abléitH& ﬂg{S},ﬁ% on non-
ractive voice respopse opponent, whi ¢
‘*?@ﬁ“’&%%é?”&? iaé’éda%yy ﬁ?‘éﬁ?%l{étqufvﬁ%wg Systay e RoOMbinations of
fygieinsalahyeaiskdl ephone cal ler, to select an option from
a voke nu otherwi.se interface with a conputer |
oyet et AR o8 niahel B ionPrd ERS ableege Srieamumeation
meawpdsl upowiiie Iga:djﬁroclﬁeﬁi?@t@lr@ﬁt@ﬁﬁ_ﬁﬁ re’tehiWi' ek Althehtication
e, keypad to sel .the option chosen, or )
0K SRSV BT eetigns Sl drpicell ltact goustaon iser e
prefeaad venote sotrneINGIions dSEcdRTPL Fhe RO 1saikeFto BY 2l BHBIe
| an ition to interpret

nat ural. a eech recogn :
tReh g el PR 10 iR SYRere san Bt duide Gesisipmer Harough the
embrwed thetim idaokificatidBu :inﬁ(ﬁdwatiﬁﬁ) e£0b Us¥R iﬁ\ﬁgieﬁ BUﬂEf@fl%ﬁai? %\5/?8853.
nts_i,nto the i gn .and wor. oW 0
kiR AR e ree EoTane ShuSRml s baaRohAE e
aphity @p@etdﬂmmecdml:idérﬁﬂcatbh thaalxmﬂzErb is@i@@_tcﬁ_xﬂlhe bafficular remote
t el ephony s m but sim | ar st ens
HRERIRRRE et BR800 e, owBioirs & 4 Fdripeses, or
digjtet eertficates amy theufike ironalel Yo lmtifyalne ndusiyrséredBedrding to a
,{@EQ& Jiosi %on &'ééés s can be used. 5 Typically, an
con‘ponen? i's Tinclhuded in the at | east one
c ommifi e eliifmatiomeats eatetsd) peatcitdeeod abeelpie8 a8 Sthbk N@rification

chi t.ec i Vi ng_ an authentjcat|. ronpt, . the
R EC kR e SRl s rRlptit e Maldeles BerciBiisehnd ine
trapgasgon.hiéitre venifebtion ediar emtoted, dossTuoi ARkdrOBS coledhteso the
[ ikelyv. to be a nmobile. . tel ephone or .

viiiaton datf oR AR, ik SiolrBe BeoflRrg ased B aB Bkt o
rejentedityomttheesyserent ry of their identification

i nf [ Yy [N thenticati r OCESS.

| mpor et LAnP B Uafibatith LaG AULTRD' L6 B LBaRiR e
sydiem admipistrotor.c Sréferably eoncheinvalis vedfication dixte risi eigerebiea

Rl | ALt Sitapt f it particul ar
P ermtrlgfnbg mrc%gt | onéwﬁécg'n@gig gft llé%%hoa}‘é% tg#,ﬂr%fgpgry ho
Mot iensthese fimeadthas ovstomep maw bgilockedcaitt 6ff he adysenatmt a

bR btk TRe Q5 e LoAseardin
b S TRI8ELE hy LS Yo W oTHOhBL BRI i) be
ligiad ftpclackent @at acesssetedhe maysidres from ciber ebdibelsr tremote
cdMifuNBitidnsC P8 used by the customer as determined using the
identification characteristics of the particular remote communications means
used.

Once authentication is granted or declined, an appropriate indication is

provided to the relevant financiatl institution(s) and a suitable message advising

the customer of the outcome of the authentication process is preferably
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data on file, then the custoner is considered to be
validated for authorising the transaction. If the

weeoshiesat i on data entered, does not match or POY/ABR@UE01076

to the wverification data on file, then the custoner
is considered not to be validated and is 20 rejected
fromthe system The invali'@ entry of verlflcatlon

a follow up fromthe stem

dat a fla
AR by T Pt e ol 9o tBie RO HPTEIe 19 Mosusérmer's
rolefeaetd RGNt ered a predeterm ned nunber of tines,

but preferably no nore
#@E&%%@ﬁﬁﬁgéf?ﬁgt'gg%& r may be | ocked out of
t he mem émbocamaﬁtsmrth@gre@ta,nttm\muoﬁ g ,hcsw ke %smd%th
"?H H'tet e customer, account(s) or may be limted
&5 ‘?“88&% AGEOHRRRAY fEwings. Mﬁ‘%‘?n fromthe particul ar
remoF@ TosTHNE@REL0 ARgFRANSIOVERY % bREVIEUS PR pferred
usli identification characteri stl CS

rm ne ng..the
emebc}%ﬁréerﬁg fedy ‘fe%?“orr’ ‘enpt @ communi cati ons means used.

30 Orige2 a4 flentharadutMing thelSclil BcOSs &%hﬂe@l@d é‘ﬁbod;ment
?ﬁ_%roprl .ate indication 1s provided to the rel evant
WS nstitution(s) and a suitabl e nessage

advi Bign® nstehe‘tomamrmmmfg e cOMbESIBNArobdi® of a preferred

%?Eiptl C%_‘I onv cess is preferably 2008/ 014554
6(5'1 '12 generated by the data processing

ar chFigedtis ee‘lozmdanﬁ QuiRlrgete devich Q;héﬁgh%'ﬁﬁfc&s of a preferred

eg[bgpz‘ﬁﬁgﬁg@v | EF DESCRI PTI ON OF I NVENT (]\[lo
ﬁ‘fﬂ)&f] ts of the present invention wl|l

now Kig. 8 Esa:ﬁm\}mﬂdzmmﬁhin@tmef&fomw(ﬁdérmﬂéﬂtﬁ\aﬂ@ﬁg HRsHR%E B0

D f&%d;&ﬁ o @\I\CO:} s a context diagram

BT oVt T HEC ARSI BYPIONa preferred embodi ment of

t he Fipurerst lscmcorﬁeg dlé!gr?ﬁu ;ﬁofnlﬂrﬁ@@ﬁﬁﬂenﬁé&b\’ E'rBﬁmoEé“@ayment

S err e i ment
P RRIERY Ehrorioerodinefan 24 Fesertinertot ne
aut hidgirsat iiora fioeciess cmxtlln&rgpaech&tcrrﬁ@L re@iﬁtl@dd)m&cééfs of a
.a flowchart qut]inin
e e(\?/tfecée%l g%ang?ﬁaﬁpg'ggr@g %'8? aa%%‘i’”%#fe dm(ﬂgﬁéﬁtprﬁem
irvhetidnavention; Fig. 5 is a flowhart outlining the

Custﬁg@% éﬁ‘ ig%g%)a\rchgt[t o%tt]ﬁp %eﬁv ﬁq%ﬁ%ﬁgtflonapro%gss of a remote

prefe nent” o
payment system incorporating a preferred embodiment of the present invention;

Figure 9 is a flowchart outfining a customer authentication process of a
remote payment system incorporating a preferred embodiment of the present

“invention;

Figure 10 is a flowchart outlining a first deposit process of a remote
payment system incorporating a preferred embodiment of the present invention:

Figure 11 is a flowchart outlining a‘purchase process of a remote payment
system incorporating a preferred embodiment of the present invention:

Figure 12 is a flowchart outlining a funds transfer process of a remote
payment system incorporating a preferred embodiment of the present invention:
and ‘
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Figure 6 is a context diagram providing an overvi ew of

a renote paynent systemincorporating a preferred
wersdi4sent of the present invention; Figure 7PCEAH2007/001076

flowmhart outlining a customer registration process of

a renote paynent systemincorporating a preferred

enbodi nent of the present 190 invention; Fi gure 8 is a

flowchart out | ini site i stration ss of
L e e A RO CoTiRe o p e iy o GRE i Sgrehote
p@ym@filspaem isdorpdratimg & pesferrédebbdiornt offthg pfe%eﬂt ihgerdion.
QWG i on process
Aﬁ-":rq-é %&%E+M&F}J§E€%§gﬁbﬂ%5§%hg a preferred
en‘]tglcmerm@h E‘.erﬁﬁnvfelhﬁorpi%&@@@beclfﬁﬁtola’ﬁwlﬁrﬁﬁ'ﬂdamr hEch\tﬂr@oliQJﬂvfsare
a owchart qutlj ni S oSit process
BRI A 65 CoePia BB AR s oasy G apleStpriation. i
ns;e:qu@h ﬁﬁ@érsl@fmlzitﬂﬁl_@t %ﬁ@@to’(hdw&mbb@lmentsl:h?ﬂT\fariéﬁomﬁ oft the
owchart outlini apuc roceso renot e
R TIeY, 28 erdRes ASPHL FRES SN, ere e GP RS GRS of dhe
mk/BﬁtlldW eﬁ@lfoll%)wvgntsl pl‘bvudf&@ o gusier ¥2 uh&eratafnﬂm\gﬁh@r practical
tlinin un er .process of a renote
”i')‘g %‘/é[t‘@r‘ﬁ'q“ 8{7@38%??%50% piefeaET"ed enbodi ment of
tF’IC? / ?\fuzoo%rgg%rg?ﬁ@g Qg_ w%dﬂlﬂsﬂm/@ﬁ% Eﬂéﬁ A
A i qure iS a 0 It
PUEP I R0 P it g sl Fageng 2B,
c@ﬂmamhte%w&mwﬁ ihgtEgiigneyatenn go af af Bkkutiadseatbdicosoinenf
t he esent .i nventi DETAI | ED DES
i PO EEE CUEBE M tbe s O 4 SRR Girestggihe
mspmmi 50, HLmnﬁmbeWémpluy@H $hagbldwvajit&eorrelath*fgwmveﬁwment
t |On I fa es [?ereoe & Lgs t?)o e
ey A SR R VA D oS TR s Krduh
idehaficdMay the irsstititibe Eyﬁﬂr’nom ushif anyainch vhpukdit idemsificdtiot ata
i nvention may be pro d wit ting, fromithe
R, S A S PLBE ey P e P ek firRien o
eﬁip@;redadrrber asﬁn B&me,rpaseﬂerdsbau&ﬂengmnble mim&rﬁen basome
ement at,i. on, I di ments o
efRsRT s Ao o Bk SROTL IR B PPublRdR i
Fi g. Idéntlfioatbdmndmmatl(danemtmpm@dmang)lmﬁwmstltumrs@} ey
at | gs
g R e e L e S
tree auisdrization shestdin eogm@aatabmmmey k@ .an¥ivoe ol s¢verna fomG,
| S raI | f
g aﬁ s é’u}%ﬁ (%Igigaﬁ% atd%?rlbdtté}i;&ljeglr’]cgﬂri% ia%ng t%.?éf
sgcmre tia’mbases
It will be appreciated that while the authorisation system 20 is discussed in
the context of a financial institution, such as a credit card issuer, the institution 50
may be any organigation requiring secure authorisation of a transaction.
Examples of such institutions include an employer, bank, govermment agency,
share broker or any other entity which is seeking secure identification or
authorisation.
It will also be appreciated that while the authorisation system 20 is
discussed in the context of a financial fransaction, the transaction may take o’[her

suitable forms, such as for example, a request for identification of the customer
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15 agency or simlar. In various circunstances,
therefore, the custoner 40 may be identified by the

WO p®Bi014554 on system 10 using any form of publiBCT/AU2007/001076

identification data (Public ID), such as an account
nunber, credit/debit or other card nunber, enployee
nunber, |ogin name, passwofd, or other suitable
identifier. In sonme i nstances, a conbi nation of these

40 FeRMAeSRTrangyclions (aBe lngﬁuglqﬂﬁﬁﬁlql‘bb}{ ﬁbe apflonisation system

20 §RNde dncAihe Br b%r%é@dn%fuh@hcﬁélﬁ%sé&mnf Qfedficanpl e,
the institution 50, the custo &ew ce_ 30 and th%e

apRisY®AshapRUraiase 95 salpepn A LOUFR Jon iderificainaouhioy Mgy

rdciRe@ i M LSS hONIBHEr@INAildihG Sorskt AbasBuRY orr@éar wiken
@% one of several forns, for exanple, a single

insBigtieraPr gRveHHRQY 208NH- st ri but ed dat abase or a nunber

of |ﬁ%erf§mﬁi@ﬁ@@@ﬁ&%a’uaﬁsydte:wzblanbe}h@p@,hﬁﬁmb@éerhhetmay
whil e eauthorlsatlonsstem 'g usse in the

be Bﬁ’FTéSH” He S| $REHE %v-mm?ﬂfﬁam!wmw haces & r edi t

cERRRINICEAMRY betivBEn 1HBET bdint netcdfed BRYN Dﬁalﬁﬂtynsed party or if
organi sation requiring secure aut EY i sat |

tner%ﬁ@a@ﬁtl@hsv@w@eu?eeelas InggPRTated 'F%}H%f'q“rﬁﬂ fuf@éh%e

.oﬁmb%rpm(%gﬂﬁm%yernrrent agency, share broker or

any other entity which is seekin

 derTiPWeYeR WRRTe dhe AdNeriReRiBn PSR 0 Andingnefitution gystsn 10

aRPRSR&d iats%éaﬁalf@bhwaai &ﬁ@ﬁm@ﬁl‘shéﬁmm@hhﬁﬂm%ﬁﬁ\mnﬁﬁemﬁ
di scussed 1 n the context of a._financi al nsacté

shoiéd preferahilythedaciigipdiiaa@ seiuse frk erhass @r@rﬁ FeRnec

pRfobBl LBNSRP off-ne? ([Bstiaftenibr wde Bbséd)cﬁbhmlogiés ém as a
cust oner WO 2008/ 014554 PCJ/ 007/.001

e RsIesecyre RYBER BRI ererinfi f%ﬁtﬁ%?flﬁéﬁ?ff Bty 20
a{nﬂ %ealHEﬁt?H'drﬁsf'}}Istém 1 sy,?m?nma@ \heﬂﬂ‘ieuﬂ% cﬁl'bnotﬁﬂtl tatehr&ﬂogb%er
e caounter I nNancCl a ran 1 ONn es 0
sl Suhencaiar B ahavptbn Tndds Senfs YR IGH b8 in
chﬂ%&be fabﬁ@h’uﬁimvﬂm gimilariechsologyesiyuth rasd:lfeﬁf!SérhEr cﬁE}ﬂMoam;sr
ea W t

en,an
ShsHI Bratarebiite . Byt yosaan b aBERr et o8 48 11
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10 pay, ..be hoste € Sa sec envir, nt
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institption system
Hfertie. VP TRRrE Poeb fol i iReg dap Rl e & ades
if required, suich as for example encryption hardware.

It is preferred that changes to the authorisation system 20 should be
automatically logged and maintained within a secure audit trail which cannot be
changed even at a privileged or administration access level, and should be
available in a report format.

Whether the authorisation system 20 and the institution system 10 are
securely co-located or securely connected remotely, a unique securlty identifier,
hereinafter referred to as the Security D is used fo correlate the information
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shoul d preferably be facilitated via a secure link
such as a direct connection, preferably utilising

wO ofoB/onssd (i e non Internet or web based) techroi/ay2msz/001076
such as a 15 frame or a secure point to point
connection. \Were the authorisation system?20 and the:
institut|on system 10 conmifni cate via the use of
on-net' technol ogi es stron authentlcatl

relion Jp ecisiAseTA betidhe gut toQ HEEM 41y '\%F [0 Tettution
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m ni mum encryption of 128 bit, Additional security
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u5| Nd tids M%e(éﬁ%@ﬁhh@ﬁhaﬁ&ﬁ%@@cmrhwo eRIrb®m thede)

gorithmin which the instituti stem10|s
mﬁ%mru@@‘famﬂﬂ 5 kepbsubstekiigllydngersn efif mwét%wr@@?ﬁn by
sydidmiofstitution system 10, is hashed against the key
to aut henti cate the data. 25 Furthernore o‘mluonal
secUP OiRer Mejds: &he v ofiiamSarurioely epsureS At HEEr & pe

aé!ﬂ&%noh fsys&@md@rm ths Wehtulisn EpteriXan® ls@cc%essmwoéttawed and
har dwar e, is preferred that chanrgq}{st to th

theUeFSFS 9%@?&#!3 AREpAeRsRRLRYRN U Wﬁ@éﬁwhere is

Mltﬁﬁ@ﬁébp@ﬁ{imf?ﬂﬂomr@ él@@ké!\ﬂtb Bbireths GaALES oﬂi#lt'ﬂrﬁ\ah(ﬁrﬁldnd more
i.ch _canng even at a privileged

be
SERHHCADS JSR o e AIga40 e FemRete aftenselion dvidrarg discussed in

fdﬂh@t&iéﬁ&ﬂﬁelbﬁ a report forrrat Whet her the
aut hor i atlonsst m 20 é_‘helnstlt tion ‘iiﬁm‘ Ion

ar e "NMOBE L MAXIYST é’te(SH” ESPETYIEORRB et
stbﬁémwhr)/the&iaﬂmawms nwrefeyreu dentihd Security tmemonaéb@rto

referred t cur,it used to ¢ rel

oS IoaS e DR o o8B, o s ptisar ADse b SUIEFamot s
sy@érﬁtzongoto thehcustorrer 40 in both the authorisation
syst e instit te

v e BB Sorte R e hms Rty Rt wir 3 Gath fored by

tiiéqﬁﬂinﬁtoatisyét@m 1@ tn@%u&w ID Mg beeouelated thB sm.egmt reanrich &
t o gonst ant ntifi,cat

o e gt Saouniet ched Bt Beonith TR s SRUAL Bueh vt ce
elénfid] scaeead mehiswof thewhistimaera). Bimilady,ahe 8stlrity 1D may

o SRR T Bhr e DO BB i U PRRARH
systarhi20pvhioh issyisiblerto 8l cérgrekegit. substantial ly

ot narire s oufifiel S Pl Bdho AL Rulohap,
pidseeitibevitd D t0thawysiem Zaihe By&twwmoﬁmcwlﬁietobetomer 40
(vnap ﬁ'lt If':ilt@':l\J/xIc.ie%Ia)'S(:))fértle‘%{nﬂ&L t(?u pow‘?’cl%ﬁé: &% cf»rHler] A0 %ta%% %%lo@ﬂﬂe
required steps to establish at least one Customer ID. The system 20 then passes
back to the Institution 30 the Device ID, and a new unique security identifier
(Security ID). Thereafter, the only identifier relating to the customer 40 andfor the
device 30, which passes between the Institution 50 and the system 20, is the
Security ID.
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the records of the custoner 40 are accessed by an
unaut hori sed party, there is mniml opportunity for
wo h@sat4sacker to obtain the full set of infornkEi/an2007/001076
and nore specifically, identifiers required to
conplete a transaction, whi ch are di scussed in
further detail below' 15 I'@ order to maxim se the
security of the communications and information stored
wi t hi Rerefeee. deai airaddiient usek sqeking i paip LBaUhpEsed reess fo a

c§ﬁﬁ:ﬂé°cé batabdd, WouIRGleel aSduRlorndre 40t¥51@>h§ Us, ttﬁ@%vé@ 1D @k ke
call centres for the instjitution-50 or
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uRBlthehisdd ftesd iotthé Idstiamofststen @daicfiowial tudsBstidtabane
stored, by 20 institution system 10, the Segurlty

avtbwﬁa@»ﬂoaewe@m %@ a'f"é attagk the §aichetwenm tectystesn 2@ANd t

chstofieh BSVN«;%E‘B@IUﬁme'ré’cﬁmﬂ A Sfan#b‘i@ oty tHWarkPitdohtExt, aRe
system 10, such exanpl e, ~an account number of

l{“ﬁéth%%@lddﬁéf wagld fﬁeﬁﬁt‘P aktw artdt@"swm iariped BCrRap to e

beAk '16é li@drisAlion sREH R m&@rmdtmeghﬁﬁlé At otideR vhich @he
wi thin the authorisation system 20, which is visible

deyice A0fis edEF®d, etc. 25 During the customer setup

pr Ocﬁﬁétybf&atm%nébéﬁﬁr&ma%@an élhu%hérﬂ%b'shﬁ\ﬁvh HFR03, thassRshant
the Device ID to_the Ss%/ﬁ'\g . The s%*ttemZOcntacts

oF ginileg eicgRisptionpwill reaue IB%WPQ SBdpr Pthorisgfion ohet pj s

tRA&Atioh N s@Hﬁatha_@Eﬁ, vé‘lQere %u@bé&hmaﬁ@h st t‘étﬁlesfe@qwl thed
st els)s to I i sh | east, one

e. ..
Magre %ﬁ@zw e 38 'On%ar@unfeaﬂaé f?etﬁﬁﬁgﬁ? Mf'af' r58nttp‘§0“stt'ﬁ-g‘°”
50aMAE i&e{lf@eqm.gésﬂ a@thaﬁyéanfb? iof] w@ttﬁmg&tilohylt i@&ﬁmlsfﬂcﬁﬂ & the
ur i er ea er e on e
RN AP WieTEa e G HCRBRGS 1R Madtitiaiogton
ef2MamEPSn RehWBAACEBe Ligbinbitdd PR a0BoAsdiohibe tigy st em
, s the Security ID WD 2008/014554

‘“i@@ﬁ’?%BQOO?/ 001076 16 Therefore, for a fraudul ent user

seekiamgrd fme@aumbrmamﬂ é.yételns ed isaPastel @ anusdapbihstitutions
nee

nmer's 4 ubli.c, I D the
B FatfEP R e Neaufgiaton seduest Uh iy g biGue
|cﬂe‘ﬁtlﬂéﬂhtaﬁdemﬂgy thé stingivh ¢0 ﬂwe‘mhf@eraéﬁeﬁeﬁ tcamitl"@ahstitutlon D,
ut hori se to,t elnstltut on,.s
b PR L6 s oo o Sl M ook Batiana
rezmdasails dn kithdtient |fnke>kwmp1a&vherdamesy§mﬁmhm }amb thbe

st omer dev exa n..t he
AT yREN 26 FRmsHRRE I ey Bofie SEPHAT, ARR LRI
spbteaiedinet HeilmstiutantiDonaysedinaiiies férms dueh dsdk intdrhet
pgﬁg%ﬂ Ir(lI %% hw%g ia%%%%s@%%of@ﬁ%%ﬂ%edgg%%@f % é%Werﬂ,eO%e&Mihation
of identifying numbers and/or letters.

The customer 40 is contacted by the authorisation system 20 on the
customer device 30. The customer device 30 may be a handheld device such as
a mobile phone or personal data assistant (PDA), or a portable compuier such as
a laptop. It is intended that the customer 40 is contacted on a portable devioe‘
carried with the customer 40 as this will ensure that fransactions ¢an be.

authorised as required and without unnecessary delay.
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10 In a typical financial transaction situation, as

shown in Fig. 3, the nerchant or simlar organisation
wowdos/oresquest the institution 50 for authori sap¢DAUI07/001076

the transaction. In sonme cases, where such

aut horisation is not request ed by the merchant or

where the transactions arelinternal to the institution

50, the institution

oot HEP PsaIPTOm It terrorTRUTIGior iR the POTEELIeiad®Bi
codriibtebited n bkt &d&'ﬁmgﬁicﬁi&ﬁi r%ﬂvd%@ (%&lwﬁnt%me’c or web based

authorisation r e u 0 e aut horl Sat system
topbnoloi chEIAHIATY R SEAO RS o B SabEataR (ae) i ben

coHHUBRM RaF ihRNnBinct BEwsth.NARSE Gl Csven \WiRE &ahé‘@tlon sessmn is
aut horisation system 20 is connected to a nunb

ComEIoTTSses, BHeL AT Bin PIRER S BITANN Sepurecttel sgHEId ouf over a

dﬁ@ﬁéﬁ@&brﬁﬁmﬁhf&ﬁhd@ﬁé{%& ahel iTWeréBf LHliReid toibé alee 20
dentifier to identify the institution 50, here| naft%

corapiOFIiRasl (lSonuneKe sqramppigelisNatyork, Whick 5 e same as

0@ BTRIIES §d taRsadi®n @édi@ubfé@t QB8 A Ah3Asatoh brédies
aut horisation request 15. In sjt uations, for exanpl e,

Mg decondiecieh syera srgris seFRdt © the Fansaglip pessign, gnmay

itSSdEetthd dyae rﬂo'ﬁéﬂiah%h%hﬂaé%hﬁﬁ)ée%n be necessary.
so, it wll be appreciated that the Ins |tuttbon | D,

Al's
may 1Perier tepiablisha S9cYFeROTBTERAICENON $R85I0ADE
abhefigash sQétQ?n U] aﬂ@&ls&nn@&%&e@@%tﬁ@bld%@ﬁy&%ﬂs@ﬁ& b
a server, ination  of identif ers
adoRiptr TNV PEH fzz,atur?ﬁg heGSSEREIY Myapdreg &WW&%@ t he
daietPEl BRHORS ¥EEARe hedtbrinBetioransthadaEadiand te rdfaork
The customer device 30 may be a handhel d devi ce such

WR§ a nobile phone or personal data assistant (PDA),
Or FRQXEABIE ITPBRHEEHT $ BV ARLEDplreaRtap-bitli within the

tended that th t. 40 d
eHICABTY Siigko Uricipb ey 18 deRisS S LB a0 328l ¢
raYMdoh SERge (FND)LE pRSARY ItRe pafvobewiiaiHeusviceaeras

b St eI 0L, 16 S0 e
f&@ﬁﬂ%’u@rﬁﬁum the tBsdidie Undstiane algdeminsdndide A3

ORETREEHoRS (Freton S POt A Skl

|ay@r§a§mqmr@ms where the transaction itself has been

[ chaht asra PURABR DR St e a4 R

: pﬁ:igrdiIﬂMea aﬁtbtuﬁe piicoeess usedr umq@cudemfaﬂﬁa devics todhe i ed

By LS e o L 51 oIRGBl
@ eoetree purling wit & oemuired viasbijt sub ke caledtzhBharadiSearst
Dtﬁgaggséﬁﬁ éﬁ wvvhﬁ:l D s %dgéraéglzﬁe% L Snd BRY BT LRBryptich,
and underlying algorithms may include standard CAVE, CMEA, E-CMEA, or
ORYX in the case of data. In addition to the foregoing, COMA2000 and WCDMA
¢an be used to apply additional layers of security such as 3HA-1, AES, the d
Kasumi and Rijndael algorithms and the AKA protocol.

In the event that Wi-Fi (802.11 base technology), Bluetooth® and other

Near Field Communication technologies, as well as long range communication
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may be conducted over a separate session to the
transaction session, or may 10 itself be affected over
WOorRe08/01458n communi cati on session. I n order to BGI/ABRG03/01076
a secure conmuni cati on session between the
aut hori sation system 20 and custoner device 30,
suitabl e security nmeasuresl@re adopted. The exact
nature of these security neasures will of course be
tesbpalpEeRcarepped fecarypunipate 4dihithe custamecdemicsc3q. dirfs
prEbB0R tbl%ﬁgleﬁ{éﬂt SiftgRBEURY brackSed 2RRabIEithexaApl e, in
the case o nobi | e phone, a 128-bit Ki within
tqahBolofishi | e's SIMis used to uniquely identify the

devi Wbr&@r th ftﬁe;ﬁ?tﬁ@ eﬁstorﬁeﬂ@asn&@ 30 to'tR ngbﬁ@eﬁloh%w@m 20,
(RAND) i's provi he network with the devi ce then
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dewe@ ﬁ@fﬁxeml%ﬁssucme@ Jstudsrd Pharig MugHERedp International
Mé%ﬂs ﬁa.hlpﬂm Icﬁzﬂﬁtygo\/AF whRR W 4 hMmbé:atYrﬂdi&e ReveRadE esthd

he case of device, the electronic ‘seri al

uﬁ\&% Eoblim Bhetie, I ReWACRASERSSneRsNY] atBer ToFR OpsrsRRinatian which

uHRRE itk R dsloffnbiive bH® ’éﬂl@‘éu%r%@hdrh@s?e’f’n 20.
network. A random bi nary nunber f‘(OégNDS D) %enerat ed
t

by t k@il aRRrRCidied fhat it gorpRases, W@Pn‘@ gietine Revice ID

iRk rae&o%ggmmbbr %@m@%aﬁ@ﬂ herbiRwithay @gbdI8 GlselintithiatA
(S817). Part of the SSD |s used for aut hent| cati.on

cammUsigation With EiedSHits o Howger, wheker g iayicaIlg GPRsiRmonty of
dBYed Rehtifies Shahnelad m@é@resgl\/ﬁﬁtcETrQbﬁﬁise%s afdRYat bl to

the case of data. In addi tion t

Sl Ao USAIan B st Geriche % Joa oAl Fopteghal

infoRition 8r aGhliditating WEA tRS dSht 30 mAlESIsol fi6red g ShTbystaAl
Ri j ndael algorithns and the AKA protocol. In the event

2Dhat W - Fi (802.11 base technol ogy), Bluetooth(r) and
ot heThe AetabriHtieh dystommonireaddon pireetine| agsitsvn dFigved, for

B R A SR Bt 5, (O Popmer

BRI HeR Cestohiehdéie: Bust omer deV| ce 30, it is
pr ef nt strong sec r|t ractic

le t '
P e TR RietoaRe e s g Sistp et aR bl B by the
atdRAtation dybenceeioorevide avieast 0B uniyuehmistuid addntiagri on

Pl Re e il BUSEE B e Brisou Bl eoufe Dbt
caomey apgrocing i eshshctidnh andesti aretied ppl‘s@wwfmdsnluplytmmj
h("::l\lljes tagcrg?srs to the customer device 30. [deally, the Device [D and the Customer
ID are separately secured and may undergo encryption processes such as
hashing during storage and/or communication.

The Customer 1D may be a personal identification number (PIN) or
password/pass-phrase which is known to the customer 40, a biometric identifier
such as a voice print, a secret word, a fingerprint, or any other form of identifier
which would usually only be known to, or accessible by, the customer 40.

In a preferred form, an interactive voice response (IVR) system, ie IVR
system 28, may be used to both prompt the custormer 30 for the Customer ID and
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devi ce 30. Exanples of such identifiers include a
phone nunber, an International Mobile Equi pnment

WO d@soi4sy4 (1 MEI) which is a nunmber unique to eREr/XUEBR01076

and UMS nobil e phone, 1P or MAC address, or any

ot her form or conbination which 10 uni quel y identifies
t he customer device 30 to ffe authorisation system 20.
It will be appreciated that is sone cases, for

ShERRPERlY rRpRYR therelsiRnedl- Ao IVR iicd Gorspuigrsphastan Mskr
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a%@ﬂséﬁan%péte&ezo for kz§udtah@1 acdtorabe. IS bﬂi&@ﬁur@@h@@t‘éh gkt in
he transactij on

not anot her__perso 0

“’zﬁsurﬂ'&%'é eyepidhal the a\z“ﬁ@“iﬁﬁ'@? éﬁ%ﬁ%mé’@\af’ égagﬁwﬁ'&é@ﬁl%‘i‘%‘cﬁ &
a@@\éb @ﬂadk%@@ﬂcr?;ﬁlﬁm@iéﬂr?%s thé Bustomcr 8D & atkei)ewuﬁ;agymg

an encr I ON ocesses s asS
WU T be B S A Ao R g an Al el By i TN
|rﬂ@é(abb,efogr/1 Iﬂﬁ*&fiﬂﬂﬁd sylsiéﬁmlmléssﬁﬂé INE]E @mﬁmﬁt bnﬂ?l‘é\%r&?ﬂ

assSwWor rase no oner

Fhe o GRENPNS) Sequiy 1P for S8 Sak Re deorparisn daeama:
sa%ﬁ@ffo?bxmpl\%ﬁnargbum?mwam or a:ﬂy ot her form of

ldenti 11 | C u on e OMﬂ t r

acce8ans f@”ﬁ}e efradi Hl%'? d\&\é‘#‘ ’digeﬁ Y?'é:f"‘ @P We@e%&ﬁﬁ]’“m
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SySst e , A e (0] r
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pRGEL ALZDSY NIGAT rhich Allewd Brquaetprint oPibeicuetotrize 40 to be

a. Co uterls

e e T AR e L SRR
e diffdrent herdmamrasemwh aet‘TwﬁibﬂfbeeMed ssadrityon

o o- Pt ptaur o Rt sl b CHERs R idntie seiee,
peAntrftonb e respanse and compares it to the stored data. As another layer of
security, the system 20 may also perform a voice to text conversion of the word or
phrase and make a further comparison with the stored data to confirm that the -
word spoken is in fact the one recorded. Thereby, to be broken, a user seeking
unauthorised access would require not only a high quality recording of the
customer’s voice, but would also need to use that recording fo say the random

word requested.
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5 tel ephone keypad to sel ect an option and/or speaks
an answer, such as the Custoner ID, which is

wo e@sgniszed by the | VR system 28. For exanpl e, PEI/AU2007/001076

Customer 1D which includes a 4 (or 6) digit PIN, is
not known or stored by authorisation system20 in a
digitised usable form Wedlthe |VR system 28

recei ves the PI N{\ﬁ a D'% Wi thhi n the session
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tdkerthd appropiada bcibors taicthsd the treheadtidn datl atdpdhe tmhsfenof
f‘iﬁggt the word spoken is in fact the one recorded.

Teby, to be broken, a user seeking 30 unauthori sed
.accesis prefelrdd thed the Gustonenill gncathiiDgvicguRlare ptoredt by thieng

A T s s T
ag mmm@g@ﬁmjm@ma@mmt irethelunlilsely vt .an attack on

o AFBR AR Bceel 06, RSB TR Sk
Custoknep WD ehe trenBsdce IDFand exbsroiientiyt draulateya tlorisatiomeia
frggé&f!ém%n%ilan%%n%qg{m {h%%us'iJrﬁé}ﬁ qu 58%?(:1 Qé;iaYX{eﬁ/ ilil a triple
fire-walled subset within the authorisation system 20 environmeni.

It is also preferable that the Customer ID is not stored or copied elsewhere
during the transaction authorisation process. This may require the facilitation of a
pass-through in the IVR system 28 as opposed to a store and validation method.

According to a particularly preferred embodiment, a remote payment

systém 100 incorporating the authorisation system 20 is provided.
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m ddl e nane?n. The custoner's 40 response i s conpare
not only against the 5 stored voice print data but the

waewsnasys of the response is al so determ ned. PCNAB200M001076

Custoner IDis provided by the custoner 40, the
transaction may be considered by the authorisation
system 20 as being authori8&d. Accordingly, the

aut hori sation system 20 comuni cates the authori sation
of tHe funcherativt aeh UeB atheng Harlprgrirgen ﬁﬁ‘%n’ﬁyi@m 100 Is

|1M5tté?t8d W Eibured 6t rMB, Thé nbBedyReht systdron0dAndws AQubkfr

he appropriate actions to concl ude the transacti on.

4&%@@%@@%&%@ g9RdMOEWFRR feiRaiely R seeda meanngs with
m%?rﬁ)é.@s e@ ofthe syéemf 0, Tﬁemngd tm@e@é%ﬁmw the ssvét@ﬁﬁcbo

I n dat abase 24, for exanple, if the custonmer_40 needs
agerding iy whishdhe pserep! tbas?érw@m’lmbm iygteated ip gyregithio 13,

|rn%IuHH§tdtQB§st drtéedétﬁsétQ%Ee t‘h@aﬁ@WOn@ﬁQ':oh&[rﬁrﬁd)‘(.lbgﬁeable data
response t 15 the authorisation system 20, t he

relafinodaceagh. cugtvmeﬁ 48dand iegah p@mtﬁt@ocﬁfsth% ﬁﬁ%teml 00 Wh%em

ch&F BAISReBY hBE 4 TREt bAe ce@,ammb@ 3b@stty pRAKESH Wit a related
cancel the transaction  or fl t he transactl on as

MRONGHRR | TERRIVOIF o10- e XBfrptvsten nt%atﬁos.'twﬁ% R datey grocessing
aRRitEQleS Ay mur@yﬁ I@Q@;’c?&\ec@ét’alﬁﬁd)c%@&ﬁ s et addatciddnfg

transaction uulentbtot e institution
&

heyeg %%%iﬂr@ﬁﬂm 'Fdﬁ*’?ﬁe‘iﬂﬁsﬁ fresii mersbers 80 ang susipragyss

4b Qf 17 syAh 1tobea1a|@§§tome BbrBnRATCERIS ﬁ]@arﬁ?si‘maéé&lated with
fransaction and st o&@tS r ansf er _ of

they ¢ata presgseing arahfiect CP@%W@QP%W&E@ %‘fqrt?fa"fﬂe and
ab IRREEndYeinbR cahhmMbatiotsl QaVicy S0 SR2By idach JBIARIT 40 for
that se ratesthem for exanple by the use an

C%HWF@ Wity Bie; CORmUAIERTENeang 18sure that in the

unl i ked Uus@&ﬁéﬁﬂﬁu%e@&h@@%st@ﬁ 129 tb hensad: haymeatsi1a0 for goods
system were successful ; the attaﬁggr coul d not

o PP TR BUEHET 1,2t BREPETIIonEst fE0OHE PP Lefiyest 150

trﬁg}@@ﬁ@@ laemmr’summo@b%@m Mesifrdh it a0fiecat otweacwmhanmtauons
trans gﬁeﬁln one formthe Cust

ot Pl rano R s g0t Saihg Spmese
oauhh%hgahe QlsBYRE'e MR Mepiityi aohretdss ot thesrabe«:twe registry

okl b S oriare cUsam G PR [Paean e diowng the

castbh@f usa:t tr@fsaptf EsaRsits T40 ﬁron'ﬁiyéd meEsitive batsace remains in the
fac itation Bf a pass-through in the I VR system 28
E??@B’O{"g a store and validation nethod.
\ AC coTigdra guill fypicallytay tilcast awd vatpyedarof eckraivdysilp we e, syatem,

BTENORILEET SReSy ey T Stop S TS B S008 ut msgty b
aPﬂWaﬁt#ZGE)Hdhﬂﬂe@g Gn e2th Tdatedonn of iroeabeétsipadibmisesiop dnibe
biuglﬁesesn%%tm B categtortf n‘?é{f ES rgo%gglleids strictly andfor limited by the
system administrator 160. Membership of the customer member 40 category may
be provided after an application process which may be subject to approval by the
administrator 160. Importantly, business members 60 of the system 100 may be
customer members 40 of the system 100 as well.

The system administrator 160 will typically offer membership to the

business members 60 and the customer members. The membership may require
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illustrated in Figures 6 to 13. The renote paynent
system 100 allows a custonmer 40 to transact paynents

w0 o008goses and services renotely in a secure neCMA&D2007/001076

with nenbers 60 of the system 100. The preferred

i npl enentation of the system 100, 5 according to which
the uses of the system 10024re illustrated in Figures
6 to 13, includes at | east one data storage neans 70
a pybs@ pioRi BHsHipse JoriblRab 08 raay generaliapan gn eanea] eybscription

fe%qﬁltu@ﬁr%ﬁll 4w BRfh 88ERs 1B FRESyRMn quot Be BYV.8he58 Hefhbers 60

wherein each custoner 40 has at | east one associ ated

megghat pipvisiedf mite goumiabe Wepidicatien nyrabrit ang pasRwOUD; for
1d%9bif"c-£t?§n §Mﬁpb§é@, h% tﬁlsﬁfés"s m@m&sﬁ 60 rﬁag; ?eo%f\@q%aabﬁeuuﬂe%ns

ar c |tec ure 110 aV|ng | east one ‘data proceSS|n
apgb HpdateP ehe dhasyaierariDhgas weli e resulis eidapsarebssis performed

or??&et bfoﬂﬂaﬁ&ﬁr%@hﬁ& ;tﬁ@% Heb . TREREESicBRs ﬁ%g b%gﬁép%‘&f By

east one communi C

fmﬁﬁmgmaﬁ@mréﬁedquﬂy, ipfematigrasyshorethis Wi relate to the
p@@wtmt i Boddfls f HveRRITIIGI SRS bRGIh AL AeCHEt qggfsﬁgfé "

at | east one renote communi cations device

a@vm@é@wrcw grr canpileop dafabasgnhithiceniaining e Hetefe of the
b@ﬁ%nhﬁﬁ%b%nﬁﬁ%asa#&heﬂ_ Wm%éibﬁ”@’r stafistids §Batl {Pﬁ system -

ystem 100 to transact paynents 140 for goods
a%ﬂﬁ“@&"ﬁgﬂﬁ'éﬁﬁ to a paynent request 150, the

pay ey bﬁﬁﬂéﬁ%%e&@@r 6b rm&ﬁ 8lidag afld/eP "BHQHeQﬁfdnﬁQﬁorﬁMﬁ "tFre
165 fromthe at | east one conmmuni cati ons neans

cysimar meaRets Hhel thernse@ardhmunse e wstenydop &pgnforrcsxoods

ot 8viBEE BP®E belinBhs MRHLAR! SN THIPRfFNELGTRIay DeXDmmunicated
identity and access to the respective registry

tOﬁP%ﬁVﬁ‘t@m@ﬂm'%lﬁfaat%t@ %ﬂ%men B¢ §iagrd Qn e Q%E}WQV@W&‘P&%@ 70.
beenrhgad | ﬁdferaw gwltws poRinsCaSdRms ofthd SystErATFRS two

ment s O provid ﬁ)OSI ti ve bal ance remain

p?prﬂéns Ohﬁweﬁvaﬂeym ﬂ?é’é?fvfé’ﬁb be kpawp esyihe) franf gng anpgh% dack
edd. TiRABdntloNE rRat Qr@ﬂfréaﬁ% cOinpABsTRGS P interffcet ke ayérhﬁ@faoe

25 nane usi n rs 60 and custoner me
alppsy 2 Sa}?%crr@?wi %TF‘P?/S%%‘?"“Q‘SBF‘EW & |3F999t§f°rn%‘?5€&3° *ﬁe back
e@ﬂ@ﬂh@&w@ﬁf W(fohgm‘é’ﬁ?ér&hblpusé}v’ﬁﬁ@ﬂéc@‘may Qlfeifél’élﬁly be Ioct:a;ted
usi ne ca con e ric
O BRI R oy EE TOgasesot BTPHS SPleRRgHo, JRGA o btrbr
péfesie rd‘ébio@fv@ﬂh doRem@iksdion® abmnhﬂéméﬁthr@gmy nmayacehﬁay
o loRHIsEEon & chprEn af SBYE e SO c R A or PRers. 1t may
bé Up@wtimtablﬁ tyﬁa;mdd@aﬁ@;ram@ers 60 of the SyStse\T/ellPO gay
s o B T T 5ta R g B Y AR E e g 656 one Ui

stom@ahs;imqotyb@aﬂwe plivdliy e siatapapds At Iéé)stamﬁ dfhtae databases
rs. The

m%ggtgq%ﬁ %lg 4 %@-/%W?gﬁtfger}%m?% rTB‘c}/n’taun ing m?orma’ﬂon about

customers 40 and their associated monetary registry 20, and the second
database may preferably be a business member database 170, containing
information about business members 60 and their accounts 180, Access to each
of the databases via the user inferface may preferably be differentiated
depending on the access or login detsils. For example access by a customer 40
may allow only particular or restricted functions to be performed, which may be
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22 a subscription. Business menbers 60 may generally
pay an annual subscription fee which will allow them

wW@ae@ensisso the system 100. The busi ness nmenber BCBAU2008401076

be provided with a unique identification nunber and
password for identification purposes. The business
menbers 60 may receive regdPfar bulletins 5 and updates
about the system 100, as well as rc?sult of data

rSREHGS N2 PENPST $Eder 19rihe RECSSREHTHEY FORVSIRITEt TRGPEE 40t
wikS teMshRR of haserdht | LigdtioRglitaY whBRaBr 88&s8dbPYihe! BEstem

system adnmi ni strator 160. Typically, information such
ageinigalond G0 MR pENE SUBeTURY S%‘W'K%?'W?C%S KelErartins of

HRdNREdrh 300 an@bil ilrRtisHag iRt Rterh HO0! | Ke. The system
adm ni strator 160 nmay conpil e a database 170

cont BYRFaly: @ Reteytial Anerabesimanerriart Mir PYRiE afapiRralors$0 in

ofdtd tBNSUbSEAIRY td tHeDEYHRdrh OO0 IThet SHstamh idditnitibidtot RRY suitably
system adm nistrator 160 desi re%ip The busi ness nenbe

T " » r
PEDYIdRlye SRR WPV, IRAARANE ARG PREAYBA Ivpllompaccess to the

SGHEIMOMBYe MRIFRISIrS nfhl) Plefdrifly PHRO RN dyBRim URenihiBeatsly SEOM,
100 to pay for

to oods or services t he busi ness,
SHRTRBBIR B 1 eE 1 8P e SRCHR]Ob " e s Pettce s The
ubERiafes bR FdBWBIdS =3t PicjulieOa aPétsoml lentiFlcaliet Numbdhe an
cust oner , dat abase 70. There _rm%‘ntgr_%yg_r,abl xcge two
apERUTY BHERS OB Kierusiednagte MRk be Jaked e iqeniifieaiigh chareciegtics of
e aénlﬂﬁe s:%s&mmk m’ﬁﬁgn@ _Ifgjiqéfaﬁ? &bé<ty ah@ éﬂ@ Qimtifﬂfa]:cibth %Elér&@@ﬁst@%dof
and t. ac end. e.front end ma refera .
PRI TR M9t PO ABIRURTES Mae( SR oV th Gviner 10, meyifer
adcEruihg :té itrkeettryﬁe rog ﬂaik mzo md%miFﬁt I‘eﬂénﬁf)let Qolrg}gﬁé&&s@fg hard
connec 0 e bac e 0 e S . e,
WP G SOPrHEEORS [y drpaDe Ay Bl B SAlS Hae IdbRtrason
((Q[ll) a@mh Eigbjpglgbﬂé m@eﬁmnlynéeﬂ?iﬂﬁ nhfyol dm_ Sﬂ%_dﬁﬁ@iid@lﬁﬁcaﬁon

el ephone, or, ot her . .persona evi.ce.
CEERAEHP IR P HE S o ect TREME ARpoSTaPy g P Irbg ey use the
nitvicek faridressayr ifdembopRitad! GlidAse O Prafé@blyovalidatedethralghaa
uters or servers. It may be of any

net wor k '8f corrg
SEMICABPEIT\ATS Ui eYAPi gurati on. 25 The back end of the
Syst Ehe h0Ovaraigcisineis diziogd ianalndde radbilk dalgphanyeordaingputinig

storage neans pically.,a plurali f dat abases. Al
aRuSR: P T, 1Yt st LB Eeegyep ity fratipl, @R ple! Lpon
opesihg ey prddéialmined Web pagatthe rustgmen #0 mist suitabla be prompted
cust oner.s 4 nd their i at.ed. npnet ary regi st

1§ 7HeR TP oo 38 A Silee RRECH T s BREREiNe SEb Tob. The
cbusttnerds/ ok mbeustclata b sselivine @odt atcoimpgn@og . password may
[ i usi d their -
Pl bR B b RSl T RO BB A5 e Vi ¢ e
user Usebetheanstemny 0@ bgfhesnbby mgenteird 68 meayt baslkghtly different
tcgﬁ%gg)g 'c@%o&%&%%@eﬁ% %@gsﬂéinéé’sqhq%n%%sabb Soitt BRerBSR TREGhe
system 100 o notify customers 40 of pending payment requests 150 and fo
monitor their own account 180 balance. The system 100 may also allow a
business member 60 to produce accounting statistical records from the system
100 information.

Use of the system 100 by the system administrator 160 may also

preferably be accessed through the front end user interface. In a manner similar
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may allow only particular or restricted functions to
be perfornmed, which may be WO 2008/ 014554

wWERDBMLBOO7/ 001076 23 restricted in a manner BCTYAU2007/001076

to the access granted to custonmer nenbers 40 but wth
the sane or different functionalities vvhereas access
by the system administratét 160 may grant "super user

status and all ow access to all ortl on% 8@

torp6ustaRIoEs 10 R e wrorsarae 8yl Pereia. e adminieiiny T
nRyPERbidl IBRTRGhe TRY SaRWaR, 4§ WhieMmay suitably a[low
adm nistrator 160 in order toﬂé %rtbbe Ito the system
brpgger oph\resiEEisasarssiP die sistam @ I thaslpwed fq gichgtomer
abhe nmenber with a unique usernanme and password to

al l ow access to the system preferabl. Xg

pay tH5eCTRSt EHTAEH I §9F‘H¥%’iat016@0ause§ﬂ%§€ rgiyrﬂt FERMPERY!
p%ébw{éfdggﬁaﬁ 92@%1@@6 g'ﬁ‘ﬂﬁ r;agugésem E1879 sﬁf@tlénﬁ 100 65 thep eatabse
| us
agrginishARr- ToR ﬁfﬂwm%iéat?roﬁ%wﬂb@r%?eraﬁo f@&ggﬁ% ﬁ'bnf&ewaméﬁm

tﬂehé%/stéﬁ?ﬁﬂ@ﬁﬁclﬂcﬁﬁg Qi%dnb!lh@&ﬁe OstbAhen Fedidt6airoMas 80 and virtual
characteristics qfle renote co ni cati ons ans

wylets 99 froqrrrst Paeﬁtarvd. $h ISR G I thesys @rﬂ e
par t(';@ét@nﬁérﬂtﬂf%b? r@@@m@b;ﬁ@hlt@%daﬁ&ﬁélr R &asﬂoh hi%tauls or
custoner 40 may differ accaqrdin t he
c@gwte@t@@ GechY PEIIE dnr, MR SaipiBG Bp prign o
ffﬂhel dlj &me’vg masrﬂ@f Rt ?@ BSitABRYfOHA 85 b@fmpﬁ@wbd anowmg
er | | catl
e risTRAL e ke repou Hstale Kie Gy eu fier e of
th‘eh aétﬁné %ubﬁtascssérﬁarhe uswhomdcmta(ﬁciam%e&ﬁnsddram detils
{ he nterface..m r a res
Rkl AP B Oa A aters. BrefCoud s GReT Gabefe address.
ChBRG @ ldentﬁleémm%f@ﬁnmtibdem s anarser neietyp2eiyTihiyger the

above di scussi o S d .around a nobile tel ephony or
aH@ﬁﬁW? Yy Progess Coebe GIEHEGCE t/M"1100 can al so be used

ove (ij;idW iol ;ﬂb?i’l’@dt feémlfeﬁdfaﬂﬁfal @stewp a00 5248 emragasine deka)scrlbed
edet er m ne oner suita
N A R SRR MR fec e R
oﬂbﬁiﬂk ddmimisiegissiadie system 100. The correct entry of
40 i . .
5 RO 0, TSGRS00 S50 TRABA B SEBSUENG, T
cas:tsmerreo ré@strwﬁmﬂﬁ 8® hEhesyrandawbef day ibitisiena MWrEnbionsr
ﬁﬂﬁe{og]b%@s USI reFeﬁ%g rbtrocée%g f&F?Eal%fgf %Hﬁ' ttl‘?éT%(/ents are

lctelmeﬁeds }mﬁgmelM)Th@ fmot ehy of tiet eysierp may ofefp@btjn lmig reac:hed
WS e BEESR 1 SR B LA QU RS bo
pedsimeesisy pitmdrehe Gistoongurafiddicstip cstngnthie igtesnad tintetiaeabr by
cgr?t%ghrngsa fc{l;&g?ngp GeRAR! Gler (CSO) of the system 100 by other means
and the CSO using the intemnet interface to enter the customer 40 details reqﬁired
for initial validation of the customer 40. The preferred implementation of the actual
process of New Customer Registration is illustrated in Figure 8.

Upon selecting the option to enter the customer 40 details, an editable
form is preferably displayed allowing the customer 40 (or CSO) to enter (or edit)

their subscription details or account details. This may allow the modification of the
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100 information. Use of the system 100 by the system
adm nistrator 160 may al so preferably be accessed

wao boosgtss4 he front end user interface. I n a naPCBEAU2007/001076

simlar WD 2008/ 014554 PCT/ AU2007/ 001076 24 to a
custonmer's 40 entry of their username and password,
the adm ni strator 160 rmyzgl so have a usernane and

swor,d, entry of which may suitably. allow ,hroader .
B ARes FibAm Al Bt BtdrBrb b i Shaing
telddooweohitadioas eustbersre-mal and chiieneor0eedh sitd aydrebs.tihmay
dmini strator, 160 user nane and acco Yi n asswor.d
Ry Bl 3% il yrkoroliie L R oo R DL Pt SorfPas B asan
deailabaaey obthei idérsifying dnfornztien ashiarad & aledanly 13 @Qe wirlgiece of
.preferably have the ability tq maintain the system
TP A ey o i e Jeerap TrBunet e M iba.or
cBfeaing of thetitfatmatiaml | ets 90 to correct errors and al so
generate reports fr t he system 100Q. 10 Custoners 40
ey hae e e s A e sl Fretonbis PRt deipted by a
pﬁﬁérﬁédf primary \@ﬁﬂét&mlt prd)éé@hrbﬁ’cr]h\ei iﬁforrflatl‘or\emgmldgm?ﬁi baakked to
interface. Upon sel ecti. e,option to nmpdify.the i
oS B Stnen B0 e S Sromlaed A BRfeCRteRenER Griviaial frapet
0di spl ayed allowing - the customer 40 to edit their
account, details. .This I the nodi.fication of .

F he bilics{ B o B8 SR 2R N tus e ol 2 Bpicany
transfeaed ints thedrisinha's140 virtohiudilieg 90.€Thecpamsisr of dtmdsngay be
nunber s. - A nd, cust r sit ddr ess.. nge
S HERt Pl 21 M AT R e L s kR B g r 1o0 8%
ab ygpibardl, byildirng srgpésty thetheaot front & caditdaciliy offessl Wyoa Ipeovider
rgied t in, egqi fi r ef d. features of the
180C Flierebly, =L 385 NoaPoflel bR S00iEE E R, ipBardl bl pe

nusinatsd hhtbe sysibeer 40 Bubyotprenessedrer 40 or busi ness
nme . 0 t he adm ni [, T ix
Ct apr i ey, R ibweY ' BECB SOEBN(Iayd rodkefid iddaiy
fallowing a semndamyrveltbgr mgtasdury bprtind syser8 dniifistravends as well
i C ap.initi | St IO .
o0 R Tl BAgict of e WAL AR pRFAGRE bl fhay, i
cenfemagorairem padestindapeddént ofitguayete adihigistratomtiéend of
t he f-e j
| nt eDE T Rtbri B0l 16 L8808 df el et youroo for
treed theesfer, tTicestorer B Mayr then ried agiedelot fadlpwt dre agthentration
' t ' e. i nter .y f
oARAEES hHRLD ey Al B B58F R B B 100 o
tos Yt somrcE0@:chynict felor Heatiansfemer shitarCS@refsiTag imphlementation
of @%Sa{u?iehﬁéﬂ%ﬁﬁ&%@s {8 byt omer 40 details
The authentication procedure may include the data processing architecture
110 creating an authentication prompt and commuricating the authentication to
the at least one communication means 130 associated with the data processing
architecture 110.
The validation and authorisation for the payment 200 is pedormed using
the authentication system 20 outlined earlier. Agaih, once authentication is
granted or declined, a suitable message advising the customer 40 of the outcome

of the authentication process will preferably be generated by the data processing
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for initial validation of the custoner 40. The
preferred inplenentation of the actual 30 process of

wOlwsQussoner Registration is illustrated in RPQUAB2B7/001076

Upon sel ecting the option to enter the custoner 40
details, an editable formis preferably displayed
al l owi ng the custoner 40 (8@ CSO) to enter (or edit)

t heir, sub iptiqn detajls or account details., This

<f b Tl Che o P off She CREE 500k caisaRt Temots

cBOMuNIROI07d QRLRZE 630 2m died aitl IBasiuohe ammiB@TicdiIgA, means 130
ress details including

assword ont act nane and, ad
B R i D8 b P R o, %L st omar 40 b
3i t elfaledasthentichtiornpryces i8 alicdasefuldie paymednt 280 kgreeuridd by
ata.such_as rer_a

a ate of birth,. refer nd bapk
e Op g I Grstarn’s AbHrlR TGt b avaiad MesspcaHmpete
pagmeht RO yandl rto UsCuratelP igmt tHe ngid@feMalﬁ:tlé e tlﬁé @ustomer 40
m ssSi ng, a pr t may be issued to request the
ﬂi‘?\‘@?ﬁ’%ﬁyﬁﬁ?ﬁbfmcorrecti on of the information. Once
t he Ausisosrri-up Hds dansior ke alp o thaif Tartgmtwyaﬂm Basorednce
val 1 dat1 o

FRbod RBerYarberRh G il A VBl TR SIS Eaph tnsacton
wiir eaticnlig eushlgestrio e re&glhe?‘ttil‘:srticm Qfdggﬁs g&ugmf@;f pomtetikgythe
reservqir or "virt et" . Fun or. use in

SRR 8 by Mleoey St 1l ieheosh bR aihaBorSHiiotias |
t rh anches Itt]ffdcdsmmertsi‘la) clgstigiess SeehOvalitsied athevaistadherHD will
The transfer

] f. fund b f dehi 210
oY R e R e RSRr RS funt i utrtal SISt gt 1o Uee
usdegthea?/smnina{m., In]?b;:islr Zh;jseg t}mcmfgmieﬁg(r) (wlilh Wficidwly fisllome a first

- facili : , R
BPEFiap I g Mpfire S ey B W Elludtied in Figpre 10
Thbéumdaﬁrmfsmrdnmyj_r if_n‘mr depexmdin@?a«rhgyeﬂhlae’cheuﬂsmrrgmr am% bsibg a

S 0 .
Bk RER Ry 'h Brel Yy st T e 2B unction on
aseabtidarbasisetitawing gowie itk ceediyeard énfarystiemand processing the

did ni 6 ho heck, of
ST 7 el AP B0 B 3 DY PP AL Bl
40ondy tramdferdonds inin heirtviras! ivatetBinide nse ohimedietehyat & later
tiﬁ\%r.n nistrator 160. Once the custoner 40 advi ses the

system 100 of the preferred source for the transfer,

t he Eollowingetheq@ommpiy/tot rarsidrestartkip dunds, frel $ysterart 00 still using
u i ' 0 0 ni | t.hei I
HRANIE oD BOLL R Pg, BT UNIR SRR 62 G B8 upegtogupn
cohtact vilr reguest b the @BGrMard(d designatemttitemaunt & be tramsfered.

TS SRS ol RS TR AR ol S LSR5 e
fipamaa d institutieny 199c lande atc¢mintaang jesice ssisdgeesstilinaccessiul
notification to the customer 40. The customer 40 contact with the IVR component
28 may be terminated at that stage or the system 100 may question whether any
further activity is to be undertaken by the customer 40. If the transfer is
successful, the payment 200 is recorded by the system 100 and the customer's
40 virtual wallet 90 updated to account for the payment 200 and to accurately

reflect the funds available to the customer 40 through the system 100.
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110 creating an authentication pronpt and
communi cating the authentication to the at |east one

w@ewsnissat i on neans 130 associ ated with the deE€EAU2007/001076

processing architecture 110. 30 The validation and
aut hori sation for the paynent 200 is perfornmed using
t he authentication system 20 outlined earlier. Agai n,

once_aut hentication is ranted o ecliped, a

SUi Ll aGU BN 38 TR BaS PafaPn 409 oivelama 100, the
c%ﬂérﬁ@rmﬁo trtgiﬁ%atcg@nsf\?]ﬁdwgmatd ! frsufol tRE rwm@m%zim%éé gv/agétggggzmay Ye

e generated e _data processin .

PRS00 OO 56t Gt a1 GRES (B br disipess
mefnHeRE6E U tHRNBYstein 400 P ®IcUEth LR FRlisds B ARYMISAl1000The

device 30 via the at |east one conmunication, m;@(r@ﬁ%%,,

10"

t
updale of funds pngierere Rysingsy msrels 1 Be¥ mcewch
whéretrhstsﬁ%élo aouRBHa9 (fjbegfeg%@?dittﬁ §Bﬁ§|§§§sf rhlsula%qbbhgo with the
aynent . IS recor a Yy e system .an e
a@&?%ﬂm‘em@% tpgl ﬂ%w&'ﬁ stogeer ’Ese‘bo'tTé’eaﬂf'&'B%ﬁ% ﬂ?eo&“"
pbitRis May Rbtr 208 @mkbulp tRes Bbet ebiod elpiegly édih dadF the
avail ahl e tget htﬁcfcustorrer 40 through thequSS,éStem

1 0 00
syt stOSTEY Pe s ienienng hersess FaRgpsup FPses ¢4 when
tHeadrb@dssg ACuBhRAAE trafsTai diypdr Ot her transaction
types wil| also typica gssi bl e.

1y be pog . Each . '
{1 arlsarRerFig Uaen ¢ 9UteqrpR enlid TSE dSagiaPCe e pibe registy
pmtélsotaxﬁ%ncg@ ﬁ%\qurt%%@, ke bg%’tbmgggmui aﬁhéln@aﬂélf@() may be
AT P DS VAU RS g o soue
abstnt iz}uly irh@$h@@@§tomal:'jé datvirtial W’?Eet@ll)s\tvbiﬂﬁrcaﬂ@hw bé used by
typi ca ronmpted to transfer start-u n i nt
i Bisfctuead s PRBF PevmenSrigh B SheRa el el e Hitern
160 at dMystimg@se, the custonmer 40 will typically follow a
first 15 deposit procedure, a preferred inpl t.ation
of it frpiBraiahol ekl SyostsrsdReiAe A ridthe
11 riansderto mked fdverent epeashg heupetenyhepdierent hejuest 150 will
custoner 40 is ing a debit or credit ility, . .If
oReE e, onzcrte g e fetiae 6, Bechivsn Ry Aribisilsie
r2iinbed B06@l “pullMEpdratiirg, a dustaimeg 4dqartplidie opeedioh) oabyl other
i nformgt.| on_and processi the _credit rd nt ..on
EBHR AroRE P ert FEEG B P Prerih o, BES0 B RBbciftRs
withi 3t particul 20cuiformens 40 aasdter prbtiled3D. i Theocustoenar 40 willaiéo be
| l.et. .90 for. use | [ | M- ~OL. L Line,
o Bien 5 R PeREInH P Sop e v} 1P ek Bineds, Meinper 00
deyslyembl Gt sysidrh 108itegdf. t he | VR conponent 28 and
generally on t S 0 h nti.cat.i
dontaie Yl Peignt BiRefin e Fhe Thely Gorhf bieCBldier 4o
irdivatesntbainpayinoer d 40 waing ftier syetiem 100 is to be performed, normaily by
contact with the communication means 130 associated with the data processing
architecture 120. The data processing architecture 120 then typically verifies the
details of the payment request 150 and may also verify the customer 40 identity
and the availability of funds in the customer virfual wallet 90 and then forwards a
prompt o the communications means 130 to contact the customer 40 for the

validation or authorisation for the payment 140.



10

15

20

25

30

waemsntssand i ssue a successful /unsuccessf ul

25 The system may then process this request with the
custoner's 40 nom nated financial institution 190 and

notification to the custoner 40. The custoner 40
contact with the I VR conponent 28 nmay be term nated
at that stage or the systeﬁﬁloo may question whet her

any further activit s to be undertaken b
custAeRIp. W8, Val“‘Fatt‘}ﬁ‘ea'%/dr %WBW&@“?’% foohe eyt ){fm i§ performed

uBiRAY Wbutﬁ@%dt@n 59§ ORr0 iinddngarfrsOas é%e%ttbﬁl & granted
custoner's vi rtual vval | et 90 updat qeffJq%saccoun

of geclingd, wwﬁsﬂ% mgsgagH ad NG e Fus{anss Quigame of the

alitRAfcAYA hrabbes Wl WhsoRUBt BEEHertPatbr BHIRe tdia SHEERRING
100. V\D2008/014554 g/Auzo 001076 27T 'Ca"%emote

af%‘l‘te‘ﬁﬁ'[ean@(hg e B |ng MSadOBTomeES s Pefaedo

chbRghunfYasRIEVIED Ba ams 4 1@ NGaRNGhal RARHRidBiok NReans 130
respective virtual wallets 90 may he conducted in

aﬁ%%’a"?q’ WED B I3 Prafsasing ﬁ@’hﬁ‘?wﬂrﬁé@gfer of funds to the
bUSI IR eESaut A& R afich @@a@és i& laec@g%e mell%ym 100 wlrecbmed by
[ ull perlodS|nt stem% T E(%gaée of fu
the asisne 190 pgd @“L?‘s? rRetthyridal grrlipesP Beeaird faRqegrRt O“he
pa§rﬂémrm) an¥RETRIcOrafel iréfRlce tRRMES VBt té Ris ehabmed 40
busi ness nenber 60 with the appropriate

t’i’rﬁ\"@}w&ﬁyﬁtﬁr‘ﬂpq dentify the customer payers 40. The

t I m Ng)ogﬁsthhﬁj pl Mbhds tr@@ﬁep@&om tﬁét@ wHitual wanewot GanlJef%ﬁ'red
time eac

I
g B oL s PesReb i MHeNater it Gioate 19 o Btend Biiny (a
phaferirstE 9 plenRatatdanof ik pheesy 0L dRSirAgdoh r—:i'gateorrsy o#%ther

PO s i 2lsoC BB o4 PSSPy AP SRR e et b

sUDjéﬁ Pahé :aQtHéaag itationtrecasy Sbmg&rutméﬁtﬂ'lsﬂtmrﬁ gpdtemweld mblue?g
oagde an entr ndal t val U
PTG (e SR % i HEeLo PR 2, TRt goF st

;rtmmqamustorrer s 40 vi rtual wal | et 90 whi ch can then be
used 15 th .140 10
boe! hbe PRt sesdisalen i ot B A ahearord ;gopsa’ gnd
1t§ rc%ﬁ%trved indpdieg®edraprisee” and t'dEnpraemindudy eadssi the stated

e ep et ey e rchisn bt e FREG e

t ypi Refetgnche tigeungioat etlist hmemd@htmn tb ntoeief acdotimentie or “an

<BhE Ry el 041 st R Ypefun P cngregigrete

detdribed meaasnsubidnt with plhy na‘nbochrgaqulesﬂ itEloded lih at least one

{EEEHEP L 8 L AIAE R B TAIE' B Solobt BARE bhgihen
one| émbbddimeb omdini &n eeminddirmé” prendiriogs paigeasn throeghwes tthis
s%gcgu)ﬁc%l’tutag e:[:\rebynot’threwegéjs%!arrﬂ? S3l n%@ﬁﬁg 6& the same embodiment.
Furthermore, the particular features, structures, or-characteristics may be
combined in any suitable manner in one or more combinations.

The foregoing discussion is considered as illustrative only of the principles
of the invention. Furthermore, since numerous modifications and changes will
readily occur to those skilled_in the art, it is not desired to limit the invention to the
exact construction and operation shown and described, and accordingly, all

PCT/AU2007/001076



directly or by the system 100 itself. 25 Once the
paynent request 150 has been generated, the custoner
waosiondscat es that paynment 140 using the systRom/A02007801076
to be performed, normally by contact with the
conmuni cati on nmeans 130 associated with the data
processing architecture 129. The data processing
r itecture 120.then t |cal verifies the details
Sl aSTAGHIERT o GHe R Bt e resre tog Tl Wi It scope
ol irpenRtiord0 i dentity 30 and the availability of funds
in the custonmer virtual wallet 90 and then forwards a
pronpt to the communications neans 130 to contact the
customer 40 for the validation or authorisation for
t he paynment 140. WO 2008/ 014554 PCT/ AU2007/ 001076 28
Agai n, the validation and authorisation for the
payment 140 is perforned wusing the authorisation
system 20 outlined earlier. Once authentication is
granted or declined, a suitable nessage advising the
custoner 40 of the outconme of the authentication
process will preferably be generated by the data
processing 5 architecture 120 and forwarded to the
custoner's preferred renote communi cations device 30
via the at |east one communi cati on neans 130
associated with the data processing architecture 120.
If the authentication process is successful, the
paynment 140 is recorded by the .system 100 and the
custoner's 40 virtual Wwallet 90 updated to account for
the 10 paynent 140 and to accurately reflect the
funds available to the custoner 40 through the system
100. A post-start-up funds transfer to top up their
virtual wallet 90 (a preferred inplenentation of this
process is illustrated in Figure 12) or bal ance
enquiry (a preferred inplenentation of this process
is illustrated in Figure 13) or other 15 transaction
types will also typically be possible. Each
transaction will typically be subject to the
aut henti cati on process using authethorisation system
20 including contacting the custoner by the system
100 and the request for validating information. In
the present specification and clains (if any), the
word "conprising” and 20 its derivatives including
"conprises" and "conprise" include each of the stated
i ntegers but does not exclude the inclusion of one or
nore further integers. Reference throughout this
specification to "one enbodi nent” or "an



-enbodi nent” means that a particul ar feature,
structure, or characteristic described in connection
wWowak/014584 enbodi nent is included in at | east oP€I/2B62007/001076

enbodi nent of the present invention. Thus, the

appear ance of the phrases "in one enbodi nent” or "in
an enbodi nent" in various ﬁpaces t hroughout this
@.@ﬁi@gi cation are not necessarily all referring to the

enbodi nent. Furthernore, the particul ar
features, structures, or - characteristics may be
b ol n
Coﬂﬁﬁ}'#}h&?cﬁdﬁ %D%Eﬁ#bﬂ %)r?séémnﬂ? adloull g‘sg‘ gustgﬁ)téfa to authorise
trmossitides eelading i tol atth@tmm @n‘_atyn*@f gdveuntr Remicpited witf an
rmore, Since numerous

'&bli'}glt'#al ca{g%gﬁgma{ndéﬁa ﬁinges wll readily occur to those
ski | {td-staragdmeans for etabhlingmotesddei red to linmt the

i nventio : n eration
shown and tehiERId o4 SSQRREA I ABRREE

2008/ 0145byidpdiicalimodata @ed@rikded @tih submals @mmunication
m)dificatio %_n(% e resorted to,
falling w t (ﬁgﬁg@ &E# ‘%gglcgventl on. WO

2008/ 01455)45mm1yAw@®ev ¢ @3Boiating GrerdivBast bne Austomer
transacti on Wi ng a

cust omer {0 SUPROVHEAHEP B ¥ERAAS B BB 09, © oy

| easta fosiecopusuieation ateoa fier exebling erredunicationawith the

| NS bbb O via rReREN 30 SRS ¥ 1a0Ekcndn RN 2(164A4Re
nmeans or en ing access to (a) 1den I'cation data
asso@ulmmarmcohmt he customer; (b) identi f| cation data
asso I Vi - .
of - Aoz apStsslho brbEhh s FOED Bt bRBoedi et iy
ﬂ@ﬁs@l@écbra%ﬁ wq(ﬁé iggntifeths R esiba $r)emddetarmingciEhent wi t h
8htA8bn %‘ﬁjt%n&@ttﬂ tﬁ’e} c&ﬁ%m@tn?n& b); a first

conmuni cat i on nea or enabl'ing comunication with

t he asaswmemMmunicatios MREDSster raceivioy pE @uthoripativngeaiest in
@SS t8E trhf&RlioR? Bk poVRE |8 &ﬂgﬂ th&ind@uBlon of whether
processing architecture 1nclu ta processing
ofEgktse trensardngp iﬁ%thqﬁeﬁ%t%%%‘?@ﬁ using (a), identify
t he ﬁ@‘e%@ %u{ﬂé}!sé{ﬁ)ﬂ reGit F@c@ﬁ/eh fanll % inbifcaftsASLYBBd ke

aut hori sed by the custoner;
the instituiion are referenced to the securrty ldentlf ier data.

2. The transaction authorisation system of claim 1, wherein the security identifier
data is not communicated fo the customer.

3. The transaction authorisation system of claim 2, wherein the security identifier
data is not the same as, nor derived from, characteristics of or personal
information relating to the customer.

4, The transaction authorisation system of any one of claims 1 to 3, wherein the
first communication means enables communication with the customer via the
RCD utilising a communication medium which is distinct from the communications
medium utilised to conduct the transaction.
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a second conmuni cati on neans for receiving an
aut horisation request in relation to the transaction

w@rnwspt4354 di ng an indication to the instituti oPCDAU2007/001076

whet her or not the transaction is authorised by the
custoner, 20 wherein the authorisation request
recei ved and the indicati 0%1 provi ded to t he

instituti eferenc the se [ ifier
5qqg vasadfe Mo SaiT BREn pan Gaf Porhit ki ov e Giths
firdt comen@idatibmeneeeusidties d@ﬁmuﬁioeron dth &hb Scud@imer via the
g{&%n,l cgwed to the cust The transacti on
R P ?SHW‘QVETWB@C Oglsﬁsﬁ'c’n%er ein the security
identifier 25 data is not the sane as, nor derived
f t.eni st I 0 [ ,
67 (PR RRRBR R T, ot oPE2BRELr obT B! SRerain o
inalutib® pns at inore afyesPibie eisswgrd ppessqfhradeqbnBiometro Bita.
wherein the first comruni cati on neans enabl es
communi catjion with the custoner via the RCD utilisi n(%
7.2 Thg iranspetion; BEhavEaiamsweiae AT ARY ane of dalms 1 ghft wieerein (b)

m@lgaeryrein@aéﬂ ﬁ’lﬁﬁe 08@ ﬁfﬁﬁx’eUMrﬂlﬁéH lafefidratpRad Nebild hﬁqug)ment
nsacti o / 014554 PCT/ AU2007/ 001076 31

‘d?H@yt(F“dﬁﬁaW?rB?it %@ﬁqv@r (Exerdiesay et Merlbr Asgrps drrntisl (MAC)

addragdrs 1 to 4, wherein the first conmunication nmeans
enabl es comuni cation with the custoner via the ROD
utilising two or nore communication sessions. 6. The

8 t Tae @t adionsuthuis sttt systens psanond omlgirrmrrbtm?, wileaeinghe

to 5. wher £5.,2n& Q" Pl N
gt ndp A Tl Dhyutes SOPETENETS e8RS frfpiidh
transaction authorisation system of any one of claims

9' Th@ n@nsmﬁheaumo(q%od s%léﬁ’i’ S\saﬁ&ngné)!’)f ORAR pto & PRER the

an | nternational prment denti ty

d%’fﬁ WEJW@ Meees Wewwbéfb%ﬁcceﬁw %@ﬁ cegigct laformmrafor use by
thBGFESSHNHRNESlon (YA in %‘i‘]@bﬁﬁﬁcorﬂ&u@icﬁgﬁ%ﬁﬁ @i&séﬁidn%? via

aut hori sation systemof any one of claims | to
din the first comunication means incl udes an
i nteractive voi ce response (IVR) system 9. The
1(§rans ct,i.on uthorlstlon one

AtrBe od\x?]r ? wwgt%gus er to e%/ il?oa{ésg(%ﬁag 101115(?!%%79 to at Ieast
crenadt@ncaacenist Hetdl &@ED ma‘.‘tiwrtmt thienfiethomtrichirigahe stees bj

comtini o2 AP % E0a ey 2o et o fpe
met hod f owstiakibow regatandost tramactlm autth@lat mst one customer
transacti 8{531 Jelating to at least one custoner

account R dt an institution, the nethod including
t he b3t eptheohatthorisation server commumca’ung with the customer via a

remote communication device (RCD) of the customer to authorise
the transaction;

c) the authorisation server identifying the customer using identification
data associated with the customer to which the authorisation server
has access:

d) the authorisation setver identifying the RCD using stored
identification data associated with the RCD to which the
authorisation server has access; '
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a) an authorisation server receiving an authorisation
request fromthe institutioninrelation to a

W e@soess4i on on the at | east one custonmer 20 BCT/AURM07/001076

b) the authorisation server communicating with the
custonmer via a renote communi cation device (RCD) of
the customer to authorise 3%he transaction; c) the

aut hqori sation server identif t he custoner using

i derfd)i fi &2 ?%Of%ioaé@a/%gg@gw&?@dﬂ Hia ¥ansaetion sraptiarised
to whichy ?h@g@gtmgsati on server has access; d) the
aut horisation server identifying the ROD using stored

i derfdi fi & i NeriRaion s IRAGraCRNHNIGRLNE e AROHHGHRR fh the

the aut hpsihfidhi Fwe&RMCHr AGSIRCEATECHIVNDIL A0HCRdADDE the
PCT/ AU2007/ 001076 32 e) the authorisation server

det er mi nicHEOME 't he transaction is authorised by the

cust\om@ein the ahmr@éﬂoh P&duzet t*e@@iv&? by e SAQRFRNAHEREEDSH Y
indication to t instituti on of whether or not thﬁ\

ther B#s 3l Rfﬂv'ij%d Eﬂﬂ‘ﬁ distislion e rerreenasd fydns istiuipie Aed

abifABniation Eb&raf Io0fclifg iRFtilidreae] MedsdntidiRg the at least one
aut hori sation server and the |(gd| cati on provided

CRH@MPHAGSOHTE Wilhong @ hath @frtbﬁé@ae epfficafion ?fﬁﬂSﬁfafr\afaﬁd

with 8he QRS driePthk QRbr&EI¥RFicERSRRY Bbsotidiee Mith tieeRCDat a
for associating the at | east one custoner account

with one or both of the stored identification data
1a.s‘r$mctranmbtuaﬂ aWthcbrislahm custhodreof alatin t He whemwéd the security

elERL Ll AL LPR. ARl A AsSas Al ed mdh the ROD. 1L The

orls Foh et i cl ai m 10, wherein
t he securlty |dent|f|er data is not conmunicated to

1% N8 GRS 8RIN a&ﬂorlsﬁh&w Weansostdam foibhani @ﬁéﬂeﬁnth@regebeﬁiy

of claim 10 or 11, wherein the security identifie
|@§{|f@r|c§atq1@tnqt N@a $3Ae aa,snorﬁgrnvqﬁeﬁr@me@qrﬁgﬁpstlcs of or personal

irfA-A6h FSlhiRld B3 bufsmeer sonal 15 information
relating to the custoner. 13. The transaction

aut hori sati on nethod of any one of clains 10 to 12,
18 @iediransatiivn mmthmisaiticmhieﬁmdv%ﬂdnytdlm maumm i 8, twherein

RCD utili 0 ation.
1R gttt SO TR Bretcthet e, B REEL LY & Sfirdiritibn
miadams abichds distinet from the communications medium utlllsed to conduct the

transaction.

14. The transaction authorisation method of any one of claims 10 to 13, wherein
the communication with the customer via the RCD utilises two or more

communication sessions.

15. The transaction authorisation method of any one of claims 10 fo 14, wherein
the stored identification data associated with the customer includes one or more
of a PIN, a password, pass phrase, or biormetric data.

16. The transaction authorisation method of Vany one of claims 10 fo 15, wherein
stored identification data associated with the RCD includes one or more of a
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20 14. The transaction authorisation nmethod of any one
of clainse 10 to 13, wherein the conmunication with

WO h@soussoner via the ROD utilises two or nor ePCT/AU2007/001076
comruni cati on sessions. 15. The transaction
aut hori sati on nethod of any one of clains 10 to 14,
wherein the stored identiBBcation data associ at ed
wth the custoner includes one or nore 25 of a PIN a

PRaRS ¥ Eher p 28 Inipmatienal Jylobjleo Fsitipniert aldgniity (IMFRe Internet

Pfrdtaébm b@dre3s! A MlddFRhERRs TRNRedMAC)aMraRe of clains
1 wherein stored identification data

assoc:| at ed with the RCD includes one or nore of a WD
12008/ e &b NP Md2007 hﬁiﬂi@ﬂ@” ari‘y&:lrm‘lﬁfnﬂalmn‘b?efa 1@ wherein

| nt er nat 1 opal blleE ment

i BN b e cBSOIRE i ahé e heebiodE i wse of an
urﬁ‘étﬁbﬂi@vo(dﬂq@pcﬁﬁdl(m sydtém. The transaction

aut hori sati on nethod of any one of clains 10 to 16,
wherein the conmunication with the custoner via the
1A trasisadion adieoripsiionmetnd & anyt @reaet ¢lgigsvtl el7, wherein

c{)ﬁﬁﬁlﬂﬂ:ﬁﬁor( WR th%yﬂ}sgéﬂw?r:@a tﬁ@%ﬂt}balgc?r%'le‘an ﬁ)m? stor;d RCD

aut horisati on net any one of
comiestdnfarmalismruni cation with the customer via the RCD
is enabl ed using stored RCD contact information. 19.

A te nt t | t
18, A RO RagREHE ol B s b i risett wateats, for
gb@dsaaﬁ@ euivizeBBEMBIsMI § sBBRRananel Wilhemaymlrof theh®stem,

stemincluding: i) data storage neans contai ning
t %?feé% E‘H‘gta relating to each of a plurality of

custipner aénstoeaemmainsaoplainisg m;ﬁqatédblmm’aeelatm totdreh of &

225001 bt SHTPEYREES OIS SPRrTAch g § IPUIS g of rBgbers of the

nmonet ary syasmr Whikfein eaah custiaher e 638t 0ge asahidi@rioyistry
i ncl udi ng) df@ i rocle %iegeans and a clearing house
syst em f &° i’"{ Arige eﬁd@ Y dSEBe ween nenbers and
custigmer s dfta bl‘mess&sg erchitédting |mjmmmd@tatprMS|HQMns and
associ at ed th the data processin e
for commihi %m@aa(rﬁnﬁg ARHEH ?%?Ee”a ugo(ro ﬁ%&@gvl' C?eéﬁ‘?dé}?ﬁ between
conmuni c atéroinss dad icastomBED)f tlod syesterh, of t he cust oners,
the stem bei ng.arranged for aone or. . of ai
e L e L S A
pur suant architactpey fentommgoiesingnuite thy awwroers via a remote
communications device (RCD) of each of the customers,
the system being arranged for one or more of said custormers fo transact
payments for goods or services pursuant to a payment request made by one or
more of the members, the payment request triggering a communications event
from the communications means fo the RCD of the relevant customer for the
purpose of validating the customer's identity and access to the respective registry
profile, and the systemn being further arranged so as to validate the customer's
identity and once such has taken place, allowing the customer to transact
payments provided a positlve balance remains in the monetary reservoir.
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nore of the nmenbers, the paynent request triggering a
communi cations event 25 fromthe communi cati ons means

wao o008hetsRCD of the rel evant customer for the PCI/AUS®7/001076
of validating the custoner's identity and access to
the respective registry profile, and the system bei ng
further arranged so as to v I|date the custoner's

nd onc ch, has .t aken place, .allo
2he et mrihoR e st o AT & Dbty Ensael Sipbetts for
gbadaane seanmisn@niately e amesairarnyames esittoitembd® of a remote
2008/ 014554 PCT/ §U2007/ 001076 34 20. A renote paynent
PREPRYFYERMb SRS ENSHIE: to transact paynents for

goggn;; an difseﬁwa@esmsamﬁbebwammg L@eamﬁlemam eslaig 1 each
nmenpers of a, repot aynent Ste the.system

i ncl udi n§f @ pjur@lg? BFQ{SM@@' @fgg%%cﬁnfcg}a Ryt '%Oﬁ iRy bers of the
updat eab|s9std|@1§ Whéﬁlmééﬂgcasmmms D It Bnghsdoalatdd/re@fstry

cust omrer s, of a ality of menbers of the
system M@?%Wﬁh@c{ ﬁfe&’dg?'g%w Ut | east one

assopi at egtd got&dsing argiitticture indludhged ate bmcestmm@m%baé ¥nd a
reservoir ' i ncl ud

dat a _processi I ect ur
Gat e pr ociebit BORE B RGO s nd ol ot Bokifen diptrs
settling ana@aﬁba@r@@fsh@eysmaﬁn rrenbers 10 and
cust.o]mers of the.,s ste
a

%5)& .cat.j ons_neans

aseolll at SATRUIFEIRES JHEANS EEeLEry Wt dAPt ARy PEoesping
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