A Method for Logging a User in to a Mbile Device Technical Field

The present invention relates in general to the field 5 of i mge
processing, and in particular to nmethods and neans for authenticating. a
user who logs in to a nobile conmputing device, Background 10A typCcal

facial recognition systemis a conputer application used for automatically
i dentifying oR Methedi igralpegdng fr Psea dnuitcal MeRgéceoPe¥iFedeo frame,
One of. the ways to carry out this task is by conparing selected facial
features fromthe imge with a database containing facial related data. It.
is typically used for security applications and is quite often suppl enented
by conpagipfnalks® ethepn bionetrical characteristics such as fingerprint and
eye iris. Sonefacialrecognitional gorithmshavebeen 20 devel oped that are
able to identiThy Paeesnby iemtardptamg 4 laridiar ks, gorefeat treshef famlan i mage

of the subject's face. For, example, an. algorithmmy a se,the relativo
posi t on?? st929° aritf SHape b t i by s, %gg}cggar pée rgg%§$ 3 Sese

eekbones,
f eat urespakrgst v usednhtor28a8eaEch fose ot helo | Mages iw tdo nat ahibig e
features. Qther. algorithnms nornalize a gallery of face inmages and then
conpr essCPhevutaee davacconly saying the data in the inmage that is useful
for face detectloh, A probe inage is then conpared with the face data,
30Typically, in the field of conmputer security, the user's access to a.
conput er Baekgsypshdm during a | ogin

10 A typical facial recognition system is a computer
application used for automatically identifying or
verifying a person from a digital image or a video frame.
One of the ways to carry out this task is by comparing
selected facial features from the image with a database

15 containing facial related data. It is typically used for
security applications and 1s quite often supplemented by
comparing also other biometrical characteristics such as
fingerprint and eye iris.

Some facial recognition algorithms have been

20 developed that are able to identify faces by extracting
landmarks, or features, from an image of the subject's
face. For example, an algorithm may analyze the relative
position, size, and/or shape of the eyes, nose,
cheekbones, and Jjaw. These features are then wused to

25 search for other images with matching features. Other
algorithms normalize a gallery of face images and then
compress the face data, only saving the data in the image
that is useful for face detection. A probe image 1is then
compared with the face data.

30 Typically, in the field of computer security, the
user’s access to a computerized system during a login
process is controlled by identifying the user through the

use of security credentials provided by the user. Mobile



process is controlled by identifying the user through the use of security
credentials provided by the user. Mbile =outing. devices (e.g. nobile
devi ces such as | aptops, smart phones) may be | ocked or otherw se secured
to prevent. their unauthorized usage, and during the :-,-.71 process a user
is required to performsone affirmative 5 action (e.g.,, enter a password,
type a keynmonbigatieoncerpves the mousées swpecas f isnger acr as$tiohe ,scr een,
etc.) to_unlock.the %owput er. US2003215114 for exanple, describes a
securi t yE/st e 1HE /ut M9z ePan H0G&RE t P ve N ICAL 6 Systémhevichg a 10

bi onet r s ooReRt » SUChuasoal fage uddqiger Rhint gu PRIk i d eqegnit i on
system The system connects a bionetric data entry device such as a
st andar PrartESogué oS giltsal reaneradt o pemimhincatdon eddtirolatdewi ce whi ch

capt yre ONpr esses a igitizes the bipnetric data as Il as 15
convgr t :ac(fgt a f ?%h?dét %q}t%ﬁgtgdé\%sgggrggd s8hds % hge%orcrﬁ?nggé@&lgﬁld
di gi ti zedhi arret meudat aswad onga Wt hgé headabast epm acdata,i Bput. )devi ce to
central processing unit for processing by a hionetric recognition system
and conﬂ'g}]i 4 st Si-onetric data. 20US 8261090 descri bes a. nethod

of 10gging a yiseloda A imbide compuldngadevi oebyar geelyiing o iggge of the

user via a canera coupled with the nobile conputing device an et erm ni ng
t he i denthiaty ofiflhecgsedn basEhtont heerecéiceedonmagestéh thweridet erni ned

i dentyi ty..which.i s based on .the 25 received image nma:.ches = predeterm ned

i delqltbi t;%l%gcl{lclsf TR éhti 130t The” ugﬁ?em?&ﬂggr%éngr e82t errined
identityeddigiusem maysbenl ogged d4ysidn t henAebt ke Coppathet AY- depicge. US
2010015946 di scl oses net hods for authenticating a 30 user to a nobile
conput i g Tdevited . ot Glece’ vi ngtandded’ aNeequast OrodiAi-pBrk &3mebidl e devi ce

in alocgked gtat@ @NCication control device which captures,
compresses and digitizes the biometric data as well as

15 converts data from data input devices and sends the
compressed and digitized biometric data along with the
data from a data input device to a central processing unit
for processing by a biometric recognition system and
comparison to stored biometric data.

20 US 8261090 describes a method of logging a user to a
mobile computing device by receiving an image of the user
via a camera coupled with the mobile computing device and
determining the identity of the user based on the received
image. If the determined identity which is based on the

25 received image matches a predetermined identity, then, if
the identity of the wuser matches the predetermined
identity, the wuser may be 1logged in to the mobile
computing device.

US 20130015946 discloses methods for authenticating a

30 user to a mobile computing device. Upon receiving a user’s
request to unlock a mobile device in a locked state, one
or more 1images of the face of the wuser are captured.
Facial components of the user from the one or more

captured images are extracted and then a determination is



or nore ir'cuages of the face of the user are captured. Facial onponents of
the user fromthe one or nore captured inmages are extracted and then. a
determination is nade as to whether the user is an authorized user or a
unaut hori zed user based on a conparison of the facial conponents at the
user extracted fromthe rifle or nore captured images to racial conponents
of the auetferiazedts wd@tharantbfe Greinnte a@Q hentheat ron UreFesCat 2t he

authorl 2ed,stpped o0 the mohll e devlce, 1LotBe tseh |5¢ el meard,to be an
aut hori zed user, “the nobile device unl ocks: ﬁermnse, t he nobi'l e narcosis
mai nt ai nedmponehssl oched st atiee r10605 2042323579G deser | bes ametbad by

whi ch a | ocked nobile desi10e is configured to capture an initial imge

usi ng it S2EAHEFE, EEMIUF e & néwCilRdgeCPHPPRSPoASE t 0 ¥t eGPIFRG THEFEMeNt of

the devige. determ ne that, t he, devi ce,moved; teause Ppashtiongrcaphure a
subsequent 1 mage 15 in response to determning that the device noved to a

use posi tiibhpranatlyzet dthed sebseguentrokiinegede0idet ectf sthee:uface isand

l'ock the, device i to detecting that t 's face is_of th
aut hor | 200 BEBF <HonsVbr e ndhe ‘Of e $HopdSed et Rods SekUat By 50

address theopks;: ethdal;ireed tofe meducingiconsainpsi@aifbatheddevi ges
resources to a mninum while gaining a secured access to the nobile
conput i ngodEgFicétaBe; 1ch is in a |l ocked node, all without adversely

af f egd i ng t hejuser experd-anceq. 25, Syprary of {he g(s%@%ﬂea Tockel 1a

therefore an. object of the present invention to provides device and a.
net hod foobal Eowieng @ séeuredyf enhant e&oautdent i€ atinoniprocess ifragel oggang
into a. nDbiIe,gonpugén de%&f%ﬂn&?'% ige%noiggreobigcprég ggg%i Q%ontion
t0 provitglay 1S camera,Tcap g P
detecting movement of the device, determine that the
device moved to a use position, capture a subsequent image
15 1in response to determining that the device moved to a use
position, analyze the subsequent image to detect a user's
face, and unlock the device in response to detecting that
the user's face is of the authorized user.
However, none of the proposed methods adequately
20 address the practical need of reducing consumption of the
device resources to a minimum, while gaining a secured

access to the mobile computing device which is in a locked

mode, all without adversely affecting the user experience.

25 Summary of the Disclosure
It is therefore an object of the present invention to
provide a device and a method for allowing a securely
enhanced authentication process for logging in to a mobile
computing device.

30 It is another object of the invention to provide a
device and a method for enabling a user to log in to a
mobile computing device by using a passive facial
recognition process in order to minimize interactions with

the user during the log in process.



device and a nethod for enabling a user to log to to a nobile conputing
dvade hv us".ng a. passive: facial recognition process IL order to mnimze
interactions with the user during the log in proces3- It Is another
object at the invention to provide a device and a nethod for applying
information retrieved in a facial recognition process for longing In to a
nmobi | e conputlitngt glevineghes| toh B2giet candthwer 1 mbgrect onf theopresént ai nventi on

t i a. devij and. a t hod far .carryi out. an aut henti cation
o oneos Y ie 1 OF BREn R Rl bR T Hett CELOWRRL &0

m ni m ziangr § hea amRURbgafi tihe devicesd esour cesdiat arecutidizediduring that
process. 10O her objects of the present invention will beconme apparent as
t he des&mpritdmdofistiE€Si-nvent i on proceeds, The di scl osure may be

ized b f i d i di .a first
surmar 220 byt sLerslasyfophbe sagyended e By e OLAE B LSt

nobi | e ganputdeng adeviecce dee. dhnda |aptopshed nobbt e tekeyThoneoand the |ike),
a password.) associated with

whi ch conpri ses: , (a) storing data (e.g.
the firSt H§Er 14 o _é?frﬁ%%qn thaParél Hoelfaonf ac¢falt20% | fage 6f that
first usehpi@idg addhgickal repneseptatponingf the userusci mage, cque or nore
characteristic features of the user's inmage, etc.) at a nenory of the
nmobi | e EenpUt wgsdevices; that are ut{p) zadendutrhegntbilte peomputsi.ng device is
in g, |ocked; %erpdgbi(iec . tor}at no access .the resources Olf]dt Ee mobi | e

) e

conputing device'is gran 2d)” (Ek.li) SRy nbngISP “Phser ?cgmﬁser who

apparent as the description of the invention proceeds.
The disclosure may be summarized by referring to the
appended claims.
According to a first embodiment, there is provided a
15 method of logging a first user in to a mobile computing
device (e.g. a laptop, a mobile telephone and the like),
which comprises:
(a) storing data (e.g. a password) associated with
the first user and information that relates to a facial
20 image of that first user (e.g. a digital representation of
the user’s image, one or more characteristic features of
the wuser’s image, etc.) at a memory of the mobile
computing device;
(b) when the mobile computing device is in a locked
25 mode (i.e. that no access the resources of the mobile
computing device is granted):
(b.1) receiving data inserted by a wuser who
wishes to unlock the mobile computing device;
(b.2) comparing the received data with the
30 stored data (password) associated with the first user
and determining whether the received data matches the
stored data associated with the first user;
(b.3) if it has Dbeen determined that the

received data matches the stored data associated with



wi shes to unl ock: fhp nobile conputing device; (t-2)
conparing the received data with the 30stored data (password) associ ated
with the first user and determ ning whet her the received data matches the
stored data associated with the first user; (b,3) if it has been
determ ned that the received data matches the stored. data associated with
the first usethpr oﬁﬁﬂtfﬂhguéﬁanﬁqmléébtl@riéﬁg devbee @xoer Bt@d SRvtiret he

nobi | e conmputrn vice to tu anl -
(b..4)processi ﬁg?ﬁeategecapﬁct%?edgﬁ 5ex actl ncgonl1p rlnc%a\t i %ﬁv%?%m ttr?e

pr ocessed i mgepture an(@paik;the extracted infor matl on mat ches the
information relatine to the facial image of the first. user which had been

stored at. the nenvPy4of tﬁéoﬁﬁﬁlsllé‘gcorrﬁﬁllel ng 1865 ce CAENUGEK ng e nobi | e
conpud i ng. de%k%?a%@;ng'1Bfo%%%Qlb%gf%%h!%%%e%ﬁ338§§%é(idé§gn”ces of the

nmobi |'e conputing devic term_ 'facial inmage" as used herein
t hr oughout thécspecifi ca:theon eandacltaidns isfasedtiondenotiectany i r’m@e onto

whi ch ap facial rec | d 1
i nf or mat EBryﬁoffg‘agﬂl88e§§fl&Itll§lgggr?p t:hn pf%gle?sjzc}r,\ﬁ#g?e ﬁgfel %ﬁ (r%g%ess Thus,
the faci ghikrageomy e r etddeved fzwm tla@ lmag@ryakem Whinke ﬁd’dﬁblflier st user

was facing an nmace capturing means % [ canera, whether of his nobile
conpet i ngoaevicéaJordarether L‘alﬂd?cf]flé“rgant heamgpgyle computing device

10 (e.g. enabling unlimited access to resources of the mobile
computing device).

The term “facial image” as used herein throughout the
specification and claims is used to denote any image onto
which applying a facial recognition process would yield

15 enough information to successfully complete the facial
recognition process. Thus, the facial image may be
retrieved from an image taken while the first user was
facing an image capturing means (e.g. a camera, whether of
his mobile computing device or whether a different camera)

20 and then processed to obtain the information that relates
to the facial image of that first user, or the facial
image may be retrieved from a different database (e.g.
Facebook™, Instagram™ and the like) and then processed to
obtain the information that relates to the facial image of

25 that first user.

According to another embodiment, the data associated
with the first user (e.g. the password) is selected from
among alphanumeric information and/or one or more gestures
received in a touch sensitive area of the mobile computing

30 device.

According to another embodiment, in case the image
captured in step b.3 cannot be used for extracting enough
information in order to carry out a matching process with

the information relating to the facial image of the first



20 and then processed to obtain. the information that relates to the facial

image of that first user, or the facial imge may be retrieved froma

di fferent database (e.g. Facebookm Instagrami mand the |ike) and then

processed to obtain the information that. relates to the facial inmge, or

25 that first user. According to another enbodi nent, the data

associ atetk vhithe Hdg sbeasersticeagl , at hehpassewody o sehectred iflrom anong

al phanuneri c .i.nformation fmd/ or, one_or re 8egturgs.recei ved in a touch
0°dEvP

sensi ti ve Area '6f The Tobi T e colput TRy gred 1magg.defd Agtt o

anot her jetdodidrent fatnatasRaheckmage captured in sheprhc3agannelyde used
for extractin enorggl information in order to carry out a matching process
L&%ﬁat@

wi th t heihf r él &Bintg atlo MRS aef ab iufsEge o0&t hehfrr stordgser whi ch.
has Rkeen st t of._t nopi [ device (e , In case
t he ?appur?eggg?i ?ﬁgeﬁg%gggﬁ%%ﬁi r];c c}ul el a %%%g%f@?ﬁ%g%%&c%gﬁy Iﬂé r b%r if the
faci al igmgelddicloudesbaskyl aoparthal dcamgered anuses),, | nhet heletwards, 5 in
case nb {T}&e i ngful facial recg%niti on process may be carried out based on

t he capt 9 TUSFS methot S tHer conpri ses the steps (d. 1.)

enabling |imted)aceess taqresoul€es ofcdde; mbi | g conpuULL NG, deviyce;
10(ci.2)tri g]?en ng the image capturing device to capture another i1 mge and

pr ocess NMatE tehes e bt neaptaoried /i mage; and (d.3) if the newy
capt.yred i mag nnot_b ed fo xtr.acting enough information in order to
car rlg on a 15&jﬁac‘f}chi%61%?%§le€ WJL“P% t REBF or'mrait 1 on +2l at'ThyCto tHe faci al

i mage ofcadteidd rshouser whixzfe had heercsdonef ahet hesweporyef.tdie nobil e
conputing device, repeatina steps d.2 and d,3 for up to a. pre-defined
nunber 495" and (c1.4) if. after that pre-defined nunber of times, no

(d.3) if the newly captured image cannot be used for
extracting enough information in order to carry out a

15 matching process with the information relating to the
facial image of the first user which had been stored at
the memory of the mobile computing device, repeating steps
d.2 and d.3 for up to a pre-defined number of times; and

(d.4) if after that pre-defined number of times, no

20 match has been found between the extracted information and
the information relating to the facial image of the first
user which has been stored at the memory of the mobile
computing device, logging off the user who was granted
with a limited access to the mobile computing device.

25 The term “limited access” as used herein throughout
the specification and claims, is used to denote limited
access to resources of the mobile computing device,
wherein that limited access can be with respect to the
resources to which that wuser may access (e.g. denying

30 access to certain applications such as an e-mail
applications), or may be 1limited with respect to the
period of time that the limited access is granted (e.g. a

number of minutes), or any combination thereof.



20 match has been found between the extracted information. and the
information relating to the facial image of the first user which has been
stored at the nenory of the nebile conputing device, |ogging off the user
who was granted with a |imted access to the nobile conputing device. 25
The term"limted access” as used herein throughout the specification and
clains, is usédcooddenotie |dmitiedr acoessitent esourpes -6f ltshe arobils

corrputin devi ce, wherein t ted access_ ca be with pect t he
resour ceg %o ®hi ch°t Hat pﬁ?eg ﬁ?e ?e g.%denyi g 3 % a%@%s? @ertar n

appl i caticops s¥eh agagh ecamhbt app i @@ﬁollqlésﬂ) for n@;ytb@ctimt@dld/ugrh
respect to the period of tinme that the [inmted access is granted (e.g., a
nunber ofiNFcATEESPD o apydeBnbPn&RITSH tHer edf MatChing PACSEEd - to

anot her - emhodi e crr;rﬁratsfoefp gefawn%leeatt%% fparcbltgat Fqbr 8e- deld ned nunber,

as long as the ured i rmage cannot be app or extracting
enough i mfs@rrnmmimhl maer dleeemo sctame;d oart a:heat mhmngyprqﬁ:essewimdbiﬂrﬁe

information relatin t_othe%{g % thefljrést user .whi c as been
stored atfRe H‘élr%r‘%evo]fc?'he 8r8 Tfevit cé \H?(?ré? iTting a
key at. the mhile conpiudingydevi-ee as;eymramgoa rméamg:ea gesturath a touch
sensitive area of the nobile conputing. device, triggers 10 the capturing

of a neWS|erm§gélve areﬁcﬁ dithg treelyete arertrer iewhcRFBREAL , §F 4FF S

retrieve |nfor r ti t. facial inmage of the user who inserted

t he rgce:%ved c&a)ta ha t?gﬁje% srrfucqcegnafaqﬁ Ty processed but does not natch the

i nformation relaidmg i ttdheydaciabt hSri sagedafienhhe fiifr stheusert mibd ol had

been stored at the nmenory of the nobile coi'rputi ng devi c den%lﬂfnqﬂ access to
i €

t he nobi & fEGHFLINg H%@?Eéngr dsoufces? (e g Mq%avPhg T Eonput i ng

devi ce i qn%éf%%e%r@)d@cér@éatagtasr%éswh%%a facials dfmage; hasheenecapt ur ed
and processed, 20 En accordance, wth still another enbodiment, the

retrievalousf dadornat i mﬁttthatthreellalfesrma)tlapm a@?éﬁﬂhﬁg@oofthtehefélﬁsﬂeﬁfl
conpr.Lses ocessin the fa al |rrage t i fy therefr at one
Mt erfEtic of the A i I

char user he Stér m | east one char act eristic

rel ates 2&ndoa-yt her usee, n&ﬁoMS@dchﬁpatmnandietd”irmgh@enﬁyih@ deserispttion and
cl ai ms shoul d be understood to enconpass one or m)re features conprised. in
the faci &S nagelof tIERISEI WHEIHEE t hPSCBReSdr forke f e5RUrBYi s-itfi que to

that user, o%rll\@e&&ﬁ%uﬁbﬁ ong . Qf.J1of & feaf Yresqane qehassidyi Rhe3liser

characteristics suc &t hni'c group, gender, age gr oup etc., that are
retrievablheda dmdike iindigd dusd Heaoi ataptrmrged and plt(vrcey%tte@not her

Fggggbgﬁgt un;[ gtgnepra%cceosrscianrgc ot t % f aCIlall I rm otheOJ:[rpr Im eosdlen)l(etrg@Ct Itrrge at
retrieval of information that relates to a facial image of
the user comprises processing the facial image to identify
therefrom at least one characteristic of the user.

The term “at least one characteristic” that relates

25 to the user, as used herein and throughout the description

and claims should be understood to encompass one oOr more

features comprised in the facial image of the user,

whether this one or more feature 1s unique to that user or

whether the one or more features are classifying

30 characteristics such as ethnic group, gender, age dJgroup

etc., that are retrievable from the individual facial
image.

By yet another embodiment, the processing of the

facial image comprises extracting at least one unique

7



facial. signature fromthe user facial imge, and matching each of the
extracted uni ope signatures with. facial. signatures related. data
conprised in the nmenory of the nobile conmputing. device, For exanple, the
extracted 5 signature represents facial related data, which in turn
represents unique features of the processed facial inmage., Accor di ng
t o anot hercienbosli gent yr¢ hé rpmocessi nge of fbheéaflacirelgd nage mstcarnniged out by
usi ng an i nage capturing device which is different: fromthe ima.ge !0

capt uri r?gacggvi op&T at TYE Y- Cotpl B AWEh FhEADBFFE c8iphti AGCdEvi ce, for
gener at igigyrihe i orrabien tdats rebabessta aifagial ihpRgeyofot hephirst user
that has been stored at a. nmenory of the nobile conputing device. In

accor dafe® viet h Syt andt héeveabodi remt , eirenie,i s teast eangacted

char act er.i sti f LS sed on_on r re of: .a, rel ative position,
Si ze,gl a;%l/g%lrats rger egggr%%ﬁ%@esﬁ%%ﬁgge, 't %gﬁgon({(;ir—%,a’ang%?hj att’ of "CHe user in
t he faciralpriamge sofurtih@eusetures of the Byoyetssanotrheri .enmbadiceent, the at

| east one 20 cnaraoteristic cf. the user conprises a. general

cl assi ficati GWIHEHESH , TPr ¥l Yy, SFReIGEREFal EPasHFIT B cOfpri ses at
| east ongrenher; of the, groups consisting of the fohwwangaﬁhariﬂa% erizing
features: gender, age, and ,.:Ahnicity" 25In ot%er wor ds, the processing
st ep mayarake lingt o considerabhion. one of fiferendf thecraboveef adteps whil e
eval.gating.the facial .inage of; .an individu so t hat ese factors may be
canclgl | §GTOUE Wi | eaaegvelnceer atina e’ taci aTO%E?Jg%%t u‘f’i‘apgf %H@ ug‘é?%,ltle

30Accor didagitd nanotcheri caspegiort hekacrsitphovi ded aithwersthagennethed of
loosing a first user in to a nobile conputing device conprising:

st ori ng Atlate ehpt yrofithelfivbrl e fedmputiingtdelice e haéngiepincati on

data of 4wl JyRes.. WASISN I e mopile computing device.

In accordance with still another embodiment, the at

(a)

15 least one characteristic of the user is based on one or
more of: a relative position, size, and/or shape of the
eyes, nose, cheekbones, and/or jaw of the wuser in the

facial image of the user.

By yet another embodiment, the at least one
20 characteristic of the user comprises a general
classification thereof. Preferably, the general

classification comprises at least one member of the group
consisting of the following characterizing features:
gender, age, and ethnicity.

25 In other words, the processing step may take into
consideration one or more of the above factors while
evaluating the facial image of an individual, so that
these factors may be cancelled out while generating the
facial signature of the user.

30 According to another aspect there is provided a two
stage method of 1logging a first user 1in to a mobile
computing device comprising:

(a) storing at the memory of the mobile computing

device user identification data of two types, wherein the

8



first type of identification data is characterized in that it consunes a.
smal | anmount of resources (e.g. conputing resources, power resources) of
the nobil e conputing device (e.g. a password.) for conparing the stored
identification 5 data of the first type with data of the first type that
woul d be introduced to the nobile conputing device, and wherein the second
of identiffircat itowedatfa idechaf acierdézedaia thathitracorsames ansudsttantial ly
| arger anmpunt of the nobile conpiiting device resources (e.g. 10.

i denti ficat | OM By @ f aci %ff@? . )gﬁt?éjﬁltbyo VOICE it ge by a%mﬁdlgcrlﬁlﬂ nt,
etc.) thaasthededentidiiccationdatas of ot henki msbil¥peondar ieQmpasiing t he
stored identification data of the second type with data of the second type
that. woulddbe d neeodiueed) t 6 oFheFBlilie ¢ obpait Pr§ L Cdevidea:t (ANt \iten t he

nmobil g ¢ utin Vi IS | e e; ) eV dat a
of thg f%ggﬁ f?%e?ﬁ?nggf#éﬂ E%S% 5225 g%o mﬁgﬁe§j¥% E%?%%ktpﬁg ﬁ%kﬁ?e
conput i ngodevi ce: 20E@oc)uceanpasi nget heolb ecei vedhdetianoof dehecéi r stnd ype
with the stored identiiication data of the F'rst,%% e associated with said
first us#her&nd detlet mi ACAG Whet NES t hetr ec]é%%tdl %:1“0‘?11 t h8%Ffrst™ S ype

mat ches tfe stored Jdenti figati on: datasahethes f ¥ng8tantially(b.ad)gdd it has
been determned that the received data of the first. type natches the

st pred i dewtinfi catfi onhdat@obf lehecipstinypedassoei atetP Wi d4e t hee 19 r st
iset1q nalli couringof SaLe b, LG, gEcond Lngssoptated Wil he |
t he capt uriedecdatrarof, t hecsecondatypend ori gmattcHiing tsane whth identiifd cation
data of the second type associated with the first user, that had

first type, for comparing the stored 1dentification data

of the second type with data of the second type that would

be introduced to the mobile computing device;

15 (b) when the mobile computing device is in a locked

mode:

(b.1) receiving data of the first type, inserted
by a user who wishes to unlock the mobile computing
device;

20 (b.2) comparing the received data of the first
type with the stored identification data of the first
type associated with said first user, and determining
whether the received data of the first type matches
the stored identification data of the first type;

25 (b.3) if it has Dbeen determined that the
received data of the first type matches the stored
identification data of the first type associated with
the first wuser, enabling capturing of data of the
second type associated with the user who wishes to

30 unlock the mobile computing device;

(b.4) using the captured data of the second type

for matching same with identification data of the

second type associated with the first user, that had



been stored at the nmenory of the nobile conputing device; (c) ft it
has been determ ned. that the received data of the second type natches the
stored identification data 5 of the second typo associated with the first
unl ocki ng the nobile conputing device, Accprgi ng to anot her

enbodi ment of this aspect, the identification data of the second type
stored in théeerbi beoconputt nghdewiee cpnpifi sesedataithat chebongngo at 10
| east two different classes of data e.g. a class that includes data that
reiates to fapi'alCS‘mage recophition, a class that includes data that

relates to voige print hegogaiti opccanthass that incl udes: datagthat rel ates
to fingerprinting recognition, and the, |like. 15By yet another enbodi nent,

t he met vdd provédednd uryher nebupeissitig asstepd wheéeet nfifathencdptar ed data

of tge %gppqgmngQHQQe not contain_enou h information_for matching sane

with’i déntifitation data of° T he second type  asdochated with t HESfirst user

that hadirheenxistonred abortine 20mpenfilngr yiet/heenobi | e conputing device, step
b.3 conprises enabling c;ipturing of data that belong to a different class
of the secondGppéliasgsoe? atBatWrEh FHE UsE twhel witdHés @ Pemt ockhEhe nobil e

conput i ngdevicge which Hétgifgfregﬁefr§%%5ﬁﬁi dred data of, the second

type that 25 has not contai ned enough informati'on for carrying out the
mat chi ngoprideessomForiexanplecei fccomdy s spatatial thaci aleliomagetwastcapt ur ed.

t hat .di d not al |l ow ing a facial recognjtion process of th rson
mhoég pgﬁﬁﬁﬁ %%%géﬁag%&? u?Lﬁ?sﬁ?oﬁﬁfiﬁ@k?he%ﬁ%ﬂoﬁhﬁﬁf§ﬁ gﬁg%nnbile
conput i NG 3 deVice 4 o gapt UEeaBeVOiee MIdintl datayof rEBeguser oMhoai s

currently at the vicinity of the nobile conputing device. ‘Accordi ng
t 0 anot ke S&spébett herelidepr oV ded Eafel aidle teohmpdtd ngoded cerésipri si ng:

a power r%%rgq'ﬁt(i%nq’ & %ﬁtats%r y‘éhat a@nic%g%scac%ﬂgi @gagevf-ecleaites to
fingerprinting recognition, and the like.

15 By vyet another embodiment, the method provided
further comprising a step wherein if the captured data of
the second type does not contain enough information for
matching same with identification data of the second type
associated with the first user that had been stored at the

20 memory of the mobile computing device, step b.3 comprises
enabling capturing of data that belong to a different
class of the second type associated with the wuser who
wishes to wunlock the mobile computing device which 1is
different from the captured data of the second type that

25 has not contained enough information for carrying out the
matching process. For example, if only a partial facial
image was captured that did not allow carrying a facial
recognition process of the person whose partial image was
captured, prompting the microphone of the mobile computing

30 device to capture a voice print data of the user who is
currently at the vicinity of the mobile computing device.

According to another aspect there 1is provided a
mobile computing device comprising:

a power source (e.g. a battery):;

10



a user interface configured to enable a user to insert a password; a nenory
or storage device storing: a) a password associated with the first user (or
possi bly a nunber of passwords: associated either with the first user or
with different users); b) information that relates to a facial imge of the
first user (or possibly a nunber of facial inmages associated with the first
user andawi timegie marberriofd H®0tdser users); 0) a progran] one or nore

precessi ng unifs, operable 1o execyte the progiam, wharel nothe execufion of.

the progfam Tdusey one "Or nore processing units to carry out
foI | oW n@a=epefatd;ons when the nobile conputing devi ce isin al ocked 15node
to process data inserted via the user jnterface by a user

Wi shes t & unlssed f heO FrobPIFE Te6RpUtiag Tevi TP 1RY" cofipar & t M S THEEr ed dat a

wh §he passuaid 20, pesochat edi wi i hyhe T4t pussnphkata hasmBeen of ored at
the menory or storage device and to determ ne whether "the inserted data

mat ches tdhe spassiwor gsassoetatlec Miltdr t hethi I’té'te u§erst ifsaheoingeritted dat a

mat ches the password 25 asso i at h th pser ronpt he i mage
capt uri n§deVitéE T ¢ THpt utr €24 4 o&fnatcﬁﬁéle &at[ h]ee u%%?smﬁgo gﬁsfer d the

dat a; imade0 &€t Eheverifor maki-ondhaposel vt gs ot omanbaci alf |ﬁmglealof t he
user who inserted the data and to 30 compare that infornmation with

i nf or mat iR adTate Sfes ivdat storledtae fheSheldry 6Pdstidrdge deViiss, Wher ein
t he I@tt% Anf or, éongela@ﬁ#&ﬁﬁhe facial -Image of the first user.
c

i f the retrleve inf'ormatio relates to a facial image of the user
who | nserdred the ﬂhalra matohesstthe | nhormat opar&hleh has dbeeruist oree at t he

menory or storage device and relates to th i i mage of the first user,
pronpt i ng1¥WE Athl o elé?l?he?lﬁob?feec‘étb]rﬁfbt P%g E}l?ev]?]é% P Zausds Hhe

one or more processing units to carry out the following
operations when the mobile computing device is in a locked
15 mode:
to process data inserted via the user interface
by a user who wishes to unlock the mobile computing
device;
to compare the inserted data with the password
20 associated with the first user that has been stored
at the memory or storage device and to determine
whether the inserted data matches the password
associated with the first user;
if the inserted data matches the password
25 associated with the first user, prompting the image
capturing device to capture a facial image of the
user who inserted the data;
to retrieve information that relates to a facial
image of the user who inserted the data and to
30 compare that information with information that has
been stored at the memory or storage device, wherein
the latter information relates to the facial image of

the first user;

11



Accordi no to another enbodi ment, in case the facial inmage of the user who
inserted the data that was captured by the i mge capturing device, cannot
be used for 10 extracting. enough information in order to carry cut a

mat chi ng process with, the information relating to the facial imge of the
first aser which had been stored at the nenory of the nobile conputing
devi ce, the one orifhotlee precessi’ag umifbsmare ohuntthierh comfd ges edot @ carry
out the 15 fa Iovmng erati to enable limted a&eessto

s:
resour ces of gWobﬂ%n EOputishg d&Viccensertedt o thconpe tehe i mage

capturing dewate;ries Ctﬂm ureranebhesni pagenand st hdePr 9cessyt he new y
captured image; and 20 if the newly captured i mage cannot he used for

extracting e Y nPbr weatdrews ndeyder tadcareiaous &Omatltml rfgleradCﬁSE \é\ll th
the isnformati. el ati t ial of t ef S i C a
(Mgi 5% 09 91EQ€ B%% Ipfn%? gh %E ngggt

teen. stored at e nmenory the “mobi ng deV| o ing the
steps of captuwiding tdmpumagﬁ_; and ipfeQcessi ng |t for up to a. pre-efined

nunber of tines; and if after that pre-defined nunmber of tires, no
mat ch has be Odi#r%@%e’f?\eé‘ﬁoftll?@reﬁr?béﬁjé‘beritm ot fratGeer® ahidet AéSitAflor mati on

rel ating d;d her fagk ali sk pragecofi rthe fdyr sthuser: 30 whi Cwaga%a:&%%'}e%t ored at
the menory of the nobile conputing devicb, to automatically log off the

user to |imie edlIa@@@ss Cﬁﬁtvhengobldee’l@?@n'petqa’rgmdevﬂ@@ wasegr arited.
e _one or nore oceSS|n re

égﬁ?ll S:J?%dgto rgl eat i %Pélflﬂa@llorrlrage cgﬁtdl?rr 8ev?%]é16 ptoa}’rntl-:‘t iata for up
to a presadefriined mlasl@erssot withnMeshe asih Osgma@Bot he-diew yh £aptur edhel mage
cannot. e applied for extracting enough information in order to carry. cut
the memory of the mobile computing device, the one or more
processing units are further configured to carry out the
15 following operations:
to enable limited access to resources of the of the
mobile computing device;
to prompt the 1image capturing device to capture
another image and to process the newly captured image; and
20 if the newly captured image cannot be wused for
extracting enough information in order to carry out a
matching process with the information relating to the
facial image of the first user which had been stored at
the memory of the mobile computing device, repeating the
25 steps of capturing the image and processing it for up to a
pre-defined number of times; and
if after that pre-defined number of times, no match
has been found between the extracted information and the
information relating to the facial image of the first user
30 which has been stored at the memory of the mobile
computing device, to automatically log off the user to a
limited access to the mobile computing device was granted.

According to another embodiment, the one or more

processing unit are configured to repeat prompting the

12



5 process with Lite information relating to the facial inage of the first
user which has been stored at the nenory of the nebile conputing device,
and wherein hitting a hey. at the nobile conputing device keyboard or
maki ng a. gesture at a touch sensitive area of the nobile conputing device,
10 triggers the pronpting of capturing a new inage, According to yet
anot her embodi mepturifict ke vrieter iteyethi hifoF nat | ohagel abhAgtPoPd of&eira

i ma.ge of the user ,whao insu.arted the received b C sfully
processe&thPrdggétﬁoﬁlgﬁ%ﬂéﬁﬁﬁ?%éﬁ%ﬁ%%.Ed%gr%fﬁéghgg?o?gﬁg ?gc?§% 15

i smage ofiet/he fhagtuuser whigh heshbeen st oreghlated heoremeky rat-ttiheg mobi | e,
conmputing device, the one O nore processing units are confighred to deny
access t BNPHE NMDBPFETEBRPARI ng'dePirEE LT eSEhr €64 T oM'ttheda EEn RRGSe faci al

i mages hag peen captyr qﬂn@ﬂf‘n?{)?ﬁ$§§8 ,r%%%giggditrw t:0- apgt her @anlg@arrent,

the menory or storage device is further con ured to store facia

si gnat ur es rtéleat £dr dat asand whhehoriea <Cro@en esproeds sitngt lumi ismarg Pdr t her
operable, to extract at |east one, unique facial .signature of the user. and
to natchtaﬁcqui%ﬂu§9ﬂ?QHﬁQﬁmééYbﬁ%tu?89 Wﬁ@ﬁeﬁgbgﬁﬁjgfé%a?u%gg fel at ed.
dat a thatnar e,ciioredcghpthengemRiy.ce0rke phof @l ecdeviteing a geByuyet

anot her enbodi nent, the one or nmere processing units are further operable
to process a flavidl semget whena&apt arfed sy BRP T hageCBPapt 8P s Sefg CGevi ce
different fr h 0 i .capt.uri i , t; nerate i nformation
thatﬁgelg égggggash agkgﬁg%ﬁﬁggé%ofggﬁgﬁﬁpggﬁ'ﬁ%g? ?ﬁ%f%mould he stored at
t he nenory or Asteragegdevi ceet Forotexanpehodfmehe, | nfothat iren rtikatedw | | .
eventual |iv used to authenticate the user. was derived from an i

A e
sel ect ed 1 MEPERPAABRY Phot b5 %hith EheAser' had®8for F%eon%s%¥ g%@b
dat abasesassechated wdh irespegcti ye,sochaknnetweeks 10 19hiceh dhe cuser

bel ongs.
but does not match the information relating to the facial

15 4image of the first user which had been stored at the
memory of the mobile computing device, the one or more
processing units are configured to deny access to the
mobile computing device resources from the wuser whose
facial image has been captured and processed.

20 According to another embodiment, the memory or
storage device is further configured to store facial
signatures related data and the one or more processing
units are further operable to extract at least one unique
facial signature of the user and to match each of the

25 unique signatures with facial signatures related data that
are stored at the memory or storage device.

By yet another embodiment, the one or more processing
units are further operable to process a facial image when
captured by an image capturing device different from the

30 image capturing device, and to generate information that
relates to a facial image of the first user that would be
stored at the memory or storage device. For example, if
the information that will eventually be used to

authenticate the user was derived from an image selected

13



I n accordance with anot her aspect there is provided a conputer program
product stored on a non-transitory tangi ble conputer readable nmedi um and
conprisini instructions that, when executed, cause a nobile conmputing

devi ce conprising one or nore conputer processors to performa nethod, the
met hod conprising: 10(a) storing a password associated with a first user
and i nf ofrmat i omndhathoedatesito ahd acsalr haﬁgetofedhenfbhetoms&mreCo)

receivin a inserted.b user: t he recei ved data
eh tne A Lo SEN B0 B D AT ¢ rasmec e SR ERL Sk Hetes P! o
whet her ghe-n ecei ved daia Jmiches the password associated with the first

user; (d) if the received data matches the password associated with
the first usefl Fronplanee antimageo e capspeihgtdevecest oreaptiarde aa f aci al

i magg of ééﬁ%%?fr %?8 ££§er£%ggbhg d%&%)r%felved QPnWﬁ%a%ﬁé trleV|ng

|nfornat| at €5 Scial Tage of't helus Ptéd t he

recei vedadatidzlcaand compardng thasdaigfor mabhbonuwi t hahaf or makicen stihat  has
been 25 stored at the nenory of the nobile conputing device, wherein the

latter imtormaiicns diftles %efﬁ heX?aci af- | ARgeS of TRRELEI COMDYSENT
(f) if the retrieyed infor mtjon jelating 0@ fac alﬁﬂofé%%%oqf the user who

inserted the received data matches 30 the informatio relating to the
facial inmgenf & etfhiadt Wsemaiticch dragbieemast ored at the mandry of the

Toblbe, comBUtng, gyl ooy Br ATpLLIG ynlecks ol Lhe, bl gopucing dovice,
cannot bendisedfbemaexbnacthdg erqugrs i abordmtidzen atth ondee tor camky out a
mat chi ng_ process with the Infornmation relating to the facial inage of the
first first user;
(b) receiving data inserted by a user;
(c) comparing the received data with the password
15 associated with the first user, and determining whether
the received data matches the password associated with the
first user;
(d) if the received data matches the password
associated with the first wuser, prompting an image
20 capturing device to capture a facial image of the user who
inserted the data received;
(e) retrieving information that relates to a facial
image of the user who inserted the received data, and
comparing that information with information that has been
25 stored at the memory of the mobile computing device,
wherein the latter information relates to the facial image
of that first user;
(f) 1f the retrieved information relating to a facial
image of the user who inserted the received data matches
30 the information relating to the facial image of the first
user which has been stored at the memory of the mobile
computing device, prompting unlock of the mobile computing

device.
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5 user which has been stored at the nenory of the nobile conputing device,
the nmethod further conprises the steps of: (g) enabling limted
access to resources of the of the nobile conputing device; 10(h) triggering
the image capturing device to capture another inage and processing the

new y captured i nage; and (1) if the newly captured i nage cannot be
used for extractdinglienough daméoreat soRoilhmontder ito ceager yrheutcar trateshi ne

th th f t he ;15 f I f f
eor whi CRHIED DBED ST GTAH AT tHe WENOPY BFCthd o d “Eommot i 0Ei co.

repeating rstepsitd.ch and Qr@efoﬂzouﬁ:atrcrya qie- defnbnedinymbeiocefs.s twimes; and
(j) if after that pre-defined nunber of times, no match has been found
bet ween the eixtFactad 9hf ¢ hatidh the DG i it oetat iBAIP ePat iThG tio-ite faci al

| magesof e ff 5L user. wh heen_staned at,th E¥ o0l i qrobi | &
Fr the Ted w

corrpugl ng eV| ce, ogg| ng o user who was gran th alimted
access t aedrerthohj | €éecooput ithg devilced 2ZbHirBhicef deecrigpts onhef tteoDr awi ngz
FIG 1is a flowchart illustrating one enmbodi nent of the present
inventio®f°FIG 2 is a flowchart illustrating a different embodi ment

present inventiQn; .aRd180gF1Gnidds actkew chartekblustkatdngryet @not her
enbodi nent of the present invention. Detailed Description
the mobile computing device;
10 (h) triggering the image capturing device to capture
another image and processing the newly captured image; and
(i) if the newly captured image cannot be used for
extracting enough information in order to <carry out a
matching process with the information relating to the
15 facial image of the first user which had been stored at
the memory of the mobile computing device, repeating steps
d.2 and d.3 for up to a pre-defined number of times; and
(7) 1if after that pre-defined number of times, no
match has been found between the extracted information the
20 information relating to the facial image of the first user
which has been stored at the memory of the mobile
computing device, logging off the user who was granted

with a limited access to the mobile computing device.

25 Brief description of the Drawings
FIG. 1 is a flow chart illustrating one embodiment of the
present invention;
FIG. 2 is a flow chart illustrating a different embodiment
of the present invention; and

30 FIG. 3 is a flow chart illustrating yet another embodiment

of the present invention.

35
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A better understanding of the present invention will now be obtained. when
the following. non-limting detailed clescriotion is considered in con:,
unction with the 5 foll ow ng draw ngs. Byi npl enenti nganet hodci : at wost age
aut henti cation process as proposed herein for logging in to a nobile
devi ce, a neaningful. advantage is obtained over the prior art solutions.
A. nobi |etsonimd iDypadentien s 10 a device which its resources are
restricted b¥*their ver% own_nature g%o uting resources,  ener avai | abl e,
4 of"

etc-) due tot HETHEt PRAEC PR s heP 1T T di seBRnecPRd "fidm t he

el ectricidy BEi dptHaweverynhdhecsal utdionpreyi ded- by, t he, present ripventi on.
enabl es saving of these resources 1.5 by. using the two Stage technique

descri betPderigiti,otwher by evityidérsd ed inesoapeesnatecsonsuinted whinke

carryin t. . ir tage of the authentication, and whenever the first
stagé hgégﬁ%ﬁﬁ-gﬁé%%§§§ﬁ%Ty conpl eted, the second stage, which consunes

nore of the rmobil engevireetiesour ces, MedHoR0 befcarsi edtout. Fhigesol ution
oi l ers both an enhanced secured | og-in procedure (going through two user's
i ndependetit HUtHett iCat PORCSTages) RMPTTH nileF Ayt HOTUt +PFZHET o Dof t he

mobi | & deyi ge F eSO CeRyias,the second stage wiLh-not bes pLempt HEpor the
devices that are 25 responsible to retrieve the 1dentification data of the

second typE, Wq'pfiawi alri nagkst iviod ceR pnphnts¢ evop)ti@pedesficehesi nport ant
outcgnes i h applying such a two stage nethod is, that if _the user |eaves
theqﬁvbf1éﬂﬁ%§$%ew%%?%,lgss§5595ﬁgﬁg)%ﬁ% Eﬁﬁﬁf%?%ﬁgi%%aﬁ%ﬁbFi??&yperson
(5) m ghtwB0n&tyréo @ceess itthe deyvbeescandeink ot .afor1dhesfi est.stage

whi ch consunes smal |l anobunt of the nobile device resources, every tine such

an unauthit i Zedatt érpt i'S'atade’ asf&eFal dfmeges woul'd Haveoraché SPaken, he
anal yzed: apd @m@iggtmgbt¥agkaa'.a'Hdd&%%,SF&ﬁédsbguggs?@%}Md% the

nmobi | e device. This waste of resources is elimnate act that the
unaut hordyz echeatitenptist wihvemotobecadb ket ospassgt hé thest stagerokst he
?fgaﬁntﬂﬁﬁﬁhﬁﬂufrt9§S§wO5é€£ggstééﬁﬁiqﬁgnéégg£i égbh%keﬁgtcahg&ggétrates a
only limited resources are consumed while carrying out the
first stage of the authentication, and whenever the first
stage has been successfully completed, the second stage,
which consumes more of the mobile device resources, will
20 be carried out. This solution offers both an enhanced
secured log-in procedure (going through two user’s
independent authentication stages) and minimizing the
utilization of the mobile device resources, as the second
stage will not be prompt (nor the devices that are
25 responsible to retrieve the identification data of the
second type, e.g. facial images, voice prints, etc.). One
of the important outcomes in applying such a two stage
method is, that if the user leaves the mobile device (e.g.
a smartphone) for some time, unauthorized person(s) might
30 try to access the device, and if not for the first stage
which consumes small amount of the mobile device
resources, every time such an unauthorized attempt is

made, a facial image would have to be taken, be analyzed

and compared with a facial image stored in the memory of
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chart of J-1n exanple where auger of a nobile conputing device, such as a

| apt op, nobile tel ephone and the |Iike, having an image capturing neans such
as a canera associated therewith (e.g. being an integral part of the 10
nmobi | e conputi ng device), wi shes to unlock his nobile conputing device
after g certain period of time during. which that. device was not in use.
First, inherderbile i dplrement hhe enbodt melt tdratumdd be deésorinbedd

her ei nbeij ow, t he user stores his pas rd at. 15 the nobil.e conmputing device
menory a8Ywelt< ad 3 of Wati on'© tHE?ufﬁgﬁt—L@dt ¢ hi <R Hei gll%ilnarg%e)t(s?teep 100) .
This infapmatien thatsd elates tordhe ysgges baci ahei mage nemy iketstered in
any one of a nunber of ways such as a digital representation of the user's
i mage, omécorsSApre features 20 characterizing the user's image, a facial
S|gna§ure of ig% U3€Ta: BLC. oy A4 ANYE he{.WﬁXCBh?ﬁi E%rggggn a&ﬂ&%’aft
per se that would all'ow conmparing another inmge o that “user (aelther W th
or w thouhaextract bng ceit@iea whkaenrad i orefr oot t he dhere i mageutwirich t he

i nformation that has been '5stored. .. Then, when the ile computing
devi ce i §°VACE | Dtkedfode wABHRBr Bétause ERoeBEER ha Y Hgﬁ%delﬂ_ 'mobi | e
conput i ng.deviice of f op-Legged pul)iQf duest9 nenwuse of the nmhidre
conputing device for a certain period of tine, 30 as specified in. the

devi ce, eperatipngddefligiay orlus.(¢.and deheuser wskesatlo ragfai ATadéess t he
resources of .the nobile conputing, devi he, f ol i t.eps _of .a _two
stagg(g auf“ﬁgrlltllecaFPlgﬁuﬁrlB esseg%ggg c‘élke"ﬁff&’le5 té Ii%r?l\g%&gt %elesgsg%ql%seerts hi s
passwor dcosibep ihi0)defhits sieprcan beedonenbypdmser t bag alphanumremioc
information or by naking one or nore gestures in ,.=-1 touch sensitive area
of the nBbilFe &orpuricng “Fevidce "AG t'e 4¥5bi | e conputing 5 device has a.

touch screen) p;05a gomhination, {hereRint the ARE8:ihBGcpassword el ated
data has been inserted by the user, it is cmpared (step 120) with the data

associ at ed wigsrntifedisert sipasswor dfhwhivcle thatel readyibepasstiordd dtn t he
meno of the nobile conputing device, 10 Then, it.is_det.erm ned .whet her
t he ﬁ ceit\l?gd.mogbgt Y n%?%”g%}n? h8°Basswod “As’s oti a‘f'ee‘(l:livmafq' h ltnhf]a?flrm&géron( st ep
130). Astherg as the-dateci nsest edaby atihe usefe doestapt mavch theidata of
the password that had been stored in the device mem,)ri, .the device wll

remai n i ARaOKrBeke@modet IBHGArto i Fhe hespasswordidat a"PASered By the

user stored in any one of a number of ways such as a digital
representation of the user’s image, one or more features
20 characterizing the user’s image, a facial signature of the
user, etc., or any other way that is known in the art per
se that would allow comparing another image of that user
(either with or without extracting certain information
from the other image) with the information that has been
25 stored.

Then, when the mobile computing device is in a locked
mode whether because the user has turned the mobile
computing device off (or logged out) or due to non-use of
the mobile computing device for a certain period of time,

30 as specified in the device operating definitions, and the
user wishes to regain access the resources of the mobile
computing device, the following steps of a two stage

authentication process are taken.
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does match. the stored. password data, an inmage capturing device associ ated
with the nobile conputing device (a. a;. its canmera) is pronpted to capture
a facial inmage of the user currently facing the nobile contacting device
(who is 20 assuned. to be the person who inserted the paesword data) (step
140), As soon as the user image has been captured, the inmage is
processed (stiEpsihl)tltendigef atisdrreciogni peopwvprocessepsliinyokeadiisn or der
to conmpare information 25 retrieved fromthe i mage captured with the

i nfor mati G thAt Pe done Pys HEE StHE et R R HES Tefot YL 8F e heCHbBI e

conput i ng, deyi ¢y (8hep ok6Q)ord NgOEdeFe§ 0; decr ease-ft hecfespopse Jtiae of the
nmobi | e conputing device, the facial inage of the icier is 30 processed and
a uni quecff ackesingiatlyr ecPspekinacted icker &f ¥ omheTheolekt ¢ acedusiigat ur e

reprgsents t he .faci al,_ data, which contains unique feg ures fsf t he processed

face. AI'S0. Thé Pr Sgramabie engi’re s “adapt e’ﬂg 6 hand"€° vari ous
real -ti ne changes, cassedsdue rtio nardtall edstd uabisonssersuchsedsed by
the user, it 1is compared (step 120) with the data
assoclated with the user’s password, which had already
been stored in the memory of the mobile computing device.

10 Then, it 1is determined whether the received data matches
the password associated with that user (step 130). As long
as the data inserted by the user does not match the data
of the password that had been stored in the device memory,
the device will remain in a locked mode.

15 However, if the password data inserted by the user
does match the stored password data, an image capturing
device associated with the mobile computing device (e.g.
its camera) 1s prompted to capture a facial image of the
user currently facing the mobile computing device (who 1is

20 assumed to be the person who inserted the password data)
(step 140).

As soon as the user 1image has been captured, the
image is processed (step 150) and a facial recognition
process 1s invoked in order to <compare information

25 retrieved from the image captured with the information
that has been stored at the memory of the mobile computing
device (step 160).

In order to decrease the response time of the mobile
computing device, the facial image of the wuser 1is

30 processed and a unique face signature 1is extracted
therefrom. The extracted signature represents the facial
data, which contains unique features of the processed

face. Also, the programmable engine is adapted to handle
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Canera differences: when the canera used in the prbcess of generating the
facial signature is differs fromthe canera used to performthe live
ii,recognition; Environment difference: when the image that includes the
user's face was taken under differentenvironnent(a. g.lightening
10conditions.) conpared with the environnment at which the live recognition
i s perforaedpuand Bat abasedi f féreenee ,oeeckeotdi f fénent to variable
ethnicit%nighthavediffeﬁentgnique characteristics, which should be taken
into 15account @hén deci’dfig whet her two signatures belohi to the sane

user. il Camera differences: when the camera used in the

process of generating the facial signature 1is

5 differs from the camera used to perform the live
recognition;
ii. Environment difference: when the image that

includes the user’s face was taken under
different environment (e.g. lightening
10 conditions) compared with the environment at
which the live recognition is performed; and
iii. Database difference: people of different
ethnicity might have different unique
characteristics, which should be taken into
15 account when deciding whether two signatures
belong to the same user.

If the retrieved information relating to the facial
image of the user who inserted the data received, matches
the information relating to the facial image of the first

20 user which has been stored at the memory of the mobile
computing device, unlocking the mobile computing device
(step 170).
FIG. 2 is a flow chart exemplifying another
embodiment. As in the previous example, alsoc this example
25 refers to a two stage authentication process for gaining
access to the resources of the mobile computing device
(a.k.a. unlocking the mobile computing device), wherein
the first stage of the authentication process 1is carried
out by utilizing a relatively small amount of the mobile
30 device resources (e.qg. power resources, computing
resources), by inserting a password as described
hereinabove (by inserting alphanumeric information or by
making one or more gestures in a touch sensitive area of

the mobile computing device, or a combination thereof),
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If the retrieved information relating to the facial imge of the user who
inserted the data received, matches the information relating to the facial
imge of the first:. 20 user which has been stored at the nenory of the
nobi | e conputing device, unlocking the nobile conputing device (step 170).
FIG 2is a flow chart exenplifying another enbodinent. As |le the previous
exanpl e,aral sothhdi ssexanpl es25geef emdictre a tthaorest age aut henhbeat i @ process
for gaini access to the resources of the nohile conmputing. device (a.k.a.
unl ocki @%Wﬁ@%omﬁ%ﬁrdeﬁa&éﬁ, CRREMEIA% hé f PHOF tsage 1df t he

aut henticatdon prEGESS &8 GALHLED QUL By Utd]dZl Ndonauhehatiyel ¥ gmal |
anount of the nobile 10 devi ceresources(e, g, powerresources, conputi ng

resour ceshrsthystigmserting a password as descri bed. herei nabove (by inserting
aIphgnlinerigwjnfornation or by nakiﬁgsone or re esturﬁs in a touch

sensitive area of the wobi e cohput g devi'cE8® 6 a cbibi n&PFon Her eof . ),

and t he iseeond ist-agen where dherecdsca aunbes eEnauihent ieat inagioptions,
eact consunming a substantially |arger amount ot resources that those
consumedFE HHY f9561C%t 6YeeP 2007 Thiyg, caetdt dRRd2PEVENI §hexanplse, two

types of.jdentificatjon;data areystore of. t bi.l e
conpntinﬁhgiviceJZstep 500). As exp ai%%gé%%%%%gggﬁég?iﬁgtmgy%g 6F
i denti f icatdwredata ssatharacterti zed | nohating consumesea. fmaltheanount of

co ting.resources of .the 1Q =bhile c uting device for conparing stored
denbi f oAt o dSCRROr tHe T F¥%C?ypeg§rﬁ? t h G301 S he 15 st Sta‘;?ﬁ&%t hat
woul d beidentiriaduced 40 theanmobi | eneonputd inggevi Gei(ie. databyof Nserting a

password and conparing it to a_stored password of the user), The second. 15
type of fildetiti fiveti ohlletlat 4orddch&cactieristhdat t hiad i Fheonseives ca

subsant . H |y, Lajger t onput.in rces of Ll e nput i ng
devi ce forE%%npégiHagfﬁggstg%ég'idg tigf%ggﬁgﬁﬁgafg o#ggﬁggggcoﬁggtype Wt h
dat a of ddwasecond tt yipe 4 hatowedl dabevondrofiuced tieetrhe mabi lsecandconmput i ng

devi.ce, .than the .identification data of the first t . .For_exanpl e the
conpari soP ey be équ:r]ifféﬂ:a&d‘[onhyg?ﬁ%olﬁsngc %Ea%?e%¥£ of-™t he"t'o réchani sns:

a facialcdimged eC@Q“%hb@BaHEQQ@iF, 3 avejece pPiidin@nabysi scandfiihnger print
anal ysi s. Now, when the nobile conputing device is in a | ocked node,
and t he iEsE1ifiSshexs tdhaceeesl¢ heorbit engofput FagLdevicesrresoar ¢&s, t he

aut hent iscc%t 'leP Bl qp@%éat‘%rqotns 2N cgpetljilgeéej:?g?r%? Qi \%iggsa\’\@[ad o.(fSt ep.
210) as exp al ned above. ce the password relate dat 4" has “beén insert ed.
by the second type that would be introduced to the mobile

20 computing device, than the identification data of the
first type. For example the comparison may be carried out
by invoking one or more of the following mechanisms: a
facial image recognition process, a voice print analysis
and fingerprint analysis.

25 Now, when the mobile computing device is in a locked
mode, and the user wishes to access the mobile computing
device resources, the authentication process starts when
the wuser inserts his password (step 210) as explained
above. Once the password related data has been inserted by

30 the user, it is compared (step 220) with the
identification data of the first type (e.g. the stored
password of the user). Then, the processor of the mobile
device determines whether the received data matches the

stored data which 1s associated with the user password

20



30 the user, it is conpared (step 220) with the identification data of the
first. type (e.g. the stored password of the user). Then, the processor of
t he nobil e device determ nes whet her the received data matches the stored
data which is associated with the use: password (step 230). As before, if
the data inserted by the user does not mat oh the data of the pt-assword
LhAL haA(béep 23hed Bn theéodevi cef t heedeldtee WFErFefaily i @ [M6€Ked node.

5However, if the pas rd_inserted by the user t che e r ata for
the passiBrd, %P%SEP%F erﬁceé%ﬁatﬁé nobF | E%%%%Hf?ngh%gvﬂ%%Qi?gggonpt

(step 24Q)qi-agorider-to gnabke neeript, ofhd destiitecatilan daiaiof ihhe second
type the nobil econputation. device.The term ''USer fts interface" as bsed

herei n mayckael tdéea camera to capture a facial image of the user, a

icrophohe to,gaptute 3 e Yhloo,prinl. ol (e useny, aspeevdeli fed akaa of the

touch” screen of the fobil e computinp device ceiving a fingerprint of
the)userthassmadedﬂﬁ&tieﬁbnatdefpask&bm@erwluﬁemeiuSerf@asswérﬁhﬁstep
210). Now, |et us assune that the canera,lS devi ce ich has been
pronpt i AC8rdér F¥REHPLH e ?%lﬁgeﬁsféﬁgﬂgkkﬁﬁasp %Qg)iﬁﬁbeofggfhgﬁ
processed gshep 23Q); @ndoa fiaciali ffiecRanirt | @at pr ogesshd sskpynked yior or der
to conmpare 20 information retrieved fromthe image captured with the

i nfor mat bon that hasdiden storedtatifhe rEaTOrSE of The mbbPT@ comifti ng

(1e7lce gs ep .260),. However, . uUs S that in LS. e
conph?in n%?égaﬁgs ﬁﬁ%dﬁ%%%s?%?é gcgggé%ggﬂany d%ec% é%%sé?gﬁtﬁ¥gggbns,
such as therisbge 2mawas bakerhanderrpook Inighteriarge: c¢condedpohps the user

is the driver of a car_being currently driven and cannot : cate his face
to front V6fCehe Cdirer @l i Al6r deteFrordt éeégﬁgﬁgegoéﬁﬁﬁ?u?g gﬁeiﬁﬁﬁgﬂkhat

crtains enobgh iptormati onfiore t he Gommard seayiak: ( folN SUEH & €ASS
fingerprint of the wuser, as well as a keyboard for
15 inserting the user password (step 210).

Now, let us assume that the camera is the device
which has been prompt in order to capture to user facial
image. The image is then processed (step 250) and a facial
recognition process 1is invoked in order to compare

20 information retrieved from the image captured with the
information that has been stored at the memory of the
mobile computing device (step 260). However, let us assume
that in this example the comparing step was unsuccessful
because of any one of possible reasons, such as the image

25 was taken under poor lightening conditions, the user is
the driver of a car being currently driven and cannot
locate his face in front of the camera in order for the
camera to capture an image that contains enough
information for the comparison, etc. In such a case

30 another device is invoked. Let us assume that in this
example it is the microphone. The user may then pronounce
a pre-defined combination of words (e.g. his name) which
may then be converted into digital data, and the data thus

obtained is then used for matching it with identification
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30 anot her device Is invoked, Lot Us assune that in this exanple it is the
m crophone, The user may then pronounce S pre-defined conbi nation of words
(e.q, his nane) which may then be converted Into digital data, and the data
thus obtained is then used for matching with identifHcA tion wherein the
first stage of the authentication process is carried out by inserting a
passwor ddasa descritibed skbohelr et nabowe sane atthel seciondthest agest Whetee there i s
a nunber, of aué9§nti cating ons, each consumi ng a substantially Is rger

t
amount of° Y88 0arles t ?ttﬁg‘gielké%?l%ur?&?rfe&r the ¥i5 stemerageSt THES,

accor di nebi 014 hi soexamphg, ey itapes 0f,20 identifical on data arfe stored
at the nenory of the nobiie conputing device (step 300), nanely, the user's
passwor d' & Medd Asta ndor ati ercohat veleat esha odhystdaciakmi magehee. 0, t hat

was deriyed t akj ng .hi. wn _faciagl i e usj t hat bile de:vice). As
ex;I gi n:a\}éplacb%ze, %t%élq;i?l?cr? orfat i oﬁaFﬁgﬁgr eIF%Y%@e?o thtgp%ser SEFEE al) i mage

my be stdwred.fidutanyh anecofon fwrbescofidwaysesdeBoasadedi giital the
representation. of the user's inmage, one or nore features characterizing
the user!i&ihagecra a6 dI°%l ghatareubing héeysee, silel , bor vadycdeser way
that is dgpjthe art per 30 se that would all ow conparing anot her image
of that user with. tne stored information_ Then, when the nobile
conput nq devilgey.i s 3 nia | eckétdowpdehand tdremyslert wirghes/«to regaine raccess

t he 1roesourbcoeofimoef . tghe nobi | e conput i n% devi ce, the follow ng steps of a two
stage authenti'Gation protessS abe"YaRen. SXamPLep; r e{ 50t fE1GsEFX A Reérts his
passwor d-{fsfrep 840%. thhi ssstep camnberdene by i;rt&%égsﬁgfékplr@@&wx%@i c inor
by nbbi ng one or nore gestures in a touch. sensitive area of the notile

conput i i deVd ce® (i hee DBl Fes corfputiacinobdee cecrast Bng odelvisereen), or
a conbi natd,on f hergof, ¢ staggpeoﬁh% easa%ﬂg%trieé ALeg, data-bes heen
inserted by the user, it is c ared Fstep With the"dafa
carried out by inserting a password as described
15 hereinabove and the second stage, where there is a number
of authenticating options, each consuming a substantially
larger amount of resources that those consumed for the
first stage.
Thus, according to this example, two types of
20 identification data are stored at the memory of the mobile
computing device (step 300), namely, the user’s password
as well as information that relates to his facial image
(e.g. that was derived by taking his own facial image
using that mobile device). As explained above, the
25 information that relates to the user’s facial image may be
stored in any one of a number of ways such as a digital
representation of the user’s image, one or more features
characterizing the user’s image, a facial signature of the
user, etc., or any other way that 1is known in the art per
30 se that would allow comparing another image of that user
with the stored information.
Then, when the mobile computing device is in a locked

mode and the user wishes to regain access the resources of
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10 ansociated with the user's password, which is stored at the nenory of
the nobile conputing device. Then, it is determ ned whether the received
data mat ches the password associated with that user (step 330), If the
password inserted by the user does not match the stored. password, 15 the
device will remain in its |ocked node. However, if the password

i nsertedthy theilsercaiges: imat chethee st bhed fpddswondg, Si?remmgé eapwaring
devi ce associated with the nobile corrputlr%% device (e ,q. its canmera) is

|

pr onpt edSt898aptaPE AR CPagE WRPERSSaf T8 gh'"20 pr obabl lity is a facial

i mge of the wsekrcurhentiss f acidg-thendbpd esconput sagpderdee. Thstsep 340) .
The captured image is then processed (st 350) and if it is found to
contai n ehengleadetai I@Oltl© erabine Sniok rﬁ){)@ﬁ%@i‘%ﬁq& eEBGATRRBACPr 6¢ess,

SUCh PLOCES 's 25 |nv (%fé]§§§%¥ré§ nﬂﬁfﬁbd oL pRLE oR Letrieved from

t he |mag y 3‘5 Ure inf I on has been stored at the menory
of the rrab| Itmecomabﬁugg cdﬁwpwtelr(@t epv36e) , :aS descrmdedl ¢ n coowmectioon Wit h
Fig. I. If the retrlevedlnformatlon rel ati to a facial ge of the user
who 30 i ASBLEBdERe?r 668 Ped d&ER) matehés Rt &ror’i‘attlh@r?etoérglaatl ng to the

facial image gf Lheuser whi,chqhad 1Be@Ry data has been inserted by
the user, it 1is compared (step 320) with the data
10 associated with the user’s password, which is stored at
the memory of the mobile computing device. Then, it 1is
determined whether the received data matches the password
associated with that user (step 330). If the password
inserted by the user does not match the stored password,

15 the device will remain in its locked mode.

However, if the password inserted by the user does
match the stored password, an image capturing device
associated with the mobile computing device (e.g. its
camera) is prompted to capture an image which, at a high

20 probability is a facial image of the user currently facing
the mobile computing device (step 340).

The captured image is then processed (step 350) and
if it is found to <contain enough details to enable
invoking a facial recognition process, such a process 1is

25 invoked in order to compare information retrieved from the
image captured with the information that has been stored
at the memory of the mobile computing device (step 360),
as described in connection with Fig. 1. If the retrieved
information relating to a facial image of the user who
30 inserted the received data matches the information
relating to the facial image of the user which had been
stored at the memory of the mobile computing device, the
mobile computing device is unlocked, and unlimited access

is granted to the user to all of the mobile device
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stored at the nenory of the nobile conputing. device, the nobile conputirp
device is unlocked, and unlimted access is granted to the user to all of
t he nobil e device resoarces/applications, However,iftheretrieved
information relating to a facial imge of the user who inserted. the

recei ved data has been successfully processed but does not match the

i nf or maticwuelat i ticdthefaci al Howeémage of itthe usies whireh rhadedbeen
stored at of the mobile cnputing device, the nmobile conputing

h .
device r ]?eﬁ%ar?%r?rgyffﬁ Red"fode, &nd Heck'ss 1'69Fhe’ robiFe Eonputitng devi ce
resour ces, desedeni @k from 1 heq usera V\f@Qéebéaﬁagu%és@?ﬁmgﬁ@&%%% and

processed. 10However, |et us now consider a case where i mage captured
(step 34(W) <emmorobemaset. ther lextaracttiing ermlughiiafoe mateorfaiciadr der to

carry ou . chin rocess with. the information. reating to the faci al
i magé oﬁt‘q%ee ?ﬁs?hﬁgélrpse\fhi iﬁq\ﬁaah%%eﬁegflo?gargfj tte %%W?’%Eifyt Re nobi | e
15 conputtiengndevisecobgeh iag casei &oul dhecewbiwkehc-the.f ace o tihe user

inserting the password is not in front of the nobile device camera, if the
| i ght enit§'&SHdi tilons arl® &y Pede, ofNdny a6CREE r éasoihel nmobdhecases,

the nextossR iofy they presentoexanl & d salf; gantohi Miled,acrea iy 20 the
resources of. the nobile conputing: device, to the user (s ep ), In
order notadiglhave gn hadv érese effoectraupemac hecuserseexperi ence, whi ch cbul d

havqobeen ca Oed Vhad tJ;e_ legitimate user been forced to capture his inage

time and ti n&F(BV\?erer(’e, c nugaélé’wt h%ort%]ecieﬁ s? cGPPENtTRF 'oe cipf ed "4AE

captured (step 340) cannot be used for extracting enough

information in order to carry out a matching process with

the information relating to the facial image of the first

user which had been stored at the memory of the mobile

15 computing device. Such a case could occur when the face of

the user inserting the password is not in front of the

mobile device camera, 1if the lightening conditions are

very poor, or any other reason. In such cases, the next

step of the present example is to grant limited access to

20 the resources of the mobile computing device, to the user

(step 370), in order not to have an adverse effect upon

the user experience, which could have been caused had the

legitimate user been forced to capture his image time and

time over (e.g. in case the user is currently occupied and

25 cannot face properly the camera) without being able to

access his mobile telephone. This limited access, which is

granted for a relatively short period of time, may be for

example a permission to access certain applications and

not others (e.g. contact list, e-mails, etc.), or can be a

30 full access to all applications but as explained above, it
will be only for a relatively short period of time.

Once the limited access has been granted, the image

capturing device is prompt to capture another image, and

once captured by the camera (step 380), the mobile
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25 cannot face properly the canera) w thout being able to access his nobile
tel ephone. This lindted access, which is granted for a rbiatively short
period of time, nmay he for exanple a perm ssion to access certain
applications and not others (e u. contact list, e-mails, etc.), or can be a
30 full access to all applications but as expl ai ned above, it. will be only
for a. rebapizéhy stroritcepepirodeofetiri@gtep 390Dndéde heevl i ceé@tugécess has

been granted, the imge capturi device is pronTt to capture another

i mage., afd96nde c%eptc%?w wa‘ﬁggﬁﬁrrérta.cct%tt%ﬁlse@%ﬁl?u? elrr%:‘)Il i 3@98gnputi ng
devi ce prgcesses d stepr39Q) the new #: €apt uredogiage oho et @i ne Twhet her
it contains enough information to enable carrying out a facial recognition

process. the thewarswes 18t INegrgatd vevh Wkl c Hegdanst tHat tEfe NFewsy
captufed i e_cannot be u f.or tr i ng-enough i patin Jjaporder to
carryg OcF?gggrrrﬁ chilﬁl&g%r occzag'giovﬁ t hﬁ%he@% or ﬁgfql O%Q%Egglﬁgg to toﬁg faci al

i mge of ihherhirsbnuser mwhiceh badcbheen star ed mtitthengepopyeot théhnobil e

calglting device, repeating steps 380 and 390 for, up t".(D_a 1Q .pre-defined
nunber ofREi e OTTEGGEY i gt Suldh atPepefi tioG ot Js“ﬁ%—b% %%Otgﬁd%égﬁ%can be

done by ﬁ@éraRthﬁébhgd”ﬂ&ngq_skbr%@m be done foroexanpl egheveiyile
e

pre-defin period of tinme, e. g. every 30 seconds. In the alternative,

t hese st epspocannbe deepeat edieest 1ongsasrho36Peand nitfe has yet t05 dbeen
capt yr ed follow ng th [ essi ot a.Key at .t %I Ny devi ce
keybg@r dgksqge&%?@‘ fr}ufnﬁeorti?rjé ?%g “a Iglgfye/lglg:e{l&@gs%g %r%%?%&;tggﬁlunber ot
fines that gesbur escare dredie) ata@ bouebnsensi thve aapead cab lichenamlid .e

conput i ng device. The advantage of the latter optionis jn 20, t até%f't

i ncreases ft ffeafbhﬁﬁcé’soﬁ%aif?rv\/r?é?ﬁ“tw'neﬁYeWaéé}s)e'éjreeﬁt%ﬁi uP8a°thér'e wogl . d
be a user.in front of.f caper a. who pr essedchhe keye ofa opghed ra deouch
sensitive aréa, If after t4-Nnt pre-defined nunber. of tines, exanple 3-4

ti mes, netmatchradrasbbeenptetnd betawekerot he 7% extgact eda¢gaf 6faticdn and
the ipformation. relating the facial imge of the first us i.ch had
been!st oPEG" a‘faEPWérﬂ‘éimt fogflci"ﬁ‘él%!ﬁﬁﬁe fonpatifhp ev?c},eyt h%grm i1 e

conput i ngodevicCecihbht f €genieri e | aekedamade(d s§ ep «4<QQ) andcmi Idineog of f

the user who was granted with a limted 30 access to the npbile conputing
devi ce., tipén & npatt i vy PHESEEFY ect” p&ISHWEr d¢ NUMPer| 1o stEgepe rstood

that the aboye descrdntien oply incluydes some qrbodi gegks @ thgsimwention
and servgs %OI’ Its Iéi | US(?I’atI on. uner ous ot her ways of carryl ng out
computing device. The advantage of the latter option is in
20 that it increases the chances that when the next images
are captured, there would be a user in front of the camera
who pressed the key or touched a touch sensitive area.
If after that pre-defined number of times, for
example 3-4 times, no match has been found between the
25 extracted information and the information relating to the
facial image of the first user which had been stored at
the memory of the mobile computing device, the mobile
computing device will re-enter a locked mode (step 400)
and will log off the user who was granted with a limited
30 access to the mobile computing device, upon inputting the
correct password.
It 1is to be understood that the above description

only includes some embodiments of the invention and serves

for its illustration. Numerous other ways of carrying out
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t he nethods provided by the present j nvention may be devi sed by a person
skilled in the art without departing fromthe scope of the invention, and
are thus enconpa ssed by the present invention. 5It should be understood
that features described with respect. to one enbodi nent nmay be used with

ot her enbodi nents and that not all enbodinents of the invention have all of
t he featres rshownls npaopddeidcubar thaureresMar i atrivans: iofn embodi ment s
described will occur to persons, 10 of the art. Furthernore, the terns
"conpri $& V584 nRY ude Por sHavesl bkl t hBi - heomtigar éshoshalersedindnhen used

in the ct@drs;ne EgBﬁéU@En%hgugjﬂﬂﬁﬁﬂﬁﬁﬁssﬁﬁéIXr%iEhﬁgde%%bﬁ'agg%d§COpe of
the inventionis |imted only by the followng clains , ains 1. A
two stade retchad gsmmt dogMrg i@nf.itst user in to a nobile convicting device

being i us | ocked node,. said nethod c rising: 5(a) ,storing data
assogiated mﬁﬁh g%%uﬁgrg? EQQFrgﬁﬁogtgﬂﬁﬂb #?#%H%%.igﬁsFﬁé?g?eW&FQs to a
facial imegexof that bhest digeidirdinta neaprypef thesbil ergomputicng device;

Op) when the nobile computing device is in a | obbed node: 10(b.1) receiving
dat a in§@#¥g&mﬁpgftg%q tpadt not all embodiments of the invention

have all of the features shown in a particular figure.
Variations of embodiments described will occur to persons
10 of the art. Furthermore, the terms "comprise," "include, "
"have" and their conjugates, shall mean, when used in the
claims, "including but not necessarily limited to." The

scope of the invention is limited only by the following
claims.
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wi shes to uflioci; the mabHi e conputi ng devi ce;

(1).2) conparing the

receivgd.data with the stored data associated with the first user and
dgternlnlng whet her the recei ved data natches the 15stored data associ at ed
with the first user; (b"3)if it has been determi ned that the received data

mat ches the stored data associated with the first user,

pronpti hg an i mage

capturi ngldémece associated with the nobile conputing device to 20capture a

facial inmage of the user i ns rteq%§he.data chei
t _

wh
retrieviﬁgiﬁﬁ?ﬁ%ﬁ??éﬁetmﬁéh%ﬁa 88 to’ W acial .

S%S%Kg%¥ in t(g nd' 4)

the user who

i nsertedpther EecebyMed: dafa andieomacimng that 4 nfigygrmid omodiet, h isafiar mati on
25that had been stored at the menmory of the nobile conputing device,
wher ei n nhehpdt cermpinforfati on relates to the facial inmage of that first

user;. (0) if the retri.eved,i [ | atj cifagi al . f th
user 5\M(wo)i nse&?gd Stecﬁ)erll%ve 39 Oégtgtglc%tt%%egﬁﬂg EHeB £ 1A% st fMERO! The

recei ve

storing information that relates to a facial image of that

first user, at a memory of the mobile computing device;

(b) when the mobile computing device is

in a locked

mode:
10 (b.1l) receiving data inserted by a user who
wishes to unlock the mobile computing device;

(b.2) comparing the received data with the
stored data associated with the first wuser and
determining whether the received data matches the

15 stored data associated with the first user;

(b.3) if it has been determined that the
received data matches the stored data associated with
the first user, prompting an image capturing device
associated with the mobile computing device to

20 capture a facial image of the user who inserted the
data received;

(b.4) retrieving information that relates to a
facial image of the user who inserted the received
data and comparing that information with information

25 that had been stored at the memory of the mobile
computing device, wherein the latter information
relates to the facial image of that first user;

(c) if the retrieved information relating to a facial

image of the user who inserted the received data matches

30 the information relating to the facial image of the first

user which has been stored at the memory of the mobile

computing device, unlocking the mobile computing device.
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30 the information relating to the facial imge of. the first user which
has been stored at the nenory of the nobile conputing device., unlocking
the nobile conputing device. 2. The nethod of claiml, wherein. in case
the image captured in step b...3 cannot he used for extracting euough.
information in order to carry out. a matching process with the information
relating2 to thes f aelcabdi mage cdfaitthelf i rgltetiser Vit ﬁhgbf@s ﬂ:tﬁeen istaofeed. at )
t he nmenor the notile uti ng device, the netho urther conprises the
st eps ofcg’ptur 114. F}eﬁnébgpﬁj‘qrﬁ% 5 HeRs5OF 0SKe8B(F8S GNOUNE nobi | e

conmput i ngh AeMi68;0rl0{d. 8} gL i ggerdang., Qﬂﬁ:'Qaﬁgtgﬁpﬁgrb?ggggg'%@t@P capture

anot her inmage and processing the newy captured I na (d-3)
if the réwt yleaptugiedon nagéatangiottObéh@seiahdml exta@et dfigterodghst

i nformation in, or er, to arry ol chin proce

i nf ormat'ion r&l'ating'd k?‘ﬁ%nfﬁmoﬁed |%n§th ?Yr?&sui\_s,\fé? \Wf??’&tjrehad been
stored mommlmdyv@&ethcthréohhé@wmu&tn@rd%r@ﬁlsre%oe@ﬁén%t% s dy2.
and d.3 for up to a pre-defined nunber of tinmes? and (d.4) if follow ng

t hat pré’fo‘efl ned nunber of tines, 20 no match has been found between t he

extracted infoynati %ﬁaﬁrl‘QnEhelirHIPéﬁmtéé&ie ati ngeg&flufaﬁe a8 rmege of

the first user which had een stored at t menory o |Ie corrput| ng
devi ce, naggingafduttimg uieriasho was granted with a limted access to the

nobi I e conput 25 deV| ce.. 3. T e nethod accnrding to claim?2, wherein
step 4,2 i's r%og%a?t ed ForIUp 19 a‘pFe- ddFi%red ‘?ﬂmﬂé’?gré% %ﬁ&l%‘@ nd€ enough

i nf or matdagt can beoextracted;d r aaut herdteWying the newly captured
image; and

(d.3) 1if the newly captured image cannot be used for
extracting enough information in order to carry out a
15 matching process with the information relating to the
facial image of the first user which had been stored at
the memory of the mobile computing device, repeating steps

d.2 and d.3 for up to a pre-defined number of times; and
(d.4) 1f following that pre-defined number of times,
200 no match has been found between the extracted information
and the information relating to the facial image of the
first user which had been stored at the memory of the
mobile computing device, logging off the user who was
granted with a limited access to the mobile computing

25 device.

3. The method according to claim 2, wherein step d.2 is
repeated for up to a pre-defined number as long as not
enough information can be extracted from the newly
30 captured image in order to carry out a matching process
with the information relating to the facial image of the
first user which has been stored at the memory of the
mobile computing device, and wherein hitting of a key at

the mobile computing device keyboard or making a gesture
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30 captured brmage in order to carry out a ..ntchinb process with the
information relating to the fac_Hal inage of the first user which, has been
stored at the nenory of the nobile conputing device, and wherein hitting
of . a key at the nobile conputing device keyboard or meking a gesture at.
a touch sensitive area of the nblside cpnputj.ng device, triggers capturing
of a newsimageouch serfhe: et hadeacodr dinmg ntapdiclai pempunhey efaviiter he
retrieved information re tat .ind to a facial |iTt. g 1511 the user who

i nsert ed*fhedrEeefvBU 8ald Ras®bBEN $UidEEssful |y processed bht does not
match the infohrmation relatihg to the facial imge of the f',rst user which
had been stored at the nenory of the nobile conmphting device, denying 10
access t -t heThebihetlodput¢aer devd cet¢ esourides from igser fwh65€ faci al

i mge. has been_capr.ured d prb 5,.The (ofc LN o] aim
1,mh§%eiﬁeg éeveaef¥%€§ﬁﬁgk%§%i %gggﬁngon($h3FE$%$%%gsgﬁégg ?ﬁ%igﬁbinaqh of
15 the Usekrcomnpriises mpratesisé ngethevtdcicalta MBHO beendentickysthernef rom at

| east one characteristic of the user, 6.The,q3;hod accor di to claiml.
whent he PFOEessFfg oft tHeet adral Tididde EBfpri é?“@fﬁfﬁbt?%gggin%otpeast one

uni que fagiale sihignatyre drom the usersd aghal image and metehi ngoeaeh or the
at | east one extracted. unique signatures with Lecke' signatures rel ated

data conpti stk i menhe yrewdr ytaet i mebhbbi | @raonputd . g VdeVd ce deTHa NFret hod

according to claimlwherein.the processin f the facj j i arried
out By ugFﬁﬁsﬁn%Qnéﬁchﬁk&}FmQ Wﬁ%ﬁ%%gmﬁﬁg ?gigﬁﬁgqé%%%Pﬁgggnﬁpﬁe i mage
capt hri ngsdeviyeeseperat hveliyiageupked bwiehh ctipe umehbi lze dc erputsismgddevi ce, for

generating the information that 30 relates to a. facial imqgb of the first.
User that has been stored at a menory of the nobile conputing de. vice.

5. The method according to claim 1, wherein the
retrieval of information that relates to a facial image of
15 the user comprises processing the facial image to identify

therefrom at least one characteristic of the user.

6. The method according to <c¢laim 1, wherein the
processing of the facial image comprises extracting at
20 least one unique facial signature from the user facial
image and matching each of the at least one extracted
unique signatures with facial signatures related data

comprised in the memory of the mobile computing device.

25 7. The method according to c¢laim 1, wherein the
processing of the facial image is carried out by using an
image capturing device which is different from the image
capturing device operatively coupled with the mobile
computing device, for generating the information that

30 relates to a facial image of the first user that has been

stored at a memory of the mobile computing device.

8. A two stage method for logging a first user in to a

mobile computing device, comprising:
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(a) storing at the nenory of the nobile conputing device user
identification data of two tyoes, wherein the first type of identification
data is characterized in that it consanmes a sman anount of resources of the
nmobi | e conputing device for conparing the stored identification data of the
first type, with data of the first type that would be introduced to the
mobi | e conputiag devirdeg and wher enambhe setondet ypeobofei dentdfticati on data
is characterised in i_.t consunmes a. substantially |larger. amount of

t hat . | : .
the nobi pevjccfﬁrp]ﬂl??ﬁglQ@VF&élF@§6GPpl§§t@haﬁf thee | deReFT i EAEFERTddt® of the
first typecsf o, conparingnthe;stored kdentiti eﬁfalé%t%gfi%eaf ithe f‘tlcgnd type

w th data of the second type that would be introd.uced to the no

conput i ngt dewinsamer5(h) sarenl t heonpbi | @f computimg devifceths imvka lleocked
node: : 1.b,, receiving data of the first type, inserted by a
user%Muf%@%ﬁﬁ%PQOdﬁﬁFggk%%ﬁé ﬁ%ﬂ??@gggmﬁi%r@%oﬁﬁgié§¥n tHicatafy 2)

conpal i ntktdeoreeeicveth wat at gpet he thi redcd ype wrch thesist @9?@ that
identification data of the first type associated with said first User, and
det er m M MY WhEEhe HHE ki vad tdit amepit e dommstt ingpedaat ehes aive st or ed

identifigation data.of the firs pe; 25 . ); Af 1.1, has det.erm ned
that the received dgt a Sof tnhe f%ﬁgﬁ{ t)?pf)e r%a(atoec%elsflt%éeglsc{}gr eggﬁgenﬁisﬂ cation
dat a of alherddtrestitepeiassoeitated wiohhutmhe fd rstbasentiehabl ilngoerapturirg

of ta of the second type associated with the user who wi shes to 30unl ock
B ol BE oo WS P o08hBh e ) Whatine (i it chngat £06 {he

t he =bi 1€ conputin
second. igpe forcamtehi agrsase wd rdesti fijeati on,datangh-the seeond type

associated with the first user, that had been stored at the nmenory of the
=bi | e coffptithgt Hevigeication dyea)offthe hasopeéenvdet ermined tehatt t he
5% S ool S8R LRI oheS Ll e LASTUAL) b, it S
conput i ngprgeviicey devihes ;net hod of cl.amt':, wherein the idehtification
15 (b) when the mobile computing device is in a locked
mode:
(b.1) receiving data of the first type, inserted
by a user who wishes to unlock the mobile computing
device;

20 (b.2) comparing the received data of the first
type with the stored identification data of the first
type associated with said first user, and determining
whether the received data of the first type matches
the stored identification data of the first type;

25 (b.3) if it has Dbeen determined that the
received data of the first type matches the stored
identification data of the first type associated with
the first wuser, enabling capturing of data of the
second type associated with the user who wishes to

30 unlock the mobile computing device;

(b.4) using the captured data of the second type

for matching same with identification data of the

second type associated with the first user, that had
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data of the second type stored in the nobile conputing 10 device ccnprises
data that belongs to at least two different classes of data, 10, The net hod
of claim 9, further conprising a step wherein if the captured data of the
second type does not 15 contain enough information for matching same with
identification data of the second type associated wth the first user that.
had been storeéedeat theragnprty ohet heemoby| e fcopet imgbdevi cemnmsttemd, 3
conpri ses enabling capturing of data with the user who wi shes to unlock the
20 nobile co WF%&’device, wherein said data bel ongs different class of

the second type)whichs i shdif berantidromitrhe) capi ur ededatacafetheissecond
type that did not contain eheugh informatien for carrying out the matdhing

process. oZ5 the  #eaobill EVEENPEHCAG SdeVi T es eoRPALSPRGL 1a i peersolirice; an
| ages captum ne. devl 68ia a USSL | DLECLRCL.GONLLOHM ednto anahle d diser o
insert at passmord%; a nenory or stoage device storing: al a password
associ at ech.l owildilgt ke of infogti 1us ercmdut iirnf atavatdeon that. relates to a facia
imge of the first user? c) It program one arnbors precessing units

operable to execute the program wherein the ezeowion of the program

causes the  ane PhLc.FRRE PrpcessiNg @nit §nkeecarryndutiqdhe 4iold:owimng opera
LI 1. ocs when the nobile conpitind device is in a |ocked PC) de
to procesisitdatafi fdert edcovida e uséprrent erfadéde 5nphlac EBPUANGAM shes

to unlock the nobil e conputi 0 ret i nsert at ith the
passﬁhrdQQ¥§5§ﬂaﬁ%ﬂfﬁﬁ%&%trégk?rs%ba%segggﬁggghag%be%% sH%%g a?:t e
MF: : MOf y darr retremage: 1deeicce &f Idhtdzo det er m ne

10. The method of claim 9, further comprising a step
wherein i1f the captured data of the second type does not
15 contain  enough information for matching same with
identification data of the second type associated with the
first user that had been stored at the memory of the
mobile computing device, step b.3 comprises enabling
capturing of data with the user who wishes to unlock the
20 mobile computing device, wherein said data belongs to a
different class of the second type which is different from
the captured data of the second type that did not contain

enough information for carrying out the matching process.

25 11. A mobile computing device comprising:
a power source;
an image capturing device;

a user interface configured to enable a user to insert a

password;
30 a memory or storage device storing: a) a password
associated with the first user; b) information that

relates to a facial image of the first user; c) a program;
one or more processing units operable to execute the

program, wherein the execution of the program causes the
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10 whetter the inserted data ifLatches the password associated with the

first user; if the inserted data matches the password associated with
the first user, pronpting' the ip.age capturin.q dec2i.ce to capture a
facial. image of the 15user who inserted. the data; to retrieve

information that relates to a facial inmage. or the user who inserted tne
dat a andrte conpare thabcesns ongatnanswitd cateymatitonthbattchaswheen stored
at the nmenory or staorage device, wherein 20 the latter information relates
to the fHETE " iHEye BT t Hee FIPt usepmPuting deyheer ¢5, 10| pj JRCKH |

i nformatg Qe which relates to a. facial inmage pf the user who inserted the
data ifLatches the informati on which has been stored at the 25 nenory or
storage devi ce and-a ebaresst odehe ﬁaﬁkateﬁnag31thﬁeuSErsﬂnmseﬁacprongting
the ynl ock of_the mobile conmputing. device. 12. The nobil e chnputing device
accoﬁding to el ai mIT- §6mhﬁ£%%Q giﬁocﬁg'ofﬁe%ﬂﬁii%?b? g&oEPE%ﬁﬁg user.
who insertedddhe dgta that. was captured by the inmage capi.uring device,
cannot be used. for extracting enough information in order to carry out a
mat chi ng process W% h°®ReaTd. fpemat it vl afifhg t'0 thetfacalssivwege of the

first user wiichadeq with the first user that has been stored
at the memory or storage device and to determine
10 whether the inserted data matches the password
associated with the first user;
if the inserted data matches the password
associated with the first user, prompting the image
capturing device to capture a facial image of the
15 user who inserted the data;
to retrieve information that relates to a facial
image of the wuser who inserted the data and to
compare that information with information that has
been stored at the memory or storage device, wherein
20 the latter information relates to the facial image of
the first user;
if the retrieved information which relates to a
facial 1image of the wuser who inserted the data
matches the information which has been stored at the
25 memory or storage device and relates to the facial
image of the first user, prompting the unlock of the

mobile computing device.

12. The mobile computing device according to claim 11,
30 wherein in case the facial image of the user who inserted
the data that was captured by the image capturing device,
cannot be used for extracting enough information in order
to carry out a matching process with the information

relating to the facial image of the first user which had
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been stored at the nenory of the nobile conputing device, the one or nore
processing units are further configured to carry out-the follow ng

oper ati ons: to enable |imted access to resources of the of the
nmobi | e conputi ng devi ce; to pronpt the inmage capturing device to
capture another imge and to process the newy captured i mage; and.

if the néewley capturedatnmage camooty ket usied fobieéxt cackpiungngngifghice,
information in order to carry out a 10, matching process w.t.h the .

| nf or mat 1187 PRSI ngP T (RE T Rer 4151 RGeS of ENG FIPEE GORT MR & been

stored at- the oy Oofrdihe ok I somwiang device, repeating the steps of
capturing the image and processing it for up to a pre-defined nunber of

ti mes; and 15ith aftarle hatmpreddefdarsd nurbeesefircerest nbhfaPéh Hes been
found.between the extracted j.nformation and the Information relating to the
faci af iﬁ%%%ﬂngﬂ%gﬁ%ﬁwé 4%¥§k%%nch, has been stored at the nenory of the
nobi | e conput itRg devirge, tthecautiomatd caldptdragof fddshieeausero t aagpt@2-auni t ed
access to the nobile conputing device was granted. 13. The nobile conputing
devi ce acd@6rdicAg HRIICIPAIIM TR PIWETE T theé Ohe draiore® pridtessi i Gnit are

configured to;rrepeatle PLRAPL) NG Lhe Idmi e gapt urdnhdeviee t, o captdre an
image and to process it for up to a. pre-defined nunber of tines, as |ong
as t he newltyacaptuyr ednbrage cahaotabecappli eddeor éxtraetirdg @nbud h.

inforpation in order ro carr ut mat chi n FQces ith the |nf tion
rel at ngHP6CPH@gfa@FﬁFeﬁﬁagg¥SE tﬁgefi%gfoﬁ%%€l8 icﬁe%%él%%ehtéotg%g?ed at
t he menorascafa it hena®bi be caomputri pgrdewice, wvandhwherei medu t titngea key at the
nobi | e conputing device keyboard or making a gesture at a touch sensitive

area of the mbBIPeY coAputihgmaevite SFHgders THe pfonptPig -6f capturing a
ne“"nag%tepébﬁf;q52ﬁﬂ¥§ﬂf €ROPULL Ag gﬁ&'ﬁ?oé%@@&ﬁbngtthﬁl%ﬁnééwa“here'n

if the retrievb rmation redating to a facial. inage of the user whe
i nsert ed drike-deddeieve dvudatcar has thieers 5 asutcessful |y processed but does not

match_the infaormation. relating t he acia% image of the first .user which
had Been stor eltfn:‘i’bf%% ﬁ%ﬁgrf%_%@% i e SHpL#ienBlIH Vice) tr%aetcgnne or
nore progessi e Mnicbsnar e coMdguted tea tdenyt Accessotvat hen nabid eciconput i ng
devi ce resources fromthe 10 user whose facial inmge has been captured and
processednformation relating to the facial image of the first user

which has been stored at the memory of the mobile

computing device, to automatically log off the user to a

20 limited access to the mobile computing device was granted.

13. The mobile computing device according to claim 12,
wherein the one or more processing unit are configured to
repeat prompting the image capturing device to capture an
25 image and to process it for up to a pre-defined number of
times, as long as the newly captured image cannot be
applied for extracting enough information in order to
carry out a matching process with the information relating
to the facial image of the first wuser which has been
30 stored at the memory of the mobile computing device, and
wherein hitting a key at the mobile computing device
keyboard or making a gesture at a touch sensitive area of
the mobile computing device, triggers the prompting of

capturing a new image.
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15. A computer program product stored on a non-transitory

t angi bl econput err eadabl enedi unandconpri sing i nstructions that, when
execut ed, cause a nobile conputing 15 device conprising one or nore
conput er processors to performa nmethod accordino to claim7. 16. The
conput er prbgram product according tu claim 15, wherbin in case the
captured facial inmage captured cannot 20 be. used for extracting enough

inforration in order to carry out a. matching process wi Lb the.
i nf or mation ré1F HAGPE oSt KEFAGIAIY | ABHECE! ahe TGt G8ercii®eh lAas been

stored andhe jreporyyof the; apbisl € corRUL; g qfee\fLiaCt‘?un# he, met had ;tyrt her

conprises the steps of 25(i) enabling lImted access to resources oi. the
of the robidee conputi ngedevihoe;inserted( Lhe )raadigget i dgtd heasnmagencapt uri ng

device to capt anot her. i e an rocessi ng the newly- capturbd inage;
and ?IIi%uq%é%%ﬁ§1%¥MR?FxgﬁﬁF%$g%u€n§8 Scéﬁ%bf“ ‘ﬂhsﬁﬁefé%f§6m§%ﬂP§ctinq
enough imfierdmid ofb i Bher derike Gafdge ost anpatchisng process: wht hathe

information relating to the facial inaqgaof the first user which had been
st or eh atc¥hesrdifist y2 bf LhReRBBI Ve o Pl devperytiepedeivagest eps d. 2

and. d. r - ' . AU ro of 1] ; ) if
after tﬁg%pp?g?dggi232&%u§gékgggngng§$jﬁg %%%gﬁﬁﬂgﬁﬁbggﬁ Haﬂnggggfmeen t he
ezt ract edcdad=orimmt con triubiilnf orompioing edatiing. taedhedaci abmi mage of t he
fir nmser_ which h heen ,stored at the nenory of the nmobile 5

conght . A6\ &35 girg 2ot £IEHE g%a?r SjE WaS TYraRt 64 WPEREETCY ‘ed access to

tne nbbit.e conputing device.,

15. A computer program product stored on a non-transitory
tangible computer readable medium and comprising
instructions that, when executed, cause a mobile computing
I5 device comprising one or more computer processors to

perform a method according to claim 1.

16. The computer program product according to claim 15,
wherein in case the captured facial image captured cannot
20 be wused for extracting enough information in order to
carry out a matching process with the information relating
to the facial image of the first user which has been
stored at the memory of the mobile computing device, the
method further comprises the steps of:
25 (1) enabling limited access to resources of the of
the mobile computing device;
(ii) triggering the image capturing device to capture
another image and processing the newly captured image; and
(1ii) if the newly captured image cannot be used for
30 extracting enough information in order to carry out a
matching process with the information relating to the
facial image of the first user which had been stored at
the memory of the mobile computing device, repeating steps

d.2 and d.3 for up to a pre-defined number of times; and
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(iv) if after that pre-defined number of times, no
match has been found between the extracted information the
information relating to the facial image of the first user
which has been stored at the memory of the mobile
computing device, logging off the user who was granted

with a limited access to the mobile computing device.
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