
A Method for Logging a User in to a Mobile Device Technical Field
The present invention relates in general to the field 5 of image
processing, and in particular to methods and means for authenticating. a
user who logs in to a mobile computing device, Background 10A typOcal
facial recognition system is a computer application used for automatically
identifying or verifying a person from a diuital image or a video frame,
One of. the ways to carry out this task is by comparing selected facial
features from the image with a database containing facial related data. It.
is typically used for security applications and is quite often supplemented
by comparing also other biometrical characteristics such as fingerprint and
eye iris. Somefacialrecognitionalgorithmshavebeen 20 developed that are
able to identify faces by eztrapting landmarks, or features, from an image
of the subject's face. For example, an. algorithm may analyse the relativo
position,. size, and shape of the eyes, hese, cheekbones, andsw, These
features are then used to 25 search for other images with matching
features. Other. algorithms normalize a gallery of face images and then
compress the face data, only saying the data in the image that is useful
for face detectloh, A probe image is then compared with the face data,
30Typically, in the field of computer security, the user's access to a.
computerize& system during a login 



process is controlled by identifying the user through the use of security
credentials provided by the user. Mobile  =outing. devices (e.g. mobile
devices such as laptops, smart phones) may be locked or otherwise secured
to prevent. their unauthorized usage, and during the :-,-.71 process a user
is required to perform some affirmative 5 action (e.g.,, enter a password,
type a key combination, move the mouse, swipe a finger across the screen,
etc.) to unlock the computer.        US2003215114 for example, describes a
security system that utilizes an identity verificatiob system beving a 10
biometrics component, such as a face, fingerprint, or iris recognition
system- The system connects a biometric data entry device such as a
standard analogue or digital camera to a communication control device which
captures, compresses and digitizes the bipmetric data as well as 15
converts data from data input devices and sends the compressed and
digitized biometric data along with the data from a data input device to
central processing unit for processing by a hiometric recognition system
and comparison to stored biometric data. 20US 8261090 describes a. method
of logging a user to a mobile computing device by receiving en image of the
user via a camera coupled with the mobile computing device and determining
the identity of the user based on the received image. If the determined
identity which is based on the 25 received image ma:.ches = predetermined
identity, then, if the identity of the user matches the predetermined
identity, the user may be logged in to the mobile comput.ing device. US
2010015946 discloses methods for authenticating a 30 user to a mobile
computing device. Upon receiving a user's request to unipbk a mobile device
in a locked state, one 



or more ir'cuages of the face of the user are captured. Facial omponents of
the user from the one or more captured images are extracted and then. a
determination is  made as to whether the user is an authorized user or a
unauthorized user based on a comparison of the facial components at the
user extracted from the rifle or more captured images to racial components
of the authorized 5 user tram one or more aQthentication images at the
authorized stored on the mobile device. If the user is determined to be an
authorized user, the mobile device unlocks; otherwise, the mobile narcosis
maintained in its loched state, 10OS 2012323579G describes a method by
which a locked mobile desi10e is configured to capture an initial image
using its camera, capture a new image in response to detecting movement of
the device, determine that the device moved tcause  position, capture a
subsequent image 15 in response to determining that the device moved to a
use position, analyze the subsequent: image t0 detect suite: face, and
unlock the device in response to detecting that the user's face is of the
authorized user, Howevbr, none of the proposed methods adequately 20
address the pr.,:ctidal need of reducing consumption 05 the device
resources to a minimum, while gaining a secured access to the mobile
computing device ,B1,1ch is in a locked mode, all without adversely
affecting the user experience, 25 Summary of the Disclosure       Tt ia
therefore an. object of the present invention to provides device and a.
method for allowing a securely enhance& authentication process for loggang
in to a. mobile computing device, 30It is another object of the invontion
t0 provide a 



device and a method for enabling a user to log to to a mobile computing
dvade hv us".ng a. passive: facial recognition process IL order to minimize
interactions with the user during the log in proces3-         It Is another
object at the invention to provide a device and a method for applying
information retrieved in a facial recognition process for longing In to a
mobile computing device, 5It is yet another object of the present invention
to provide a. device and a method for carrying out an authentication
process as part of logging in to a mobile computing device, while
minimizing the amount of the device resources that are utilized during that
process. 10Other objects of the present invention will become apparent as
the description of the invention proceeds,       The disclosure may be
summarized by referring to the app,ended olaims According to a first
embodiment, there is provided a  15 li.pthd of logging a user in to a
mobile computing device (e.d, a laptop, a mobile telerThone and the like),
which comprises:        (a) storing data (e.g. a password.) associated with
the first user ann information that relates to a facial 20 image of that
first user (e a. a digital representation. of the user's image, one or more
characteristic features of the user's image, etc.) at a memory of the
mobile computing device;           (b) when the mobile computing device is
in a. locked 25 mode (i.e. that no access the resources of the mobile
computing device is granted): (b.1) receiving data inserted by a user who 



wishes to unlock: fhp mobile computing device;                  (t-2)
comparing the received data with the 30stored data (password) associated
with the first user and determining whether the received data matches the
stored data associated with the first user;        (b,3) if it has been
determined that the received data matches the stored. data associated with
the first user prompting an Hmaqe capturing device associated with the
mobile computrnq device to capture an image;
(b..4)processingtheimagecapturedand 5extracting information from the
processed image;       (c) if the extracted information matches the
information relatine to the facial image of the first. user which had been
stored at. the memory of the mobile computing de-vice, unlocking the mobile
computing. device 10  e. p. enabling unlimited access to resources of the
mobile computing device),       The term_ 'facial image" as used herein
throughout the specification. and claims is used to denote any image onto
which applying a facial recognition process would yield 15 enough
information to successfully complete the facial recognition process, Thus,
the facial image may be retrieved from. an image taken while the first user
was facing an mace capturing means (e.g. a [camera, whether of his mobile
competing device or whether a different camera) 



20 and then processed to obtain. the information that relates to the facial
image of that first user, or the facial image may be retrieved from a
different database (e.g. Facebookm, InstagramIm and the like) and then
processed to obtain the information that. relates to the facial image, or
25 that first user.       According to another embodiment, the data
associated with the first user (e.g., the password) is selected from among
alphanumeric information and/or one or more gestures received in a touch
sensitive area of the mobile computing 30 device,       According to
another embodiment, in case the Lmage captured in step b.3 cannot be used
for extracting enough information in order to carry out a matching process
with the information relating to the facial image o& the first  user which.
has been stored at the memory of the mobile computing device (e .g, in case
the captured. linage does not include a facial image of any user or if the
facial image includes only a partial image of a user, in other words, 5 in
case nb meaningful facial recognition process may be carried out based on
the captured image), the method further comprises the steps        (d.1.)
enabling limited access to resources of the mobile computing device;
10(ci.2)triggering the image capturing device to capture another image and
process inc the newly captured image; and        (d.3) if the newly
captured image cannot be used for extracting enough information in order to
carry on a 15 matching process with the 1nformation relating to the facial
image of the first user which. had been stored at the memory of the mobile
computing device, repeatina steps d.2 and d,3 for up to a. pre-defined
number of times,' and (c1.4) if. after that pre-defined number of times, no



20 match has been found between the extracted information. and the
information relating to the facial image of the first user which has been
stored at the memory of the mebile computing device, logging off the user
who was granted with a limited access to the mobile computing device. 25
The term "limited access" as used herein throughout the specification and
claims, is used to denote limited access to resources of the mobile
computing device, wherein that limited access can be with respect to the
resources to which that user may access (e,g. denying 30 access to certain
applications such as an e-mail applications): or may be limited with
respect to the period of time that the limited access is granted (e.g., a
number of minutes), or any combination thereof.         Acpordinp to
another embodiment, step d.2 is repeated for up to a pre -detined number,
as long as the newly. captured image cannot be applied for extracting
enough information in order to carry out a matching process with the
information relating to the facial image of the first user which has been
stored at the memory of the mobile computing device, and wherein hitting a
key at. the mobile computing device keyboard or making a gesture at a touch
sensitive area of the mobile computing. device, triggers 10 the capturing
of a new image.       According to yet another embcxibment, if the
retrieved information relating to a. facial image of the user who inserted
the received data has been successfully processed but does not match the
information relating to the facial IS image of the first user which had
been stored at the memory of the mobile computing device, denying access to
the mobile computing device, resources (e. g.. leaving the mebiie computing
device in a lucked mode) from the user whose facial image has been captured
and processed, 20 En accordance, with still another embodiment, the
retrieval of information that relates to a facial image of the user
comprises processing the facial image to identify therefrom at least one
characteristic of the user, The term "at least one characteristic' that
relates 25 to the user, as used herein and throughout the description and
claims should be understood to encompass one or more features comprised. in
the facial image of the user, whether this one or more feature is unique to
that user or whether the one or more features are classifyini 30
characteristics such as ethnic group, gender, age group etc., that are
retrievable from the individual facial image,      Kw yet another
embodiment, the processing of the facial image comprises extracting at
least one unique  



facial. signature from the user facial image, and matching each of the
extracted uniope signatures with. facial. signatures related. data
comprised in the memory of the mobile computing. device, For example, the
extracted 5 signature represents facial related data, which in turn
represents unique features of the processed facial image.,       According
to another embodiment, the processing of-the facial image is carried out by
using an image capturing device which is different: from the ima.ge !O
capturing device operatively coupled with the mobile computing device, for
generating the information that relates to a facial image of the first user
that has been stored at a. memory of the mobile computing device. In
accordance with still another embodiment, the at is least one
characteristic of the user is based on one or more of: a relative position,
size, anb/or share of the eyes, nose, cheekbones, and/or jaw of the user in
the facial image of the user.            By yet another embodiment, the at
least one 20 cnaraoteristic cf. the user comprises a. general
classification thereof, Preferably, the general classification comprises at
least one member of the group consisting of the following characterizing
features: gender, age, and ,.:Ahnicity" 25In other words, the processing
step may take into consideration. one or more of the above factors while
evaluating the facial image of: an individual, so that these factors may be
cancelled out while generatina the facial signature of the user,
30According to another aspect there is provided a two stage method of
loosing a first user in to a mobile computing device comprising:        (a)
storing at the mempry of the mobile computing device user identiFication
data of two types, wherein the 



first type of identification data is characterized in that it consumes a.
small amount of resources (e.g. computing resources, power resources) of
the mobile computing device (e.g. a password.) for comparing the stored
identification 5 data of the first type with data of the first type that
would be introduced to the mobile computing device, and wherein the second
of identification data is characterized in that it consumes a substantially
larger amount of the mobile compiiting device resources (e.g. 10
identificatIon by a facial .].)agey by a voice prints by a fingerpxint,
etc.) than the identification data of the first type, for comparing the
stored identification data of the second type with data of the second type
that. would be introduced to the mobile computing. device; 15(b) when the
mobile computing device is in a. looked mode:        (b.1) receiving data
of the first type, inserted by a user who wishes to unlock the mobile
computing device; 20(O.2) comparing the received data of the first type
with the stored identiiication data of the First type associated with said
first user, and determining whether the received data of the first type
matches the stored identification data of the fv-oe;        (b.3) if it has
been determined that the received data of the first. type matches the
stpred identification data of the first type associated with the first
user, enabling capturing of data of the second type associated with the
user who wishes to 30unlock the mobile computing device;        (b.4) using
the captured data of the second type for matching same with identification
data of the second type associated with the first user, that had  



been stored at the memory of the mobile computing device;        (c) ft it
has been determined. that the received data of the second type matches the
stored identification data 5 of the second typo associated with the first
unlocking the mobile computing device,       Accprging to another
embodiment of this aspect, the identification data of the second type
stored in the mobile computing device comprises data that belong to at 10
least two different classes of data e.g. a class that includes data that
reiates to fapial image recophition, a class that includes data that
relates to voice print recognition, a class that includes data that relates
to fingerprinting recognition, and the, like. 15By yet another embodiment,
the method provided further comprising a step wherein lf the captured data
of the second type does not contain enough information for matching same
with identification data of the second type associated with the first user
that had been stored at the 20 memfl.ry the mobile computing device, step
b.3 comprises enabling c;ipturinq of data that belong to a different class
of the second type associated with the user who wishes to unlock the mobile
computing device which is different from the captured data of the second
type that 25 has not contained enough information for carrying out the
matching process. For example, if ondy a partial facial image was captured.
that did not allow carrying a facial recognition process of the person
whose partial image was captured, prompting the microphone of the mobile
computing 30 device to capture a voice print data of the user who is
currently at the vicinity of the mobile computing device.       According
to another aspect there is provided a melaile computing device comprising:
a power source (e.q, a battery);  an image capturing device; 



a user interface configured to enable a user to insert a password; a memory
or storage device storing: a) a password associated with the first user (or
possibly a number of passwords: associated either with the first user or
with different users); b) information that relates to a facial image of the
first user (or possibly a number of facial images associated with the first
user and with a. number of 10 other users); o) a program; one or more
precessing units operable to execute the program, wherein the execution of.
the program causes the one or more processing units to carry out the
following operations when the mobile computing device is in a locked 15mode
:       to process data inserted via the user interface by a user who
wishes to unlock the mobile computing device:. to compare the inserted data
with the password 20 associated with the first user that has been stored at
the memory or storage device and to determine whether the inserted data
matches the password associated with the first user.; if the inserted data
matches the password 25 associated with the first user, prompting the image
capturing device to capture a facial image of the user who inserted the
data;       to retrieve information that relates to a facial image of the
user who inserted the data and to 30 compare that information with
information that has been stored at the memory or storage device, wherein
the latter information relates to the facial -Image of the first user.;
if the retrieved information which relates to a facial image of the user
who inserted the data matches the information which has been stored at the
memory or storage device and relates to the facial image of the first user,
prompting the unlock of the mobile computing. device. 



Accordino to another embodiment, in case the facial image of the user who
inserted the data that was captured by the image capturing device, cannot
be used for 10 extracting. enough information in order to carry cut a
matching process with, the information relating to the facial image of the
first aser which had been stored at the memory of the mobile computing
device, the one or more processing units are further configured to carry
out the 15 following operations:       to enable limited access to
resources of the of the mobile computing device;       to prompt the image
capturing device to capture another image and tr.) process the newly
captured image; and 20 if the newly captured image cannot he used for
extracting enough information in order to carry out a matching process with
the information relating to the facial image of the first user which had
teen. stored at the memory or the mobile computing. device, repeating the
steps of capturing the image and processing it for up to a. pre-efined
number of times; and       if after that pre-defined number of tires, no
match has been found between the extracted information and the information
relating to the facial image of the first user 30 which has heen stored at
the memory of the mobile computing devicb, to automatically log off the
user to a limited access to the mobile competing device was granted.
According to another embodiment, the one or more processing. unit are
configured to repeat prompting the  image captur h devicecaptare it for up
to a pre-defined number ot. times, as long. as the newly captured image
cannot he applied for extracting enough information in order to carry. cut
a matching 



5 process with Lite information relating to the facial image of the first
user which has been stored at the memory of the mebile computing device,
and wherein hitting a hey. at the mobile computing device keyboard or
making a. gesture at a touch sensitive area of the mobile computing device,
10 triggers the prompting of capturing a new image,       According to yet
another embodiment, if the retrieved information relating to a facial
ima.ge of the user who insu.arted the received data bhs been successfully
processed but does not match the information relating to the facial 15
ismage of the first user which had been stored at the memory of the mobile,
computing device, the one Of more processing units are confiqhred to deny
access to the mobile computing device reschrces from the a sen whose facial
image has been captured and processed, 20According to another embodament,
the memory or storage device is further configured to store facial
signatures related data and the one Cr more processing units are further
operable, to extract at least one unique facial signature of the user. and
to match each of the 25 unique signatures with facial signatures related.
data that are stored at the memory. 0r. storaie device,       By yet
another embodiment, the one or mere processing units are further operable
to process a facial image when captured by an image o.aptdis:ing device
different from the 30 image capturing device, and to generate information
that relates to a. facial. image of the first user that would he stored at
the memory or storage device. For example, if the informatisn that will.
eventual liv used to authenticate the user was derived from an image
selected  from among photos which the user had stored in one or more
databases associated with respective social networks to which the user
belongs. 



In accordance with another aspect there is provided a computer program
product stored on a non-transitory tangible computer readable medium and
comprisini instructions that, when executed, cause a mobile computing
device comprising one or more computer processors to perform a method, the
method comprising: 10(a) storing a password associated with a first user
and information that relates to a facial image of the first user; Co)
receiving data inserted by a user;        (c) comparing. the received data
with the password 15 associated with the, first user, and determining
whether the received data matches the password associated with the first
user;        (d) if the received data matches the password associated with
the first user, prompting an image 20 capturing device to capture a facial
image of the user who inserted the data received;        (e) retrieving
information that relates to a facial image of the user who inserted the
received data, and comparing that igformatlon with information that has
been 25 stored at the memory of the mobile computing device, wherein the
latter information relates to the faciai image of that first user;
(f) if the retrieved information relating to a facial image of the user who
inserted the received data matches 30 the information. relating to the
facial image of the first user which has been stored at the mamdry of the
mobile computing device, proTptino unlock of the mobile computing device.
According to another embodiment, in case the captured facial image captured
cannot be used for extracting enougn. information th order to carry out a
matching process with the Information relating to the facial image of the
first 



5 user which has been stored at the memory of the mobile computing device,
the method further comprises the steps of:        (g) enabling limited
access to resources of the of the mobile computing device; 10(h) triggering
the image capturing device to capture another image and processing the
newly captured image; and        (i) if the newly captured image cannot be
used for extracting enough information in order to carry out a matchine
process with the information relating to the 15 facial Image of the first
user which had been stored at the memory of the mobile computing device,
repeating steps d.2 and d.3 for up to a pie-defined number of. times; and
(j) if after that pre-defined number of times, no match has been found
between the extracted information the 20 infoemation relating to the facial
image of the first user which has been stored at the memory of the mobile
computing device, logging off the user who was granted. with a limited
access to the mobile computing device. 25 Brief deecription of the Drawingz
FIG. 1 is a flow chart illustrating one embodiment of the present
invention; FIG. 2 is a flow chart illustrating a different embodiment
present invention; and 30 FIG. 3 is a flow chart illustrating yet another
embodiment of the present invention.  Detailed Description 



A better understanding of the present invention will now be obtained. when
the following. non-limiting detailed clescriotion is considered in con:,
unction with the 5 following drawings. Byimplementingamethodci:atwostage
authentication process as proposed herein for logging in to a mobile
device, a meaningful. advantage is obtained over the prior art solutions.
A. mobile computing device is 10 a device which its resources are
restricted by their very own nature (computing resources, energy available,
etc-) due to the fact that it is most of the time disconnected from the
electricity grid. However, the solution provided by the present invention.
enables saving of these resources 1.5 by. using the two stage technique
described herein, whereby only limited resources are consumed while
carrying out. the first stage of the authentication, and whenever the first
stage has been successfully completed, the second stage, which consumes
more of the mobile device resources, will 20 be carried out. This solution
oilers both an enhanced secured log-in procedure (going through two user's
independent authentication stages) and minimizing the utilization of the
mobile device resources, as the second stage will not be prompt (nor the
devices that are 25 responsible to retrieve the identification data of the
second type, e.g" facial images, voice prints, etc.). One' of the important
outcomes in applying such a two stage method is, that if the user leaves
the mobile device Ce,g, a smartphone) for some time, unauthorized person
(5) might 30 try to access the device, and if not. for the first stage
which consumes small amount of the mobile device resources, every time such
an unauthorized attempt is made, a facial image would have to be taken, he
analyzed and compared with. a facial image stored in the memory of  the
mobile device. This waste of resources is eliminated by the fact that the
unauthorized attempts will not be able to pass the first stage of the
authentication process. 5Let us first consider EiGe 1. which illustrates a
flow 



chart of J-In example where auger of a mobile computing device, such as a
laptop, mobile telephone and the like, having an image capturing means such
as a camera associated therewith (e.g. being an integral part of the 10
mobile computing device), wishes to unlock his mobile computing device
after g certain period of time during. which that. device was not in use.
First, in order to implement the embodiment that will be described
hereinbeiow, the user stores his password at 15 the mobile computing device
memory as well as information. that relates to his facial image (step 100).
This information that relates to the user's facial image may be stored in
any one of a number of ways such as a digital representation of the user's
image, one or more features 20 characterizing the user's image, a facial
signature of the user, etc.., or any other way that. is known an the art
per se that would allow comparing another image of that user (either with
or without extracting certain information from the other image) with the
information that has been '5stored.       Then, when the mobile computing
device is in a locked mode whether because the user has turned the mobile
computing device off or logged out) or due to non-use of the mobile
computing device for a certain period of time, 30 as specified in. the
device, operating definitiorus., and the user wishes to regain access the
resources of the mobile computing device, the following steps of a two
stage authentication process are taken,         First, the user inserts his
password (step 110). This step can be done by inserting alphanumeric
information or by making one or more gestures in ,.=-1 touch sensitive area
of the mobile computing device (lithe mobile computing 5 device has a.
touch screen)  or a combination. thereof.       Once the password related
data has been inserted by the user, it is cm:pared (step 120) with the data
associated with the user's password, which badelready been stored in the
memory of the mobile computing device, 10 Then, it is determined whether
the received. data matches. the password associated with that user (step
130). As long as the data inserted by the user does not match the data of
the password that had been stored in the device memory, the device will
remain in a locked mode, 15However, if the password data inserted by the
user 



does match. the stored. password data, an image capturing device associated
with the mobile computing device (a. a;. its camera) is prompted to capture
a facial image of the user currently facing the mobile contacting device
(who is 20 assumed. to be the person who inserted the paesword data) (step
140),       As soon as the user image has been captured, the image is
processed (step 150) and a facial recognition process is invoked in order
to compare information 25 retrieved from the image captured with the
information that        .tas been stored at the memory of the mbbile
computing device (step 160)' In order to decrease the response time of the
mobile computing device, the facial image of the icier is 30 processed and
a unique face signature is extracted therefrom. The extracted signature
represents the facial data, which contains unique features of the processed
face. Also, the programmable engine is adapted. to handle  various
real-time changes,caused due to variable situations, such. as: 



Camera differences: when the camera used in the prbcess of generating the
facial signature is differs from the camera used to perform the live
ii,recognition; Environment difference: when the image that includes the
user's face was taken under differentenvironment(a. g.lightening
10conditions.) compared with the environment at which the live recognition
is performed; and Databasedifference:oeeoleofdifferent
ethnicitymighthavedifferentunique characteristics, which should be taken
into 15account when deciding whether two signatures belohi to the same
user. 



If the retrieved information relating to the facial image of the user who
inserted the data received, matches the information relating to the facial
image of the first:. 20 user which has been stored at the memory of the
mobile computing device, unlocking the mobile computing device (step 170).
FIG.2is a flow chart exemplifying another embodiment. As le the previous
example, also this example 25 refers to a two stage authentication process
for gaining access to the resources of the mobile computing. device (a.k.a.
unlocking the mobile computing device), wherein the first stage of the
authentication process is carried out by utilizing. a relatively small
amount of the mobile 10 deviceresources(e,g,powerresources,computing
resources), by inserting a password as described. hereinabove (by inserting
alphanlimeric information or by making one or more gestures in a touch
sensitive area of the mobile computing device, or a combination thereof.),
and the second stage, where there is a number of authenticating options,
eact consuming a substantially larger amount ot resources that those
consumed for the first stage.      Thus, accordHnd to this example, two
types of identification data are stored at the memory of the mobile
compntini device (step 200). As explained above, the first type of
identification data is characterized in that it consumes a. small amount of
computing resources of the 10 =bile computing device for comparing stored
identification data of the first type with data of the first type that
would be introduced to the mobile computing device (e.g.. by inserting a
password and comparing it to a stored password of the user), The second. 15
type of identification. data is characterized in that it consumes a
subsant.Hlly Larger amount of computing resources of the mobile computing
device for comparing the stored identification data of the second type with
data of the second type that would be introduced to the mobile a) computing
device, than the identification data of the first type. For example the
comparison may be carried out hy invoking one or more of the to mechanisms:
a facial image recognition process, a voice print analysis and fingerprint
analysis.      Now, when the mobile computing device is in a locked mode,
and the user wishes to access the =bile computing device resources, the
authentication process starts when the user inserts his password (step.
210) as explained above. Once the password related data has been inserted.
by 



30 the user, it is compared (step 220) with the identification data of the
first. type (e.g. the stored password of the user). Then, the processor of
the mobile device determines whether the received data matches the stored
data which is associated with the use: password  (step 230). As before, if
the data inserted by the user does not mat oh the data of the pt-assword
LhAL haA been stored in the device the device will remain in a loched mode.
5However, if the password inserted by the user matches the stored data for
the password, a user interface of the mobile computing device is prompt
(step 240) in order to enable receipt of identification data of the second
type the mobilecomputation. device.The term. ''USer fts interface" as bsed
herein may include a camera to capture a facial image of the user, a
.icrophohe to capture a ,Ybice print of the user, a pre-defined area of the
touch screen of the mobile computinp device for receiving a fingerprint of
the user, as well as a keyboard for 15inserting the user password ;step
210).       Now, let us assume that the camera IS the device which has been
prompt in order to capture to user facial. Hmaqe. The image is then
processed (step 230) and a facial recpqnition process is invoked in order
to compare 20 information retrieved from the image captured with the
information that has been stored at the memory of the mbbile computing
(ie7lce (step 260). However, let us assume that in this example the
comparing step was unsuccessful because of any one of possible reasons,
such as the image 25 was taken under pool lightening. conditiohp, the user
is the driver of a car being currently driven and cannot: locate his face
to front of the camera in order for tne camera to caprure an image that
crtains enobgh information for the comparison, at:::.in sucn a case 



30 another device Is invoked, Lot Us assume that in this example it is the
microphone, The user may then pronounce S pre-defined combination of words
(e.q, his name) which may then be converted Into digital data, and the data
thus obtained is then used for matching with identifHcA.tion  wherein the
first stage of the authentication process is carried out by inserting a
password as described 15 hereinabove ane the second,: stage, where there is
a number of authenticating options, each consuming a substantially Is rger
amount of resources that those consumed for the first. stage. Thus,
accordind to this example, two types of 20 identification data are stored
at the memory of the mobiie computing device (step 300), namely, the user's
password as well as information that relates to his facial image (e.0, that
was derived by taking his own facial image using that mobile de:vice). As
explained above, the 25 information that relates to the user's facial image
may be stored. in any one of a number of ways such as a digital
representation. of the user's image, one or more features characterizing
the user's image, a facial signature of the user, etc., or any other way
that is known in the art per 30 se that would allow comparing another image
of that user with. tne stored information_       Then, when the mobile
computnq device is in a locked mode and the user wishes to regain access
the resources of  the mobile computing device, the following steps of a two
stage authentication process are taken.       First, the user inserts his
password (step 310). This step can be done by inserting alphanumeric in or
by mbbing one or more gestures in a touch. sensitive area of the motile
computing device (if the mobile computincj. device has a touch screen), or
a combination thereof.       Once the password related data has been
inserted by the user, it is compared (step 320) with the data 



10 ansociated with the user's password, which is stored at the memory of
the mobile computing device. Then, it is determined whether the received
data matches the password associated with that user (step 330), If the
password inserted by the user does not match the stored. password, 15 the
device will remain in its locked mode.       However, if the password
inserted by the user does match the stored password, an image capturing
device associated with the mobile computing device (e ,q. its camera) is
prompted to capture an image which, at a. high 20 probability is a facial
image of the user currently facing the mobile computing device. (step 340).
The captured image is then processed (step 350) and if it is found to
contain enough details to enable inv0kinp a facial recognition process,
such a process is 25 invoked in order to compare information retrieved from
the image, captured with the information that has been stored at the memory
of the mobile computing device (step 360), as described in connection with
Fig. I. If the retrieved information relating to a facial image of the user
who 30 inserted the received data matches the information relating to the
facial image of the user which had been 



stored at the memory of the mobile computing. device, the mobile computirp
device is unlocked, and unlimited access is granted to the user to all of
the mobile device  resoarces/applications,However,iftheretrieved
information relating to a facial image of the user who inserted. the
received data has been successfully processed but does not match the
information relating to the facial 5 image of the user which had. been
stored at the memory of the mobile cmputing device, the mobile computing
device remains in a locked mode, and access to the mobile computing device
resources is denied from the user whose imaae has been captured and
processed. 10However, let us now consider a case where the image captured
(step 34(J) cannot be used. for extracting enough information in order to
carry out a. matching process with. the information. reating to the facial
image of the first user which had been stored at the memory of the mobile
15 computing device. Such a. case could occur wheh the face of the user
inserting the password is not in front of the mobile device camera, if the
lightening conditions are very poor, or any other reason- In such cases,
the next step of the present example is to grant limited access to 20 the
resources of. the mobile computing: device, to the user (step 370), in
order not to have an adverse effect upon the user experience, which cbuld
have been caused had the legitimate user been forced to capture his image
time and time over (e,a in case the user is currently occupied and 



25 cannot face properly the camera) without being able to access his mobile
telephone. This limdted access, which is granted for a rbiatively short
period of time, may he for example a permission to access certain
applications and not others (e u. contact list, e-mails, etc.), or can be a
30 full access to all applications but as explained above, it. will be only
for a. relatively short period of tire,       Once the limited. access has
been granted, the image capturing device is pronTt to capture another
image., and once captured by the camera. (step 380), the mobile  computing
device processes (step 390) the newly captured image to determine whether
it contains enough information to enable carrying out a facial recognition
process. If the answer is still negative, which means that the newsy
captured image cannot be used for extracting enough information in order to
carry Oct. a matching process with the information relating to the facial
image of the first user which had been stored at the memory of the mobile
calgIting device, repeating steps 380 and 390 for up t".(D a 10 pre-defined
number of times. Triggeting such a repetition of steps 380 and 390 can be
done by any applicable method_ If can be done for example, every
pre-defined period of time, e. g. every 30 seconds. In the alternative,
these steps can be repeated. (as long as no clear image has yet 15 been
captured), following the pressing ot a Key at the mobile ccmputinp device
keyboard (eq. every fifth time that a key Is -pressed) or every x number ot
fines that gestures are made at a touch sensitive area of the mobile
computing device. The advantage of the latter option is in 20 that it
increases the chances that. when the next Mmages are captured, there wogl.d
be a user in front of the camera who pressed the key or toughed a touch
sensitive area, If after t4-Nnt pre-defined number. of times, example 3-4
times, no match has been found between. the 75 extracted information and
the information. relating to the facial image of the first user which had
been stored. at the memoty of the mobile cbmpatinp device, the mobile
computing device will re-enter a locked mode (step 4.00) and will log off
the user who was granted with a limited 30 access to the mobile computing
device., upon inputting the correct password_       It is to be understood
that the above description only includes some embodiments of the invention
and serves for its illustration. Numerous other ways of carrying out  



the methods provided by the present j nvention may be devised by a person
skilled in the art without departing from the scope of the invention, and
are thus encompa ssed by the present invention. 5It should be understood
that features described with respect. to one embodiment may be used with
other embodiments and that not all embodiments of the invention have all of
the features shown in a particular fiaure , Variations of embodiments
described will occur to persons 10 of the art. Furthermore, the terms
"comprise, " "include, " "have" and their conjugates, shall mean, when used
in the claims, " I ncludina but not necessarily limited to. " The scope of
the invention is limited only by the following claims , 15  Claims  1. A
two stage method for loogMnq a fitst user in to a mobile convicting device
being i us locked mode, said method comprising: 5(a) storing data
associated with The first user and storing information that relates to a
facial image of that first user, at a memory of the =bile computing device;
Op) when the mobile computing device is in a lobbed mode: 10(b.1) receiving
data inserted by a user who 



wishes to uflioci; the mabHie computing device;        (1).2) comparing the
received data with the stored data associated with the first user and
determining whether the received data matches the 15stored data associated
with the first user; (b"3)if it has been determined that the received data
matches the stored data associated with the first user, promptihg an image
capturing device associated with the mobile computing device to 20capture a
facial image of the user who inserted the data receiv4KU        (1).4)
retrieving information that relates to a facial. -Image of the user who
inserted the received data and comparing that information with information
25that had been stored at the memory of the mobile computing device,
wherein the latter information relates to the facial image of that first
user; (0) if the retrieved information relating to a. facial image of the
user who inserted the received data matches 



30 the information relating to the facial image of. the first user which
has been stored at the memory of the mobile computing device., unlocking
the mobile computing device.  2. The method of claim I, wherein. in case
the image captured in step b...3 cannot he used for extracting euough.
information in order to carry out. a matching process with the information
relating to the faclal image of the first user which has been stored. at
the memory of the motile computing device, the method further comprises the
steps of:        (d.l) enabling limited access to resources of the mobile
computing device; 10(d.2) triggering. the image capturing device to capture
another image and processing the newly captured ima.ge.: and        (d-3)
if the newly captured image cannot be used for extracting enough
information in order to carry out a 15 matchinb process with the
information relating to the facial. image of the first user which had been
stored at the memory of the mobile computing device, repeating steps dy2.
and d.3 for up to a pre-defined number of times? and (d.4) if following
that pre-defined number of times, 20 no match has been found between, the
extracted information and the information relating to the facial image of
the first user which had. been stored at the memory of the mobile computing
device, logging off the user who was granted with a limited access to the
mobile computing 25 device.  3. The method accnrding to claim 2, wherein
step d,2 is repeated for up to a pre-defined number as long as not enough
information can be extracted from the newly. 



30 captured bmage in order to carry out a ..mtchinb process with the
information relating to the fac_Hal image of the first user which, has been
stored at the memory of the mobile computing device, and wherein hitting
of. a key at the mobile computing device keyboard or making a gesture  at.
a touch sensitive area of the mblside cpmputj.ng device, triggers capturing
of a new image.       The method according to claim 1, wherein if the
retrieved information re tat ind to a facial liTt. g 1511 the user who
inserted the received data has been successfully processed bht does not
match the infohmation relatihq to the facial image of the f',rst user which
had been stored at the memory of the mobile comphting device, denying 10
access to the mobile computing device resources from the user whose facial
image has been caprured and prbcessed, 5,The method according to claim
1,wherein the   retrieval. of information that relates to a faciai imaqh of
15 the User comprises processing the facial iM3I0 to identify therefrom at
least one characteristic of the user, 6.The method according to claim I.
whenthe processing of the facial image comprises extracting at 20 least one
unique facial signature from the user facial image and matching each or the
at least one extracted. unique signatures with Lecke' signatures related
data comprised in the memory attire mobile computi.ng device. The method
according to claim 1wherein the processing of the facial image is carried
out by using an image captdrini. device which. is different from the image
capthring device operatively coupled with the mobile computing device, for
generating the information that 30 relates to a. facial imaqb of the first.
User that has been stored at a memory of the mobile computing de.vice. 



(a) storing at the memory of the mobile computing device user
identification data of two tyoes, wherein the first type of identification
data is characterized in that it consames a sman amount of resources of the
mobile computing device for comparing the stored identification data of the
first type, with data of the first type that would be introduced to the
mobile computing device, and wherein the second type of identification data
is characterised in that. it consumes a. substantially larger. amount of
the mobile computing device resourpbs than the identification data of the
first type, for comparing the stored identification data of the second type
with data of the second type that would be introd.uced to the mobile
computing device; 15(b) when the mobile computing device is in a locked
mode:               1,b,,1) receiving data of the first type, inserted by a
user who wishes to unlock the mobile computing. device;        (10,2)
compalind the received data of the first type with the stored
identification data of the first type associated with said first User, and
determining whether the received data of the first type matches the stored
identification data of the first type; 25 CP.3) if it has been determined
that the received data of the first type matches the stored identification
data of the first type associated with the first user, enabling c.apturirg
of data of the second type associated with the user who wishes to 30unlock
the =bile computing device;        (b.4) using the captured data of the
second. type for matching same with identification data of the second type
associated with the first user, that had  been stored at the memory of the
=bile computing device;        (c.) if it has been determined that the
received data at the second type matches the stored identification data 5
of the second type associated with the first user, unioc1Kint4 the mobile
computing device. g.The method of cl.am t':, wherein the idehtification 



data of the second type stored in the mobile computing 10 device ccmprises
data that belongs to at least two different classes of data, 10, The method
of claim. 9, further comprising a step wherein if the captured data of the
second type does not 15 contain enough information for matching same with
identification data of the second type associated with the first user that.
had been stored at the mempry of the mobile computing device, step b,3
comprises enabling capturing of data with the user who wishes to unlock the
20 mobile computing device, wherein said data belongs different class of
the second type which is different from the captured data of the second
type that did not contain eheugh informatien for carrying out the matdhing
process. 25 11, A mobile computing device compnLsing: a power source; an
image captumine device; a user interface configured to enable a user to
insert at password.; 30 a memory or stoage device storing: al a password
associated. with the first user; In information that. relates to a facial
image of the first user? c) It program; one armors precessing units
operable to execute the program, wherein the ezeowtion of the program
causes the   one Pr more processing units to carry out. the toliowing opera
LI I. ocs when the mobile compitind device is in a locked PC) de
to process data inserted. via the user Interface  5 by a. user who wishes
to unlock the mobile computing       to compare the inserted data with the
password. associated with the first: user that has been stored at the
MF::M0fy or storage deeice afld to determine 



10 whetter the inserted data ifLatches the password associated with the
first user;       if the inserted data matches the password associated with
the first user, prompting' the ip.age capturin.q dec2i.ce to capture a
facial. image of the 15user who inserted. the data;       to retrieve
information that relates to a facial image. or the user who inserted tne
data and to compare that information with information that has been stored
at the memory or storage device, wherein  20 the latter information relates
to the facial image of the first user       if the re..,-LriJa.,:ifj
information which relates to a. facial image pf the user who inserted the
data ifLatches the information which has been stored at the  25 memory or
storage device and relates to the facial image F the first user, prompting
the unlock of the mobile computing. device. 12. The mobile cbmputing device
according to claim 11, 30 wherein in case the facial image of. the user.
who inserted the data that. was captured by the image capi.uring device,
cannot be used. for extracting enough information in order to carry out a
matching process with the in.fprmation relating to the facial image of the
first user which had  



been stored at the memory of the mobile computing device, the one or more
processing units are further configured to carry out-the following
operations:       to enable limited access to resources of the of the
mobile computing device;       to prompt the image capturing device to
capture another image and to process the newly captured image; and.
if the newly captured image cannot he used for extracting engugh
information in order to carry out a 10 matching process with the
information relating to the facial image of the first user which had been
stored at the memory of the mobile computing device, repeating the steps of
capturing the image and processing it for up to a pre-defined number of
times; and 15if after that pre-defined number of times, no match has been
found between the extracted information and the Information relating to the
facial image of the first user which, has been stored at the memory of the
mobile computing device, to automatically log off the user to a 20 united
access to the mobile computing device was granted. 13. The mobile computing
device according tfl claim 12, wherein the one or more processing unit are
configured to repeat prompting the imaie capturing device t.o capture an
image and to process it for up to a. pre-defined number of times, as long
as the newly captured image cannot be applied t or extracting enoucih.
information in order ro carry out a matching process with the information
relating to the facial image of the first user which has been 30 stored at
the memory of the mobile computing device, and wherein hitting a key at the
mobile computing device keyboard or making a gesture at a touch sensitive
area of the mobile computing device, triggers the prompting. of capturing a
new image.   14. The mobile computing device according to claim 11, wherein
if the retrievbd information redating to a facial. image of the user whe
inserted the received data has been 5 successfully processed but does not
match the information. relating to the facial image of the first user which
had been stored at the memory of the mobile computing device, the one or
more processing units are configured to deny access to the mobile computing
device resources from the 10 user whose facial image has been captured and
processed. 



15. A computer program product stored on a non-transitory
tangiblecomputerreadablemediumandcomprising instructions that, when
executed, cause a mobile computing 15 device comprising one or more
computer processors to perform a method accordino to claim 7.  16. The
computer prbgram product according tu claim. 15, wherbin in case the
captured facial image captured cannot 20 be. used for extracting enough
inforration in order to carry out a. matching process wi Lb the.
information relfHrg to the facial image of the first user which has been
stored at the memory of the mobile computing device, the method further
comprises the steps of 25(i) enabling limited access to resources oi. the
of the mobile computing device;       (1..i) triggering the image capturing
device to capture another. image and processing the newly- capturbd image;
and (Ili) if the newlv. captured image cannot be used for 30 extractinq
enough information in order to carry out a matching process with the
information relating to the facial image of the first user which had been
storeh at the memory of the mobile comle.uting device, repeating steps d.2
and. d.3 tor up to a pre-defined. number of times; and         (ta) if
after that pre-defined number of times, no match has bebn found between the
eztracted information thb information relating. to the facial image of the
firdt mser which has been stored at the memory of the mobile 5
comput.device, logging off the user who was granted withalxm U ed access to
tne mbbit.e computing device., 






