| NVENTION 5 Field of the nventlon The present invention relates in general
to the field of net mmuﬂwnmm handl i ng systens, and nore
particularly to a ne enrfor network switch configuration. 10
Description of the Rel at&eiart As the val ue and use of T nformation
continues to increase, individuals and busi dditional ways to
process and store information. One optl on mﬂmlmmmmﬂmnﬁsers i's

i nformation handling systens.. An inf ornatlon L9 system general ly
processes, conpiles, stores, and/or connunlcates |n?ornat|on or data for 15
busi ness, personal, or other purposes thereby allow ng users to take

advant age of METHOH ANDEYSIEM IFGRNEIWORK $HATROHC ONFIGURAINON d

i nformati on handling needs and requirenents vary between different users
or applications, information handling systens may al so vary regardi ng what
information is handl ed, how the information is handl ed, how nmuch
information is processed stored or conmuni cated, and how 20 quickly and
efficiently B4 [BtQ K jessed, stored or conmmuni cated. The
variations in |nfornat|on handllng systens allom1for i nformation handling
systens 0 8e1df B Anv&tonOnfi gured for a specific user or specific use
such as financral transaction processing, airline reservations, enterprise
data storage, or global comunications. In addition, |nfornat|on handl i ng

systens may i ncl adepasamrdvaitmn@élatzémrgaﬁdmb Ereaetl STOHetWRK enfeiraenent s t hat
may be confﬁg?&ed to proc store, and conmmunicate information and may

i ncl ude one HEsEstie ’@Pres’%’tcé]ﬁﬁly tyamathod angl sysfemdgaesperk syieh net wor ki ng -
systens. -1 GhggdtR@. of information handling systemthat provides -
“flexibility in managi ng

10  Description of the Related Art

As the value and use of information continues to increase, individuals and
businesses seek additional ways to process and store information. One option
available to users is information handling systems. An information handling system
generally processes, compiles, stores, and/or communicates information or dafa for

15 business, personal, or other purposes thereby allowing users to take advantage of the
value of the information. Because technology and information handling needs and
requirements vary between different users or applications, information handlihg
systems may also vary regarding what information is handled, how the information is
handled, how much information is processed, stored, or communicated, and how

20 quickly and efficiently the information may be processed, stored, or communicated.
The variations in information handling systems allow for information handling
systems to be general or configured for a specific user or specific use such as financial
transaction processing, airline reservations, enterprise data storage, or global
communications. In addition, information handling systems may include a variety of

25  hardware and software components that may be configured to process, store, and
communicate information and may include one or more computer systems, data

storage systems, and networking systems.



.nhetwork information is a blade server having plural server blades. A blade
server is scalable to neet processing requirenents for network information
by increasing the nunber server blades as network processing requirenents
i ncrease. The server blades 5 are supported in a server chassis and
typically interfaced with each other and a network by two nanaged Et hernet
swi tches per chassis. The deploynent of blade servers may include a |arge
nunber of chassi i e iy Vi ades to
Process | nf or mat a0 0R BLRE YR Mo bR R AL Sl dd 0

i ncl ude 25 dREEsk efprnagiae iserbladsserverhekmgwivrsl seetblateassibiadh asivergs sever al

bl ades 10 i ntgy t he bl ade server has
a total of 50 Et{lﬁgfrﬁg%%ric%}%n?ﬁ hglg&g rgg f?l%rélg%‘?nnbd' WtH § net wor k. One
di fficul ty wumbessgver hledesias nambrle}dec@sng/eqmndmslmcreaset’nbetsehheb&mst ches are

Egg;fgugtfgﬁiéu%%r&g%&?g %ggséstlrse ‘% lca Ub%tr%fﬁ#w‘ém%/aégo%?ﬂ‘?ga manuf act ur e

to have a dekerdrk by ovf mgnaged Ethameﬂﬁnﬂamsqmechasﬁﬂ]dfhéﬁ@%l&yxﬁ&ﬁ%fﬁiahé’ custom ze
t he confi gur, QIIVII% af eI ive e manufacturer with

hes [
desired confrgur é?ﬁyol?\avﬂe@ 8188 e ‘ﬂ'ogg Slgw&gﬁﬁch&ngﬁaﬁ%am berfdr ess,

gat eway, VLABtvert bladel to protdss ffieredtied) Fop iliRhics @ldbp1oERent GEMEdeAeldbrs 1 N or der
to nodify a swtﬁgqec%o% uration, an end user interfaces with a serial

" managenent ip ORe PrOnQrR FckE With gach Ghassig having gerablladas set tings
or to mnuallﬁtyrfmwwm@mef SrifdRlsi 0 @t %rsﬁadg gm%r HaDa &1 59 ﬁmﬁﬁlﬁgnfy ie,

such as froma TFTP server. Large anount of e servers wt

managed Et héPiehes sapablanfdntaiesing wigh aestserki ng to configure in this manner.
SUMVARY OF THE | NVENTI ON 25 Therefore a need has arisen for a nethod and

system whi ch aut muﬁﬁcﬁl@%ﬂﬁ%kh&gnbela'aekéw&%hés\é\fsﬁsctﬁatwivh&ﬂ fLons. for
network switches of an information handling system In accordance with the

present i nveYRiFadl confighEsdwih Werfical ey tslébﬁ@ﬂ@ll}pqi@#md:@gﬁguratlons The
switches are typically configured during manufacture to have a default configuration,

15 however, end users generally customize the configuration of switches after delivery
from the manufacturer with desired configuration factors such as a static or dynaﬁ:u'c
IP address, gateway, VLAN, trunk, port speed and other settings. Generally, in order
to modify a switch configuration, an end user interfaces with a serial management
port of the switch to change the configuration factor settings or to manually download

20  pre-defined configuration settingé as a file, such as from a TFTP server. Large
amount of blade servers with many managed Ethernet switches are time consuming to

configure in this manner.

SUMMARY OF THE INVENTION

25 Therefore a need has arisen for a method and system which automates the
setting of network switch configurations for network switches of an information

handling system.

In accordance with the present invention, a method and system are provided
which substantially reduce the disadvantages and problems associated with previous

30  methods and systems for setting network switch configurations of an information

2-



.which substantially reduce the di sadvantages and probl ens associated with
previous 30 nethods and systens for setting network switch configurations
of an . information -2 handling system A configuration agent associated with
each network switch automates the network switches to search for and | oad
a configuration imge or file so that all network sw tches of an

I nformati on handling systemare autonmatically downl oaded the sane or a
subst ant i al Ihyndingisystem.c Arbhfijguraton@agent asshitited sk ehdhi el drl swidchPr e- boot

Execut e Envi_ronnen "PXE') agent is nbedded in the firmvare of 't he
managed Et hé"rltr?gltg{%ﬁg}e\(ﬂ@&o%émt%ﬁéio sﬁ?mlé(te"dlaﬁcgg’ag%@? iguratipp ipags on filss9t ti e,
t he PXE agentiat okt feresiksswatcheyfiag ik fodma6ibn hifRs §y@fer 4r8 autdneRailat ed net wor k
swi tch fromdaWEgE setéver, automatically re-configures the associated
network swi CCHRQATEdthe 535 ashbsRtip oIl sPRERIAtoper ate with the new 10
configuration. For instance, the PXE agent contacts a DHCP server

associ at 6d wi t h Mdiespexificsldy, ¥ @re-Budd Ek&uieBalviroiah &l (PXEOPigahfisboot service
froma boot ion service froma confij ation server.

seryer,.and . confi qur at | ur
The netvvorkeg%f’%@ﬂ e firgware O%Ehﬁm%&@@%e%?téﬁ@ﬁ%%t@%ﬂagﬁ?d&t i on i mage
fromthe conrtivguMairinga bS6Y titee, tHePXI BpenBeGREts AlcBAki MRtMR ikagtWbi &)  One or
nor e configuratjog factors may be_individually set 15 by altering the

confi gur at i GFOFRied nRORK Jrifah 2 BEEiseraer, aiematicallyerqonfipwessthe such as a

Uni ver sal Unidgeitel 3ok iviitch(adlWkdDootd e AR sHitdB R JpRfhed i &g%{wgur ation
step, such as _avoid the setting of a dynamc |IP address in favor of a

static I1P aganfamuation PymEngencs: the BXEge¢nicentacni 2 RHERskrvertsssfatedswitlt ch of a
pl ade serveindby oYy dhNEhCRRR St Bt Syicl hohlihoaPlefRl K p i T CheS TO

have the same or substantially the sane configura ce the network
SWi t ches ar eorfigyratign serlice fiom FxEfiggretiinsservay The ndiveoab bwitcht RXE pgeac| ude

Iy
i nvent i on prasserides netwodniveitchoOnie wp mnteaohfifieationi fsadrs ady b8 irdgasually set
15 by altering the configuration file path with pre-defined unique identifiers, such as a
Universal Unique Identifier (UUID), to avoid a desired pre-configuration step, such as
avoid the setting of a dynamic IP address in favor of a static IP address. A PXE agent
associated with each network switch. of a blade server allows automated configuration
of the network switches to have the same or substantially the same configuration.
20 Once the network switches are configured, the PXE agents may be disabled to
preclude subsequent requests for the configuration service and enabled when a change

to the configurations of the network switches is desired.

The present invention provides a number of important technical advantages.

One example of an important technical advantage is that the configurations of-the

25  network switches of a blade server are automatically set. Automatic loading of the
configurations reduces the time used in setting up a blade server by allowing network
switches to download the destred configuration for each network switch during boot,
thus reducing or eliminating manual loading of configuration factors. The
downloading of a defined conﬁgﬁration also reduces the risk that erroneous

30  configuration factors will be entered by manual setting of conﬁguration factors. For

selected configuration factors that vary from switch to switch, such as a static IP



_One exanple of an inportant technical advantage is that the configurations
of the 25 network switches of a blade server are automatically set.
Automatic | oading of the configurations reduces the tine used in setting up
a bl ade server by allowi ng network sw tches to downl oad the desired,
configuration for each network swi tch during boot, thus reducing or

el i mnating manual |oading of configuration factors. The downloading of a
defi ned confaddtasatnigne senfierealloveaitqnmted lpading dfandependemaoufgBationonf i gur at i on
factors willgbe gRlpLEsE by manual setting of configuration factors. For
selected configuration factors that vary fromswitch to swtch, such as a
static |P -3 address, unique identifiers allow automated | oadi ng of

i ndependent configuration factor information. BRI EF DESCRI PTI ON OF THE
DRAW NGS 5 THRTEN BESERIPFIGN GIP PR Ry er understood, and its nunerous
objects, features and advantages e ent to those skilled in the art
by referencing the acconpanying drawi ngs. The use of the sane reference
nunber t@roughout the several fiqures designates a |ike or simlar

el ement . >Fi gure ﬁhaéfﬁseqtsnvsntfﬂndequﬁk&gww@ﬁo@,gx;%ttsemnnmwusmjﬁctsguri ng
network sw tfghes addaRBRAek ﬁiaﬁga;?ﬂa}egtfi’) B QG ISR R art tgjr%fe?&tc{ngrah handl i ng
system and Figure 2 depicts a flow diagram of a process for oﬁ?lgurlng
net wor k swi taspamBpanypEimwiEs. DEsTR B TheGmAntfeneeadmbentbtoaghmpthecat i on of a
defined confy j r : omponents of an information

handl i ng syg%gﬁgﬁgbggg%%%ﬁrgﬁg%gﬁf%%ﬂg%%yémggent associated with the
conponents. For instance, information handling systens that have a

rel atively | ar ge Fgwibkdepidts sbloplodiagramiof ¢ lsystem & configuribg aetwoskaswitehss, ar e
able to g o : i.al: [l onfi gurations by

interf aclidngaélgg(élgﬁg%dﬁltiﬁssa ﬁg%ez%g’i%gtgg%h@\nhéq\;h%gc Sggetflﬁbarmlg switch with a

configuration service having an image of
Figure 2 depicts a flow diagram of a process for configuring network switches.

DETAILED DESCRIPTION

- Automated remote replication of a defined configuration to a number of

15 components of an information handling system is accomplished with a PXE agent
associated with the components. For instance, information handling systems that
have a relatively large number of network switches, such as blade servers, are able to
load the same or substantially similar configurations by interfacing PXE agents
associated with each network switch with a configuration service having an image of

20  the configuration. For purposes of this application, an information handling system
may include any instrumentality or aggregate of instrumentalities operable to
compute, classify, process, transmit, receive, retrieve, originate, switch, store, display,
manifest, detect, record, reproduce, handle, or utilize any form of information,
intelligence, or data for business, scientific, control, or other purposes. For example,

25 ' an information handling system may be a personal computer, a network storage
device, or any other suitable device and may vary in size, shape, performance,
functionality, and price. The information handling system may include random

access memory (RAM), one or more processing resources such as a central processing



. 20 the configuration. For purposes of this application, an information
handl i ng system may include any instrunentality or aggregate of
instrumental ities operable to conpute, classify, process, transmt,
receive, retrieve, originate, switch, store, display, nmanifest, detect,
record, reproduce, handle, or utilize any formof information,
intelligence, or data for business, scientific, control, or other purposes.

For exanpl e,un?%CHU) brasdwant brasoflvareohti@l 16318 ROV EM/0P Bther tgpssgnal conputer,
a network stora(g devi ce, (?.,anf/ ot her sujtable device and may vary in
A dﬁm

si ze, shape,"°B& ‘%8? HEReE- Grpepenys ofthepnfrmation bepdlingfyeeRemayon

handl i ng syshecadeBay ok Bold itk driRél Ot 0PBERIBWIRIRIN H M muRgndwitHOr €
processi ng resources such as a central proce53|ng -4 unit ( or hardware
3

or sof t war e B BFVit8gh well mompioaniaperand phrt (/Pp deviess, suglorseokexbddrd menory.
Addi tional GoARRBeRES vifeo WlBlal NTRE Mrlnggomgﬂsiﬁ ?tg%gﬁrfaﬁu%m%luderbgeude one

or nore disk drives, one or nbre network por nicating with

ext ernal defr &wse buses\giierablesto yrapimitigommynicatiansbatiu¢epube (arib@ haléwarees, such as
a keyboard, cgmioﬁ@%se, and a video display. The information handling system
may al so include one or nore buses operable to transmt conmunications

bet ween the various hardware_conponents. Referring nowto Figure 1, a

bl ock di agr am defieéaangnoy ofigare ber tprnkediagrarh depictaa systant onpmble toderdiarage t o

pl ural net wobkfigwhiimNBagoh pﬂu@ln@%ﬂ?%i\(ﬁfes £ gde S?[lﬁ"ély %la(‘ieose%§|10 AR a rack
12 that supports plural chassis 14. Eac chassi's supports plural server
bl ades 18 t @ ipekolletbat supnoms plurdl shassivd#i Each Bassisdld shpmaks plutb semerer f ace wit h

each ot her - h. ong_or e.ne rk switches 20.
Net wor k swi t CEESS %%%%g&ﬁﬁgggﬁ %%?8?'@?” esrvarf%%lr@ﬁéé;mi%%‘fe |4 f’ae°% Cessed
net wor k i nf endramnework 08 tinohgh oosor mee vietwoklt swdedesI®). Nawadrk B@itvies RO awi t ches 20
| oaded on each t&aﬁﬁi s_provi de redundant 15 sw tching. of ne rk
i nf or mati on n\l/\/lan?ge R IEhes (@Taé’éf’élyel%o%eé fwork F‘E@"“amnntoé&é\égmot her or
network 18 tshmverigjhdesils hBualaktwoieswitdes20 Waddd cawWatlCdhassisatsnad Alegnw th its
15 switching of network information with each server blade 16 communicating with each
other or network 18 through either of th_e two network switches associated - with its

chassis 14.

Network switches 20 are integrated with chassis 14 and delivered with a '

factory default configuration that sets configuration factors such as IP address, B

20  gateway, VLAN, trunk and port speed information to default settings. Desired
network switch configurations vary depending upon operating conditions, howevef,
are generally the same or substantially the same for the network switchés of a given
blade server 10. Network switch configurations are manually set through a
management interface, such as a serial port 22 and configuration ﬁser interface 24

25 operating on an information handling system. Manually setting the configuration
through each network switch management interface presents a time consuming task
since blade server 10 may include as many as 25 chassis 14 and 50 network switches
20.

In order to more efficiently set the configurations of network switches 20 for
30  blade server 10, each network switch 20 includes a PXE configuration agent 26. PXE

configuration agent 26 is embedded in firmware of each network switch 20 to set



. chassis 14. Network switches 20 are integrated with chassis 14 and
delivered with a factory default configuration that sets configuration
factors such as | P address, 20 gateway, VLAN, trunk and port speed
information to default settings. Desired network switch configurations vary
dependi ng upon operating conditions, however, are generally the sane or
substantially the sane for the network switches of a given blade server

10. Network 'égg- ' t I £ rough .a...managenent

i nterface, éﬁ%ﬁ as#%qgﬁ??gﬁﬂﬁggg§§%ggﬁgag%ﬁf%éﬁ$§ g%‘ﬁég?ﬂpﬁ &rface 24 25
oper ati ng orPreheot Ffeontiat Enyrroraerd Spevificetisd. eburingburhoat tinge, PR i ng t he
configurati swtch a I nte ce presents a
tinme consum%ﬁ%ﬁ%ug{stﬁﬂqg?nﬁgg Q%‘ﬂlg%%gga;t%sro\ygrrne °@?x “g%%lel{}é‘:ese ser%% cﬁ/ as 25 '
chassi s 14 alnunbad aetnfipuiationimage ésits 6hcidtedl mervaak sivichaly, @3 feraireft | y set

t he confi.gur.ation etwork .switches 2Q for 30 bl ade seryv 10, each

net wor k Swi t‘%&ucgﬁgpg{qwuﬁévser g&ﬁﬁg%’gﬁ‘fﬁgﬁgﬁﬁéﬁwﬁlﬁﬁﬁ?w?gﬂ @/Qéﬁ:rT@onf i guration
agent 26 i s senviretidigloyed iniarsinghy igfophatRatandlig \Wpdtén SMintsephra® idférmi@bn - 5
configurati glg%c{lact ors f:ﬁpm a renote configuration inmge using the protocol

of the Pre NE LTS drPBSOMRI iR PSR centiguration agent £y DH P #rvs58P ti e,

PXE confi gl@misia%nﬁg&mon%éwepﬁaml.n&@ﬁt%%nﬁ%{ﬂﬁ RGEMRDE cditacdd 4 h @ PXE server
28 to download a configuration image to its e({ss%ci at gd %cetwork switch 20.°

PXE server S8MEurafionsereer - BN ssevey 30 disets Bigbeondignmiion Bauesisdo onf i gurati on
server 34, apgkghtidn s&@ér\’ﬁranéf’ﬂ%hﬁgﬁ%fﬂ 9 aBost B3 %rc{mtg! %%8{1andl Ing

systemor in separate information ing systens.” Upon contact froma
PXE conf i gus8iVPiol? ragadas bpet sepieR 6 dasedeon agddentifi¢dhont nagedd ifgequmstedn server .

path. A PXEb?gﬂfa'g&%g@%g%?i@gﬁl?%g&“g&ﬂts@ﬁ&fz@ configuration server 34. DHCP

server 30 difect ation requests’'to a 10 configuration server

34 and PXE boot request to a boot server 32 for security. Boot
During power up or boot of blade server 10 or a chassis 14, PXE configuration

agent 26 requests through DHCP server 30 that configuration server 34 provide

15 configuration service 36. PXE configuration agent 26 of a network switch 20
downloads a selected configuration image 42 from a TFTP server. Each network
switch 20 is, in turn, downloaded a copy of configuration image 42 through its
respective PXE configuration agent 26 until each network switch has the same or
substantially the same configuration. The desired settings for the configuration

20  factors are set through interaction of configuration user interface 24 with a network
switch and copied to configuration server 34 through network 18. One or more
configuration factors may be indepe_ndently set for individual network switches or
pairs of network switches associated with a chassis 14 based on unique numbers
associated with the network switch, such as a universal unique ID (UUID). To

25  individualize configuration factors, such as setting static IP addresses for each
network switch, configuration file path is predefined with a unique identifier to avoid
the associated preconfiguration step. Once a network switch has downl.oaded the
desired configuration image, PXE configuration agent 26 re-boots network switch 20
with the new configuration and is then disabled to preclude subsequent calls for

30  configuration service. In the event of subsequent changes to network switch
configuration, PXE configuration agent 26 is enable to download a new configuration
image 42.



. server 32 provides boot service 36 based on an identified boot inmage 38 if
requested by an appropriate PXE agent of a network switch 20. During power
up or boot of blade server 10 or a chassis 14, PXE configuration agent 26
requests through DHCP server 30 that configuration server 34 provide 15
configuration service 36. PXE configuration agent 26 of a network switch 20
downl oads a sel ected configuration inage 42 froma TFTP server. Each

network swtch oaded c.O of con urati.on i nage 42
through its resg{gctl %lr?l g\t/ﬁloa o aht SPEE%%"RIH‘%‘%S? ;oég%‘ffagﬂﬁ?%\ork

swi tch has tmevcshsmtahles ofaitiadeasetvien| The prévesstrpids ewﬂépwlﬁhﬂheﬂeﬁﬁﬁlﬁl desi r]§>d
settings for nfl ration 20 factors are_set thro interaction o
confi gur at i oorgtaglgtgr AT % %guﬁfm%l AT StERSE GOPREuratgo; grpp Lﬁ’z‘fﬁhusébpl ed to
configurati omeﬁme\zermtaﬁadehmmg&ham 61007 16 cbBEigUNE nétivoDWRtch 99 Rfidhgur at i on
factors Sayé{%fe |nd endently set tor indivi dual network. switches or pairs

of netwo 1{38}?8 graopifagieny i 6P 40: amimage of the cpafimiption ofileque nurber s
associ at ed thh%&éwndﬁﬁérk@ﬁvkc§m fs%bpleété%nﬁgﬁuﬁloﬂ@kx’é&f ﬁﬂluouéﬂ fitolD (VU D).

To 25 individualize configuration factors, such as setting static IP

addr esses f df- é4&iP 4%#%‘&5%%*&?—10 arg bpotedy auchtds b applyiag putd powertoedef i ned
Wi th a uni qugadedeRtd ol by bfin A n step.
Once a netvvorkesvm tch has do%&o@gg%%%?d&ﬂs% %gﬁfl guratilsgl%hé%nage PXE
confi gur at i O “hgeer P26 condighmstion agrat Jois knablddt For @etanag PKEtcbndigueaml on 0
configurti r

confi gurlgtl %%exggr@ﬁdézaﬁoﬁﬁnn (lhe ev‘gﬁltﬁeg?ﬂe?‘ﬁésoglggmgﬁg anges (gbnz rk switch
conf i gur at i GANUIRXidbdhk ¢lgwna¢qnﬁguratym'ﬁtettm§s | Smdady) HEPXH cadigniadesl a new

configurati Qg 4 0, Fi | di agram
depi cts the gr oggg‘% o‘r?O cgn?l gur |aﬁ§qghgtf"\%%’ﬁ<th%ﬂ‘irgqv8ﬁ‘esémggzé ggﬁde server.
The process chefigungioatsersereld iddnavildbld dref ﬂecfdnﬁgﬁrhtﬁxm mﬁge @Q B%a&@d knswi tch

configurati Onnﬁgﬁl%tlokggrtvg‘ % then glréfplrcgc%gsaétnlié) it slq::r %9 ci: goot contmues with the

15  current configuration.

At step 50 if configuration service is enabled, the process continues to step 54

for a request of the configuration image 42 from configuration server 34. At step 56,
a determination is made of whether the network switch 20 requesting the
configuration image is associated with a unique identifier. For instance, a

20  configuration that includes a static rather than dynamic IP address will have an
associated unique identifier to provide the distinct static IP address instead of the IP
address of the configuration iniage. If at step 56 a unique identifier is determined, the
process continues to step 58 for configuration with the unique configuration file path
associated with the unique identifier to download the configuration image and the

25  distinct configuration factor. If at step 56 a unique identifier is not determined, the
process continues to step 60 to download the defined switch configuration image 42.
Once the configuration image is downloaded at step 58 or 60, the process continues to
step 62 for the disabling of the configuration service. For instance, PXE
configuration agent 26 is disabled to prevent calls to PXE server 28 that would result

30  in repeated reconfiguring of the network switch at each boot. The process then
continues to step 52 for boot of the network switch to continue. The process for -

downloading configuration image 42 may be repeated for each network switch of a



_interface 24 interfaces with serial port 22 to configure a network switch
20 with 5 desired configuration factors. At step 46, an inage of the
configuration of the configured network switch 20 is copied to
configuration server 34 through network 18. At step 48, network switches
20 are booted, such as by applying initial power to blade server 10 or by
manual ly initiating a boot. At step 50, a determnation is nmade of whether
PXE confi gunadd | For : : figuration 10
agent 26 is bg%dlggﬁrlvgg,ﬁﬂ%%@%own?ﬁ?ﬂ%elg?avlge@%rsiaag%%t;g&g%ﬁ?| é&rug? %}on server 34
and boot wi [enfigisHidnhue with the current configuration settings. Sinmilarly,
if PXE configuration agent 26 |acks a configuration image 42 listing for
the network swit Qlikhdtbh thd predier inQMbh B REA BRI Blerdf il shotii@yai | abl e or if
no configuration imge 42 is |'oaded on configuration server 34, then the
process end3ingerstgedibayariashprass, substitutioneanditeiationsesan bsmade hereto

configurati %tho@ttdegﬁxﬁﬂ% B0midhe s@?rﬂfah&’ ls%?& %)ﬁtﬂe ﬁx%&%ﬂo(ﬁ%s 'd?ﬁn%ﬁ%?ltged the process

continues to step or a request o e configuration rrmage 42 from
confi gur at i eppepded/edpin®4, At step 56, a determination is made of whet her
the network switch 20 requesting the configuration inage is associated with
a unique identifier. For instance, a 20 configuration that includes a
static rather than dynamic |IP address will have an associ ated uni que
identifier to provide the distinct static |IP address instead of the IP
address of the configuration image. If at step 56 a unique identifier is
determ ned, the process continues to step 58 for configuration with the
uni que configuration file path associated with the unique identifier to
downl oad the configuration imge and the 25 distinct configuration factor.
If at step 56 a unique identifier is not determned, the process continues
to step 60 to downl oad the defined switch configuration imge 42. Once the
configuration imge is downl oaded at step 58 or 60, the process continues
to step 62 for the disabling of the configuration service. For instance,
PXE configuration agent 26 is disabled to prevent calls to PXE server 28
that woul d result



.30 in repeated reconfiguring of the network swtch at each boot. The
process then continues to step 52 for boot of the network switch to
continue. The process for downl oading configuration inage 42 may be
repeated for each network switch of a -7 blade server until all network
swi tches have the sane or substantially simlar configurations. Al though
the present invention has been described in detail, it should be
understood that various changes, substitutions and alterations can be nade
hereto 5 @LAKMS departing fromthe spirit and scope of the invention as
defined by the appended clains. -8 CLAIMS 1. An information handling
system for conmini catAmigfirnfatomhsndding systém Zommmmwuikicatinganfonhetiomwitha
handl i ng system conprising: a rack; 5 plural chassis supported by the

rack; plur @Enﬁﬂﬁ\tﬁémémnmuﬁmmg@dtebyco@e}ﬁhinghassi s, each server bl ade

operable to process network information; plural sw tches supported by each
chassis, each syifgh interfaced with the server blades associated with the
chassis and with thé network, each switch having a 10 configuration; and a

configugation a ssoci ate eagh switch and operable to request a
conflgusatlon i ‘ﬁ@ 8%%?%@0&%¥%%§f g%ﬁ to configure its a5500|ated switch

with the configuration imge. ein mat i on_handl n1of Cl aim
1 wherein each Mrgl&qweiglaégﬁwgggcr S?éé%ﬁ‘sE?ar?@rsﬁ’é’terb%a?e grable to

process network information;

plural switches supported by each chassis, each switch interfaced with the server
blades associated with the chassis and with the network, each switch having a

10  configuration; and

a configuration agent associated with each switch and operable to request a
configuration image from the network and to configure its associated switch with the
configuration image.

2. The information handling system of Claim 1 wherein each switch

15  comprises a managed Ethernet switch.

3. The information handling system of Claim 1 or Claim 2 wherein the
configuration agent comprises a PXE agent.

4. The information handling system of Claim 3 wherein the configuration
agent is operable to request the configuration image from a PXE server.

20 5. The information handling system of Claim 4 wherein the configuration
agent is further operable to accept the configuration image from a TFTP server selected
by the configuration server.

6. The information handling system of any one of the preceding claims

wherein the configuration agent request for a configuration agent comprises a unique

9



3. The information handling systemof Claiml or Caim2 wherein the
configuration agent conprises a PXE agent. 4. The information handling
system of Claim3 wherein the configuration agent is operable to request
the configuration inmage froma PXE server. 20 5. The information handling
systemof Claim4 wherein the configuration agent is further operable to
accept the configuration imge froma TFTP server selected by the
configuration server. 6. The information handling system of any one of the
precedi ng ddentifisr foffherasporiatpd swiselt, thpnchv ok pragding theerdiguration agent with a
configuration agent conprises a unique 9 identifier for the associated
swi t ch, theonfiguatida factov baied@nttheumiqud idgumfatri on agent with a configuration
factor based on the unique identifier. 7. The information handling system

of Claim6 wheregin tImheGRPdbhatdEkdndling §R3eindbf CRIAIG wisSeia thé edrfigutdtioaddr ess.
5 8. A nmethod for configuring network swi tches associated with an

i nformati o??gmd}gess %‘%ﬁm tgeddet hod conprising: defining a network

switch configuration; Ing the defined configuration onto a

confi gugati on server ﬁ%ﬁﬁlo%%f é&%gﬁhé%ﬂ?%&jﬁp@l%g%%%ga%?gi{;dkragwiw Swi t ches;

requesting, durihg the boot of ea e configuration

image fromjthe configuration server; and automatically reconfiguring each
switch witHhD HBatt‘BﬁﬁﬂgﬁP%ﬂ%%ﬁn’it psthog COMRESIRE: hod of Cl ai m 8 wherein
defining a network switch configuration 15 further conprises: interfacing
a confi gur ati on defimge netwerksnatchiconfiguraféanyor k swi t ches; and

loading the defined configuration onto a configuration server as a configuration
image;
10 booting the switches;
requesting, during the boot of each switch, a copy of the configuration image
from the configuration server; and
automatically reconfiguring each switch with the configuration image.
9. The method of Claim 8 wherein defining a network switch configuration
15  further comprises:
interfacing a configuration module with one of the network switches; and
setting the configuration factors of the one network switch to desired settings.
10.  The method of Claim 8 or Claim 9 wherein requesting a copy of the
configuration image further comprises:
20 requesting the copy of the configuration image with a PXE agent.
11. The method of Claim 10 further comprising:
responding to the PXE agent request for a configuration image by loading the

copy of the configuration image from a TFTP server.

10



. setting the configuration factors of the one network switch to desired
settings. 10. The nmethod of Claim8 or Caim9 wherein requesting a copy
of the configuration inmage further conprises: 20 requesting the copy of
the configuration inage with a PXE agent. 11. The nethod of C aim 10
further conprising: responding to the PXE agent request for a configuration
i mge by loading the copy of the configuration inage froma TFTP server.
10 12. The nethod of any one of Clainms 8 to 11 further conprising:

provi di ng the cdafi glihgmahodelanyrongiof klaimgBitgdé furdess cpmpEpingor one or nore
of the network switches; and altering one or nore configuration factors of
t he confi gurati @rovidiagehd amfighmtioneervér with annigus went fiesfor #8¢ offnerendithod of
Claim 12 wherein the altered configuration factors conprise one or nore of
t he networ kgyirk SWitbiRs2gg ess, gateway, VLAN, trunk or port speed. 14. The
met hod of Claim 12 wherein the altered configuration factors 10 conprise a

static | P addre . r o : Cl ai ns
8 to 14 wherei nsdgtﬁ{lrgéroa[?ﬁ %‘g‘fl% C%Pg orhﬁhg%%t:%rrlsga?e}g%E@if\%%?%ﬁ;nflﬁ{ra%%g?q}éﬁ%ri ses:

re-booting the swwtch with the defined configuration; and disabling the
switch Pr orﬂrmé)dﬁé‘git?ﬁﬁé' a copy of the configuration image at the 15 next
boot. 16. The nethod of any one of Clains 8 to 15 wherei n.requesting a copy
of the configurldti oﬁ”leﬁ’ﬁ%}goq of Clean 12 ovhsroin the arltéﬁf&é:@f‘ﬁ%faflﬂ%&@%? froma
PXE server. 17. The nethod of C aim 16 wherein requesting a copy of the
conf i gur at icomprise one or more of the network switch IP address, gateway, VLAN, trunk or port

speed.
14.  The method of Claim 12 wherein the altered configuration factors
10  comprise a static [P address for a network switch.

15. The method of any one of Claims 8 to 14 wherein automatically
reconfiguring each switch further comprises:

re-booting the switch with the defined configuration; and

disabling the switch from requesting a copy of the configuration image at the

15  next boot.

16.  The method of any one of Claims 8 to 15 wherein requesting a copy of
the configuration image further comprises requesting the copy from a PXE server.

17.  The method of Claim 16 wherein requesting a copy of the configuration
image further comprises the PXE server commanding a PXE agent to download the

20  configuration image from a TFTP server to the network switch.

18. A system for automatically configuring plural network switches, the
network switches associated with an information handling system for handling network
information of a network, the system comprising:

a configuration server interfaced with the network switches through the network;

11



. image further conprises the PXE server conmandi ng a PXE agent to downl oad
the 20 configuration image froma TFTP server to the network switch. 18. A
system for automatically configuring plural network switches, the network
swi tches associated with an information handling systemfor handling
network information of a network, the system conprising: a configuration
server interfaced with the network switches through the network; 11 one or
nore configuration i mages associated with the configuration server; and a
PXE agent associn¢ edmefa ¢pnfiguritinnimeseas agspctatad with theconfigyatien sEYeThaddl i ng
system the PXE agent operable to automatically request the configuration

i mage through aPXhegenondsociattdtvatlr eachnétivguk ewittieofibs odpemawniandiong
switch. 5 19. The systemof Caim 18 wherein the PXE agent conprises

i nstructi ORgsterAE PXGTadent SH¥rildtd dutsmaioally 2&quesinBe sotifigaration ifdagé m 19
wherein the PXE agent is further operable to reconfigure the switch to

di sabl e subgeauent ndovstk AAd 1RO ful e AR B Al 0Ord STRRA: 12

5 19. The system of Claim 18 wherein the PXE agent comprises instructions

embedded in switch firmware.
20.  The system of Claim 19 wherein the PXE agent is further operable to

reconfigure the switch to disable subsequent downloading of the configuration image.
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