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VERIFICATION CODE-BASED VERIFICATION PROCESSING METHOD

AND APPARATUS

Technical Field
The present invention relates to the field of network security, and, more particularly,

to a verification code-based verification processing method and apparatus.

Background

Existing picture verification codes or CAPTCHA are classified into forms such as a
copywriting verification code, selection of multiple pictures based on a text prompt, clicking
at a position of a particular-color element in a picture based on a text prompt, and so on.
However, graphical verification codes may be easily recognized automatically by using
optical character recognition (OCR) technology. Moreover, in the foregoing three solutions, it
is of high regularity to generate pictures from verification codes, and the content or template
lacks variety. The verification codes may be cracked by intercepting text prompts or seeking
for differences based on picture decompilation code analysis. In addition, multiple picture
algorithm solutions for recognizing verification codes already exist. Therefore, the graphical

verification codes have a relatively low security coefficient and poor user experience.

Summary
According to an aspect of example embodiments of the present invention, a
verification code-based verification processing method is provided, including that: a server
acquires verification code parameters required for generating a verification code; the server
uses the verification code parameters as an input to a three-dimensional model to generate a

three-dimensional image, wherein recognizable content corresponding to a specified visual
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focus position of a user is embedded in the three-dimensional image; and the server sends the
three-dimensional image to a client terminal as a verification code for display.

According to another aspect of the example embodiments of the present invention, a
verification code-based verification processing apparatus is further provided. The apparatus is
applied to a server and includes: a processing module configured to acquire verification code
parameters required for generating a verification code, and use the verification code
parameters as an input to a three-dimensional model to generate a three-dimensional image,
wherein recognizable content corresponding to a specified visual focus position of a user is
embedded in the three-dimensional image; and a communication module configured to send
the three-dimensional image to a client terminal as a verification code for display.

According to another aspect of the example embodiments of the present invention,
another verification code-based verification processing method is further provided, including
that: a client terminal acquires verification code parameters required for generating a
verification code; the client terminal uses the verification code parameters as an input to a
three-dimensional model to generate a three-dimensional image, wherein recognizable
content corresponding to a specified visual focus position of a user is embedded in the three-
dimensional image; and the client terminal displays the three-dimensional image as a
verification code.

According to still another aspect of the example embodiments of the present
invention, a verification code-based verification processing apparatus is further provided. The
apparatus is applied to a client terminal and includes: a processing module configured to
acquire verification code parameters required for generating a verification code, and use the
verification code parameters as an input to a three-dimensional model to generate a three-
dimensional image, wherein recognizable content corresponding to a specified visual focus

position of a user is embedded in the three-dimensional image; and a display module
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configured to display the three-dimensional image as a verification code.

The example embodiments of the present invention employ a technical means of
sending a three-dimensional image to a client terminal as a verification code for display, thus
increasing the difficulty of verification code recognition and improving the security of
verification code verification, hence resolving the technical problem of low security of

existing graphical verification codes.

Brief Description of the Drawings

The accompanying drawings described herein are used to provide further
understanding about the present invention and constitute a part of the present application.
Schematic example embodiments of the present invention and description thereof are used to
explain the present invention, and do not constitute improper limitations to the present
invention. In the accompanying drawings:

FIG. 1 is a hardware structural block diagram of a computer terminal of a verification
code-based verification processing method according to an example embodiment of the
present invention;

FIG. 2 1s a schematic flowchart of an optional verification code-based verification
processing method according to an example embodiment of the present invention;

FIG. 3 is a schematic diagram of an optional principle of generating a verification
code according to an example embodiment of the present invention;

FIG. 4 is a schematic diagram of an optional three-dimensional verification code
according to an example embodiment of the present invention;

FIG. 5 is a schematic diagram of an optional verification code verification process
based on a Browser/Server architecture according to an example embodiment of the present

invention;
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FIG. 6 is a schematic structural diagram of an optional verification code-based
verification processing apparatus according to an example embodiment of the present
invention;

FIG. 7 is a schematic flowchart of another optional verification code-based
verification processing method according to an example embodiment of the present
invention;

FIG. 8 is a structural block diagram of another optional verification code-based
verification processing apparatus according to an example embodiment of the present
invention; and

FIG. 9 is a structural block diagram of a computer terminal according to an example

embodiment of the present invention.

Detailed Description

To enable those skilled in the art better understand the solutions of the present
invention, the technical solutions in the example embodiments of the present invention will
be clearly and fully described below with reference to the accompanying drawings in the
example embodiments of the present invention. The example embodiments merely described
some, rather than all, of the example embodiments of the present invention. All other
example embodiments derived by those of ordinary skill in the art based on the example
embodiments of the present invention without creative efforts should fall within the
protection scope of the present invention.

It should be further noted that the terms such as "first" and "second" in the
specification, the claims, and the accompanying drawings in the present invention are merely
used to distinguish similar objects and are not necessarily used to describe a specific

sequence or order. It should be understood that the data used in this manner may be
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interchanged in a proper case, so that the example embodiments of the present invention
described here may be implemented in sequences different from the sequence shown or
described here. Moreover, the terms "include" and "have" as well as their other variations are
intended to cover non-exclusive inclusion, so that a process, method, system, product or
device including a series of steps or units not only includes the steps or units clearly listed,
but also may include other steps or units not clearly listed or other steps or units inherent to
the process, method, product or device.

To make the example embodiments of the present invention easy to understand,
technical terms used in the example embodiments of the present invention are explained as
follows:

A depth of field refers to the depth of a three-dimensional image, that is, a measured
front-rear distance range of a photographed object of which a clear image may be obtained in
front of a camera lens or other imagers. In other words, after focusing, clear images may be
formed at positions in front of and behind the focus, and this distance range from the position
in front of the focus to the position behind the focus is referred to as the depth of field.

A level refers to a richness degree of content of a three-dimensional image. Images at
different levels are located at different focus positions. An observer may see an image at a
particular level only when the focus of his/her eyes falls at a corresponding position.

Example embodiment 1

According to the example embodiments of the present invention, an example
embodiment of a verification code-based verification processing method is further provided.
It should be noted that steps shown in the flowchart in the accompanying drawings may be
executed in a computer system such as a set of computer executable instructions. Moreover,
although a logic sequence is shown in the flowchart, in some cases, the steps shown or

described may be executed in a sequence different from the one shown here.
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The method example embodiment provided in Example embodiment 1 of the present
application may be executed in a mobile terminal, a computer terminal, or a similar
arithmetic unit. For example, the method is run on a computer terminal. FIG. 1 is a hardware
structural block diagram of a computer terminal of a verification code-based verification
processing method according to an example embodiment of the present invention. As shown
in FIG. 1, the computer terminal 10 may include one or more (only one is shown in the
figure) processors 102 (the processor 102 may include, but is not limited to, a microprocessor
MCU, a programmable logic device FPGA, or other processing apparatuses), a memory 104
configured to store data, and a transmission module 106 configured for a communication
function. Those of ordinary skill in the art may understand that the structure shown in FIG. 1
is merely an example, which does not limit the structure of the foregoing electronic
apparatus. For example, the computer terminal 10 may further include more or fewer
components than those shown in FIG. 1 or has a configuration different from that shown in
FIG. 1.

The memory 104 may be configured to store a software program and a module of
application software, for example, a program instruction/module corresponding to the
verification code-based verification processing method in this example embodiment of the
present invention. The processor 102 may run the software program and module stored in the
memory 104 to execute various functional applications and data processing, that is,
implement a vulnerability detection method of the foregoing application program. The
memory 104 may include a high-speed random access memory and may further include a
non-volatile memory such as one or more magnetic storage apparatuses, a flash memory, or
other non-volatile solid-state memories. In some examples, the memory 104 may further
include memories remotely disposed with respect to the processor 102. The remote memories

may be connected to the computer terminal 10 through a network. Examples of the network



10

15

20

25

include, but are not limited to, the Internet, an intranct, a local area network, a mobile
communications network, and a combination of them.

The transmission apparatus 106 is configured to receive or send data through a
network. Specific examples of the network may include a wireless network provided by a
communications provider of the computer terminal 10. In an example, the transmission
apparatus 106 includes a Network Interface Controller (NIC), which may be connected to
other network devices through a base station and is thus able to communicate with the
Internet. In an example, the transmission apparatus 106 may be a Radio Frequency (RF)
module, which is configured to communicate with the Internet in a wireless manner.

In the foregoing running environment, the present application provides a verification
code-based verification processing method as shown in FIG. 2. FIG. 2 is a schematic
flowchart of an optional verification code-based verification processing method according to
an example embodiment of the present invention. As shown in FIG. 2, the method includes
steps S202 to S206:

Step S202. A server acquires verification code parameters required for generating a
verification code.

Optionally, the "acquire" in step S202 may be embodied as acquisition from a third-
party device or local acquisition (for example, when the step is performed by a server, the
verification code parameters may be acquired from parameters pre-stored in the server).

The verification code parameters may include, but are not limited to, one or more of
the following: text, an image, and a distortion parameter, a position or a color of the text or
image.

Optionally, the verification code parameters in step S202 may be acquired in advance
or acquired in real time upon triggering. The real-time acquisition upon triggering may be

expressed as, but is not limited to, the following implementation process: receiving a
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verification code acquisition request of the client terminal before the verification code
parameters required for generating a verification code are acquired, wherein the request may
be used for triggering execution of step S202.

Step S204. The server uses the verification code parameters as an input to a three-
dimensional model to generate a three-dimensional image, wherein recognizable content
corresponding to a specified visual focus position of a user is embedded in the three-
dimensional image (i.e., content that an observer may see only when the focus of his/her eyes
falls at the specified visual focus position, or content that an observer may see only when the
observer observes the three-dimensional image at a particular angle). The recognizable
content in the three-dimensional image is content corresponding to the specified visual focus
position. Therefore, the observer may recognize the recognizable content only when the
observer observes from the specified visual focus position, thus enhancing the security of the
verification code recognition process.

Optionally, the three-dimensional model mentioned in this step may be any model
capable of generating a three-dimensional image in the related art, such as a 3D MAX model.
However, the three-dimensional model is not limited to the 3D MAX model.

Popularly speaking, generation of the three-dimensional image in this step means
enabling a person to directly see a three-dimensional image in a plane by using a visual
difference between two eyes of the person and an optical reflection principle. An object in the
image may be protruded from the image or hidden in the image, and this is mainly embodied
based on light-shadow contrast, real-virtual contrast, and bright-shade contrast. The observer
may observe the object in the image at a particular angle or by using a special device. The
principle is that the observer may observe a three-dimensional image by focusing the eyesight
in rear of (a distant position) or in front of (a near position) of the image. The purpose of

changing the visual focus position is to make two repeated images adjacent on the three-
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dimensional image "look as if" they overlap with each other, and to produce a stereoscopic
sense by using a difference between the overlapping images. Specifically, generation of the
three-dimensional image may be implemented through, but is not limited to, the following
processing process:

(1) A background picture and a user-recognizable foreground picture are generated
according to the verification code parameters.

The foreground picture is a three-dimensional graph that may be recognized by an
observer from the three-dimensional image. The observer may see a three-dimensional image
from a planar image because various parts of the foreground (also known as a template) of
the image have different gray scales, and when human eyes capture these subtle gray scale
differences, a corresponding three-dimensional graph may be simulated in the brain. A
position with a smaller gray scale (whiter in the template) in the image looks closer to the
observer, and a position with a larger gray scale (darker in the template) in the image looks
farther away from the observer.

The background picture refers to a visual illusion picture seen by an observer, that is,
the planar image itself. In principle, a background picture with a stronger visual illusion
effect should be selected. Regular images (for example, repeated images such as leaves,
circles, and blocks) should be avoided to prevent that the observer pays too much attention to
a planar image when observing the three-dimensional image and thus ignores gray scale
information (that is, the recognizable content) hidden in the three-dimensional image.

(2) The background picture and the foreground picture at different levels are disposed
at different visual focus positions according to a preset depth of field to generate the three-
dimensional image. That is, picture synthesis is carried out based on the "depth of field" and
"levels" to generate a two-dimensional picture. The depth of field should not be set to an

excessively large value, so as to avoid making it difficult to observe the three-dimensional
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image. The level refers to a richness degree of content in the three-dimensional image.
Images at different levels are located at different focus positions. An observer may see an
image at a particular level only when the focus of his/her eyes falls at a corresponding
position. Hence, levels may be arranged reasonably to produce a multi-level image, thus
increasing difficulty.

Optionally, in order to increase the difficulty in cracking a verification code, one or
more verification code parameters may be randomly selected from the acquired verification
code parameters required for generating a verification code to serve as verification code
parameters for generating the background picture and the foreground picture. The
background picture and the foreground picture are generated according to the randomly
selected verification code parameters. As such, verification code parameters such as a
position, a direction, content, and a color system are randomly generated during verification
code synthesis, thus increasing the difficulty in generating the verification code and reducing
a repetitive rate of the picture verification code is reduced. Moreover, a verification code
generation rule cannot be found when the image of the verification code is decompiled.

To facilitate comprehension, a process of generating a verification code is described in
detail below by using the principle shown in FIG. 3 as an example. FIG. 3 is a schematic
diagram of an optional principle of generating a verification code according to an example
embodiment of the present invention. As shown in FIG. 3, a visual illusion picture generation
library for use in random verification code generation is developed based on rule methods
such as edge fusion, lamination, and deformation. A text region may be inserted in a visual
illusion picture in the visual illusion picture generation library, so that verification code text
positions may be shifted and distorted to reduce the probability of verification code repeated
combination. That is, image and text and the like are distorted by using a picture distortion

space coordinate system in FIG. 3. Specified verification text is randomly selected from the
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following: text (Chinese characters, English letters, and digits), a font size, and a combination
of text and font size, thus increasing the combination probability of verification copywriting
and optional modes of the user (for example, Chinese characters, Chinese characters and
English letters, digits, English letters + digits, Chinese characters + digits, and Chinese
characters + English letters + digits). Certainly, the shape of the text may also be distorted. To
achieve variation diversity of visual illusion pictures, reduce the repetition probability of
verification codes on a client terminal, and make verification codes more recognizable to the
user, a user-recognizable color system library for verification code pictures and copywriting
may be established to further increase the difficulty of machine cracking.

Step S206. The server sends the three-dimensional image to a client terminal as a
verification code for display. The sending process of this step may be implemented by using a
communication process in the related art. However, the verification code sent in this case is a
three-dimensional image. Therefore, in order to facilitate an observer (i.e., the user) on the
client terminal side to read effective information (i.e., the recognizable content) rapidly, when
the three-dimensional image is sent to the client terminal as a verification code, the specified
visual focus position for prompting the user to recognize the recognizable content from the
three-dimensional image may also be sent to the client terminal, such that the observer finds
the visual focus position rapidly, thus improving the recognition efficiency of the verification
code and further improving user experience.

Optionally, the specified visual focus position and the verification code may be sent
separately as two independent processes or may be sent simultaneously. For example, if the
specified visual focus position and the verification code are sent simultaneously, indication
information for indicating the specified visual focus position may be inserted into the three-

dimensional image and sent to the client terminal.
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FIG. 4 is a schematic diagram of an optional three-dimensional verification code
according to an example embodiment of the present invention. As shown in FIG. 4, for a
three-dimensional code generated based on the foregoing principle, the left picture in FIG. 4
may be seen only when the terminal is at a particular angle (such as 45 degrees) with respect
to a visual angle of the observer (that is, the user). At other angles, letters in the verification
code are fuzzy, as shown in the right picture in FIG. 4.

FIG. 5 is a schematic flowchart of an optional verification code verification process
based on a Browser/Server architecture according to an example embodiment of the present
invention. As shown in FIG. 5, the server receives, through a browser, a verification code
acquisition request sent by the user to the server through the browser and feeds the
verification code back to the browser for the user to view.

The user submits data (that is, the user inputs recognized verification copywriting in
the browser and submits it to the server) after performing the following analysis and
recognition operations on the verification code: finding position for observation, changing a
view angle, and reading content.

The server terminal determines security of the user according to user access
characteristics (such as UA, recognition time, and the number of accesses) and the submitted
verification copywriting, and returns a result to the browser to carry out user operation
feedback.

It should be noted that for ease of description, the foregoing method example
embodiments are all described as a series of action combinations. However, those skilled in
the art should understand that the example embodiments of the present invention are not
limited to the described sequence of the actions, because some steps may be performed in
another sequence or at the same time according to the present invention. In addition, those

skilled in the art should also understand that the example embodiments described in this
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specification all belong to preferred example embodiments, and the involved actions and
modules are not necessarily mandatory to the present invention.

Through the description of the implementation manners above, those skilled in the art
may clearly understand that the method according to the foregoing example embodiment may
be implemented by software plus a necessary hardware platform, and certainly may also be
implemented by hardware. However, in many cases, the former is a better one. Based on such
understanding, the technical solution of the present invention essentially, or the part making
contributions to the prior art, may be embodied in the form of a software product. The
computer software product is stored in a storage medium (such as a ROM/RAM, a magnetic
disk, or an optical disc) and includes several instructions to enable a terminal device (which
may be a mobile phone, a computer, a server, a network device or the like) to execute the
methods in the example embodiments of the present invention.

Example embodiment 2

According to this example embodiment of the present invention, an apparatus for
implementing the foregoing verification code-based verification processing method is further
provided. The apparatus may run on the computer terminal shown in FIG. 1 or may run on a
computer terminal which has more or fewer functional modules than the computer terminal
shown in FIG. 1, but is not limited to this. As shown in FIG. 6, the apparatus includes a
processing module 60 and a communication module 62.

The processing module 60 is configured to acquire verification code parameters
required for generating a verification code, and use the verification code parameters as an
input to a three-dimensional model to generate a three-dimensional image, wherein
recognizable content corresponding to a specified visual focus position of a user is embedded
in the three-dimensional image. Optionally, the process of generating the three-dimensional

image may be expressed as, but is not limited to, the following processing process: (1)
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generating a background picture and a user-recognizable foreground picture according to the
verification code parameters; and (2) disposing the background picture and the foreground
picture which are at different levels at different visual focus positions according to a preset
depth of field to generate the three-dimensional image.

Popularly speaking, generation of the three-dimensional image means enabling a
person to directly see a three-dimensional image in a plane by using a visual difference
between two eyes of the person and an optical reflection principle. An object in the image
may be protruded from the image or hidden in the image, and this is mainly embodied based
on light-shadow contrast, real-virtual contrast, and bright-shade contrast. The observer may
observe the object in the image at a particular angle or by using a special device. The
principle is that the observer may observe a three-dimensional image by focusing the eyesight
in rear of (a distant position) or in front of (a near position) of the image. The purpose of
changing the visual focus position is to make two repeated images adjacent on the three-
dimensional image "look as if" they overlap with each other, and to produce a stereoscopic
sense by using a difference between the overlapping images.

Optionally, the processing module 60 is further configured to generate a background
picture and a user-recognizable foreground picture according to the verification code
parameters; and dispose the background picture and the foreground picture which are at
different levels at different visual focus positions according to a preset depth of field to
generate the three-dimensional image.

Optionally, the processing module 62 is further configured to randomly select one or
more verification code parameters from the acquired verification code parameters required
for generating a verification code to serve as verification code parameters for generating the
background picture and the foreground picture; and generate the background picture and the

foreground picture according to the randomly selected verification code parameters.

14



10

15

20

25

The communication module 62 is configured to send the three-dimensional image to a
client terminal as a verification code for display.

Optionally, in order to further improve user experience and the recognition efficiency
of the verification code, the communication module 62 is further configured to send, to the
client terminal, the specified visual focus position for prompting the user to recognize the
recognizable content from the three-dimensional image. Optionally, the specified visual focus
position and the verification code may be sent separately as two independent processes or
may be sent simultaneously. For example, if the specified visual focus position and the
verification code are sent simultaneously, indication information for indicating the specified
visual focus position may be inserted into the three-dimensional image and sent to the client
terminal.

It should be noted that the modules in this example embodiment may be embodied in
the form of software or hardware. The hardware form may be expressed as, but is not limited
to, the following forms: 1) the processing module 60 is a processor such as a CPU, and the
communication module is a wireless communication module (such as a mobile
communication module) or a wired communication module, or the like.

Example embodiment 3

As described in Example embodiment 1 and Example embodiment 2, a verification
code in this example embodiment of the present application may be generated on the server
side and may also be generated on the client terminal side. Specifically, this example
embodiment provides a verification code-based verification processing method in a scenario
where the verification code is generated by the client terminal. FIG. 7 is a schematic
flowchart of another optional verification code-based verification processing method
according to an example embodiment of the present invention. As shown in FIG. 7, the

method includes the following steps:
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Step S702. A client terminal acquires verification code parameters required for
generating a verification code.

Optionally, the client terminal may acquire verification code parameters in many
manners. For example, all the verification code parameters may be acquired from the client
terminal locally. Certainly, all the verification code parameters may also be acquired from the
server. Alternatively, some of the verification code parameters may be acquired from the
client terminal and the rest of the verification code parameters required for generating a
verification code may be acquired from the server (for example, larger data such as pictures
may be acquired from the server).

Step S704. The client terminal uses the verification code parameters as an input to a
three-dimensional model to generate a three-dimensional image, wherein recognizable
content corresponding to a specified visual focus position of a user is embedded in the three-
dimensional image. The recognizable content in the three-dimensional image is content
corresponding to the specified visual focus position. Therefore, an observer may recognize
the recognizable content only when the observer observes from the specified visual focus
position, thus enhancing the security of the verification code recognition process.

In an optional example embodiment, the process of generating the three-dimensional
image may be expressed as, but is not limited to, the following implementation form:
generating, by the client terminal, a background picture and a user-recognizable foreground
picture according to the verification code parameters; and disposing, by the client terminal,
the background picture and the foreground picture which are at different levels at different
visual focus positions according to a preset depth of field to generate the three-dimensional
image.

To further increase the difficulty in decompiling the verification code, the verification

code parameters may be randomly selected in the process of generating the verification code.

16



10

15

20

25

Specifically, the client terminal randomly selects one or more verification code parameters
from the acquired verification code parameters required for generating a verification code to
serve as verification code parameters for generating the background picture and the
foreground picture; and generates the background picture and the foreground picture
according to the randomly selected verification code parameters.

Step S706. The client terminal displays the three-dimensional image as a verification
code.

Optionally, the verification code parameters may include, but are not limited to, one
or more of the following parameters: text, an image, and a distortion parameter, a position or
a color of the text or image.

In order to further improve the recognition efficiency of the verification code and
enhance user experience, when displaying the three-dimensional image as a verification code,
the client terminal displays the specified visual focus position for prompting the user to
recognize the recognizable content from the three-dimensional image. As such, the observer
(user) may rapidly recognize the recognizable content in the three-dimensional image.

The specified visual focus position may be displayed in many manners. For example,
the specified visual focus position may be displayed by using a static image or a dynamic
image. The specified visual focus position and the three-dimensional image may be displayed
separately, or indication information for indicating the specified visual focus position may be
inserted into the three-dimensional image for display.

In the solution provided in this example embodiment, the client terminal generates a
verification code locally. Therefore, the client terminal may verify the verification code
locally. That is, after the client terminal displays the three-dimensional image as a verification
code, the client terminal receives a verification code that is generated by the user according to

the three-dimensional image, and verifies the verification code, wherein the verification
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succeeds when the input verification code is consistent with the recognizable content in the
three-dimensional image. Certainly, the foregoing verification process may also be performed
by the server. In this case, the client terminal may send the recognizable content in the three-
dimensional image to the server in advance, and then sends user-input content to the server to
perform verification.

For an optional implementation solution of this example embodiment, reference may
be made to the related solutions in Example embodiment 1 and Example embodiment 2.
Details are not described here.

Example embodiment 4

According to this example embodiment of the present invention, an apparatus for
implementing the foregoing verification code-based verification processing method is further
provided. The apparatus may be applied to a client terminal or may run on the computer
terminal shown in FIG. 1, or may run on a computer terminal which has more or fewer
functional modules than the computer terminal shown in FIG. 1, but is not limited to this. As
shown in FIG. 8, the apparatus includes a processing module 80 and a communication
module 82.

The processing module 80 is configured to acquire verification code parameters
required for generating a verification code, and use the verification code parameters as an
input to a three-dimensional model to generate a three-dimensional image, wherein
recognizable content corresponding to a specified visual focus position of a user is embedded
in the three-dimensional image.

Optionally, the processing module 80 is configured to acquire the verification code
parameters from the client terminal locally and/or from a server.

In an optional example embodiment, the processing module 80 is configured to

generate the three-dimensional image in the following manner: generate a background picture
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and a user-recognizable foreground picture according to the verification code parameters; and
dispose the background picture and the foreground picture which are at different levels at
different visual focus positions according to a preset depth of field to generate the three-
dimensional image. Because the background picture and the foreground picture are disposed
at different visual focus positions, a fuzzy image occurs (that is, unrecognizable content)
when the observer observes at other visual focus positions except the specified visual focus
position.

The display module 82 is connected to the processing module 80 and is configured to
display the three-dimensional image as a verification code.

Optionally, the display module 82 is further configured to: when displaying the three-
dimensional image as a verification code, display the specified visual focus position for
prompting the user to recognize the recognizable content from the three-dimensional image.
As such, the observer may rapidly recognize the recognizable content in the three-
dimensional image, thus improving user experience.

It should be noted that the foregoing processing modules may be implemented by
software (for example, the display module 82 is a display interface on a terminal) or
hardware. When implemented by hardware, the processing module may be implemented in,
but is not limited to, the following manner: the processing module 80 is a processor such as a
CPU; and the display module 82 may be a display, or the like.

Example embodiment 5

This example embodiment of the present invention may provide a computer terminal.
The computer terminal may be any computer terminal device in a computer terminal group.
Optionally, in this example embodiment, the computer terminal may also be replaced with a
terminal device such as a mobile terminal.

Optionally, in this example embodiment, the computer terminal may be at least one
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network device in multiple network devices located in a computer network.

In this example embodiment, the computer terminal may execute program codes of
the following steps in the verification code-based verification processing method: a server
acquiring verification code parameters required for generating a verification code; the server
using the verification code parameters as an input to a three-dimensional model to generate a
three-dimensional image, wherein recognizable content corresponding to a specified visual
focus position of a user is embedded in the three-dimensional image; and the server sending
the three-dimensional image to a client terminal as a verification code for display.

Optionally, FIG. 9 is a structural block diagram of a computer terminal according to
an example embodiment of the present invention. As shown in FIG. 9, the computer terminal
A may include: one or more (only one is shown in the figure) processors 91, a memory 93,
and a transmission apparatus 95 connected to a web server.

The processor 91 may call, through the transmission apparatus, information and an
application program stored in the memory 93, so as to execute the following steps: randomly
selecting multiple verification code generation rules from a multi-dimension verification code
generation rule, wherein the multi-dimension verification code generation rule is formed by
verification code generation rules of different dimensions; combining the randomly selected
multiple verification code generation rules to obtain a combined rule; and generating a final
verification code according to the combined rule, and sending the verification code to the
terminal through the transmission apparatus 75 to display the verification code.

Optionally, the processor 91 may further execute program codes of the following
steps: generating a background picture and a user-recognizable foreground picture according
to the verification code parameters; and disposing the background picture and the foreground
picture which are at different levels at different visual focus positions according to a preset

depth of field to generate the three-dimensional image.

20



10

15

20

25

Optionally, the processor 91 may further execute program codes of the following
steps: randomly selecting one or more verification code parameters from the acquired
verification code parameters required for generating a verification code to serve as
verification code parameters for generating the background picture and the foreground
picture; and generating the background picture and the foreground picture according to the
randomly selected verification code parameters.

Optionally, the processor 91 may further execute program codes of the following step:
sending, to the client terminal through the transmission apparatus 95, the specified visual
focus position for prompting the user to recognize the recognizable content from the three-
dimensional image.

Optionally, the processor 91 may further execute program codes of the following step:
inserting indication information for indicating the specified visual focus position into the
three-dimensional image, and sending the three-dimensional image to the client terminal
through the transmission apparatus 95.

Those of ordinary skill in the art may understand that the structure shown in FIG. 9 is
merely an example. The computer terminal may also be a terminal device such as a smart
phone (such as an Android phone, an 1OS phone, or the like), a tablet computer, a palmtop
computer, a Mobile Internet Device (MID), or a PAD. FIG. 9 does not limit the structure of
the foregoing electronic apparatus. For example, the computer terminal A may further include
more or fewer components (a network interface, a display apparatus, or the like) than those
shown in FIG. 9, or has a configuration different from that shown in FIG. 9.

Those of ordinary skill in the art may understand that all or some steps in the methods
in the foregoing example embodiments may be completed by a program instructing related
hardware of the terminal device. The program may be stored in a computer readable storage

medium. The storage medium may include: a flash disk, a Read-Only Memory (ROM), a
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Random Access Memory (RAM), a magnetic disk, an optical disc, or the like.

Example embodiment 6

The example embodiments of the present invention further provide a storage medium.
Optionally, in this example embodiment, the storage medium may be configured to store
program codes executed by the verification code-based verification processing method
provided in Example embodiment 1.

Optionally, in this example embodiment, the storage medium may be located in any
computer terminal in a computer terminal group in a computer network or located in any
mobile terminal in a mobile terminal group.

Optionally, in this example embodiment, the storage medium is configured to store
program codes for executing the following steps: acquiring verification code parameters
required for generating a verification code; using the verification code parameters as an input
to a three-dimensional model to generate a three-dimensional image, wherein recognizable
content corresponding to a specified visual focus position of a user is embedded in the three-
dimensional image; and sending the three-dimensional image to a client terminal as a
verification code for display.

It should be noted here that any computer terminal in the computer terminal group
may establish a communication relationship with a web server.

Example embodiment 7

The example embodiments of the present invention may provide another computer
terminal. The computer terminal may be any computer terminal device in a computer
terminal group. Optionally, in this example embodiment, the computer terminal may also be
replaced with a terminal device such as a mobile terminal.

Optionally, in this example embodiment, the computer terminal may be at least one

network device in multiple network devices located in a computer network.
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In this example embodiment, the computer terminal may execute program codes of
the following steps in the verification code-based verification processing method: a client
terminal acquiring verification code parameters required for generating a verification code;
the client terminal using the verification code parameters as an input to a three-dimensional
model to generate a three-dimensional image, wherein recognizable content corresponding to
a specified visual focus position of a user is embedded in the three-dimensional image; and
the client terminal displaying the three-dimensional image as a verification code.

For a specific structure or configuration in the computer terminal in this example
embodiment, reference may be made to the structure or configuration of the computer
terminal shown in FIG. 1 or FIG. 7, but is not limited to this.

Example embodiment 8

The example embodiments of the present invention further provide another storage
medium. Optionally, in this example embodiment, the storage medium may be configured to
store program codes executed by the verification code-based verification processing method
provided in Example embodiment 1.

Optionally, in this example embodiment, the storage medium may be located in any
computer terminal in a computer terminal group in a computer network or located in any
mobile terminal in a mobile terminal group.

Optionally, in this example embodiment, the storage medium is configured to store
program codes for executing the following steps: a client terminal acquiring verification code
parameters required for generating a verification code; the client terminal using the
verification code parameters as an input to a three-dimensional model to generate a three-
dimensional image, wherein recognizable content corresponding to a specified visual focus
position of a user is embedded in the three-dimensional image; and the client terminal

displaying the three-dimensional image as a verification code.
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The serial numbers of the foregoing example embodiments of the present invention
are merely used for description, and do not imply the preference among the example
embodiments.

In the foregoing example embodiments of the present invention, the description of
each example embodiment has respective focuses. For a part that is not described in detail in
an example embodiment, reference may be made to related description in other example
embodiments.

In the several example embodiments provided in the present application, it should be
understood that the disclosed client terminal may be implemented in other manners. The
apparatus example embodiment described above is merely schematic. For example, the unit
division is merely logical function division, and there may be other division manners in an
actual implementation manner. For example, multiple units or components may be combined
or integrated into another system, or some features may be ignored or not performed. In
addition, the displayed or discussed mutual couplings or direct couplings or communication
connections may be implemented by using some interfaces. The indirect couplings or
communication connections between units or modules may be implemented in an electronic
form or other forms.

Units described as separate parts may or may not be physically separate, parts
displayed as units may or may not be physical units, and they may be located at the same
place, or distributed on multiple network units. The objective of the solution of the example
embodiment may be implemented by selecting some or all of the units according to actual
requirements.

In addition, functional units in the example embodiments of the present invention may
be integrated in a processing unit, or the units may also exist physically separately, or two or

more units are integrated in one unit. The integrated unit may be implemented in the form of
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hardware or in the form of a software functional unit.

When the integrated unit is implemented in the form of a software functional unit and
sold or used as an independent product, the integrated unit may be stored in a computer
readable storage medium. Based on such understanding, the technical solutions of the present
invention essentially, or the part making contributions to the prior art, or some or all of the
technical solutions may be implemented in the form of a software product. The computer
software product may be stored in a storage medium and include several instructions for
instructing a computer device (which may be a personal computer, a server, a network device,
or the like) to execute all or some steps of the methods of example embodiments of the
present invention. The foregoing storage medium includes any medium that may store
program codes, such as a USB flash drive, a Read-Only Memory (ROM), a Random Access
Memory (RAM), a mobile hard disk drive, a magnetic disk, or an optical disc.

Described above are merely preferred implementation manners of the present
invention. It should be noted that those of ordinary skill in the art may further make several
improvements or modifications without departing from the principle of the present invention,
and these improvements and modifications should also be construed as the protection scope

of the present invention.
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CLAIMS
1. A verification code-based verification processing method comprising:
acquiring, by a server, verification code parameters required for generating a
verification code;

5 using, by the server, the verification code parameters as an input to a three-
dimensional model to generate a three-dimensional image, wherein a recognizable
content corresponding to a specified visual focus position of a user is embedded in the
three-dimensional image; and

sending, by the server, the three-dimensional image to a client terminal as the

10 verification code for display.

2. The method of claim 1, wherein the using the verification code parameters as the
input to the three-dimensional model to generate the three-dimensional image comprises:
generating, by the server, a background picture and a user-recognizable
15 foreground picture according to the verification code parameters; and
disposing, by the server, the background picture and the foreground picture,
which are at different levels, at different visual focus positions according to a preset

depth of field to generate the three-dimensional image.

20 3. The method of claim 2, wherein the generating the background picture and the user-
recognizable foreground picture according to the verification code parameters comprises:

randomly selecting, by the server, one or more verification code parameters

from the acquired verification code parameters required for generating the verification

code as verification code parameters for generating the background picture and the

25 foreground picture; and

26



generating the background picture and the foreground picture according to the

randomly selected verification code parameters.

4. The method of claim 1, wherein the verification code parameters comprise one or
5  more of the following parameters:
a text;
an image;
a distortion parameter of the text or the image;
a position of the text or the image; and

10 a color of the text or image.

5. The method of any of claims 1 to 4, wherein when the server sends the three-

dimensional image to the client terminal as the verification code, the method further
comprises:

15 sending, by the server, to the client terminal, the specified visual focus

position for prompting the user to recognize the recognizable content from the three-

dimensional image.

6. The method of claim 5, wherein the sending to the client terminal the prompt to
20  identify the specified visual focus position for the user to recognize the recognizable content
from the three-dimensional image comprises:
inserting, by the server, indication information for indicating the specified
visual focus position into the three-dimensional image; and
sending, by the server, the indication information to the client terminal.

25
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7. The method of any of claims 1 to 4, wherein before the acquiring the verification code
parameters required for generating the verification code, the method further comprises:
receiving, by the server, a verification code acquisition request of the client

terminal.

8. A verification code-based verification processing apparatus, which is applied to a
server, comprising:

a processing module configured to acquire verification code parameters
required for generating a verification code, and use the verification code parameters
as an input to a three-dimensional model to generate a three-dimensional image,
wherein a recognizable content corresponding to a specified visual focus position of a
user is embedded in the three-dimensional image; and

a communication module configured to send the three-dimensional image to a

client terminal as the verification code for display.

0. The apparatus of claim 8, wherein the processing module is further configured to
generate a background picture and a user-recognizable foreground picture according to the
verification code parameters; and dispose the background picture and the foreground picture,
which are at different levels, at different visual focus positions according to a preset depth of

field to generate the three-dimensional image.

10. The apparatus of claim 9, wherein the processing module is further configured to
randomly select one or more verification code parameters from the acquired verification code

parameters required for generating the verification code to serve as verification code
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parameters for generating the background picture and the foreground picture; and generate
the background picture and the foreground picture according to the randomly selected

verification code parameters.

I1. The apparatus of any of claims 8 to 10, wherein the communication module is further
configured to send, to the client terminal, the specified visual focus position for prompting

the user to recognize the recognizable content from the three-dimensional image.

12. A verification code-based verification processing method comprising:

acquiring, by a client terminal, verification code parameters required for
generating a verification code;

using, by the client terminal, the verification code parameters as an input to a
three-dimensional model to generate a three-dimensional image, wherein a
recognizable content corresponding to a specified visual focus position of a user is
embedded in the three-dimensional image; and

displaying, by the client terminal, the three-dimensional image as the

verification code.

13. The method of claim 12, wherein the acquiring the verification code parameters
required for generating the verification code comprises:
acquiring, by the client terminal, the verification code parameters from the

client terminal locally and/or from a server.

14.  The method of claim 12, wherein the using the verification code parameters as the

input to the three-dimensional model to generate the three-dimensional image comprises:
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generating, by the client terminal, a background picture and a user-
recognizable foreground picture according to the verification code parameters; and

disposing, the client terminal, the background picture and the foreground
picture, which are at different levels, at different visual focus positions according to a

5 preset depth of field to generate the three-dimensional image.

15. The method of claim 14, wherein the generating the background picture and the user-
recognizable foreground picture according to the verification code parameters comprises:
randomly selecting, by the client terminal, one or more verification code
10 parameters from the acquired verification code parameters required for generating the
verification code to serve as verification code parameters for generating the
background picture and the foreground picture; and
generating, by the client terminal, the background picture and the foreground

picture according to the randomly selected verification code parameters.

15
16. The method of claim 12, wherein the verification code parameters comprise one or
more of the following parameters:
a text;
an image;
20 a distortion parameter of the text or the image;

a position of the text or the image; and

a color of the text or image.

17. The method of any of claims 12 to 16, wherein when the client terminal displays the

25  three-dimensional image as the verification code, the method further comprises:
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displaying, by the client terminal, the specified visual focus position for
prompting the user to recognize the recognizable content from the three-dimensional

image.

5 18 The method of claim 17, wherein the displaying the prompt to identify the specified
visual focus position for the user to recognize the recognizable content from the three-
dimensional image comprises:

inserting indication information for indicating the specified visual focus
position into the three-dimensional image; and

10 displaying the indication information.

19. The method of claim 12, wherein after the displaying the three-dimensional image as
the verification code, the method further comprises:
receiving, by the client terminal, a received verification code input by a user
15 according to the three-dimensional image;
verifying the received input verification code; and
passing verification in response to determining that the received input

verification code is consistent with the recognizable content in the three-dimensional

image.
20
20. A verification code-based verification processing apparatus, which is applied to a
client terminal, comprising:
a processing module configured to acquire verification code parameters
required for generating a verification code, and use the verification code parameters
25 as an input to a three-dimensional model to generate a three-dimensional image,
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wherein a recognizable content corresponding to a specified visual focus position of a
user is embedded in the three-dimensional image; and
a display module configured to display the three-dimensional image as a

verification code.

21. The apparatus of claim 20, wherein the processing module is configured to acquire the

verification code parameters from the client terminal locally and/or from a server.

22. The apparatus of claim 20, wherein the processing module is configured to generate a
background picture and a user-recognizable foreground picture according to the verification
code parameters; and dispose the background picture and the foreground picture, which are at
different levels, at different visual focus positions according to a preset depth of field to

generate the three-dimensional image.

23. The apparatus of any of claims 20 to 22, wherein the display module is further
configured to, when displaying the three-dimensional image as the verification code, display
the specified visual focus position for prompting the user to recognize the recognizable

content from the three-dimensional image.
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