-1 DOCUMENT Sl GNATURE METHOD & SYSTEM TECHI NI CAL FI ELD The present

I nvention relates to a nmethod and system for executing a docunent in ba
verifiable manner. BACKGROUND PRIOR ART A digital signature is a critical
conponent of electronic comerce as it_provides the condition of
non-repudi ati on when an el ectronic contract is "executed". D gital

signatures as we knmwm%lﬁﬁnqrﬂﬁﬁwﬁ% &Ws"ft their

useful ness. 10A dig ure’is’to el ronic docunents as a
handwritten signature is to printed docunents. Digital signatures are
general ly considered to be unforgeable. The presence of a digital

si gnat uTEGCEHNICALMIEIZDnaned person either wote or otherwise agreed to

the contents _of the docunent tp which the digjtal signature is attached.
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15 gign l.gital signature on an electronic docunent assures the
reC|§pi e%ﬁ%ﬁﬁbﬁ]ﬁgﬂhgﬁ'gner of the docunent is who they assert they are and

that thgLORCROUOND PRIDEWRTt has not been altered either intentionally
or accidentally since it was signed. Furthernore, secure digital

si gnat ur es candigitddsigrmpurdiiataectitidaheonippnent of electionicnemimercenasoit pravides
disown it by claimng the signature was forged. 20 Digital signatures,
enabl e thficaditionaof sen-repudiatipn avhem eonelgetEonigseantrash is nexeqwed pi dAtgigl a
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creates a nessa using a unction on sage. The
message peingeisoaanstes. ddigial sighatudds drengderaliynéonsidered to be unforgeable. The

presence of a digital signature asserts that a named person either wrote or otherwise
agreed to the contents of the document to which the digital signature is attached.
Digital signatures provide a greater degree of security than a handwritten

15 signature. The digital signature on an ¢lectronic document assures the recipient that the
signer of the document is who they assert they are and that the content of the document
has not been altered either intentionally or accidentally since it was signed.
Furthermore, secure digital signatures cannot be repudiated; the signer of a document
cannot later disown it by claiming the signature was forged.

20 Digital signatures enable “authentication™ of digital documents, assuring the
recipient of a digital document of both the identity of the sender and the integrity of the
content.

The current use of digital signatures can be illustrated with an example. Suppose
Alice wants to send a signed message to Bob. She creates a message digest by using a

25  hash function on the message. The message digest serves as a “digital fingerprint” of
the message; if any part of the message is modified, the hash function returned by the
altered document is different. Alice then encrypts the message digest with her private
key. This encrypted message digest is the digital signature of the message.

To send the signed document Alice sends both the message and the digital

30 signature to Bob. When Bob receives them, he decrypts the signature using Alice’s

public key, to reveal the message digest. To verify the message, he then hashes the



the nessage; if any part of the nessage is nodified, the hash function
returned by the altered docunent is different. Alice then encrypts the
nmessage digest with her private key. This encrypted nessage digest is the
digital signature of the nessage. To send the signed docunent Alice sends
both the nmessage and the digital 30 si'%n’ature to Bob. Wen Bob receives
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In spite o obvi ous of digital signatures, they are not widely
used. The maWithrthahash fiaictions typicallyetsadsie id Sott feasiblésfor andlomk tEitlsdrivdd Hr es

is not easy. Further 20 there are costs associated with digital signatures
f or bot nesgagen dhaidiashasl te engivenrealue or to find two messages that hash to the same
value. If either were feasible, an intruder could attach a false message onto Alice’s
15 signature.
Digital signatures are therefore useful for e-commerce, they made it difficult to
repudiate a contract signed with a digital signature.
In spite of the obvious benefits of digital signatures, they are not widely used.
The main reason for the limited use is that using digital signatures is not easy. Further

20  there are costs associated with digital signatures for both businesses and consumers.

DISCLOSURE OF THE INVENTION

It is an object of the present invention to provide method and system for executing
a document which goes someway to overcoming the above mentioned disadvantages or

which will at least provide the public with a useful choice.

25 Accordingly in a first aspect the invention may be said to consist in a system for
executing a document in a verifiable manner comprising:
a processor with memory and a process execution unit;
a display device responsive to said processor;
at least one input device, said at least one input device including means for
30  capturing an identifying characteristic of at least one party executing said document,

said at least one input device connected to said processor;



DI SCLOSURE OF THE INVENTION It is an object of the present invention to
provi de net hod and system for executing a docunent which goes sonmeway to
overcom ng the above nentioned di sadvantages or which will at |east
provide the public with a useful choi cey _25 Accordingly in a first aspect
the invention may be said to consist in"a systemfor executing a docunent

in a verifia hSINg: . rocessor wth nenory and a process
execution unf%{a&aﬁ%ﬂ%ﬁ%ﬁ%@%ggﬁ @832}@%’38%‘??% to said processor; at |east
one input devyigfeinSAidpAicetRRS pRIPRamARiditodevi ce including neans for 30
capturing an identifying characteristic of at |east one party executing
sai d docunent, sdlisplay alfdeasdpresemtativeudf el dosumentroectadd displayadelipe,ocessor ;
-3- storage neans accessible by said processor; wherein said processor is

programmed to: di $pAuspt therinput okgrleast ongddentifpmeschiagadierisitent on sai d
ut of at |east, one,i

di spl ay device, reqguest the in dentifying . o
chapacter i stic. 5 ORper BMdnSolt ofb TSRS FoTbarid s 1 alett | Uik idgREtying

i denti fying cﬁﬂﬁl&?&fsﬁﬁiiﬁ#ﬁt%d nputted, add each said at | east one

i dentifying characteristic to said file, request input confirming the input

of said at |east add cadesiidfailegt osdilentifnpshhmctirissieitd said fikast one party
executing said docunent, 10 digitally sign said file on receipt of said
confirm ng input, request smpue emfgming nde depuinehtsadid alaileast t onegidendfneg

Preferahly sl LBl Ion. el 8,2 RendsbleL and saiddenityine
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store said signed document in said storage means.
Preferably said input device is a pen tablet and said identifying characteristic is a
physical signature or mark.
Preferably said input device is a biometrics reader.
15 Preferably said identifying characteristic is a finger print.
Preferably said identifying characteristic is a retina scan.
Accordingly in a second aspect the invention may be said to consist in method of
executing a document in a verifiable manner comprising the steps of:
displaying an electronic document;
20 receiving an identifying characteristic of a party executing said document;
adding an electronic form of said identifying characteristic to said electronic
document;
receiving confirmation that said electronic form of said identifying characteristic
1s authentic;
25 digitally signing said electronic document; and
storing said electronic document.
Preferably said identifying characteristic is a physical signature or mark.
Preferably said identifying characteristic is a finger print.

Preferably said identifying characteristic is a retina scan.

30



Preferably said identifying characteristic is a retina scan. Accordingly in
a second aspect the invention may be said to consist in nethod of

executing a docunent in a verifiable manner conprising the steps of:

di spl ayi ng an el ectroni c docunent; 20 receiving an identifying
characteristic of a party executing sai'd docunent; adding an electronic

rcol vi TRMERT DERRIET R B2 b PRAPAINGS o1 m of said | dent fyi ng
characteristjic 1is authentic; 25 digitally signing said electronic

docunent ; arfdne preferrad feem ofdhe pressnt inventionewill nPvdiededsriped avith reference

I denti fyi haracteristic is a physical signature or mark. Preferably
said i detﬂﬁﬁ?gf‘%anBer%fi@W@lgF@%@/& finger print. Preferably said

i dentifying characteristic is a retina scan. 30 -4 BRI EF DESCRI PTI ON OF THE
DRAW NGS OndFigHEs by & diggsam offthe hardware @fth¢ presentiiomention, now be descri bed
with reference to the acconpanying drawings in which Figure 1 is a diagram

of tshe har dRigere? is bélow dingrim iofyesddsoof thedprebditligvention, @ f | ow di agram of
process of the present invention, Figure is a screenshot show ng an

3
exanpl e dooyipite 3 SYiReAe HoRHIEAIBINORIRMIAGAED SXampl e ST gning

I nterface of e present 1 nventi orm, I's d screenshot showi ng an
exanpl e sigri.ng interface of .the present 10 invention. pr ti for a
si gnat ure, @?‘%&%qelﬁ 8 %?f%?ﬂsbeﬂéh@w%aw Wee&&%@em@w?% 9 dhe Prepgnt
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Figure 5 is a screenshot showing an example signing interface of the present

10  invention prompting for a signature,

Figure 6 is a screenshot showing an example interface of the present invention

with all the required signatures provided,

Figure 7 is a screenshot showing an example interface of the present invention

with all the entered signatures merged with the document,

15 Figure 8 is a screenshot showing an example interface of the present invention

prompting for a password to access a digital signature, and

Figure 9 is a screenshot showing an example interface of the present invention

showing a successful sealing.

BEST MODE FOR CARRYING OUT THE INVENTION
20 A contract between two or more parties can be sealed when the signing parties
come together in a face-to-face meeting to sign or execute the contract. This signed
paper copy of the contract becomes the authenticated record of the agreement between
the parties.
The present invention secks to replicate electronically the ease by which this
25 conventional method of pen-signing the paper copy occurs. The present invention allows
all the accompanying advantages of record and management of electronic documents to

be enjoyed by the users of the contract.



with all the required signatures provided, Figure 7 is a screenshot show ng
an exanple interface of the present invention wth all the entered
signatures nmerged with the docunment, 15 Figure 8 is a screenshot show ng an
exanpl e interface of the present invention pronpting for a password to
access a digital signature, and Figure 97s a screenshot show ng an exanpl e

I nterface of {h rese I nvenption showi ng a successful sealing. BEST MODE
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Theagres nt. iréllent_i on ,allows all the acconpanying advantages of record and

manageneMvies alpaing dhe CagBrgneihes identifying ghaspsterisyic tafea (paetys exécuting the
contract .« n- Ref i NQ: lgure 1, the systemof th resent invention
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the di giandl theopscesdary tardwate. agls QlcdC RO nse dfl dlectMdisé signatures and electronic
documents to execute a contract is not widespread.

This present invention makes it feasible and convenient for the signing parties to

15 a contract to be able to execute the document electronically.

To sign a document an electronic version of the document is created. This may
either be by creating the document using a word processor or by scanning a paper copy
and saving the scanned copy in electronic form.

The parties who are to execute the document check that the contents of the

20 electronic version are as they expect the document to be. The executing parties then
execute on a pen tablet using their usual signature. The system of the present invention
converts the written signature as it is written on the tablet into an electronic form. The
electronic form of the signature is then superimposed onto the electronic document by
the present invention.

25 The visual appearance of the signature in the electronic document indicates the
intention and will of the signing parties. The party who is witnessing the signing
counter-signs the document using their digital signature. The document state at the time
the digital signature of the witness is applied is known and any subsequent changes to
the document would result in an invalid hash.

30 Only the officiating party is required to have a digital key and be equipped with

the necessary software and hardware to digitally sign the document. The officiating



signing parties are unwilling to be saddled wth the costs of obtaining
digital signatures and the necessary hardware. As such, the use of

el ectronic signatures and el ectronic docunents to execute a contract is
not w despread. This present invention_gakes it feasible and convenient for
the signing parties to 15 a contract to be able to execute the docunent
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officiating -6- party obtains elr digital keys as is knowin the art

This pr alien‘iiatwavanbo(bimmrrﬁieng%naﬁines svailli bé¢ taddell weauphiticukirgpamgof the
docunent with the security of digital signatures. The digital content is
protectd@maﬁénhﬁﬁhﬁéﬁUﬁgﬁﬂpﬁhpﬁﬁithe transaction is secured. The process of
t he present ven
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are page of the electromc form if it is multi-paged. The next step is to digitally sign the
15 document. The first step of this process is to calculate a hash-value of the electronic
form (often called the message digest) by applying some cryptographic hashing
algorithm (for example, MD2, MD4, MDS5, SHA, or others). The calculated hash-value
of the electronic form is a sequence of bits, usually with a fixed length, extracted in
some manner from the form. All reliable algorithms for message digest calculation
20  apply mathematical transformations that when even a single bit of the input is changed,
a completely different digest is obtained.

In the second step of digitally signing the electronic form, the information
obtained in the first step hash-value of the electronic form (the message digest) is
encrypted with the private key of the person who signs the electronic form and thus an

25 encrypted hash-value, also called a digital signature, is created. For this purpose, an
encrypting algorithm for calculating digital signatures from the message digest is used.
The most often used algorithms are RSA (based on the number theory), DSA (based on
the theory of the discrete logarithms), and ECDSA (based on the elliptic curves theory).
The computed digital signature is then attached together with the document in a special

30  format to be verified if necessary.

O



going to sign or execute the docunent are presented with it 202. It is
critical that the signatories see the entire electronic contract clearly.
If the contract is nulti-paged, all pages should exist in one file. Wen
the signatories' have agreed to the doc nt they sign on a pen tabl et
using their usual signature. The pen striokes are captured 203 by the 10 pen
tabl et converfed.into a di git | form,204 and added 205 to_the contract. In
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conputed digital signature is then attached together with the docunent in a
speci al 4280 format to be verified if necessary. -7- Wiile the systemcan be

used with perhetfglbrkneé fo lt:logu(r:g1 gttHer: gys%elgr}:ﬁgril %irc?mnpt%itgg ?fg%%? too E:onﬁrm 501 that they
15 agree to the document as displayed. Each signer then in turn signs using a pen tablet, in
an alternative embodiment a user could indicate their approval using a finger or thumb
print or using a seal. The user is also required to enter the date that they signed 502.
Referring to Figure 6 once all the signatures are captured and the dates entered the
system then displays a button 601 allowing a user to click to merge the signatures into
20 the document file. The document is then displayed with the signatures inserted 701. A
button 702 to allow the file to be sealed using a digital signature is displayed. Referring
to Figure 8 when this is clicked on the system displays a dialog box 801 asking for the
signature identity 802 and the password for that identity 803 to be entered. Once the
user has entered the information the users clicks a button 804 to electronically sign and
25  seal the document. If successful the system displays a dialog box 901 shown in Figure 9
confirming that the file has been signed, sealed and saved. In the preferred embodiment
the signed file would be uploaded to a secure storage area of a server and deleted from

the laptop or other computer used for the signing.
To those skilled in the art to which the invention relates, many changes in
30 construction and widely differing embodiments and applications of the invention will

suggest themselves without departing from the scope of the invention as defined in the



sone ot her physical indicator of agreenent the system can equally be used
with bionetric readers to capture for exanple a finger or thunb print or a
retina scan. The present invention will now further be described with
reference to an exanple 5 application.eThe exanple is an insurance
proposal systeminstalled on a | aptop o? those selling insurance. The

i nf or mat| I H$ .Cf: | form 301 capn he conpl eted; . an exanpple
of ' such 2RBPadUtale e HihiRed I chCEReAPHPRERe R A BELT DlpsrrAly FART, 1,
and t he a5y AbEAMIERIET0 RN Ay Renst@mftysf em then presents the form for
signing; referring to Figure 4 the parties to the contract have an

opportunity to read the information on the 10 form 401, in the preferred
enbodi ment the formincludes signature panels 402, 403, 404. The system

i ncl udes panels for displaying the inputted signatures 410, 411, 412. The
user using a nmouse or other nmeans selects a button "Capture Pen Tabl et
Signature"” 420. Referring to Figure 5 the systemthen pronpts the signer
to confirm501 that they 15 agree to the docunent as displayed. Each
signer then in turn signs using a pen tablet, in an alternative enbodi nent
a user could indicate their approval using a finger or thunb print or
using a seal. The user is also required to enter the date that they signed
502. Referring to Figure 6 once all the signatures are captured and the
dates entered the systemthen displays a button 601 allow ng a user to
click to merge the signatures into 20 the docunent file. The docunment is
then displayed with the signatures inserted 701. A button 702 to allow the
file to be sealed using a digital signature is displayed. Referring to
Figure 8 when this is clicked on the systemdi splays a dialog box 801
asking for the signature identity 802 and the password for that identity
803 to be entered. Once the wuser has entered the information the users
clicks a button 804 to electronically sign and 25 seal the docunent. If
successful the system di splays a dial og box 901 shown in Figure 9
confirmng that the file has been signed, sealed and saved. In the

- preferred enbodinent the signed file would be uploaded to a secure storage
area of a server and deleted from the |aptop or other conputer used for

t he signing.




To those skilled in the art to which the invention relates, many changes in
30 construction and widely differing enbodi nents and applications of the

invention will suggest thenselves without departing fromthe scope of the
i nvention as defined in the -8- appende_c&_cl ai ns. The disclosures and the
descriptions herein are purely illustrative and are not intended to be in

any sens leﬁl ng. -9 CLAIMS: 1. A systemfor executing a docunent in a
verifiabl'e &r conprising: a processor with nenory and a process

execution unit; aadi | Lye t.0 ' [ ssor; 5 at |east
one i nput d(ral\}i ce, zéa' dﬁg? Y‘f@?@@‘%@ﬁg@?‘%e‘%ac‘é&i?f;‘\%lgé‘?*’rc@eﬁﬁ%‘?“%’rg-
capturing an a prikbdoriwith afericty et sprotesfexebufi§ghitone party executing

sai d docunent, said at |east one input device connected to said processor;
st orage neansd displyslayiee tegpansive for aid psmessorpher ei n sai d processor is
programed to: ]10 di spl.ay a file representative of said docunent on said

di s?ﬁ' ay devi o, [eRg0BS AnPwe devises saifl @t lqastaone daput devicefipchiging means for

char act eri.st.4 ' Q. ach said at |.east.on

dent 1 1y Ry, o6 SRR nakBITG SERNIsCRRE ARt SeenliBE i Hocumen,

i dent i f Waltatdleastamlednpet dsvidOcsimtegtdd hQaidlfrote@eest i nput confirming the

I nput of said at |east one identifying characteristic by said at | east one
party execut isteragaimkans @aueessible Hy gaidgirbyessogn said file on recei pt of said
confirmng input, and, store said signed docunent in said storage neans. 20
2. A system PBRETEILIAM PrRFESSUJe Bregiemmedioyeri fi abl e manner as clainmed in

CLan L rherein sbflal ARk d5eiGRati e B B30 abBRNEN: GG Ay ELLY ' O

) request the input of at least one identifying characteristic,
capture and store in memory each said at least one identifying
characteristic inputted,
add each said at least one identifying characteristic to said file,
15 request input confirming the input of said at least one identifying
characteristic by said at least one party executing said document,
digitally sign said file on receipt of said confirming input, and

store said signed document in said storage means.

20 2. A system for executing a document in a verifiable manner as claimed in claim 1
wherein said input device is a pen tablet and said identifying characteristic is a physical

signature or mark.

3. A system for executing a document in a verifiable manner as claimed in claim 1

25 wherein said input device is a biometrics reader.

4. A system for executing a document in a verifiable manner as claimed in claim 3

wherein said identifying characteristic is a finger print.

30 5. A system for executing a document in a verifiable manner as claimed in claim 3

wherein said identifying characteristic is a retina scan.



signature or mark. 3. A system for executing a docunent in a verifiable
manner as clainmed in claiml1l 25 wherein said input device is a bionetrics
reader. 4. A systemfor executing a docunent in a verifiable manner as
claimed in claim3 wherein said identifying characteristic is a finger
print. 30 5. A systemfor executing a dééﬁnent in a verifiable manner as
clainmed pn clgqim rein said jdentifying characteristic is a retina
scan. - 16'— 6. RA@%?SFCW%QE idegumenb Hy Asterifiablemasner colmprisingnthersteps
conprisipg the steps of displaying an el ectronic docunent; receiving an
identifying characteristic of a party executing said docunent; 5 adding an

el ectroni c fodiphlyioasleled@bhicfddcithenftar acteristic to said el ectronic
docunent; receiving confirmation that said electronic formof said

i denti fying cteseivingan sdantifyinz chaprcvaristici of Apdrieatdcatingisgid ddduvneiitgni ng

sai d_el ectroni ¢ .docunent; and 10 storing said electronic docunent. 7. A
met hbd of exe@fﬁj{lp&gﬁnaelf&éfﬁﬁﬁ?nfom of sadd | itlentifyéngrehamctexisticl i said electrbaicm 6
wherein %ﬁ.} %%nq,enti fying characteristic is a physical signature or mark. 15
8. A nethod of execut i ng a docunent in a verifiable manner as clained in

claim6 wheredividt Sonfiedildnyi : gLl C ol j print . 9. A
nmet hod of execut yﬁgg a docu%ir%’ﬂ{ﬁﬂs%ﬂ%?ﬁﬁﬁg ?‘%Mné)lrﬁielgi ggﬂgf}épgéha{aﬁte&s%cm 6
wher ei n ofaipproddns abthentic;char acteristic is a retina scan. 20

digitally signing said electronic document: and

10 storing said electronic document.

7. A method of executing a document in a verifiable manner as claimed in claim 6

wherein said identifying characteristic is a physical signature or mark.

15 8. A method of executing a document in a verifiable manner as claimed in claim 6

wherein said identifying characteristic is a finger print.

9. A method of executing a document in a verifiable manner as claimed in claim 6
wherein said identifying characteristic is a retina scan.

20






