SYSTEM AND METHOD OF MULTI PLE- LEVEL CONTROL OF ELECTRONI C DEVI CES

Abstract A system and nethod of nultiple-level control of an electronic
device are provided. Authorization information conprising data integrity
and authentication information for each of a plurality of authorization

| evel s is stored on an electronic device to be controlled. When controll ed
I nformati on associated with one of the plurality of authorization |evels
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received controlled information is checked and a determ nation as to
whet her the source is a plELEGQTRONICCDEVICES one of the plurality of
aut hori zation levels is made, based on the data integrity and
aut hentication information for the one of the plurality of authorization
| evel s. The received controlled inf kon is stored on the electronic
device where the integrity of the received controlled information is
verified and the source is a party aut hori zed at the one of the plurality
of authorization |evels. %
A system and method of mu ple levei control of an electronic device are provided.
Authorization information comprising data integrity and authentication information for
each of a plurality of authorization levels is stored on an electronic device to be
controlled. When controlled information associated with one of the plurality of
authorization levels is received at the electronic device from a source, integrity of the
received controlled information is checked and a determination as to whether the
source is a party authorized at the one of the plurality of authorization levels is made,
based on the data integrity and authentication information for the one of the plurality
of authorization levels. The received controlled information is stored on the electronic
device where the integrity of the received controlled information is verified and the

source is a party authorized at the one of the plurality of authorization levels.
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