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contacts the correct database and fetches authentication data. For instance, if the MN

supports MN-AAA, in addition to other mechanisms, and the BSF selects MN-AAA,
30 then the BSF will contact the H-AAA to fetch a challenge.

The MN has also one or more identities. For example, if the MN has an ISIM application,
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25 listreceived from the node; and including information in a second message that is sent to

the node, the information comprising the determined authentication mechanism in

conjunction with a corresponding identity.

In accordance with exemplary and non-limiting embodiments thereof this invention
30  further provides a computer program product embodied in a computer readable medium
the execution of which by a data processor of a node comprises operations of sending a

wireless network (WN) a first message that is comprised of a list of authentication
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Further in accordance with exemplary and non-limiting embodiments thereof this
30 invention provides a network device that includes a data processor coupled to a
transmitter and to a receiver and operable to receive from a node, via the receiver, a first

message that is comprised of a list of authentication mechanisms supported by the node
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30 the node, the first response message comprising information pertaining to the selected
authentication mechanism and a corresponding identity. The receiving means is further

operable for receiving from the node a second message that is at least partially integrity
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25 from the network a first response message, the first response message comprising
information pertaining to an authentication mechanism selected by the network from the

list in conjunction with a corresponding identity

BRIEF DESCRIPTION OF THE DRAWINGS
30
In the attached Drawing Figures:



rounds of nessage exchanges; Figure 6 shows a
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e BSF ot her network conponents. The
nonAMﬂMMHmﬁQJaﬁHﬁéﬂéﬁplary enbodi ments of invention
deal primarily with the procedures related to the Ub
interface between theWMN 12 and the BSF 8where
boot strappi ng i s per {REBRGELEDNOERCRIFAION nobi | e
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25 Register (HLR) 4, an Access, Authentication and Accounting (AAA) server 6, the BSF 8,
a Network Application Function (NAF) 10 and the User Equipment/Mobile Node (MN)

12, as well as the interfaces between these components. It is assumed that suitable
transmitters (Tx) and receivers (Rx) are used to covey information and messages between

the MN 12, the BSF 8 and other network components. The non-limiting and exemplary

30 embodiments of invention deal primarily with the procedures related to the Ub interface
between the MN 12 and the BSF 8 where bootstrapping is performed. Note that a mobile
terminal is referred to as User Equipment (UE) in 3GPP, and as a Mobile Node (MN) in

7



The non-limting and exenplary enbodi ments of this

i nvention provide a solution for the MN 12 and the
woeiwasdd4el emrent (BSF 8) to agree on an aut henPCTE20@1001505

and boot strappi ng nmechani smfor use in GBA (3GPP2

environment), and al so define how t he nmechani sm can be

i Nt FERE Buthis patent tpdicetidndhaseignBGRE iprueatidierobangedily wighout a loss

i PR e o o oo B8 TR Fehiihiegheslbae e or e

supfgdet s, such as by storing the list 11 in a nenory
(MEM 12A coupled to a data processor (DP) 12B. The
menory 12A is al so assunmed to include program code for

gpetRidondintifes 428 e1eibiad eﬁ@%@ﬁ@&ﬁhﬁﬁﬁv@nﬁ&ﬂ%r%c‘ aQERhanism to
enmbodi nent s this invention. It is further assuned

t hattegptinge Bmpowdan@bamw/%m%h@ foe hesttsirapVERpetapenchuiNetE and
to @efdakanprocessor (DP) 8B. The nmenory 8A is assuned

to 1nc e program code for operating the DP 8B in
accordance with the various enbodi nents of this

|nv ntio ner vario

oty iRy Bt B SO TR fpofod for he
1De| Bllm"ll(ﬂhﬁiﬂ thepefwoataémdelit @SFEﬁt)) t(ﬁ@ﬁdl jeohan ﬁrﬁhe(nﬁ&‘fﬁ)h alBBbofGapping
wirel ess, conmuni cation capabjliti rta
confit %érlémﬁ%r\}rsw PG SRS atnds éla o ggchanism
| MR YAl ddaNi e xS @D fosidiRk. B BLAS.IAM MY MN 12
W rel ess communi cati on capabilities, anrng devi ces
havPasepsis paiseklsof éhﬁwﬁﬁm@amwd@aﬁratmpmn&r@g anggs that it supports,
sto
cormiar B MREK AR AR AT Aot 8 processor (OP)
Iper t4R. tliha gnewiorel s & allsotaesuneﬂ tanckds pmgﬂnba’odwﬁormgeramg the DP
wel S portable. upits.or termn t.hat inc rate
oA e SRR P B Ve e SR gin By e LR RifipGssomed
t hethaiaHEBSRY ald@inciudes dtfi@ndty (VBRS SAtcbailedd data Ipﬁﬁ@dsME{DP) 8B.
that is capable of wreless connunlcatlons wi t.h

a
net Wo REPPE 84 WP AR1MESS 1 iekide RE0RiTR g9t 61 MPeTRfih Senll 8B in

be 436dakdd i@k ¥riduPertU S of \ﬂh§ {n¥ehtiohncl udi ng one
or both of electrical and optical interconnections. The

2fenori es 8A and 12Amay be of any type suitable to the
l ocﬁl'gg@h&&lh ﬁfc Q’Qlll%l.ﬁ %}‘rg)%&%ﬁtg br W% cgf incﬁeé %q?ﬂh %gt llmlted 10,

usi ng’ any’suit ata storage techno
semngediolad tm&ﬁphcnelsx,asﬁsdnardrgnnh@sdswtc é%ﬂAs)hgxnmg wielos rmmmumcatlon

devi c nd S ens cal menpry device
Gy STERLIE] RGP R it DR SPETFy S gepebiites, image
dat ephec es8as Su@Pasadigital SEndrByhdrtheObiraay chﬁﬁnﬁMidn&bbaﬁbﬂﬂws
to the | ocal technical environnent, and may_ incl
BneeBFnpiEeH A TEIRSs U pBsteRTBTibics; m@gféaqr%ae axd playback
PUT BRSENCORRMEK PolesToEMARKICARE S Bilitidd, FhibAbt a%b%f’c‘rl:s permitting
processors (DSPs) and processors based on a multi-core
wireless Internet access and browsing, as well as portable units or terminals that
ncorporate combinations of such functions. In other embodiments the node may not
include a transmitter and a receiver that is capable of wireless communications with a
30 network via a wireless link, as wired connections may be used instead via a cable or

wiring, including one or both of electrical and optical interconnections.



processor architecture, as non-limting exanples. In

general, the exenplary enbodi nents of this invention
woreyehatienpl enent ed by conput er software execuPebiB0m001505

a data processor of the MN 12, such as the DP 12B, or

by hardware circuitry, or by a conbination of software

an %Q@ESWS%A%h e3A Hay be c;E{aﬁy SPpOQsthBRS 1861 febtinfoal environment

i nvention my a so be” i npl enented by conputer software
exenlitnzyl be hyplameaitd ysingcays ritable ddte s@mastecw&,qu,ass,uch as

the DP C

o retRun e PR B SR Bt My s,
RehehrpACR vicss dntl sptentspiiied tnembky3nd Ratoeaifle m@pcbrydat: dgmprocessors
S.N. 11/232,494, filed 09 /1,200 tjtled;

Sno B 2D e RS ANt BP APOGPdm PO B e e 10 may
Bo@ichide 3R HImYRC BARESAI SRt | c@&phférs@%ﬂ&ﬁdl Cpurpose computers,
Boot st rappi ng Architecture (GBS%'Ppi Gabor Baj ko a F
Tamigepreersen digitehigrabnessordP @A Progete B?Sﬁ?o Py giylti-core
by %o%fes%éﬁﬁ&ﬁte&ﬁ!e :Uﬁohnmhﬁrfg &ahblegty as if fully

ate erel S. Pat ent opllcatlon S. N
11/232 494 was attached as Exhibit Dto the

baove-ref.e enced Vi l. i catq
1o St chR RS oy ool O Bt AR MRPb! GRibRhed by
11Qbﬁbutﬁf&@mvbieSxecﬁt‘anbyIadmtah)roBedsafﬁft}AMNiléaiubm tiMODP 12B, or
60/ 690, 528, fi|ed 06/13/2005, and from ;1 Th
Pr &Vihei B CIEsH{tn LT WppICPRBIAHR SOﬁwéf?/%’é agyare girquity. The

06/cbbdiRfets (srefff fRERMNSAYLRRL Bd ﬁﬁlﬁeljﬁ@it@il\ll)y doh@uter software

di scl osures of which are incorporated refe

hereggqytable by dptp ProRessorof fhe BSF Betugh s thy QR é@sﬂr 89 ﬁ?fﬁ?’%fﬁ gigeuitry,
h ?Tﬁg ention, and in
§ 3H§§§gag§?%K§ : ryﬁﬁéggg%gkg?ggythereof a
dlscu55|on IS nOMIprOVIded of the subject matter
l.osed. S 2
Rercaies  Botuis Bef S eiar Ry RIS Poafiegitiea d9ros,
I egafifled: l’lMaﬂho@XAQiimiaﬁlB yndOhopliterdndgrarh erddocitPsevidippBogistrapping

proce ur accordanc h the nonlim " .
%ﬁ’@ﬁf‘ §e@?%9a RSt ﬁBqatS aPIERg ARTPIREP ?5&@3 "oy @algr Bajko
@ 1/ afd Zaft géungc@lfﬁﬂr e @8ntthief vidhoMiim@rpotAdshy whirélie a&rein in its
described in further detail below wth re%érd to
r

Fi guieetyes iffully estatpd heseini 5 P- Retsat ApnlispiinayNrld 384P4 Witadtached
MN %ZEﬁ{lﬁ'ﬁ%‘t‘té Hhd ectbl)%sitefeile:lqcﬂ{ Uaﬂ‘sjt PRYsionAt PABNt A ?phcatlon No.:

anisns It supports tot F 8 in a reques
M\I 6[)275@L4§®, anfd clatmiegridrieundse?s . S| @éﬁw(p)/fmrBU S’H’éowasPatent
dec s on S
cASTRR: NO7 RIS 3 RN B3 S T8 PSR e
2B/N Agplaat@bnqtrds]e60/69ﬁ,gﬂsnﬁtedcmﬁ/2(1m05 Gdfermcaissenenl fimes behay), the

disclosures of which are incorporated by reference herein in their entireties.

Before discussing further the exemplary embodiments of this invention, and in order to
gain a fuller understanding thereof, a discussion is now provided of the subject matter
30 disclosed in U.S. Patent Application S.N. 11/232,494. Reference is made below to

Figures 2-7 in this regard.



exanpl es the mechani sns that the BSF 8 itself
supports, and the user's profile retrieved based on
wo b@ousanl s i dentity). The BSF 8 t hen proceedsP@i/iBR0edi®1505
sel ected aut hentication nmechanism which typically
i ncl udes responding with an authentication chall enge.

Th ema%x&%h@embaﬁhauﬁtase tbdmtsh’a@lﬁge[ﬁs&ﬂﬁ@ ANcdondhinEak itiothe non-
of the authentication nechanismc The MN 12

C.
senl@itige geRrdumeps tisdessd in ¥ §- Yatent AspligtionpNal 23y romprises
r espoRIRwif: &S, whed dreageiae %ﬁﬁk%eﬁﬁ%@ﬂw%tﬂ@&ard to Figure 2.
aut henti cation mechani sm sel ected. The nessage al so
includes the original list 11lof authentication

cha t hi t|
SE ATl S ORGPl A1 P
r espocimaishe ittshpporth & the BFE § is acequesicThe Ml 2cadsisindedes the user's
t he. a thentl cation of the M successful in case the
res'é1 g% corresponds to the expected response. |f

aut BeTiid Bﬁi’ B @Bcidls o‘ﬁdﬁ@ﬁﬁlﬁnﬁbaﬁoﬁllﬂfbcﬁdﬁﬁn{ toSe ukdd RE Bbot&fhpping,
in stgfg ?1§the sane as that in step the BSF 8

r espis i TRV M Re M e oieg glifqrrnav@s%wgd@g as non-

16h eln‘hi%fn@ QRARP1EEHS AdchaliBMNs Hab e | !B'SP |8l{%€1f &ip bl@éj hﬁ@ﬁlb Q&b QBroﬁle
t he sel ected authentication nechani sm \MI1)

i nt wgEaved; based oacthe dser' £ idemhy). Mue 1BSK §db¢rx/pr9cqeﬁ@ W1th the selected
suc ﬁ‘eﬁlwt olfl FRRRIAR %%h caYl 'iﬂcmﬁeg 1@%0 gﬁg with Ko aglhﬁrgiecation

aut hient I catt on. nechani sm osnls as i ndicate
t heclfailem TheoB$1e8 slag aslufist ie i téspang aB)indiyqpios af thy authentication

cannot pilot ected because the two parties have not
autWS?haPlég‘tc 8*8@ach other, a M TM attacker may

lisnt er E@Mmmamewmﬁpfequ@t ® thé BORG camﬁlhﬁl@tth&@ipoﬁ& to the
mechanismin the list, |eaving only

a
aut HEHERee SPReBHcHReETLm té?ﬁuél)entlwﬁ% @e?h@msel@ctﬁ% & hpmyessgge also

t 0 £RRASE &rial 101 B of RhGStbméch: }%lgs GOWIN lf‘éu%ﬁ&ﬁ' only that
where the bootstrapping procedure is forced to

bas#ith tove i isleigkily awetdstsdt | cati on mechani sm even when

St rBNgfd ggF e%{g%igucﬁg %{1%&(36 P(y thg%hﬁlelﬂ?g S c%%reét al% COngllagrs the

8 an ure
Mll t imthdn&cation olf thei NIN rsgcoemﬁddm pBotie rdSandeazaﬁebpbmdsLﬂo Ehe expected

i nirerosre et apiease bt e TS TERBapme s

t hethhi iatsteb M, dlie BSH 8 gspdrids ﬂfl@é BN @6th a0 HOTPNsusdeSulGesponse. The
thereby allowing the BSF 8 to detect aM TM attack if

t heTFRES megsage dpay plsoyeelvdleqrn mkicatign of . thpeglertediapigentication

t hemg@{ahgﬁswﬁg%thgﬂg,p;@&tegpn limting enbodi nents
di scl osed 1n U t ent
25 E. The MN 12 receives the successful response and may verify that the authentication

mechanism chosen is as indicated.

Since the first two messages (steps A and B) typically cannot be protected because the
two parties have not authenticated each other, a MITM attacker may intercept message A
30 and remove a strong authentication mechanism in the list, leaving only a weak
authentication mechanism(s) in the list for the BSF 8 to choose from. This results in a

"bid-down" attack, where the bootstrapping procedure is forced to be based on a weaker .
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Application S.N. 11/232,494 now in greater detail, in

3GPP the Ub interface (between the MN 12 and the BSF
wW@0064343ased on the HITP Di gest aut henti cati onPCTIB2006/001505

same mechani sm has been adopted in 3GPP2. For

i nstance, for 3GPP and 3GPP2 AKA, Digest-AKA is used,

whegiiasitiéation BREHBIsmavPh RWHer WioffdBhes st hpdNMABY 8@ parties (e.g.,

t HTTP Di gest hent i cat
A< RGRE. prigf dot SN A 18- PEPYfin 1 aitinen v EhetRevorfiitine

IMN é@bﬁ%ﬂ@?ﬁscﬁ@s@@ Gty ehidht ASHIReR 8ee/BIAIN. climinates these

contribution: "Bootstrappin rocedures for CDMA I x

an dklmnar\rrﬁ"lplsl -dewn'betfasksdty dpgng the (PP res@t e lighin arfigiegtitpeptected
ARy ¢ L 5 OS2 RUEDERLR 0 1

f ol dtndv@drgsotnﬁﬁhP AKA (the algorithmis not specified,

it is operator specific); 3GPP2 AKA (SHA-1 is the

al gorithm mandat ed); Boot strappi ng based on SMEKEY;

andDBegbiag fha ppidig aﬁe&edftmmnﬁﬁﬂg &8Yodirthéhtd digldsed mrues Patent
nmore aut hentj.cation nmechani %rr&x be avail abl e and

can’PRIKatS Nel YAt aey rlrgrrarréd BSETEEdheddy infggface (between the

18 XSO Bid thEB S 8) Hiaakien tHd @Im odsPautleARAR6H ITBEsafhe mechanism
di gest variant for each and every authentication

mechrgvegmadonte BTFGPR2: Forsingianse.or HaPR s 3G A4t Digest-AKA is
SPGB CRNTOLSImAEY Bp SELGE i D

aut hent'ication nmec
of atieenkidatien methgasprerd-patehied DifferHdlaran(basgd 0t BMEKEY and MN

Fi o B0 Eat et s s o LR P LG pping pocedures

11500 ODMIRI 1RGN COVEA uk@worsg@eﬁe'neeeat T9G- srmxgmbﬁmd May
selection, and i s exp aflnegln detail as follows: 1.
The (i1 i geordy FORYEF AMUBSSHAATY %rpp\m&trﬁ@a%regrecbaﬁlsms may

t heinbRadalastile BlibRidgeT to the BSF 8. TheMWN 12
includes the user's identity in the Authorization

header Mor eover,the |ist of supported aut henti cation

i he HTTP
pay oad. @&%po%ori&@%es%ﬂ%&ﬁé %Qg]%elﬂgﬁ &ﬁé request,
20he3@IR. 8KAaXSHAeL & thehagdritlet mahdasadpor t ed
aut ticati s fromthe payl oad. Based on
theﬁg‘i}ftfagglpg asggeﬁgﬁﬁ@g%iagﬁi nmechani sns, the |ist of
aut Bedtitiapping bikedoa ManiasrsKethe BSF 8 itsel f supports,

the user profile (retrieved based on the user's
identity), and possibly other information, the BSF 8

In the future, more authentication mechanisms may be available and can readily be

25 included in the MN-BSF selection procedure.

To eliminate the need to standardize a digest variant for each and every authentication
mechanism in IETF, it is preferred that the list of supported authentication mechanisms
and the selected authentication mechanism are embedded in the payload of the HTTP

30 messages, rather than carrying this information in the Digest authentication headers.

Figure 2 shows the message sequence for a GBA bootstrapping procedure with

11



deci des on the authentication nechanismto use for
boot strapping. 3. The BSF 8 sends an HITP 401
wQ@atibwani zed response to the MN 12. The respoPGEIB2006/001505
conprises the appropriate informati on based on the
sel ected aut hentication nechanism For exanple, if

3R kA atisn SEtRekAeledtida, MY ApiARath §R4iEad YERERY

cont ai ns AKA paraneters in accordance with | ETF RFC 33

10 I [MhedeY 12Aa¢nds anjipjtig papisirapring renmess iy the famgif p HTRR GEd do the
an
7 Bl g@gm%l{l&g tﬁ%&?%d?gtl}]@ tﬁiﬂ%&?ﬁaﬁ&&eﬁeﬁ%&é&@}, the
pr olis¢ of $1mpor¢e@oap)heﬁ1rinat1@ gedtaniant kentlAcBt Chris insluded intthe HTTP
. aut h1 'Et indicating that integrity protection of
Bayl?a is required. 4. The MN 12 retrieves the
sel ZP.CUpo! Redefvidghtte BastBipping medubst, tha BB @dexancts drriist ﬁﬁ,@@ported

t he hentl catjon process ac to the sel

Ty LRI IR PR é&%ﬁ%ﬁ/@&%?% gn & SLBH Ao gotheRcation
baslﬁéch@ﬁsﬁlb eheCit@ bl ANRLIERGR nerhnARME (ROBSFE § id1Lehpports, the user
secrets. 5. TheMN 12 sends a new boot strappi ng request

i n praBle{igiieyestbaperp tegrperts ddontiy), Rap@sibiyjofher ltnffématlon the BSF' 8
jols ted
e L e
c onjprlihs BSFt8reendsrangi T 4(]1|I§tauthbnmdtrmmsect@the@~ﬂﬂ\l 12, The response

ggfgc%%gorﬁegﬁ{l%appmpmate tlr&IN ormat r? gelgg(g n ese?ac%% utﬁgxﬁlchtgozl mec amsm
t heFarerphilatif DEPIOAKANE sdRcg@Sthe Wmmeleﬁﬂi@tetﬂeaieeﬁ@mens AKA
is integrity protect The BSE.8 f| Lfie

t halagpRerp }nsatccqs %@%thgBETFnRE‘E &3 lﬁaﬁl%? S AL dhadigaraie payiond
15ecRiMBGuddinSh@tutidn ofME yelécﬁed%ufﬁ@ﬁtfc@hérﬁn@c@xﬂﬂ% ¢aess thE A). In
BSF 8 continue with the authentication based on the

sel ldition, He andiy shprotegiirrc@pplyfor Digest augieptiqagersis set to "auth-int",
ver i fy [ and conputing a
or AR R bRl R RARAR: Pt o
pur e MY 12 TéiaeBSFheGeleappod tie BAR hiram théThaplo2d @mﬂontmues the
ggz%s Pg%alglgnﬁl r%getsls nc%?l%mlgltlg f% see?el%g%ns aUtelg]agl tfng ﬁavgﬂcciomg ge Cf)xﬁlguting
20i g@&&pdheesmm thocplited régived nd3ohe sHehed fessage my
al so | n}%\gde an indication, of these
e

aut t4 RIS AEEH AP FAPP e T7aupsl %féﬂayf HRERNET 30 the BSF 8,

Si MyltRihe Yomputédred pdfeGidot SHBaric S withthe SHldcted a@ma{ﬁ%%ﬁ%emmsm In
setting qop to "auth-int". 8 The MN 12 may verif

t haddditive, the pedesdsomurises el iainablist barkentigation glephﬁy@gg that the
thel\dg‘ﬁf?shgl?or{shﬁﬁce' gm&@e@&e&{a Shf B il g@ﬁah& 1pﬁxc]ﬁd%dt in the

not e he nmechani sm wor ks perfect even Wt
2i5ncéandiutagion heths Eligesttreghomgtahe tieiedat isantegniy pentdcsadh | nt o

th e&%EEs%%qh%eﬁﬁ%QﬁaQ The Tist presented in the payload matches that received in

step 2. Only if a match is found does the BSF 8 continue with the authentication based on
the selected mechanism. Typically, this comprises verifying the received digest response
and computing a server-response for server-side authentication purpose.

30 7. The BSF 8 responds with an HTTP 200 OK message, indicating a successful
authentication and bootstrapping operation. The message also includes the digest

response computed by the BSF. The message may also include an indication of the

12



9. Both the BSF 8 and the MN 12 derive the

boot strappi ng key based on the sel ected authentication
war@ehdatst r appi ng mechani sm Figure 3 il ustrBCEB2M01505

scenario when a M TM attacker 14 attenpts a bid-down

attack as descri bed above. The foll ow ng expl ai ns each

St egeldciedmi@etitRatibn rﬂechﬁ@dﬁﬁfoﬁ&f@iérﬁ@bﬂ-ﬂﬁw . Bigil 19, this indication
The, qri gi nal conta )y exanmple, three

supfidiesdy H’é’&ﬁ‘ﬁﬂ%g AEUNEARE? ly'/“uﬂ%ém B and C. la. Message
1 1§ 1HRMVEG G RLE Y thﬁﬂﬁe MetMi atthafkSiontfechdien Qﬁﬂ(ﬁécﬂﬁé same

list 11 is reface a list that contains only

me c#ﬁeth@tsnd@ted/m step 3 ﬁhﬁ}wﬁé b@ n@te@xélaelt @@tm@hamm wotkserfectly even
up

SUPREAE o 5, R, ki, SEuH e a0 o
prome;enhse 3. Sane as step 3 in Figure 2, vvlth

o hACROEIME RN S & AR o Kb aiesmerh Koangt on B wlected

accmtﬁbnﬁgdtmnaﬁdbo‘émep;aﬁgﬁlwﬁm&nl n Fi gure 2. At hough
IMN 12 proceeds with nmechanismC, it includes the

original list of [AL B, C] in the payload, which is

fiont F@ﬁﬂe@)ﬂh&ﬁ@lte@\ﬁ} &narf\heh RRNENPA B it 84 Me%@i&@@&% attack as
14 cannot make a nodification to the message. 6.
BSFdgesiediabovge Fie fpllowing h@lfrl@t@dfy gtep Inj Bguré B.nds t hat i t

is no e :

conti e AT 2R3 S0 RC ThEGR s DLIbTRLG ol gl three
theslewbont@lmmmsns;handmm ﬁama@i ng procedure with a

AR N EETENN, P R AT R AR S

13 deab anat tmtahiidally akchadhca! @ich indyR tHe Rleal@st of the three
profile, in which case it may al so decide to abort the

boot'$pP? ing procedure. This is illustrated in steps
1, 2 BR®sd 8%&trfdtﬁﬁ5 | | cto'ﬂﬁ[ns 'oﬁly%%ﬂefn%{‘@ EndMhlBrotd \Riects C
non-1imting embodi nents disclosed in U'S. ~Patent

App#dqaedeeds- S. N. 11/ 232,494, at |east one pertains to
t h°§esafh%~°a§§t {ﬁ%&ebr@{t@&%ﬁ%ﬁ@ N9, REocedure for

t he” <el ect ed ntitation nechani sminvol ves nore

20hash Thmd\/INolmlm&lewefs thae QASESY Basrobsfeanse@Bartisn Coamg| thdreforel@bceeds

exan(i;% %H}%E'om strappi ng based on Digest-AKI A requires
request/response to conplete. Wiile the

pr eyidats aest6linefire 2l@SGoL SR INSr6RERSwiiRIcBanism C, it includes
boot st r appi ntg based on SMVEKEY andiN- AAA
the origmal listof [A, B, C] in the payload, which is integrity protected, and therefore the
MITM attacker 14 cannot make a modification to the message.
25 6. The BSF 8 while verifying the received list finds that it is not the same as the one
received in step 2. It concludes that a bid-down attack has been launched and therefore

aborts the bootstrapping procedure with a HTTP 403 Forbidden message.
Alternatively, the BSF 8 may detect this attack when the received list in step 2 does not

30 match that as indicated in the user's profile, in which case it may also decide to abort the

bootstrapping procedure. This is illustrated in steps 1, 2 and 3 of Figure 4.
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Key can require two rounds of request/response as
well, there may be cases where they require nore than

wo mwondumds of request/response. I n such casespPCT/IB006/001505
non-limting enbodi nents disclosed in U S. Patent
Application S.N 11/232,494 still apply. This scenario
i S Pirttds ﬁﬂ aéoaﬂiam Witly theendn-1&Miting Sn®¥@R1S &kcBSed in U.S. Patent
fol |l ows: an initial bootstrapping request the MN

12 6?@%%% S:N 1 L¥83%19%adt Heast iorg thegAinfee hifipses psey fvherem the
su p@&ﬁsﬁﬁ ﬁ% Brocddfive 1By thédalected abifhentBRforBmédhafisth BHMRRE more than
The so includes the user ' s identity. It may

be mm eftraqueta/respensesclasiomplatd. $'or pxample bagstrapping based on

ro e

B chaRH 2tk A foqu e oyt S RGHRD ARk AU VR dEflevions
| i s¢embaizreent descfibagthetches ber& Boasichppinpbased orf SYIERENY@and MN-AAA
(i ngludin

e R e R M S

t hereqgsied nrd thanttwd YpundEio§ WsReSH/ r&pSHEER @Sh &ases the non—hmltmg
non-1ljmting l.e_that nmechanism A.is ch

T ermqaent R0 SR GE e N APREeib S ah AR Filbimmby This
10E CRRM R i1MHAtY 15%9@5 A it BGHdERSs FaRRRNdI Ng Wi th an

aut henti cati on chal l'enge. The BSF 8 also includes in

the response an indication of the authentication

mecha | I

hi 5 1 AT LERRIRRRRARAL R fic Ond B3 rfiACR I or 4Rk hcaton
not mdcltahmms fitr spppartsi (s.gpA. M, @GN to the BM 42 amﬂlu&SFrlﬁ MN 12 also

g g nlt i {l]l ﬁ%sttﬁéa‘%sgfég ilﬁgnt%? ﬁ:até, gjlsfgg G h g}ft ggseg@egﬁlétals I protected

dlfferent mechani sms may require different nunbers of

round ssage exchanges request s/ responses)
to 2o Fn?fi?% °6<98t]§etfi“é1}5’ﬁflﬁ‘é‘°’b Mselaismeto be d&sedegoaﬁacptgtrappmg,

t hepdk® %ﬁtthé“ﬁét RGPS the QUNT £ ar §thg£0fn?ormatlon (including the
request/response after step 3 to conplete; whereas for

boomé¢hanishs Hyt tha BEH 8eﬁﬁelmygorésn anditheuseNs mailecetyieved based on the
dd
bkl e S S e Lo AR oen
Zﬁfthese subsequent nessages the MN 12 sends the
i i but. it .
s PR esE e eyt e oot et e, Hietegeally

8 niaylud@ndspohiding et en aileiRMGIOhe R g6 EMHe BIF STESSRERAE)in the
again, but jt is protected (e.g. integrityprotected).

Not 5SHoms 2 BicaianiRl DN nicarers mernish pfral (mephgpismA in this
agae;an%legt@gaiﬁ%s inlichton ARy & prbfabtbq Pr ef erabl e) for

the BS to send the chosen nechanlsn1aga|n
2rotected. If such parameters are sent again

pr Of; &b be bR Ql]iala ?Lromp@[]t 01ﬁt onecﬂgk/pﬁqZ agd \E%%I F{ é(onttllqée with the
t he paranmeter sent e ori

par seheeted meckangny @, nsdlaasmbéoaaiﬁﬁmted anmgaéﬁﬁ nptwasyioted above,

Ji%erent mechanisms may require different numbers of rounds of message exchanges

(e.g. requests/responses) to complete the bootstrapping procedure. For example, the

30 Digest-AKA mechanism requires one more request/response after step 3 to complete;

whereas for bootstrapping based on CAVE and the MN-AAA key, additional rounds may

be required. In accordance with the exemplary embodiments of this invention, in one of
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attacker to change the original paraneters, which have
been sent unprotected. In the foll ow ng description,

WO paoeqgs44tly protection is enpl oyed as an exenpl B€YIB2006/001505
technique to protect the paraneters. It should be
understood that the paranmeters nmay as well be

en Cthé/sgts@c%eqlént mbssddes T8 VBN 112 Béhdb ehefdriGHaElis? 1 @Js s&t @Pméssage 1)
t he 2 conputes the responses _accor di

n
me Cﬂfga]ﬁl @lﬂtAS prategied (PHee PécgHEAPTofecte)] Whilst the Bgli] paey egnd the chosen

t e
YLl s ! DN A48, Bt o
me cthanwlsite 1ﬂm3MN di d@edsai&lb @ngmalplu&b\lll o@amrmm}e@em iit ®cbptional (but
0 ;
Sy Mo H L i AR B S ahateeh s oBf apEet. 1 sueh
Pr Opagfiictss ard seit a@ﬁfﬁioté@éd, e bthBQbalﬁﬁy igdnatblbeto verify that the parameter

boot st.r appi ng procedure, the able to s
a n¥ad %‘61@ SIpEAS tl}elpag% ragetes ref:ﬁlg@ FQas; tﬁ)@&‘é Fanyﬁttempt gy gMITM

Pr ofiR6iteeth ciaffe 8% RN} pdriindt®S SALEh Havd best®nt Bdfrotbdi&l. In the
M\ 12 is able to send such a nessage. If so, theWN 12

wi | follpyimp dewstiphen, drtesgity arotdetian 1s PIplQyRd as ps exemglargtecimique to
1bn P?%%%M&ﬁte{shﬂ hbt?ld'b@éﬁ‘lgégétgéé% g{agl{h%é}a etér@ﬂa(} al %ll be

ure e nessage,

themBS@wa verifies that the integrity protected |i st

is the sane as the list originally sent by the MN 12

in message 1. If not the BSF 8 may send an error

r espGtidleclewing heFighte 52 att stepabibe MN b copmrtesttheugsgoness according to

sho &lnédternatlvely the BSF 8 may silently abort
opera fén. 9. At certain point of the

1bootstrapp|ng procedure, the BSF 8 may be able to send

e that in ata tha
oo B e ma o ands ok e hesnonge e thsi i ML 12 4l e BSF
BSFg &s bfplafdde It SonSeLHidth8déGBurls MRS Sh&ken mEblanﬁﬁFmagaMot be able to
i ncl ude the chosen nmechani sm (nechani sm A in

exaPeYiey thereguired integridgprrteytion: shasiprdhe My i%ﬁ%de%SFo§/ may not be

Pl l gﬁ L dQnt VleP@4qt he nmessage, the MN 12
vef% %eg t Emﬁgelng%grl @jgrotected chosen nechani sm

20s the sane as the one originally sent by the BSF 8 in

WgS?.h elétgltng) F%%H%l@%o%g&? tﬁ‘%ﬁ\dﬁ{]lﬁ%a)y%g 25188%end a

Al t medadel thee hr}(:ludtahbtd\ﬂxhtlﬂnt&@ytymdt@tﬁdl Forakanipile, tifmaessage 7 assume

oper. at I f sucgcessful, h
C o BErho R s BB ESPTEREr e BNt g 1 refide e Shgial
list 11 (the list {A, B, C} in the example) that is integrity protected, indicated by P[{A, B,
25 C}]in Figure 5.

8. Receiving the message, the BSF 8 verifies that the integrity protected list is the same as

the list originally sent by the MN 12 in message 1. If not the BSF 8 may send an error

response to the MN 12 to abort the operation (not shown). Alternatively, the BSF 8 may
30 silently abort the operation.

9. At certain point of the bootstrapping procedure, the BSF 8 may be able to send a
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the sel ected bootstrappi ng mechanism It can be noted

that steps 7 and 8, and steps 9 and 10 (if present)
woe®d/ 13l be in the order as described, and theCT/1B2E§6/001505

need not be in consecutive nessages. That is, the BSF

8 may send a nessage with the integrity protected

par meBh& thdt iltRide R&ANat IECBAIH) Bidleciel! 1o exaatplk, il 1ResMYe 3 Zassume
may send a rressaq with the int egrltgi; %rot ect ed
A

e
par @ﬁ%ih_é Bt fds phlg o _é?ndssd’ﬁ'b Gripesgagee SErvgyy meluge the chosen
| at ﬁ%cﬂahi@ﬁ-(mleéhaﬁ‘igﬂ'ﬁl kb exﬁﬁﬁfgﬁt_hgﬁy in%i%@te&&y ﬂﬁi%agri by P[A]

messages before and after t integrit roteéte
mes¥ddgse dre sent. The fol |l owi ng description provides
gxenpl ary inplementations, in accordance with the
non-limting enbodi nents disclosed in U S. Patent

Appl Q. dieceiving Shd\medsh g 3 WONL 12 wstifies thAtTRe dntggrity protected chosen

(Fi BErEn = PF ST 58 CHBREN FAHD BRESBRORBraRGF ot the
NONMN M iraf gerAriAQaioraRbSedliosttié BSE® folibbt She PR (not shown).
Appl i cat | og( = N. 11/232,494 are not limted by these

5,

t woPBaesthe YR 1 2anpy pilenflyphostbs PRartiosi ng ot her
1or ansport/aut henti cati on nmechani sns as well (e.g., the

Ext ensi bl e Aut hentication Protocol (EAP)). In the

f ol 1 loHisnepesséid dothrertisa ste endhdediaderive thebootsteapping kéyolfs according to

ggﬁ@@élgﬁg&%gg&%ﬁ%dfqﬁﬁéml ist 1lof supported

ani sms, sen 2. and the chosen
mechani sm sent by the BSF 8) are assuned to be sent

in {he pa ds .of the HITP nmess s.. Note, howevyer,

t bl S BN AR s 08 R 1D HO PRy b e order
1appasafesdridbd; ahPROIARS et #d18e T LbiscbBES a8l That 6, 88 BSF 8 may
aut hentication _In this exenplary inplenentation, TP

I_I-I_
di g8t 2 BGERENY L HE InGier R PEHfeqielstisneer fho ehoserggechanism) first, and
Di f i eviidel2l R éénﬁeauﬁﬁgﬁtéeg&/itﬁ’@l%ﬁ )ﬂ'sergﬂﬂipﬁrggcteé\ arameiigl:re (the list of

def aul t password (e.qg. . maybe usedpas t
di ge¥pordsaedprisms gt rrutatea ting fh edditioratthae npet wewnret fognds of

VN ' t: - th d
T P R R

28nd/ or BS_AUTH. The details of the password protected
Di ffie-Hellman nmechanismis based on WKEY (Wrel ess |
AN P G PRt e B CUUR RS RO T Eorance i the
W riedneiasitih \MnbolliREntddikdldied BRES] FadnahpSiRatiWs A1 1/832,494, using
bei n% sg_em fied in 3GPP2 %f‘lee Section 7.1.1of the
3PP Tikdigpt suhentipgtion fiigure AN pladn JE FR frargport diguae Hell shoyld be
Extidud R 4R demiplaR)y OYd SbRNAkinBALE hiE@bde@Mn NP S Pat
60/ 692, 855, filed 06/21/ 2005) TEH SRR, [EAbie T W0s: patent
ZoneApplisatpinad V. iliZR AR pest i ringtedbigo theser Bppexegnples, and may be
neciﬂﬂ)ﬁ‘én’?e%ed using other transport/authentication mechanisms as well (e.g., the
Extensible Authentication Protocol (EAP)). In the following descriptions, the parameters
needed for mechanism negotiation (the list 11 of supported mechanisms, sent by the MN
12, and the chosen mechanism, sent by the BSF 8) are assumed to be sent in the payloads
30 ofthe HTTP messages. Note, however, that these parameters may alternatively be carried

in appropriate headers in the HTTP messages.
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negotiation with the chosen nechani sm bei ng CAVE, where
t he boot strappi ng procedure with CAVE requires three

wo omadss4af HTTP request/response altoget her. TPET/IB2006/001505
scenari o for bootstrappi ng based on M\ AAA Key is very
simlar, and therefore is not described in further
detygitp dl;&eautggnlﬁgmoﬁg descri bes the steps shown in
Figure 6 1n nore detail. 1. The MN 12 sends a HITP CGET
r edod8ss exconhrdspianeniEm, 81T TPigesinethentisationswith pagswardprotected
th ’ S h 33
R R B o e A
users tBedigsst heswoids so Ilibfal suthpuicstient between the MN 12 and BSF 8 is

DR R SR DS A G818 pITEE AR Rl ki BN 036
CAdndansst METH} ’hl&fdefﬁfﬁﬁi b&he ﬁeﬂiswc()jrﬂi pﬁfﬂﬁ:’teﬂ)lef% I-erIl‘MIln Eiﬁléhzﬁnsm is
retrieves the list of supported nmechanjsns fr.o

payslPral EEYeEEeless had) I perg R RIS dF%C&‘eerR ip Fns Wireless
useﬁmﬂfﬁembh&gt@%%ﬁdaﬁeﬁ hineh i AREHoQp e dags 3@@%&@‘@&%,7 1.1of
and the BSF 8 selects CAVE as the bootstra

mecthaAGER? iPAPRWISs Wistless LY itnferwexdng)) é’ftacihP(gﬁS £rhigit D to U.S.
0| 0 n osen
1 bR OBl BRI 052 B8 e R0 i
RAND chal | enge val ue. 3. The BSF 8 sends a HTTP 401

re onse t heMN 12, Th i s base6 coded

SRR % 1y HAChONE PPl SPPEREUITACL RERSERE Hechanism

h e aldﬁbtlatl]ih &ithitilcllosefl ARctaPIsin®BEE CAS/E; @hert the 'b&htﬁtl‘applﬂg procedure
The p él oad al so_contains_an indic t| on t{] CAV?
¢ heihGANE TrrviRBATeeFRUnds OTFc PURIUES TESpORSs Al iaEefti 1Bt for
@EC%&&@SM% o4 feveyAgady mrfm%egﬁ R6ERFs AGH déscribed in
e RAND chal | enge val ue received by the GBA
Fun@tthordeiad. sent to the RU Mor the IX terminal as a
simul ated d obal Challenge. 5. The I X ternminal (or the
R-UM responds to the global challenge with an AUTHR
andTenfell S EdScrifds eheAtgprFhcmdn FipereSMakEdte detail.t hen
delivered to the GBAFunction. 6. The GBA Function sets
M5 PWto be the SMEKEY. It al so generates a secret
20andarie MNpBgendxa HTOP GEfeedubdt tdverddehd BSIS. Mk et s identity, in the
the_ Digest authentication, the GBA Functjon also

gentormPE IMSI@seali cop a fsdaridrd abbe uscermRE the Aufherizition bepder. In
a Clddgdh, tﬁ@ﬁ‘s%{ssengs thérlli‘s% 1 M}fsfh%)oﬁ@&%tsﬁﬁﬁﬁﬁ%ﬁth@ﬂﬁ@gtl@echamsms

request to an appropriate Authorization

healehe pamed KE @d%%@p@hs@ean@géb@ﬁw 18 wepaEipu{iéand two
N ARGHARREEL B and C).

25

2. The BSF 8 retrieves the list of supported mechanisms from the payload and makes a
decision based on the list, the username, the user profile, and/or other information, and
the BSF 8 selects CAVE as the bootstrapping mechanism in this non-limiting example.
From this point on the bootstrapping is based on the chosen mechanism, which is CAVE.

30 The BSF 8 generates a 32-bit RAND challenge value.

3. The BSF 8 sends a HTTP 401 response to the MN 12, The RAND is base64-encoded
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RFC2617 (attached as Exhibit Cto U S. Provisional

Pat ent Application No.: 60/692,855, filed 06/21/2005)
waigioag344he def ault password. The GRAND i s PCT/IB2006/001505

base64- encoded and carried in the cnonce field. The

HTTP payl oad contains the AUTHR and the MS_RESULT,

eand c%wﬁ%dch@ndﬁgé/ﬁél&gf tRYWWE - D@gdhiidee ﬁéﬂ@er%lﬁ@ﬁ “Wh-dptions”

I\/IS he BSF 8 verifies t he received

|vs IRESUQTau‘Eh-Hﬁ tThz @mdoa&rzﬁ@ R anam,dwaﬁgn &@t &AVERs the chosen
nﬁq o UTHREQ to the HLR/ AC 4'. The AUTHREQ

i nc éle he RAND, SYSACCTYPE=GAA access and AUTHR

parameters. The ESN paraneter is set to all zeros. The

i AL LR MEREETE 1 A p—

SY SicesrIRgBe 6 (C}S)VE uaekhmdlauaag@ voiug Rétkived bMbs SFRYEFunction is
EncryPtl on_is supported by the system (M-B=l). All

ot L R SV SRS AP At o Els O IR y set

to zero. 9. The HLR/AC 4' verifies the AUTHR and
generates the SMEKEY. 10. The HLR/ AC 4' responds with a

TI AS.Zhe NSTREE] fonte RrBBDuerwendsiiethspioket vhallgpgaveithen AUFHR and

L BESMIBEDT h AHEAEEQ A B o

the MN 12 by verifying the Di gest response using the

e

t henﬁlﬁef Fg* e ltheBiffieleh@eh mthod. Te (RSPig8stgRnehtatsh, theGBA
128-bit Ks. The B-TED val ue is al so}éﬁg}gner ated in the
f or Fction alpggengypies aR3-hi ranfem Bueba AL RAND 0P RXdHs ¢ sHigpenonce.

fsrom step 2, and the BSF 8 server nane, i.e.
base64encode(RAND) @BSF_servers_domai n_nane. 13. The
BSF7 8lheeidfs 1 2 sepdo amgthar %@ETtr@qqeﬁeto ¢ BSE 8Twigh erepppsepriate

S 985S ERRRRS, PR Mo LML L EEOA Db

AppRFC26 117 ¢attabeed:as BRUIBIOE 1855, Prbiisiotal 6@ p0OHYn Ns. 603692,855,

th d
Aufﬁgﬁto.%?ahoﬁﬂ.sﬁsﬁ?gz%ﬁ Shfauft Boseh i, B g it hasestygroggied and
Nes PPRGE i ltis0 chait didls Thve HBSPRESad, contaths ¥ NUTHR and the
covered by the ha,p of SMEKEY, the B-TIDsthe |ifetine

of MSeRRSULKs ieang’ med 4t icoverest Gyhéhec hade st nibe NS MEKRY with

(CAVR) piWik WH Note that integrity protection can
be provide y I ncluding the data in the conputation

of
8. The BSF 8 verifies that the received MS_RESULT is not zero. The BSF 8, actingasa

25 VLR, sends an AUTHREQ to the HLR/AC 4'. The AUTHREQ includes the RAND,
SYSACCTYPE=GAA access and AUTHR parameters. The ESN parameter is set to all
zeros. The SYSCAP parameter is set to indicate that Authentication parameters were
requested on this system access (bit-A=1) and that Signaling Message Encryption is
supported by the system (bit-B=1). All other bits of the SYSCAP parameter are

30 preferably set to zero.

9. The HLR/AC 4' verifies the AUTHR and generates the SMEKEY.
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BS _AUTH. One exenplary way is as foll ows:
BS_AUTH data] = SHA- 1(0x00000005 | 0x00000C80 +
wGemwensqdnt a) | BS PARAM | data | BS_PARAM | dar&i/1B2006/001505
nodul o 2128, where data is the information that needs
to be integrity protected, and in this case includes
the B-TID, key lifetine, and the indication of the
chosen nechani sm (CAVE). 14. The MN 12 verifies
r s paUtThe ZLEIALI 4\ epspedrEdth 2cHA-4 1A HITHREQGhetgneludss the SMEKEY
Pro Cafel
06/ gdlr%%%gllf ﬁu??eﬁ{g}&atuﬁg@ggf %I@Egggm\?gf Si[ﬁ%cf@ veri %i gg‘é?s denty
thamdB$1MH equal s XBS AUTH (using the sane
al cul ation as BS_AUTH). The MN 12 al so verifies that
the indi cated chosen nmechanismis CAVE. |If successful,
t helk&hvBSF aadhdntieatesbakdi 29g ntrifying tlﬁl][hi&fﬁasipﬁﬁe @sing thé default

R R s g LT ——
t i MRumbed “y ToethMNifid-FegRRh Alegdtl he 128- b|t Ks. 16. The

IWN 12 sends anot her HTTP GET request to BSF 8 with an
appropriate Authorization header. The di gest response

liOS L E?ﬁ 8 g&iefhges Ihiel 2@ %flt%él '}"he%wl%lg I]IE@ teﬁ‘ff'rgthe format

contains the“orig i'st of supported an 3
({ COMEAL B, talghg Iﬂw hab’ﬂ6é eeowinp RANmmiud\EgmlstHZ dmittbg BEF B server

pr ot ectl 0 y_including the data that
needs t 6 @é‘s“’%?e COdsﬁ‘lgI\ p g@% ﬁg—sew Yat AT oA 8f M5 AUTH.
One exenpl ary vvay is as follows: M5 _AUTH data] =

VS, BRI ot haOBRaromsa o= SER P o il dise ecsronse,

gat &spamntt’ MR chivhiRedBidofiing RHFMECAELRLRE tbF.SWrb¥i¥ional Patent
protected, which in this case is the original |ist of

suppepiicatoniie HEMI93 e > (Hl o2 13805 ysing there ot paspgprd gnd carried in
ver yfi 83 ehh%tl S hedd8S ﬁﬁ@ﬁ%ﬁ(}éﬁ I ﬂlf %Bg O(kelfe%%lge also coHtams the

passvvor aut hent i cat es veritying t
t heBSBESEH eq (g e AR VAT by (hs s ofsmm tho B-BID), the lifetime of

S sq verifies t
supgsrPb s Srkaranel e ot iehEhah (Ehy P b aufie dipe
20n Bﬁ%ﬂtyZprotef:tlcﬁDtan b @rcﬁﬁﬁd&?ﬂtﬁcﬁl&iﬁg the i1 An 408 corlglputation of
For onse, or other error responses to the MN
Eg#‘géﬁlﬂeﬁ?ﬁr?‘e%@mw@ﬁéafb%’g‘?@f:r appi ng procedure (not
shovvn). 18. If successful, the BSF 8 sends a 200 K

response to the MN 12.
S_AUTH][data] = SHA-1(0x00000005 | 0x00000C80 + sizeof(data) | BS_PARAM |

data | BS_PARAM | data) modulo 2'%8, where data is the information that needs to be

25 integrity protected, and in this case includes the B-TID, key lifetime, and the

indication of the chosen mechanism (CAVE).

14. The MN 12 verifies rspauth according to RFC 2617 (Exhibit C to U.S. Provisional
Patent Application No.: 60/692,855, filed 06/21/2005) using the default password, and
30 verifies that BS_AUTH equals XBS_AUTH?’ (using the same calculation as BS_AUTH).
The MN 12 also verifies that the indicated chosen mechanism is CAVE. If successful, the

server and the message sent are authenticated. If not successful, the MN 12 aborts the
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Note that there are many possible variations in the

above procedure. However, the basic concepts in
wa@ewonsamce with the exenplary and non-|i m ti nBCT/IB2006/001505

enbodi nents disclosed in U S. Patent Application S. N

11/ 232,494 remain the same and, therefore, not al

posboduteppiag patédnresand merydetscimntpdihteyBrert ¥ BtdrdikieON i S

that M5 _AUTH and BS AUTH are used as the digest

password in steps 16 and 17 respectively, in which

cases.t1me M ab generily totoghgt kdacl uded in the cal cul ation

of M5 AUTH and BS AUTH. Integrity protection in that

case will be provided by the digest authentication

c ' Y t Vaieatd ' ' ead of .
o g NE WD SR et AP o i, BsR°h Rt B ppppopriae
onl putisrizetvphenderBEherdiFdst mprohseie camsmitkd using dichiefint @assword. The

A N R S R e U R

pr owiatpi) ynd M8_AUTHSIntegtitypanédicntdn®s provtdeany sbludiRk f Bata that

HTTP t.ranspor Ahis non-limting exanple, plain )
HTTEE0Y ?‘1@% gre e§!e§ I %%%qﬂfa“ﬂ% 8% Mﬂs‘\fﬂ% rOnehexepRlap way is as
landfdB5#s:8 t o exchange the password protected
Diffie-Hellman paraneters. Mitual authentication

between the MN 12 and BSF 8 is based on the password

pr ofRC b 11 X j i Al a

B HETRe D o S ST TRROBEAONR S CaefRully TS PAran
i npflasaiElt Ak ARAMdfdata) modile 25 pyiereglatusic Heriifsrmation that needs to be

negot i at i | t.he.chosen nmechani s el CAVE, and |
wh e?lée'g?’h" eﬁgtg}c{)%te&gp?llg{})hp imn g 1sp?ag% és d&lF eom\%}nﬁ1 Eﬁ&@%u?@cﬁlﬁii lnéeglqamsms
IShr €AV BIE} pf HTTP GET/ response. The scenario for

boot st rappi ng based on M\- AAA Key is very simlar and
therefore is not included here. The foll ow ng

descr.TheBSF Boesic8 B digdstBdpBndtial the dlfaul PRMbrE 2n® SRCS
an HTTP CGET request t%&aré@nthé"gég S?UTEe userns ticates

i dethe MY 12 by veri{ing Bihithe MS_AVBIH@@als M8 U TH ¢saimvekigdletion as
i n jkespan) ogd sshR ARG PLdfe0 Bt ﬁlg%t gfﬁé%c{n%& UHCSih D8 the same as

| ist Of supported bootstrapping/a rcation
2fe cthahstgaeeived inlep pdfhaabic BF §may CAVEHBTP@)3 Forbidéngsponse, or

oot Dok RRROES, 1218000t R o S bPPrenioparengis o

nmecthawinsns from the payl oad and make a deci si on based
on the list, the usernane (also fromthe payl oad), the
user profile, and/or other information. Assune that

t he1 BBkudessliont BSCAVERR S 20MOKNY0Ri 1§ RRINIK 1FEChani sm

and fromthis point on the bootstrappi ng |1 sbased on

2fhe chosen mechani sm (e.g., CAVE)
Note that there are many possible variations in the above procedure. However, the basic

concepts in accordance with the exemplary and non-limiting embodiments disclosed in
U.S. Patent Application S.N. 11/232,494 remain the same and, therefore, not all possible
variations are described. One variation is that MS_AUTH and BS_AUTH are used as the
30  digest password in steps 16 and 17 respectively, in which case the “data” may not be
included in the calculation of MS_AUTH and BS_AUTH. Integrity protection in that

case will be provided by the digest authentication mechanism. Yet another variation is
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The BSF 8 generates a 32-bit RAND chal | enge val ue. 3.

The BSF 8 sends a response (e.g. 200 OK) to the M 12.
wab@eRAMIDL | s base64- encoded and carried in theCT/IB2006/001505

payl oad. The payl oad al so contains an indication that

CAVEi s the chosen nechani sm 4. The RAND chal | enge

val gg: hesal Magmgms heU GBAR It Qe shd BRNAULS &l 1esF sidlonly
or the | X terminal as_a sinmulated d obal Chall enge.

5. THS_AX THr BSn AU THoyillbs Bsein oty sidessipenin dhey ‘date’ Hénot included in
|l o W t:
AT R S e B T P e Y P R g W fovided by e
GBA@@%@aWbﬂﬁwﬁKmTM®h@BmFunct|on sets M5 PWto be the
MEKEY. It al so generates a secret random nunmber "x"
or the Diffie-Hellman nmethod. 7. The MN 12 sends
anoPhﬁmHTﬂHEhmiﬂhrequest to the BSF 8. The HTTP

d contains the . d the M5 RESULT,
oS 5 B <G e SR FO7 P SAEIdEpeDagt e Biordie MN
ver i1 hfSBSgto dxdBanpe BRIpIAH oMprESibd Bifis-Haihak ﬁzﬁ@metgﬂﬁﬂ\dutual
BSF 8, acting as a VLR, sends an AUTHREQ to the HLR/ AC
4" . autheatigatrppyRetrestike YBLE anA BSRANThasshesAnrpypmebapaiccted Diffie-
1@Ccﬁ§ﬁrnﬁﬂﬂedﬁ%§5u%ﬁ%§f§3k@ﬁ{ anliies BEMppar ameter is set
zer os SCAP paraneter 1's set to indicate
that Authentication paraneters were requested on this
sys A=) .and t n ssage .
F?H{ela’gﬁﬁ?sgratég BBe L labrg; g eemg}stlgn lzgnl%) e PllggAHechanlsm
Ot heggotiation with tHeechSééSChQ&hﬁlﬁﬁlﬂl’ﬂSEing ICAYR, 4 wigde the toetstapping -

9. The HLK/ ifies the AUTHR rates t
SRy SV Burg s GG st ObiLe AP ST sbeReALRS eggio o
1shabodtdteppidebastdieh MMEKEX I@?ﬁﬁ%ﬁ} $hilarlhd AUleRROE h6BEIIQRA here.

fails, e, AUTHREQ may i nclude only an access deny

i nd?ﬂéf'af‘)ﬂ B¥iing flgscriyprehpieps an yerededd. PW=SVEKEY and

gener ates arandom secret number "y" for the
Diffie-Hell man nethod. 12. The BSF 8 generates the

1281 Bihp M 12 spinés aB-HTT D GET requeshinwalds the @éF@eﬂwmﬂéadddntity, inthe
the f »taking th e

val BERE o dnt B ol R BTG IR0 oo BXNRetudes e
da sk 4esuppate( M@@ﬁg@ﬁmwﬁﬁtﬁmmﬁmﬂﬂﬁ paylahd (I§il€CAVE, B,
E g; F gé’gfﬂ%ggétﬂ??é {@mgzggp(p%ﬁg 'CA%/'%Oangt(\zvo F)t%ert Aqqgchm}lsrr]fsz B ayc? %)

2. The BSF 8 retrieves the list of supported mechanisms from the payload and make a
decision based on the list, the username (also from the payload), the user profile, and/or

25  other information. Assume that the BSF 8 selects CAVE as the bootstrapping mechanism,
and from this point on the bootstrapping is based on the chosen mechanism (e.g., CAVE).
The BSF & generates a 32-bit RAND challenge value.

3. The BSF 8 sends a response (e.g. 200 OK) to the MN 12. The RAND is base64-

30 encoded and carried in the payload. The payload also contains an indication that CAVE is

the chosen mechanism.
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can contain the BS RESULT, i.e. gy nod p , covered by

the hash of SMEKEY, the BTID, the lifetine of the key
wago6as4iendi cati on of the chosen nechani sm ( CAREN/1E2eh/001505

BS AUTH. Note that integrity protection can be

provided by including the data in the conmputation of

ri - r the
oS A RS AT B RN g e
si Zbfe(rintla) a|sinBSrtedNRInbe] Challenge| BS_PARAM | dat a)
modul o 2128, where data is the information that needs
to be integrity protected, and includes the B-TDD,

| i f % ThereX teanhat (bethe RATDHTésponds fo thiglobdl ommngmmanimﬁmand

oW N N R AT A 1T TR

also verifies that the indicated chosen nechanismis
I f successf ul e server_ and the nessaqe sent

CAVE. th
ar eb- e HBAdvagcagets MS_RBE to e the SVEFKIY . Iialso eppgraies a secret random
pr ef efabey: Japtt p%fﬁwﬁu&%é{he@ppl ng procedure and may
| at e

retry 1 nme or at a later tine. 15. The MN 12
generates the 128 bit Ks. 16. The M\ 12 sends anot her
EEFT L]%-E\/D%I us%% :gn%t te?rgﬂ%gr S%T cr:e u st Qo M}Gﬁ%&q?ogrg} sy payload
li Scton@ins&lhtp@Uﬂ“HRdanHﬁ&l’Mll_mﬂ(’l{ GZAVEf mBd pCpvéred byhths hash of the
exqgﬁh nd M5 _AUTH. Integrity protection can be
pro by including the data that needs to be
protected in the conputation of M5 AUTH. One exenpl ary
way is as follows: M5 AUTH data] = SHA-I (0x00000004 |
% o&@@e@@bw%ﬁeﬁé@ﬁ ‘(h@aqcal)ve# (ks nogizerey Thwﬁsbﬁmmlg asa
1|5 d@‘iﬁ) seg@sdérﬂ Rg%ﬂ{%% é@f'}ﬁé ﬁLﬁ%@ 41 §nd R@TH(}{EQ? ﬂﬁﬂd_@é’]the

needs to be integrity protected e origlna
I i sSYS:AC@E}ﬁBE?@AA ageeshadi Pslﬁ"éHRp@AMEcerSBFheCESN patmetditigset to all

2 AR R M Dl A P e v

Th ereB®sal 9a thiesidtde acdehﬁ(ﬁ)ltt./ha) lahd thaoﬂlgﬁalmgd‘vléseatge Encryption is

{TF C?}’?EQ‘I? 2 @ | }%gttsl'g%n aﬁé{:/fgls nlaltl ##ﬁ;gﬁf[}%gi%q\fg? aﬁéxﬁeter Je)ln %e setto

nespesse, or other error responses to the MN 12, or it
may silently abort the bootstrapping procedure (not
shown). 18. The BSF 8 sends response (e.g. 200 CK) to
t neo Mo 1/ AOLEANAhe ADTHR HBYREIBRAYSHSREND! ©

variations in ove procedure. However, the

10. The HLR/AC responds with a TIA-41 AUTHREQ that includes the SMEKEY
25 parameter. If authentication fails, the AUTHREQ may include only an access deny

indication.

11. The BSF 8 sets BS PW=SMEKEY and generates a random secret number “y” for the
Diffie-Hellman method.

30
12. The BSF 8 generates the 128-bit Ks. The B-TID value can also be generated in the
format of NAI by taking the base64 encoded RAND value from step 2, and the BSF 8
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basi ¢ concepts di sclosed in accordance with the

non-limting and exenpl ary enbodi nents di sclosed in
wal®@s/1Patent Application S. N 11/232, 494 r emai PCT/IB2006/001505

same. XML Schema Definition In 3GPP GBA, an HTTP

payl oad carries the B-TID (Bootstrappi ng Transacti on

| deftyef hithd, i.8 s hcsRYRANDSEBRE | éeﬂfe}shﬁonfldu'ﬂ zi‘llclmgoo K

response if boot strapping i s successful .

associ ated XML schema is defined in Annex C of 3GPP TS

24. thi

to BabsPh bt 20R R iRl Snel BH e B b Btbone

basead contaﬁNzENES{ RSN AAA nitelyp, coveesibyi thehasdef SMEKEY, the B-

B R TSt B R R RS e T anc
di s$ osetH I Notk)int inB¥atigProtéphiceabd Aovided\by ihdihdidg 1t Wta in the

prOV|de for the XM. _schema be further_ extended to

i ncwala?éltﬂtﬁﬁléOf BEAGH Lnarsrmplantras tefohary sns, as wel |
as the indication of the sel ected nechanism One
possi bl e definition of the schema is as foll ows, where

t heBBxA@HE[dotas =3ERd 1 (0s0N0PYVr [t0xOPHOREN +Isizadfiidatry | BRIPARAM |

LS 004! IR 3o ShGSE N el 0 ey e o

in lnt@htymiote@téﬁg ahd ineludesaheBITID, lifetiowdindghe' ddfeat®nf the chosen
<xs:schema t Nanespace="uri : 3gpr 2- gha"

< ety RV 00T bar

xm ns: xs="http://ww. w3. org/2001/XNLSchena"> <'--
definition of the root el enent containin

| i f &t TheMNl{grer fipsdhat %M@&eqy als the XBS %UTH (same cléllc)l/zlatlon as
15X SB§ ONPTEX THERRAE s ARAkS tﬁ?t'ﬂ&' 15‘(9!:2@@&11&%% miechanism is CAVE. If

<XxS: sequence> <xs: el ement name="btid" type="xs:string"

nm nOceassful-thg' sgrverand the|negssage sond are attherftisatedrdf not successful, the MN
typ nt

n amﬁ;p%%{aﬁgiaggﬁﬁe h%ﬁéﬁ;ﬁ}eﬂ%ﬁg e%érre aﬁé nﬁ%%:ﬁg unezd%tglly or ata later
<xstime.enment nane="ns_result" type—"xs base64Bi nary"

m nQccurs="0"/> <xs: el ement nane="bs result" type-

' Xs: base64Bi nary" m nCccurs="0"/> <xs: el ement

202mes; "TaLMN 112 dnerateks FCIQBLHEK D" >

16. The MN 12 sends another HTTP GET request to the BSF 8. The payload contains
MS_AUTH. The payload may also contain the original list of supported mechanisms
({CAVE, B, C} in this example) and MS_AUTH. Integrity protection can be provided by
25 including the data that needs to be protected in the computation of MS_AUTH. One

exemplary way is as follows:

MS_AUTH][data] = SHA-1(0x00000004 | 0x00000C80 + sizeof(data) | MS_PARAM |
data | MS_PARAM | data) modulo 2'%%, where data is the information that needs to be
30 integrity protected, and the original list of supported mechanisms ({CAVE, B, C}).

17. The BS authenticates the MN 12 by verifying that the MS_AUTH equals
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<xs:sinpleTvpe> <xs:list itemlype= "eba: aut hTvpe "/>
</ xs:sinpl eType> </ xs: el enent > <xs: el enent nane="aut h"

w0 eea3ahbn: aut hType” m nCccurs="0"/> </ Xxs :sSeqPentB2s06/001505
</ xs: conpl exType> </- definition of authentication and
bootstrapping mechani smtype -> <xs:sinpl eType nane=
" aukviyy PRITH (ehe cRIRhIkliH dsQVIS DA ). "Phe ‘B d1bdWerities that the list of
<xs: enuner ation val ue="3GPP-AKA "/ > <xs:enuneration
val gpposEPPEhaKns i shespme agia ik raedived iy sppie-If natathyBSF S may
<XS se%ﬁ LE{ 'ﬁﬁr@ 40@ riTO déﬁ I‘CS% %&he]{ €Iror 48§1§0ns<%5t5 EHG%NqQ orit may
</ xs: s eTvpe> <I-- e root elene
<XS s@lnéyrmtrthm’eadtmmlsg praqzqdqumtfsbﬁwn).
t.ype="gba: boot st rappi ngl nf oType"/> </ xs:schema> In the
schema, the elenent "auth_list" is used to carry the
| i s18.The BSFautidrtspome (Ofn 200 OKD) eoths MMPPRI Nng nmechani sns
in nmessages 1 and 5 in Figures 2 and 3. The el enent
"auth" is used to carry an indication of the
BSFNsRltRg tiRe: WM&@'BOE%IW&?&@G@SSm $nebbve] prb&d{fﬂegﬂé\@&er, the
2 and 3. The tg "aut hType" is defined to be an
enubisicatcPensPisf distlesed uir @prordgnechevithi ket mevwrligifing and exemplary

00 -
R L ks
bootstrapplng based on 3GPP AKA nechani sm "3GPP2 AKA"

S &%BQT% rl]pl&ased on 3GPP2 AKA nechani sm " CAVE":
n SMEKEY (CAVE); and
In 3GPP GBA, an HTTP payload carries the B-TID (Bootstrapping Transaction

i’JOO
Identifier) and the key lifetime in the final 200 OK response if bootstrapping is
15 successful. The associated XML schema is defined in Annex C of 3GPP TS 24.109.
3GPP2 extends this schema to allow the payload to carry other information needed for
bootstrapping based on SMEKEY and MN-AAA Key, these include the parameter
AUTHR (for CAVE) and the password-protected Diffie-Hellman parameters. The non-
limiting embodiments disclosed in U.S. Patent Application S.N. 11/232,494 provide for
20  the XML schema be further extended to include the list of authentication mechanisms, as
well as the indication of the selected mechanism. One possible definition of the schema is
as follows, where the extensions used to support the non-limiting and exemplary

embodiments disclosed in U.S. Patent Application S.N. 11/232,494 are shown underlined

and in italics.

25
<7xml version="1.0" encoding="UTEF-8"?>
<xs:schema targetNamespace="uri:3gpp2-gba"
xmlns:gba="uri:3gpp2-gba"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
30

<!-- definition of the root element containing B-TID, key lifetime, and other
parameters -->
<xs:complexType name="bootstrappingInfoType">
<Xs:sequence>
35 <xs:element name="btid" type="xs:string" minOccurs="0"/>
<xs:element name="lifetime" type="xs:dateTime" minOccurs="0"/>
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"M\- AAA": boot strappi ng based on M\-AAA Key. Wien nore

aut henti cati on nmechani sns are supported in GBA,
wa@orsaspendi ng nanes of the new aut henti cati onPCT/IB2006/001505

mechani snms are added to aut hType. Alternatively,

i nstead of having both "3GPP- AKA" and "3GPP2- AKA"

onl'y " AKA" nBybe ki MR-kt HR.-5GReRBRiERR AR MR 0>

mechani sm us egs.didheitAmb-S'm RQRIPTHELONE b B BEaYmhO8urs="0"/>

net wor K oper akfdlemehafamet Batesilin §pabd v sc8 AR nlifOccurs="0"/>

exenpl ary i n <Rakdai naaed ool B iathni-gues are possible

5o achi eve the saps:sg@#dTyle> addition, the schema nmay

be extended to i ngksitia: "dbarb@iTypd'i>on that is

useful to be carrkéssinplelipe> payl oads. For exanple, in

t he exenplary;ﬁmﬁLeﬁEntatlon usrng plarn HTTP as

transport f osxgglena gpsth (o o Bl e i i

I0e| | man Weserupised above t he payloads preferably carry

ot hEFSTHIFFREET on such as the username, RAND, MS_AUTH,

BS AyTH and so on. The chena thus can be ext ended

f : “carried as

) snout o Be 3.that the names of the

ut hent i T L)JI ”'ft%i’z'e'ra jism ue—’@GJ’p%Kgb/ove definition are

exenpl ary, a'&% a1 & Usel Zugr,%‘b P LUt a | oss of
generality. IX § Vimomm T gEhated that the

exenpl ary enoggggﬁghgmg£§,L§§eg¢r@>Flgures 1-7 are
»i mpl e, effLGLepl> and secure, do not require

st andarghzajLon efforts in EETF, are extendable to
support future authentication and boot strappi ng

Mec hRanihs 6t eleadest -sUupport both 3GPP and 3GPP2 syst ens.
I n areamitanaeeWBbAstappialargied sha btekitpsingneTwenput er
25r ogram product, in accordance with the non-limting
and<exehqplaary enbodi nents disclosed in U S. Patent
Application S. N 11/232,494, there is provided a

tec que for e ecuti,o net wor k devi 0 ode, .

suchh e daregneny i R S B0 frvopy i g B Al dietion and

|VN BabtstiaPpifXR6¢HaRiss RHOAdsEAEAPRIdAGN prg@@@@latrdes The element "auth" is
nprising, in_an initial bootstrapping request, theM

392 g@ﬁ de ﬁ@rrx e ingisption gf the BYF-selegiod aechanisyn Jemessages 3 and 7 in
' nci:%‘gl%§ 28nk '3Sﬁ“hé3{yp@u§ llt:\?lgrﬁné CRULAITE Sb AR S Rerk Rl of thEcurrent

supports; the BS determ ning an
aut heheniieation end bpststraprisgmedhaiemyis g vieusisodasds; asionaydake the

bas&%ogtgeg%ﬁgw§ﬁm&p§hl|st recei ved fronrthe_NN 12,

and proc e sel ected authentication
me c MEsHPSAK Atcbootsahprdin g igrsédons8 GRPsAKASechassigge t o t heMN

2 LR RS Sal BB U b o
"CAVE": bootstrapping based on SMEKEY (CAVE); and
"MN-AAA": bootstrapping based on MN-AAA Key.

When more authentication mechanisms are supported in GBA, corresponding names of

40  the new authentication mechanisms are added to authType.

Alternatively, instead of having both “3GPP-AKA” and “3GPP2-AKA”, only “AKA”
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request nessage, which is at |least partially integrity

protected, to the BSF 8 based on the determ ned
wa@eaohastsecat i on nechani sm the second request PEFERGE/001505

including the |ist of authentication nechanisns that

the MN 12 supports in an integrity protected form

| T aph PEIAGAT ih @R stienRUTIRRs A hechAR8hn hided tVEK WiiSthen preconfigured

received in the second request nessage matches the

| i sby theaelivpddPreriiarhe first request nmessage, the

net wor kmayrespond to theMN 12 with a successful

response nessage, which is at |east partially

i nt Dgteithay tlprabcuxe(sﬂ@ma igkremplarhie retes embcfthdr techsigoassee possible to

e _incl udes cat f the
gﬁt ?‘102" VP Y PO %rechanl slrj%oln’n{ ar?cﬁ aeﬁ’f“?' &8&21 fogigielude other
for ﬁiformaﬁcbﬂ\thﬁiZs ussfid o beeeiiad in ghetﬂ'a?loSdSCE@‘SeS(EﬂibleI1ﬁ31§1ﬁ13ﬁplary
ness may verify. %th t he aut henticati on nechani sm

us eanﬁ?n?lﬁaéIOWI?@Plﬁla He$s TREPoRt fPrrarying e pasav rd ereiagied Mitfie-
sel gref85h etk aBRe, e pdf16adk pfctdratl Ga\iﬁys&thém%ﬁﬂa%oﬁ Qi4h as the

by the MN 12 ma al so conprise the user's identity,

whi BRI HRANBDeMShi U HeBRIKU BH1and 49 eh. The sshemethisrgn bevtended
A REBLGRL o TRERARL ALY d BhfaTPREROC T oUNdS

e ac teachings 1 n accordance with
the |nvent|on hbgotiation nay proceed by D gest

aut en |on cee HTTP, .as .

non- Iﬁ gn e%gaﬁlﬁﬁ @’ﬁ t°‘1|0 Sh Lg N %@%Pi%eggéqlﬂ’es i the above
ex eﬁﬁlrﬂiq{l A \ekemPlary, bfid drk agdesRadiimnt $106f oftdagerality.
invention disclosed in U S. Patent Application S. N

11/ 232,494, a description is now provided of the

18X e ARh&U1Y b Ashrd@ied thivithd HGm! ﬁﬂgﬂgﬁ%%&tﬁeséﬁgd in Figures 1-7 are
i nvention in accordance with this invention. It can be

not sEplenefficiepfandseswis) dompt isauitsdiandandization effdnis in IEAY s gxésmdable
cany ﬁb?@ﬁtu'r uﬁ%ﬂﬁ%ﬂgﬁ 5&%0&45&%)&)%@ me%flarﬁs%ﬂgearf&fsuf)gb% both 3GPP

varloug exenpl ary enbodi nent's he 1 nvention
desend WP gysttins. Patent Application S.N 11/232, 494
I n accordance with the exenplary enbodi nents of this
invention, the XML Schema is nodified in such a way

J0hatn dctor@areavity an sigatants @sthédvnd cbimpateng@ogriia pysdas, infecordance
supgwﬁted aut henti cati on nmechani smand the identi

i dei thegon-inyidye apd exmnlany; elbodiaerts fiFgiosed Hdy-S tt?imahcanon

mecRani $032, 494, B8R id SN MedBRudLr &&eﬁmﬂw bnemlfk ldah@e ornode,
nmechani sms, then theXML Schema preferably |ists al

pos gqulaeﬂ@@ﬁE iSnnd aodegice er rpde, suefcasdhn M 12, twemm@tsgmpmg
1i gt%cg[ﬁ?%mpﬁﬁgg,lilg;h initial bootstrapping request, the MN 12 sending the BSF 8 a

25 first request message that includes a list of authentication mechanisms that the MN 12
supports; the BSF 8 determining an authentication mechanism to be used for
bootstrapping, based at least on the list received from the MN 12, and proceeding with
the selected authentication mechanism and including in a response message to the MIN 12
an indication of the determined authentication mechanism; the MN 12 sending a second

30 request message, which is at least partially integrity protected, to the BSF 8 based on the
determined authentication mechanism, the second request message including the list of

authentication mechanisms that the MN 12 supports in an integrity protected form. If
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Referring now to Figure 8, once the first HITP GET
nmessage with the XM. docunent (based on the XM. Schenm)
w@sgoopagd4end i s received by the BSF 8 (nessage BECTIB2006/001505

Figure 8), the BSF 8 selects the nechani smpreferred

by the network and contacts the appropriate database

to oceed wth the- b t I .ng.pro

R B L T
onenatdhestht tiyt rdcamyed instiesitsthgquedt ateddads) the nettvidk méyirebpendriethe MN

in the HTTP pay| oad then the, BSF 8 sel ects .opne.of

{nd2 A PEFBE SR e SR BEiTonet R P RUPHERCs fgroreesd
XMy HIQLC WiEe BlccEBiull 118§ dndeO me@edVithchaieh Yant BRid3EIn ioff théeselected
401 Response (message 5 in Figure 8) to the

0 . GET ..
¥ equibsnticai meshiyigm g iparitRrolrisd SometieddN g dRamieesyne the
an %u('a:lagsﬁﬁ 955{)?&9 ﬁﬁgéaéég a5 S8 flaelle blRRibdtdon ndebhdmth R6d by the
t hat e XM. Sc

not e hema defi nes how an XML docunent
wi ININdBpesdehes T eutiiticaltpmumeshanisng sel¢véad bydia BSHh3.tThe first request
payl oad of .1h o ) ¢
be e o e SN 2 FRD A TP pach Ny IR vE B by
boahsBSRP W 4id)in ddivasnpethe audntickvion mentiapisoonf ormi ng t o
ﬁt)hi sXM. Schema are sent asHITP payl oad, to convey the
nf ormati on needed for bootstrappi ng. m accordance
Wi tVuliPR fe8da8@Run@: mdyibe adcdRiiodhte €6y thotehehinigh ftict @danicatvith the

t he nessages of the boot stralgpi ng procedure are as .
f olipynson. Alegefiation gy Prasgslist Diges mythptistiongorggmag proceed using

( &s fod-Amfing U fnfHs. The Authorization header in
t he P GET request 'may contain any of the MN 12
identities. The BSF 8 does not rely on this identity

t this tinme. Preferahl h [ . :
185 AT Lt LAY O b SRR Bl D6t o ntion
WN digldseeintli.Bi Rsenasppliatiod Sid 1 BHRIN494, Bleséfiptien &0fw provided of

tj x g %gnl %)ﬁﬁﬁﬁgﬂgl%gg ¢ oﬂ]%ﬁrg%}ingﬁgg }nté/gl%ttg)gglh %&'ogd%nce with this

aut;ieaibs.af daf Be ARG 1B BxeMPla B N0 BTicat RO ifgkntion can be used
identity fromthe list found in the XM. docunent _in

t heinjrimasiay vk all peesiont thervaporsergnmpfgy eobodipignts of the fnygntion

ut | iT@N I . gppseapondi ng identity
2gr e&sg%ﬂli?ﬁtg%f gﬂ?ﬁg%ﬁh%gbl?gﬁ Egbpayl oad of the

response nessage. C. HTTP CET request fromthe M 12

to the BSF 8 Ss i 0.1 Fys ?1 124 ddhSmai

| aceReg et AT By B GE PRI oL i R, dhina i

pr embdifisd esshgevasthithie clesdy identiivs itlteybinding'l’iBtV_lffEﬁFﬁle supported

-?—Ih gaeusc}tlen’g(lzjattigr? Iq}elc}?a%}s{noarr]ld gh% lf&e%%'o? 1adt61|1t8{<]3s H&sslgv {chfcélnelged séd with that
25  specific mechanism. If one identity can be used with multiple mechanisms, then the XML

Schema preferably lists all possible combinations, e.g.:

mechanisml id1
mechanism1 id2
30 mechanism2 id3

Referring now to Figure 8, once the first HTTP GET message with the XML document
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IMN 12 and the BSF 8 then proceed according to the

aut henti cati on nmechani sm sel ected by the BSF 8.
woe@basall y the XML docunment in the HTTP payl oBdI/IB2006/001505

contai ns the supported nechani snms and MN 12 identities

as descri bed above. Unlike nessage 1, this information

is g@igﬁmltmmcsbmﬁ@dspa@oadﬂﬁéae@@@b BSIBPAR%Sact I ABicure 8),
thewélSF tothe MN 12 (nmessa 9 m%gureefé@‘% S%—P

8 r 8@&% el ts thegpechantis PisEs hﬂ%atg‘@rk q’ﬂﬁ@p@ta@tﬁ ﬂvg appropriate
sucaaskath pRitbheril tﬁéﬁdo@g@ra@aﬁgﬁw&ha% ARPINY 8 RRLAL] 5191 appens

The nessage al so 1 ncl udes di gest response conpute
by tdhe upi withaoredkmageidautity @ Eged yohed@l 12rn the &Mladdcoment in

Ojf '&l‘gq—lf}ﬁJ d]? ﬁ/io%g) ﬁlléi’l I?lfenlg$§§l Eélé% er e rﬁ)'@@]%l}gentnﬁ%s Qﬂcel’%le selection is

correspon
Si npérforingd the I’KML IdDGiIntBat IetlllnneldSO tha Mg lby tlferBﬁIHﬁttMOkD)Response

Dol SETHRG A A O s BN sh AT et shpnim

in &@R&c@re@@ﬂﬁ%—a@socﬁ@ﬂm&@wO 6, 08 Decenber 2005,
"Generic Bootstrapping Architecture (GBA) Franmework",

attached as Exhibit Cto the above-referenced U S.
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20 The Authorization header in the HTTP GET request may contain any of the MN 12
identities. The BSF & does not rely on this identity at this time. Preferably the XML
document in the HTTP payload contains the list of supported mechanisms and MN 12

identities as described above.

25 B.HTTP 401 UNAUTHORIZED response from the BSF 8 to the MN 12 (message 5 in
Figure 8) )
The BSF 8 selects one authentication mechanism and one corresponding identity from the
list found in the XML document in the HTTP payload received from the MN 12. The
selected authentication mechanism and corresponding identity are returned to the MN 12

30 in the payload of the response message.

C. HTTP GET request from the MN 12 to the BSF 8 (message 7 in Figure 8)
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<xs:el enment nane="ns_chal|" type="xs:base64Bi nary"
m nQccurs="0"/> <xs: el enment nane="ns_result"”
W0 ywea34sgt base64Bi nary” m nOccurs="0"/> <xs: el POEM2006/001505
name="bs result" type="xs: base64Bi nary"
m nCccurs="0"/> <xs: el ement name="auth_|ist"

it i%& ué%,d‘?s cg%)% y ptlgx,%l?cﬁ-)gyt eﬁSI§§ 1Sn t{'u%spﬁa;dr())gg of'the previous message
</ K§th€ LeRRhtty fixthe ngesfﬁlﬂ’fbﬁh@ﬂbﬂn (authorization header field). The

> </ XS:

b hType" ="
< R 2R sty Doe g oS SRR e CApE O aRariected

bogy, ﬁlts !B@P @' lf}gfefﬁﬁf’}l’im doY BB inFUSHBT F‘i&k/@a—df Qfdtains the supported
nanme="aut h (fe"> <xs:restriction base="xs:strin

5<x meplanisey and M Mddapatios axdeseribed ghove A nkke messegs 1. t is 1nf01mat10n

Vaﬁﬁﬁﬁé&{? Eiding<xs: enuner ation val ue=" M\ AAA"/ >
/XsITEstriction> </xs:sinpleType> <!-- the root

el enment - > <xs: el enment nane="Boot st r appi ngl nf o"
ty e stra n f >
B R SR AR B A N R HE T R R B
therhé lcgsa'g@l w&mtmanumm 260 OK megphgerémticating a successful
exe ary.enbaodj nents of this inyention.
10y é%@?@i‘%n i ARt ePPIRg (OPEAECY- neREREe 2l “}9@385 ﬁ? digest
eXeIRLRAE XoRPeled ) 1RSBEF. | ThR1hédtde® MnayRMd include an indication of the

selected authentication mechanism and corresponding identity for reference by the MN

12. Similarly, this indication is integrity protected by setting qop to "auth-int".

15  The remainder of the bootstrapping procedure may then continue as described in 3GPP2
S.P0109-0, Version 0.6, 08 December 2005, "Generic Bootstrapping Architecture (GBA)
Framework", attached as Exhibit C to the above-referenced U.S. Provisional Patent
Application No.: 60/759,487. This document is expected to be published as 3GPP2
S.S0109-0, v1.0, and currently the most recent version is S00-20060220-

20 121A_ SP0109_V&V_changes.doc.

XML Schema modification

The current XML Schema is as follows:
25

<?xml version="1.0" encoding="UTF-8"7>
<xs:schema targetNamespace="uri:3gpp2-gba"
xmlns:gba="uri:3gpp2-gha"
xmins:xs="http://www.w3.0rg/2001/XMLSchema">
30 ‘
<!-- definition of the root element containing B-TID, key lifetime, and other parameters
>
<xs:complexType name="bootstrappinginfoType">
<xs:sequence>
35 <xs:element name="btid" type="xs:string" minOccurs="0"/>
<xs:element name="lifetime" type="xs:dateTime" minOccurs="0"/>
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the practice and/or use of the exenplary enbodi nents
of this invention. Exanple 1. XM. Schema 1. <?xm

wa egsitaatl | , 0" encodi ng="UTF-8"?> <xs:schema PCT/IB2006/001505
t ar get I\Ianespace—"url 3gpp2- gba"
xm ns: gba="uri: 3gpp2-gba" xnmms: xs="ht
1w, W3, or g/ 200 HsMmemhen®esd Pryselrxs: bQ@@BHﬂaﬁy" Rihoedurs="0"/>
the root el ement egscdion NG Brahtms keyfr| i T etypi® s e84 Binary"
ot her paraneters mmOsdgs=c@pl exType
name="boot st r appi Rgtelthedly pe" nas¥Sms > equience> type="xs:base64Binary"
éxs: el enent nane=tptGeclits=t'§/fre="xs: st ri ng"
m nQccur s="0" 7><xsxzsalleareEnt namm=""bs_featli' Me" type="xs:base64Binary"
t ype="xs: dat eTi neminfeer@etdis="0"/> <xs: el enent
name="esn" type="x%:drmseGaBiviath tist hihinCeowr9= 0"/ >
<xs: el ement nane="ns c’ﬁ‘éﬁ?ﬂple{fﬁé—"xs base64Bi nary"”

nOccur s=" 07> <xs: el enent T ‘ghgigpthType"/>
t ype="xs: base64Bi n% g;@&% OPS="0"/> <xs: el enent
name="bs__result" 4Bi n, . e
m nQccur s="0" > S;)Eence %‘ﬁgb‘pgugﬁ?af“ihg@e minOcours="0"/>
nCQccurs="0" ~conmpl exType> <xs: sequence>
<xs: el en%ﬁsfcom leX?—( Aut Lrpl nf 0" type—"gba aut hl nfo" m nq

rs=" y bl appPl C e-->
gf)l'(ls ol eﬁ;@ d/et> nlh(/%lga %ﬁ%&%}?&d t)ét]? gﬁ 9%59!: %%Ts\éﬂ%p
t ype="gba: autfl ffiQetiobREBEMES5-0" / >

20 <xs:enumeration value="AKA"/>
<xs:enumeration value="CAVE"/>
<xs:enumeration value="MN-AAA"/>
</xs:restriction>
</xs:simpleType>
25
<l-- the root element -->
<xs:element name="BootstrappingInfo" type="gba:bootstrappingInfoType"/>

</xs:schema>

30
There are several possible modifications that can be made to the foregoing XML Schema
in order to implement the exemplary embodiments of this invention. What follows are
several examples that are intended to be read as exemplary and not as a limitation upon

the practice and/or use of the exemplary embodiments of this invention.
35

Example 1.

XML Schema 1:
<?xml version="1.0" encoding="UTF-8"7>
40  <xs:schema targetNamespace="uri:3gpp2-gba"
xmlns:gba="uri:3gpp2-gba"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<!I-- definition of the root element containing B-TID, key lifetime, and other parameters
>
45 <xs:complexType name="bootstrappingInfoType">
<xs:sequence>
<xs:element name="btid" type="xs:string" minOccurs="0"/>
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</ xs: sequence> </ xs: conpl exType> <xs: conpl exType
name="aut hl nf 0" > <xs: sequence> <xs: el enent

woarmea3qat hod" type="gba: aut hTy re"/> <xs: el ene@l/1B2006/001505
name="clientid" type="xs:string"/> </xs:sequence>
</ xs: conmpl exType> <! -definition of authentication and
boot st rappi ng mec kad¥iembhintResfre i ot KEYRR" minOccurs="0"/>
nane="aut hType" > %lén&ﬁﬁnﬁlin&t"ésﬁ'ntylkba%rﬁng@Bﬁltafy" RAGOZcurs="0"/>
<xs:enuneration vakéuerleAKA" / nam¥S' @ RUATRT at | @ype="xs:base64Binary"
val ue="CAVE"/ > <xstigruner'@{ on val ue="MN- AAA"/ >
Q/ xs:restriction><xyelguesi npl edmpems wsult't he e+ xs:base64Binary”
el ement -> <xs: el enmditwsi®E2" Boot st r appngl nf o"
t ype="gba: boot st r ap¥dlamghinf o Tyeats"bs_rehplis : s c heypeal>s: Wbt Binary"
follows is a "snippleeurgt0'én exanpl e of "auth_|ist”

ccording to the FEyeguMtguRiAiSER ergOccarntiol | st >

13aut h_i nf o> <net hod> ARACHHETMSI> <clientid>
userl private@onel .net </TFi8¥EFd> </ auth_info> . .
<aut h_i nf o><ret hod> CAVE </ met h&" €K1 ent i d> o e vauth_info

. . e="gba:au ceurs="1"/>
123456789012345 </clienti d></xs:sequence>
15 </xs:complexType>

</xs:element>
<xs:element name="auth" type="gba:authInfo" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
20
<xs:complexType name="authInfo">
<xs:sequence>
<xs:element name="method" type="gba:authType"/>
<xs:element name="clientid" type="xs:string"/>
25 </xs:sequence>
</xs:complexType>

<!I-definition of authentication and bootstrapping mechanism type-->
<xs:simpleType name="authType">
30 <xs:restriction base="xs:string">
<xs:enumeration value="AKA"/>
<xs:enumeration value="CAVE"/>
<xs:enumeration value="MN-AAA"/>
</xs:restriction>
35 </xs:simpleType>

<!-- the root element -->
<xs:element name="BootstrappingInfo" type="gba:bootstrappingInfoType"/>

40  </xs:schema>

What follows is a "snippet" of an example of "auth_list" according to the foregoing XML

Schema:

45 <auth_list>
<auth_info>
<method> AKA </method>
<clientid> user]_private@homel .net </clientid>
</auth_info>
50 <auth_info>
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</ aut h_i nf o> <aut h_i nf o> <met hod> M\ AAA </ net hod>

<clientid> foo@xanpl e.com</clientid> </auth_info>
wWoL@atbudhti st > Exanple 2 XML Scherma 2 : <?xm  PCT/IB2006/001505

versi on="1.0" encodi ng="UTF-8"?> <xs:schenmn

t ar get Nanespace="uri : 3gpp2- gba"

xni ns: gba="ugj . i PRAv8RAneto

it ns: xs=" ht L] Lo 56 61 20030 Sohera > <! -
definit igpnQfst he root el ement containing B-TID, key

i fetime, g0t her paraneters -> <xs:conpl exType
pai ne="boot stpapfabMN-Aha Fydhot> <XS: sequence>
<xs: el ement aawRE> Mol@kanipynom <XHerSitis i ng"
m nOccukgwthOnf> <xs: el enent nane="lifeti nme"
t ypesutixgsbeat eTi me” m nOccurs="0"/> <xs: el enent
nanme="esn" type="xs: base64Bi nary" m nCccurs="0"/>
<xs; el epe t nanme="ns_chal | " type="xs: base64Bi nary"
"0' 7> <xs:elenent nane="ns_result”

type—"xs. base64Bi nary" m nQccurs="0"/> <xs: el enent
name="bs result" type="xs:base64Bi nary" m nCccurs="07>
<x SXMILS¥B#Ra Hane="aut h_| i st" ni nOccur s="0">
<X SR AMRLRYTY ReacsAR-Seauence>

<xs:schema targetNamespace="uri:3gpp2-gba"
15 xmlns:gba="uri:3gpp2-gba"

xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

10

<!-- definition of the root element containing B-TID, key lifetime, and other parameters

— .
20 <xs:complexType name="bootstrappingInfoType">
<xs:sequence>

<xs:element name="btid" type="xs:string" minOccurs="0"/>

<xs:element name="lifetime" type="xs:dateTime" minOccurs="0"/>

<xs:element name="esn" type="xs:base64Binary" minOccurs="0"/>
25 <xs:element name="ms_chall" type="xs:base64Binary"

minOccurs="0"/>

<xs:element name="ms_result" type="xs:base64Binary"

minOccurs="0"/>

<xs:element name="bs_result" type="xs:base64Binary"
30 minOccurs="0"/>

<xs:element name="auth_list" minOccurs="0">

<xs:complexType>
<xs:sequence>
<xs:element name="auth_info"

35 type="gba:authInfo" minOccurs="1"/>

</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="auth" type="gba:authInfo" minOccurs="0"/>
40 </xs:sequence>
</xs:complexType>

<xs:complexType name="authinfo">
<xs:simpleContent>
45 <xs:extension base="gba:authType">
<xs:attribute name="clientid" type="xs:string" use="required"/>
</xs:extension™>
</xs:simpleContent>
</xs:complexType>

50
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<xs: el enment nane="aut h_i nfo" type="gba: aut hl nf 0"

m nCccurs="1"/> </ xs:sequence> </ xs: conpl exType>
waLoos/1gd4enent > <xs: el enent nane="aut h" PCT/IB2006/001505

type="gba: aut hl nf 0" m nQccurs="0"/> </xs: sequence>

</ xs: conpl exType> <xs: conpl exType nane="aut hl nf 0" >

<xs: si phafRol GhRenfRioRaliShR QbR aRemn N pAW hType” >

<xs: at t L ouha b @Rtypd> type="xs:string"

use="requi r edysrauficlidnba@*teRahPR> </ xs: si npl eCont ent >

</ xs: conpl exType>s:tm@efatish aiverragfaraut henti cati on and

boot st rappi ng nechabiusiRatipame="cXYESHNT | eType

nanme="aut hType" > <xsnuhestion @lub-oMBasea"/xs: string" >

<xS: enuner at kesnrestadtioe=" AKA" / > <xs: enumner ati on

val ue=" GA¥EMpRETyYR3: enuner ati on val ue="MN- AAA"/ >

</xs:restriction> </xs:sinpleType> <!-- the root

18] ement --> <xs: el enent nane="Boot st r appi ngl nf o"

t ype="gls&: omoidemspipingl nf oType"/ > </ xs: schema> Bel ow

i s a snippdtmesfnage 8ReIPRINESTO gt g hogitrappiselaieEYPR Y™ t o

this XML Schema: <auth_list> <auth_info clientid =

[sus FsrsehsprY at e@onel . net" > AKA </ aut h_i nfo>

Below is a snippet of an example of "auth_list" according to this XML Schema:

<auth_list>
<auth_info clientid = "userl_private@homel.net"> AKA </auth_info>
20 <auth_info clientid = "123456789012345"> CAVE </auth_info>
<auth_info clientid = "foo@example.com "> MN-AAA </auth_info>
<fauth_list>

Example 3
25
XML Schema 3:

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="uri:3gpp2-gba"
xmlns: gba="uri:3gpp2-gha"

30 xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<l1-- definition of the root element containing B-TID, key lifetime, and other parameters
-
<xs:complexType name="bootstrappingInfoType">
35 <xs:sequence>
<xs:element name="btid" type="xs:string" minOccurs="0"/>
<xs:element name="lifetime" type="xs:dateTime" minOccurs="0"/>
<xs:element name="esn" type="xs:base64Binary" minOccurs="0"/>
<xs:element name="ms_chall" type="xs:base64Binary"
40 minOccurs="0"/>
<xs:element name="ms_result" type="xs:base64Binary"
minOccurs="0"/>
<xs:element name="bs_result" type="xs:base64Binary"
minOccurs="0"/>
45 <xs:element name="auth_list" minOccurs="0">

<xs:simpleType>
<xs:list itemType="gba:authType"/>
</xs:simpleType>
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<auth_info clientid = "123456789012345" > CAVE
</fauth_info> <auth_info clientid = "foo@xanple.com">
WODBAARN44T aut h_i nfo> </auth |ist> Exanpl e 3 XMCBme0@01505

3 : <?xm version="1.0" encodi ng="UTF-8"?>

<xs:schemat ar get Nanespace="uri : 3gpp2- gha"

xm ns: gba="uri: 3gppZqQRas> xnm ns:xs="http

. W3. or g/ 2005 G REE m Ny e= e L iRty d A oudt-DO />
root el ement Cont@Jsr@!elﬂglt%m-&'@lienlfi@_}ﬁstl‘ Schi®rgrand ot her
paraneters -> <xS: CONpkEIFNPEpe>

mame="Dboot st rarri ngl nf oTy pexstiscmTHRGUESRESS"/>

<xs: el ement nane="Dbti ExskypRFyp¢s: string”

m nOccur s="0"/> <xssethement nane="lifeti me"

type="xs: dat eTi melxsricmt cames eliGitid >typex &s:ethiegtenitOccurs="0"/>
nanme="esn" typesyxschase64Bi nary" m nOccurs="0"/>
l&xs: el ersrompgr@ypers_chal 1" type="xs: base64Bi nary"

m nCccurs="07> <xs: el enent name="ns_result"

t ype=" xs-Befinidion B aydpnficatioy tidbeiigprigrmschapsmdypenent
name="bsXy-ugRiptyre papseavkBPpIse64Bi nary” ni nQccur s="07>
<xs: el ement FEFEHOR RS SF*g T hoccur s=" 0" >
13xs: si npl eType> <RSPERRWMHESAYBa: aut hType"/ >

</ xs: si npl eType><FREVERHEhPEYC LAY, IA%r,Tgnt nane="aut h"

8A%YS el ement

—n . <Xs:e i
t ype:.. glba aUt<P-sr egtg%tipﬁﬂnﬁ&l%‘fagl__" \
name= cg/xgzrs]ﬁﬁp@; ST mi nQeceur s="0">
20

<!-- the root element -->
<xs:element name="Bootstrappinglnfo" type="gba:bootstrappingInfoType"/>

</xs:schema>

25

What follows is a snippet of an example of "auth_list" and "clientid list":

<auth_list>AKA CAVE MN-AAA</auth list>
<clientid_list>user]l_private@homel.net 123456789012345 foo@example.com
30 </clientid_list>

Figure 8 shows an example call flow using the XML Schema 1 above. The example is
taken from Figure C.3-1 of Annex C of 3GPP2 S.P0109-0, Version 0.6, 08 December
2003, "Generic Bootstrapping Architecture (GBA) Framework", attached as Exhibit C to
35 the above-referenced U.S. Provisional Patent Application No.: 60/759,487. The example
of Figure 8 highlights the changes made in the HTTP payload, and therefore only
messages 1, 5, 7 and 9 are of particular relevance to gaining an understanding of the
exemplary embodiments of this invention. The remainder of the diagram can remain
unchanged from that shown in Annex C.
40
Message 1. Initial GET request (MN 12 to BSF 8)
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<xs:sinpl eType> <xs:list itenlype="xs:string "/>
</ xs: si mpl eType> </ xs: el enent >
we@sasanent name="cl i entid" type="xs:string" PCT/IB2006/001505
m nOccur s="0"/> </ xs: sequence> </xs :conrl exType>
-definition of authenti cati on and boot strappi ng

mechani sm 8- - > <XS: Sj nane="

ey o4 RS msseat® ob e PG BREREp LI DR e the e 12
validate PSS/ Phe PON: 1|e BeHde EIBHTGJPI RV@ieb&ﬁbﬁﬁt@%\ﬂg 'the>private user identity
<xs:enuneration val ue= </ st t

</ sosvazgs g hamg FSE 8<Ihe MN}N@- q,lmresgpté ﬁéﬁ‘t ofjaog%‘égpgir%%eﬁ%lamsms
Nafhei if ﬁgg&‘f’st {ogﬁﬁér%!h%&orrespondmgl identities, in the payload of the message.

type=" strappi ngl nfoType™/ > </ xs:schema> Wat
5fo| lows is a snippet of an exanple of "auth_list" and

Clri‘i%\tﬁ?x Pin qtflﬁl?ﬁﬁgz%é%?{(m%eﬁ)l _privat e@onel

. NEETI2BAR6r 89012345 foo@xanpl e.com </clientid |ist>
Fi %gﬂ% sho an exanple call flow using the XM
er- ent

e is taken fromFigure C 3-1
?%°?“@E§5gglle§¥%%g§409 0, Version 0.6, 08
éggpe; 2005, "Generic Bootstrapping Architecture
( CRAYre Bmﬁclﬁal’hoﬁigf @e@@ﬁ@/pﬁﬁ/er@ﬁh' bit Cto the
a %ﬁﬁoﬁz@tﬁcﬁr ﬁ_%% Bseldarde="R60 WS4t melRait @Ellm-Apg. bbtﬁﬁfet"Qﬁbnce—"",
NO ;;i=00fefraRedB7. The exanpl e of Figure 8 highlights
14 h@o&amg&sa@mﬁmmdeg@z biERmipayl oad, and therefore
onlcynte$s@@ee.)l, 5, 7 and 9 are of particul ar
rel evance to gai ni ng an understandi ng of the
<?xml version="1.0" encoding="UTF-§"7>
<BootstrappingInfo xmlns="uri:3gpp2-gba">
20 <auth_list>
<auth_info>
<method> AKA </method>
<clientid> userl_private@homel .net </clientid>
</auth_info>
25 <auth_info>
<method> CAVE </method>
<clientid> 123456789012345 </clientid>
</auth_info>
<auth_info>
30 <method> MN-AAA </method>
<clientid> foo@example.com </clientid>
</auth_info>
</auth_list>
</BootstrappingInfo>
35

Message 5. 401 Unauthorized response (BSF 8 to MN 12)

The BSF 8 forwards the challenge to the MN 8 in the HTTP 401 Unauthorized response

(without the CK, IK and XRES). This is to demand the MN 12 to authenticate itself. The

challenge contains RAND and AUTN that are populated in nonce field according to RFC
40 3310 (IETF RFC 3310 "Digest AKA", attached as Exhibit B to the above-referenced U.S.

Provisional Patent Application No.: 60/759,487).

Table: Example of 401 Unauthorized response (BSF 8 to MN 12)
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exenpl ary enbodi nents of this invention. The remai nder

of the diagram can remain unchanged fromthat shown in
wW@e\0ves34341 Message 1. Initial GET request (MN 1PCT/B2B&H01505

8) The purpose of this nmessage is to initiate the

goot strappi ng procedure between the MN 12 and the BSF

. sepds an HTTP Request containing the

pr F@?Q%‘%‘ﬁa @ﬂflfet%y towards its honme BSF 89 The MWN

12 sava@dotsepeins Sereer| | st of boot strappi ng mechani sns

t h@htei NMors 2RO R0GS,10t1BgeGM8r wWith t he correspondi ng

i de&w iVt Awientidate: Digest paly-Gathog.ntth eonves baagpd (RANED - &UTN + server

EX ayepifie datd), aﬂmtiﬂﬂnaAK@TMDéﬁ?tﬁh(WN 12 to BSF 8) CET

| HEO@¢rt-TipeHpslicatidnsnd hepndd

lUser - Agent : Boot st rappi ng

d Certent-Aeret (-Dat e: Accept: */* Referer:
http://pki-portal.hornel.net:23 11/ pkip/enroll
Autfraplivesieroh?" epgogiagy UTE-8"7>

1Q, s sPAEEP e FIpT GiASRRaOAS. net

real m=" 6% hone. net”, nonce="", uri="/", response=""
<me method> : !
Cont ent - Type; E‘@ET éﬁéi&é}r&é Q%ﬁ_gggﬁ;gg Jxm

Cont ent <)5&=,[ t . 0"
ncadi ng=_UIE- 8" ?> <Boot strapringlnfo
1§ M %;g%pz- gba"> <auth_|ist> <auth_info>

<net hod> AKA </ net hod> <clientid> userl private@onel
. N&essdge 7 Briniplof<GRILIRbquesti(BN KaoBSFi&f o> <net hod>
CAVE</ met hod> <clientid> 123456789012345 </clientid>
</ aut h_i nf 0>

20

25

30

35

40

45

The MN 12 sends an HTTP GET request again, with the RES which is used for response

“ calculation, o the BSF 8.

Table: Example of GET request (MN 12 to BSF 8)
GET/HTTP/1.1

Host: bsf.home.net
User-Agent: Bootstrapping Client Agent
Date: Mon, 24 Oct 2005 10:13:18 GMT

Accept: */*
Referer: http://pki-portal.home.net:2311/pkip/enroll
Authorization:  Digest  username="userl_private@home.net",  realm="bsfhome.net",

nonce=base64(RAND + AUTN + server specific data), uri="/", qop=auth-int, nc=00000001,
cnonce="6629f2e49393a05397450978507c4efl",
response="6629ae49393a05397450978507c4ef1",
opaque="5ccc069¢403ebaf9f0171e9517f30e41", algorithm=AKAv1-MD5

Content-Type: application/vnd.3gpp2.bsf+xml

Content-Length: (...)

<?xml version="1.0" encoding="UTF-8"?>
<BootstrappingInfo xmlns="uri:3gpp2-gba">
<auth_list>
<auth_info>
<method> AKA </method>
<clientid> user]_private@homel.netuserl_private@homel.net
</clientid>
</auth_info>
<auth_info>
<method> CAVE </method>
<clientid> 123456789012345 </clientid>
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<aut h_i nf o> <met hod> M\ AAA </ net hod> <clientid>

f oo@xanpl e.com </clientid> </auth_info> </auth_|ist>
wae®eassatr apri ngl nf o> Message 5. 401 Unaut hor i RETIB2006/001505

response (BSF 8 to MN 12) The BSF 8 forwards the

chal | enge to the MN 8 in the HTTP 401 Unaut hori zed

response (w t>he CK, IK and XRES). This is to

demand the ég authenticate itself. The challenge

cont ai ns RAN N pohat a0 E.ReReul ated in nonce

field accordi ng t<gle £ oo RabdiEL T Sead0 " Di gest
AKA", attacr@glt@§f0§xh| bit B té) tﬁfgagove ref erenced

U S. Proyiwiygeal” Patent Application No.: 60/759, 487).
TablRots @&>0f 401 Unaut hori zed response (BSF 8 to
IMN 12) HTTP/1.1 401 Unaut hori zed Server: Boot strappi ng
Server Date: Mn, 24 Cct 2005 10:13:17
VN easneh 8 it e 00§ 1 eespons e i S 8 ‘Bé\ﬁNH%)ms net", nonce=
1fPase64(RAND + AUTN + server specific data),
al gori t hn=AKAvI - MD5, qor =aut h-int Content-Type:
ap (Tihi BEH &rsbl‘deOQg@KZreWS@(WI the el to| imdigeis: the succyss of the
versi on="1. 0" encodi ng="UTF-8"?> <Bootstra
ri ﬁ%ﬂ%a&?ﬂ ns="uri: 3gpp2- gha"> <aut h> <net hod> 2KA
</ met hod> <clientid> userl|l_private@onel. net
</clj entl d> </ aut h> </ Bo ra rpinghifo> Message 7.
Ex AP W P‘F%E&EJ%%PIBB :9@ 137t o BSE 8) TheMWN 13 sends
12n gTPR.1God okequest again, with the RES which is used
f orseveSPeBSEpping Server
Authentication-Info: gop=auth-int, rspauth="662912e49394a05397450978507c4efl",
cnonce="6629ae49393205397450978507c4efl", nc=00000001
Date:
20  Expires: *date/time*

Content-Type: application/vnd.3gpp.bsf+xml
Content-Length: (...)

le—J

<7xml version="1.0" encoding="UTF-§"?>
25 <BootstrappingInfo xmlns="uri:3gpp-gba'">
<auth>
<method> AKA </method>
<clientid> userl_private@homel.net </clientid>
</auth>
30 <btid>bmFtYXJ0bHUgc2F5cyBoaQ==@bsf.operator.com</btid>
<lifetime>2005-11-21T13:20:00-05:00</lifetime>
</BootstrappingInfo>

35 Based on the foregoing it should be apparent that the exemplary embodiments of this
invention provide a method, apparatus and computer program product(s) to send a
wireless network (WN) a first message that is comprised of a list of authentication
mechanisms supported by a node and, in association with each authentication mechanism,
a corresponding identification, and determining in the WN an authentication mechanism

40 to be used for bootstrapping, based at least on the list received from the node, and
including in a first response message to the node information pertaining to the determined

authentication mechanism in conjunction with the corresponding identification.
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calculation, to the BSF 8. Table: Exanple of CET

request (MN 12 to BSF 8) GET / HITP/ 1.1 Host:
whsdoshaml net User - Agent: Boot strapping C i ent PAYEB006/001505

Date: Mon, 24 Cct 2005 10:13: 18 GMI Accept: */*

Referer: http://pki-portal.hone.net:23 11/ pki p/ enroll

Aut hori zati on: Di gest

user name="user!| private@one. net", real m="bsf.

honmecandte apprecineé thaseta{cRANR: ¢xeiigldy ¢mbetiments spildisiifivestion is

data), uri.-7";, qop=auth-jnt, nc=00000001 .

e s SRl AP SIS PRGY s sentinthe HTTP payload,

I eSRAP 58 Ts0GRARIa B3R 3PORBAASARESRR Sdefeterred to herein without a

Opaque="5ccc069c403ebaf 9f 0171e9517f 30e41",

al glgqslolf Bepemiingas andentity ﬁf‘@ﬁfmsﬂ?ﬁ’é of view, for the first and second requests

ap lergn‘f e MAQA Y Rk 1R IR Ao d3RE I B a AR S0k &G he HTTP pdyload and,

<?X version="1.0" encodi ng="UTF- 8" ?> ,
<Babtrsforea feregirespondihigridentificitiods e dnalisled ns wellitAdsd, ifestthe first and
<auth_i.nfo> <ne </ hod> <glientid> . .. . :
et Ean e A0 08 R BPH og BR b Ui i ncludedin
</ cthé ga3tdad and {l@biesbofdire idantifibution isaxchstvd tdroelk F@ANE the second

/[ met h [ ' 123456789012345 .. . )
13 Ptz Be AT he Hap G5t e o gt eepsmmpiae iikptgatons, and

</ ngishi@tbrmation is integrity protected. Similarly, the selected mechanism and the

corresponding identification, if present in the second response, are preferably also

integrity protected.

15 Ingeneral, the various embodiments may be implemented in hardware or special purpose
circuits, software, logic or any combination thereof. For example, some aspects may be
implemented in hardware, while other aspects may be implemented in firmware or
software which may be executed by a controller, microprocessor or other computing
device, although the invention is not limited thereto. While various aspects of the

20 invention may be illustrated and described as block diagrams, flow charts, or using some
other pictorial representation, it is well understood that these blocks, apparatus, systems,
techniques or methods described herein may be implemented in, as non-limiting
examples, hardware, software, firmware, special purpose circuits or logic, general
purpose hardware or controller or other computing devices, or some combination thereof.

25
Embodiments of the inventions may be practiced in various components such as
integrated circuit modules. The design of integrated circuits is by and large a highly
automated process. Complex and powerful software tools are available for converting a
logic level design into a semiconductor circuit design ready to be etched and formed on a

30 semiconductor substrate.

Programs, such as those provided by Synopsys, Inc. of Mountain View, California and
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<clientid> foo@xanple.com</clientid> </auth_info>
</auth_list> </Bootstrappi ngl nfo> Message 9. Exanple
WQoMoks4nesponse (BSF 8 to MN 12) The BSF 8 sebPdBIBR20@/001505
K response to the MN 12 to indicate the success of
the authentication. Table: 200 OK response (BSF 8 to
mtql?é%w? gl;{g%’nélfl Oglo%; ocb%ilgou ei% iaP%?n%%icsatllgrargﬁltle Q:gn&%{oysegnd locate
I S RaMbbten 63 A samt9Brd b bidp ndihd ¥éB bt dRdd rules of design as well as
chonce="6629f ae49393a05397450978507c4efl ", nc= OQOOOO h
Dath@.gan@?,ﬁ Hregsstored gesIEy MPHHESS. CResths esiE) E(ér:a semiconductor circuit has
ap Rk @ty v BeiRntarbiEE Th . GRAEARYed618@HdRic format Xe.g., Opus,
<?xm version-' 1.0" encodi ng="UTF-8"7> e et
5 BSHRSIE puipe like) ey be fanspiited tn 4 semigepdustnr fabricafipn facility or "fab" for
< > AKA </ nmet hod> <clientid>
ugg?ﬁgggwééte@honel.net </clientid> </auth>
<bt i d>bnFt YXJObHUgCc2F5 cyBoaQ=@sf .
operat or. conx/ bti d> . . .
o T ¥EpPHizo3dheI 291 pegtadenseb heeg e APPYEY, g diose skilled in the
;/ Beletasit irdini gt of e fBegek dascrighionf whegeadiy dohjusttmnl with the
e apparent that the exenplary enbodinents of thi
10 n\ASFROERSAYIPE GOV HIES 4 SRR HBHD %ﬁ‘aﬁg% a@%wseﬁmﬁ%e ormats and
Pr Qgd AR RAyARWEEd 8 cdnQeyi RS idfoRm MM on @l Bifen BHRIdeAEK 1A MM)thewireless

first message that is conprised of a list of
auttstyrk elameris) 8, and/or other types of authentication mechanisms may be employed

instead of, or in addition to, those specifically mentioned above. However, any and all
modifications of the teachings of this invention will still fall within the scope of the non-

15 limiting embodiments of this invention.

Furthermore, some of the features of the various non-limiting embodiments of this
invention may be used to advantage without the corresponding use of other features. As
such, the foregoing description should be considered as merely illustrative of the
20 principles, teachings and exemplary embodiments of this invention, and not in limitation

thereof.
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mechani snms supportedby a node and, in association wth
each aut hentication nechanism a correspondi ng

WO d@atif4cat i on, and determning in theWN an PCT/IB2006/001505
aut henti cati on mechanismto be used for bootstrapping,
based at |east on the list received fromthe node, and
including in a first requﬂagmggssage to the node
information pertaining to M3t er ni ned
aut henti cati on mechani smin conjunction with the
corresponding identification.It can be appreciated
tﬁﬁhmamdaspéGI of the exenplary enbodi nents of this
invention is that in this invention, when an
"aut henti cation mechanisnt is sent in the HTTP
pay. | romethod, kempridigg: al so 1 ncl uded the correspondi ng
identification, also referred to herein without a | oss
of generality as an identity. Fromthis point of view,
f Ofecdififig firl b SHireBREInG@CANCVINES) lﬂ'ﬁﬂtrsasﬁage rihatt hecdipris@d of & dist of
list of supported nechanis are included in t ﬁm1vw%_emm

pa%t]éféﬂcaélﬁ’él meHENENY SHPPOFRG Bof rieSh o iy assocta

| deptdnfib 8k hRASnARSa b&?ﬁlsy&ﬁﬂlga&en‘fi@' . A| so, for the

first and second reésponses sent by the W\, the

sel ected aut hentication nmechanismis included in the
Payl.0ad: AR o gﬁt'fﬁﬁﬂ&%' harieHoIbE LiSAb: Mots@apping, based
i nct'uded as well. Further, the second request fromthe
M\atll2asadisihe Hgim¢caivad froindhd nasie; aadd t he correspondi ng
identifications, and this information is integrity
protected. Simlarly, the selected nmechanismand the
COficRap@dioRgatiod e ta setadtrh@mageithat by espie mt the motlh) shes mmmdtion
response, are refergb al.so. inte rltélprotectefon mmh a

ge AURRISINg (ke Pﬁﬁﬁ?s FERERT

hagg%@5&m9{1§ﬁg%;al purpose circuits, softmare, Ioglc
or any conblnatlon t hereof. For exanple some aspects

may be |nplenented in hardware, while other aspects
may, P %Eﬁéjje%%ﬁtlrﬁq bk ?ftﬁ@@e&&nﬂed%%@ﬁ@@ﬁt?onviﬁécﬁgmmié usable
be “execu a contro m croprocessor or other
C ORyitht hovg tbbmvoneedenam tiothgh cmsnng\ﬁemmwnesofﬁm identities to be

limted the r|o of the
i m?%ﬁ‘?flfa‘i?h ﬁth?‘ebd&tepmnu‘gﬁtg ngE lon egg@g?l} bed as bl ock
di agr ans, fIOM/charts or u3|ng sone other pictori al
representatio i S under st ood t ha
ol deis eIl %%%A@Fr@m PO GIREsg R TR T request, and
ehP@H DBhE s sBPh SRR REPEnsk MesdSe that includes a XML
non Imting exa es ar dwar e, software, flfﬂM@@
ism and a

s palopurhenp mhrap ssplicélyr ientifiss dhe fesgmined pashentigation mss

hard re ol l er or other conputing devices, or
m@%n%ﬁﬁ ﬁggﬁ§thereof Enbodi nents of the

|nvent|ons may be practiced in various conponents such

o AR AT Ut L5 TG 0 Lot v i

at least partially integrity protected based on the determined authentication mechanism,

—'OJ

the third message comprising at least the list of authentication mechanisms that the node

supports, and corresponding identities, in an integrity protected form;

if authentication is successful, and if the list received in the third message matches the list
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aut omat ed process. Conpl ex and powerful software tools

are avail able for converting a logic |evel design into
wa@2@eB@aenduct or circuit design ready to be etktEB20MH01505

formed on a sem conductor substrate. Prograns, such as

t hose provided by Synopsys Inc of Mountain View,

Californpj dCadence an, Jose California

o FRES e g CoRTTlp B BadF T AR SO e that
ON jght &Sﬁb@xﬁﬁﬂ%ﬂﬁfe@tﬁty phvitdeted Switge e bdcolBregohdesheRshgt thhPcomprise
of design as wel| as libraries of pre-stored desi ‘

oA SIS REha Fectebayihsrtifaien ReguAr B MsOT ORI REFities, in

hag, he&Ri-FREREEL B, the resul tant design, in a
sta%dé%%ized electronic format (e.g., Opus, CGDSp, or

the l'i ke) may be transnitted to a sem conduct or
§ ’hfeg{i tﬁ%hncgf%ganla rtﬂ ractol sm%%cel{gﬂggﬂﬁgﬂgi Iﬂ&s%%;é%d&lﬂﬁyl
t hdse tBK iabthedichtiont hch}raeismv aretl @ th%z hdfdevmewhcmf the haathentication
fore SCri en read in conjunction with
t h&® gﬁa&‘ﬂfﬁ”pg% 853?3%‘??3‘1 As non-limting exanples,
ot her types of message formats and the |ike may be
used for conveying information between the, device 12

and- The mgthod| kiR dy waere #llease ety o defmamiie Stepequted by a
ty@%gtsggpp%étgbmgp& gbﬁ){ggﬁcham sns may be enpl oyed
i nstead of, In addition to, those specifically
nentloned above. However, any and all nodifications of
h j |t hi -

2 gﬁ%&eﬂhgg 8{ ﬂ]e‘u Lk ﬁ)ﬁaelrer%g B};slt 81% S\Q%A irsrgﬁ ?—is'll’[lgf(f}%i Vgﬁ’glre t’ﬂcL: Bst is
|nvmmREGM1mfmﬁTMgmmmde sone of the features of the
various non-limting enbodi ments of this invention may
be used to advantage w thout the correspondi ng use of
ot IgeThd gRIHAH @F claidp 1 Skkdie tHeh8cdn@MREgh & HEFTTP BDI VRauthorized
shoul-d be considered as nmerely illustrative of the
pr i'ff€PPFPes, teachi ngs and exenpl ary enbodi nents of
this invention, and not in limtation thereof.CLAl M5
What is clained is: 1. A nmethod, conprising: receiving
i n 9aThé methed of elaitnyb mdiereibg thard fassage e e ERAtthat somprises a
co
Sug@% t@&' ebéonge n agéor&nge%ﬁ%gsglg@%da%eﬂﬁcak‘?ﬁm%EEFaﬁlsm
authentlcatlon mechani sm a corresponding identity;

detr Mahiged B SRSV an, aut hent catl on, techant s 5§ o

message.

11. A computer program product embodied in a computer readable medium the execution

of which by a data processor of a node comprises operations of:

sending a wireless network (WN) a first message that is comprised of a list of
authentication mechanisms supported by the node and, in association with each
authentication mechanism, a corresponding identity; and

receiving a first response message from the WN, the first response message comprising
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at least on the list received fromthe node; and
including information in a second nessage that is sent
wo eoobhat4mnde, the information conprising the deRCEIBROOEM®1505
aut henti cati on mechanismin conjunction with a
corresponding identity. 2. The nethod of claim1l,
where if the determ ned authentication hani I S .
usaformatignpprtsaipg oy AR erapchasm Ty %‘&Ygﬁ] ol thojfist
S | ) 0D Gird: HRALE th@8njliRo R Wi SQEHrakpeliivg itintity.
t égﬁéée ﬁ?ﬁ%ﬁggbtheﬁticatgdh n%chanisn1 3. The net hod
of claiml1, where the first nessage conprises a HITP
guest ., and wh . SQC 2060 foh $8&atfon of
1 ottty Bepoiy il Bl AP BEA0, BERSP QAT uh 36t
t hahdig plstdnt mesiage nt ihé VES thatds ddeast partialy integrity protected, the

aut henti cati on nmechani.s n . correspondi ng i ' :
ST TS BB I AP PSS g EEaNuine
a {abidids RS BRABdé fuphSeMNak haderityspratectb@fsh. parti al |y
integrity protected based on the determ ned

aut henti cation nmechanism the third nessage conpri sing

at 14, %g ComP&ed oﬂrééraﬁfpr(ﬂ%trh% i Ele@t | DFurfiRE Betprisify dntvdbration of
t he node supports, and corresponding identitjes, in aql

i nteegjving ¢ sprood espande Mossage that ipatlessimertialy imegriiyprotected, where
successfuyl, and if t [ r.ecel: [ qr, ntication
e S A Tt ERES pveef Fapplios i AT, o el ulhend

r espemdismgogeather Réth iecerredppiding ety th angstogriis protrsted deja.
that is at least partially integrity protected, where

t he second response nessage nmay conprise an indication

of 15 NeheS@hfpited Groppinb prota a¥f ichim Me¢ Waee amleastnile first and second
corresponding identities, in an integrit r ot ﬁ d

f OFa¥POIBS MPFRBEHTBIHEEFIH fomaA ReAStrappipg REfY el@d’ﬁfﬁ‘%“gﬁ @
receiving the third nmessage and verifying that the

aut henti cation nmechani smused by the node matches the
autl heHie watpienprogeheprodiet dbeleimnd lnadrersyihe st presags, 1s Fefid as an

me chai wh Eﬁﬁﬁ S LEPwRre the first
de 5?‘%. CEIIE‘PJI:T é” h|ersen&ée>](1iesct: ﬁtl%g%géhf b 0 otpséapg)g pi N gWSer (r? % ee rlrS response
FURGksda@8 is(BSREd a¥an THEP 4@t Bodtlofizel mipense, where the

first message is an HITP GET, where the list is
included in an HTTP payl oad. 8. The nethod of claim1,

whagerthemdeePRdg AR SauEt df slain 1 2] THereAhd sekbvail théveug seeint as an

response. . . .
TTP GET that comprises a computed response in accordance with the selected

authentication mechanism.

17. The computer program product of claim 13, where the second response message is

received as an HTTP 200 OK message.

18. The computer program product of claim 11, further comprising verifying that the

authentication mechanism used by the node matches the authentication mechanism

selected by the WN.

19. A device, comprising a data processor coupled to a transmitter and to a receiver and
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9. The nethod of claim4, where the third nessage is

an HTTP GET that conprises a conputed response in
waecwongamce with the sel ected authenticati on nRCTEBR0&M01505

10. The nmethod of claim4, where the second response

message is an HTTP 200 OK nessage. 11.A conputer

progr r ut er

h é)%%r%’gl]g Eﬁeg togﬁeé&'@?q% ia %xy kransg}ﬁ% ?ségggs atga fIS comﬁ)n%Fd%ﬂ list
?&Nﬂ;rah&]c@@lc@tﬁlﬁf ﬂEdh@ﬂSm@EuppSl_eﬂdlby"I@le Aewibe eﬁc?&s aslrgecnmﬁmth each

a first ssage that is conpris of a |ist
R P e s La by 5{) rafﬁwf%swa Gow t%mﬁmk via
I N BSRQGIeRh ERPrehdnbe RS e AU K ﬂ‘@%éﬁ%ﬁie‘lﬁlﬁsd‘gs 641AsHsSIinfBrmation
corresponding identity; and recei vin rst _response
me orgfeing rto pn adienigatiohmeshianism selesisd r%gél hqrpefwagefrom the list in
[ ing to an authentication

mg@r&hﬁa{& v&lthidxﬁiaép‘gﬂdlﬁg{dé t?

nism se romthe list provided by
the node in the flrst nmessage in conjunction with a

o e Lhe GineR e e 4. 50 o profSor IR bRt R Ry protect e

opdisabfia@thetfcati@ifléognisnsRefutdd bR SS dgdcdand tchsend/Wa tha a’ansmitter

Irr; Sagstg@clé'ie M? gc; t:hg ln%t%/z(ghqncfuggsr I ﬁ%st%;rotltaﬁ}g gn%edgrltyt pq (e)teggtgf the second

aut,fegtde ‘é@tﬁb&”ﬁ%—eﬁ RanRTRt AEh MRt R M BRRARME] M8 the corresponding
identities the node supports in an integrity

prdﬂ@ﬁm@ﬂﬂﬁbﬁﬁﬂ@mg3ﬂmh@ﬁé@Wp@ﬁ@ﬁbﬁﬁ@@ﬁ%h@ﬁﬁoduct as in
claim 11, further conprising an operation of receiving

a second response nessage that is at |least partially

i ntHgThe devise of doiel®, winhesagl dataqarweaonﬁhrthesmh@ea seegslaepponse

o CRERT & PGB EREPAAES 168" BB PO B AERbRES thiRoona

an tesfof@ thdsyagp b@h]ﬁﬁ%@;ﬁl 1ﬁcﬁd§d‘ﬂibn d#the seieted @llimwhea’tloﬁ h@cHaaidin, and
product of cl|aim 13, re at |least the first and

s el FOFSRIIEdIREYs Elgaé‘ént%y PREETG LI r om a

Boot strappi ng Server Function (BSF). 15. The conputer
program product of claim 11, where the first message

i s Deihe deviearpfighip 26ETherppidpast thhdirgtiand sqcand Teenoneramessages are

an PRY, 0 S

"0 SEIRh S S PR P ROTBEAES? ot e
Thenatwergut er program product of claim12, where the
second nessage is sent as an HTTP GET that conprises a
conmput ed response in accordance with the sel ected

aut ¥ mhé ealide@n cloRe Mg Rihsithelffrst nldiage G phtta in HITTYIGB, where the

product of claim13, where the second response nessage
i s listisincluded inan HTTP payload, and where the first response message is rec€ived as

an HTTP 401 Unauthorized response.

24. The device of claim 20, where the second message is sent as an HTTP GET that
comprises a computed response in accordance with the selected authentication

mechanism.

25. The device of claim 21, where the second response message is received as an HTTP

200 OK message.
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received as an HTTP 200 OK nessage. 18. The conputer

program product of claim 11, further conprising
wQoe00bflgd4my t hat the aut henticati on nechani sm UBETIHERP06/001505

t he node matches the authentication nmechani sm sel ect ed

by the WN. 19. A device, conprising a data processor

coupled to a transmtter and to a receiver andoperabl e

to send to a network via the transmtter a first

Mesgang dbited ofichirt Q0RFHefeaeid@hta Brdebssér iOfurtBétiopeable eatetifithat an
mechani snms supported by the device and, in associati

n,
wi ehthentiction mpdwtisaasehby he drues Bvichss the P‘#té%l%ﬁmnﬁ@ecgamsm
idgg@&%ybyﬂggmggﬂgeceive fromthe network via the
receiver ‘a first response nessage, the first response
nmessage conprising information pertaining to an

aut,henpt i cat j ' y=Ye .
Eh& 1§ SRk IR B B RS Elick SRR b Stution
20.of Whizh e w iatepotessdral awitdess aaivdrkdadnaenp (BN E@orprises operations
further operable to integrity protect the |ist of

autthenti cati on nmechani sns supported by the device and

to send via the transmtter a second nessage to the
network that is at least partially inte rit%, ..
pr dewEtREa Ty anesgags fepra J9de dhat é%rfﬂnilp:ﬂSng obp Tisb gl puthapiication
|1 ShecRini@h BERbHERDY ARe HBEN AR, SifBassq¥ioh NEith each authentication
corresponding identities, that the device supports in

an mevhaygsmtacopepordingifefitsy;m 21. The device of claim

19, where said data processor further receives a

second response nessage fromthe network that is at

| eatsterpiing adlahitfientivhiggrmdcharisnotode g, fondoetseariplives, smedat tbast on
resEo se nEs%g e coqﬁpises an indication of the

sel BEHEFHE iR998n nechani sm and the

corresponding identity, in an integrity protected

form 22. The device of claim?21, where at |east the .
f i rsspding g fieg cepansedassenss & Ms9dydle Hiskresrnss Piserass campyising

Booh Rl ARRIRHaimaE Yoﬁcﬁe cllz:é%@?ﬁ%ﬂe@ RuthBEEatich %Eh&%%nﬁ%%%@ponding

part of the network. . The device of claim19, ere

t hadéititsendressage is sent as an HITP GET, where the

list is included in an HTTP payl oad, and where the

first response nessage is received as an HITP 401
Unauédiving z@dondasgaengs om2ik nodthadestilest paftiatly antepriBlhrotected, the
where the second ness

' HTTP . GET t hat
oSS S e SRR 4 e IR P B n A IhRE R Pigihe node
sel Repae, AdhetriesFntiRR id¥BEHMS Th $Mintegrity protected form.

28. The computer program product of claim 27, where if authentication is successful, and
if the list received in the second message matches the list received in the first message,
further comprising an operation of sending a second response message to the node that is
at least partially integrity protected, where the second response message comprises an
indication of the selected authentication mechanism, and the corresponding identity, in an

integrity protected form.

29. The computer program product of claim 27, further comprising retrieving a profile
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25. The device of claim 21, where the second response
nmessage is received as an HTTP 200 OK nessage. 26. The

walewcasdsaf claim 19, where said data processorPCEIB2006/001505
further operable to verify that an authentication
mechani sm used by the device matches the

R e BT P AL e S BB et
readabl e nedi um the execution of which by a data
processor of a wireless netwrk el enment (WNE . .
conthh FReeomy s BOBBRYPIofUCt gL elamn 37 Moy apvielsss lejg gomprised of
fr oiB&otAREsink Ralved Runs@IRBEERd of a Iist of

aut henti cati on mechani sns supported by the node and,

in association with each authentication nechanism a
COrio . . o i : .
e s S e A
on HHEP GEStthateaepnwes alf identity dfe usechd theNOIDE wgheze the Hstis included
respon SsS to the node, the first response
nes@ﬁﬁzﬁggﬁﬁyﬁging i nformation pertaining to the

determ ned authentication mechanismand a

Fr ot A RECTHBRE PHATT BOMet GHD B TS 7o ARG Tpoeds o sot
Pr ofsealierp ANQUnatenstdIRpsage conprising at |east the

list of authentication nmechanisns that the node

supports, and the corresponding identities, in an

i nt ' . ; .

pr oacnt ot BB R of fim 2 BRI Bl QbR hcceivad s
sucoeBSTRIGETathdt cdmprises 4 catputelcesposst inmctdrdarse eothdhe selected
nmess C@fqgiches?the list received in the first

nmesSage, “F P E8hpri si ng an operation of sending a
second response nessage to the node that is at | east
partially integrity prqotected, where the second

r esHbride CrRRES PeogHRprotact of el Fyivhgteithseppndtpgponse message is

sel gat fdnattireo Gakdedagdrechani sm and the
corresponding identity, in an integrity protected

form 29. The conputer program product of claim 27,

ur “1 93{ i/xgtglgﬁr de&kg’?ceo%ﬁ%%ﬁgéltdéfg rﬁq%c%%%sg)t g%@?eg?t? %ntpefﬁsﬁlnt%r and to a

identity, and
constetesrsind operpirlotd feecive3fiom hhede onptht escejyen griashmessage that is

product.gi I Ln1§7, where a wireless netwgrk i.s .
ConSPISEY O 21t B rbihenliplor mEE PSRRI, Y BEpyde and, in
31. asiéieation AL €ich RLMEERANGR! Qebhahisaf a Gbradspdrdng MERTE said data
the first nmessage js received as an . )
processor further operable to determine an authentication mechanism to be used for
bootstrapping, based at least in part on the list received from the node, and to send a first
response message to the node via the transmitter, the first response message comprising
information pertaining to the determined authentication mechanism and a corresponding
identity, said data processor further operable to receive from the node a second message
that is at least partially integrity protected, the second message comprising the list of

authentication mechanisms that the node supports, and corresponding identities, in an

integrity protected form.
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HTTP CGET that conprises an identity of a user of the

NODE, where the list is included in an HITP payl oad.
wW@2006/TBa4conput er program product of clai m 27, peiTEB2806/001505

the first response nessage is sent as an HITP 401

Unaut hori zed response 33. The conputer program

oot v ag ek Bt aEf oo ity FEoa ae S amgbap opersble. i

I eSpaitBticdtion AGeaestancad iilichist Besivea ireté £6ond message matches the list
aut henti cation mechanism 34. The conputer program

pr ot Yedor e i ogiesif s 4 %‘?@O@éeqfﬁaser%&@ﬁ hpaedefha is at

| S R baRRlRhiddHiPprRRRe@vABS HRIRcondtespOnREMREIE comprises an
devi ce, conprising a dat a processor coupled to a

t r adieptionef thg ﬁ@leqt%d aythepticatiqpapechprdsny et b saareprondiag idpatiy, in an
frop Sect¥d he receiver, a first nmessage that is
conpf%ggggofcazﬁpét of authentication mechani sms
supported by the node and, in association with each

aut i.ca n.nmech or I ndi n

oo 1 e Ao D R A s R P Pl bt e gt o

aut reteve cabiodile mhacml e identbya furs eehsideratibn oblshr @miting the

based at, | east % on the list received fromthe

nod#@!thegfigptiop sghieiis i op Sged S0 E@ s sage to the node

V|a the transmtter, the first response nessage
nE%|S|ng i nf or mati on Egrtalnlng to the determ ned

aut Hedbe edvpileriecttshin A apripasiesn Beoiiepring derya Enndtioy (BSF).

said data processor further operable to receive from

the node a second nessage that is at |least partially

i nt 84 The yetpoistdevted claith 85, seerribE firstys@epee toenpivedisng HITA® GET

lsu D o?c{og%%%e%ﬁa%é%c ?é’S 3 SIS og Qa CPZ) B Vi/h%get thE: P% igﬁlgﬁlded in an HTTP
I nt ggidaly protected form 36. The netmork devi ce of
clai m 35, said data processor further operable, if

aut hentication is successful, and if the list received

i N 1 The LARBA JERSSHURINBS, e this! rhspbnde @Bl S séad MGITTP
first message, to send a ‘second response nessage to

t hetModeauthosized respapset east partially integrity

protected, where the second response nmessage conprises

an indication of the selected authentication

mechhAbs mtwarkd? tlhien Towhes fonelongmesbagetis lteyE;iVeidlaS arHTTP GET that

t t t d
el aeaists B GpBbAEHREER 7 sttt s R Eh ablppieron
t o metHaheme a profile based on the identity for
consi derati on when determ ning the

42. The network device of claim 36, where the second response message is sent as an

HTTP 200 OK message. ‘

43. A device, comprising means for sending to a network a first message that is
comprised of a list of authentication mechanisms supported by the device and, in
association with each authentication mechanism, a corresponding identity; and means for
receiving from the network a first response message, the first response message

comprising information descriptive of an authentication mechanism selected by the
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aut henti cati on nmechanismto be used for bootstrapping.

38. The network device of claim 35, conprising a
w@owbAas4appi ng Server Function (BSF). 39. The PET/¥&2066/001505

device of claim 35, where the first nessage is

received as an HITP GET that conprises an identity of

a us t de, where the .li i ncl uded

b g e B SNt bR Sdiiotnl alPetcoRpiitR s Rlinteariy
vvh epr6tebtnfy thd H&bf HABMEOSLN ARSEMGMsIsEppoesd bRthe @BvitETbPsending a
401 Unaut hori zed response. 41, The network of claim

35, AdIdanesrge de s atosk Bapis of least paripl trtegaitypotentyd tigespeond
t hag e SHMbinPRInS iR R RERARRA, th@h@gpagfhgﬂﬁgﬁon%ecﬂamsms
the selected au hentlcatlon mechani sm . The network
devthetethe fdevitabynpgBs v é esspeigtionewisn Qaqhe@ti@n@@tlmgm@@lsm,
IS §§£ cﬁﬁmge P 200 OK nessage. 43. A device,
conpri ans for sending to a network a first
nessage that is conprised of a list of authentication
ort t he device and,. i.n ass ti

w CHE ShER i PR R B Pn era SRt S e BB e ing
l de{é&d)ﬂdyrespaﬁ% MBS fbar thé BaRbIN thg if it%ﬁbﬁﬂ’aﬁlaﬁlﬁﬁMég‘rky Protected,
first response nessage, the fjrst response nes

age
co rﬁﬁpqrg the éecpﬁq GFRPRES néqﬁsatg@g(@mrﬁeq ap é‘ldlljzfi %prpf the selected authentication
aut fefhhic@! idhd B RNy RRhAG 8 9n Hﬁ(eghﬂﬁﬁg&%d Yorfar OM

the list and a corresponding identity, further
conprising nmeans for integrity protecting the list of

aUt j(:'jse 'ﬂqé &e@gde%?cl &aﬁhﬁ%o&ﬂﬁﬁ% g\s/\g)? K&r{?ﬁg?tﬁ%ﬁisﬂ%gatu{hgﬁﬁcaﬁon

I'ng a secon §sage t0
I eambolpmtsﬂnnaéd yy thatdeged mytclps oheatledticatihe neelwaisth selected by the
message conprising, in an integrity protected form
t he''W¥K of aut hentication mechani sms that the device
supports and, in association with each authentication

mechani sm a _corresponding identity. 44. The devi ce of
cl aftnPastwark ggvaces campris g BICHSe Thgeiitias g § B st message that s

opeshlRed OF af £ &iVdulRnikaBGE MLIEIRONBForRSHAGR 1dd8nd, in

the network that is at least partially integrity
pr odseediatipn Witiegach abenticdivndngchapinh Secomespoadiog adsniilyi means for

an eﬁ]e%tlﬁ%%n a%&g&‘échahgfmé %lat%g&t ?og)e%ge%ﬁlc{o?s?r%p(?% b%sre]d at least in part

rrespon
| nt egths tist rgedbe ﬁbmdhe‘r@dman@,ﬁean'ﬁlﬁcﬂ selelingodirafrespbiae meddge to the

et PERL PR oSG HRCaR CERTRy Hendio Lo Lo ot

t heatﬂh’énh@dﬁoh GRdchaisniBea Bdrfelp h@ing Gl tyh ¥aid RReiving means further
operable for receiving from the node a second message that is at least partially integrity
protected, the second message comprising the list of authentication mechanisms that the
node supports and, in association with each authentication mechanism, the corresponding

identity.

47. The network device of claim 46, where said sending means is responsive to
successful authentication, and to the list received in the second message matching the list
received in the first message, for sending to the node a second response message that is at

least partially integrity protected, where the second response message comprises, in an
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network. 46. A network device, conprising neans for
receiving froma node a first nessage that is

weopndseed of a |ist of authentication nmechani BOBIB2006/001505
supported by the node and, in association with each
aut henti cati on mechanism a corresponding identity,

nmeans for tin ut h atl nmechani sm.t o.
sty PSSy an Bt Re R OE e s R A S S dnd te
|I&bn£QQQMM§meﬁpn]the node, and neans for sending a
first response nessage to the node, the first response
message conprising information pertaining to the

sel RCrrInAWbieRlicE ot 1A 1 ahasi SMARRg TaR fof fRdRHigprofile
identity, said receiving neans further operable for

r edwiadi anghd idemtity fas uprddiesaidl ssleetingdnenes wheyeselenting the ayfhentication
| eazl paLh ltoaiLe! L}’se& fb‘rﬁg&ér{a%égt gotected, the second

nmessage conprisin of aut henticati on
nechanlsns t hat the node supports and, in association

L e B B ol AR s

said sendlng nmeans i s responsive to successf ul

aut hentication, and to the list received in éhe second
e s¥adEyHieR-CRIRESRERIYics poupladds R otk dpHes. faid dgvice comprising a

MeS§@a0rocds ¥ BEAEH B% &hshliRr Q&ﬁ% PrefQ6ENEd roﬁ@r@rﬂ@ $Psend to the
message that is at least partially integrit

pr otesterts dlevish efie theheansegtsng fiss WF\E@EG ﬁ‘@éssag@npnsed of a list of

CORL 8o ARSI BELFAL O Bt o s

andmmhﬂuambne&ﬂﬁmdnmgcmﬁmmnﬂhg1mﬁﬁngih@n@womnkkwdenmnsmga
of ¢laim46, furt means .f or retr|
or o BRSO Ey P LBgeiky hcgrebls § St an
sel fiichfightioR aRchanhefrae iR ki, fidd Hdiceatdehan)y fradtteaBtwork device
mechanj smto be used for bootstr ppi ng. 49. The
net Worthe agivEla JFISICIesoRT BesLEIRT SHH JespORSoMETRER HIRRising

Ser i ffrm B Iet@Rine Bomd autﬁ&tlcﬁlo%)h%cﬁe[ﬂlsn? QIR Bl A rRtwork device
device coupled to a network device, said device

confseth giedigt anddapaespersitesdontitg sihilevepe data aracesaerperabl o at least
d. t
32 A rt?al@ i§t§ %%ﬁg%ﬁegﬁ% %a% Ql%rlﬁP&f%u!h%t%‘cﬁﬁ%g%%céé@ﬁg{&ﬁ)ﬁmeﬁ by the

ter afirs
conqlnvweemdoﬂme aolrespbndifig Alabtitent iandtto eendnve Hilntrgmymitter a second

supporte n associatio each. .
o R da i ok R S ipndtr BEE St dit st i&hoation
sai flediahMBE kndlRvie§RnGAIIEAiRIcHg a data processor

coupled to a transmtter and to a receiver and

operabl e to sel ect an authentication mechani smfrom

fj g\e/? 1|cs g‘ﬁet, sysefl o cHRY 5 G nbR SR ¥dtDBrob dsWPelrIRr ALV Kecond response
message from the network device that is at least partially integrity protected, where the
second response message comprises an indication of the authentication mechanism
selected by the network device in an integrity protected form, and the corresponding

identity.

52. The system of claim 50, where the network device is comprised of a Bootstrapping

Server Function (BSF).
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via the receiver a first response nessage, the first
response nessage conprising information pertaining to
W0 b@oassent i cati on nechani sm sel ect ed by t he PET/¥2066/001505
device fromthe |ist and a corresponding identity,
sai d device data processor operable to at |east
partially integrity protect at |east the list of
aut henti cati on mechani sns supported by the device, and
t he 5% dhe egpanechiim bolevticte thedevica iitotigle oMkt nétviork B&ice through a
transmtter a second nessage to the network device,
t heV §E%8ﬂﬂﬁnessage conprising the list of
aut henti cati on mechani sns and correspondi ng
identities. 51. The system of claim 50, where said
dat 2% g BeBed sPIPTiTRGer recei ves a second response
nmessage fromthe network device that is at | east
partially integrity protected, where the second
r esproding tpessayerkco fipt insesga that ngl conprised offa Lidh @f authentication
o B APpdPRE BT B BF A 5 P P e authentcaton
cornedpnmmgmgnuﬁ@mﬂmgwhnEQ,mﬂhe system of cl ai m 50,
where the network device is conprised of a
Boot st rappi ng Server Function (BSF).53. The system of
cl ajegRibilg frdi@rBe hbRofkeYifi leSponsd Rle@fgd, Oché |'iﬁstnt%§ﬁ69§ekmessage
deV|ce through a wireless link. 54. A ne
RisHg: inkematigigpar@inipgniet %Wh@hﬁe}twgtm%@gsg selptied by the
|s QWBA fis ani sns
su pgo rt é( dﬁglsthg hs@?/ :c%rgﬁncagn @IHII:}] ! gé%ég [ élltn%g%%\;m th each
aut hentication mechanism a corresponding identity;
and m work. a first response
nessg%é' Hﬁgpgd931%€§H@1r“mﬁgggﬁge conpri si ng
|nfornat|on pertalnlng to an authentication nechani sm

sele the the list in conjunction

o t G AFTEIo e AR hGon Tedafiop EpOTecy dedevice
54, afduné bfessoRTPE ichfighs; ddat egrity protecting at | east

the list of authentication nechani sns supported by the
devi ce and the corresponding identities; and sending a
sec k

SRR SST0F G EhENIRINOA L REEOI FRRSARt et i
necW&Wﬂ@n@mammnmﬂ@nmmsm@@b@mnwmgmdmgmkmuh@s 56. The

nmet hod of claim54, further conprising:

56. The method of claim 54, further comprising;

receiving a second response message from the network that is at least partially integrity
protected, where the second response message comprises an indication of the selected

authentication mechanism, and the corresponding identity.
57. The method of claim 56, where at least the first and second response messages are

received from a Bootstrapping Server Function (BSF) that comprises a part of the

network.
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receiving a second response nessage fromthe network
that is at least partially integrity protected, where

W0 b@cdeand response nmessage conprises an i ndi PEX/IRm0af01505
the sel ected authentication nmechanism and the
corresponding identity. 57. The nethod of clai m 56,

whe a [ n econd respons S e

are %g'g?l tg |nJl\/e glg ﬁ%)? %%%;48%2{12 @F giﬁ% PIeA8er (% asﬁﬂﬁﬁﬁ o@é B Where the
( BSH3t i¢ inetbdezidnpy HSER payldy indGfheteliie fist ragpokisenPossakB® received as
met ho ] i m 54 ere the first nessage is sent as

an P—ﬁ%g}i&& @Wi’él?oéfz?cﬂgsmngﬁ' is included in an HTTP

payl oad, and where the first response nessage is

recei ved as an HITP 401 Unaut hori zed response. 59. The
met A dthsmetiod ¢hekgn Spnwhese thescwead sivesaaeissayas pe BFERGET that
as @bkl SCEdmbuiat rSPIRE 'iﬁea?bc@rd%&gpwﬁﬁqhé %&@&Q(ﬁ SuttBntication
accordance with the selected authentication nechani sm

60. nifplaniset hod of cl aim 56, where the second response
message i s received as an HITP 200 OK nessage. 61. The
nmet hod of claimb54, further conprising verifying that

an autThe nicihod bf daimbshizene SiosdesatkeonicdiResehRy isGecei@l ENRAIITTP

thez&ubﬂ%&lsacggtl on mechani sm sel ected by the network.

61. The method of claim 54, further comprising verifying that an authentication
mechanism used by the device matches the authentication mechanism selected by the

network.

50



