| Secure nmethod for nodifying data recorded in a nenory card Technical
field The present invention relates to the systens in which part of the data
records stored in a 5 smart card is nodifjied when a transaction is
performed with a card reader and relates nore particularly to a secure

met hod for nodifying data recorded in a smart card during a transaction
with a reader. Background art 10 Smart cards also called chip cards are

i ncreasingly used asseduf@ietiyd fof mdlBiyin2as@Gieddidd ialiebey eagdhol ders.
These cards include contactless cards, for which the exchange of

information is carried out by contact I ess el ectromagneti c coupling between
an ant enna oused '&.n the card and an associ ated reader, which have been
devel oped as—gmggr ds to controlled access zones, or as electronic
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16 In general, smart cards use non-volatile, erasable and rewritable EEPROM or flash
EPROM-type memories, such that the data remains written in the memory even when
the latter is switched off. They further allow updating of recorded data by erasing one or
several memory locations and writing new data.

It is possible that, during a transaction, the memory is corrupted due to an accidental

20  interruption of the power supply generally due to an "abrupt withdrawal” of the card, i.e.
the removal thercof before the processing operation has ended, which results in the loss
of carlier data without new data being recorded. This risk is particularly great with
contactless-type cards where the spatial limits within which the card can function
correctly are not perceptible.

25  There is an added risk in the case of non-volatile EEPROM-type memories with which,
if a writing operation is interrupted before its normal end, the data may be written
nonetheless, and can therefore be read correctly shortly after the writing operation.
However, if this reading is repeated at a later point, it is not certain that this can be
performed correctly, as the retention of information in the memory cell will have been

30 insufficient as a result of the prematurely interrupted writing operation.

To ensure data integrity, it is therefore desirable for the cards to be protected against



To ensure data integrity, it is therefore desirable for the cards to be
protected against 2 such risks, by ensuring that the data is either in the
nmodi fied state, or in the state prior to snodification, but never in an
undetermined internedi ate state resulting froman "abrupt wthdrawal". For
reasons of transaction security, it is essential to restart the entire
transaction should a 5 power cut occur during the course of the
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1 This operation has therefore the disadvantage of being time-consuming, which is a
major disadvantage with contactless cards.
Furthermore, the saving of the data in another location in the memory before erasing the
earlier data requires the presence of a “flag” for indicating that the modification
operation has been carried out correctly or otherwise according to the flag value. The
20  flag can be a single bit which takes the value 0 or 1 according to whether modification
has taken place correctly or otherwise. Insofar as it is not conceivable for obvious
reasons to record check bits at the same location as the data, the only solution consists in
recording the flag (the check bit or bits) in a memory location reserved for this purpose
and therefore an entire block of 16 or 32 bits when a single bit or just a few bits are
25  sufficient.
The disadvantages mentioned above take on even more importance when the smart card
is used in certain applications requiring only a low capacity memory where it becomes
imperative not to waste positions in the memory and wherein the value of the data
modified at each transaction is a monotonic function in time. In such applications, the

30 memory data record is either an increasing counter which increments in time such as for

example a photocopier, or a decreasing counter in the case of a card for public transport



i nperative not to waste positions in the nenory and wherein the value of the
data nodified at each transaction is a nonotonic function in time. In such
applications, the 30 nenory data record i g either an increasing counter

whi ch increnents in tine such as for exanple a photocopier, or a decreasing
counter in the case of a card for public transport 3 where the value of the
record is decrenented by one unit with every journey, or an electronic
purse where Wherevihkuahef of tie reeerdrid dzareniznted Bieoncank. with 2e&9Sutedf ot he
invention 5 Thus the aimof the invention is to achieve a nethod for

modi fyi ng daflgetroniapyisemheredhe valye of th record s3sey Aeseati ch is carried out in
a mni num anount of time conpatible with the access tinme to which the card
is limted during the transaction. Another aimof the invention is to
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| ocation of two predefined |locations formng a counter in the nmenory, 20 the
writing operation performng the erasing of the old data value recorded in
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reference_to the draw ngs in which: L ,
15 non-volatile, erasable and rewritable memory comprising at least one location to record

a data value relating to the transactions performed by the card, each transaction resulting
in the modification of the data value, the latter being a monotonic function in time. At
each transaction, a data value writing operation performs the writing of the new data
value in a first location of two predefined locations forming a counter in the memory,
20  the writing operation performing the erasing of the old data value recorded in the second
location such that, at the end of the correctly performed writing operation, the first
location contains the new data value whereas the second location contains the value

ZEe10.

25  Bref description of the drawings

The aims, objectives and characteristics of the invention will become more clearly
apparent on reading the following description with reference to the drawings in which:
» Figure 1 is a schematic representation of the memory of a smart card in which the
method according to the invention is implemented,
30 e Figure 2 is a schematic representation of the content of the two-tier counter of the

memory for each phase of the writing operation,



Figure 1 is a schematic representation of the menory of a smart card in

whi ch the nethod according to the invention is inplenmented, 30 Figure 2 is
a schematic representation of the content 4of the two-tier counter of the
menory for each phase of the witing operation, 4 Figure 3 is a schematic
representation of the two-tier counter of the smart card for each phase of
the rewiting operation in a first situation after abrupt w thdrawal,
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smart card for each phase of the rewiting operation in a fifth situation
after abrupt wicesipkasa el thepewaiing greralden nptthisd sypationeaficn glampt withdrawal, chi p
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nmenory having a capacity of 32 16-bit words. The invention described bel ow
allows for the adi ssion of a check zone in the nenory requiring the

reservatjon of an entire rd.. For this, t menor.y locatigns formng, a
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of the applications where the data value nodified at each transaction is a

nonot oni ¢ function in tine. |In sone cases (for exanple a card used to nake
phot ocopi es) Detailgd descaptigolthegavention ney enent ed 25 while in ot her

par se, t ho. all & U red O 202 o8 R L e oa RSy AR MppliHiofs AR £
rat her t4®n little amount of memory, the memory locations are limited. Thus, the memory of a chip
card such as illustrated in Figure 1 is an EEPROM-type memory having a capacity of 32
16-bit words. The invention described below allows for the omission of a check zone in
the memory requiring the reservation of an entire word. For this, two memory locations
forming a two-tier counter (tier A, tier B) are reserved at the recording of the new data

20  wvalue at each transaction carried out between the reader and the smart card.

The principles of the invention are advantageously used in all of the applications where
the data value modified at each transaction is a monotonic function in time. In some
cases (for example a card used to make photocopies), the recorded value is incremented
25  while in other applications such as access to controlled access zones or the electronic
purse, the data value decreases. However, it is preferable to increment rather than
decrement the counter. As a matter of fact, when there is an abrupt withdrawal, the risk
is that there is not a correct retention of the bits which have been written in the memory.
In this case, the recorded value can decrease because each bit 1 can switch back to 0. If

30 a decrementation is used, with the incorrectly wnitten value decreasing, the decrease



RSV e ————— . SRR

decrenent the counter. As a matter of fact, when there is an abrupt

w thdrawal , the risk is that there is not a correct retention of the bits
whi ch have been witten in the menory. |@g this case, the recorded value can
decrease because each bit 1 can switch back to 0. If 30 a decrenmentation is
used, with the incorrectly witten val ue decreasing, the decrease 5 thereof
constitutes a risk to the cardholder insofar as it is not possible to know
if the val Ugelddr COSHIRBDE YiskSolthe chidfdidbr Blsofr @Qritr@no\?\ﬁ@;ﬁs?ﬂi%%%b%f%e an
abnornmal decrease of the nmenory content. Conversely, en 1 ncrenentation is
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time the binary t conpl enent data val ue. Thus,

t he dat a al befores incramansidredvheh thél &aahddoramss adt ihenincorredBpestbided woflud he
application in question. The method according to the invention consists in
recordi ng t hbsedheabioanARrimt WiHidEH alwas t he obj ect of the nodification in
the tier of the counter that contained the value O and erasing the other
tier of the counter to set its value at 0. These two phases which 15 cannot

be reversed, AR tdskggfes aldclRyneatations it 14Cédsp ot @n¥idet @adth@nikeieViaihalg fiwoodn t he
reader at the time of the transaction. Figure 2 illustrates the nornal
course of theomplemgnt ofnbe data ahe. bElaisn i W folleweingthdidatp wilue isHacremanied at

makes v e X ear .in tjer anfltival ef)intie.B. The witing 20
instrucﬂd(;n ?%grp%paﬂséarc 18?’&%[]6? eé:ﬁ\V\?P hﬁap%fcal RHEW VS ue Y in tier B, then the
erasing of value X fromtier A Thus, the counter is increnented in one
instruction. Unfortunately, an abrupt w thdrawal of the card can occur

during the tlhangwthadorecoidng fpatheiigyangion whegists irereshrding thechevs dafa yehieaditles s

card. In this case . th jting. ratign .25 es not proceed correctly and
cither the wies HrGoretdlahe, i SAGRR i O i Hy 8 S Ber BHEEEaRRERE Gl e
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succeed or is not validated. The result of this can be that the opening of a
gate prbtwi deagohbe esversal, aare dnggendd byl anciostsstiporie witenthe ekt Waluk Sesin ghe t hat

a purchase b . .
P }/eager at the time of the transaction.

Figure 2 illustrates the normal course of the operations. At the beginning, the reading of
the counter makes value X appear in tier A and value O in tier B. The writing
20  instruction then performs the writing of the new value Y in tier B, then the erasing of

value X from tier A. Thus, the counter is mcremented in one instruction,

Unfortunately, an abrupt withdrawal of the card can occur during the transaction, in
particular when the chip card is a contactless card. In this case the writing operation

25  does not proceed correctly and either the writing of the new value has not been
performed correctly, or the old value has not been erased. In this case, the transaction
does not succeed or is not validated. The result of this can be that the opening of a gate
providing access to a controlled access zone is not authorised or that a purchase by a
retail terminal in the case of an electronic purse is not permitted.

30

The cardholder therefore restarts the operation consisting in passing his/her card in or in



retail termnal in the case of an electronic purse is not permtted. 30 The
cardhol der therefore restarts the operation consisting in passing his/her
card inor in 6 front of a reader. It figst perforns the reading of the
counter which indicates that neither of the two tiers of the counter is at
the value 0. It deduces imediately therefromthat there has been an abrupt
w t hdrawal and therefore perfornms the repairing of the counter as described

bel ow. 5 Fi gl reftef. Il firiiShciRin@s tHtGresdt®beihe ceRREr whiRRhAdiLABSthahRAthher e
has been an abrupt w thdrawal depending on whether this abrupt w thdrawal
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t he val ue Y ms@mwwwn but the value X has not been erased. In th| s
case, and although the value Y is correct, it is not possible to guarantee

t he reterﬁlon of this value in tier B. The value Y is therefore rewitten
before perfo of the val.ue X from
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consequently, a new value can only be witten if the old value is equal to O
or identi calritiog phasenesiweal the Wrthigoindiesastripephassser ariey thel arasangspitasad
situation illustrated in Figure 4, the abrupt w thdrawal has taken place 20
during the witing phase, a value Ybetween X and Y has been witten in tier
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writing operation perforns e rewitin tier e erasing of
X fromtier #he vidittng pleaseythé valge dﬁpbﬂsdiaemmntmaﬂnfuoﬂresVaﬂlheX\Mas nbnigeenferaéed.nnt i er
A and the erasing of Y' fraomtier such that the counter is again in a
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has been wri bf e ViametXﬁonBuafl@L ﬁohﬁt it@t oe Itxwhai’oe noted that the writing of a memory
15 location is an OR function between the value which is located there and the new value
and that consequently, a new value can only be written if the old value is equal to 0 or

identical to the new value (which is the case here).

In a second situation illustrated in Figure 4, the abrupt withdrawal has taken place
20  during the wnting phase, a value Y' between X and Y has been written in tier B and the
value X has not been erased from tier A. In this case, a first writing operation performs
the rewriting of Y' in tier B and the erasing of X from tier A. Then, a writing operation
performs the writing of Y in fier A and the erasing of Y' from tier B, such that the
counter is again in a normal situation where one tier contains the new value and the

25 other tieris at 0.

In a third situation illustrated in Figure 5, the abrupt withdrawal has taken place during
the writing phase, a value Y' less than X has been written in tier B and the value X has
not been erased. In this case, a first rewriting operation performs the rewriting of the
30 value X in tier A and the erasing of Y' from tier B. This is justified by the fact that the

repair of the counter is always carried out with the highest value which is, in this



not been erased. In this case, a first rewiting operation perforns the
rewiting of the 30 value X in tier A and the erasing of Y fromtier B.
This is justified by the fact that the repair of the counter is always
carried out with the highest value which 1s, in this 7 instance, the val ue
X. Then, a writing operation perfornms the witing of the value Yin tier B
and the erasing of X fromtier A In a fourth situation illustrated in
Figure 6, th@s@ahédi e WIEORT amh, ba&itﬁlglsgeraﬂbﬁgerfo&amewmg bEthefbfuk nginphase
and the erasi.ngB phase, the value Y has been recorded in tier B but the

val ue X has tigstB pekie sraspedi™ Gamtie®A.A As the retention of the value Y
cannot be guaranteed, a rewiting operation perforns the rewiting of the
value Y in tier B and the erasing of the value X fromtier A 10 In a fifth
si tuation iljugtpaiedituidd dHisBatéd hhBigaRr 6PtheVABrRY dVBlrahas HhaksrnPplace
during the erasing phase, the value Y has been witten in tier B but the
val ue X Has briwedredin wrdtmgrmhesd yndetha sedingphiase, thel vabueXY ihgs beamrrdcdarded ingrer B 1 t
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counter was undertaken because neither of the two tiers contained the val ue
0, and aft ertheepming, ofdhevaleod XtflemtmoAt i ers contai ns the new data val ue
whilst the other tier contains 0. It is to be noted that in no situation is
the counter again in a state where the maxi nrumvalue found 20 in tier A or
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the data 1n a card transaction systemin
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transacti on causi
value X' from tier A.

15
In all of the situations which have just been described, the repair of the counter was
undertaken because neither of the two tiers contained the value 0, and after repair, one
of the two tiers contains the new data value whilst the other tier contains 0. It is to be
noted that in no situation is the counter again in a state where the maximum value found

20  intier A or tier B is less than the old value (X).



increnentation of said data value; said nethod being characterised in that,
at each transaction, an operation 10 for witing said data value performns
the witing of the new data value (Y) ? a first location (B) which
contains the value zero anong two predefined |ocations formng a counter in
said nenory, said witing operation performng the erasing of the old data
value (X) recorded in the second location (A) of said two | ocations such
that, at the end of the witing operation, said first |ocation contains

sai d new data val ue 15 whil st said second | ocation contains the value zero
if this witing operation was perfor@edlM8rrectly, or none of the two

| ocations in said counter contains the value zero if said witing operation
has not been performed correctly as a result of an abrupt w thdrawal of
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performed correctly, or none of the two locations 1n said counter contains the value
zero if said writing operation has not been performed correctly as a result of an

abrupt withdrawal of said card in the course of the transaction.

20 2.  The method according to Claim 1, further including a repair of said counter by a
rewriting operation consisting in rewriting said new value (Y) in said first location
(B) and erasing said old value (X) from said second location (A) when the abrupt

withdrawal has taken place during the writing phase of said new value.

25 3. The method according to Claim 1, further including, when said first location (B)
contains an incorrect value (Y’) between said old data value (X) and said new data
value (Y), a repair of said counter by a rewriting operation consisting in rewriting
said incorrect value in said first location and erasing said old value from said
second location, followed by a writing operation consisting in writing said new

30 value in said second location (A) and erasing said incorrect value from said first

location.

4. The method according to Claim I, further including, when said first location (B)
contains an incorrect data value (Y’) which is less than said old value (X), a repair
35 of said counter by a rewriting operation consisting in rewriting said old data value

(X) in said second location (A) and erasing said incorrect data value, followed by a



5. The method according to CAaim1, further including a repair of said
counter by a 5 rewiting operation consisting in rewiting said new data
value (Y) in said first location (B) agd erasing said old data val ue (X)
fromsaid second |ocation (A) when the abrupt w thdrawal has taken pl ace
between the witing phase of said new data value and the erasing phase of
said old data value. 10 6. The nmethod according to Caim1, further

i ncl udi ng, when the abrupt wi thdrawal has taken place during the erasing
phase of said old data value (X) and an incorrect data value (X) is
recorded in savitingepsieiane eans Bimg(mpritingrsaiskiew dta yalug (Wourseisfirgylogation
rewiting opermlicRifOnfd Sididath vahud B¥nishid@csid [dcdipy, data value (Y) in said
first location (B) and erasing said incorrect data value from said second
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inawiting instruction performng the witing of a new data value (Y) in
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said smart card is a contactless card.

7. A card transaction system including a smart card or the like and a reader capable of
reading said card when it is in a determined position in relation to the reader, said
card including a non-volatile, erasable and rewritable memory comprising at least
one location to record a data value relating to the transactions carried out by said

20 card, each transaction causing the incrementation of said data value;
said system being characterised in that said memory includes a
predefined first location and a predefined second location, forming a counter, each
transaction resulting in a writing instruction performing the writing of a new data
value (Y) in that location from said locations {B) which contains the value zero and
25 the erasing of the old data value (X) in the other location (A), such that, at the end
of the writing operation, said first location contains said new data value whilst said
second location contains the value zero if this writing operation was performed
correctly, or none of the two locations in said counter contains the value zero if said
writing operation has not been performed correctly as a result of an abrupt

30 withdrawal of said card in the course of the transaction.

8. The system according to Claim 7, wherein said smart card is a contactless card.



