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20 25 mg FIELD OF THE | NVENTION This invention rel mqsp Caﬁﬂo

i nfor \ y anal ysis systemfor mtigation of Inter ecurity

i ssues uter source and execut abl e code visualization problens. In
addi tion, nventlon relates to an information security analysis system
for offenS|ve and def ensive Internet analysis and protection of Commerci al
and national infrastructures. BACKGROUND OF THE | NVENTI ON Wor | dwi de

I nternet usage continues to grow at a phenonenal rate. Users include
governnments, institutions, businesses, and individuals, all of which have
connected to the |ntermsoOEMATION PECPREEYOANADVSDSt SVGTHMI |y activities.
Unfortunately, the devel opnent and inplenentation of security neasures
designed to nake Internet connection a secure neans of comuni cati on have
not kept pace with the technologlcal advances in the expansi on of network
devel opmentlEd A le r BRIk : Nult I nternet users and networks
risk having the'q;hiétf qrr{@rl&rbrfm?@rl%@e%edtgy Dackers And;i gl i dous tiper o
who continue to find S to ex it and subvert networks and data. ed
appropri at &1a Xﬁ%se\ﬁa’lﬁtq“ecﬁrﬁfblfb’gﬁ&a‘ehﬁnh‘ef&@‘@%@%ﬁr@‘%%lwrb‘fﬁu%l%or" of

corporate idHd artei utast tdaﬁ&e:et e egeenichdie t E8HE! evKOERI NEaPASE W th
the a pllcatl erV|ces and. security that users denm Al t hough many

nd.
produtt s heW%p develBped 190y 15t dTWERARGAR t5ﬁgf"5§§ dFQcoiRry,
few of thesinfoenatbhlent csantrmssawellysﬂmt saateémseﬁnu'i b)ffand;memémil ng

needs are con L nuin i.ncrea ot h d try
Thi s ?ﬁi? % ; Fgrgﬁgstai%ﬂ%$é% a r%gggﬁﬁ%gn d§£ |cgt|ons

and InternenuheMEtgmmmbslnﬁbaetCOQCneee proof of this reS|des |n the

i ncreased requirenents for security related skills outlined in governnent
requests for proposals. Both S governnent and private industry are spendi ng
si gt i cantBAQ - Q ENVENZEONt 0 address intranet mapping,

honi toring, lr&tW6fPﬂwﬂeé6Cih@érﬁéé C@gﬁgéEFCéﬁE&Hdéy tthi gridas headato a
prolific ampunt of organizations rovide intranet conputer
Decuri ty scnirieRenal SPokfe. Heatso e Lir et o otbatLtuSRRARY oF
THE | NVENT 160 {hbees ssyges t emdfindieriguedent alldvefit whichchsvpassnnetyeanto
provides a gl ho%'c%% dior 98£f°rt”h1e”9 Bufistal ! edranal ui & hh Pt 4218y

observed dufihg a nmonitoring sess
15 activities. Unfortunately, the development and

implementation of security measures designed to make
Internet connection a secure means of communication have
not kept pace with the technological advances in the
expansion of network development and interconnectivity. As
20 a result Internet users and networks risk having their
information compromised by hackers and malicious users who
continue to find ways to exploit and subvert networks and
data.
Used appropriately, firewall technologies can help to
25 secure the "front door" of corporate intranets, but these
technologies have trouble keeping pace with the
applications, services and security that users demand.
Although many products have been developed that facilitate
network topology discovery, few of these are able to act
30 passively.
Intranet security and monitoring needs are continuing

to increase in both government and private industry. This
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Wt hout introducing additional traffic on a network, the systen1q{dbtigzgnz
present invention produces a virtual picture of network usage a

vul nerabilities. By organizing the inputs of multiple collection tools into
20 visual schematics, Security Adm nistrators becone proactive in assessing
net wor k weaknesses and in identifying opti mnumlocations for inplenenting
security neasures. Wth the information reveal ed by the systemaf the

present investifibst[Addad AdTnBEEt GALARS ﬁ@nt&%%l@lﬁdbpﬁﬁﬂibﬁé 224
traffic bottlenecks | ocate the eX| stence of backdoors, uce bandw dth

usage, develBpSBPEE PEYSHOTEESs, ﬁ%‘?ﬁe|9¥?%ft°§cf: ?t FESERES

sof t war e syshenhaf ihle cplsesie e guitenidrys |t uskesut oty raflacedneediad

nodul es: SS,% stwork d'osc%\ﬁ%réﬁ 30 enel;t rk d éa relc_;grdi ng ne W%rhk dat a
parsing, and RatiSk d&t a ENEEES o FE S or Ko Hat BEYPSEAT T 2at S

capabbliti esoaeenmentaiamﬂ i ithate t hadpaSSyvamtsmmdMgcsxigmyfalmdmmet wor k
data anal ys | e saffdars stem C ysi s
and the 3- Déé U\i}?%uacf? z-g'?lﬁgn and Fé‘nf’%% tion %?&%%tg%m trar?%%c%a 86}'?@
structure. UPRiBABING! ubPY FLS HQuy ﬁ@éﬁ%%@&nénéngo@ﬁhaﬁé‘eS?ﬁ:élrltS’l BhEsC 2002

3 software gapabehhtissa $iuisifald Qnichat Be é9§5ﬂ@%8t§b§§tse”btf(¥err‘i?@ Ro
current regardl ess of network evol ution. The System of t he pr esent

i nventi on eR&BVédea $PSTERFRINTRAMBEESE or SEEURAPYL héeﬁé(tl\ﬁ&lsk deedrFiife
normad and boabBor BBl usageipaktep@sdukegate virus attacks, manage network
al l ocation, and display the network. Mdre technically, the analysis system
is a collection, conflguratlon and integration of software prograns that
reside on ng ; i WENEIONonput er platforms. The 10 software, |ess -
conput er_oper at | @Hes¥?5§gx§)o@rﬁu@ g;ﬁoagy&a%%ne SeRReL ARAlNahs, Ll
conversion, and visuafization prodgrans. The Rar dwar pla PESms consist of
several di f PEPEAHEEy pesesadetladb iic tRaX RS 3| dshatilrg ©melysfitwar e

progignms, daraghthedpsaRdeldduiriadl aZabhRoRhg &sdiich a Local Area
Network (LAN). It is this collection a Rd |ntegleat|on of software and t he

mgration to a sFAGHEYConpra s at sSuf#sfin 9R Fppedactio
LAN WAN rTDnthél’lmgstéImGIdfheﬂfh@ pagsieyie aﬂd/eﬁftmxﬁl ‘p&omd:%s Far vexangile,
router and fiir vvall to tvare can_ %0 be @r}{ettore Lhear é glitrii nme éo

det erni ne i PChe Code nas-Heen rineti onal Iy chan ﬁ egardresstof sécurity
pr ecaut i onsorbaANiANadatlze conpatsed i nmiheiptet ocdlledtigm t heoDat drtionk to
Presgpt at | O‘Z}ﬂsﬁé{?réchénﬂaéi‘@s O%eéﬂldﬁ:'y aAmiayathabbe sf fnRdl ¥y

associ ated displays I1n two and 25 three-di nmensi ona? space. The archf\{éecture
al so enabl eddp§FEEF 1At BEFHRHE W?a’rﬂléﬁﬁaﬁnandséﬁsardanﬁérfyaﬁla PR sp| ay
and COFreLan@l&t\Mdn\%[ daba ambxhrﬁéﬂ@%m deébmedtfyr omefalauﬁ:e@aj onisef towy e
groups. These ru e tectlo Anal ysi 30 Co ut er
Sour ce and E)?galf%lémcod’éer%/ ﬁin & mPF‘Srl ﬁd’ “hat A %‘Hﬁnl 8%

Net wor ks; 34bvé¥nsuaini,zReoiridnd XamimistomoirPatan THenpridye motamal il s
systg @tem't%ggtegﬂgtéﬁgﬁxék%{'r%c%%pueﬁé €9qe dehct 9pRPRILAladapict i onal

node. Current ues re bit streamor real-time nonitoring to

detect a cofsgtuse vbﬁﬂ@wilﬁtflhélf’fﬁgﬁt cenpater. preibbpsosth veerhe ysi s
system of t e nploasRNti 1iIRa st 8xaRi .nes

The software system of the present invention includes

four interconnected modules: passive network discovery,
30 network data recording, network data parsing, and network
data analysis tools. Network data visualization
capabilities are contained within the passive network
discovery and network data analysis modules. The software
system enables computer code analysis and the 3-D
35 visualization and animation of network traffic and

structure. Optional plug-ins further expand and enhance the



3 ~ OoEC 2002 4 the functionality of suspect code to determne if a conputer
virus is present prior to its execution in the host corrputer#ltk@E@ h
can be viewed as deriving a genetic structure and then deter™ hinhg 1f the

genetic 5 structure is resident, for exanple, in a conputer program file,

or e-mail attachnments. Further, the analysis systemof the present

i nvention g aRlcal Lyodh $1 @Yss antuRe T 101d¥ el HRar 'sgacm;ﬁeé ween dih ke, types
of conputer source ang execut a% code In 10 multi-di nensiondl space to

det er mi ne iHeMtHE YT s r@?@é”rd&(ﬂﬁé sihgletvwarkng¥ebreieuinct i onal

alterations. Themrhalysien ysteme eﬁﬁ@é@ﬁtgmpaheabna@aﬂaﬁb%e% £08Pstem
sequenci ng, and conpari son of tvvoégr nore sim | source and/ or _execut abl e

conput er prEYRHHES § 1R R eFRi MRPR hEPGe VA of AEHTHT dHal PRFPaLatd*fh. This
can gocuneribndgnglh, udldigeat patdypasi, caldaga%plxmm@nohtde&@km Nénanage
functional it |n a sin I efelyyalV Qur.ce r £xequt abl e program The system
of the pres%%t[ éﬂt]]c% - 86%5%1 layof rI}‘?tﬁ‘éo urce and executabl e
code by | anguagéicened td:lcsphaylh:g, t tiee ragsail i L Gyiatean grsamlqmllléc;trmmonal
format. FoledH@VHlee fod OURE" shelddrlcl DL [dd Ak DB ABRLLA! ehar

peri odi cal 15 y to term ne | lh een function fcl ange

regar dl ess XS ide rahtmat Gielke dl%%%wwye@a@éagpméﬁ§errméaa:rfaw s By&t em of
t he 1oy esentgd Mumad on @aggl Veddmpdt & SC I iRy ph\ééﬂs‘&@msﬁnd ¥i-bt ua

characteristics, of d| | data conmmuni ﬁatl on n(% and sjmul t aneously
di spl ays dlcfcf‘@?"é}ﬂt‘d?fbl P | EBRADRY calFdNY RePnor®@td n SARYRES+3ARt i V@ Sanner .
Virtual di sciomesdda et |;mm§mn§ heTedi hawwhﬁedpuatlfldm\shmﬂsn%@l@ftal
data network is_ hei ng%err%] its pa£t|0| ants_an is connecting to
whom at any® PoiTit i it is %Fr’%%esg al &8 Séfgpﬁeﬁets C{)h CTRH TG at i on
changes i n shatiignd aI tdm a cofrowarmsat | grognatayor k daex seff ebeabl e amdre

| ntaval s Jhg, PYEL Caln RESERGRs OF14NE BBBLYShS 8y el t oy €S

i nvention, lp SSI m)de on a N systemis undetec abI e
when usi ng lonEEASH vl qc&:lmn qaBe, dRaratsion aferspbtwaregesad cebgunes

no networ k pbafeitdidinh + -2Rd sqggaen% }r)u%leerEa@f%QQZ thd el es WM han

conmuni cati ons on LAN/ WAN 7@ he, anal ysi s gystem can cl%n cklg
SubNets an®ERRFPHRohPI AR WBPRLLQEIRG, i ngRtREET G RATHOFR OEach

active termamlve aicgiet. Fort keameleor kous erappell fandwh Spl syldviral cag wi th
appepded | nformmation. Mg dhspl aved | Alormmidon shows fotd,physical, and
virtual rel‘ati onslh as net wor k r epresen i"ons. he anal ysi s
system can ke#eo beftumﬁ)m‘ralll}y t h dengadk prstgsrdlesor meenoteemsnityri ng,
col | abor at i on. AN 3 OVRAY /i L&é\téyééﬁa&n&a thi $ht0 Mdps grberm nal

acts as a master unit with input fromthe_renote obes in this node of
operation aRasRitR hbde B BReFaRFahlfRylaversy Mot hG Rt depeHi A5Eon

whet her col dwdIr=ailie0F drS anarlg@ne aﬂd/mrasmicﬂftdlﬁFdi.sﬂT@y@n:EIﬁYBWS sygt em of
t he esent r|lnve #1 on 15r9| asm caIIy di spl ays, rotates, and ani mates any
data&1t receives Jr'BPn??h% epe Fj or software groups in three or nore

di nensi ons. Si milhereotis teicdwiney adfscdiefiedrlerst d:gme@bfdm@ impudafmonn

ei ther a ph&ﬂ&ﬁ{ala%n% W gbpabneal 1B 15 ? 2 8E6RT Japre with

t he present _1nvention, e connectivity' an nctl on or each type of
digital datda§a %%&Jaﬁé@ym@@rda&eé ffrem é‘-é&ﬁ‘ e %‘Pﬂ? CAHRj SFOYBFt war e

groups can PpiResgé spiryedvaprdsr atahpee &R Eﬂbﬁe?-XD%t@&ttl\Mih ormugsa@pabgte but
connected vjsual plains. The %%@Proc od di SL&%%IS co nectl Vlté gt ween
di ffifent tJRERUGH RAY IS &R es'of L Gridopst b PECP

data i nput Davan exXicemnalicaEnsors. Né’tmovksual 13-l i onlsufaﬂwrae:m appénd
user defin ﬂ_‘g Sy glgfflgétgam er understandl ng by an operator or anal yst.
The software 30 rnteracts with a node via a "nouse click” and dynami cal | y
retrieves, decodBseamtediontl a3malnsbs maiseen etemphytes tansd nddeplpue is

represent Edvi’i‘ué r@)rﬁ;ﬂ[@@r Rjger 1?105t aﬁéﬁhgégyp&né&éﬁslemsaé tbatrkhe 3-D
nodal _di agrans_becone cluttered, anal yst contracts sever al nodes into

sing?® 35 | hEEPRAAKEEL |rﬁéyc&mtnoﬂ%§ea“rh?§ CEFALINHNS PrRvFeeingnto
uncl ut t er eddeeptesendahguterofritkie ohi gheahodt agomputer . t NPhe approach

of the analysis system of the present invention examines



~ ~ p~~ 2a2 6 analyst while maintaining functionality of the indi vi dual
contracted nodes. BRI EF DESCRI PTION OF THE DRAWNGS 5 A nore ¢ QEC 2002
under standi ng of the present invention may be had by reference to the

foll owi ng detail ed description when taken in conjunction with the

acconpanyi ng drawi ngs wherein: FIGURE 1 ks a bl ock diagram of an
information security 10 analysis system for passive network data.di scovery,
vi sual i zat i cheanfluanaliysiad iitly aector daspe ot t kodlkee pbesaeteirmﬂaet i bA; &1 GURE

2 is an appli f r 0 e_Laformation seg nal ysi,s
syst em of FF@@&E':%Q %&%%ﬁ&% | sgeaﬁégl ngggl g}g%r atv 1 F sFr agloﬁg r%ethe
ar chi t ect ur bobtr coniwtoewer fheosipgugaa ecant pet eiewéadr aat iderisdag iay

anal ysi s sygbamqk Fé@?@@t:ﬁ oF g.}gE éhéﬁhed@éﬁfiﬁi’n%eﬁgeséﬂés %%}E&al

information structure for t di scovery tool ustrated in 20
FIGURE 5 i s%%FBEE%FﬁgF&ﬁ#@PW%e P SRl zath ot FRBRIES BIPEPREram,

i nformationfseeyr bky eamdl iyisis: sy Shfemos . FIGQURE 1; FIGURE 6 is a bl ock
di agram of the i nf or tlon 25 se anal SIS system of the, present
zhge SRS

i nvention utilizEd EEeEn Fher G eﬁ:}f%rr TSP | YEIERF 1 am of
the infor rraglraphseamlyt ;ha@atays slrﬁi,/q:taafﬁcm‘ms*. h:fbrﬁp@ﬁﬂﬁtbnﬂ; yetwae e Bkean

of fensive t for &%Stl for qi%lacgtackngr informatl n 30 Iej acki ng;
and FI GURE YP§ a typi ca sp?ay i Fatf ng ane’é%cjnéc‘.i‘orl enf net Wor k

vi sudloi zat i orlitd -déoerdainrea i tdpade fresolateamiar | dif. the 1c@E€ 2p2
DETAI LED DERGRIFHHY CF; ﬁ‘Ee' %J\éE'\FMR\!L;BPé EEhheglbﬁaﬁ' C;\Lﬁ%xla tJ}st € tife

illustrated an | formation security analysis system 10 i.ncluding a
di scovery t88RlYsifor £A55AM Yy INIRERT vel FraRini EBt| nga’aal%Wb‘-éal aeeds s

net wor k ( LAYk o) n®HdRF, Odnd @@Fn@a&h%@ﬂﬁ'ofi%wgua%t iRl |8imitihe disepvery
tool 12 conprises: sensor errent assive network di SCOVQ%%/M%HGW\DFK

vi ewer, net RBPKCFoFEFGHTRP Baﬁ E‘Puﬁﬁﬁl 78PTARMOVP € %ef)‘&%%e Vi I &hd
al ertLiSng andfrerforrtdmganéh aalnitén:en;ohhe dilseoveran 10ddoaterit?, coyt®sh s

traffic and uiﬁ‘%gﬁ rrrll cg@@g Eggmgﬁémﬁg%ectl V|£{%cpfér§a%loél ect ed by

t he di scovery ecorres ase ored Th T rrermry
Data is organszedlbycmayp@wte@ats@gmqeesnasexmumleAplm@s@m Holse , sydt ¢iost ,

Domai n, LM chhe P%%Qu%tt 1n%e%M&§sls VA & 15, MAGT AdgE eéértl\ﬁ—‘g%v‘@éﬁf@ét

Net war eNet wor k war eSt at | on, ert Net war eSer ver T e | catl on ,
WAV Br owser an@«/wsgrl\tiéblenwesém&anw @?%@lsp%rbw th@své?sults

POP3ger, Filk lésejragsweasendabtlshv{lﬁﬁ Heaeiater ,FdOPsx Bewor@I router s
FTP- Passvvor% Router ai;l g g n Dgita in the kn va edge i S made
avail abl e t &1a 4t a PHET ngt o3I f§th c IR § e%%{% vvo?? dat a
fromthe di wct\ﬁsmym@oliﬂz time a fbien usaabl keby dﬁmstneaaipyogchasgecﬂ t he
system Datg g:,% &&Péﬁﬁé' anheﬁkdléebﬁr%?” 3 %'ah@'%ﬁsto

engl ne 20 25 yzing t Fe

anal yti cal or. ana e data cag fhe di scovery
tool 12 and suppdtiss A YMferyiSYFem &dvébg pagsgn |n@§eaha<>1flheaa§w%brrent

and cgypar i %ﬁ%dﬁvéﬁ WiiHe UpAgRsiRadl erdid  Thetaral yieheghceagineidd mgy be
i npl enent ed softw%!'e fromi2 I.nc. .and market d under the tradenar

"Anal yst's ACSBEOT SRR | BREWATdiThe f PO ﬁ%n?ﬁbﬁﬁ’ment
of Defense mlé;ethfﬁaaﬁlflfﬁ%am: atisgiauai |adimein ikdeet poesertworkentimnans

al so capabl %rgﬁfeéﬁ%iéé” a%qg'r“ op@l.. gog! %s@ve%:qgl PE&S RF 1 54Gh aeg'g{:ﬂ S

beconme availl e ana yti cal engl nes ham c set Of
t ool s ability to determine how the digital data network is belng

30 used by its participants and who is connecting to whom at
any point in time. This process also determines the
configuration changes in a digital data communication
network over selectable time intervals. The physical
presence of the analysis system of the present invention,

35 in the passive mode, on a LAN/WAN system is undetectable
when using conventional techniques, requires no user

privileges, consumes no hetwork bandwidth, and does not



35 for capturing and displaying a variety of relational data sets in a
format referred to as a "link chart". By use of the anal yticgl i ,
such as "Anal yst's Not ebook", 31 DEC 2002 8 data coll ect edsc‘lamgg?oﬁ?
exploited to characterize and docunent petwork characteristics and/or

| ocat e possi ble network intruders. Aft er coI | ecting and or gam zing data, ,
t he anal yti.cal i ne 20, can be used to nak i ons betvve a
nunber of | APFFETRHS QR R HaTPER Bt Sty nD oV Era] SREgAmeT i

di f f er enti ahadgsiRebgbtens kiaps qtmetq}ade'nrr@rpdsauhI\Wsofan@aﬂmﬂducomplat:e t hen
avai |l abl e y pthgs t 'y shi a I ti pI e
data sets hg&ﬂ\égr}élgden%yf% tar gr% dgatcgtolvgft'tf ée%éee%gat 5’2‘?& ng%gl%

dat a needstesrigahatgragti nior dbe tefwdnk elﬁnmmﬁjb m@eddépéaVstesm on

dat ag paCkﬁtloﬂat @:L tﬁngpﬁleﬁ'atedd%trﬁform%si%nr el %Q%@l%%reﬁs §n$brh@tion
determ ni ng_ who has been talking to whom _as well &as_ the content of the

traffic foehep@c.ltcrfch PRYSEERS eP#PVlmvel Nﬂ?rptlpepelpswrrps ¥S1¥ERRET, and

| MAP). In hEewﬂ@e.e%pﬁs@m@éwzmg nem/er&naaya)tsasqeteﬁmbaat BOBol pemade as
to what | P _and/.or dr estﬁ«es are common to_nore than one d%ta set .

Char acteri £° r P HT sPhabeSr &Qui T ¢ 5Ei“ﬂﬁea“‘|8elrl 8&it@S8snapshot
of capturedodataaacmeanmtlamdpeilmbvé'm ¥ aventagesyaftadsat (TR amd:hllb’AC
addggsses SXLabs 18 2aURedniRa0" SRS dd LA JrBRM GRER LRGN ALbhe

bet ween eac ] t process char acterizes erther a portion
of a net\Amtheotremneeemfpbesnetmotkls Byocémetfatqmraﬁlqnhe mlsymecatodengu nes

20, conmobn r rges d lLin
¥ Zépéf-été?Qn ‘t‘-‘r?a%u 58S Wi®Y RSr dekesa Ift}“egp&ﬁat W?ﬁ FneiRy N9

techni que. A_tine period interest is identif reveal conmon
usage and Gé’t%%@%ﬁt%e’eﬁd’tﬁt?@“@ rRd (% | 9t - FHorPaB@inpl e, to deternmine

the vol ume of E-qp | hhatgreesbetgwexﬁl 8@ a.tRe angrds€Rtp. Mnves@AR NY
woul. d 30 occur each day .for _several weeks untill simlarities in trafflc

y
sourtCe and WEAMIRRLOAsIAPRLIEESar dREAHT er 2RIMFREMAS Sor2 P hed@EApitng, t he
anal yti cal rergiiness 2frcantbe eaheea whipt sbétwamaegtrompes mlthmiaet e | P
and/ or MAC r h t ver al
options ar e%g\(%m 'ﬁ%’ﬁg’i?ﬂ% d?\éﬁ g@lgﬁebg n\t’%énwalﬁngég a a i'nc ugq’r?g
di spl ay 22dagdtal3dptai $p @f»tzmr Eacnhxﬁlqaﬂe arsbioy mratmllgeathﬁe is
anal ytical sgaging,120, 31 D E C 2002 9 and the displays 22 and 24 are
functionally interconnected to an operator software interface for receiving
i nsPucti ons frdit an26pRFERBFSof Wit i nflF nePFBRcREcurPVEREAS Y si $P8yst em
_10f 5 The %}b‘fg&ﬁ@ivﬁt}ﬁﬁﬁdl ﬂﬁwpicsnamitey nabr?@m thatd (:Edeuglttdaqnetri C
informatio illin i nf or ma |g|ta
formats. WP nt® e %3?’9' at ghles co |ne ?ﬁhng%v\g% & $EGVERY %And
anal ysi s t cglfswelrer e;nosupﬁr@amdéd élepéayecélmctnrreo@ftetdteortm ams on

communi cat iR, S@RUN ihb¥ePragessard e t Bonsystem ofi h8 PHESERL . | mygNti on
conbi nes physical security needs with electronic comunjcation systens and

| S/ 2F O O ddsasfeftlsq rﬁl@%l%}ﬂ%rée%wwx IRgtee g didfferant do@5dance

wi th operatgy &ashr deldndNshe t BRregstRMchkd sEEOIAlSe ag.doﬁbéyeobamtlsﬁieect ed
portions of,the stored d?t abase for after t he-f act a nal ysi

S
vi sual i zat iBH3 n t9BYbr £APSe §NHEREPdns SeANE S s ta‘b’tsu"’t‘alolrzaet)&oé"r nal
sensor and/ssrftiwdrelsicam deppenidonudatra.de firadolié | tsrymbblies silereraaca‘ld-'rt GURE

.1’ may dec e!:g_gtaxgcg}rlfg-r%fng\n-r !:B'EIatBPP%r MP l"q ?ect ure 3 si ons

in near real tinme an er the fact. The no I arc t he
preséht i nddHisbachS | BRShpRu§ods Yoduldes “t%lsc?eqﬁ"dld@ﬁ tand ekl enidahce and

expand pr otmlél%@defeddaéw@dadeleeseyenlﬁeeﬂﬂétt&@tf@natﬂitg sd aatdire 25
pernmts the a alysklis system 10 to auto tlca}f%y term ne the context of

i nf or mat i oPFQvEtdly dF anePRESEREEd ThYs § on™R8°F hetP Pt it o
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uncluttered representation of the original diagram for the
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the information security anal ysi s system enabl es the devel opment o

resources PBR fehidemshtand §eHQF&6¥‘ﬁ Thet aRSY LR rif nd1860YREMy zes

networ k dataotio 12l aie lerew eﬂgafbaae il ausageesahen 0ahd, mgskethdata, 15
t hese rel t| etermne

d alert d il.ized h
ggenat Slrki H§E§8’?§h‘8ﬂ?‘&%¢%‘1’1 yagn?)r?g cS%igﬁEyS?il %ﬁetﬁlga %ﬁgoy&rys\gé%lf ?i
prot ocol s. 1kn bichenasogess off amakpewhgdget hasle dat astrecédved bprohy .
discovery hapL 12 LHLSEONE %PR{0%) cAcdBbesdLnall #8120, uS! AdisR e made
as conmiini cation exi mor e t Characteri’zi ng
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Et her net dFTPePasisworaboReutke, NBN8 Vepdort.o provi de raw packets of network
dat gy Packets oboalaAkeAYtkan digd A0l TRIARE, 32vaRd 1N iy QUi ded

to a?lthetools |natoo sui t . An intern a pac Rrocessing
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i nteresti nngﬁ’f %%t% s “RAoRELEE i nt'SFthe®kh nggg Yhad¥ 16.
Thi s dat ab@caa*smgaltsmladciesi&i bt lsetbya edill alhke t bol snkhytheatlo@ngsime €B4. | n
addill on L e Sheei ghlgedigenadta Ll tﬁ&aﬁogg; e { @PkodgedyS R ddiChgles
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sensor, fo@f&(aﬁppporésv@bebmmm r sEERRler jataolfikes bangr dlieded to

all the togeveid gt agk aamgaraéonAéfl htau%mt edage @Rk I herhe
di scovery tool 5

Is 10 organi zed a ti coupled sensor/ processor
that i s bas&d érﬁl&a%uﬁflalla +hteRY 1%“156%@9 Prh&od 1691 %‘H‘Q/ilo?e
vi sual i zat i1, rmlapmagkeaéd aidey stlte afrademeirkng Athally sand Neosssad: .
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Pe sendor £ tnh
Defense called PROPELLER is also available. The present

invention 1is also capable of  utilizing additional

analytical engines as such engines become available. The
analytical engines 20 are a dynamic set of graphic tools
35 for capturing and displaying a variety of relational data
sets in a format referred to as a "link chart". By use of
the analytical engine 20, such as "Analyst's Notebook",
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82 provi deg%ggl 0- |s%%%§9g ar@?éo %&9 %8@%{:\% atft%g/o-g{]l %8§%§,§al&féz/‘4a?e:,%%e of

net wor k noaes wandk |1mﬂ<xs1dermes &f‘éegogpdégcéﬂngomsﬁt @raarsif4ing &tk ncl ude
servers, hegls And Wi ant sem}mésw Eahe R $RUA P K é‘é"é’oéi)auﬂﬂn

traffic, and may transfer to hi gher | evel network el enents (suc
rout &rs). PREWRSTWORK RHWERRF 9§o|d18f2f%aa% FacrRet ChHF o} MmO d#metamanw%vu des

a physi cal CB'I‘Q‘ED!@.@l@f‘I @@eaqpff@&@ath@@l@i neie/md@&msmq;é qgéwéerpl&rwre

di spl ays nodes and i nformati on and provi des a k% a% pi ctur of one
or nore 353 3§iYcal® et aks SOMECE/gi ST piid§Tr ea‘ﬁ"i"s% f/‘% e Wt 1Y
informati omly@gghegat;ed tbocom‘nrletlla}nlee redckeitcss H s raneingasnuikt vt d ted f| o

(nodes and | @k})r\ _ ytaﬁétDﬁgtgo%&%{l %Stlaa'}cis é’a(té hsee

net wor k m)gel eéctrve vis i zatl on
exartioni ng Nﬁ@w céanat \Amdxdat tmnpedi ahatgned| ajer ordex ohe emb@lterent of

the , netwehk, 1848l pheel d§2a0técg@§s£>an ad&iapfba&w@m&pr ea%?altéléroodes

and |ines represent conmmuni_cation_|inks. As di_ scovery t ool
aut omat i cald@dFadi scBhers ﬁ@ﬁétﬁ@d’@@lﬁ%ea%%%ﬁﬁ #-Br dgsermASdRgy R”’l"lﬁ)p}é%ﬁ's on

the graph Wekgowaakang wot hh@mneéwééliaa)@the%‘cdﬁ&r&od@f rems eseatpid on i s
treebased, the count., J.s an aqgqre ate all n g ?ﬁtg gﬁ 10 reference
kno 8

node. |nforffdi 6F 19 sPrg) nodéI dge AL 16
wi | l1she di gEiaETd | sand heMmaPidow Dh th@ qlyf e s i eﬁelanbaq»lzﬁxg rldtewob) ect

vi ewer t ool %éol S |git %%rr%tl%%t\%&p ggeln{é%{ wo%g EI e‘{‘yﬁ{a 09{: Sa%d/tot}e (pol ogy

di spl ay toc()il query consu object "vi‘ewer tool 84
act uat es tt?@dilaﬂﬂ%/ ofrgnf @ormdron kegamgireg aﬂmanraﬂgﬁtl viatee| asebns

(that are nef,addresssbasedhet Hatwoan % rmﬂ% LRGAr didi B &bf Seing FOT

exanple, if an IP-address is associate h the 'user, and a, user |s

associ at ed RAHRHE énl"F@?POadﬂﬁe%ptPﬁ%% Tiﬁ%%eo\f\‘?lf 12 AP HATt of PE he

obj ext Vi ewBledard disphay. Hovener MAICK ddirdmisds agdi 868 iavef Urdd®rto
associ ated wi 6<{_=ﬂ__sanot h? J( ddress, this transiti Ve ssog} gtl on i s_not
B con 5

di spl ayed B&& %?or{\eﬁfa?s%%/u?‘%s& YEER ng2ch
rel ati ons. addreswdestbei nFhds obfreet pramegds nckhabeq:tngrwe:at iedrtdert ha

obj ect vi eupred 00l B4 £rAAlASLR biStndf APLEE! Aedispkayed in a sort by
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88, this tdofafst AL TR KN AR dFOPFFE U6 anBis
provi des a ¢ompibesef afprheacsamlbmeysitlige cp£lyiSi¢al engines 20 can

create a chart that inventories all of the IP and/or MAC
addresses that have been identified in the sampling.

35 Several options are available for displaying the
analyzed data including a 2-D display 22 and a 3-D display
24. Each of the tools 12 and 18, the analytical engine 20
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information for tracing itens and i nformation passively di scm% % @ 2@92
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Entiti 65 on“TRELRGERBFF. 'BF ofbea: Passtie sovaroacPooardons; EEbe3t
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TELNB®, FTPquSﬁ/rFPonﬁNTblkand ﬂm\Pll&ﬁgéﬂg B]déita?ﬁéﬁSofb%%g séwtﬁécor der
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query consuftCRodl 8APHPYTFJER 3¢ ’fbjéé‘g’d"idﬁ’taé'r'féf’ o & e SMFRoYEFTe base
16. By util spahddngothidia timel dn EXe 2amrdld Wide web.

In one implementation of the information security

cI ass,

35 analysis system 10, a Pentium-based PC was utilized with a
minimum of 166 MHz CPU running the WindowsNT 4.0 operating
system. Further, the analysis system 10 included 64



17 query consult tool 94, a user is able to determne if th n ase
16 contains an object (for exanple, individual |P address) 3k\dmmﬁg t he

set of objects belonging to a class of the know edge base 16 (for exanpl e,
5 IP-ADDR). In one inplenentation of the query consult tool 94, the

know edge base 16 was queried for top |®vel class names, objects bel onging
to a given class and specific class objects. In addition to the.tool suite
34, the disuvegabytd¢ onff drll RAMclaudegigakybel kalgd daises pandi agl7ebhcket 96
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tool 3et 9634P8PYLEi Pabfedtdvparsd atd fP6H PABIkARBWFédge base 16 and
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parses the data to be output for 30 display in a col uzn%?r file, b

to _be
i nported totq @hnageallbr CORPUSETaRRUAG ANEnERRENE2DLe (£ BPBAL t he
KB parsing #eabram Uhi ltwtedhms tthikeay domehsiet=0h dgh@enecdl Pedeioni 85
vari ous cat origs. As ekﬁjl ai ned, theds§§si n reCO{der t ool 9% IS ad35
mechani sm f 6P Bb3ar i HPMT TP e £8% F’?g@%”&%d YePer QPBRYFFT e509€
cont abni ng nedss$enidisbs@essi ot heaedy Themutiiadmof &nl esnalgetied duoheng a
singl e data i ~ . e 000.
The E-mmi | SRty 51 S ek ou Sios Bhse Rbsf ARy fri SAEREC kg
provi des foR Gegasi Fosy REPFeMRl SMIECeTpEzey el tRmerE ytiescFHPPPEAS. The

summary desghigithdny=AL t68MuhTBeried RetRokdat ahRsearids tbmpanakytical
engi ne 20. The E-mail extraction tool contains a key word search g§chan|sm

| Kk
as wel | as SPHEFS KL BFETAEAPHEr SPAG. PXs thENGLGTET S hd W b ey SPool 12
genepat es aeckabikedgechase sfstémt fofl e thta qgdsated dbhowntd omet wabk. 10

h b Lon. . I LI h
barsing andPOrRariPRbere R EY SIS RPub SR pdEeR e har bRk AR RIS Y e
to a dat abaseder pmodrtmm anhiyei cdlewimg ressl kA Thedakb déeagract i bn 800!

contains a LRgcESi MhaL £R2181 &8V NO bk c3RARGP 1 BRCHAN,RBYE@SaWRRhh i8S oha Ot her
types of data processing algorithns. The graphics extraction tool of the

s, T . .
know edge b5SE¢t o819¢t  FETASi MELIT PeaBLRABPIng FABHELYI eBREFPEM a
recopded fonmaiatitng dwbpkay dhet hiatsessieetidescosfleert ol p¥dgramvi Has for

t he recordi {%ﬁ of I—gTP sessions. These 20 _sessi on %iles co tairi a header
descri bi ng 8158‘3 iSﬁegﬁgl?ﬂé Fx ausaesgggpgxg.gd*/ﬁnc REPhd®seSEPoR-Sfner a JPG
or G F imagdiingl depatbéded,typms dafa dosler gusbeids edthatt hes sevdrumes,
However, thig c??‘%@ibﬁ Q?&oﬁiéﬂ&éy?‘b'ﬁx 'a'adtigﬁgﬁféﬁédéﬁsé%g?fr tbBg ghaphic

extraction tool “converts the 25 reassenbl e P session e_contail ni ng
JPG and G Fe@dtlgchid i esOB ndRtragetrl e (Ebatai nishg tRANASMIL aker

i mges. Dat &ishanethddusr 8iap1hgxtid i twobyimheseénoncak theysis£pvamny t ool
12 is utilized b¥ t he KB Eu tion toql .of thg know}ledge base _toqgl set 96
to create a'StatPdt PEEFOE fPTIMR (HE-Sy&PaPLGRt Gl fiedY FREPaBREL YERS
sessi on | ogso Foinexammbaecoulsd yi nstianpkapf ohysicxbl mmyipmarsed aett he Y
access and t I, | Pe addrgss . t ces frer
sel ection otg&t?‘r?e%%pécccl%’etgforgsesm O{Tg%/%rgﬁhﬁs eogfls rrggté%(o?ﬁe K ysﬁ"_’& tiogn t ool
screens the Mg dve 3Bplegentiagand syims pirel sd bk Temfe wevesBecridteria
to create a Grandth LRahReransd YabieOfed 4yPiiRindetiieik ndw! 2gfiuiher of

files will bedgenerated. The file manlé)ul ation
and/or configurations are added or removed from the network

to include possible identification of intranet "back-



~ ~ D~ C 2002 19 tool of the know edge base tool set 96 provides an
interface to reduce the volune of generated files that nust ge sﬁE@% 2
through. It enables files to be deleted or noved based on th 1 Qfg
type, or contents for purposes of 5 enhancing subsequent processing.
Generated files are processed according to a chosen criteria for_all files

in a groupgoerBecorded,19essiions of tth’ﬁl.é:“ SGe%er Ynt AQlt X £ gq%qié%nal Iy
truncated and restored as a new session, 10 These truncated sessions are

pref er abl yV+BRYEENDI R 3R br SIFABANY. thREebYs RV} oF MG TRt SiMhe

know edge @ﬁé%&@@ o€t idiﬁchﬁnecr:]t ﬁﬁawbrkgumsgt BalﬁQSSUE@ﬁ bgwocom%et efl
transacti ons so _include n.the edge base t It I1S.a Splt
data col unﬁo‘f“&iplc?ﬁﬂ'ggt o] %hl PRIy 4}% %Wg?/se f OkGPGARd UG a from
| og %il es.p&efesri ngndo RhAUREahiliweres) s dhowtead st Mactagrd ng rafutiete

o ot | OPebBnbbEKRaMLElam pase ARs TSy OCLbbl bl 9RAnd, b UG A Al the

know edge 1S en 1nfo consider 0 I nprove the ity
under st andre@feeRhodl-edge prior to processing network |nfornat|pn FI GURE 4

is an organi zat i QnalgHhardns of rigat QQQEb%r?f éd@;flq{efméé@l@eﬁés%@u%f&dx% the
know edge base by the di scovery t ool W edge base is an

obj ect - or i ERt@EREl AR | BRaFReRFtyoThat ths ﬁ“@tEPGrQE 8§e§a1tll§tn dxtths | e and

i's pof or mehéeRoeR |£i@@e(ﬂxefcmﬁﬁkpa§3é@f§ on A heygatalchansebvd by B&i‘ga..rrfd ng to
FI GURE 5, ther§|5|llus r at i

%Iockd mof the 3-D di s 24

ol udi ng SOTTEHRRTSR PO P cedtb P B g B SPOPRES ki REEVE AP f 1 om
the 30 anaiytdepkthengineu?8. &f smempotkt cldtee. vi sual i za@tquare pritecessor
100 th ft ' fil

l'i nki néofﬁgorg‘r}é&eoﬁpfeﬁdlﬂ%éf" cf'lcsc% %%J%Leé/zgﬁl ggig‘%ygg | g\;%\ns#%%pr ocessi ng
of the data heswotriie ianadgitdan dryipRckEs thie vetyafifkat pdd preds®d

proggssor &QQnér@ﬂ@fleEﬁetﬂ?ovplr&fg%sslﬁ%ed%%a EQaf B3 Debenderminng £iQ g, 110.
The renderi ng engl ne , a conmrercial off the shelf software package

formats the® hBrEnG 26090 2PALYRARG oftPRTREEor 4BhC e tWATT s erthe
instructi oasSEb&@r@n éﬁgﬂhed&r\dﬁealﬁé apel FonFIgRS ddhetbnf 4 OREF OmdOr

input to a_di h t he use hea u displa chnol ogy
a5 o s ROBAYPEs BIH 1 LRABHTEF abkPHE St T2hb bFRGEAS, ArRrdif e

pr epr ocessaTM108ANa prstocwillsl, exyde ceded afruldommueiasg liomeer si on within the
netygrk identifipgd ‘é! the%ﬁ ik t%é%‘t?&‘\éﬁ?‘%o@fsfzmge ir% deehnol Ogy

provi des the user wt er abl|lt% to1nteract and negotiate with

the 10 net BPK1g&Es d@%\?ﬁ a9f dateppsrEnad aberbdpt iHANO¥F afnd SPrsy.

Referring again ilo sﬁ.lo%%f 1]n atrhﬁa EO6h St @y 214aza@ld5fa1tehlmd adls'@méd)n to
any of the _data_collected |scover§:|&§)go12 g vi_ew, ani and
Thi

anal yze coflifFéx915°RbgEY 9Q U?earﬂsl"?‘?? Cgat] s LR b QAuse
t he raw dafaafti It@_mﬂlﬁllb@rﬁmmstma\oddsmerpnengiﬁet he deatwa dromedded

ti | 1 i 1S \ 3- ;
vl not Bek can AT o dar AR ensihn tirdiianit, BT
vector per Rnpdysis system 10.

This text knowledge base flat file is processed by the
data parsing tool 18 utilizing a keyword search of the
knowledge base file to generate data in various categories.

30 For example, data is organized in various categories as
follows: unique user identification, host, LM-host, domain,
LM-domain, SubNet, IP-address, WWW, MAC-address, NetWare
host, NetWare network, NetWare station and various other
available categories.

35 In addition to organizing the knowledge base 16 into
various categories, the parsing tool may also create hashed
output files.



20 the sinmultaneous viewi ng of |arge conplex diagrans on int er connect ed

pl anes in accordance with user instructions fromthe input g Bge
display of FIGURE 5 pernmits an analyst to rotate the diagra on any XI

t hereby view ng rel ationships that otherw se becone obscure viewed 25 on

t wo- di nensi onal planes. Referring to FI;GURE 6 there is shown a
representative utilization of the analysis system 10 of the present
invention as il Fu&tlbattle@ [ Ipﬂéilxl@E of Theh@nahy@blse@gyét aadd iss opeat ed on
a term nal 46a par.t of rk 30 i.ncl udi t |.s 48, 50 and 52.
The net vor ROPRETdGRy TG 11 rEf €59805480 SH 80 18 BRBHGNEet od

t hrough a hndemahveﬁ‘d:tnghentto reswt¢or Bdased enddecle siiwgdams netTygrikcablal vt hat

i ncl udes ay ail;}?g%é(fe {‘g‘qé‘ gf?gggle%{%r §’§ @&@ia{gfgﬁén gg\%gtehr gafnfi cto

the term ni s an o moni nmeta data" associ at e
i ntr&der | AbobAad 06 dhbferert wohartTy dgtsrming dnfgusterdada «ahaifld shes

specific n%b%r@@é@eaé§0&i§£§9eﬂ\ti$‘tém '@P&t{%ﬂéﬂfﬁbﬂl&{twe@t arr akddE C
2002 21|IIustrated|n FI GURE, ﬁnetwork 56 i s _coupledto a gateway 60

and a ternPhal 98521 ePPREEHT n’gsa Z29 ntHUd¥RTESY f %&%%t%' t%fe

term nal 4&0&&e&aﬁ:@rg@éladibrﬁshlelpéesetbhge)h&fﬂrﬂl@lé a4t h betasswmtd ddat the
5 renote intruder. o n | atte nd_an to the
target terAOREFIAY %ﬁ e;?“ %@ é\%&t Stfs q'syst r?‘n Ieﬁ1 ot t he
presént i n\tentsu amalysisg dhe henfermanabn46secrmmtt30r snbhyeugh dyatem

di scovery t el é,l&glr I | y tem 10
10 recordstﬁ?l ollJ?n%d é;?engét?@% #?Fggagﬂp}%} ?%Q/BE vﬁgggggglg)s% saﬁch as.
post of fi caeswerscol version 3 (POP3)and the sinple mail transfer protocol

(SMIP). In addi tI‘h‘c?e” ahH@ afakysi sn§yst erﬁoloaﬁéﬁggﬂgs mEdddat aaagsacd at ed
wi th i nbound E- Mai | tyurt her exam nes SMIP/ POP3 packets 5 |n ound to

the target rleérarﬁendtn%lect%%nt’F‘FFediaéﬁTFchcﬁgsﬁéBRefiétianb "’tttf"e t ar get
termsnal 4&nar eapassedidwat laes appkyeki Q@él@ﬁﬂd}ﬂ@h?ﬁsf @rreanatyitmedASto

previ ously expl allned &he anal t| (rzlal ine gﬁ 8rt% the {eta daé passed
by the di sgg &rt'}l tn§oIW 3 SFyS| o Qi D0 *Ref'er err| ng Sto II\“—%GURE 7
there i s skhomteatutdfl itet |tmafifr1¢ h@oar@mqmélsygrehogolef t he present
invention in an I t he
net wor k i ncl udesﬁlrr}\éE eésm%{?&?gE aﬁm%llﬁ?g%cgﬁ%gg{%d C%%dt h%é%{(j\gécgghl S a
term nal 7¢heurfhi sRPYeEY ahaPysil® s{@teEPYergseagine) ust rdf i RFTHF EIRE 1.

Al s@o nt er gRivtecd186h | P& Ombhe RedeH8vhst acBrhvaikagiahy 26disE2. lrEaﬁdsm@f t he
nodes 64, g__g.land 68 i.nt erconnect }?o a firewall 7 The flrevv%l 74 in turn

i s behi nd &M3HARLT ofdFaf iFewal | CRBTEREE QT ditfectat o R WS afdh

net wor k ( natt ishioves .t B0inag &hpsrérdipl enapshanalofsi campstarin dgtasovamni ng
on the term nal;f0 maihars the houelgal | nfranetnbral khaeandd ecprds
packets of data each of the terntnals of the various no For a

t er mi nal uﬁﬂ@rataltqra%l'klp%uéﬁlﬁzfr t%P nFHERLE4R thékarﬂiﬁféﬁ SrepxeepRting

est ad | shes @ A0 e B3RSO W SEs Paske! structure and by nmeans of the
anal yti cal engine 20 of the resent i nvention coul d be nodi fhed t o shut

down a target u TR O URE) ¥ hers 2 95 pewR Kbt A ihger 4T ood

t hat Fl GURES G angbicat edbst:gwew emftpllas off RIGURE AL i@an DIltberavedysis
system 10. Ad on o] i an i m 10
i ncl ude of f engfl{l/% ﬁalgéggngheﬂﬁt}f o%r n&z{?ao[ﬁn c?/fi Zﬁ%ﬁé? con %%(tglno‘ﬁg%g

vi sual i zat issnssirssiamgl (Cardoisl Iedrby e TP afida TERRETatbsed onensgr aphi cal

pl aypgack of Jatt&é egeeegal cB‘i@teE'tciona”%rbﬁz'ﬂ%r@ﬁmﬁ@%@fofourﬁéraﬂﬁe
execut abl e co e, V\gasm vely and dynami'cal |y discovery of [ocal area netvvork

or wide ar PGt FR85H9§| %n%ﬁr’a P EFIE DS LVREy ST ARV b

intrusion hwis iktemao prdvadeeraal phekatkoedl natvarnednpak orawvkdesarea
net wor k such a‘%t described with reference to Fl REZG%P‘S gl’f&tl cal I§ gl ert
c

and take cotr &A% @ ASHSHEY & SSPROFK "PE2HRE B BUREF7°%and

det ecti on ofocabputbe vioolsesn a tool suite 34. An internal packet—
35 processing engine 36 decodes data packets and converts the
raw data to information elements that are accessible to all

the tools in a tool suite 34. 1In addition, a script engine



15 Wiile the invention has been described in connection with a prefepr @&2
enbodinment, it is not intended to limt the scope of the inverﬂ ﬂo&ﬁti
particular formset forth, but, on the contrary, it is intended to cover
alternatives, nodifications, equivalents as may be included 20 within the
spirit and scope of the invention as det?¥ned in the appended clai ms. 23

VWHAT IS CLA IS 3 ~D.EC ~(~(1 1. A nethod, for dynamc nitoring of a
it a. commun & EaRT o BRI LG 1 9TS R STt Hr 1T b (e AR BRCEHE

physi cal anchowldded thaoacher ikiowbeddeabdaka 1MUThdat i dusalvesenos &;
generating know edge..bas f e t her L nf ormation; rSi t he

I nformati onaallsnot ceceg%nle% :b k?\%\i/]\,{ %ﬁgepgggg o géﬁekggg gglt%z'a:el %qs’el ected
categories in recadablditopmatto analspaaipimediasansart helsel désedvery

categories %%1“?% 81855 X 'caitd&wﬁ? L8 Egéﬁa%tfer%é&éé‘_esgﬁgérc%ﬂmm*fﬁéi ons
net WOI‘k, and vi sual 1 zi ng the ana yzeﬁ ata to determ ne part I ClI pant
utilizati orF ROt heMIRRACE ofrfuANEFHLieGn & NfetaA e Bergrr nefAbdekarPd§nani ¢

moni t ori ng Hfy& 0k 3 ONBHALER! ia@lS RRIMPIOSS, S& BOrFhol fathatd d1pherein
generati ng know edge base conprises construction of a nodal network
di agram 3.tahﬁ1et9f§ts’no’opf © dy®@ahi 84HhbfRi £8ri ng of a data communi cati ons
network as set fxgtbllusCratedl isher BEUREEReEAki dd sadueawt edgel baseis
conpyj ses detorm DAY LNter palnahd L Ginal LoLLUS QR AL Sthar is
based on a suite of inter operable tools. These tools
provide visualization, mapping, and analysfé of incoming
data and processed knowledged. The sensor manager tool 80
provides configuration and control of the sensors within

15 the discovery tool 12 that allows data to be collected
(local or remote sensors) without being transmitted to the
discovery tool. Various aspects of the sensor manager tool
80 include providing a view of sensors sorted at a top
level according to the host, collection of all sensor data

20 within a category, enables transmission of data from
sensors to the discovery tool, again by selected category,
enables communication from a remote sensor to the discovery
tool, adds a new (remote) host and associated sensors to
the sensor management tool control.

25 The network viewer tool 82 provides auto-discovery,
auto-layout, and automatic visualization of network nodes
and links. Nodes are sources of computer traffic, and
include servers, hosts and clients. Links are
representations of end to end traffic, and may transfer to

30 higher 1level network elements (such as routers). The
network viewer tool 82 reads packet information and
provides a physical picture of one or more logical
networks. The logical picture displays nodes and links
information and provides a physical picture of one or more

35 logical networks. The logical picture displays node and
link information aggregated for multiple packets. Inasmuch

as network traffic (nodes and 1links) exists at many



4. The nmethod for dynamic nonitoring of a data comuni catio

set forth i

n Caim1l wherein generating a know edge base coﬂaﬂﬁgiiﬁt¥2662

docunenting and organi zing data in a network functi onal

configuration.

DEC 2002 24 S. A method for dynam c nonitoring of a data conmunications

net wor k as

set forth in Claim1l whereinjigenerating a know edge base

conpri ses generating packets and subpackets of the gathered infosmation.
The met hod DhstyAadsCc aPnidhey | 0gIofnetwiatia mOABUNI Ca@itHNI imEt, Woskcap, set

forth in C

31

6.

aim 1 wherein, atFeri i nf ormatiaqn conpri.ses gatherin
i nf or mat | ort § BEGELEPN e PUPLT GRPARE (& B (RE EORMIRLDS: M FEURSPK at a
gi ven poi ntnetwdrkreat mamhelindtdweht drayédysam Tnnonet embodinéna dit ahe

conmuni cat i

i nformati on

; . ; b X her |
r?%%vc%gﬁlze\/@{éﬂ&s.éoeél tcﬁxl.cﬁeg @bma”%}fb?% e\b{]n@&:[v £L Pg.?lerét';]s

r ‘conprises gathering infor n on confrgura

chandges i n a¢@egorandi danesnsrerYoBeRt oFeRMyBLeatabhe 1imes i nt dxvakbe 8.

The nethod §p5-d¥BAYT € AN bt B alha GUPBIALAtHORS ASJYE! ke As set

forth in d

aim 1 wherein analyzing the data conprises converting the

|
gener at ed de®arto feacteRchaRetWABHaPPRFAGFaRE. e FHERRt'WoRAPSr 249REN ¢
moni toring witia slatécwerpunisal i ONnAsnehwohkdasrsptesont it ionCiai frdewherein

he dat ' el at i know edge- based dat a t ' dat
BegaTor e COfbant EalbriSHeTdRk 04 09 LA MG HeFoty Rl ¢

anal yzing t
and packet
noni1®ri ng
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néfardata cmdauni cahfomrmaneowordtst cimprelenmgnt to a node
from the knowledge base 16 will be displayed in the window
of the object viewer tool 84. B

The object viewer tool 84 1is integrated with the
network viewer tool 82, the topology display tool 90, and
a gquery consult tool 94. The object viewer tool 84
actuates the display of information regarding all
transitive relations (that are not address-based) that can
be made regarding an object. For example, if an IP-address
is associated with the user, and a user is associated with
a host address, then these will all be a part of the object
viewer tool display. However, if the host address is
further associated with another IP-address, this transitive
association is not displayed because of the confusion that
may result in interpreting relations. With nodes being
objects and links being relations, the object viewer tool
84 creates a list of objects displayed in a sort by class.

Analysis of data packets and data packet structure is
provided by activation of the packet viewer tool 86. This
provides the structure of or information within network
packets and also helps to discern and understand new,
unusual and/or proprietary protocols. When the packet
viewer tool 86 is activated, a packet filter (not shown) is
initially set to allow all updated packets to be captured.
When a user is interested in certain packet types, then the
packet viewer tool 86 allows the user to select certain
subsets of packets via a packet filter setup dialog.
Although the packet viewer tool 86 is useful for protocol



passively gathering informati on on the physical and virtual chara frbﬁ?.l cs
of nodes and |inks of the data communi cati ons network; genergt ﬂaﬁ 2

know edge base of the information passively gathered; parsin he
information in the generated know edge jpase to generate data in sel ected
categories in readable format; analyzing the data in the selected

cat egori es gkBugheaie ditleaans bpmdnassepkatians ibhaneby elfarackerdsging t he
dat a comuni cati.ons ng%&grk; and visualizin t%g anal yzed data to determ ne
parti ci panf*&Ci itz &5 L HF MRS 29T &Y &F on®PeRtwork. 8 ~DEC

20Q2 25 11. Themmtrhogy fwexdynamthenkridwirédge obrdasar coonlinBeat itdnis
net wor ks a%§§ ﬁr%gréhvhguCﬁa& tEQEMEI%¥J%VI§ga |é%?gdéggb$gg!¥%e%n ta

conpri ses: g a visualization setup data fi pry~i nfornati on
and &at a fpropidesssangtreseobangda appwoadkh | ittki byogstiagf ideiectat dd to t he

communi cat ichElésla@t W@Ehinaﬁiﬁésﬁ%&?l?@g@ ﬁ&éé,‘“éﬁ’&.i%%icﬁii%% Frd @3t or ed
files; transfernng the accesse Ile"data to a visualization processor; and
processi ng lim&agec edsd@ate nt §03ndtrReingal yeedsdadnd t ¢nderdahian

partici panpadkibbigt BeBcRfverira ¢l & HEOMHAIGA I et doveld: thdiet hod
for dynam ¢ mnltorlf(gﬂ§; dg%% communi cati ons networks as set, f.orth in
yz

daim 10 wHBFei R WEEE c ittt sef®cof B t P Fdhictonal ity
dat aor el at edganitzea iconmuni &ad i onshaet wenkegard zaltdioal N: ofi sualetzark t he

anal yzed datg GO S¢S URANSLEELT 19"e SQNPEET iy B0EohYPELHORR Y
simplicity and customization for user accessibility.
Loosely, a class browsed by the knowledge browser tool

88 1is an ditem 1in the knowledge base 16 containing

15 categorized information, and can contain subclasses,
objects, or both. Examples of classes are IP-ADDR, MAC-
ADDR, and SMTP-sender An object, as considered in the
context of the present invention, is a member of a class,
and is an item in the knowledge base 16 having network-

20 specific information.

The discovery tool 12 includes the script engine 38

(running as a separate thread) for processing information
elements within received protoccols to gather intelligence
about objects within a network. Standard object types

25 include users, hosts, domains, applications and addresses,
however, and ontology specification allows new objects to
be added. Using one way or two way bindings to relay
information (for example, host and user), associations are
made using information elements across multiple

30 protocol/object types. Essentially, in accordance with the
function of the present invention, a network becomes a
linked graph contained in multi-dimensional space, where
relationships are stored as links between vectors within
this space.

35 Next, considering the topology display tool 90, this
tool provides a compact, automatically generated view of
the elements of a network identified by the discovery tool



data to the visualization processor; processing the accessed fyfcéat a, the
k

connectivity data and the functionality data to generate netwo

£C

signals for display; and processing in a 3-D rendering engi ne the gene
network data signals to output network connectivity and functionality
di splay signals. 13. The nethod for dynagic nonitoring of data

comuni cations networks as set forth in Claim12 wherein visuali.zing the
anal yzed data.furthegueenpsi sesowgenar atypcaserwingotr daiaplay capbnol of

the 3-D rendering gngine: Lhansigrring, the uset iopy data taihe 3o0
an g in 55 H

rendering engl ne, processi n

endering éngi ne

2402,

e usefr I nput

data and thénfenspsien manisrineatht wishynaltdet knenirdganebasek Xonnsbei vity
and functi oeagb%sgg}ldaelsﬂay QRRAIS J ARGAY dAGE M | il User ahgPHEYat a.

14. The net ho

set forth i ROE€E& m 1FWHERRT O RNnerdit iSHPSetknOll edg8SE8Se YdRPinseshe

det er ni ni NOkhBEBEdRd KL &g @fiflbd Rivedshon Sht eaPISE dhis Tigewet hed for

dynam c nDn|tor|£g oL a_data cong5n|0ﬁtlong. etworks as set.forth in Caim
ngP I‘rg

10 wherei n g&fHR

A oPABEFoATFUMERBFTE

ynam c “nonitoring of a data communi cati ons networks as

FF4€8 §aPhBRi REMRf-or mati on on

configuration chahges sd#sshen comaturekiyi onsooet waks ewableel ecpabketti ne

cormmuni cat i Oha- RETWOF ks

in dam

i nterval s. ~ ~ ~00%= 16. T t hod for dynam ¢ nitoring of data
reasse%gf g§92§F fﬁﬁégidga manaéﬁye t an&p knPV%F 8e
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session types which cannot easily be handled at the packet
level, for example: HTTP, POP3, SMTP, SNMP, TELNET, NNTP,
and IMAP. By reassembling packets and looking for key
aspects of information across the reassembled packets, the
session recorder tool 92 provides the capability for
observing and learning about application level entities on
the network.

In operation, the session recorder tool 92 reassembles
connection-oriented flows, or sessions. These layer-4
(e.g., TCP) and above sessions consist of multiple packets,
to be reassembled and parsed to expose application-level
information. Packet and cell reconstruction techniques
provide the user with state information (for example, call
progress and session monitoring), as well as application
layer information (for example, e-mail addresses).
Utilizing session search techniques within the session
recorder tool 92, combined with alert processing,
capabilities (such as seeing when a certain user gets
e-mail) can be flexibly constructed. 1In one implementation
of a session recorder tool 92 there is provided viewing of
the following sessions: HTTP, POP3, TELNET, FTP, SMTP,
NNTP, and IMAP. During operation of the session recorder
tool 92 data can be added to the knowledge base 16 as the
tool detects, processes and scans sessions for various
pieces of information.

The gquery consult tool 94 provides a text-based
interface to the knowledge base 16. By utilization of the



17. A nmethod for dynamc nmonitoring a plurality of a data cormunlc
networ ks, conprising: gathering infornmation on the physi cal 6@&%
characteristics of each of the plurality of data conmuni catlons netvvorks
generating a know edge base of the |nfo{) Jration gathered; parsing the
information in the generated know edge base to generate data in_gel ected

cat egori es ‘Jﬂ@e£§ ?Qgglftortggtl oanalyzidag the jgata dn &e%ﬁﬁ_rﬁg fPt & dat a

cat egories e associ ati ons$ thereby characterizing eac
conmmuni cat i lorewhedger ksasandil§i sGQPFEMQ t B8 apklgréd dEiQr t xRk ne t he

utilization;gd;ppdubie 1Mt gadeesen %fr e Sak fn COTHUNI AL | QS ASjaOEks by
participants at any point in tine. .. The, nethod for. dynam c m)nltorlng a

plurality ofelRRENDHAUM E&?Fén@fn’épﬁo]ﬁ%w%&d%eet a5y thP WFCCE FFRUL Svher ei n

anal yzi ng tie- xR | naddas rlefmeendnﬁaﬁmn RE e lakanatdansend @b@:covery
of network $‘{stems

9. . The t hod_for dynani c itorin I
data conmmun at?%ﬁskﬂgv&saﬁgnggsgefL% B'F’ltshquﬁrélego%oﬁ t\ﬂﬁjgr]eef‘;) |§Juaa“f%12| ng
t he anal yzedanasa (coimfrcitgesbslqugiage(mslay gnyphayﬂmgss)nendr speeibict he
comuni cat i ons_net ? in an interactive configuration. 20. The nethod for
dynam ¢ noni tOr ng plurality of data communications networks as set forth
in Caim 17 wherBRnadAaryenng§ot Reedspalcsipiies8d  mihsi iy SRy kool

recopd i gur e nef Mef k§e 8Sat RhBlWIakgaChh¥k! }'Ja'.r‘Blﬁ NELWAr ledtN gL Sshddn The
met hod for dynamc nonitoring.a plurality o ata comuni cati ons networ ks

as set forthi FigM&em3A7 wh OrY%ﬂgstlaJr*’rCz‘P‘F@rX het akd®y 783t Battd Fonph¢ ses
di spl ayi ng gechoart inpid:er ahaaysip, a dird waskaaliengrnehh Awshespange éipks and

appended in£8££gELgQ. for use by the analytical engine 20. The
knowledge base parsing tool set 96 functions to take the
15 collected data and put it into the appropriate format for
use by the analytical engine 20. Individual tools in the
knowledge base parsing tool set 96 are available to parse
data from the knowledge base 16 and extract information
from saved log files and reassembled session files. The
20 knowledge base parsing tool set 96 comprises eight tools:
KB parsing, E-mail extraction, session Jjoining, web
extraction, graphics extraction, KB summing, file

manipulation, and column splitting.
The network discovery tocl generates the knowledge
25 base 16 of data assembled about a network. This data is
stored in a flat text file and saved for reuse by the
discovery tool 12 for display of a network. The format of
the text, however, is not useful for follow on processing.
The KB parsing tool, parses the data to be output for
30 display in a columnar file, to be imported to a database,
or to the analytical engines 20. In addition, the KB
parsing tool is utilized as a key word search to generate

data in various categories.

As explained, the session recorder tool 92 is a
35 mechanism for observing multiple session types and
generates files containing reassembled session data. The

number of files created during a single data collection



31 D E C 2002 27 22. (New) Apparatus for dynam c nonitoring &i angﬁamgz
communi cations network, conprising: a discovery tool for gat 1i

i nformati on on the physical and virtual characteristics of a data
conmuni cations network; a know edge base for storing the information

gat hered on the physical and virtual characteristics of the data

communi cations network; a data parsing tool responsive to information in
t he know edgey ,baser t exgepdeat @xgaten | h0sébect edTcat Egoriiés éxtraeidids e

format; an.al W ool en0l 0854 S6ELY1 D0o1NEndata idbdine gl astadeptegor i es

to create associations to characterize the data communications network; and
a display f&ponsrganigingt plR@PDdf ere andMIPi cdiilafyi nénte viSWENLTY t he

anal yzed daldcthgialnsdet effd nduignPAy t 8e5p2RbrYbhkl 23l Aha! {Msofata
conmuni cations network. 23. élNew% The ﬁggara us for dynam c nonitoring of a
dat a comuiiCc &t i BRIk &R FheCRARMYES Chdr EREA T R siThE B Tdbl

suite; andext3eREAlonTtGEEr cbAt aqueuingkpackeirsi ofesltth wedkairfirsvigled to

the tools M%l&h%st%%hé¥“€§%es 3¥3data parsing.

As mentioned, the discovery tool 12 generates a
knowledge base of flat file data collected about a network.
10 The web extraction tool of a knowledge base tool set 96
facilitates the parsing and formatting of data from HTML
flat files that are then imported to a database or to the
analytical engines 20. The web extraction tool contains a
tag (similar to a key word) search mechanism as well as

15 other types of data processing algorithms.
The graphics extraction tool of the knowledge base
tool set 96 provides for reassembling image files from a
recorded format. The display of the session recoxrder tool
92 provides for the recording of HTTP sessions. These
20 session files contain a header describing the session and
the data associated with the session. When a JPG or GIF
image is downloaded, the data 1s reassembled in the
session. However, this data is not displayable in the
recorded format. The graphic extraction tool converts the
25 reassembled HTTP session file containing JPG and GIF data
and creates a new log file containing the names and images.
Data stored in a flat text file by operation of the
discovery tool 12 is utilized by the KB summation tool of
the knowledge base tool set 96 to create a statistical
30 matrix of the data contained in packet and session logs.
For example, the instance of a protocol may be used as the
Y access and the source IP address may be used as the X
access. After selection of the packet or session log has
been made, the KB summation tool screens the appropriate
35 log file and displays available access criteria to create
a graph. In the analysis of a typical network, a large
number of files will be generated. The file manipulation



31 a E c zoo2 24. (New) The apparatus for dynam c nonitoring of a data
communi cations network as in Claim23 further conprising: anai‘pt@ErG&IZODZ
packet - processi ng engi ne for decodi ng data packets and convelting raw data
conmmuni cations network data into inf or? ion elenents accessible to tools
in the tool suite. 25. (New) The apparatius for dynamic nonitoring of a data

]‘30”““?“ catigns ng Y‘DEFeaskh?}w?’e%i A 2%28”@?619%’8{5 Sﬁgoﬁré&{ i P ngi ne
or filtering particular infornmation Tor enteri ng know edge 1nto thé
know edge baterfacactessédlectod Volume elodermyiated Fo.lgsNdatTivmst
appar at us £,0r ;dypagi ChoRghor i fY Sfaih Lot MRNIHAGONS RPIWOHHRS) | N
Claim 22 whereln said discovery tool conprises: a tool suite of

i nt er oper abBRESH0Es the rbls del?® subYP2at PEn CORESHIL Ry Lo PWRASES £iof

i ncori ng dahaaakd nRf Osepseduerd pdgeesding(New) cénpaaaeds fDIeslynam C
noni toring of a plata_ communi cations network as, in.C Y m 2 V\%ﬁ&ﬁ‘l n.said
tool suit ePEBRFFSESs .acaf:%recﬂ’s’b? YanAgePOEsBI °F 6F SRt FGdr |angl_ ottt ol of
sensors w thgwoupe di scovery tool to enable data to be collected. 28. (New)
O o 26 wher of FECREATRT SRS Flr Wi p A el CRedf L L oo
for provi dergagicneddry, trapcatedandndi stestiored omof anevwr ksarsdies -and
|1 nks. 29 hBew) + ABRALALHS SLak iHRANLG IMUADENG, GlodhLih &OBBIUAL | Ons
network as iIn alm erein the network viewer tool further conprises
readi ng pa¥Rewing .or nBRe oFeES iProvitd P hyRetaPt ptieukdsilesige drastor e
| ogi cal netwBlkget 96 connects all truncated sessions into completed
transactions.

Also included in the knowledge base tool kit 96 is a

15 split data column tool. This tool is used to remove
unwanted columns of data from log files.

Referring to FIGURE 4, there is shown a structuring of
the information in the knowledge base 16. The definition
and structure of the knowledge is taken into consideration

20 to improve the ability to understand the knowledge prior to
processing network information. FIGURE 4 is an
organizational chart of categories of information assembled
in the knowledge base by the discovery tool 12. The
knowledge base is an object-oriented relational entity that

25 is stored as a flat text file and is information collected
from packets on the data channel 14.

Referring to FIGURE 5, there is illustrated a block
diagram of the 3-D display 24 including a visualization
pre-processor 100 receiving raw ASCII data from the

30 analytical engine 20. Also input to the visualization
pre-processor 100 through a software 1link 108 is a
visualization setup file 102, a linking information file
104 and a field key file 106. Following processing of the
data from the analytical engine 20, the visualization pre-

35 processor 100 transfers the processed data to a 3-D
rendering engine 110. The rendering engine 110, a

commercial off the shelf software package, formats the



30. (New) Apparatus for dynam c nonitoring of a data communic o] et wor k
as in Caim28 wherein the tool suite further conprises: an oai Btﬁ

tool integrated with the network viewer tool for actuating the display of
node information. 31. (New) Apparatus for dynam c nonitoring of a data
conmuni cati ons net wor k 29 3 ~DEC ,ogC~ as in daim30 wherein the

obj ect viewer tool actuates the display to present information +egarding
transitive {gfeth@bsoAndnCrRAiErdardsStwDih OReet Sngerhedibusclfassm 52

(New) Apparatus for d monitoring of a data conmmuni cations network as
in O ai m26*WALT e$%v%%%%t%%la%cglﬁﬁr?ﬁ?%e§h% at1op o%t% L%et £ ewer
tool for analgssslay tara packets and dat a packet structure 33 (Nevv)
Apparatus for dy, 0 n t

Cl aim 26 wherei nﬂ?ﬁa&?w %e%f é‘?%’gﬁgr%—'&élg& cfg owser tooI
for ¥owsing abf @g@%pilﬁsw@mmtﬂhphlngeskm m@mmam ®4:a (Neany
Apparat us fohe d¥paplceaRaLEOnIRY of @sé:tatvalcloragt#y&qaetrtc@sfﬂqhw&fé in

Cl aim 33 wherein t ng_{ browser tool | i nka i nf ornati on
for traci nglPReRE8IaRdWitERdn heom%*a‘ssrlverr}elatséb%r\éatbnt Redata in

conmuni cat i eRe HﬁbW@é&ge35aSéN@.\@) Amnaf@tﬂé%ﬁmd@wzpﬁcﬁum ttHd Ngs&F a
data conmmuni ¢ et wor k n C aim34 wherein the know edge browser
tool furthef?® a@? sglLH‘Ctdtﬁ Si 1(}r+tyort§aﬁf‘§§f?‘6th,ara‘£d’ecgﬁte‘gf’otrq i'ét’tgﬁ i
conmui cat i paswaekwatdtd nBasphtyon.as86oppdead Arpas atvadiododgidant tat
nonitoring gisslgl}ata conmuni cati ons net wor k

Referring again to FIGURE 1, the 3-D dféplay 24 adds
a third dimension to any of the data collected by the
discovery tool 12 to view, animate, and analyze complex

15 nodal diagrams in 3-D space. This is required because the
raw data file only contains two dimensions. If the data
from the analytical engines outputted three or more
dimensions, the 3-D display would not be required to add a
third dimension. The addition of a third vector permits

20 the simultaneous viewing of large complex diagrams on
interconnected planes in accordance with user instructions
from the input device 94. The display of FIGURE 5 permits
an analyst to rotate the diagram on any axis thereby
viewing relationships that otherwise become obscure viewed

25 on two-dimensional planes.

Referring to FIGURE 6 there is shown a representative
utilization of the analysis system 10 of the present
invention as illustrated in FIGURE 1. The analysis system
10 is operated on a terminal 46 as part of a network

30 including terminals 48, 50 and 52. The network including
the terminals 46, 48, 50 and 52 is interconnected through
a firewall 54. The firewall 54 interfaces with a network
56 that includes a network analyzer 58. The analyzer 58
analyzes inbound traffic to the terminals and also monitors

35 for "meta data" associated with an intruder inbound to the
network. Typically, the analyzer 58 establishes specific

meta data associated with an inbound intrusion. As



as in Caim26 wherein the tool suite further conprises: a topol ogy display

tool for actuating the display to visualize elenents of the lp COZOQ?_
comuni cations network. 37. (New) Apparatus for dynam c m)na rEg

data communi cations network as in Claim26 wherein the tool suite further
conprises: a session recorder tool for 2|Sacket assenbly, TCP/IP session

nmanagenent . .and_know ed ery f observing_and identifying
appl i cati or’rﬁéf\%lraé?ﬁfil t sgéﬁﬁgﬁe contr(?ﬁﬁ REFYRRS ﬁgt WOt k‘.:o’é@igleg\@ a
Appar at us ‘galtedyyaaDCandnatoem:gnmI €2 dadpareGemringC at irens ety kudsr i N

Claim 26 \Magrelfg %{‘?ﬂl e f ulr"lilt}1 1 ﬁr%c#g%eb§asrgqercgjery consol e tool

providing a text- base ace T or determning the
presence of an abj édie i preﬁenéommmlm |b¢15whélvmek assge® Ehgtzodee 30 39.

(New Appa&%h%%ef Of n O - CoHDQ'ether}& %o algafa%t%%mr}igcaébo%%n'aﬁé(wf K,
conprising: a |scoverg tool for gathering iInformtion on t he physi cal and

virtual chérdeidrititBeofaagaht £ CTMAN &f iRt WBEK L ixemsdil e base

for stori ng‘hbhanampgwaby@@e@\anheb@d cbéombbendahﬁv@@mwm Gair0itsy net wor k;
a parsing 5_?1 recei ving the infor tlon % e know ed kﬁgse t
Genor at 6 (dSTE FRTEENALT 86 CAPRYSTT R IPULLAN BSFEPTErY (HRF patr THE t ool
recei vi ng Ethexmmsit omeireazmjtﬁtmdqm)weelﬂgelbase’rhed agerigrsais ngydaka 110

sel ggted cat %%%'sesu'u d%bkn horBl e ey Q%%Er@g tfool:h‘éoofm{é&fedvé‘ebKB

parsmgtool an enra rac Fn tGott I A s38s on j ol ni ng
extracti onbese 1@ guabhra@s nosts axf § iore tmt,okaVsnﬁwbng 3t ORQPN) dnd e

mani pul ati @Ret @9hp18NHadl COLEABESP! pEdddth ) O@MTP) .  In addition, the
analysis system 10 examines meta data associated with
inbound E-Mail and further examines SMTP/POP3 packets

15 inbound to the target terminal 48. Identified SMTP/POPS
packets inbound for the target terminal 48 are passed to
the analytical engine 20 for analysis. As previously
explained, the analytical engine 20 imports the meta data
passed by the discovery tool 12 for analysis and display.

20 Referring to FIGURE 7 there is shown a utilization of
the analysis system 10 of the present invention in an
environment of a multi-node network. As illustrated, the
network includes nodes 64, 66 and 68. Interconnected to
the node 68 is a terminal 70 running the analysis system 10

25 as illustrated in FIGURE 1. Also interconnected into the
node 68 is a network analyzer 72. Each of the nodes 64, 66
and 68 interconnect to a firewall 74. The firewall 74 in
turn is behind an additional firewall 76 that interconnects
to a wide area network {(not shown).

30 In this example the analysis system 10 as running on
the terminal 70 monitors the level of intranet traffic and
records packets of data from each of the terminals of the
various nodes. For a terminal under attack, such as
terminal 64a, the analysis system establishes a target

35 source packet structure and by means of the analytical
engine 20 of the present invention could be modified to
shut down a target under attack.



an anal ytical engine responsive to the data in selected categories fron1the
parsing tool to create associations characterizing the data Bopqg

network; and di splay neans for visualizing the anal yzed dat a*t eternlne
participant utilization of a data comuni cati ons network. 40. (New)
Apparatus for dynamc nmonitoring of a data communications network as in
Claim 39 wherein the KB parsing tool parsSes the comruni cations net<vork

data to be out puxtfQﬁom&%@yuwe@seeéanﬂﬁag b&e%p %ea'n@p%r% gyto%ﬂ}

dat abase, or to the analytical engine aratus for nam-c
noni t ori ng BVCa &AL LM 4 i bHeahiemoof a%hﬁfnaeaéh}’mlcﬁo shetenn the KB

par si ng t 0OAJRL OVbRES @é@bﬂmﬁa s_@&b&ﬂattqoae@%tcﬁtrqtgommy%%' QS Gl WO][ k
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t ool Pprovi desmegamnz:alalonvﬂéuélimti@ﬁcdurﬁﬁmrqaw&mu@tEcnlﬁalﬁ (EN@W)
Apparat us f d i ing dat ati.o in

Cl aim 39 vvh%glceil ¥E$ﬁh%meg%gg’§?}%aét |g(yapt ]? Pﬁrﬂ%‘ Oﬁagéilﬁ V\ﬁ tting
of data frobr&f&icidmslysing rmer¢®mgutera8darabasadole;ctaauttlablanabyitel cal
engl ne. 8pasPEie 200,34 %na&N@Mhﬁ&HEY§Hé%E]§"o§yﬂﬁ85§BH?thBEkﬂ%r fa

data comuni cations network as in O aim39 wherein t summ n
creates a sPati*ddecaPradt FEEWerkd Ry ebathi Red i v phekbt §Oalﬁéc§é§§tUn | 0gs.

45. f{bew) Aqeetbedogf ivicsualiorabcvh anttamidBtind ekcardhdi t8l a 1ocal

Connunlcatlonga network or wide area network such as described with
reference to FIGURE 6, automatically alert and take
corrective action when a network is under attack, FIGURE 7,
and detection of computer viruses.

15 While the invention has been described in connection
with a preferred embodiment, it is not intended to limit
the scope of the invention to the particular form set
forth, but, on the contrary, it is intended to cover
alternatives, modifications, equivalents as may be included

20 within the spirit and scope of the invention as defined in
the appended claims.



network, conprising: retrieving network related data for visualization and
animati on of a digital comunicati on network; transferring tha Te@g(emﬁ
network data to a visualization procesgor; transferring a visYaliZzat‘t 3
setup file to the visualization processor; transferring a |inking
information file to the visualization processor; processing the network
data, visualization setup, and linking information in the visualization
processmi&m& twork data signals for display; transferring the
gener at gnal s to a rendering engine; and processing in the
renderi ng engi ne the generated network data signals to output network
display signals. 46. (New) A nethod of visualization and animation of a
digital co ni cai o twork as set forth.in Claim.45. jn retrieving
et vor k- ret bt ed adrared s FbiutindflocR s dbfh copPrPlic ot ReRet Tonat ity
data anenyfidsig:n processing the generated network data signals outputs
network connectivity and functionality display signals. 81 DEC 2002 32
47. (New) Theathasingdufosmationsomthiephysiorl and dirtnal eharacterisies of aidait al

communi cations network as set forth in Caima45 wherein retrieving network
rel at eacod‘gflgnlﬁ%}f?&?ingé‘éor etrieving physical and virtual characteristic data
of the Comngnt’aTtih?@%nB&‘lé@ébaseﬂﬂ@h@éd@ﬁ&@éin‘?&ﬁaﬂﬁngenefat ed network data
signal s outputs network physical and virtual characteristic display

si gnal s. 48.par$iegyhednformhton of the genesdted bnavordgahsatn ganeiabndasé irsediotridt al
conmuni cat i ans. ”Etc}’e@@; as set forth in Caim45 wherein retrieving network

r el at eFAFECHET TG ADIT

OFBehi evi ng source code and executabl e code network
data, and Pr 8RS M. HAYS i ERAERERE ARbNRsKo bR RINAORs YD FerPRIMOT K
source code and executabl e code display signals. 49. (New) A nethod of

vi sual i datdt caommandatzorismetwark; @fd a di gi tal conmuni cati ons network as set
forth in Clai,m45 wherein retrieving network, rel ated data_ conprises
retrieved i nfisiatginedhe mraiyed chisdp de%ﬂﬁwwwwaph@ﬂ&aflogp Hatat t he

conput el %cﬂfdngge%rﬁxecu“ on by the host conputer and processing the
generated network data signals outputs conputer code display signals. 50.
(New) A nethod for 3-D visualisation and ani mation of a digital

comuni cati ons network, conprising: storing a visualization set-up data
file to suppdy i nFlsathpdfordyaamia monignring ol @clat sanmuieatioss ngtwsk s set

sel ecti hS. it r L | i [ t- .dat Ll e t rring the
accesse%ﬁy?ﬁgh%rgtla P %%{;1 %%qxg?ég g gzli(b ?\%Ledg%]g%gscgog;ngé?s&%gl itztgl/c:ﬁ% olr’flg{ﬁ \?garﬁk rel ated
dat a f afetworkUhdgragt i on and ani mation of a digital communications network;
transfernng the retrieved network related data to the visualization
processor; processing the accessed file data and the network rel ated data

to generate fet Wofljfe rqgtthgd %%Ll%lcf xggni%rﬁfr%l ¥ data communications network as set

forth in Claim 1 wherein generating a knowledge base comprises determining internal and

external intrusion attempts.

4, The method for dynamic monitoring of a data communications network as set
forth in Claim 1 wherein generating a knowledge base comprises documenting and organizing

data in a network functional configuration.



transferring the generated network data signals to a 3-D renderin )
and processing in the 3-D rendering engi ne the generated netmé}h @&agqﬁnﬁz
signals to output network rel ated display signals. 31 DEC 2Q@2 33 51
(New) A nethod of visualization and am4mtion of a digital comunications
network as set forth in Caimb50 further conprising generating user input
data for control of the 3-D rendering engine; and processing in the 3-D
renderi ng engi ne conprises processing the user input data and the generated

net wor k dat a.si gnal s ut ne k. relat di spl a i i

accordance w? th tg‘emﬁtbg?? rnc%ﬁémgalfﬁﬁqgg{g o(f%é@fa %W‘Fﬁ‘t‘ﬂgﬁﬁ@g rﬁ\%%‘ioﬁiélgls %eattti on
and ani foehiif T4 AwheHit dneth NirfoRlédR batedonrisef gerePitingPatkett ind ai m SO
further conprising: storing a field key file for subsequent processing; and
accessi swypagkets afghegathered foimatonnpr i ses accessing the visualization set-up
data file and the field key file. 53. (New) A nethod of visualization and
animati on of a digital comunications network as set forth in Caimb52
further conpgisi NghORREHCAIIRAYnARR MbHne @8 h JafaQommRiHiéRlon® hetwdk 3 dat
renderi ng engi ne; and procesSing in the %-D renderi ng engi ne conpri ses

pr ocessforty in kdaims wherepugathbiering infodmatien genpnises gatheegvmférnidion te defamhiget o

out put network rel ated display. signals in accordance. with the user input
dat o SPATIGIRERUSRO AR ORISR ATOATs Bt GGh BARREIYh of di gi tal

conmmruni cations network as set forth in Caimb52 wherein retrieving network
rel ated data conprises retrieving connectivity and functionality data and
wher ei n pr ockssi nfh¢ methgd fer dtnathiambwnitodnglaft adaa gommanicati st e twedkvas skt
connect j vi t d functionali di.spl a ignals. 55. (Ne met hod of

vi sual i 'flfgbii?ya ﬁ??agwé yﬁfﬂﬁ%& %é\er{rﬂyg iafogi%@fa%n g@%ﬁwﬁre%r?seé ﬂéthﬁt\éy)@&@fmiog & forth
in dai ' eV I retrieving
physi Ca{@nﬁ%g‘@@?fé? hézhgreghgrhgé? @?‘}@ﬁa @ﬁ%?%%éﬁgfﬁég%%%g%tllﬁ%ﬁ?lsﬁet wor k, and
processi ng the generated network data signals outputs network physical and
virtual characteristic display signals. 56. (New) A nethod of visualization
and ani mati oh of Hhgmetoddendmamiamoniieringelifata eammunicpiapnsHetworglagiseh 53
wher ei eV n ri trievi urce code
and oxaSbabIC D e e ol o R R T AR B Vor i dat o
si gnal svegttirpubdl msal\@ikragRUr ce code and executabl e code display signals.

3 ? . OFD 2002 34 network as set forth in Caim53 wherein retrieving
network rel ated data conprises retrieved information froma host conputer

on the bit stream.of the.conputer cad ri execution by the. host
conput er andé proc lges'inﬁ Oflﬁ(ér g’ll%?18aﬁ?fgqg/\%ial(&agaa‘foén@flﬁﬁﬁﬁl%@dﬁi‘ﬁfkﬁséi)trrpu_t er
code difpphay CHignAlBereRBanaly¥aW) thAdiR bR rieds rBrabhy kaddleligabhRen dafidoani mati on
of a plurality of digital comunicati ons networks, conprising: storing a

vi sual isesgi¢rodats end parkghdaia pf the communigsatipns ngteorkat i on and data for
processing; storing a network linking data file related to each of the
plurality of digital conmunications networks; storing a field key file for

subsequent procesgimdhod ot 584G Mehifdring ot b oRAIkcRRAN n&ivokie stored
files; transferring the accessed file data to a visualization processor;

retri eviomprigiga rel ated to each of the plurality of digital comunications.: .
networks; transfernng the.retrieved data to,the visualizatiaon ocessor;
r ocass: g (S datheting i Eipsiol St hEb Ruteben v gl etk ishch Frees

funct i opllinky of fedat L MRRBHRBAHIIALWRSK, data signals for display; generating
user input data for control of a 3-D rendering engine;

generating a knowledge base of the information passively gathered,

parsing the information in the generated knowledge base to generate data in selected
categories in readable format;

analyzing the data in the selected categories to create node and link associations
thereby characterizing the data communications network; and

visualizing the analyzed data to determine participant utilization of the data

communications network.



transferring the generated network data signals to the 3-D rESeDiEgg
engi ne; and processing in the 3-D rendering engi ne the user Whpu tZ“DQZ]d

the generated network data signals to,gutput net<vork connectivity and
functionality display signals in accordance with the user input data. 59.
(New) A nmethod of visualization and animation of a digital comunications
network as set forth in Claim58 wherein retrieving network rel ated data
conprises retrieving connectjvity and functjonality data and erein
processi ng the geﬁ@r‘&?@‘&d @t‘i&@?‘l’?}lcd&?‘é‘t%}”@rfgldét Hrucaliong B L ATSEL i vi ty
and fu i ditV1 W BREAWisa A%k $h =d Rutk 35 60. (New) The nethod
of vi Slr}gft%lgfgtélhén zgrjl‘g anll?lmﬁilaon g? eaanglg,gglﬁtail gonﬁﬁ%scati ons network as set
forth in C aitonrga vikerlziation sttup éata fitp toestipply knforhaticachndatata foopprceses;
retrieving physical and yirtual characteristic data of the comunications

net wor k, anoF%’_#%’c%%@Wﬁﬂ‘ @’H@nééﬁéﬁ&t © _t‘?fb‘lo\ﬁb‘? forERpBICHGRACEY ‘Hgi puts network
physi cal a.ndac}fés%@'éao'nacﬂ?écﬁ% ﬁ%éisséa’aﬁ o?kt&%'tcﬂ%d filegnal s. 61. (New) A method of
vi sual i zati on and>~ani mation of a digital conrnications network as set

forth in C atdisfeBring e atcessed file duiang a visudlization prevessdr,daida conpri ses
retrieving source code and executabl e code network data, and processing the
gener at ed nerogssking theaacsesgehiile data andithe pealysd idatadn desrmpgdagifdPa ecut abl e

code diu?@i'z?tYonS&ﬂﬂglti?tacgglm I\&ea%ﬂ&%;) d of visualization and ani mati on of
et wor

a di gita’l communi cati ons n as set forth in Caimb58 wherein
retrieving network related data conprises retrieved information from a host
conputer on the bit stream of the conputer code prior to execution by the
host conput ei2. andA preteassior Agnantie mpswieriag efidaie communigatiensicgierks agsgtput s
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247: =i Korth gvekim)L0winsygig: geperating knqwledgmhase compmses determining internal and

external intrusion attempts.

15. The method for dynamic monitoring of a data communications networks as set
forth in Claim 10 wherein gathering information further comprises gathering information on

configuration changes in the communications networks over selectable time intervals.
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17. A method for dynamic monitoring a plurality of a data communications
networks, comprising:

gathering information on the physical and virtual characteristics of each of the
plurality of data communications networks;

generating a knowledge base of the information gathered,

parsing the information in the generated knowledge base to generate data in selected
categories in readable format;

analyzing the data in the selected categories to create associations thereby
characterizing each of the data communications networks; and

visualizing the analyzed data to determine the utilization of and the interaction of the

data communications networks by participants at any point in time.

18. The method for dynamic monitoring a plurality of data communications
networks as set forth in Claim 17 wherein analyzing the data includes remote monitoring,

collaboration and discovery of network systems.

19. The method for dynamic monitoring a plurality of data communications
networks as set forth in Claim 17 wherein visualizing the analyzed data comprises
simultaneously displaying one or more of the communications networks in an interactive

configuration.

20. The method for dynamic monitoring a plurality of data communications
networks as set forth in Claim 17 wherein analyzing the data comprises mapping subnets to

reconfigure networks as terminal activity in a network increases.

21.  The method for dynamic monitoring a plurality of data communications
networks as set forth in Claim 17 wherein visualizing the analyzed data comprises displaying

each active terminal in a network along with nodes and links and appended information.
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selected categories in readable format;

an analytical engine receiving the data in the selected categories to create associations
to characterize the data communications network; and

a display responsive to outputs of the analytical engine to visualize the analyzed data

thereby determining participant utilization of the data communications network.

23.  (New) The apparatus for dynamic monitoring of a data communications
network as in Claim 22 further comprising:

a tool suite; and

a sensor manager for queuing packets of data to be provided to the tools in the tool

suite.
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26. (New) The apparatus for dynamic monitoring of a data communications
network as in Claim 22 wherein said discovery tool comprises:
a too] suite of interoperable tools to provide visualization, mapping, and analysis of

incoming data and processed knowledge.

27. (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein said tool suite comprises:
a sensor manager tool for configuring and control of sensors within the discovery tool

to enable data to be collected.

28.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein the tool suite further comprises:

a network viewer tool for providing discovery, layout, and visualization of network

nodes and links.

29.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 28 wherein the network viewer tool further comprises reading packet information

to provide a physical picture of one or more logical networks.

30.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 28 wherein the tool suite further comprises:

an object viewer tool integrated with the network viewer tool for actuating the display
of node information.

31.  (New) Apparatus for dynamic monitoring of a data communications network
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as in Claim 26 wherein the tool suite further comprises:

a knowledge browser tool for browsing objects by classes within the knowledge base.

34, (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 33 wherein the knowledge browser tool provides linkage information for tracing

items and information passively discovered on the communications network.

35. (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 34 wherein the knowledge browser tool further enables acquisition, organization,

and categorization of communications network information.

36. (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein the tool suite further comprises:
a topology display tool for actuating the display to visualize elements of the

communications network.

37.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein the tool suite further comprises:

a session recorder tool for packet assembly, TCP/IP session management, and
knowledge discovery for observing and identifying application level entities on the
communications network.

38.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 26 wherein the tool suite further comprises:

a query console tool providing a text-based interface to a knowledge base for

determining the presence of an object in the communications network.
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a discovery tool for gathering information on the physical and virtual characteristics of
a data communications network;

a knowledge base for storing the information gathered from the data communications
network;

a parsing tool receiving the information from the knowledge base to generate data in
selected categories in readable format, the parsing tool receiving information from the
knowledge base and generating data in selected categories in readable format, the parsing tool
comprises a KB parsing tool, an email extraction tool, a session joining tool, a web extraction
tool, a graphics extraction tool, a KB summing tool, a file manipulation tool, and a column
splitting tool;

an analytical engine responsive to the data in selected categories from the parsing tool
to create associations characterizing the data communications network; and

display means for visualizing the analyzed data to determine participant utilization of

a data communications network.

40, (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 39 wherein the KB parsing tool parses the communications network data to be

output for display in a columnar file, to be imported to a database, or to the analytical engine.

41.  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 40 wherein the KB parsing tool provides a key word search to generate

communications network data in various categories.

42,  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 39 wherein the email extraction tool provides organization of files into summary
description.

43,  (New) Apparatus for dynamic monitoring of a data communications network
as in Claim 39 wherein the web extraction tool facilitates parsing and formatting of data from

flat files for importing to a database or to the analytical engine.
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U& ()- 10% retrieving network related data for visualization and animation of a digital

communication network;
transferring the retrieved network data to a visualization processor;
transferring a visualization setup file to the visualization processor;
transferring a linking information file to the visualization processor;
processing the network data, visualization setup, and linking information in the
visualization processor, to generate network data signals for display;
transferring the generated network data signals to a rendering engine; and

processing in the rendering engine the generated network data signals to output

network display signals.

46.  (New) A method of visualization and animation of a digital communications
network as set forth in Claim 45 wherein retrieving network related data comprises retrieving
connectivity and functionality data and wherein processing the generated network data signals

outputs network connectivity and functionality display signals.
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47, ew) The method of visualization and animation of a digital

communications network as set forth in Claim 45 wherein retrieving network related data

comprises retrieving physical and virtual characteristic data of the communications network,

and processing the generated network data signals outputs network physical and virtual

characteristic display signals.

48.  (New) A method of visualization and animation of a digital communications
network as set forth in Claim 45 wherein retrieving network related data comprises retrieving
source code and executable code network data, and processing the generated network data

signals outputs network source code and executable code display signals.

49. (New) A method of visualization and animation of a digital communications
network as set forth in Claim 45 wherein retrieving network related data comprises retrieved
information from a host computer on the bit stream of the computer code prior to execution
by the host computer and processing the generated network data signals outputs computer

code display signals.

50. (New) A method for 3-D visualization and animation of a digital
communications network, comprising:

storing a visualization set-up data file to supply information and data for processing;

accessing on a selective basis the stored visualization set-up data file;

transferring the accessed file data to a visualization processor;

retrieving network related data for visualization and animation of a digital
communications network;

transferring the retrieved network related data to the visualization processor;

processing the accessed file data and the network related data to generate network data
signals for display;

transferring the generated network data signals to a 3-D rendering engine; and

processing in the 3-D rendering engine the generated network data signals to output

network related display signals.
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and the field key file.

53.  (New) A method of visualization and animation of a digital communications
network as set forth in Claim 52 further comprising generating user input data for control of
the 3-D rendering engine; and processing in the 3-D rendering engine comprises processing
the user input data and the generated network data signals to output network related display

signals in accordance with the user input data.

54.  (New) A method of visualization and animation of digital communications
network as set forth in Claim 52 wherein retrieving network related data comprises retrieving
connectivity and functionality data and wherein processing the generated network data signals

outputs network connectivity and functionality display signals.

55. (New) A method of visualization and animation of digital communications
network as set forth in Claim 53 wherein retrieving network related data comprises retrieving
physical and virtual characteristic data of the communications network, and processing the
generated network data signals outputs network physical and virtual characteristic display

signals.

56.  (New) A method of visualization and animation of digital communications
network as set forth in Claim 53 wherein retrieving network related data comprises retrieving
source code and executable code network data, and processing the generated network data

signals outputs network source code and executable code display signals.
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network as set forth in Claim 53 wherein retrieving network related data comprises retrieved
information from a host computer on the bit stream of the computer code prior to execution
by the host computer and processing the generated network data signals outputs computer

code display signals.

58. (New) A method of 3-D visualization and animation of a plurality of digital
communications networks, comprising:

storing a visualization set-up data file to supply information and data for processing;

storing a network linking data file related to each of the plurality of digital
communications networks;

storing a field key file for subsequent processing;

accessing on a selective basis each of the stored files;

transferring the accessed file data to a visualization processor;

retrieving data related to each of the plurality of digital communications networks;

transferring the retrieved data to the visualization processor;

processing the accessed file data, the connectivity data and the functionality data to
generate network data signals for display;

generating user input data for control of a 3-D rendering engine;

transferring the generated network data signals to the 3-D rendering engine; and

processing in the 3-D rendering engine the user input data and the generated network
data signals to output network connectivity and functionality display signals in accordance

with the user input data.

59.  (New) A method of visualization and animation of a digital communications
network as set forth in Claim 58 wherein retrieving network related data comprises retrieving
connectivity and functionality data and wherein processing the generated network data signals

outputs network connectivity and functionality display signals.
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60. (New) The method of visualization and animation of a digital
communications network as set forth in Claim 58 wherein retrieving network related data
comprises retrieving physical and virtual characteristic data of the communications network,
and processing the generated network data signals outputs network physical and virtual

characteristic display signals.

61. (New) A method of visualization and animation of a digital communications
network as set forth in Claim 58 wherein retrieving network related data comprises retrieving
source code and executable code network data, and processing the generated network data

signals outputs network source code and executable code display signals.

62. (New) A method of visualization and animation of a digital communications
network as set forth in Claim 58 wherein retrieving network related data comprises retrieved
information from a host computer on the bit stream of the computer code prior to execution
by the host computer and processing the generated network data signals outputs computer

code display signals.



