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(57) Abstract: A distributed key management system, which con-
tains a server, a plurality of key-holding devices adapted to com-
municate with the server; and a key-requesting device adapted to
communicate with the server. Each one of the plurality of key-hold-
ing devices is adapted to hold a different fragment of a private key.
The server is adapted to reconstruct the private key based on the
fragments received from the plurality of key-holding devices. The
key-requesting device is adapted to obtain the private key from the
server. The systems according to the invention provide a zero-trust
model key management scheme and would eliminate the risk of
key leakage to unauthorized person while providing flexibility of
authorizing devices.
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