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SPECIFICATION 

DATA RECORDING AND REPRODUCTION APPARATUS 

TECHNOLOGICAL FIELD 

The present invention relates to data recording and 

reproduction apparatuses and, more particularly, to a structure 

-) for protecting the copyrights for audio data distributed on 

networks or audio data supplied in the form of packages. 

) 

BACKGROUND ART 

In recent years, various kinds of multimedia equipment have 

been developed, and onerous multimedia software such as game 

software and education software have been marketed. However, 

under the existing circumstances, the copyrights for these 

software are not satisfactorily protected, and a large number of 

illegally copied software appear on the market. 

With the spread of the Internet in recent years, "Electronic 

Commerce (EC)" is spreading throughout users of personal 

computers (PC), in which the users can obtain their favorite 

audio data or the like by downloading the data from homepages, 

and pay for the data by settlement means like credit cards. 

The spread of network distribution by EC saves the users the 

trouble of going to record stores and, therefore, the network 

distribution by EC has a possibility of greatly changing the 
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current distribution system of music, especially CD marketing. 

By the way, the user can repeatedly listen to audio data 

obtained by downloading as described above by recording it in a 

portable recording medium such as a CD-R (Compact Disk 

Recordable) • 

Therefore, if the user once obtains audio data in a PC, 

whether the audio data is obtained through the internet or from a 

.) music CD on the market, the user can freely copy the audio data 

by using a CD-R. In other words, the copyright for the audio 

data stored in the PC cannot be effective"iy protected. 

Accordingly, in such network distribution, to prevent audio data 

which has once been obtained by downloading, from being copied 

and transferred to anpther user, i.e., to prevent illegal copying, 

is very important in protecting the copyright. 

. ) 

Hereinafter, downloading and reproduction of audio data by 

using a PC will be described • 

Figure 11 is a block diagram illustrating the structure of a 

PC which performs downloading of audio data and reproduction of 

the downloaded audio data. The PC performs recording and 

reproduction of audio data which has been downloaded through a 

network, and hereinafter the PC is referred to as "data recording 

and reproduction apparatus". 

The data recording and reproduction apparatus 1000 includes 

a recording medium 1002 in which a compressed audio data stream 

is recorded as the above-described audio data; a stream writing 
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means for writing a compressed audio data stream ESau downloaded 

through a network lOa into the recording medium 1002; and a 

stream reading means 1003 for reading the compressed audio data 

stream ESau from the recording medium 1002. 

Further, the data recording and reproduction apparatus 1000 

includes a decoding means 1004 for decompressing, by decoding, 

the compressed audio data stream ESau output from the stream 

.·) reading means 1003 to output a non-compressed data stream RSau; 

and a DA conversion means 1005 for performing DA conversion on 

the non-compressed audio data stream RSau to output analog audio 

data Aau to a speaker 20. 

) 

In the data recording and reproduction apparatus 1000 so 

constructed, when the compressed audio data stream Esau is 

downloaded through the network lOa, the compressed audio data 

stream Esau is once written in the recording medium 1002 such as 

a hard disk by the stream writing means 1001. 

When reproducing the audio data, in the data recording and 

reproduction apparatus 1000, the compressed audio data stream 

Esau is read from the recording medium 1003 by the stream reading 

means 1003. Further, the compressed audio data stream ESau is 

decompressed by decoding in the decoding means 1004, whereby a 

non-compressed audio data stream RSau is restored. 

The non-compressed audio data stream RSau is converted to 

analog audio data Aau by the DA conversion means 1005 to be 

output to the speaker 20. 
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As described above, in the data recording and reproduction 

apparatus 1000 implemented by a PC, the audio data distributed on 

the network lOa can be easily illegally copied by recording the 

compressed audio data stream ESau which has been downloaded 

through the network lOa, in the recording medium 1002. 

Meanwhile, MD (Mini Disc) players have spread as recording 

and reproduction apparatuses capable of recording digital audio 

.·_) data recorded on recording media such as CDs. 

") 

Figure 12 is a block diagram illustrating the structure of 

an MD player. 

This MD player 1100 includes· a recording medium 1103 in 

which digital audio data is recorded; a coding means 1101 for 

compressing a non-compressed audio data stream Sau read from a CD 

lOb by coding to output a compressed audio data stream ESau; and 

a stream writing means 1102 for writing the compressed audio data 

stream ESau in the recording medium 1103 as the above-described 

digital audio data. 

Further, the MD player 1100 includes a stream reading means 

1104 for reading the compressed audio data stream ESau from the 

recording medium 1103; a decoding means 1105 for decompressing 

the read compressed audio data stream Esau by decoding to output 

a non-compressed audio data stream RSau; and a DA conversion 

means 1106 for performing DA conversion on the non-compressed 

audio data stream RSau to output analog audio data Aau to a 

speaker 20. 
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In the MD player 1100 so constructed, when the digital audio 

data (non-compressed audio data stream) Sau obtained from the CD 

lOb is input, the non-compressed audio data stream Sau is 

compressed by coding in the coding means 1101 to be output as the 

compressed audio data stream ESau. The compressed audio data 

stream ESau is once written in the MD 1103 by the writing means 

1102. 

When reproducing the audio data, in the MD player 1100, the 

compressed audio data stream ESau is read from the recording 

medium 1103 by the stream reading means 1104, and the compressed 

audio data stream ESau is decompressed by decoding in the 

decoding means 1105 to be output as a non-compressed audio data 

stream RSau. 

The non-compressed audio data stream RSau is converted to 

analog audio data Aau by the DA conversion means 1005 to be 

output to the speaker 20. 

) In the MD player as described above, the digital audio data 

recorded in the CD can be easily illegally ·copied by digital-

recording the audio data in the MD. 

Furthermore, according ·to the recent trend of technology, 

there is a demand for a recording and reproduction apparatus such 

as an MD player which is able to download audio data from home 

pages on the internet, and a data recording and reproduction 

apparatus meeting this demand has been developed. 

Figure 13 is a block diagram for explaining a data recording 
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and reproduction apparatus which is able to obtain audio data 

from both of a home page and a CD to reproduce it. 

This data recording and reproduction apparatus 1200 includes 

a recording medium 1204 containing a compressed audio data 

stream; and a stream attribute decision means 1201 for deciding 

whether the input audio data stream is compressed or not. 

Usually, the audio data stream downloaded through the network lOa 

-) is compressed while the audio data stream read from the CD lOb is 

) 

not compressed. 

Further, the data recording and reproduction apparatus 1200 

includes a coding means 1202 for compressing the non-compressed 

audio data stream Sau output from the stream attribute decision 

means 1201 by coding to output a compressed audio data stream 

Esau; and a stream writing means 1203 for writing the compressed 

audio data stream ESau output from the coding means 1202 and the 

non-compressed audio data stream DSau output from the stream 

attribute decision means 1201 into the recording medium 1204. 

Further, the data recording and reproduction apparatus 1200 

includes a stream reading means 1205 for reading the compressed 

audio data stream Esau from the recording medium 1204; a decoding 

means 1206 for decompressing the read compressed audio data 

stream ESau by decoding to output a non-compressed audio data 

stream RSau; and a DA conversion means 1207 for performing DA 

conversion on the non-compressed audio data stream RSau to output 

analog audio data Aau to the speaker 20. 
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In the data recording and reproduction apparatus 1200 so 

constructed, when an audio data stream is input, the stream 

attribute decision means 1201 decides whether this audio data 

stream is compressed or not. According to the result of the 

decision, the audio data stream is output to one of the stream 

writing means 1203 and the coding means 1202. For example, when 

the compressed audio data stream ESau is input through the 

·') network lOa, this compressed audio data stream ESau is output to 

the stream writing means 1203 according to the decision of the 

stream attribute decision means 1201. on the other hand, when 

the non-compressed audio data stream Sau obtained from the CD lOb 

is input, this non-compressed audio data stream Sau is output to 

the coding means 1202 according to the decision of the stream 

attribute decision means 1201. 

The compressed audio data stream ESau is once written in the 

MD 1204 by the stream writing means 1203. 

) When reproducing the audio data, in the data recording and 

reproduction apparatus 1200, the compressed audio data stream 

ESau is read from the recording medium 1204 by the stream reading 

means 1205. This compressed audio data stream ESau is 

decompressed by decoding in the decoding means 1206 to be output 

as a non-compressed audio data stream RSau. 

The non-compressed audio data stream RSau is converted to 

analog audio data Aau by the DA conversion means 1207 to be 

output to the speaker 20. 
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In the data recording and reproduction apparatus shown in 

figure 13, illegal copying of audio data for which the copyright 

is to be protected becomes easier and, therefore, preventing such 

illegal copying of audio data is of greater importance. 

By the way, as a countermeasure against illegal copying of 

audio data, there is a method of inserting a watermark in audio 

data for which the copyright is to be protected. 

) This watermark is inserted in digital audio data. Further, 

the watermark-inserted digital audio data is converted to analog 

audio data. Whether the analog audio data obtained by DA 

converting the watermark-inserted digital audio data remains as 

it is or is converted to digital data, the watermark can be 

extracted from the analog data or the digital data. 

Hereinafter, a description will be given of the general 

principle of watermark insertion and extraction. 

Initially, the outline of a process of inserting a watermark in 

) digital audio data will be described. 

Figure 14 is a diagram conceptually illustrating insertion 

and extraction of a watermark in/from digital audio data. 

A process Pad of inserting signature data (watermark) Dwmi 

in digital audio data recorded as an audio data file ODau is 

performed, and then the digital audio data in which the signature 

data is inserted is rec.ordeci as a signature-data-inserted audio 

data file soau. 

Then, a process Pex of extracting the signature data Dwmx 
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from the digital audio data in accordance with the digital audio 

data recorded as the audio data file ODau and the digital audio 

data recorded as the signature-data-inserted audio data file SDau, 

is performed. 

Figure 15 is a flowchart of the watermark insertion process. 

Initially, digital audio data is subjected to blocking (step 

Sl). This process is to divide the digital audio data into a 

.) plurality of data groups (blocks) each comprising a predetermined 

number of sampling data, for convenience in the subsequent 

process. 

Next, each block is subjected to the Fourier transform (step 

S2). The arithmetic operation for the Fourier transform will be 

later described in detail. 

Thereafter, the following data transform is carried out as 

the watermark insertion process. 

The watermark is composed of multiple bits of digital data 

) (signature data), and each bit of the signature data corresponds 

to each block. 

Initially, it is confirmed that the value of.each bit as a 

component of a block string of the signature data (bit string of 

the signature data) is "0" or "l" (step 53). A block 

corresponding to a bit of "0" is not subjected to watermarking. 

A block corresponding to a bit of "l" is subjected to 

watermarking, wherein an imaginary part and a real part of 

Fourier transform coefficients of audio data corresponding to 
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.this block are replaced with each other, and the real part is 

multiplied with -1 (step 54). This process is performed for each 

block. 

Then, each block is subjected to the inverse Fourier 

transform (step SS). Thereby, audio data of each block is 

restored. The inverse Fourier transform will be later described 

in more detail. 

Through the above-described processes, a watermark to which 

a normal human ear does not respond is inserted in the audio data. 

Hereinafter, the respective processes of the watermarking 

technique will be described in more detail. 

Initially, the Fourier transform and the inverse Fourier 

transform will be briefly described. The Fourier transform 

employed in the process of inserting a watermark (information to 

be embedded) is called "discrete Fourier transform" which is 

defined as follows. 

When a discrete one-dimensional real number function f (n) 

(nEz,o<n<N) is given, a function obtained by performing the. 

discrete Fourier transform on the f (n) is defined by a discrete 

one-dimensional complex number function F ( k) ( k E z, O < k<N) which 

is given by formula (1). 

Here, z denotes the set of w~ole integers. Further, 

formula (1) satisfies the conditions given by formulae (2) and 

(3). 
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N-1 . 

F(k) = ~ f (n)WN-1ar (k = 0,1,·· ·N -1) 

j2 = -1 

WN = ei'br/N = cos(.27r IN)+ jsin(.27r IN) 

• . • ( 1 ) 

••• (2) 

••• ( 3) 

Further, the inverse discrete Fourier transform will be 

described hereinafter. 

When a discrete one-dimensional real number function f (n) 

.) (nEz,o<n<N) is given and a discrete one-dimensional complex 

) 

number function F ( k) ( k e z, O < k<N) is a function obtained by 

performing the discrete Fourier transform on the f(n), the 

following formula (4) holds. 

Here, z denotes the set of whole integers. Further, 

formula (4) satisfies the conditions given by formulae (5) and 

( 6) • 

N-1 

f(n) = ~F(n)WN kn 

·2 1 J -=-

(k = 0,1,- ... N -1) 

WN = ei'brlN = cos(.27r IN)+ j sin(.27r IN) 

•.• (4) 

••• ( 5) 

••• ( 6) 

Next, the watermark embedding process for audio data will be 

described more specifically. 

First of all, blocking of audio data will be described with 

reference to figure 16. 

Blocking is a process to represent sample values Sound(i) of 

digital audio data in which a watermark is to be embedded 

(hereinafter, referred to as target audio data) as a set of 
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blocks each comprising samples as many as then-th power of 2 (2n). 

Here, it is assumed that the total number of blocks obtained by 

blocking the target audio data is (t+l), the first block is block 

B0 , the k-th block (k: arbitrary number) is block Bk, and the last 

block is block Bt. Further, the sample values of the k-th block 

are represented by Bk(j). 

The relationship between the sample values Sound(i) of the 

") target audio data and the respective sample values Bk ( j) in the 

block is represented by the following formula (7). 

Bt(j) = Sound(i) ••• (7) 

where Z denotes the set of whole integers, k and j satisfy k,jEZ, 

and i satisfies i=2nk+j ( O < j<2n) • 

It is needless to say that the variables n and k used here 

are different from the variables n and k used in formula (1) 

which defines the general discrete one-dimensional Fourier 

transform. and formula (4) which defines the discrete one­

) dimensional inverse Fourier transform. 

Next, the watermark embedding process will be described. 

Initially, the audio data (sample values) Bk(j) of the k-th 

block Bkare subjected to the discrete Fourier transform to obtain 

data Fk(m). Here, k is a variable indicating an arbitrary block 

amongst the blocks B0-Bt, and it satisfies kEZ, kE [O,t(total 

number of blocks)]. 

Further, a data bit string to be inserted is defined by a 

one-dimensional discrete integral number function U(d), and data 
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which is obtained by embedding information in the data Fk(m)(mE 

z,.mE[l,2n]) according to the value of each bit in the data bit 

string defined by the function U(d), is represented by F'k(m). 

Here, d and dn satisfy the condition (d,dnEZ). When dn 

satisfies dn<2n-1
, U(d) is U(d)=l or O. When d does not satisfy d 

E [ l ,dn]), U(d) is U(d)=O. 

Then, F'k(m) is represented by the following formulae 

(8)-(15), wherein m satisfies mEZ, mE[l,2n]. 

Re(F'1 (m)) = -Im(F1 (m)) (when U(m) = 1) ••• (8) 

Re(F'1 (m)) = Re(F1 (m)) (when U(m) =0) ••• ( 9) 

Im(F'1 (m)) = Re(Fk(m)) (When U(m)-1) ••• (10) 

Im(F'k (m)) = Im(F1 (m)) (when U(m)=O) ••• ( 11) 

Re(F'1 (2" - m + 1)) = -Im(Fk(m)) (When U(m) =1) ••• (12) 

Re(F'1 (2" - m + 1)) = Re(F1 (m)) (when U(m) = 0) ••• (13) 

lm(F'1 (2" -m +1)) = Re(Fk(m)) (when U(m) =1) ••• (14) 

lm(F'1 (2" -m + 1)) = Im(Fk(m)) (when U(m)=O) ••• (15) 

The above-described formulae (8)-(11) are applied to the 

low-frequency components amongst the 2n pieces of data (frequency 

components) Fk(m) obtained by subjecting the 2n pieces of data 

(sample values) Bk(j) to the discrete Fourier transform. On the 

other hand, the above-described formulae (12)-(15) are applied to 

the high-frequency components of the 2n pieces of data_{frequency 

components) Fk{m) obtained by subjecting the 2n pieces of data 

(sample values) Bk{j) to the discrete Fourier transform. 

Further, as represented by formulae (9), (11), (13) and (15), 
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a block corresponding to a bit of 0 in the signature data bit 

string is not subjected to the watermark embedding process. On 

the other hand, as represented by formulae (8), (10), (12) and 

(14), a block corresponding to a bit of .1 in the signature data 

bit string is subjected to the watermark embedding process, in 

which the imaginary part and the real part of the data Fk(m) 

obtained by the Fourier transform of the audio data (sample 

) values) Bk(j) corresponding to this block are replaced with each 

other, and the real part is multiplied with -1. 

Further, the watermark embedding process is performed on 

pairs of the Fourier transformed data on the low-frequency side 

and the corresponding Fourier transformed data on the high-

frequency side so that the target audio data in which information 

is embedded is not offensive to the ear of the listener. Here, 

the m-th Fourier transformed data F'k(m) which has been subjected 

to the watermark embedding proc·ess corresponds to the (2n-m+l )th 

) Fourier transformed data F'k(2n-m+l) which has been subjected to 

the watermark embedding process. 

Next, the watermark extraction process will be described. 

Figure 17 is a flowchart of the watermark extraction process. 

Initially, audio data which has been subjected to the 

watermark embedding process is divided into plural blocks (step 

Slla), and each block is subjected to the Fourier transform (step 

Sl2a). Further, audio data which has not been subjected to the 

watermark embedding process is divided into plural blocks (step 



15 

Sllb), and the audio data of each block is subjected to the 

Fourier transform (step Sl2b). 

Then, the data obtained as the results of the above-

described Fourier transform steps are compared, block by block, 

between the blocks of the audio data which has been subjected to 

the watermark embedding process and the corresponding blocks of 

the audio data which has not been subjected to the watermark 

) em.bedding process {step Sl3). 

As the result of the comparison, when the data of the 

corresponding blocks agree with each other, it is decided that no 

watermark is embedded in the block which has been subjected to 

the watermark embedding process, and the signature data bit is 0 

(step S14a). 

When the data of the corresponding blocks are different from 

each other, it is decided that a watermark is embedded in the 

block which has been subjected to the watermark embedding process, 

) and the signature data bit is 1 (step SIS) • 

This process is repeated block by block to extract the bit 

string (embedded information) constituting the signature data •. 

Next, the watermark embedding process and the watermark 

extracting process will be described more specifically. 

Initially, the process of embedding a watermark in each 

block will be described. 

In the following description, Sound(n) indicates audio data 

(sample values) in one.block in which signature data. is to be 
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embedded, and syomei[u] indicates a signature data bit string to 

be embedded in data which is obtained by subjecting the audio 

data Sound(n} in one block to the Fourier transform. Further, 

F[Sound](p) indicates data obtained by subjecting the target 

audio data Sound(n} to the discrete Fourier transform, and 

F' [So-und] (p) indicates-data obtained by embedding the signature 

data bit string in the F[Sound](p). 

_) Here, the audio data Sound(n) is a function defined in the 

integral space and having an integer as its value. Note that n = 
0,1, ••• ,N. 

Further, the signature data bit string syomei[u] is also a 

function defined in the integral space (refer to formula (16)) 

and having only O or 1 as its value. Note that u = 0,1. 

lJ10mei[ u] = {1,0} ••• ( 16 } 

When the audio data Sound(n) is subjected to the Fourier 

transform, the corresponding Fourier transformed data F[Sound](p) 

) is obtained as follows. 

N 

F[Sound](p) = ~ Sound(n)ei'brpnlN • • • ( 1 7 ) 

This F[Sound](p) is a function defined in the integral space 

and having a complex number as its value. Note that p = 0,1, ••• N. 

Assuming that the real part of the Fourier transformed data 

F[Sound](p) which is a complex number is Re{F[Sound](p)} while 

the imaginary part thereof is Im{F[Sound](p)}, the data 

F'[Sound](p} can be represented by using the above-described 
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formulae (8)-(15) in accordance with the value of the signature· 

data bit string syomei[u]. 

Assuming that the signature data bit string to be embedded 

in the Fourier transformed data F[Sound](p) corresponding to one 

block is syomei[O]=l, the first bit value F[Sound](l) of the 

Fourier transformed data F[Sound](p) and the N-th bit value 

F[Sound](N) thereof are subjected to the information embedding 

') process by using the above-described formulae (8), (10), (12). and 

( 14). 

The following formulae (18)-(21) represent the Fourier 

transformed data F'[Sound](l) and F'[Sound](N) obtained in the 

watermark embedding process. 

Re{F'[Sound](l)} = -Im{F[Sound](l.)} 

Im{F'[Sound](l)} = Re{F[Sound](l)} 

Re{F'[Sound](N)} = -Im{F[Sound](N)} 

Im{F'[Sound](N)} = Re{F[Sound](N)} 

••• ( 18) 

••• ( 19) 

••• (20) 

••• (21) 

) where Re and Im indicate the real part and the imaginary part of 

the complex number in { }, respectively. 

on the other hand, assuming that .the signature data bit 

string to be embedded in the audio data Sound(n) corresponding to 

one block is syomei[l]=O, the second bit value F[Sound](2) of the 

Fourier transformed data F[Sound](p) and the (N-l)th bit value 

F[Sound](N-1) thereof are subjected to the watermark embedding 

process by using the above-described formulae (9), (11), (13) and 

( 15). 
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The following formulae (22)-(25) represent the Fourier 

transformed data F'[Sound](2) and F'[Sound](N-1) obtained in the 

watermark embedding process. 

Re{F '[ Sound](2)} = Re{F[Sound](2)} 

Im{F'[Sound](2)} = Im{F[Sound](2)} 

Re{F'[Sound](N -1)}= Re{F[Sound](N -1)} 

Im{F'[Sound](N -1)}-= lm{F[Sound](N -1)} 

••• (22) 

••• (23) 

••• (24) 

••• (25) 

-) By performing the inverse discrete Fourier transform on the . , 
data F'[Sound](p) which has been obtained by subjecting the 

Fourier transformed data F[Sound](p) corresponding to the audio 

data sound(n) in one block to the watermark embedding process by 

using the above-described formulae (8)-(15), watermark-embedded 

audio data Sound'(n) is obtained as represented by the following 

formula ( 26) • 

N 

Sound'(n) = ~F'[Sound](p)ei23fm!N ••• ( 26) 

) Next, the watermark extraction process will be described 

briefly. 

In this process, the Sound(n) and the Sound'(n) are 

respectively subjected to the Fourier transform, and the 

respective Fourier-transformed data are compared. When the 

values of these data are different from each other, the signature 

data bit string is extracted with the signature bit data being 1. 

When the values of these data are identical, the signature data 

bit string is extracted with the signature bit data being o. 
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The algorithm will be briefly described in the following. 

In { }, n moves from 1 to N in order. 

{ 

If F[Sound](n} = F[Sound']{n) does not hold, syomei[n-1]=1 

If F[Sound](n) = F[Sound'](n) holds, syomei[n-1]=0 

} 

By the way, in the existing reproduction apparatuses such as 

) MD players which do not detect watermarks, audio data streams in 

which watermarks are embedded as described above can be recorded 

and reproduced, like audio data streams in which no watermark is 

embedded. 

If reproduction apparatuses such as MD players ~hich will be 

manufactured in the future are only those which do not record 

audio data streams in which watermarks of "copy inhibit" are 

embedded but record audio data streams in which no watermarks of 

"copy inhibit" are embedded, illegal copying of the audio data 

-) streams can be restricted by watermarking in the future. 

However, since watermarks are embedded in non-compressed 

audio data streams, it is difficult to simply apply the above-

described watermark embedding process to the data recording and 

reproduction apparatus 1200 which receives compressed audio data 

streams from the homepage and non-compressed audio data streams 

from the CD. 

Consequently, in the data recording and reproduction 

apparatus 1200 which can obtain audio data from both of the 
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homepage and the CD and reproduce the audio data, illegal copying 

of the audio data cannot be effectively prevented by using 

watermarking. 

The present invention is made to solve the above-described 

problems and has for its object to provide a data recording and 

reproduction apparatus which can record and reproduce audio data 

whether it is supplied in the form of a non-compressed audio data 

--") stream or a compressed audio data stream, and which can 
-

satisfactorily pr~tect the copyright for the audio data by 

embedding watermarks in these audio data streams, thereby 

effectively preventing illegal copying of the audio data. 

DISCLOSURE OF THE INVENTION 

A data recording and reproduction apparatus according to the 

present invention (Claim l) is a data recording and reproduction 

apparatus for recording and reproducing an audio data stream as 

) digital audio data, and comprises a stream storage unit for 

storing the audio data stream, a stream writing unit for writing 

the audio data stream into the stream storage unit, and a stream 

reading unit for reading the audio data stream from the stream 

storage unit. The stream writing unit includes a stream 

attribute decision means for deciding whether or no·t the audio 

data stream has been subjected to a data conversion process for 

digital audio data, and a stream writing means for attaching a 

conversion ID flag having a value according to the result of the 
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decision to the audio data stream, and writing the flag-attached 

audio data stream into the stream storage unit. The stream 

reading unit including a stream reading means for reading the 

audio data stream to which the conversion ID flag is attached, 

from the stream storage unit, and a watermarking means for 

inserting a watermark in the read audio data stream. The read 

audio data stream in which the watermark is to be inserted is 

.--) subjected to an inverse conversion process of the data conversion 

process, according to the value of the conversion ID flag 

attached to the audio data stream. 

According to the present invention (Claim 2), in the data 

recording and reproduction apparatus described in· Claim 1, the 

stream reading unit has a DA conversion means for converting the 

audio data stream in which the watermark has been inserted by the 

watermarking means~ to analog audio data, and outputs the analog 

audio data. 

) According to the present invention (Claim 3), in the data 

recording and reproduction apparatus described in Claim 1, the 

conversion process performed on the digital audio data is a 

compression process for compressing the digital audio data by 

coding; the inverse conversion process of the data conversion 

process is a decompression process for decompressing the 

compressed digital audio data by decoding; and the stream writing 

means attaches a compression ID flag to the audio data stream as 

the conversion ID flag having a value according to the result of 
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the decision, the compression ID flag indicating whether or not 

the audio data stream has been subjected to the digital audio 

data compression process. 

According to the present invention (Claim 4), in the data 

recording and reproduction apparatus described in Claim 3, the 

stream reading unit includes a stream flag decision means for 

deciding whether or· not the audio data stream read from the 

) stream storage unit has been subjected to the compression process, 

) 

on the basis of the compression ID flag of the read audio data 

stream, and a decoding means for decompressing, by decoding, the 

audio data stream which is decided as being subjected to the 

compression process by the stream flag decision means. The audio 

data stream which is decided as being not subjected to the 

compression process by the stream flag decision means, and the 

decompressed audio data stream output from the decoding means are 

supplied to the watermarking means. 

According to the present invention (Claim 5), in the data 

recording and reproduction apparatus described in Claim 4, the 

stream reading unit has a DA conversion means for converting the 

audio data stream in which the watermark is inserted by the 

watermarking means, to analog audio data, and outputs the analog 

audio data. 

According to the present invention (Claim 6), in the data 

recording and reproduction apparatus described in Claim 1, the 

conversion process performed on the digital audio data includes 
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at least one of a compression process for compress~ng digital 

audio data by coding and a scramble process for scrambling 

digital audio data or compressed digital audio data; the inverse 

conversion process of the data conversion process includes at 

least one of a decompression process for decompressing compressed 

digital audio data by decoding and a descramble process for 

descrambling scrambled digital audio data or scrambled compressed 

) digital audio data; and the stream writing ~eans attaches a 

compression ID flag and a scramble ID flag to the audio data 

stream as the conversion ID flag having a value corresponding to 

the result of the decision, the compression ID flag indicating 

whether or not the audio data stream has been subjected to the 

digital audio data compression process, and the scramble ID flag 

indicating whether or not the audio data stream or the compressed 

audio data stream has been subjected to the digital audio data 

scramble process. 

) According to the present invention (Claim 7), in the data 

recording and reproduction apparatus described in Claim 6, the 

stream writing unit includes a scramble key writing means for 

writing a scramble key adapted to the audio data stream which has 

been subjected to the scramble process, into the stream storage 

unit. The stream reading unit includes a scramble key reading 

means for reading the scramble key adapted to the audio data 

stream which has been subjected to the scramble process, from the 

stream storage unit; a first stream flag decision means for 
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deciding whether or not the audio data stream read from the 

stream storage unit has been subjected to the scramble process, 

on the basis of the scramble ID flag of the read audio data 

stream; a descrambling means for descrambling the audio data 

stream which is decided as being scrambled by the first stream 

flag decision means, by using the corresponding scramble key; a 

second stream flag decision means for deciding whether or not the 

.) audio data stream which is decided as being not scrambled by the 

first stream flag decision means, and the descrambled audio data 

stream output from the descrambling means have been subjected to 

the compression process, on the basis of the compression ID flags 

of these audio data streams; and a decoding means for 

decompressing, by decoding, the audio data stream which is 

decided as being compressed by the second stream flag decision 

means. The audio data stream which is decided as being not 

scrambled by the first stream flag decision means and the 

) descrambled audio data stream output from the descrambling means 

are supplied to the second stream flag decision means, while the 

audio data stream which is decided as being not compressed by the 

second stream flag decision means and the decompressed audio data 

stream output from the decoding means are supplied to the 

watermarking means. 

According to the present invention (Claim 8), in the data 

recording and reproduction apparatus described in Claim 7, the 

stream reading unit has a DA conversion means for converting the 
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audio data stream in which the watermark is inserted by the 

watermarking means, to analog audio data, and outputs the analog 

audio data. 

··' According to the present invention (Claim 9) , in the data 

recording and reproduction apparatus described in Claim 1, the 

stream reading unit is constituted by a single apparatus for 

reproducing a data stream, and this stream reproduction apparatus 

··) includes an apparatus type information holding means for holding 

apparatus type information which indicates the type of this 

apparatus. The stream storage unit includes a stream storage 

means for storing the audio data stream supplied from the stream 

writing unit; an authorized apparatus type ~nformation storage 

means for storing authorized apparatus type information 

indicating stream reproduction apparatuses which are permitted to 

read the audio data stream from the stream storage means; an 

apparatus type information obtaining means for obtaining the 

.) apparatus type information held by the apparatus type information 

holding means; and a stream read permission decision means for 

searching the authorized apparatus type information storage means 

for the apparatus type information obtained by the apparatus type 

information obtaining means, and permitting the stream reading 

unit to read the audio data stream from the stream storage unit 

only when an authorized apparatus type information corresponding 

to the obtained apparatus type information is present. 

According to the present invention (Claim 10) in the data 
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recording and reproduction apparatus described in Claim 4, the 

stream reading unit is constituted by a single stream 

reproduction apparatus, and this stream reproduction apparatus 

has an apparatus type information holding means for holding 

apparatus type information indicating the type of this apparatus. 

The stream storage unit includes a stream storage means for 

storing the audio data stream supplied from the stream writing 

.·) means; an authorized apparatus type information storage means for 

storing authorized apparatus type inf orination indicating stream 

reproduction apparatuses which are permitted to read the audio 

data stream from the stream storage means; an apparatus type 

information obtaining means for obtaining the apparatus type 

information held by the apparatus type information holding means; 

and a stream read permission decision means for searching the 

authorized apparatus type information storage means for the 

apparatus type information obtained by the apparatus type 

.) information obtaining means, and permitting the stream reading 

unit to read the audio data stream from the stream storage unit 

only when an authorized apparatus.type information corresponding 

to the obtained apparatus type information is present. 

According to the present invention (Claim 11), in the data 

recording and reproduction apparatus described in Claim 7, the 

stream reading uni~ is constituted by a single apparatus for 

reproducing a data stream, and this stream reproduction apparatus 

has an apparatus type information holding means for holding 
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apparatus type information indicating the type of this apparatus. 

The stream storage unit includes a stream storage means for 

storing the audio data stream supplied from the stream writing 

unit; a scramble key storage means for storing the scramble key 

supplied from the stream writing means; an authorized apparatus 

type information storage means tor storing authorized apparatus 

type information indicating stream reproduction apparatuses which 

-) are permitted to read the audio data stream from the stream 

storage means; an apparatus type information obtaining means for 

obtaining the apparatus type information held by the apparatus 

type information holding means; and a stream read permission 

decision means for searching the authorized apparatus type· 

information storage means for the apparatus type information 

obtained by the apparatus type information obtaining means, and 

permitting the stream reading unit to read the audio data stream 

from the stream storage means only when an authorized apparatus 

) type information corresponding to the obtained apparatus type 

information is present. 

According to the prese.nt invention (Claim 12) , in the data 

recording and reproduction apparatus described in Claim 7, the 

stream reading unit is constituted by a single apparatus for 

reproducing a.data stream, and this stream reproduction apparatus 

has an apparatus type info:cmation holding means for holding 

apparatus type information indicating the type of this apparatus. 

The stream storage unit includes a stream storage means for 
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storing the audio data stream supplied· from the stream writing 

unit; a scramble key storage means for storing the scramble key 

output from the stream writing unit; an authorized apparatus type 

information storage means for holding authorized apparatus type 

information indicating stream reproduction apparatuses which are 

authorized to read the audio data stream from the stream storage 

means; an apparatus type information obtaining means fo·r 

. ) obtaining the apparatus type information held by the apparatus 

) 

type information holding means; and a scramble key read 

p·ermission decision means for searching the authorized apparatus 

type information storage means for the apparatus type information 

obtained by the apparatus type information obtaining means, and 

permitting the. scramble key reading means _to read the scramble 

key from the scramble key storage means only when an authorized 

apparatus type information corresponding to the obtained 

apparatus type information is present. 

According to a thirteenth aspect of the present invention, 

in the data recording and reproduction apparatus described in 

Claim 1, the stream storage unit is constituted by an IC card on 

which a RAM for storing audio data stream and a CPU for 

controlling access to the audio data stream stored in the RAM are 

mounted. 

According to the present invention (Claim 14), in the data 

recording and reproduction apparatus described in Claim 9, the 

stream storage unit is constituted by an IC card on which a RAM 
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for storing an audio data stream and a CPU for controlling access 

to the audio data stream stored in the RAM are mounted; the 

stream storage means and the authorized apparatus type 

inf.ormation storage means are constituted by the RAM; and the 

apparatus type information obtaining means and the stream read 

permission decision means are constituted by .the CPU. 

According to a fifteenth aspect of the present invention, in 

) the data recording and reproduction apparatus described in Claim 

11, the stream storage unit is constituted by an IC card ·On which 

a RAM for storing an audio data stream and a CPU for controlling 

access to the audio data stream stored in the RAM are mounted; 

the stream storage means, the scramble key storage means, and the 

authorized apparatus type information storage means are 

constituted by the RAM; and the apparatus type information 

obtaining means and the stream read permission decision means are 

constituted by the CPU. 

) According to a sixteenth aspect of the present invention, in 

the data recording and reproduction apparatus described in Claim 

12, the stream storage unit is constituted by an IC card on which 

a RAM for storing an audio data stream and a CPU for controlling 

access to the audio data stream stored in the RAM are mounted; 

the stream storage means, the scramble key storage means, and the 

authorized apparatus type information storage means are 

constituted by the RAM; and the apparatus type information 

obtaining means and the scramble key read permission decision 
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means are constituted by the CPU. 

As described above, the data recording and reproduction 

apparatus according to the present invention (Claim 1) is 

provided with a stream storage unit for storing the audio data 

stream; a stream writing unit for writing the audio data stream 

into the stream storage unit; and a stream reading unit for 

reading the audio data stream from the stream storage unit. The 

_) stream writing unit includes a stream attribute decision means 

for, deciding whether or not the audio data stream has been 

subjected to a data conversion process for digital audio data, 

and the audio data stream is given a conversion ID flag having a 

value according to the result of the decision to the audio data 

stream and then written in the stream storage unit. Therefore, a 

watermark can be inserted in the audio data stream, not when 

recording the audio data stream in the stream storage unit but 

when reading the audio data stream from the stream storage unit. 

) Thereby, this apparatus can dispense with an inverse 

conversion process of the data conversion process, which is 

required in the case where a watermark is inserted in a converted 

audio data stream when the stream is recorded in the stream 

storage unit, and a subsequent data conversion process. As the 

result, the reproduced audio data stream is prevented from being 

degraded in sound quality, and the recording -time is reduced. 

According to the present invention (Claim 2), the data 

recording and reproduction apparatus described in Claim 1 is 
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provided with a DA conversion means for converting the audio data 

stream in which the watermark is inserted by the watermarking 

means, to analog audio data, and the analog audio data is output. 

from the stream reading unit. Therefore, the analog audio data 

can .be protected by the watermark, and the reproduced analog 

audio data stream is prevented from being degraded in sound 

quality, and moreover, the recording time is reduced • 

.. ·) According to the present inve~tion (Claim 3) , in the data 

recording and reproduction apparatus described in Claim 1, the 

data conversion process performed on the digital audio data is a 

compression process for compressing the digital audio data by 

coding, the inverse conversion process is a decompression process 

for decompressing the compressed digital audio data by decoding, 

and a compression ID flag indicating whether the audio data 

stream has been subjected to the compression process or not is 

used as the conversion ID flag. Therefore, this apparatus can 

) dispense with the decoding process which is required in the case 

where a watermark is inserted in an audio data stream compressed 

by coding when the stream is recorded in the stream storage unit, 

and the subsequent compression process. As the result, the 

reproduced audio data stream is prevented from being degraded in 

sound quality, and the recording time is reduced. 

According to the present invention (Claim 4), the data 

recording and reproduction apparatus described in Claim 3 is 

provided with a stream flag decision means for deciding whether 
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or not the audio data stream read from the stream storage uni~ 

has been subjected to the compression process, on the basis of 

the compression ID flag of the read audio data stream. Therefore, 

inthe stream reading unit, only the compressed audio data 

streams can be selectively decompressed by decoding, amongst the 

audio data streams read from the stream storage unit. 

According to the present invention (Claim 5), the data 

. ) recording and reproduction apparatus described in Claim 4 is 

providea with a DA conversion means for converting the audio data 

stream in which the watermark is inserted by the watermarking 

means, to analog audio data, and the analog audio data is output 

from the stream reading unit. Therefore, the analog audio data 

can be protected by the watermark, and the reproduced analog 

audio data stream is prevented from being degraded in sound 

quality, and moreover, the recording time can be reduced. 

According to the present invention (Claim 6), in the data 

) recording and reproduction apparatus of the first aspect, the 

conversion process performed on the digital audio data includes 

at least one of a compression process for compressing digital 

audio d~ta by coding and a scramble process.for scrambling 

digital.audio data or compressed digital audio data, and the 

inverse conversion process includes at least one of a 

decompression process for decompressing compressed digital audio 

data by oecoding and a descramble process for descrambling 

scrambled digital audio data or scrambled compressed digital 
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audio data. Further, a compression ID flag indicating whether or 

not the audio data stream has been subjected to the digital audio 

data compression process, and a scramble ID flag indicating 

whether or not the audio data stream or the compressed audio data 

stream has been subjected to the digital audio data scramble 

process, are used as the compres~ion ID flag. Therefore, this 

apparatus can dispense with the descrambling process and the 

) decod"ing process which are required in the case where a watermark· 

is inserted in an audio data stream compressed by coding when the 

stream is recorded in the stream storage unit, and the subsequent 

compression process. As the result, the reproduced audio data 

stream is prevented from being degraded in sound quality, and the 

recording time is reduced. 

According to the present invention (Claim 7), the data 

recording and reproduction apparatus described in Claim 6 is 

provided with a first stream flag decision means for deciding 

whether the audio data stream read from the stream storage unit 

has been subjected to the scramble process or not, on the basis 

of the scramble ID flag of the read audio data stream, and a. 

second stream flag decision means for deciding whether the read 

audio data stream has been subjected to the compression process 

or not, on the basis of the compression ID flag of the read audio 

data stream. Therefore, in the stream reading unit, amongst the 

audio data streams read from the stream storage unit, only the 

scrambled audio data streams can be selectively descrambled, and 



34 

only the compressed audio data streams can be selectively 

decompressed by decoding. 

According to the present invention (Claim 8), the data 

recording and reproduction apparatus described in Claim 7 is 

provided with a DA conversion means for converting the audio data 

stream in which the watermark is inserted by the watermarking 

means, to analog audio data, and the analog audio data is output 

-) from the stream reading unit. Therefore, the analog audio data 

can be protected by the watermark, and the reproduced analog 

audio data stream is prevented from being degraded in sound 

quality, and moreover, the recording time is reduced. 

According to the present invention (Claim 9), the data 

recording and reproduction apparatus described in Claim 1 is 

provided with an apparatus type information holding means for 

holding apparatus type information indicating the type of a 

stream reproduction apparatus constituting the stream reading 

) unit, and an authorized apparatus type information storage means 

for storing authorized apparatus type information indicating 
I 

stream reproduction apparatuses which are permitted to read th~ 

audio data stream from the stream storage means. Reading of the 

audio data stream from the stream storage unit is permitted only 

when the apparatus type information matches the authorized 

apparatus type information. Therefore, this apparatus can 

prevent that the audio data stream stored in the stream storage 

unit is undesirably read by an audio data recording and 
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reproduction apparatus having no watermarking means, and the read 

audio data stream is reproduced or copied without being subjected 

to watermarking. 

:.! According to the present invention (Claim 10), the data 

recording and reproduction apparatus described in Claim 4 is 

provided with an apparatus type information holding means for 

holding apparatus type information indicating the type of a 

.") stream reproduction apparatus constituting the stream reading 

unit, and an authorized apparatus type information storage means 

for·· storing authorized apparatus type information indicating 

stream reproduction apparatuses which are permitted to read the 

audio data stream from the stream storage means. Reading of the 

audio data stream from the stream storage unit is permitted only 

when the apparatus type information matches the authorized 

apparatus type information. Therefore, this apparatus can 

prevent that the audio data stream stored in the stream storage 

) unit is undesirably read by an audio data recording and 

reproduction apparatus having no watermarking means, and the read 

audio data stream is reproduced or copied without being subjected 

to watermarking. 

According to the present invention ·(Claim 11), the data 

recording and reproduction apparatus described in Claim 7 is 

provided with an apparatus type information holding means for 

holding apparatus type information indicating the type of a 

stream reproduction apparatus constituting the stream reading 
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unit, and an authorized apparatus type information storage means 

for storing authorized apparatus type information indicating 

stream reproduction apparatuses which are permitted to read the 

audio data stream from the stream storage means. Reading of the 

audio data stream from the stream storage unit is permitted only 

when the apparatus type information matches the authorized 

apparatus type information. Therefore, this apparatus can 

_) prevent that the audio data stream stored in the stream storage 

unit is undesirably read by an audio data recording and 

reproduction apparatus having no watermarking means, and the read 

audio data stream is reproduced or copied without being subjected 

to watermarking. 

According to the present invention (Claim 12), the data 

recording and reproduction apparatus described in Claim 7 

comprises an apparatus type information holding means for holding 

apparatus type information indicating the type of a stream 

) reproduction apparatus constituting a stream reading unit, and an 

authorized apparatus type information storage means for hold"ing 

authorized apparatus type information indicating stream 

reproduction apparatuses which are authorized to read the audio 

data stream from the stream storage means. Only when the 

apparatus type information matches the authorized apparatus type 

information, reading of a scramble key corresponding to the audio 

data stream from the stream storage unit is permitted. Therefore 

this apparatus prevents the scramble key stored in the stream 
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storage unit from being read by an audio data recording and 

reproduction apparatus having no watermarking means. Accordingly, 

even if the audio data stream is read from the stream storage 

unit, since this audio data stream cannot be descrambled, the 

audio- data stream this audio data stream is prevented from being 

reproduced or copied without being subjected to watermarking. 

According to the present invention (Claim 13), in the data 

.-) recording and reproduction apparatus described in Claim 1, the 

stream storage unit is constituted by an IC card on which a RAM 

for storing audio data stream and a CPU for controlling access to 

the audio data stream stored in the RAM are mounted. Therefore, 

a compact and portable stream storage unit is realized. 

According to the present invention (Claim 14), in the data 

recording and reproduction apparatus described in Claim 9, the 

stream storage unit is constituted by an IC card on which a RAM 

for storing an audio data stream and a CPU for controlling access 

-) to the audio data stream stored in the RAM are mounted. 

Therefore, readout control or the like for the audio data stream 

from the stream stprage unit can be easily realized by the CPU. 

According to the present invention (Claim 15), in the data 

recording and reproduction apparatus described in Claim 11, the 

stream storage unit is constituted by an IC card on which a RAM 

for storing an audio data stream and a CPU for controlling access 

to the audio data stream stored in the RAM are mounted. 

Therefore, readout control or the like for the scrambled audio 
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data stream from the stream storage unit can be easily realized 

by the CPU. 

According to the present invention (Claim 16), in the data 

recording and reproduction apparatus described in Claim 12, the 

stream storage unit is constituted by an IC card on which a RAM 

for storing an audio data stream and a CPU for controlling access 

to the audio data stream stored in the RAM are mounted • 

.. ) Therefore, readout control or the like for the scramble key of 

the scrambled audio data stream from the stream storage unit can 

be easily realized by the CPU. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Figure 1 is a conceptual diagram illustrating the schematic 

structure of a data recording and reproduction apparatus 

according to a first embodiment of the present invention. 

Figures 2(a)-2(c) are diagrams for explaining the data 

) structures of audio data streams, wherein figure 2(a) shows the 
··' 

data structure of an audio data stream supplied from the outside, 

figure 2(b) shows the data structure of a flag-attached audio 

data stream, and figure 2(c) shows the data structure of a 

watermark-inserted audio data stream. 

Figure 3 is a block diagram illustrating the structure of 

the data recording and reproduction apparatus according to the 

first embodiment. 

Figure 4 is a block diagram for explaining a data recording 
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and reproduction apparatus according to a second embodiment of 

the present invention. 

Figure 5 is a diagram illustrating the data structure of a 

flag-attached audio data stream according to a fifth embodiment 

of the present invention. 

Figure 6 is a block diagram for explaining a data recording 

and reproduction apparatus according to a third embodiment of the 

) present invention. 

Figure 7 is a diagram for explaining the contents stored in 

an:authorized apparatus type information storage means in the 

data recording and reproduction apparatus of the third embodiment. 

Figure 8 is a block diagram for explaining a data recording 

and reproduction apparatus according to a fourth embodiment of 

the present invention. 

Figure 9 is a block diagram for explaining a data recording 

and reproduction apparatus according to a fifth embodiment of the 

) present invention. 

Figure 10 is a diagram illustrating another example of a 

detachable recording medium which constitutes a stream storage 

unit according to any of the aforementioned embodiments. 

Figure 11 is a block diagram illustrating the structure of a 

conventional PC which performs downloading and reproduction of 

audio data. 

Figure 12 is a block diagram for explaining a recording and 

reproduction apparatus (MD player) which is able to record 
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digital audio data recorded on a recording medium such as a CD. 

Figure 13 is a block diagram for explaining a data recording 

and reproduction apparatus which is able to obtain audio data 

from either a homepage or a CD to reproduce it. 

Figure 14 is a diagram for explaining an outline of a 

process of inserting and extracting a watermark. 

Figure 15 is a diagram illustrating the flow of ·the 

·') watermark insertion process. 

Figure 16 is a schematic diagram for explaining blocking of 

a non-compressed audio data stream in the watermark insertion 

process. 

Figure 17 is a diagram illustrating the flow of the 

watermark extraction process. 

Figure 18 is a block diagram for explaining a data recording 

and reproduction apparatus which is able to insert a watermark in 

either a non-compressed audio data stream or a compressed audio 

) data stream. 

BEST MODE TO EXECUTE THE INVENTION 

The inventors of the present invention have earnestly 

studied the problem that the conventional method of inserting a 

watermark in an audio data stream cannot be simply applied to a 

data recording and reproduction apparatus to which both of a 

compressed audio data stream and a non-compressed audio data 

stream are supplied as audio data, and finally developed a data 
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recording and reproduction apparatus which can insert a watermark 

into an audio data stream, whether the supplied audio data stream 

isa non-compressed audio data stream or a compressed audio data 

stream. 

Figure 18 is a block diagram for explaining a data recording 

and reproduction apparatus 1400 which can insert a watermark in 

both of a non-compressed audio data stream and a compressed audio 

) data stream. 

, The data recording and reproduction apparatus 1400 is 

constructed so that it can obtain audio data from both of a 

homepage on a network lOb and a CD lOa. The apparatus 1400 

includes a recording medium 1406 in which audio data is recorded, 

and a stream attribute decision means 1401 for deciding whether 

the input audio data stream is a compressed audio data stream Sau 

or a non-compressed audio data stream ESau. 

Further, the data recording and reproduction apparatus 1400 

) includes a decoding means 1402 and a watermarking means 1403. 

The decoding means 1402 decompresses, by decoding, the compressed 

audio data stream ESau output from the stream attribute decision 

means 1401 to output a non-compressed audio data stream RSau. 

The watermarking means 1403 inserts watermarks in the non­

compressed audio data stream Sau from the stream attribute 

decision means 1401 and the non-compressed audio data stream RSau 

from the decoding means 1402. 

Further, the data recording and reproduction apparatus 1400 
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includes a coding means 1404 and a stream writing means 1405. 

The coding means 1404 compresses the watermark-inserted audio 

data stream Sauw by coding to output a compressed audio data 

stream ESauw. The stream writing means 1405 writes the 

compressed audio data stream ESauw into the recording medium 1406. 

Further, the data recording and reproduction apparatus 1400 

includes a stream reading means 1407, a decoding means 1408, and 

') a DA conversion means 1409. The stream reading means 1407 reads 

the compressed audio data stream ESauw from the recording medium 

1406. The decoding means 1408 decompresses the compressed audio 

data stream ESauw by decoding to output a non-compressed audio 

data stream RSauw. The DA conversion means 1409 performs DA 

conversion on the non-compressed audio data stream RSauw to 

output analog audio data Aauw to a speaker 20. 

In the data recording and reproduction apparatus 1400 so 

constructed, as in the conventional apparatus 1200 shown in 

) figure 12, an input audio data stream is decided as to whether it ·' 

is compressed or not, in the stream attribute decision means 1401. 

According to the result of the decision·, the data stream is 

output to either the watermarking means 1403 or the decoding 

means 1402. For example, in the case where the compressed audio 

data stream ESau is input to the apparatus 1400 through the 

network lOa, this compressed audio data stream ESau is output to 

the decoding means 1402 according to the decision of the stream 

attribute decision means 1401. In the decoding means 1402, the 
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compressed audio data stream ESau is decompressed by decoding, 

and.the non-compressed audio data stream RSau is output to the 

watermarking means 1403. 

, .on the other hand, in the case where the non-compressed 

audio data stream Sau obtained from the CD !Ob is input to the 

apparatus 1400, this non-compressed audio data stream Sau is 

output to the watermarking means 1403 according _to the decision 

J of the stream attribute decision means 1401. 

In the watermarking means 1403, a watermark is inserted in 

the non-compressed audio data stream Sau. The watermark-inserted 

non-compressed audio data stream sauw is compressed by coding in 

the coding means 1404 to be output as the compressed audio data 

stream ESauw. Further, the compressed audio data stream ESauw is 

once written in the recording medium 1406 by the stream writing 

means 1405. 

When reproducing the audio data, in the data recording and 

) reproduction apparatus 1400, the compressed audio data stream 

ESauw is read from the recording medium 1406 by the stream 

reading means 1407. Then, the compressed audio data stream ESauw 

is decompressed by decoding in the decoding means 1408, and the 

non-compressed audio data stream RSauw is output from the 

decoding means 1408. 

The non-compressed audio data stream RSauw is converted to 

the analog audio data Aauw by the DA conversion means 1409 to be 

output to the speaker 20. 
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In the data recording and reproduction apparatus 1400, 

however, there arises a new problem that recording of audio data 

takes much time because decoding of compressed audio data or 

coding of non-compressed audio data is carried out when recording 

it in the recording medium. Further, coding and decoding 

performed on an audio data stream (digital audio data) are 

usually non-reversible coding and decoding adapted to this coding, 

··) respectively, and therefore these processes may degrade the 

quality of audio data supplied from the outside. 

So, the inventors of the present invention have made further 

study to develop a data recording and reproduction apparatus by 

which the above-described problems are solved. 

Hereinafter, a description will be given of a data recording 

and reproduction apparatus which reduces the time required for 

recording audio data supplied from the outside, and minimizes 

degradation of the quality of reproduced audio data • 

. ) (Embodiment 1 ) .... 

Figure 1 is a conceptual diagram illustrating the schematic 

structure of a data recording and reproductio~ apparatus 

according to a first embodiment of the present invention. 

The data recording and reproduction apparatus 100 comprises 

an apparatus body llOa which performs recording and reproduction 

of audio data, and a recording medium llOb which is detachably 

mounted on the apparatus body llOa and stores the audio data. 

The data recording and reproduction apparatus 100 is supplied 
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with, as audio data, a compressed audio data stream ESau and a 

no.n-compressed audio data stream Sau. In this first embodiment, 

the compressed audio data stream ESau is supplied from a network 

10.a by downloading. The non-compressed audio data stream Sau is 

supplied from a portable recording medium !Ob such as a CD. 

Further, analog audio data Aau output from the apparatus body 

llOa is input to a speaker 20 to be converted to a speech. 

J The recording medium llOb is constituted by an IC card which 

can be inserted into a slot llOal of the apparatus body llOa. 

This-IC card has a RAM (Random Access Memory) llObl for storing 

au~io data, and a CPU 110b2 for controlling writing of data into 

the RAM llObl. 

In the disk drive apparatus 100 so constru~ted, when the 

compressed audio data stream ESau from the network lOa or the 

non-compressed audio data stream Sau from the CD is input to the 

apparatus, the data stream is recorded in the recording medium 

) (IC card) llOb in the apparatus body llOa. on the other hand, 

when reproducing the audio data, the audio data stream read from 

the recording medium llOb is converted to ~he analog audio data 

Aau to be output to the speaker 20. The analog audio data Aau is 

converted to a speech by the speaker 20. 

Figure 2(a) is a diagram illustrating the data structure of 

an audio data stream. Since the compressed audio data stream 

ESau and the non-compressed audio data stream Sau have the same 

data structure, these are shown as an audio data stream s in 
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figure 2{a). 

The audio data stream s is composed of a stream header Sh 

containing information about the stream attribute, and a stream 

data area Sd containing audio data itself (digital audio data). 

The stream header Sh contains the following information as the 

information about the stream attribute: information Ico 

indicating the compression method for this stream S (compression 

:J method information), information Isa indicating the sampling 

frequency (sampling frequency information), information Ibi 

indicating the number of bits expressing digital data (bit number 

information), and information Isc indicating whether this stream 

s is scrambled or not (scrambling information). 

To be specific, the value ~'0" of the compression method 

information Ico indicates that the audio data stream s is a non-

compressed audio data stream obtained by LPCM (Linear Pulse Code 

Modulation). The value "1", "2", or "3" of the information Ico 

) indicates that the audio data stream S is a compressed audio data 

stream obtained by the AC3 method, the dts (Digital Theater 

System) method, or the AAC (Advanced Audio Coding) method, 

respectively. 

The AC3 method is an audio coding method for audio of movies 

such as S.lch and 2ch, and it is used in DVD-VIDEO. The dts 

method is also an audio coding method for audio of movies such as 

5.lch and 2ch, and this is used in theaters and DVD-VIDEO. The 

ACC method is an audio coding method for transmission of audio 
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data at a low bit rate. 

The value "0", "1", or "2" of the sampling frequency 

information Isa indicates that the sampling frequency of the 

di:qital audio data is 48kHz, 96kHz, or 192kHz, respectively. The 

value 11 0", "1", or "2" of the bit number information Ibi 

indicates that the digital audio data is digital data of 16 bits, 

20 bits, or 24 bits, respectively. The value 11 0" of the 

· :J scrambling information Isc indicates that the audio data stream 

is not scrambled, and the value "1" of the information Isc 

indicates that the audio data stream is scrambled. 

It is not necessary to describe the structure of the stream 

data area Sd in detail because the stream data area Sd is not the 

main subject of the present invention. 

Hereinafter, the data recording and reproductio_n apparatus 

100 will be described in detail. 

Figure 3 is a block diagram illustrating the structure of 

) the data recording and reproduction apparatus 100. 

The data recording and reproduction apparatus 100 receives 

the compressed audio data stream Esau from the network lOa or the 

non-compressed audio data stream Sau from the recording medium 

lOb such as a CD, as the audio data stream s having the data 

structure shown in figure 2(a). 

That is, the data recording and reproduction apparatus 100 

comprises a stream storage unit lOOb for storing the audio data 

streams ESau and Sau, a stream writing unit lOOa for writing 
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these audio data streams into the stream storage unit lOOb, and a 

stream reading unit lOOc for reading these audio data streams 

from the s~ream storage unit lOOb. 

The stream writing unit lOOa and the stream reading unit 

lOOc are mounted on the apparatus body llOa shown in figure 1. 

The stream storage unit lOOb corresponds to the recording medium 

llOb shown in figure 1, and it is constituted by the above-

) described IC card llOb on which a semiconductor memory device 

(RAM) is mounted. 

The stream writing unit lOOa comprises a stream attribute 

decision means 101 which decides whether the audio data stream S 

supplied from the outside is compressed or not, and outputs 

attribute decision information Iajl indicating the result of the 

decision; and a flag-attached stream writing means 102 which 

attaches a compression ID flag Fco that is set at a predetermined 

value, to the header Sh of the audio data stream S in accordance 

.. ) with the attribute decision information Iajl, and writes the 

audio data stream Safl with the compression ID flag Fco (refer to 

figure 2(b)) in the stream storage unit lOOb. The flag-attached 

stream writing means 102 sets the value of the compression ID 

flag Fco to "0 11 when the attribute decision information Iajl 

indicates that the input audio data stream is a non-compressed 

stream. On the other hand, it sets the value of the compression 

ID flag Fco to "l" when the attribute decision information Iajl 

indicates that the input audio data stream is a compressed stream. 
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The non-compressed audio data stream is a data stream in which 

digital audio data stored in its stream data area is not 

compressed. The compressed audio data stream is a data stream in 

w~ich digital audio data stored in its stream data area is 

compressed. 

The stream reading unit lOOc includes a stream reading means 

104 which reads the audio data stream Safl from the stream 

) storage unit lOOb; and a stream flag decision means 105 which 

decides whether the audio data stream Saf 1 is a non-compressed 

stream or a compressed stream in accordance with the value of the 

compression ID flag Fco included in the audio data stream Safl 

that has been read, and outputs these streams separately. 

The stream reading unit lOOc further includes a decoding 

means 106 which decompresses, .by decoding, the compressed audio 

data stream output from the stream flag decision means 105 to 

output a decompressed audio data stream RSafl; and a watermarking 

) means 107 which inserts a watermark Dwm into the stream data area 

Sd of the non-compressed audio data stream Saf 1 output from the 

stream flag decision means 105 or into the stream data area Sd of 

the decompressed audio data stream RSafl output from the decoding 

means 106, and outputs a watermark-inserted audio data stream 

Sawl (refer to figure 2(c)). 

Further, the stream reading unit lOOc includes a DA 

conversion means 108 which performs DA conversion on the 

watermark-inserted audio data stream Sawl to output analog audio 
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data Aaw to a speaker 20, and this analog audio data Aaw is 

converted to a speech by the speaker 20. 

The watermark Dwm inserted· in the audio data stream by the 

watermarking means 107 is a flag indicating "copy inhibit" to 

protect the copyright for the audio data stream. 

This watermark is inserted in a non-compressed digital audio 

data (audio data stream), and the watermark-inserted audio data 

) stream is converted to analog audio data. 

) 

Generally, a watermark can be detected by comparison between 

digital audio data (audio data stream) including a watermark and 

digital audio data (audio data stream) including no watermark. 

Further, a watermark can be detected by comparison between analog 

audio data including a watermark (DA-converted digital audio data 

including a watermark) and analog audio data including no 

watermark (DA-converted digital audio data including no 

watermark) • 

In this first embodiment, with respect to the analog audio 

data Aaw obtained by DA converting the watermark-inserted audio 

data stream Saw, it is possible to detect the watermark from this 

analog audio data Aaw by analyzing this data Aaw or analyzing the 

audio data stream obtained by AD converting this data Aaw. 

Next, the operation will be described. 

Initially, a description will be given of the operation of 

writing an audio data stream into the IC card (recording medium) 

constituting the stream storage unit lOOb. 
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When an audio data stream s is supplied from the outside to 

the data recording and reproduction apparatus of the first 

embodiment, the stream attribute decision means 101 decides 

whether the input audio data stream S is a compressed audio data 

stream ESau or a non-compressed audio data stream Sau, and 

outputs attribute decision information Iajl indicating the result 

of the decision. To be specific, the decision by the stream 

) attribute decision means 101 is performed according to the 

compression method information Ico included in the stream header 

Sh: of the input audio data stream s. For example, when the value 

of, the compression method information Ico is "0", information 

indicating that the audio data stream s is not compressed is 

output as the attribute decision information Iajl from the stream 

attribute decision means 101. When the value of the compression 

method information Ico is "l", "2" or "3", information indicating 

that the audio data stream s is compressed is output as the 

) attribute decision information Iajl from the stream attribute 

decision means 101. 

Usually, the audio data stream s downloaded through the 

network lOa is the compressed audio data stream ESau, and the 

audio data stream s read from the portable recording medium lOb 

such as a CD is the non-compressed audio data stream Sau. 

Thereafter, in the flag-attached stream writing means 102, a 

compression ID flag Fco is attached to the stream header Sh of 

the audio data stream s in accordance with the attribute decision 
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information Iajl, and the flag-attached audio data stream Safl 

(refer to figure 2(b)) is written in the stream storage unit lOOb 

by the writing means 102. For example, when the stream attribute 

decision means 101 decides that the. audio data stream downloaded 

through the network lOa is compressed, the flag-attached stream 

recording means 102 sets the compression ID flag Fco to "1". on 

the other hand, when the stream attribute decision means 101 

decides that the audio data stream read from the CD is not 

compressed, the flag-attached stream recording means 102 sets the 

compression ID flag Fco to 11 0 11
• 

Next, a description will be given of the operation of 

reading the audio data stream from the stream storage unit lOOb. 

When reproducing the audio data, initially a stream read request 

is output from the stream reading means 104 to the stream storage 

unit lOOb and, thereafter, the flag-attached audio data stream 

Safl is read from the stream storage unit lOOb by the stream 

) reading means 104. Then, the stream flag decision means 105 

decides whether the audio data stream Saf 1 is compressed or not 

according to the value of the compression ID flag Fco in the 

stream header Sh of the audio data stream Safl. 

When it is decided that the read audio data stream is 

compressed, the audio data stream Safl is output from the stream 

flag decision means 105 to the decoding means 106. On the other 

hand, when it is decided that the read audio data stream is not 

compressed, the non-compressed audio data stream Safl is output 
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from the stream flag decision means 105 to the watermarking means 

107. 

In the decoding means 106, the compressed audio data stream 

Safl is decompressed by decoding, and the decompressed audio data 

stream RSafl is output from the decoding means 106 to the 

watermarking means 107. 

In the watermarking means 107, a watermark Dwm is inserted 

) in the non-compressed audio data stream, i.e., either the non­

compressed audio data stream Safl from the stream flag decision 

means 105 or the decompressed audio data stream RSafl from the 

decoding means 106. 

The watermark-inserted audio data stream Sawl (refer to 

figure 2{c)) is converted to analog audio data Aaw by the DA 

conversion means 108 to be output to the speaker 20. In the 

speaker 20, the analog audio data Aaw is converted to a speech to 

which a norm.al human ear responds. 

) As described above, the data recording and reproduction 

apparatus 100 of the first embodiment is provided with the stream 

attribute decision means 101 which decides whether an audio data 

stream supplied from the outside is compressed or not, and 

generates a compression ID flag Fco having a value according to 

the result of the decision. This flag Fee is attached to the 

audio data stream, and the audio data stream with the flag Fco is 

written in the stream storage.unit lOOb. Therefore, it is 

possible to decide whether or not the audio data stream read from 
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the stream storage unit IOOb is to be decompressed by decoding, 

in accordance with the compression ID flag Fco attached to the 

audio data stream. 

Accordingly, after reading the compressed audio data stream 

from the stream storage unit, it is decompressed and a watermark 

is inserted in the non-compressed audio data stream obtained by 

the decompression. 

In other words, with respect to the compressed audio data 

stream supplied from the outside, it is written in the stream 

storage unit immediately after the simple process of attaching a 

compression ID flag to the stream, whereby the time required for 

writing the compressed audio data stream in the stream storage 

unit can be reduced. 

Further, the quality of analog audio data obtained by 

reproducing the compressed audio data stream supplied from the 

outside is prevented from being degraded. 

In the case where watermarking is performed before writing 

the compressed audio data stream in the stream storage unit, the 

following processes are required: a decompression process of 

converting the compressed audio data stream to the non-compressed 

audio data stream by decoding, a watermarking process of 

inserting a watermark in the non-compressed audio data stream, 

and a compression process of compressing the watermark-inserted 

non-compressed audio data stream by coding. In this case, since 

the decompression and compression processes are adapted to non-
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reversible coding, degradation of sound quality occurs due to 

these processes. In contrast with this, in the case where 

watermarking is performed after reading the compressed audio data 

stream from the stream storage unit, only the above-described 

decompression and watermarking processes are required, and 

therefore degradation of sound quality due to compression can be 

avoided. 

· ) Further, in this first embodiment, a flag indicating that 

audio data including the flag is copy inhibited is used as a 

watermark to restrict copying of the audio data including the 

watermark. However, the copyright protection method using 

watermarking is not restricted thereto. 

For example, there is a method called "generation 

management" in which, a flag indicating how many times 

(generations} an audio data stream has been copied in past is 

inserted in the audio data stream as a watermark, and copying of 

) the audio data stream is inhibited when a predetermined number of 

times (generations) is exceeded. Furthermore, there is a method 

in which information indicating the n~me or the like of the 

copyright holder of an audio data stream is inserted in the 

stream as a watermark and, when the audio data stream is copied 

without permission, the name of the copyright holder is extracted 

from the audio data stream according to the watermark to clarify 

the copyright holder. 

(Embodiment 2) 
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Figure 4 is a block diagram for explaining a data recording 

and reproduction apparatus according to a second embodiment of 

the present invention. 

The schematic structure of the data recording and 

reproduction apparatus 200 of this second embodiment is identical 

to that of the apparatus 100 of the first embodiment shown in 

figure 1. That is, the data recording and reproduction apparatus 

) 200 is composed of an apparatus body which perfonns recording and 

reproduction of audio data, and a recording medium which is 

detachably mounted on the body and stores the audio data. 

) 

The data recording and reproduction apparatus 200 is 

supplied with, as audio data, a compressed audio data stream ESau, 

a non-compressed audio data stream Sau, or a scrambled compressed 

audio data stream ESau. When the scrambled compressed audio data 

stream ESau is input to the apparatus 200, a scramble key for 

descrambling is also input to the apparatus 200. 

In this second embodiment, to simplify the description, it 

is premised that a scrambled compressed audio data stream Esau 

with the corresponding scramble key or a non-scrambled compressed 

audio data stream ESau is downloaded through a network lOa to the 

apparatus 200, while a non-scrambled non-compressed audio data 

stream is supplied from a portable recording medium lOb such as a 

CD to the apparatus 200. Further, each of the audio data streams 

has the data structure shown in figure 2(a). 

To be specific, the data recording and reproduction 
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apparatus 200 comprises a stream storage unit 200b for storing 

audio data streams supplied from the outside, a stream writing 

unit 200a for writing the audio data streams into the stream 

storage unit 200b, and a stream reading unit 200c for reading the 

audio data streams from the stream storage unit 200b. 

The stream writing unit 200a and the stream reading unit 

200c are mounted on the apparatus body (refer to figure 1). The 

·) stream storage unit 200b corresponds to the recording medium, and 

it is constituted by the above-described IC card on which a 

semiconductor memory device (RAM) is mounted. 

The stream writing unit 200a includes a stream attribute 

decision means 201 which decides whether the audio data stream s 

supplied from the outside is compressed or not and whether the 

audio data stream S is scrambled or not, and outputs attribute 

decision information Iaj2 indicating the result of the decision; 

and a scramble key writing means 203 which writes a scramble key 

) Ksc for descrambling the scrambled audio data stream in the 

stream storage unit 200b, which scramble key Ksc is supplied from 

the outside of ~he apparatus 200. 

Further, the stream writing unit 200a includes a flag-

attached stream writing means 202 which attaches a compression ID 

flag Fco having a predetermined value and a scramble ID flag Fsc 

having a predetermined value, to the header Sh of the audio data 

stream s in .accordance with the attribute decision information 

Iaj2, and writes the audio data stream Saf2 with these flags Fco 
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and Fsc (refer to figure 5) in the stream storage unit 200b. 

The flag-attached stream writing means 202 sets the values 

o·f· the compression ID flag Fco and the scramble ID flag Fsc as 

fpllows. When the attribute decision information Iaj2 indicates 

that the input audio data stream is a non-compressed stream, the 

value of the compression ID flag Fco is set to "0". When the 

attribute decision information Iaj2 indicates that the input 

) audio data stream is a compressed stream, the value of the 

compression ID flag Fco is set to "1". When the attribute 

decision information raj2 indicates that the input audio data 

stream is not scrambled, the value of the scramble ID flag Fsc is 

set to "0". When the attribute decision information Iaj2 

indicates that the input audio data stream is scrambled, the 

value of the scramble ID flag Fsc is set to "1". 

The non-compressed audio data stream is a data stream in 

which digital audio data stored in its stream data area is not 

) compressed, while the compressed audio data stream is a data 

stream in which digital audio data stored in its stream data area 

is compressed. The non-scrambled audio data stream is a data 

stream in which digital audio data stored in its stream data area 

is not scrambled, while the scrambled audio data stream is a data 

stream in which digital audio data stored in its stream data area 

is scrambled. 

The stream reading unit 200c includes a stream reading means 

206 which reads the audio data stream Saf2 from the stream 
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storage unit 200b; and a first stream flag decision means 207 

which decides whether the audio data stream Saf 2 is a non­

compressed stream or a compressed stream in accordance with the 

va.l-ue of the compression ID flag Fco included in the audio data 

stream Saf2 which has been read, and outputs these streams 

separately. 

The stream reading unit 200c further includes a scramble key 

) reading means 205 which reads the scramble key Ksc from the 

stream storage unit 200b; and a descrambling means 208 which 

descrambles the scrambled audio data stream output from the first 

stream flag decision means 207 by using the scramble key Ksc, and 

outputs a descrambled audio data stream DSaf2. 

· Further, the stream reading unit 200c includes a second 

stream flag decision means 209 which receives either the non­

scrambled audio data stream Saf2 output from the first stream 

flag decision means 207 or the descrambled audio data stream 

) DSaf2 output from the descrambling means 208, and decides whether· 

the audio data streams Saf2 and DSaf2 are non-compressed data 

streams or compressed data streams in accordance with the values 

of the compression ID flags Fco included in these streams, and 

outputs these streams separately; and a decoding means 210 which 

decompresses the compressed audio data stream DSaf2 output from 

the decision means 209 by decoding to output a decompressed audio 

data stream RSaf2. 

The stream reading unit 200c further includes a watermarking 
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means 211 which inserts a watermark Dwm into the data area Sd of 

the non-compressed audio data stream Saf2 or DSaf2 output from 

the second stream flag decision means 209 or into the data area 

Sd of the decompressed audio data stream RSafl output from the 

decoding means 210, to output a watermark-inserted audio data 

stream Saw2 (refer to figure 2(c)), and a DA conversion means 212 

which performs DA conversion on the watermark-inserted audio data 

_) stream Saw2 to output analog audio data Aaw to a speaker 20. The 

analog audio data Aaw is converted to a speech by the speaker 20. 

In many cases, the stream writing unit 200a is constructed 

as an apparatus for wiring the audio data stream and the scramble 

key into the stream storage unit 200b, and the stream reading 

unit 200c is constructed as another apparatus for reading the 

audio data stream and the scramble key from the stream storage 

unit 200b. 

Further, the watermark Dwm to be inserted in the audio data 

) stream by the watermarking means 210 is a flag indicating "copy 

inhibit" as in the first embodiment of the invention. 

Next, the operation will be described. 

Initially, the operation of writing an audio data stream 

into the recording medium 200b will be described.. 

When an audio data stream is supplied from the outside to 

the data recording and reproduction apparatus 200, the stream 

attribute decision means 201 decides whether the input audio data 

stream is compressed or not and whether the input audio data 
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stream is scrambled or not, and outputs attribute decision 

information Iaj2 according to the result of the decision. 

To be specific, decision of the stream attribu.te decision 

means 201 depends on the values of the compression method 

information Ico and the scrambling information Isc which are 

stored in the stream header Sh of the input audio data stream. 

For example, when the value of the compression method information 

) Ico is "0", the audio data stream S is decided as being not 
·' 

compressed. When the value of the compression method information 

Ico is 11 1 11
, 

11 2" or 11 3", the audio data stream S is decided as 

being compressed. Further, when the value of the scrambling 

information Isc is "0 11
, the audio data streams is decided as 

being not scrambled. When the value of the scrambling 

information Isc is "1 11
, the a:udio data stream S is decided as 

being scrambled. 

usually, in many cases, the audio data stream downloaded 

) from the network lOa is either the scrambled compressed audio 

data stream ESau or the non-scrambled compressed audio data 

streain ESau, while the audio data stream read from the portable 

recording medium lOb such as a CD is the non-scrambled non-

compressed audio data stream Sau. 

Thereafter, in the flag-attached stream writing means 202, 

the compression ID flag Fee and the scramble ID flag Fsc are 

attached to the stream header Sh of the audio data stream in 

accordance with the attribute decision information Iaj2, and the 



62 

flag-attached audio data stream Saf2 (refer to figure 5) is 

writt.en in the stream storage unit 200b by the writing means 202. 

,;,.For example, when the input audio data stream is decided as 

being .. '. compressed and scrambled, the values of the compression ID 

flag Fco and the scramble ID flag Fsc are set to "1". When the 

input audio data stream is decided as being compressed but not 

scrambled, the value of the compression ID flag Fco is set to "1" 

· ) and the value of the scramble ID flag Fsc is set to "O" • When 

the input audio data stream is decided as being not compressed 

but scrambled, the value of the compression ID flag Fco is set to 

"0" a-nd the value of the scramble ID flag Fsc is set to "1". 

Further, when the input audio data stream is decided as being not 

compressed nor scrambled, the values of the compression ID flag 

Fco and the scramble ID flag Fsc are set to "0". 

Further, when the input audio data stream is scrambled, the 

scramble key Ksc for descrambling this audio data stream is input 

) to the data recording and reproduction apparatus 200, and this 

scramble key Ksc is written in the stream storage unit 200b by 

the writing means 203. 

Next, the operation of reading the audio data stream from 

the stream storage unit 200b will be described. 

When reproducing the audio data, initially a stream read 

request is output from the stream reading means 206 to the stream 

storage unit 200b, and thereafter the flag-attached audio data 

stream Saf2 is read from the stream storage unit 200b by the 
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stream reading means 206. Then, the first stream flag decision 

meanSE:it'.207 decides whether the audio data stream Saf2 is scrambled 

or no:t:.; according to the value of. the scramble ID flag Fsc 

included---·in the stream header Sh of the audio data stream Saf2. 

·.·····When the read audio data stream Saf2 is· decided as being 

scrambled, the audio data stream Saf2 .is output from the stream 

flag decision means 207 to the descrambling means 208. Further, 

. ) the scramble. key Ksc corresponding to the read audio data stream · 

Saf2 .:i$. read from the stream storage unit 200b to be output to 

the descrambling means 208. In the descrambling means 208, the 

read audio data stream Saf2 is descrambled by using the 

corresponding scramble key Ksc, and the descrambled audio data 

stream DSaf2 is output to the second stream flag decision means 

209~ 

on the other hand, when the first stream flag decision means 

207 decides that the read audio data stream is not scrambled, the 

) audio data stream Saf2 is output from the stream flag decisi~n 

means 207 to the second stream flag decision means 209. 

In the second stream flag decision means 209, it is decided 

whether the audio data stream Saf2 or the descrambled audio data 

stream DSaf2 is compressed or not, according to the value of the 

compression ID flag Fco included in the stream header Sh of the 

audio data stream Saf2. 

When the audio data stream is decided as being compressed, 

the audio data stream Saf 2 or DSaf2 is output from the second 
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stream,-,flag decision means 109 to the decoding means 210. .In· the 

decodin9." means 210, the compressed audio ·data stream Saf2 ·or · 

... DSaf2 if.I.:" decompressed by decoding, and the .decompressed· audio·· 

, ~ data s~am RSaf is. output from the decoding·· means. 210 to the· 

.~ ;,: ,, 

wat.ermarking means 211 • 

. On the other hand, when the second stream .flag decision 

means 209.· decides that the read audio data stream Saf2 or DSaf2 

is not compressed, the audio data stream Saf2 or DSaf2 is output 

from the.second stream flag decision means 209 to the 

watermarking means 211. 

IIt:~the watermarking means 211, a· watermark Dwm is inserted 

in the··'DQn-..compressed audio data stream, i.e. , the non-compressed 

audio data stream Saf 2 or DSaf 2 output from the second stream· 

flag decision means 209, or the decompressed audio data stream 

RSaf output from the decoding means 210. 

The watermark-inserted audio data stream Saw2 is converted 

) to analog audio data Aaw by the DA conversion means 212 to be 

output to the speaker 20. In the speaker 20, the analog audio 

data Aaw is converted to a speech to which a normal human ear 

responds. 

As described above, the data recording and reproduction 

apparatus 200 of the second embodiment is provided with the 

stream attribute decision means 201 which decides whether an 

audio data stream supplied from the outside is compressed or not 

and whether the audio data stream is scrambled or not, and 
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generates a contpression ID flag Fco and a scramble·-.. ID ·.flag Fsc 

acco,in:g·to· the· result of the decision.· These~ID·flags.Fco·and 

.Fsc. fe 'attached to the ·audio data stream, .. and ... the. audio ·data 
"'114. . . ·::· ... : . : ·.. ' . . .. .'. .. 

stre· . \'Ii.th.: these '.flags is written in- the· 'St;t:;ea.."n · S'tbra:ge: :unit . 

2oob.~.:Therefor·e, ··iti':±s:._;·po~sible to"decide.·.tha:c· t:he .~ud:b:!r·dat:a . 

stream=,{reaci·;,.f:rriln""'the ''s'-eream storage, unit· 1:001f.i:s .·to·,be·, snb:ject.~d ..... 
. ~. . ' 

to both~;c)if·. :~~cod'ling: <and ··:·-aescramblihg , .. ; or ohe. of• th~E:e .. prc:ices'ses , .. 

. ··) or non4of " these proces.ses.,. in ·acc6rdance ., ·w,i:~:b.: :th.e. ·ro .fl.ag:S Fco 
~- _. . 

and life inclurjed in the audio data: stream. . · .. ~· 
··r 

.ccordingly, after read·ing. the compressed· audio data .. s.trea~ 
:~....:.· 

or tl··scrambled ·audio· data stream from the .stream storag:e. unit, 

it is~(iecompressed or descrambled, and a wa:.termark is in~erted l.n 
't . -~ 

the non-sc.rambled"non-c6m:pressed audio.data stream. Tbeteby, the 

quality of reproduced audj.o data is prevented from being degraded,. 

as described for the first embodiment. 

Further, with respect to the compressed audio data stream or 

) scrambled compressed audic.> data stream supplied from the outside, 

it is written in the stream storage unit immediately after the 

simple process of attaching a compression ID flag and a scramble 

ID flag Fsc to the stream, whereby the time required for writing 

the compressed audio data stream in the stream storage unit can 

be reduced. 

Further, this second embodiment employs, as a watermark, a 

flag indicating that audio data including it is copy inhibited, 

thereby restricting copying of the audio data including the 

,, 
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watermark. However, the copyriqht protection· method using 

wa;;t.ermarking· is not restricted thereto, and those methods: 

de.$cribed for the first embodiment may: be employed. · · 

{Em~odime~t 3 )·. -> 1 : ·:.' ..... · 

·;fr:. ·:Figure.-6·.,is .a= block diagram fo.r ·explaining a. data ·re-cording 

·and r.eproducti.on. appa.r.~tus accord-ing to a:. third· embodiment of the· · 

pre.sent. invention. 

) The· data .-recording and reproduction apparatus ·300 i·s · 

co~posed of a stream· s·toi:-age unit 300b for storing· an audio data 

:stJ;eam supplied. from the outside,· a stream. writing unit 300a for 

wrA¢-ing. the _aud~o data stream into ·the- stream storage .unit -300b, 
~~· . 

and· a stream r~ading· unit 300c for reading· the· audio data stream 

from.the _stream st~raqe unit 300b. 

The stream writing unit 300a and the stream reading unit 

300c are mounted on the apparatus body (refer to figure 1). The 

stream. storage unit 300b corresponds to the recording medium 

) which is detachably mounted on the apparatus body, and it is 

constituted by an IC card on which a semiconductor memory device 

(RAM) is mounted. However, the stream storage unit 300b is not 

restricted to an IC card type device, it may be constituted by a 

memory stick type device. 

Further, the audio data stream supplied from the outside is 

either a compressed audio data stream ESau or a non-compressed 

audio data stream Sau, as in the first embodiment of the 

invention. For example, the compressed audio data stream ESau is 
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downloaded through a network lOa, and the non-compressed,audio 

da.ta•stream'Sau is supplied from a portable recording medium such 

as:' a CD.·. 

<\It ·.. Hereinafter, the constituents of the. apparatus· will·. be 

des er ibed · in ··detail• · .. 

The:: stream writing unit 30.0a is identical to· the stream 

writing unit lOOa of the first embodiment including the stream. 

) attribute decision means 101 and the stre·am writing means 102. 

· ···~~ The stream reading unit 300c includes an· apparatus type 

in-formation holding means 315 for holding information which 

in&icates the type of the data recording and reproduction 

apparatus 300 (apparatus type information Ity), in addition to 

the constituents of the stream reading unit lOOc of the first 

embodiment. In the apparatus type information holding means 315, 

a predetermined value, for example, "1" or "0 11
, is stored in 

advance as the value of the apparatus type information Ity. 

) The stream storage unit 300b includes a stream storage means 

311 which stores the audio data stream output from the stream 

writing means 102; and an authorized apparatus type information 

storage means 312 which stores the value of information 

indicating the apparatus type that is permitted to read the audio 

data stream from the stream storage means 311 (authorized 

apparatus type information Ity). 

Figure 7 is a diagram illustrating the contents stored in 

the authorized apparatus type information storage means 312. The 
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value "0" of the authorized apparatus type information Ity stored 

· in,the storage means 312 indicates that the corresponding data 

recording and reproduction apparatus is a player having the 

function of inserting a watermark at the time of reproduction. 

The value "l" of the authorized apparatus type information Ity 

· stored in the· storage Iraeans 312 indicates that the corresponding 

data recording and reproduction apparatus is a recorder having 
.... , . 

. ) the function of inserting a watermark at the time of reproduction. 

The stream· storage unit 300b further includes an apparatus 

type information obtaining means 314 which reads the value of the 

apparatus type information Ity of the data recording and 

reproduction apparatus 300, from the apparatus type information 

storage means 315 in the stream reading unit 300c, in response to 

a read request from the stream reading unit 300c; and a stream 

read permission decision means 313 which searches the apparatus 

type information Ity stored in the authorized apparatus type 

) information storage means 312 for the value of the read apparatus 

type information Ity, and decides whether reading of the audio 

data stream from the stream storage means 311 is to be permitted 

or not in accordance with the result of the search. 

To be specific, the stream read permission decision means 

313 permits the stream reading means 104 to read the audio data 

stream when the value of the apparatus type information Ity read 

from the apparatus type information holding means 315 agrees with 

any of the values of the apparatus type information Ity stored in 
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the authorized apparatus type information storage means 312. On 

the other hand, the stream read permission decision means 313 

iithibits the stream reading means 104 from re.ading the audio data 

stream when the value of the apparatus type information Ity read 

from the apparatus type information holding means 315 agrees with 

none of the values of the apparatus type information Ity stored 

in the authorized apparatus type information storage means 312. 

For example, when the value of the apparatus type 

in'f ormation Ity held by the apparatus type information holding 

means 315 is "1" (a recorder with the function of inserting a 

watermark at reproduction), since the value "1" of the apparatus 

type information Ity is stored in the a~thorized apparatus type 

information storage means 312 as shown in figure 7, reading of 

the audio data stream is permitted. In this case, the stream 

reading means 104 can read the _audio data stream from the stream 

storage means 311. 

) On the other hand, when a value not shown in figure 7, for 

example, "2" is held in the apparatus type information holding 

means 315 or when the stream reading unit 300c does not have the 

apparatus type information holding means 315 and so the apparatus 

type information obtaining means 314 cannot obtain the value of 

the apparatus type information Ity, reading of the audio data 

stream is inhibited. In this case, the stream reading means 104 

cannot read the audio data stream from the stream storage means 

311. 
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In this third embodiment, since the stream storage unit 300b 

is constituted by an IC card as shown in figure 1, the stream 

storage means 311 and the authorized apparatus type information 

storage means 312 are implemented by a RAM mounted on the IC card. 

The stream read permission decision means 313 and the apparatus 

type information obtaining means 314 are implemented by a CPU 

mounted on the IC card. 

Further, in many cases, the stream writing unit 300a is 

constructed as an apparatus for performing writing of the audio 

data stream into the stream storage unit 300b, while the stream 

reading unit 300c is constructed as another apparatus for 

performing reading of the audio data stream from the stream 

storage unit 300b. 

Next, the operation will be described. 

The operation of writing the audio data stream into the IC 

card (recording medium) constituting the stream storage unit 300b 

) is identical to that already described for the first embodiment 

and, therefore, this operation will be briefly described 

hereinafter. 

In the stream attribute decision means 101, it is decided 

whether an audio data stream s supplied from the outside is a 

compressed audio data stream ESau or a non-compressed audio data 

stream Sau, and attribute decision information Iajl indicating 

the result of the decision is output from the decision means 101. 

Thereafter, in the flag-attached stream writing means 102, a 
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compression ID flag Fco is attached to the stream header Sh of 

the audio data stream S in accordance with the attribute decision 

information Iajl, and the flag-attached audio data stream Safl 

(refer to figure 2(b)) is written in the stream storage unit 300b 

by the writing means 102. In this third embodiment, the flag­

attached audio data stream Safl is written in the stream storage 

means 311 of the stream storage unit 300b. 

-) Next, the operation of reading the audio data stream from 

the stream storage unit 300b will .l:)e described. 

Initially, a stream read request is output from the stream 

reading means 104 to the stream storage unit 300b. Then, the 

value of the apparatus type information Ity held by the apparatus 

type information holding means 315 in the stream reading unit 

300c is read by the apparatus type information obtaining means 

314 to be output to the stream read permission decision means 313. 

In the stream read permission decision means 313, searching 

) is carried out as to whether the value of the apparatus type 

information Ity which has been read is stored in the authorized 

apparatus type information storage means 312 or not. When the 

value of the read apparatus type information Ity is stored in the 

storage means 312, the permission decision means 313 decides that 

the stream reading means 104 is permitted to read the audio data 

stream. When the value of the read apparatus type information 

Ity is not stored in the storage means 312, the permission 

decision means 313 decides that the stream reading means 104 is 
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inhibited from reading the audio data stream. 

In other words, the audio data stream stored in the stream 

storage means 311 can be read by the stream reading means 104 

only when the stream read permission decision means 313 decides 

that reading is permitted. Thereby, the audio data stream Safl 

is read from the stream storage means 311 by the stream reading 

means 104. 

For example, when the value of the apparatus type 

information Ity held by the apparatus type information holding 

means 315 is "1" (a recorder with the function of inserting a 

watermark at reproduction), this value agrees with one of the 

plural values of the apparatus type information Ity stored in the 

authorized apparatus type information storage means 312. 

Therefore, in the stream read permission decision means 313, the 

same value as the value of the apparatus type information Ity 

read by the apparatus type information obtaining means 314 is 

) detected from the authorized apparatus type information storage 

means 312. At this time, the permission decision means 313 

decides that reading is permitted, and this decision permits the 

stream reading means 104 to read the audio data stream from the 

stream storage means 311. 

On the other hand, when a value other than the plural values 

of the apparatus type information Ity stored in the authorized 

apparatus type information storage means 312, for example, "2" is 

held by the apparatus type information holding means 315, the 
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stream read permission decision means 313 decides that reading 

should be inhibited. Further, when the stream reading unit 300c 

does not have the apparatus type holding means 315 and so the 

apparatus type information obtaining means 314 cannot obtain any 

value.as the apparatus type information Ity, the stream read 

permission decision means 313 decides that reading is inhibited, 

and this decision disables the stream reading means 104 to read 

·) the audio data stream from the stream storage means 311. 

) 

·The purpose of deciding whether reading of the audio data 

stream is permitted or not (inhibited) by the stream read 

permission decision means 313 is to avoid that the audio data 

stream is undesirably read from the stream storage unit 300b by a 

reproduction apparatus which does not perform watermarking when 

reproducing the audio data stream and thereby the audio data 

stream is reproduced or copied without being subjected to 

watermarking to protect the copyright. 

The audio data stream read from the stream storage unit 300b 

by the stream reading means 104 is subjected to watermarking in 

the same manner as described for the f irs.t embodiment, and the 

watermark-inserted audio data stream is converted to analog audio 

data. 

In brief, the stream flag decision means 105 decides whether 

the read audio data stream Safl is compressed or not in 

accordance with the value of the compression ID flag Fco included 

in the audio data stream Safl. Only when the audio data stream 
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Saf l is compressed, it is decompressed by decoding in the 

decoding means 106, and the decompressed audio data stream RSafl 

is output to the watermarking means 107. 

In the watermarking means 107, a watermark is inserted in 

the non-compressed data stream, i.e., the decompressed audio data 

stream RSafl from the decoding means 106 or the audio data stream 

which has been decided as being not compressed by the stream flag 

·) decision means 105. Thereby, the audio data stream read from the 

stream storage unit 300b is in the copyright protected state. 

The watermark-inserted audio data stream Sawl is converted to 

analog audio data Aaw by the DA conversion means 108, and the 

analog audio data Aaw is converted to a speech to which a normal 

human ear responds, by the speaker 20. 

As described above, in the data recording and rep~oduction 

apparatus 300 of this third embodiment, the stream reading unit 

300c includes the means 315 for holding the value of the 

) apparatus type information Ity of this apparatus 300, and the 

stream storage unit 300b includes the means 312 for storing the 

information indicating the types of apparatuses which are 

permitted to read the audio data stream. In the stream storage 

unit 300b, it is checked by searching as to whether the value of 

the apparatus type information Ity of this apparatus 300 is 

stored in the storage means 312 or not, and reading of the audio 

data stream is permitted or inhibited according to the result of 

the search. Therefore, in addition to the effects of the first 
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embodiment, it is possible to avoided that the audio data stream 

is undesirably read from the stream storage unit 300b by a 

reproduction apparatus which does not perform watermarking when 

reproducing the audio data stream and so the audio data stream is 

reproduced or copied without being subjected to watermarking to 

protect the copyright. 

(Embodiment 4) 

Figure 8 is a block diagram for explaining a data recording 

and reproduction apparatus 400 according to a fourth embodiment 

of the present invention. 

The data recording and re~roduction apparatus 400 is 

composed of a streall!. storage unit 400b for storing ~n audio data 

stream supplied from the outside, a stream writing unit 400a for 

writing the audio data stream into the stream storage unit 400b, 

and a stream reading unit 400c for reading the audio data stream 

from the stream storage unit 400b, like the data recording and 

) reproduction apparatus 200 according to the second embodiment 

shown in figure 4. 

The stream writing unit 400a and the stream r~ading unit 

400c are mounted on the apparatus body {refer to figure 1). The 

stream storage unit 400b corresponds to the recording medium 

which is detachably mounted on the apparatus body, and it is 

constituted by an IC card on which a semiconductor memory device 

(RAM) is mounted. The stream storage unit 400b is not restricted 

to an IC card type device, it may be constituted by a memory 
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stick type device. 

Further, the audio data stream supplied from the outside is 

a compressed audio data stream ESau, or a non-compressed audio 

data :.stream Sau, or a scrambled compressed audio data stream ESau, 

as described for the second embodiment of the invention. When 

the scrambled compressed audio data s.tream ESau is supplied, a 

scramble key Ksc for descrambling is also supplied to the data 

) recording and reproduction apparatus 400. 

In this fourth embodiment, to simplify the description, it 

is premised that a scrambled compressed audio data stream ESau 

with .. the corresponding scramble key or a non-scrambled compressed 

audio data stream Esau is downloaded through a network lOa to the 

apparatus 200, while a non-scrambled non-compressed audio data 

stream is supplied from a portable recording medium lOb such as a 

CD to the apparatus 200. Further, each audio data stream has the 

data structure shown in figure 2(a). 

) Hereinafter, the constituents of the apparatus will be 

described in detail. 

The stream writing unit 400a is identical to the stream 

writing unit 200a of the second embodiment including the stream 

attribute decision means 201, the flag-attached stream writing 

means 202, and the scramble key writing means 203. 

The stream reading unit 400c includes an apparatus type 

information holding means 416 for holding the value of 

information which indicates the type of the data recording and 
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reproduction apparatus 400 (apparatus type information Ity), in 

addition to the constituents of the stream reading unit 200c of 

the. second embodiment. In the apparatus type information holding 

means 416, a predetermined value, for example, "1" or "0", is 

stored in advance as a value of the apparatus type information 

Ity. These values "1" and "0" of the apparatus type information 

Ity indicate the same contents as those of the third embodiment. 

) That is, the value "0" of the apparatus type information Ity 

means that the corresponding data recording and reproduction 

apparatus is a player having the function of inserting a 

watermark at the time of reproduction. The value "1" of the 

apparatus type information Ity means that the corresponding data 

recording and reproduction apparatus is a recorder having the 

function of inserting a watermark at the time of reproduction. 

The stream storage unit 400b includes a stream storage means 

413 which stores the audio data stream Saf2 output from the flag-

.) attached stream writing means 202; a scramble key storage means 

412 which stores the scramble key Ksc output from the scramble 

key writing means 203; .and an authorized apparatus type 

information storage means 411 which stores the values of 

information indicating the types of apparatuses which are 

permitted to read the audio data stream Saf2 from the stream 

storage means 413 (authorized apparatus type information Ity). 

The stream storage unit 400b further includes an apparatus 

type information obtaining means 414 which reads the value of the 
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apparatus type information Ity of the data recording and 

reproduction apparatus 400 from the apparatus type information 

storage means 416 of the stream reading unit 400c, in accordance 

with-a read request from the stream reading unit 400c; and a 

stream read permission decision means 415 which searches the 

values of the apparatus type information Ity stored in the 

authorized apparatus type information storage means 411 for the 

) value of the apparatus type information Ity which has been read, 

and decides whether reading of the audio data stream from the 

stream storage means 413 is to be permitted or not, according to 

the result of the search. 

In the stream read permission decision means 415, the 

decision as to whether reading of the audio data stream is to be 

permitted or not is carried out in the same manner as described 

for the stream read permission decision means 313 of the third 

embodiment. 

) For example, when the value of the apparatus type 

information Ity held by the apparatus type information holding 

means 416 is "1" (a recorder with the function of inserting a 

watermark at reproduction), since the value "1" of the apparatus 

type information Ity is stored in the authorized apparatus type 

information storage means 411 as shown in figure 7, reading of 

the audio data stream is permitted. on the other hand, when a 

value not shown in figure 7, for example, "2", is held in the 

apparatus type information holding means 416 or when the stream 
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reading unit 400c does not have the apparatus type information 

holding means 416 and so the apparatus type information obtaining 

means· 414 cannot obtain the value of the apparatus type 

information Ity, reading of the audio data stream is inhibited. 

' In this fourth embodiment, since the stream storage unit 

400b is constituted by an IC card as shown in figure 1, the 

stream storage means 413, the scramble key storage means 412, and 

·) the authorized apparatus type information storage means 411 are 

implemented by a RAM mounted on the IC card. The stream read 

permission decision means 415 and the apparatus type information 

obtaining means 414 are implemented by a CPU mounted on the IC 

card. 

Further, in many cases, the stream writing unit 400a is 

constructed as an apparatus for writing the audio data stream 

into the stream storage unit. 400b, while the stream reading unit 

400c is constructed as another apparatus for reading the audio 

) data stream from the stream storage unit 400b. 

Next, the operation will be described. 

Initially, the operation of writing the audio data stream 

into the IC card (recording medium) constituting the stream 

storage unit 400b is identical to that already described for the 

second embodiment and, therefore, this operation will be briefly 

described hereinafter. 

The stream attribute decision means 201 decides whether the 

audio data stream S (Sau or ESau) supplied from the outside. is 
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compressed or not and whether the audio data stream S is 

scrambled or not, and outputs the attribute decision information 

Iaj2 indicating the result of the decision. For example, when 

the input audio data stream is compressed, "1" is set as the 

value of the compression ID flag Fco. When the input audio data 

stream is not compressed, "0" is set as the value of the 

compression ID flag Fee. When the input audio data stream is 

) scrambled, "1" is set as the value of the scramble ID flag Fsc. 

~en the input audio data stream is not scrambled, "0" is set as 

the value of the scramble ID flag Fsc •. 

In the flag-attac~ed stream writing means 202, the 

compression ID flag Fee and the scramble ID flag Fsc are attached 

to the stream header Sh of the audio data stream s, and the flag­

attached audio data stream Saf2 (refer to figure 5) is written in 

the stream storage unit 400b by the writing means 202. In this 

fourth embodiment, the flag-attached audio data stream Saf2 is 

) written in the stream storage means 413 of the stream storage 

unit 400b. 

When the input audio data stream s is scram}?led, 

simultaneously with wiring the audio data stream, a scramble key 

for descrambling the scrambled audio data stream is written in 

the scramble key storage means 412 by the scramble key writing 

means 203. 

,• Next, the operation of reading the audio data stream Saf2 

from the stream storage unit 400b will be described. 
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Initially, a stream read request is output from the stream 

reading means 206 to the stream storage unit 400b. Then, the 

value of the apparatus type information Ity held by the apparatus 

type information holding means 416 of the stream reading unit 

400c is read by the apparatus type information obtaining means 

414 to be output to the stream read permission decision means 415. 

Next, in the stream read permission decision means 415, it 

-) is decided whether reading of the audio data stream is permitted 

or not, in the same manner as described for the stream read 

permission decision means 313 of the third embodiment. That is, 

in the stream read permission decision means 415, searching is 

carried out as to whether the value of the apparatus type 

information Ity which has been read is stored in the authorized 

apparatus type information storage means 411 or not. When the 

value of the read apparatus type information Ity is stored in the 

storage means 411, the permission decision means 415 decides that 

· ) the stream reading means 206 is permitted to read the audio data 

stream. When the value of the read apparatus type information 

Ity is not stored in the storage means 411, the permission 

decision means 415 decides that the stream reading means 206 is 

inhibited from reading the audio data stream. 

In other words, the audio data stream stored in the stream 

storage means 413 can be read by the stream reading means 206 

only when the stream read permission decision means 415 decides 

that reading is permitted. Thereby, the audio data stream Saf2 
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is read from the stream storage means 413 by the stream reading 

means 206. 

Further, wnen the audio data stream Saf2 read from the 

stream storage means 413 is scrambled, the scramble key Ksc for 

descrambling the audio data stream is read from the scramble key 

storage means 412 by the scramble key reading means 412. 

Thereafter, the audio data stream read from the stream 

) storage unit 400b by the stream reading means 206 is subjected to 

watermarking in the same manner as described for the second 

embodiment, and the watermark-inserted audio data stream is 

converted to analog audio data. 

To be brief, in the first stream flag decision means 207, it 

is decided whether the audio data stream is scrambled or not, in 

accordance with the value of the scramble ID flag Fsc included in 

the read audio data stream Saf2. Only when the audio data stream 

is scrambled, the audio data stream is descrambled in the 

) descrambling means 208 by using the scramble key Ksc read by the 

scramble key reading means 205. 

Next, in the second stream flag d~cision means 209, it is 

decided whether the descrambled audio data stream DSaf2 from the 

descrambling means 208 or the non-scrambled audio data stream 

Saf2 from the first stream flag decision means 207 is compressed 

or not, according to the value of the compression ID flag Fco 

included in the audio data stream DSaf2 or Saf2. 

Only when the audio data stream DSaf2 or Saf2 is compressed, 
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the audio data stream is decompressed by decoding in the decoding 

means 210, and the decompressed audio data stream RSaf2 is output 

to·the watermarking means 211 • 

.. ,. In the watermarking means 211, a watermark is inserted in 

the non-compressed audio data stream, i.e., the decompressed 

audio data stream RSaf2 output from the decoding means 210, or 

the audio data stream DSaf2 or Saf2 which has been decided as 

') being not compressed by the second stream flag decision means 209. 

Thereby, the audio data· stream read from the stream storage unit 

400b goes in the copyright protected state. The watermark-

inserted audio data stream Saw2 is.converted to analog audio data 

Aaw by the DA conversion means 212, a~d the analog audio data Aaw 

is converted by the speaker 20 to a speech to which a normal 

human ear responds. 

As described above, in the data recording and reproduction 

apparatus 400 of this fourth embodiment, in addition to the 

~) constituents of the apparatus 200 of the second embodiment, the 

stream reading unit 400c includes the means 416 for holding the 

value of the apparatus type information Ity of this apparatus 400, 

and the stream storage unit 400b includes the means 411 for 

storing the information indicating the types of apparatuses which 

are permitted to read the audio data stream. In the stream 

storage unit 400b, it is checked by searching as to whether the 

value of the apparatus type information Ity of this apparatus 400 

is stored in the storage means 411 or not, and reading of the 
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audio data stream is permitted or inhibited according to the 

result of the search. Therefore, in addition to the effects of 

t,he first embodiment, it is avoided that the audio data stream is 

undesirably read from the stream storage unit 400b by a 

reproduction apparatus which does not perform watermarking when 

reproducing the audio data stream and so the audio data stream is 

reproduced or copied without being subjected to watermarking to 

) protect the copyright. 

(Embodiment 5) 

Figure 9 is a block diagram for explaining a data recording 

and reproduction apparatus 500 according to a fifth embodiment of 

the present invention. 

The data recording and reproduction apparatus 500 is 

provided with a stream storage unit SOOb for storing an audio 

data stream supplied from the outside, a stream writing unit SOOa 

for writing the audio data stream into the stream storage unit 

) SOOb, and a stream reading unit 500c for reading the audio data 

stream from the stream storage unit SOOb, like the data recording 

and reproductio~ apparatus 400 according to the fourth embodiment 

shown in figure a. 

The stream writing unit 500a and the stream reading unit 

500c are identical to the stream writing unit 400a and the stream 

reading unit 400c according to the fourth embodiment, 

respectively. 

The stream storage unit SOOb includes a scramble key readout 
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permission decision means 515 instead of the stream readout 

permission decision means 415 of the stream storage unit 400b 

according to the fourth embodiment. 

.· -~ To be specific, the stream sto·rage unit 500b includes a 

stream storage means 413 which stores the audio data stream Saf2 

output from the flag-attached stream writing means 202; a 

scramble key storage means 412 which stores the scramble key Ksc 

.·) output from the scramble key writing means 203; and ari authorized 

apparatus type information storage_ means 411 which stores the 

values of information indicating the types of· apparatuses that 

are permitted to read the audio data stream Saf2 from the stream 

storage means 413 (authorized apparatus type information Ity). 

The stream storage unit 500b further includes an apparatus type 

information obtaining means 414 which reads the value of the 

apparatus type information Ity of the data recording and 

reproduction apparatus 500 from the apparatus type information 

) storage means 416 of the stream reading unit 500c, in accordance 

with a read request from the stream reading unit 500c; and a 

scramble key read permission decision means 515 which searches 

the values of the apparatus type information Ity stored in the 

authorized apparatus type information storage means 411 for the 

value of the apparatus type information Ity which has been read, 

and decides whether reading of the scramble key Ksc from the 

scramble key storage means 412 is to be permitted or not, 

according to the result of the search. 
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In the scramble key read permission decision means 515, the 

de.cision as to whether reading of the scramble key Ksc is to be 

permitted or not is carried out in the same manner as described 

for the stream read permission decision means 415 of the fourth 

embodiment. 

For example, when the value of the apparatus type 

information Ity held by the apparatus tyPe information holding 

) means 416 is "1" (a recorder with the function of inserting a 

watermark at reproduction), since the value "1" of the apparatus 

type information Ity is stored in the authorized apparatus type 

information storage means 411 as shown in figure 7, reading of 

the scramble key is permitted. on the other hand, when a value 

not shown in figure 7, for example, "2", is held in the apparatus 

type information holding means 416 or when the stream reading 

unit 500c does not have the apparatus type information holding 

means 416 and so the apparatus type information obtaining means 

) 414 cannot obtain the value of the apparatus type information Ity, 

reading of the scramble key is inhibited. 

In this fifth embodiment, since the stream ~torage unit 500b 

is constituted by an IC card as shown in figure 1, the stream 

storage means 413, the scramble key storage means 412, and the 

authorized apparatus type information storage means 411 are 

implemented by a RAM mounted on the IC card. The scramble key 

read permission decision means 515 and the apparatus type 

information obtaining means 414 are implemented by a CPU mounted 
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on the IC card. 

Further, in many cases, the stream writing unit 500a is 

constructed as an apparatus for writing the audio data stream 

into.the stream storage unit SOOb, while the stream reading unit 

SOOc is constructed as another apparatus for reading the audio 

data stream from the stream storage unit SOOb. 

Next, the operation will be described. 

Initially, the operation of writing the audio data stream 

into the IC card (recording medium) constituting the stream 

storage unit 500b is identical to that already described for the 

fourth embodiment. 

That is, the stream attribute decision means 201 decides 

whether the audio data stream S supplied from the outside is 

compressed or not and whether the audio data stream is scrambled 

or· not, and outputs attribute decision information Iaj2 

indicating the result of the decision • 

. ) In the flag-attached stream writing means 202, a compression 

ID flag Fco and a scramble ID flag Fsc are attached to the stream 

header Sh of the audio data stream s in accordance with the 

attribute decision information Iaf2, and the flag-attached audio 

data stream Saf2 (refer to figure 5) is written in the stream 

storage unit SOOb by the writing means 202. In this fifth 

embodiment, the flag-attached audio data stream Saf2 is written 

in the stream storage means 413 of the stream storage unit SOOb. 

When the input audio data stream s is scrambled, 
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simultaneously with wiring the audio data stream, a scramble key 

for descrambling the scrambled audio data stream is written in 

the scramble key storage means 412 by the scramble key writing 

means 203. 

Next, the operation of reading the audio data stream Saf2 

from the stream storage unit 500b will be described. 

Initially, a stream read request is output from the stream 

:) reading means 206 to the stream storage unit 500b. Then, the 

value of the apparatus type information Ity held by the apparatus 

type information holding means 416 of the stream reading unit 

5°00c is read by the apparatus type information obtaining means 

414 to be output to the scramble key read permission decision 

means 515. 

In the scramble key read permission decision means 515, 

decision as to whether reading of the scramble key is permitted 

or not is carried out in the same manner as the decision by the 

) stream read permission decision means 415 of the fourth 

embodiment. That is, in this decision means 515, searching is 

performed as to whether the value of the apparatus type 

information Ity which has been read is stored in the authorized 

apparatus type information storage means 411 or not. When the 

value of the read apparatus type information Ity is stored in the 

storage means 411, the permission decision means 515 decides that 

the scramble key reading means 205 is permitted to read the 

scramble key. When the value of the read apparatus type. 
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information Ity is not stored in the storage means 411, the 

permission decision means 515 decides that the scramble key 

reading means 205 is inhibited from reading the scramble. key. 

'< • · In other words, the scramble key stored in the scramble key 

storage means 412 can be read by the scramble key reading means 

205 only when the scramble key read permission decision means 515 

decides that reading is permitted. Thereby, the scramble key Ksc 

· .. ) is read from the scramble key storage means 412 by the scramble 
.··"' 

key reading means 205. 

The audio data stream Saf2 is read from the stream storage 

means 413 to the first stream flag decision means 207 by the 

stream reading means 206. 

Thereafter, the audio data stream read from the stream 

storage unit SOOb by the stream reading means 206 is subjected to 

watermarking in the same manner as described for the fourth 

embodiment, and the watermark-inserted audio data stream is 

.. ) converted to analog audio data. 

To be brief, in the first stream flag decision means 207, it 

is decided whether the audio data stream is scrambled or not, in 

accordance with the value of the scramble ID flag· Fsc included in 

the read audio data stream Saf2. Only when the audio data stream 

is scrambled, the audio data stream is descrambled in the 

descrambling means 208 by using the scramble key Ksc read by the 

.scramble key reading means 205. 

Next, in the second stream flag decision means 209, it is 
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decided whether the descrambled audio data stream DSaf2 from the 

descrambling means 208 or the non-scrambled audio data stream 

Saf2 from the first stream flag decision means 207 is compressed 

or not, according to the value of the compression ID flag Fco 

included in the audio data stream DSaf2 or Saf2. 

Only when the audio data stream DSaf2 or Saf2 is compressed, 

the audio data stream is decompressed by decoding in the decoding 

·_"") means 210, and the decompressed audio data stream RSaf2 is output 

to the watermarking means 211. 

In the watermarking means 211, a watermark is inserted in 

tQe non-compressed audio data stream, i.e., the decompressed 

audio data stream RSaf2 from the decoding means 210, or the audio 

data stream DSaf2 or Saf2 which has been decided as being not 

compressed by the second stream flag decision means 209. Thereby, 

the audio data stream read from the stream storage unit 500b is 

in the copyright protected state. The watermark-inserted audio 

) data stream Saw2 is converted to analog audio data Aaw by the DA 

conversion means 212, and the analog audio data Aaw is converted 

to a speech to which a normal human ear responds, by the speaker 

20. 

As described above, in the data recording and reproduction 

apparatus 500 of this fifth embodiment, in addition to the 

constituents of the apparatus 200 of the second embodiment, the 

stream reading unit SOOc includes the means 416 for holding the 

value of the apparatus type information Ity of this apparatus 500, 
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and the stream storage unit 500b includes the means 411 for 

storing the information indicating the types of apparatuses which 

are permitted to read the audio data stream. In the stream 

storage unit 500b, it is checked by searching as to whether the 

value of the apparatus type information Ity of this apparatus 500 

is stored in the storage means 411 or not, and reading of the 

audio data stream is permitted or inhibited according to the 

) result of the search. Therefore, in addition· to the effects of 

the second elnbodiment, it is avoided that the scrambled audio 

data stream read from the stream storage unit 500c is undesirably 

decrypted by a reproduction apparatus which does not perform· 

watermarking when reproducing the audio data stream and so the 

audio data stream is reproduced or copied without being subjected 

to watermarking to protect the copyright. 

In other words, the scramble key stored in the data storage 

unit is prevented from being read by an audio data stream 

) recording and reproduction apparatus having no watermarking means. 

Therefore, even if the audio data stream is read by such 

apparatus, the apparatus cannot descramble the audio data stream, 

thereby preventing the audio data stream from being reproduced or 

copied without being subjected to watermarking. 

In the aforementioned embodiments of the present invention, 

emphasis has been placed on a data recording and reproduction 

apparatus in which a recording medium (stream storage unit) 

detachably mounted on the body of the apparatus is implemented by 
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an IC card using a semiconductor memory device as its main 

component. However, the detachable recording medium (stream 

storage unit) is not restricted thereto. 

For example, the recording medium may be a rewritable disk 

unit 600 as shown in figure 10. This disk unit 600 comprises a 

digital audio data rewritable disk 602 (e.g., DVD AUDIO RAM), a 

caddy 601 containing the disk 602, and a control unit 900a placed 

, ) inside the ca,ddy 601. The control unit 900a comprises a unit­

side access terminal 906 connected to an access terminal on the 

unit body side, a CPU 904 for controlling data access between the 

unit body and the disk 602, a memory 903 for storing data 

processed by the CPU 904, and an access I/F 905 placed between 

the CPU 904 and the unit-side access tenninal 906. 

APPLICABLE FIELD IN INDUSTORY 

The present invention relates to the structure for 

) protecting the copyrights for audio data distributed on networks 

or audio data supplied in the form of packages, in a data 

recording and reproduction apparatus. Especially, under the 

situation in future that all of regular recording and 

reproduction apparatuses such as MD players will be constructed 

so that they do not record audio data streams in which watermarks 

of "copy inhibit" are embedded but record audio data streams in 

which no watermarks of "copy inhibit" are embedded, illegal 

copying of the audio data streams can be restricted by embedding 
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the watermarks and, therefore, the present invention will be very 

useful in the future. 
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WHAT IS CLAIMED IS: 

1. - A data recording and reproduction apparatus for recording and 

reproducing an audio data stream as digital audio data, 

comprising: 

a stream storage unit for storing the audio data stream, a 

stream writing unit for writing the audio data stream into the 

stream storage unit, and a stream reading unit for reading the 

··) audio data stream from the stream storage unit; 

said stream writing unit including a stream attribute 

decision means for deciding whether or not the audio d~ta stream 

has been subjected to a data conversion process for digital audio 

data, and a stream writing means for attaching a conversion ID 

flag having a value according to the result of the decision to 

the audio data stream, and writing the flag-attached audio data 

stream into the stream storage unit; and 

said stream reading unit including a stream reading means for 

) reading the audio data stream to which the conversion ID flag is 

attached, from the stream storage unit, and a watermarking means 

for inserting a watermark in the read audio data stream; 

wherein the read audio data stream in which the watermark is 

to be inserted is subjected to an inverse conversion process of 

the data conversion process, according to the value of the 

conversion ID flag attached to the audio data stream. 

2. A data recording and reproduction apparatus as described in 

Claim 1: 

111111111111111111111111111111 
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wherein said stream reading unit has a DA conversion means 

for converting the audio data stream in which the watermark has 

been inserted.by the watermarking means, to analog audio data1 

and outputs the analog audio data. 

3 •. A data recording and reproduction apparatus as described in 

Claim 1 wherein: 

said conversion process performed on the digital audio data 

.) is a compression process for compressing the digital audio data 

by coding; 

said inverse conversion process of the data conversion 

process is a decompression process for decompressing the 

compressed digital audio data by decoding; and 

said stream writing means attaches a compression ID flag to 

the audio data stream as the conversion ID flag having a value 

according to the result of the decision, said compression ID flag 

indicating whether or not the audio data stream has been 

.) subjected to the digital audio data compression process. 

4. A data recording and reproduction apparatus as described in 

Claim 3 wherein: 

said stream reading unit includes a stream flag decision 

means for deciding whether or not the audio data stream read from 

the stream storage unit has been subjected to the compression 

process, on the basis of the compression ID flag of the read 

audio data stream, and a decoding means for decompressing, by 

decoding, the audio data stream which is decided as being 

' lllllll llllll lllll ""' " \Ill * C L M S * 
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subjected to the compression process by the stream flag decision 

means; and 

~:. .. the audio data stream which is decided as being not 

s:ubjected to the compression process by the stream flag decision 

means, and the decompressed audio data stream output from the 

decoding means are supplied to the watermarking means. 

s. A data recording and reproduction apparatus as described in 

) Claim 4 wherein: 

said stream reading unit has a DA conversion means for 

converting the audio data stream in which the watermark is 

inserted by the watermarking means, to analog audio data, and 

outputs the analog audio data. 

6. A data recording and reproduction apparatus as described in 

Claim 1 wherein: 

said conversion process performed on the digital audio data 

includes at least one of a compression process for compressing 

) digital audio data by coding and a scramble process for 

scrambling digital audio data or compressed digital audio data; 

said inverse conversion process of the data conversion 

process includes at least one ~f a decompression process for 

decompressing compressed digital audio data by decoding and a 

descramble process for descrambling scrambled digital audio data 

or scrambled compressed digital audio data; and 

said stream writing means attaches a compression IO flag and 

a scramble IO flag to the audio data stream as the conversion ID 

11111111 111111 1111111111111111 
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flag having a value corresponding to the result of the decision, 

said compression ID flag indicating whether or not the audio data 

stream has been subjected to the digital audio data compression 

process, and said scramble ID flag indicating whether or not the 

audio data stream or the compressed audio data stream has been 

subjected to the digital audio data scramble process. 

7. A data recording and reproduction apparatus as described in 

. ) Claim 6 wherein: 
~ 

said stream writing unit includes: 

a scramble key writing means for writing a scramble key 

adapted to the audio data stream which has been subjected to the 

scramble process, into the stream storage unit; and 

said stream reading unit includes: 

a scramble key reading means for reading the scramble key 

adapted to the audio data stream which has been subjected to the 

scramble process, from the stream storage unit; 

) a first stream flag decision means for deciding whether or 

not the audio data stream read from the stream storage unit has 

been subjected to the scramble process, on the basis of the 

scramble ID flag of the read audio dat~ stream; 

a descrambling means for descrambling the audio data stream 

which is decided as being scrambled by the first stream flag 

decision means, by using the corresponding scramble key; 

a second stream flag decision means for deciding whether or 

not the audio data stream which is decided as being not scrambled 

I If lllll II/Ill llll//ll/I 11111/ 
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by the first stream flag decision means, and the descrambled 

audio data stream output from the descrambling means have· been 

subjected to the compression process, on the basis of the 

compression ID flags of these audio data streams; and 

a decoding means for decompressing, by decoding, the audio 

data stream which is decided as being compressed by the second 

stream flag decision means; and 

the audio data stream which is decided as being not 

scrambled by the first stream flag decision means and the 

descrambled audio data stream output from the descrambling means 

are supplied to the second stream flag decision means, while the 

audio data stream which is decided as being not compressed by the 

second stream flag decision means and the decompressed audio data 

stream output from the decoding means are supplied to the 

watermarking means. 

8. A data recording and reproduction apparatus as described in 

Claim 7 wherein: 

said stream reading unit has a DA conversion means for 

converting the audio data stream in which the watermark is 

inserted by the watermarking means, to analog audio data, and 

outputs the analog audio data. 

9. A data recording and reproduction apparatus as described in 

Claim 1 wherein: 

said stream reading unit is constituted by a single 

apparatus for reproducing a data stream, and this stream 

111111111111111111111111111111 
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reproduction apparatus includes an apparatus type information 

holding means for holding apparatus type information which 

indicates the type of this apparatus; and 

,. said stream storage unit includes: 

.· a stream storage means for storing the audio data stream 

supplied from the stream writing unit; 

an authorized apparatus type information storage means for 

.· ) storing authorized apparatus type information indicating stream 

reproduction apparatuses which are permitted to read the audio 

data stream from the stream storage means; 

-:: an apparatus type information obtaining means for obtaining 

the apparatus type information held by the apparatus type 

information holding means; and 

a stream read permission decision means for searching the 

authorized apparatus type information storage means for the 

apparatus type information obtained by the apparatus type 

) information obtaining means, and permitting the stream reading 

unit to read the audio data stream from the stream storage unit 

only when an authorized apparatus type information corresponding 

to the obtained apparatus type information is present. 

10. A data recording and reproduction apparatus of Claim 4 

wherein: 

said stream reading unit is constituted by a single stream 

reproduction apparatus, and this stream reproduction apparatus 

has an apparatus type information holding means for holding 

-----·---
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apparatus type information indicating the· type of this apparatus; 

and 

said stream storage unit includes: 

a stream storage means for storing the audio data stream 

supplied from the stream writing means; 

an authorized apparatus type information storage means for 

storing authorized apparatus type information indicating stream 

) reproduction apparatuses which are permitted to read the audio 

"") 

data stream from the stream storage means; 

an apparatus type information obtaining means for obtaining 

th~ apparatus type information held by the apparatus type 

information holding means; and 

·a stream read permission decision means for searching the 

authorized apparatus type information storage means for the 

apparatus type information obtained by the apparatus type 

information obtaining means, and permitting the stream reading 

unit to read the audio data stream from the stream storage unit 

only when an authorized apparatus type information corresponding 

to the obtained apparatus type information is present. 

11. A data recording and reproduction ap~aratus as described in 

Claim 7 wherein: 

said stream reading unit is constituted by a single 

apparatus for reproducing a data stream, and this stream 

reproduction apparatus has an apparatus type information holding 

means for holding apparatus type information indicating the type 
-------------·---
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of this apparatus; and 

said stream storage unit includes: 

a stream storage means for storing the audio data stream 

supplied from the stream writing unit; 

a scramble key storage means for storing the scramble key 

supplied from the stream writing means; 

an authorized apparatus type information storage means for 

) storing authorized apparatus type information indicating stream 

reproduction apparatuses which are permitted to read the audio 

data stream from the stream storage means; 

an apparatus type information obtaining means for obtaining 

the apparatus type information held by the apparatus type 

information holding means; and 

a·stream read permission decision means for searching.the 

authorized apparatus type information storage means for the 

apparatus type information obtained by the apparatus type 

information obtaining means, and permitting the stream reading 

unit to read the audio data stream from the stream storage means 

only when an authorized apparatus type information corresponding 

to the obtained apparatus type information is present. 

12. A data recording and reproduction apparatus as described in 

Claim 7 wherein: 

said stream reading unit is constituted by a single 

apparatus for reproducing a data stream, and this stream 

reproduction apparatus has an apparatus type information holding 

I IJllll/ l//lll Ill/I /II/I II /11/ 
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means for holding apparatus type information indicating the type 

of this apparatus; and 

said stream storage unit includes: 

'.?::" a stream storage means for storing the audio data stream 

supplied from the stream writing unit; 

a scramble key storage means for storing the scramble key 

output from the stream writing unit; 

an authorized.apparatus type information storage means for 

holding authorized apparatus type information indicating stream 

reproduction apparatuses which are authorized to read the audio 

data stream from the stream storage means; 

an apparatus type information obtaining means for obtaining 

the apparatus type information held by the apparatus type 

information holding means; and 

a scramble key read permission decision means for searching 

the authorized apparatus type information storage means for the 

apparatus type information obtained by the apparatus type 

information obtaining means, and permitting the scramble key 

reading means to read the scramble key from the scramble key 

storage means only when an authorized apparatus type information 

corresponding to the obtained apparatus type information is 

present. 

13. A data recording and reproduction apparatus as described in 

Claim 1 wherein: 

said stream storage unit is constituted by an IC card on 

I If If ml~ 1111111111 /I /IE 
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which a RAM for storing audio data stream and a CPU for 

controlling access to the audio data stream stored in the RAM are 

mounted. 

14;.;1- A data recording and reproduction apparatus as described in 

Claim 9 wherein: 

said stream storage unit is constituted by an IC card on 

which a RAM for storing an audio data stream and a CPU for 

,-) controlling access to the audio data stream stored in the RAM are 

mounted; 

said stream storage means and said authorized apparatus type 

information storage means are constituted by the RAM; and 

said apparatus type information obtaining means and said 

stream read permission decision means are constituted by the CPU. 

15. A data recording and reproduction apparatus as described in 

Claim 11 wherein: 

said stream storage unit is· constituted by an IC card on 
) which a RAM for storing an audio data stream and a CPU for 

controlling access to the audio data stream stored in the RAM are 

mounted; 

said stream storage means, said scramble key storage means, 

and said authorized apparatus type information storage means are 

constituted by the RAM; and 

said apparatus type information obtaining means and said 

stream read permission decision means are constituted by the CPU. 

16. A data recording and reproduction apparatus as described in 

I lllllll llllll 11111 1111111 1111 
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Claim 12 wherein: 

said stream storage unit is constituted by an IC card on 

which a RAM for storing an audio data stream and a CPU for 

controlling access to the audio data stream stored in the RAM are 

mounted; 

said stream storage means, said scramble key storage means, 

and said authorized apparatus type information storage means are 

· ... ) constituted by the RAM; and 

said apparatus type information obtaining means and the 

scramble key read permission decision means are constituted by 

the CPU. 

) 
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