OBJECT STORAGE FI ELD [0001] This disclosure relates to
obj ect storage. 5 BACKGROUND [0002] In one
weevsesissonal data storage system an array of POBEES2005/004594
storage devices is coupled to a host. The array stores
a plurality of files. Depending upon the particul ar
files' contents, a YBI§ f fickgs may be subj ect
to a data retenti on-g ey—protr-gatred by 10
governnmental and/or other authority. For exanple, such
a retention policy may mandate that a file containing
a certain type of informtFdDwst be retained for at

tain type of informa { be retained
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period of time. [0003] In this conventional data
storage system in order to conply with the nandat ed

15 retention policy, t % iéoem@ﬁut es program
processes that determ e he files should be
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As a result of execution of these processes, the host

a hRe TIRS:e8 didres sgyﬁm@ ofleleR! TRPemfing Lip&sthe pafiRd1d: RildsP€ontents,
array, and the host prevents user-initiatéd file

. in
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bei n el eted, respectiyel in 20 accordance with the
sovigntayt SufpERer SRRRGY 1RthonioleSrui GROVRBgEILCY Hay mandate
processes by the host may consunme an undesirably |arge
thatgfe sentamingoseerginps of gommtioningishbe wirined fonat %/eyst a f
the host fails to execute these processes, one or nore
predetdresnedayinieumgtesiod ed time, bielcetred b metwined kirigenthah at he

policy.
predetermined maximum period of time.

In this conventional data storage system, in order to comply with the mandated
retention policy, the host executes program processes that determine which of the files
should be retained and/or deleted in accordance with the policy. As a result of execution
of these processes, the host periodically requests deletion of files stored in the array, and
the host prevents user-initiated file deletion requests from being issued to the array, in
order to permit files to be deleted and prevented from being deleted, respectively, in
accordance with the policy. Unfortunately, the executioﬁ of these processes by the host
may consume an undesirably large amount of host processing bandwidth. Additionally, if

the host fails to execute these processes, one or more files may be retained or deleted in

violation of the policy.



25BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0004] Features
and advant ages of enbodinents will becone apparent as
wo b@sfoedssowi ng Detai | ed Description proceeds, BOTUSIHOF004594
reference to the Drawi ngs, wherein |ike nunerals
depict like parts, and in which: [05)05] Figure 1
| |1 ustrat es pRIBYSHERCRIPIIOREOF THRIDRAWINGSS 2

illustrates an object according to an enbodi nent.
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the follow ng Detal ed Description roceed wi th
Detpilgddp et Bepagecdgddipon FetEEenP e tbgD Prigfrsindrke numerals
the clainmed subject matter, nmany alternatives, 10
depisblké parts; ashigy, whislt vari ati ons thereof will be apparent
to those skilled in the art. Accordingly, it is
[0D05] Fipuentghistrivas a kysters embodinentibj ect matter be vi ewed
br oadl y. DETAI LED DESCRI PTI ON [D5)09] Figure 1

[0006] i[lﬁfs§§te§a1§ E&@c@éﬁa | {98 embB@imeny St em 100 may
[ ude a host comruni cat ively coupl ed vi a a

[0007] %tuﬁé hluééat%g S;géllgtlch Stfég% n?agrclle opaeg 021}‘%%@%&;‘11&% ﬁ\}ﬁgﬁiﬁlent.
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capabl e of transm tting and/or receiving data and/or
to iltustratveormbadxpewk oftheredaigied Suhjeehpatier, manyratemagivess
host 10 and one or nore clients 12A . . . 12N each may
10  modificaionsendvarigtionstlicresfogibldet dpparept toaheseakHled i b art.
and/ or user interface systens. These respective
AccBRITREIY S8 isTB¥nddOhst the SRAAEA MR hiatef bd¥iegedBloadly.
instructions that may be execut ed by these one or nor e
respective processors. The execution of these
respective sets of programinstructions by the
respective processDETAMED PESCRIPTIONSt 10 and one or

[DM09]  Figure 1 illustrates a system embodiment 100. System 100 may include a host 10
communicatively coupled via a network 14 to one or more clients 12A .. .12N. Host 10
may comprise a host bus adapter (HBA) 16 via which host 10 also may be
communicatively coupled to storage 17. As used herein, “communicatively coupled”
means capable of transmitting and/or receiving data and/or commands.

P®10] Although not shown in the Figures, host 10 and one or more clients 12A ... 12N each
may comprise one or more respective processors, memory, and/or user interface systems.
These respective memories may store respective sets of program instructions that may be
executed by these one or more respective processors. The execution of these respective
sets of program instructions by the respective processors may result in host 10 and one or

25  more clients 12A ... 12N performing the operations that host 10 and one or more clients



25 nore clients 12A . . . 12N perform ng the
operations that host 10 and one or nore clientsl12A . .

WO 20028b3#se descri bed herein as perform ng i n apCDUSENT@4594
with one or nore enbodi ments. The respective user
interface systens may permt human operators to
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[or one gr more clients 12 oo b e so as to
et s VP EPER PR BBt B pegrors o

nore clients 12A 2 0011] , :
exchingR §0g AT ASFe sHemAnds g 'f\fﬁagmﬂyéost 8 anTap0hoF e clients 12
nore clients 12A . . . 12N each may conprise a
. t ¥ seas forperpritobe bgwen ppriatopilp bsetbbooigoaioldnd/ca monitor operation
respective chipset to a respective bus system a
5  of hogsioesidiorend e mordicleental2A sy.siodin and a respecti ve
system menory. Each respective chipset may conprise a

[0011] F&SH&aE lé’ %ltﬁ&% h it isESeA Bide ‘F%ﬁ%é@h@épl@%ﬁd%né BSRPEL EkRits 12A .
I nput/ ut put /O bridgel/ hub syst em Eac respect ive

glg i n%ﬁ ﬁfg}ef (rgjfgr%(lf)g &y %esgggé%éroc%%{r H{a may, (95C bﬁgleg per m Iglectlve
human user to i nput commands to, and nonitor t

ch1%5t€tp étrpg)rec’gye tstetf@a reSRECte Uﬁgrlgteefap% system, ARd a respectlve
12N, and/or system 100. The respective bus systemin
systhipgnemoryndiach gespectpleatiinse THBACIBpTISeC: Tespastvabest bridge/hub
interface circuitry (not shown). This network 15
10  systemtandfaaespectiveinpti/yutpoety(1/08 beidgghwislststenn eExebi despedtive user
[0012] System enbodi nent 100 may conprise storage 17.

inteh QY Q)Qf%nilgla%bfmgﬁs& QP laagdybSartiBRidihg ARsLeBYd GiSHRY ‘sy%@em that

mass ‘storage 27 that may conprise redundant array of

may, %e?fﬁ@t anl%}.rxan %ﬁef |§)t 1n£> Ul Qémal%s t&san}f %?ng%? fie C?%Brattllaﬁ orf 831 0, one

orage evi ce

I nter.chan abI 0 _nean one re a into,
O TR Fﬁb‘?ﬂ 5} i/?é}t[f ang/or Sysigim ,}ﬁé e gqu Z)Ha ,s¥§[tem i host 10

retrieved, respectively. Al so, as used her ein, the
mayt ber epupledge FR Al gad tnegiwerksininrfage cisapan(rotshown). This network
non-vol atil e storage of data. For exanple, in this

15  inteefdeodicoint maybs sogiled egetwak lidncl ude, wi t hout
limtation, one or nore non-volatile

[0012] System embodiment 100 may comprise storage 17. Storage 17 may be coupled to
HBA 16, and may comprise mass storage 27 that may comprise redundant array of
inexpensive disks (RAID) 29. As used herein, the terms “storage” and “storage device”
may be used interchangeably to mean one or more apparatus into, and/or from which, data

20  may be stored and/or retrieved, respectively. Also, as used herein, the term “mass
storage” means storage capable of non-volatile storage of data. For example, in this
embodiment, mass storage may include, without limitation, one or more non-volatile

magnetic, optical, and/or semiconductor storage devices. As used herein, “circuitry” may

comprise, for example, singly or in any combination, analog circuitry, digital circuitry,



magneti c, optical, and/or sem conductor storage

devi ces. As used herein, "circuitry" may conprise, for
We2@sP3ss9 si ngly or in any conbi nation, anal ogPCT/US2005/004594

circuitry, digital circuitry,hardwired circuitry,

programmabl e circuitry, state machine circuitry,

nd/ or. r 1 Y. Conr | N.j

ha“?vﬁﬁetd sl Dioek RS GO W3 SRIRAARELAS, 260 Bfidgpy that
The RAID | evel, that. may be inplenmented by RAID .

et OrRgoR Progearg G HORT A 52 PO Y gRTamgble ciftutry.
exanple, the RAID | evel inplenmented .in RAID 29, the

[0013]  RuerBAdDdeves that vrasids innplamneatedynpilla 88 may ). B, ongiealpr than 1.

vary so as to permt the nunber of such storage

Depdeding @por, dodexaatpld, elsRASD fidviet ingplemented ipRAFDI, tHeerumber of
RAID I evel inplenmented in RAID 29. [0014] In this

5  storBPRHRE B mpHRA ik R AMY 20 /af FRFPoRs 86 penihaRGlukbetlaf dich
. and/ or conmands with storage 17 in accordance with,

storfpeeyiogl ® b {1 A AP AR R dmpdmented in
RAfg;%fr net Protocol (iSCSI), Serial Attached SCSI (SAS)
‘ocol, and/or Serial Advanced Technol ogy Attachnent

fS—ATA) protocol. In accordance wth this_enbodi nent,
[0014]  Irf thismmbogliment, HBdy Hymay be sapabliofecxabanging dnte and/gneppyands
i n accordance with SCSI protocol, the SCSI protocol
witlheyrage ivf iy acorlaoce ithcogp Smial | Gomputdr Sylstenpsrloteotaot (SCSI)
described in Anerican National Standards Institute 15

10 protol¥Sk i)oregﬂﬁéﬂnefg'm?r%pﬁy SC8NGver MitefdetR el BSEISIR Berial
ANSI  X3.131-1994 ‘Specification. IfHBA 16 and storage

Atta]cﬁe(f§@§f{§ﬁ?gﬁ@%c@1n M Hbr i@é?mﬁge?néefi T%El%‘g);lg@n%gadﬂrﬁéﬂt FEATA)

pr ot 0co pfotocol may conply a
COo tiblewth. . pratqcol . d i bed in ANSI
prolg e A PEPORFE YRR OREs nort B P A e a7 epghanee data
Interface-3 X3.303: 1998 Sfeci fication, If the HBA 16
andih QomITgR A AEPORRRI SR ST Broimsel.ahe SGHRIMURSO] Waggomply
accordance with i SCSI protocol, the i SCSI protocol rm}/
and o vp lcymaatible withehe propectol Béseribéd in Amerigandiattaial Standards Institute
described in Satran, "iSCSI," Internet-Draft
15  (ANSHPSinhil GHnper Sikethis-Thiifacd-p$SESSEL2) ANSI X3.131-1994 Specification.
If HBA 16 and storage 17 exchange data and/or commands in accordance with FC
protocol, the FC protocol may comply and/or be compatible with the protocol described in
ANSI Standard Fibre Channel (FC) Physical and Signaling Interface-3 X3.303:1998
Specification. If the HBA 16 and storage 17 exchange data and/or commands in
20  accordance with iSCSI protocol, the iSCSI protocol may comply and/or be compatible
with the protocol described in Satran, “iSCSI,” Internet-Draft Specification, draft-ietf-ips-
iscsi-19, IP Storage Working Group of the Internet Engineering Task Force, published
November 3, 2002, by the Internet Engineering Task Force, Internet Engineering Task

Force Secretariat c/o Corporation for National Research Initiatives, 1895 Preston White

25  Drive, Suite 100, Reston, VA 20191, United States of America. If HBA 16 and storage 17
4



19, IP Storage Wrking Goup of the Internet
Engi neeri ng Task Force, published Novenber 3, 2002, by

wo b@spser net Engi neeri ng Task Force, | nternetPCT/US2005/004594
Engi neering Task Force Secretariat c/o Corporation for
Nati onal Research Initiatives, 1895 Preston Wite 25

B8 B e R TR, B ot
e L

prot ocol descri in "Information Technol ogy . -
SerlAk Atfadhed S%Ksé&éworkm@rﬂﬁgﬁ\lmrw Netopalctandasd Péhﬁmaﬂonal
Standard of International Committee For Information
ConTaittes doo fhfodhaivnaPedhnglbCEESYards ANTIETHMH T ¢ Tectoriedl Gomenittee,
5 Project T10/1562-D, Revision 2b, published 19

5  Profest PIRI562002R eVa¥ioANIB] puiblishdield Oeber08D S Aserican National
Instltute 1fHBA 16 and storage 17 exchange data

sw@afufghpr Qe A b AREQ aggﬁg W,htaE%eSda%J Andb ‘fd?ﬁ%n stike

nay conp at| e Wt

accadn oS S Rt SAT RGP Brelia) ‘E?H hely BP%BE% copppatible

August 29, 2001 by the Serial ATA Working G oup. 10
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storage 17 may exchange data and/or conmands via one
Revimiomb.Oepublisked emaiguest 28,00 dryghe Beniet] ACIA Vavkingdutoup. Of
departing fromthis enbodi nent. [0015] RAID 29 nay
10  coufsk %l&rﬁﬂﬁlv@l tortadditionslt, IBA 18 ehd kieragd 1anshyodycasige dfPand/or
.o ject table 23 may conprises a plurality of

m;'%lkdls %?a &l%éé more 8'(11%fl Mhd/beddds g @{52{ coRSyitlRp Héﬁdrﬁﬁﬁlfréaél this

assocl ate 28A .
arrpl e, entry 24A may corrprl se identifier 26A and
embé’ﬁmé@éoci ated pointer 28A, and entry 24N may conprise
dentifier 26N _and an associ ated pointer 28N [Q0016]
[0015]  RATR@SgPalasier o tch ity ienbedirdarnd ohiscisaldect P¥. Object

identifiers 26A . . . 26N may conprise respective
tablei A8 quay opaipuisss a plaralitpyf erddpedA vel 34N theinay gomprise identifiers
respecti ve objects 30A . .

15  26A....26N and associated pointers 28A . . . 28N. For example, entry 24A may comprise
identifier 26A and an associated pointer 28 A, and entry 24N may comprise identifier 26N
and an associated pointer 28N.

[0016] In accordance with this embodiment, the respective identifiers 26A . . . 26N may
comprise respective unique values that may respectively identify respective objects 30A . .

20 . 30N, and respective pointers 28A . . . 28N may point to respective objects 30A ... 30N.
As used herein, a “pointer” means one or more symbols and/or values that point to (i.e.,
indicate, at least in part) one or more locations. For example, in this embodiment, pointers

28A ... 28N may comprise respective starting addresses of objects 30A . . . 30N. In this

embodiment, identifier 26A and associated pé)inter 28 A may uniquely identify and point



20 . 30N, and respective pointers 28A . . . 28N may

point to respective objects 30A. . . 30N As used
Whers/op3ssa " poi nter” means one or nore synbol sPENUAIINS/004594
val ues that point to (i.e., indicate, at least in

part) one or nore |ocations. For exanple, in this

to, 1REpRREVETR Bbjed?BDAL 180, 48 example, idBNFIERY6NE @R hdsSBiated pointer 28N
respective starting addresses of objects 30A . . .

:385% -t hi: ﬁﬂﬂﬂﬁﬁ ' i fil: A and associ at ed

e pol ltléégléegkglrray unltgﬁ’g{e ?ekggég%’i (%&g% poi ntto,
respectively,.qbject 30A. Also, .for anpl e, .

0017 pdsed herein. S obiG Sulses A apomrtadhten dier kgl i fhisy
identify and point_ to, respectively, object 30N

embodonent, gieqis QA her HMhmay gomprpetespectivapellestionsi3dA . antN of

nmet adata. For exanple, in this enbodi nent, objects 30A

5  related.and/o8@ddonmiedataty and espesive otetadatacIA eCctI2DNSABEAs used herein,

34N of 5 related and/ or associ ated data, and

“metRRRE Copeiserlatcihdederhbes, at leasBapart,ofRr 88ta USPthis embodiment,
herein, "netadata" conprises data that describes, at

meth®BS52A N, PN ma?trgs‘f)g(étﬁ%?%gdeslﬁbé i féﬁscgﬁg%,%@a; 344 . 34N. For

met adat a’ 32A y respec esC
data 3

| east | t,, A . ... 34N. . Fo xanpl e,
exerpBRS et B R e HReEPfghleastin Pitkadats A8 mefaate 34N may
and netadata 32N may describe, at least in part, data
descgbg atrl%@b@diaiﬂvéﬁt?.34f\lmsﬁcmf5]§ure 2 illustrates an
exanpl e of netadata 32A and data 34A that may be
[018]  Eignyerd Bludtrates amexamplerof metabjte 824 and.dgta 340bjhatma@®Akomprised
according to an enbodi ment. The types of data and/or
in ofebradaicaobdvad (el YLt SOAPAdcERTng o MBI EMBHC AMRitHskslo? data
this enbodi mrent may differ fromor be the sane as’that
- andlg ERBARER ol S st i OIS oA bl dipent ey
.cc0ata that 15 ma 0 i ne_.or re files 200. As
diffes dron ﬂ%ﬁ%?hﬁ,salge'%? ﬁagﬁfut?%%ﬁ&f“i@@@gt? a accessible, at .
east in part, using a file system such as, for
[0019]  Howensran thig ef‘?‘fPBleeﬁiﬁg% Ay, compgise wearianglfor aplicstienrdata that
One or nore files 200 nmay conprise one or nore bl ocks
15 mayzomprise one 02001 fHnsi2Q). Asvesedherain, e ‘HligtémsnRdéddata accessible, at
204N. As used herein, a "block"”™ neans a fixed sized
leastliniptrtpiising a file system, such as, for example, in this embodiment, a network file

system. One or more files 200 may comprise one or more blocks 202A . .. 202N and/or
one or more blocks 204A . .. 204N. As used herein, a “block” rﬁeans a fixed sized unit of
data. For example, in this embodiment, blocks 202A . . ..202N and 204A. . .. 204N each

20  may comprise a respective disk block or disk sector comprising, e.g., 512 bytes. However,
blocks 202A . . . 202N and/or blocks 204A . . . 204N may comprise one or more other
types and/or sizes of blocks without departing from this embodiment.

[0020] For example, in this embodiment, metadata 32A may.include one or more values that
may be included in, for example, an index node. Additionally or alternatively, in this

25  embodiment, metadata 32A may comprise one or more respective values 206A . . . 206N,
6
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[0021]

20

data. For exanple, in this enbodi ment, blocks 202A .
. 202N and 204A . . . 204N each 20 may conprise a
wo eappeissve di sk bl ock or di sk sector conpri siPQI/US2095/004594
512 bytes. However, blocks 202A . . . 202N and/or
bl ocks 204A . . . 204N may conprise one or nore other

2081AY.pe 20N M2 19iaz S 29bNRhAGHKS cYUséﬂilSBJbt 1@@@%& ba@ BHERLIDA and/or
thi's embodi ment. [0020] For exanpl e, in

data be SV?IE 6& { ad % Ifl@é H:@Yca‘ren g# llég& lﬁg OOrl’l’C n? I]:’l’?OII'G I SgCCthG

may be 1'nc
ode Addi ti on ternative iin this 25
attrf S af Aot mam o8y, B af& Hssealb&f?an%ﬂt 5y o more
respective val ues 206A . . . . 208N, and
respzsm)w values 209@@&063»3&06%90@%52@6Eb%06Fat206@a@1d Z%I\b@spectlvely
obj ect 30A and/or data 34A. Values 206A . . . 206N may

mayi indicet®t & least il peats tan iearljestrjermiited deletiom tiener fos pae b1t mere objects
attributes of one or nore files 200. For exanple, in

(e.gt, Bbfec ﬂd)ﬁgddnﬂﬁﬁtone QRehoRE pOEibAs 6RBBE 6hé ¥EmBA &géct; QG Aest
3068, 206C, 206D, 20BE. & 208F. 206G and 206

eSS St TR i e FEE 00 -
b(frﬂ E h 9 obj EJCt 30A) and/or one or rmre j ons

POTRIs Of 8P o‘?’?& 5IMIEE PRICSHS; it Y mofe names o s 9R tRetsdt %Pc e0ne Or
tinme for one or nore objects (e.g., object 30A) and/or

morg fidesZ00 )y the 98¢ OF BIgES s ORe hBIoE PoRsessowsIsif aight to agaess one or
or nore nanes of one or nore files (e.g., one or nore

mort ifiles2000@)e dmmotesizes of one oromeredige210s pn®Eemore ¢redtivn times of
possessors of right to access one or 10 nore files

one 3PForOfikRs 200,MMELT Dhé 85 mdfe MBS réfentBRsd tih€Sof2iHe or@ite files
or nore creation tines of one or nore files 200,

2002RA/ 9§d ?é}gm “trﬁ(ﬁis nﬂg%gmhﬁgi%ﬁe &%qﬁ%%mﬁés%ﬁ/o‘?fong Htem(())fe dates.

nor e es 2 0 ereln
or one or

Al B3 i, b Mo Sorditiss tegiipreruc Bt aa@/?wnpﬁg the data

data and/or writi n% the data. The one or nore earliest
The 98¢ 1 MoEcalest Peantied Aelstioidmes andier thpenger mevedategtnesmitted

permtted 15 access tines indicated, at least in part,
accesytimpeindicateds; at least ireparh ®§ Anandore valees06/Darel/ aradnges more

206B, respectively, may be in accordance, conply,
valudf2B6B, réeCORDA thdy e iniacborddne, comply, and/or be compatible with, for
example, one or more governmental and/or other data retention and/or data deletion
policies.

Values 208A . . . 208N may be or comprise one or mbre respective pointers that may
point to one or more blocks 202A . . . 202N comprised in one or more files 200. Values
210A ... 210N may be or comprise one or more respective pointers that may point to one
or more respective blocks 50A . .. 50N stored in RAID 29. Blocks 50A . .. 50N may

comprise one or more respective pointers 52A . .. 52N that may point to one or more

blocks 204A . . . 204N comprised in one or more files 200.



exanpl e, one or nore governnental and/or other data

retention and/or data deletion policies. [0021] Val ues
WQ0O®4/093559 . 208N nay be or conprise one or norBCT/US2005/004594

respective pointers that may 20 point to one or nore

bl ocks 202A . . . 202N conprised in one or nore files

[0022] }%}%mm YR Fdde 1 smfage%%‘?ﬁéaf% ?se%for%ﬁtrﬁﬁe% @6ntroller

pective poln poInt-to one or

20 (SRS Rrocessor 2 %%é‘mywas LS Bhethis Mgy may compise
respective pointers . 52N that nmay point

instiygtionsy thatonay be @v@ngtes!@mrocessor 230 herdhet leealqtlﬁnt)rre eggcuted
nore files 200.[0022] Turning again to Figure 1,

by peb@ssge2 ] thismyy cssnivin pecessar 2 eoutooliar @) sorag2e 17, mass storage
Controller 20 may conprise processor 22 and nenory

5 27, éﬂt%r RROYDY perdiBinSing BB perAtRvs AedEpibbS Bereitsdsbeadg soiformed by

that may be executed by processor 22. Wen these

prodegssotr Hcgtb&gé l‘?ﬁﬁas%’é?o%%e% QMd/B Ré?ﬁ?gr Kusell ﬂbl%lmy‘processor

rocessor contro stor age 7,
mass s a 5 and/ or RAI D 29 rform
meaabgrgtlfrx eI S e e e 480mh BT G P PHIghs For one or
processor 20, storage 17 mass storage 27, and/or RAID
morp dogige] opgi@loRer ei n, a " processor” means circuitry
capabl e of perform ng one or nore arithmetic
[0023] Thecaniotier apetanons@d will bealescritediic adferepen atHigars 3. After, for
[0023] These and ot her operations 300 will be

10  exafiBRCA rdaBEof sforh@d £7,@106t€1 0t Bay-isGid, @ia3IBAf 162 bne bOmoddrequests to
exanpl e, a reset of storage 17, host 10 may issue, via

stora_wlr Aint %@1‘3&9 q7 MRt Eudef 9&@?{) fp plia tfotnoc[a@ag OTHi¢ nlal %sult in controller

age tore user and appl 1 cation dat

t controller 20 a
20 FlaERiyr chariiehbRE et U o gl S9hudd gpre s
nore objects conprising this user and
30Aappl3pNaﬁ°iff&?ﬁlsﬁ’£tthlse\’ﬁ?F wé{oa&aplacaaeg dniand @et%rt%tq %%ﬁ%tlblr’ﬂﬁa at least
part, the user and/or application data. This nmay al so

in pate,sthb tisdérandontpmichiéon @4a. aﬂ?hl/sonaﬂfﬁsq)reeldwls@nt@ﬂer 20 and/or
requesting that storage 17 store in one or nore

15  pro®Bidri2e Feqbhting that stéApe il 7 stoddintone or more entries 24A . . . 24N in table
23 in RAID 29 one or more identifiers 26A . . . 26N and one or more pointers 28A . . .
28N, and also may result in controller 20 and/or processor 22 requesting that storage 17
store in one or more blocks 50A . .. SON in RAID 29 one or more pointers 52A . .. 52N.
In response to these requests from controller 20 and/or pfocessor 22, storage 17 may store

20  one or more objects 30A . .. 30N in RAID 29, one or more identifiers 26A . .. 26N and
one or more pointers 28A . . . 28N in entries 24A . . . 24N in table 23 in RAID 29, and one
or more pointers 52A . .. 52N in one or more blocks‘SOA ... 50N in RAID 29.

[0024]  Thereafter, a client (e.g., client 12A) may issue to host 10 via network 14 a request for

storage 17 to perform one or more operations involving at least one of the objects 30A . .

25  30N. For example, in this embodiment, the one or more operations may comprise
8



[0925]

15

20

25

23 in RAID 29 one or nore identifiers 26A . . . 26N
and one or nore pointers 28A . . . 28N, and al so nay

w0 e@alop3ssm control l er 20 and/ or processor 22 rPBCIIES100504594
that storage 17 store in one or nore bl ocks 50A .

50N in RAID 29 one or nore pointers 52A . . . 52N..I.n

r e 194k : / or
accer)%lBg @ @f{l‘%%%} %ggr%%%“(% B@t %) 6)?%1#}625%&% 9@& LOT30N. In

s 30 . 30N in RAID 2
this praljgﬂézlpﬁngrt 59 @pp or more RSN ITBIHé)OB]pI’]ﬁ% Flréy B(gp@pg?@ %%%e or
. 28N in entries 24A . 24N in table 23 in RAID

morg of tharfalleiag eperapns: pdﬁlﬁtner at lezshin part, frogpsiorage d et kst one

nore blocks 50A . . . 50N in RAID 29. [0024]

objeth®0Eatiding, adleabtiiamhrt( & lepst o dbgert 30A Andferyoviessritng, @t least in
host 10 via network 14 a request for storage 17 to

art rléa@fmeoa’lﬁec%omrﬁr Bhsd! hidBst irﬂ%@{ Yo RGeidt bl BaG10WTehe
P Joﬁthe obj écts 3 %. 25 30N. For exan%leyrnthrs

requ%m?oqh TGOk 120G ﬁ)? %)? il"RSsE é@?ﬁ?@ gé]ﬂpﬁﬂﬂgl% This mag. result in

npri seaccessi st one

ect. 30A) of
HB /gﬁ%&ﬂlﬁl@rﬂ ,eqr%éig?%ﬁﬁasr tl?r&ragﬁe&&srt% 11%?8“@%3@8@?? gpe or
any conbi nati on of one or nore of the follow n
morg perra‘tlm'ﬁrthat cgEesnandgo theronees $10re APFFALiQNS fﬁﬁ‘éﬁﬁ@q&rt% gequest
17 at | east one object 30A reading, at least in part,
issued by elasit 12Ae obj ect 30A, and/or overwiting, at |east
in5 part, at |east one object 30A. In response, at

1n%§;$onbé1 aP Bkt in plrt! Gt bYYstdiasd 1716f efudsh &8 feeHBA 16,
fromclient 12A, a processor in host 10 rray si gnal HBA

con&@lerzb'aﬁw?%ﬁﬁcfc@scs% 5o lifay!dBR ﬁl:lllﬁlel §t519és?§h b tdl'l%ﬁ{l&t that

reques s t St or age 7 per ormo

re er t correspond t one nor e
storgisel FRer G, G st B By e g dop et EatRpe ﬁor%rﬂce by
12A. | 5] In response at least in part, to recei
storgge Kk is redyested by tequesfulds as lilestr%terhbﬂewr&@on 3Gninrkigyre r3 29 this
and/ or processor 22 may determne, at l|least in part,
embotizbdngrcontroHefestl/ dripadceston rzagrmmalgaehfscdemmatlloeévesed at
in part, the one or nore operations whose performance

leasPi pRHOUPGPMEAdAE (6.8 uREddath IRA)ragspeféd WBh tiasat least one object

i I I'ust rated by operation 302 in Figure 3. In this
30A involved in the one or more operations whose performance by storage 17 is requested
by request 18. For example, in this embodiment, if request 18 requests deletion, at least in
part, of object 30A, such as, for example, deletion of one or more files 200, the controller
20 and/or processor 22 may examine one or more values 206A, and may determine, based
at least in part upon one or more values 206A, an earliest permitted deletion time for one
or more files 200. If the time at which controller 20 and/or processor 22 make this
determination is prior to this earliest permitted deletion time for one or more files 200,
controller 20 and/or processor 22 may determine not to permit, and therefore, not to

request performance by storage 17 of the deletion of one or more files 200 requested by

request 18; accordingly, controller 20 and/or processor 22 may determine, as a result of
9



enbodi nent, controller 20 and/ or processor 22 may nake
this determ nation based, at 15 least in part, upon

woredoatedsa (e. g., netadata 32A) associ ated wi t hP€TYESEN5/004594
| east one object 30A involved in the one or nore
operati ons whose performance by storage 17 is

opefaﬁ%ﬂ?ﬁﬁ erijot by re?qﬁgslf Bkt s%)?afgﬁ‘? é)e%ﬂﬂpitgea]s‘t h ﬁali]f %n o more

reques guests eti‘on; east
b t
B IR ST rrocrg%‘iamyermw
processor 22 may exam ne, one or_nore | ues 206A and

mesgege tadiid Horbat hraciagions that cpaEier 2 as OF PERs§5085 A& has
nore val ues 206A, an earliest permtted deletion tine
detdrminedm®t 6y permite aff ledst 1 P40 .onk for trioee openasicas revniestied by request 18.
controller 20 and/ or processor 22 nake this

[0926] d:@h%rgemar theRirhSatRVhieh cémirdlidt 30 e@d/bi RBtesee 2D inbhkelthis
deletion tine for one or nore flles 200, controller 20

dete@*@x%a%{on fd %@éﬁﬁd'rag%uwm%taﬁ@ ’Pseeaﬂ'i'gst% éd"liéletuﬁpﬁim? for

heretore, not to request per rnance y storage 17 o

ti 00 r ueste
one/op i€ fifce 200, on Bl A AP Grbleorir 22 10 GRHFRPETS PofmftOand
processor 22 mpy determne, as a r sult ggo peration
thersfme t0 ERAVEY neéfarr@%rxcetbrrasforégecwa@féhq elsfé?rr FHe gmerg4tes 200
in part, one or nore operations requested by request
reqtib@ted(b(yrreqwlsl BY; ap@rdimglyo congradiee 26 and/gopnoessser 23/indg determine, as
nmessage to HBA 16 that may indicate that controller 20

10 aredlf6QipeRitiva 893 0o réqueibthatiatrapei Npetfned, at Ragdh Phit, orktor more
| east in part, one or nore operations requested by

opefa;ﬁgﬂ§§ethés§cd %Ql%ﬁggs]t lgbﬂi’lee’éécﬁ{s)f at dast ﬁlg)af’t' PR deMHnthtion,

ntr ol and/ or processor 22 nak hi's
confs§h A0 los Bhcefoat 2R BPa TR Arest e ates £ bbb gl

200, controller 20.and/ or processor 22 det
oneop mE? Hics 200 4ad meditymagtadats 324 éErRI@E‘E‘atE:]é(rl’fléfr%Hg@ i of one
storage 17 of the deletion of one or nore files 200

or magq fidest200. Thisweuresult ir8deleteaortiRAHP 29 of one poirioes filzg 200, and
and/ or processor 22 may determne, as 10 a result of

15  modifiedtithi by R B2 29 b nicedury A isadppﬁdmfaﬁgﬁ vichv pedéletien ofdne or
| east in part, one or nore operations requested by

mm{g eALERJ0. 1 uskd hERRD CBSBiorP of BB onipRisBebking thd &tS available to

eterm nati on,

be overwritten, at least in part, and/or permitting the data to be overwritten, at least in part.
Alternatively or additionally, if data 34A comprises only one or more files 200, controller
20 and/or processor 22 may issue a request to storage 17 that storage 17 delete object 30A,

20  asillustrated by operation 304 in Figure 3. This may result in deletion by RAID 29 of
entry 24A, one or more blocks 50A . .. 50N, and object 30A.

[0027]  Also conversely, if, for example, in this embodiment, request 18 requests reading, at
least in part, of object 30A, such as, for example, reading; at least in part, of one or more
files 200, the controller 20 and/or processor 22 may examine one or more values 206B,

25  and may determine, based at least in part upon one or more values 206B, a latest permitted
10



controller 20 and/ or processor 22 may issue a request
to storage 17 that storage 17 delete one or nore files
wQodsar$snodi fy netadata 32A appropriately i n REBUSIIDNG/004594
del etion of one or nore files 200. This may result in
del etion by RAID 29 of one or nore files 200, and 15
acod el (GPGLEL K SUd A8 P IndiPHiRA20B. BhcR MR dodyBller 20
N Vi eletion o

ew o one or nore files 200. As use

erein, "deletign".of data conprises nmaking the .
and i grenisps £F st By et B R S HRof B, ORI ey Qe mis tates
permtting the data to be overwitten, at least in |
perrpidied acosss Bmgaeanitellsr 2} andderi Rrpessear| 27, may dejermingigpermit, and
conprises only one or nore files 200, controller 20
therefiodd, 0o reguest @ssformze bpptoragseuld of therpading of one pommgefileg 200
that storage 17 del ete object 30A, 20 as illustrated

5 requRYtc@P§ rédues @Q&drdingllfwg torrodler M hisd/oBprotessod 22 mBy determine, as
del etion by RAID 29 of entry 24A, one or nore bl ocks

: : , ' rsgl
a re?ﬁ%ffo&)}erag)(()g ?g?’et,% Q?%&?ﬂhtiﬁgtt sé%%%bdil%g%t%’?r}n, A RAstGR ?gﬁ, oife! of more

request

requests readin | east i n~part, of abj 3

opelfiiy oot St Ls ERAGRIE 3phior Bloetfr 52 it gy request
one or nore files 200, the control]er i? and/ or, .

that siosegesiigiead 2t [aagt 18 Par one o FRorg flles300. \ldnsmay msgl in RAID 29
and may determ ne, based at |least in part upon one or

readimyg, @t leastue par2 068, or andra fibest200 cand congdHerc20sandfdripgodessor 22 may
obj ect 30A and/or one or nore files 200. If the tine

10  prodde Mdidath eadfronl drelor 2brafitds@00Rs OIS $6r Hodt Ttatkhen lalyForward
determination is prior to or contenporaneous wWth this

the 1c30 @8t tH 8Lt D&Y i2 a6/ 14 M8, controller 20 and/or
22 may d

processor etermne to permt, and therefore,
f b 7 ' f
ouzs1 Rl GRS R EHCL IR oMbl B phebboy R an ©

accordingly, controller 20 and/ or processqr 22 nma
detegiing AP Heafich 401 BtesS Doris HseisdtnG ronaller2g f\né/q)a plgeessor 22
that storage 17 perform at least in part, one or nore
mayojederatineoms to pouas taed theyeforsg netsto ré@restQuanformhnesrbysggorage 17 of
and/ or processor 22 then nmay request that storage 17
15  the fe@@ilg ofibont e@dibrd filep200 reqaetedby raquest flB] @sorldply, dongoller 20
may result in RAID 29 reading, at least in part, one

andg&g pfnﬂggfsof bd oy R rmRda COREHP T SferdfbrPItd, 86t tBTOGRISIAAL storage

17 perform, at least in part, one or more operations requested by request 18. Controller 20
and/or processor 22 may provide a message to HBA 16 that may indicate that controller 20
and/or processor 22 have determined not to permit, at least in part, one or more operations

20  requested by request 18.

[0029]  Further conversely, if, for example, in this embodiment, request 18 requests
overwriting, at least in part, of object 30A, such as, for example, overwriting, at least in
part, of one or more files 200, the controller 20 and/or prbcessor 22 may examine one or
more values 206B, and may determine, based at least in part upon one or more values

25  206B, a latest permitted access time for object 30A and/or one or more files 200. If the
11



10 provide the data read fromone or nore files 200 to

HBA 16. Host 10 then nmay forward the read data to
wW@Rkiosn9353PA via network 14. [0028] Conver sely, PCT/UB1065/004594

time at which controller 20 and/ or processor 22 nake

this determ nation is after this | atest permtted

tim&Eg Yich :E(J)I{f%llte? ?(5] Icu'ic%ll n]?rrocgsgo fsocfe {2 at%rgx ?g%or to or

det ermne no ere ore, uest

RSP EERES, RSB A L8 e el i

controller 20 and/ or processor 22 pay determ ne,
mayr éeringio pepwitaiddhersie, thsequest ne@”@u@@,ltcethyﬁor%%il’ég%the
17 perform at least in part, one or nore operations
overvatfires bicldaddyn patjwfone dBmotzofiles 200 mquededibytaguest 18; accordingly,
processor 22 may provide a nessage to HBA 16 that may
5 conﬂr@l‘l’ér@@taﬁdﬁolﬂ procesdl DO g deiPmaied 494 raglilp 655t A3 07R V®request
determ ned not to permt, at least in part, one or

that ER)'}? ge Cegfr']&\?gp ételﬁzgst ﬁl?ﬁéﬂs ?)B@ dr P%rd ﬁ%ll]ﬁﬁﬁls l‘ﬁ}uegtgg 2Pkequest 18.

exa

Coqﬂﬁﬁ&&({?ﬂd&ﬁ %Bf est@éﬁe gﬁesqélgst?]?agrsy\% nﬁg Verwn e, atsleast n

overWW|tlgﬂ at least in part, of one or nDre files

partpoy orreredbes 249, peg mzdlfwé/a@promlewé%@rth@?vwlmm lgast in
one or nore val ues 206B, and nay deternine, based at

partlofasé of mopeafiles ap@rmcm@tm B2ApThisvndyresulp B RABB 29 verwriting, at
| atest permtted access tinme for object 30A and/or one

10 leasﬂf " 8nd bt ©6re2@8s 200, ahl elsb ARryatsudin AP DY hdifying? Bs
/ or processor 22 make this determnation is pri or

app10 rlgfe Wtﬁmw aWe%% it Eé&ﬁ of LG mBR kS ﬁ(ﬁﬂ metadata 32A.

ces processor 22 ay

eter and .t her
0030]  fEh e e ovigh Sshytafr £ 8o e S hake tisasy
in part, of one or nore files 200 reque ted by request
deteriginagiew ésy aften i latest permitited pesessione canelles 29asdias propsssor 22
may determne, as a result of operation 302, to
mayr deferesne ndtdo psmnit,aagé thereforn, hot tmregutest mﬁmnamchwr storage1é7 of
or nore operations requested by request 18. Controller
15  the S¥brafi6hgrat wa@ﬁlﬁqﬁﬁf oPéhel dieHoradiyesr20Quegiesteddly roiusas

17 overwite, | east in

accordingly, controller 20 and/or processor 22 may determine, as a result of operation 302,
not to request that storage 17 perform, at least in part, one or more operations requested by
request 18. Controller 20 and/or processor 22 may provide a message to HBA 16 that may
indicate that controller 20 and/or processor 22 have deterinined not to permit, at least in

20  part, one or more operations requested by request 18.

[0031]  Additionally or alternatively, in this embodiment, controller 20 and)or processor 22
may periodically examine one or more values 206B, and may determine based at least in
part upon one or more values, the latest permitted access time for object 30A and/or one or

more files 200. If the time at which such examination takes place is contemporaneous

25  with or after this latest permitted access time, controller 20 and/or processor 22 may issue
12



[0032]

10

15

[0033]

20

[0034]

25

part, one or nore files 200, and nodify, as
appropriate given this overwiting, at least in part
wohoosne3ss? nore files 200, netadata 32A. Thi s PE/US2005/004594
result in RAID 29 overwiting, at 10 |least in part,
-one or nore files 200, and also may result in RAID 29
[ talpi T
a reffBt f&/gltgtqg% P 11RP ORI 13RI Y5 Bt 30ASarf U chd bl Bbre files

o1 o | oneforhm)re esWﬁOO, net ada I
. . i ' 0
200, MEiROR g O eter Bat finiedS ¢ pOBuERis TP AR AR el 54 Gnty

this latest permtted. access tine, control|er 20
COMPAIEPOIRAT GRS 3&?8 29, ﬁ?éyma% respHiih BA.%QtZ@t %‘fe&@;grﬁbuqct Ay, one or
therefore, not to request performance by storage 17 of
mortPladke 50her. wbOIN; angl endity 2da sCoriviergeby; if dagd 3% eomprisasrdata in
files 200 requested by request 18; accordingly,
addBintts ehé 6f mat: @lesl200, this eeResidssued 2o stapagd el &k onLolledD0and/or
result of operation 302, not to request that storage

proéegsd?%frﬁzgﬂﬂg fdst HBARWIDHRAE bne AR HIEPI ARELBHIRP HRtadata

requeste )(} request 18. Controller 20 and/or
processor. 22 . royi.de nessage 16 that may

DA e REe R B Bl ER JeMERERSR o ebsor 22 have
determined not to permt, at least in 20 part, one or
ABie 0Bp EYSEE Sﬁ’é’oﬁ?‘@%&ég% GOBPriseEoRee ﬂ@emaw@@fpsea at feast in
Additionally or alternatively, in this enbodinent,

partgcadeviod thet map benapabie girdstergsning, 22 lessyinpert; whetber ioyrequest that
exam ne one or nore val ues 206B, and nmay determ ne

the Btafagd paifoingas leabiin Part] atU@BnoREpepitiond IThe\ad ldastSonetdperation may
| atest permitted access tine for object 30A and/ or one

inv&¥e, P st ih p8R, A% st dile SHi&t St RlthdtbfBe SHRE determining, at least
exam nation takes place’is contenporaneous 25 with or

) f i s ' . ' )
i L ik B AR5 158 b PR EORLIGhE P o
that storage 17 del ete, obj ect. 30A and/ or _del ete. one or

3%9 mﬁtaqd ke plg 310

leashRcolptte afa Ry be PoFRde the Yefgaeand py indicaie gg darliest

17 del ete object 30A and/or if data 34A only conprises
peroited gleletion éinfei forthe20 teastt anebijagy andéend lateshparmiitdapcess time for

del eti ng object 30A, one or nore blocks 50A . . . 50N,
the atidaseohé¢ ybj2dAThEstorsgessddoymay tolptise SRAIDONpPri ses dat a

in 5 addition to one or nore files 200, this request

IS MRFedoBsISt BERIBathresRY (19 B sidh bRbodithedNa hermit the storage in
this system embodiment to be able to enforce compliance with one or more data retention
and/or deletion policies. Advantageously, in this embodiment, this may make it
unnecessary for a host to periodically request deletion of files stored in the storage, and/or
for the host to prevent user-initiated file deletion requests from being issued to the storage,
in order to permit files to be deleted and prevented from being deleted, respectively, in
accordance with the policy.

The terms and expressions which have been employed herein are used as terms of

description and not of limitation, and there is no intention, in the use of such terms and

expressions, of excluding any equivalents of the features shown and described (or portions
13



processor 22 may request that RAID del ete one or nore

files 200 and nodify netadata 32A, as appropriate,
w@rosn9iske s del eti on of one or nore files 200. P¢DOSAP5/004594

Thus, one system enbodi nent may conprise storage that

may conprise, at least in part, a device that may be

theré@f)aRldat Rfredtphiled it ReioRtmbEAEAtions aféﬁfdsmblé"\ﬁftﬁlﬁ fthd é?:ope of
request that 10 the storage perform at |east in part

p nay

the el S tcoR R G0 Sl Bl e ifien M T80 ORRRALDUERS, O
in the storage. The deternlnlng, at least in part, by
the device may be based, at |east in part, upon
net adat a associated with the at | east one object. The
net adata nay be stored in the storage, and may
indicate an earliest permtted deletion tine for the
at | east one object and/or a |atest permtted access
time for 15 the at | east one object. The storage al so
may conprise a RAID. [0033] Advantageously, these
features of this system enbodi nent nay permt the
storage in this system enbodi nent to be able to
enforce conpliance with one or nore data retention
and/ or deletion policies. Advantageously, in this
enbodi nent, this may nmake it unnecessary for a host to
periodically request deletion of files stored in the
storage, and/or 20 for the host to prevent
user-initiated file deletion requests from being
i ssued to the storage, in order to permt files to be
del eted and prevented from bei ng del et ed,
respectively, in accordance with the policy. [0034]
The ternms and expressions which have been enpl oyed
herein are used as terns of description and not of
limtation, and there is no intention, in the use of
such terns and 25 expressions, of excluding any
equi val ents of the features shown and described (or
portionsthereof), and it is recogni zed that various
nodi fications are possible within the scope of the
clainms. Accordingly, the clains are intended to cover
all such equivalents.What is clainmed is: CLAI M
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1. A nethod conprising: determning, at least in part,

by a device conprised, at least in part, in storage,
wob@siedsse o request that the storage perform PBECT/USHS$/004594

in part, at |east one operation, the at |east one

operation involving, at least in part, at |east one

Obl‘@i‘flﬁtétc%lﬁgdisn the storage, the determ ning being
based, at least in part, upon netadata associated with

the at | east one object, the netadata being stored in

the storage, the netadatagigﬂkgfting an earli est
permtted deletion tine f at | east one object

and/or a latest permtted access tinme for the at | east

one object. 2. The nmethod of claim1, wherein: the
1.stoA@q@ﬂ&Ummmm%mga control l er that conprises the

device. 3. The nmethod of claim1l, wherein: the at

| eadsterotging e ki Drpactobip b idewise edmprésed] atdeadt of pdrt)én storage,
fol l owi ng subparagraphs (a), (b), and/or (c): (a)

Whéiﬁér% ké@est@ﬁatltﬁé‘ﬁbr g@ pB@brim, af Ie@é'ﬂlﬁ Fﬁ@rt%t@éa@g&qet (ﬁ%rzﬁfon the at
| east one obj ect; readi ng, east in part,

c r [
leasgérru% f(?fe?%tlo%niﬁv@gg%f atolﬁées?%) \ég tawehét oﬁlg b_%e’% #g%ﬁ 'tlﬂl storﬁge the
1, .wherein e | east one object conpri
detgmitE DB B g ?ﬁeasamaﬁ upeR I a@&%iﬂ%?%?qf finhe at 16st one
requesting, by the device, based at |east in part upon
objechdhermetadatedeingestereil nthsytarage, tegnetadatomdidating an leardiest
one object. 6. The nethod of claim1, wherein:the
permittedaigietion tipte foe therm fehsisdnerobiret and/or a latest permitted access time for

the at least one object.
2. The method of claim 1, wherein:
the storage comprises a controller that comprises the device.
3. The method of claim 1, wherein:
the at least one operation comprises at least one of the following subparagraphs (a),
(b), and/or (c):
(a) deleting, at least in part, from the storage the at least one object;
(b)  reading, at least in part, the at least one object;
(c) overwriting, at least in part, the at least one object.
4, The method of claim 1, wherein:
the at least one object comprises a file.
5. The method of claim 1, further comprising:
requesting, by the device, based at least in part upon the metadata, deletion by the
storage of the at least one object.

6. The method of claim 1, wherein:
15
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7. An apparatus conprising: storage conprising, at
| east in part, a device capable of determ ning, at
WO e@s093589 part, whether to request that the stPCHYS2005/004594
perform at least in part, at |east one operation, the
at | east one operation involving, at least in part, at
l e =Yo Lo the storage, the
deﬁgéﬁnﬁﬁﬁg?hgﬁg?%gﬁﬁi%ﬁh%ért, by the device being
based, at |east jn part, upon netadata associated with
7. the‘glé?p?aé%\t§§°(g%%rlsé?$ect, the netadata being stored in
t he storage, .the tadata i ndicati ng _ an Sarl i est )
persieTegRePTHRRS. Ghlcpsiia PR a devireapplle of dgREnigge af least in
and/or a latest permtted access tinme for the at | east
partpwéetbil woequedt thhibe sigpegeateuforof atdeast in part, ahleasiione opération, the
storage conprises a controller that conprises the
at 1&heVoreopethition itvoivingy A lesst @fpact, & 18ast ons\bisieetistored fiethaistorage,
| east one operation conprises at |east one of the

the g&lefrﬁ’ﬂm at‘;‘l%i'ﬁbl‘?ﬁ{ B4, 3phRe Eice Ketlg ba%legi,/ 4 leaﬁtci}l:pab, ﬁp(%n metadata

el et ng, east in part, the at | east one object;

b eadi.n at .| east. i.n,par e.at 0
assdgfed TR (R M atal Bl SR ptRMSoppe, the
| east one object. 10. The apparatus. of claim?7, .
metgfats gdicating an gerliegt permiicd ds%ﬁ@e timedRpiiess Teas qriejabject gnd/or a
The apparatus of claim7, wherein: the device is al so
latestpsabitiedatcase timsdor thg atilsasitangobfsgt.t he st orage of the
at | east one object. 12. The apparatus of claim7,
8. WheTl@ dpparatus of claim 7, wherein:

the storage comprises a controller that comprises the device.
9. The apparatus of claim 7, wherein:
the at least one operation comprises at least one of the following subparagraphs (a),
(b), and/or (c):
(a) deleting, at least in part, the at least one object;
(b)  reading, at least in part, the at least one object;
(c) overwriting, at least in part, the at least one object.
10.  The apparatus of claim 7, wherein:
the at least one object comprises a file.
11.  The apparatus of claim 7, wherein:
the device is also capable of requesting deletion by the storage of the at least one
object.
12. The apparatus of claim 7, wherein:
the storage comprises mass storage.

13.  An article comprising:
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the storage conprises mass storage. 13. An article

conprising: nenory storing instructions that when
wWex@se3sd by a machine result in the foll owi ngPCT/US2005/004594

determining, at least in part, by a device conprised,

at least in part, in storage, whether to request that

t hansher 296 iMehb@idHondthat K88 eddduRa by a ﬁacqu?&%gm@ Rihe

operation, the at |east one operation involvin
:mu$@§1t in part, at |east one object stored in the
storage, the determ ning being based, at least in
ar on netadata associated with the at | east .one
b B4pITIRHE RIFSR A BT &Y AgeL 6 BRI RCG Rlcastdp aefb, i pineage,
met adata i ndicating an earliest permtted deletion
whetheggo reguestiiat she sterage perfan B} lsest iapat.mt least ertesyperation, the at
permtted access tine for the at | east one object. 14.
leasThige @peratdineinodlvinigpatriedsBin pug nelienst ohbebjgtistage in the storage, the
conprises a controller that conprises the device. 15.

deteHenifg béifik Badell, Qt'l@dsffin]ﬁﬁrt wh&! ﬁbﬁda&@@so@a‘c&cﬁ@ﬁﬁ tH'Y least one

operation conprises at |east one of I ow ng
objezt RRALBQHAR I%%m%?sz}ore& Rthe @{G%gggth% ‘f%eta a‘i]t@ 1|n§?ca ing ﬁlg éarﬁest

I'éast "I'n part
dj | east art, the at | east
Peﬂ}sﬁﬁsg Gefett i ap G aH iR golest i e Tpamtteckapgess time for
| east one object. 16. The article of claim13,
the%ﬂ@ﬁéPm3°mﬂ% at | east one object conprises a file. 17.
The article of claim 13, wherein the instructions when
14. exél“dlataﬁréblabﬁdaineﬁuwhdrein: requesting, by the device,
based at |east in part upon the netadata, deletion by
t hehe storage comprises a controller that comprises the device.
15.  The article of claim 13, wherein:
the at least one operation comprises at least one of the following subparagraphs (a),
(b), and/or (c):
(a) deleting, at least in part, from the storage the at least one object;
(b) reading, at least in part, the at least one object;
(c) overwriting, at least in part, the at least one object.
16. The article of claim 13, wherein:
the at least one object comprises a file.
17.  The article of claim 13, wherein the instructions when executed also result in:
requesting, by the device, based at least in part upon the metadata, deletion by the
storage of the at least one object.
18. The article of claim 13, wherein:

the storage comprises mass storage.

19. A system comprising:
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storage of the at | east one object. 18. The article of
claim 13, wherein: the storage conprises nmass storage.

WA 2005M9F§St em conpri si ng: st orage conpri si ng, arPCT/@8m05/004594
in part, a device capable of determning, at least in
part, whether to request that the storage perform at

| eagérabdcaiprisinglat 8RSh pPASr @REdAdapMle of H&eﬁﬁinfr%? least in
one oper ation invol vi ng, at least in part, at east

U8 6B PGB HIE AR A1 LT o Bin,
a

, X [ d h the .at |
ot 15 e RO R A g FeToP e AR Picgstrag s D piorage

metadata indicating an earliest permtted deletion
the detgmmingmg, atleasyin p@géw therdevies) eedng basad.¢it least iatpegt upon metadata
permtted access tinme for the at |east one object the
asseiaiedyith aliesat lestpid shjeg, the nethdathcbeingstom@yl iwthe storage, the
i ndependent disks (RAID). 20. The system of claim 19,

meth@fth IlicaBiREBA esiliBS pePntRadeAbR MRG0 ih4Qt YoaSIUHRIBfEct Snd/or a
the storage. 21. The system of claim 20, wherein: the

1ate5}%hng%mgé~f§§$ﬁ% fgl;)ﬁj% ap}@?tq%]gglb rctl( HBA) coupled to the

stora stemo 9, wherein: the at
oy AP HPBE PR RImB AP A WO IFSRERITh B RAID)
al so conprises a file; and the nmetadata al so indicates
20. onelhsrsypigmeoflaim 19, fisthes comprsipg:l e, the one or nore
attri butes conprising at |east one of the foll ow ng
s ubpesbepramhsicatavahaoeipdéd toahd stbmge.
21.  The system of claim 20, wherein:
the host comprises a host bus adapter (HBA) coupled to the storage.
22.  The system of claim 19, wherein:
the at least one object comprises the metadata.
23.  The system of claim 22, wherein:
the at least one object also comprises a file; and
the metadata also indicates one or more attributes of the file, the one or more
attributes comprising at least one of the followiné subparagraphs:
a name of the file;
a possessor of right to access the file;
a size of the file;
a creation time of the file; and/or
a most recent access time of the file.

24.  The system of claim 23, wherein:

the at least one object comprises user data; and
18
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a possessor of right to access the file; a size of the
file; a creation tinme of the file; and/or a nost

w0 e@snp3saccess tine of the file. 24. The syst er€DS2005/004594
claim23, wherein: the at |east one object conprises
user data; andthe user data conprises the file. 25.

The[h§¥l§ér%aq{?@r§g§@hgﬁle.v\her ein: the file conprises

one Or nore cks stored in the storage; and the at

25 I eafﬁepsgllgﬁfno%&%cl ﬁ%ege%cpri ses one or nore pointers

"t ha € o6ne or nore blocks. 26. The system

of claim 25, wherein: t file al so conpri ses, one or

orbe HRRamasis o ke dests dared PrbS g®d and the

at | east one object also conprises one or nore

addhe ableadt opopdbieetralsa ¢pamprises e eronereeodticiydhad peitiée the one or

bl ocks stored in the storage, the one or nore other
moteledks. conpri sing one or nore other pointers that

point to the one or nore additional blocks. 27. The

26_sysﬁgél‘g enf oM, wHegsi®i n: the storage is al so

capa of storing a data structure conprising a

poi tﬂte File etllgc? Eor%)ljigég Snd & ﬁxglee a%ditko%alsﬁlo&%est%h it fhe storage; and

the at least one object also comprises one or more additional pointers that point to
one or more other blocks stored in the storage, the one or more other blocks comprising
one or more other pointers that point to the one or more additional blocks.
27.  The system of claim 19, wherein:

the storage is also capable of storing a data structure comprising a pointer that

points to the at least one object.
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