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conmputer, a |aptop personal conputer, a persona
digital assistant (PDA), or the like. 2. Description
w@bkooRPniaps Art [ 0006] As shown in FIG 1, a perBONaEB2007/069519
el ectroni c device 10, such as personal conputer (PO,
personal digital assistant (PDA), or cellular phone
may have disparate radios 11 a - 11 e using disparate
radi o technol ogi es and comruni cati on protocols in an
environment having renote wireless devices 1l4a - 14p.
The renote wirel ess devices 14a - are accessible
t hrough the raBAdKGROYND OF EHESINF&NHQB& spar at e
radi o technol ogi es. [0007] For instance, as shown, the
personal el ectronic device 10 may have a GSM/ CDVA
cellular radio 1 la, pp¥gGricERR8R2- 11) radio 1 Ib,
a UMB (Utra-wide Band) radio 11 c, a Bluetooth radio

11 d, and another radio 11 e that represents future
r 40005 ﬁéh@upﬁfg%emmmné@e eplatep tfr the goityed|od mulipple siiegdess radios of

dlfferglg\lmlglt%ﬁeﬁ'cgﬂta nl%a (1:112 Q 1%% e c%l‘ﬂ}pu fio &Y r[?é %u{ﬂ Jfleta c?e%l%top perS{)nal

compae,eslsptpp IpBItSOﬂla‘l lRompdtcs ageenal dEgite assiNaitPDAcorbd hikke.
W-Fi technology; a third access point 14d, a fourth
access point 14e, a wireless USB hub 14f, a PDA 14q,

a first printer 14h, 2&D&kﬁ§ﬁmﬁ@mmﬂﬁﬁ%il4l an first
i nput device 14j, and a first audio device |4k using

chnol ogy:;. econd co ter 14 econd in
%‘?‘Lﬁi THRIORAGn BGek S§TPs ﬁ?’@%mnmﬁvwg .lﬁ Fa%%p g1} computer
(PC), p%f:shﬂegl(ﬁ)?}ﬁl a @R (B AR Wil f15 Iﬁﬁ)ﬁe %‘fl'h‘ége &ﬂﬁarﬁﬂ%e}ﬁdlos lla—1le

represents future renbte wrel ess devices USing

using udrrd‘peraeeseém tochnobgiisveall enmnruadiagon em’mwllsolg)an eﬁl@@@ﬁjlent having
ach i ndi vi du ndi vi du

remolGY 16 deiiats e 1CBu TS rmfadireRomac BT Lhes dgpiivle trough
the radi¥s 9 14 S 118 0LGRL YheAdi§Rgab taddd tebH&lJ)%E@' radi o types

having different physical (PHY) Tayers, different

M&ed g4 %? ﬁl%ﬁan‘éé’ % %H’éwr( Mﬁ?%er&ﬁ{ai LiofRor®d d&yi& ﬁﬁﬁl? havka Gsm /

| ayer "(DLL), her’ef ferent device drivers
CDManctlldiaf fatienta, latWi Ft (IBEE®084d1) radicel ftae &/ WBpUilcatiidnBind) radio

e, ¢ 3o Pioa - pufblicr Bty LGB Eaierint Bk EadiSuhey Mggnforescen
but etﬁ@@ﬂétﬂé 4&%@9&%5 BSthidR2 001 REBRISLiENTYe ARtk wWiRAWs WNieR may include:

utilities they are to use to nanage and control which
a cellplggingwiork b‘lfaderﬁrst@cwepomt l‘&fhmtdea secerd @osgssqwuitdde ugingdVi-Fi
technE) gr & Ih d% a]gcet %gomf !)%(gla%lo | %cscg%l lolngt)ﬁ 4% haaxgvlr%]t%gls 19§B lf'l%ﬁq4f a PDA
l4g, aeﬁtsﬂpﬂﬂbﬁl 4 e figednipafer A4S Firdt @hﬂﬁﬂ ayvivdhBdj, dndidi Orst audio device 14k

technol ogy is being used to access rennte wrel ess )
usingd&¥yBeleghnplngy: a sopend SpRIPEIET btk 2 FREODS B1PUE Geviigfektkn.fapd prggoond printer

i t

Lin bR Gorpdht D BTl N VR 1 e ephbiRiirure remote
wirelese otiecsdewigoen foresdehdutitquivdlgnt usdd tdchnadogg.r ol t he

radio. [0009] Further, the software developer that is

deyeisypidagh ﬁfli@d?ld@eﬁltrdtdms 14 hatle bid dnl ingividual util@g @at is used to manage
wi reless radios to connect to renpte wirel ess devices

and cofeql tesiediont hip iukieedy # respiéef thedasmmilio Spewbavimedifiegent physical
S LD B OEELC AEAR LSHPR L),
and, tatrefore, dfatcnt, debvive sirivomndint iddfferers wtihiecs @set ihteofficd dgplications) on the

different radiq types hayvi
personal electronic device for c%?ltrol of the Pocal wireless radios. Users get confused because



fundanental ly different interfaces on nultiple |evels.
Thus, there is a need for a utility that allows
waleoahopes s to treat different wirel ess radi o PEPES2007/069519

generically, and to allow third-party applications to
access the functionality of such a utility. SUWMARY COF
THE | NVENTI ON [ 0010] These needs and ot hers are net by
a systemand nmethod for multi-radio control described
herei n, which, advantageously, unifies disparate radio
technologles and conmuni cation prot ocol s and

they domdtikngwt which gtilidgsthex dratto nsate éman@ge @pcb@n{;t@hafhlch radio in order to use

a remBeSARION G ARVHRR nBRUL AYefy B ULl ofinBf il BRALALEA with all of the

0S5 "W shi'ng 10’ makKe  use ess

local ﬁfdl(&elrlu FCil e, fosclifthate e@icee ﬂortamskﬂ@vkn@fav windesdio @d&ﬁnd&lb@y is being
radi o technolo?y needed to connect to the

giv
used QAGrese remeso ifelcas é@\flgesnlélat—ol @natgisadm thgfuserﬁg 1dent1fy the remote
wireldsQYEREL ﬁﬂt h@% ST SDsE VB Ije%arfi%i{h% 5@BLE @chﬁ(ﬂogy used to access the
per sona e tronic device I udes: a progra
remotienieicé acthenpidity esctl o corgmd theimdior equest s regar d| ng the
renote wirel ess devices and providing responses to the
r §0009§t Furter, GRabitharcdiweRpemhade devdi@dig gppliRhtions that utilize the
recei ving requests fromthe programinterface nodule,
local peselent Yadig t EoTBCPito aReiRaYiEless WEWe e ambst cpgRISt wefdbfferent command
[ e
structﬁ?e% go mgé?rgdrﬁrnstnérﬁgre%e‘éeﬂg ggﬁgg%iés@uéh %ﬁg{&%@% dp‘e? c‘oﬁﬁeo‘a ASLdfhect
devicee sgonaeiy,tac. . Rezapr, dgs esnditidneis flecresutoelithe dlf&mht axdio types having
atjiaon | ayer. nodul e associ ated th.each radi
fundaeg?eﬁﬁlwé@?rs §IBYRES N HvHDIcdC YT aFbedhimis R iility that
allowDBEIRCSs tolththediFRRSt VageSadid tfy?é'ﬁ‘ JheridP5aind @ raﬂ%rtﬁlrd -party

manager nodul e, generates specific driver commands
apphM@bmﬂmhbmﬁgﬂ&&hﬁﬂﬂﬁ@ﬁﬁﬂﬁ%hﬂﬁ@@ﬂgyto the associ ated

radi o driver nodul es based on the generic hardware

interface requests, sends the specific driver

conmands to the adsdMMaR&¥AOF dtiHINVENMEIONDdUI es,

receives specific responses fromthe radio driver

HE A\ | ’Th s:eglgeroe gagngd SR g ra{recrné eosyp gsglssf 3 Ld b ads gthog for rnultl-radlo control
described neﬂéﬁe svhich, h@@ntage@m}h @hiﬂ@@ Hﬁ;pﬁlf@fb&@@ﬂ’o t@@lﬂulogles [28912]

The systenrnay al so include a renote devi ce manager
comnihigtian ardoladrabsirgptethemeach st p Bsarioba patsaRal slectrpgic device

havmg g{ﬁﬂg eh’f}(;eq\gj!dgs?t 125?61[]@8{‘305 V\HB’:HII% ﬂlg‘kefl%E ofg ?@r%t@ Qi 3&9 tdgwce or service

or aval renote W reless device
is not Thquitedes khaow er fuadvestapithe eatio tmhmidgr)} ®eckdsd footonnect to the glven
. receiving a request froma user to change the

devicgonnection status (i.e. connect / disconnect) of at

| east one of the avail able renote wrel ess devices;

sdfiilhg Aq@@rdr@qt@@@tasmt ehke gevonken. eonpieet fop multstagiqigontrol in a
persotial eﬁ&ﬁo des%g ncARRs: nﬁ)rbgﬁﬂ?&ﬁ@? hl%g{lll%%f R !r&gmﬁ:sts regarding

evi ces e progra ace recelving a
the renespwirsiess dbvidee atiepoeRling @spdmaoge theh&qﬁﬁ;tﬂj @adbdabhardware manager

tatus of the atjgeast one of f%%% renDt W rel ess

F EQCSIVIREOTRANGSE T8 dheairpeiaieintcaiaee m%ru ee oraiing generic hardware
interfé?(feef% o fsr}Qr éaﬁﬁ 4 fiS, Rg&gﬁ %genetrﬁ% es t@%‘ g{eh@r‘i‘@ha{rﬁware interface

Interface ap t1on e 'S
requeste,@elld\prmgdmgtthef neslainscms tiod pmgtaamyﬁfacn npanfeetd gnadaptation layer
mod tal us@egg}l g}’é’é@ﬁwﬂ Faal adap a%on ?e}gle}r rhneodllflseergcegxlfe's Fie g?errlleric hardware

interface requests from the local hardware manager module, generates specific driver commands



event), and presenting those notifications to the
user. [0013] Correspondi ngly, according to another
waspeasoled the invention, a nmethod for nulti-Pemius2007/069519
control in a personal electronic device includes:
searching for renote wirel ess devices available to
each radio of the plurality of radios in response to
receiving an instruction froma user to search for
avai |l abl e renote w rel ess devices; presenting
information as to available rembte wirel ess devices
to thetagsacksedrgdio driver Bwgules based opdleegapicrig hpdvoraqmtdrac requests, sends
the sp'g\cr)ig:clc atvlFrn&rﬁrggnds t? ggeltal%%q\?laﬁg(l %ﬁgoo(%ﬁveeg &%@er\% {t—:%elvei% spemﬁ% responses
from thid@adib diiker moUTeY, @eivdrited 85 B rid @poRsSs bilsct @8 PRN§R cifie responses, and
receiving a request fromsaid user to establish a
provigesihestiicsn reppRsce Heths docat hardwrerpraesi mefwWss devi ces.
[0014¥ The nmethod may further include: formatting a
g2 Tllnarsaiménayrﬂlm rfﬂala;lée a rergeie sevico mgaages nadpte and a user
e PO ETBAE 185 F R B L5V TR BRI} B RE ot aevc
objectsEBPAIMbIE @¢rasts wieNdss devibas THe aser ikterfgRngplicatioamibales for:
i.nterface request sendi ng the specific driver
receivipHAERIMEStEO M2 Haite CRANES éhe GPpBEAton skdusci-at@aNSHt { Hisconnect) of at
C 0
least (gtgea%tﬁ%?%ﬂ?‘tél%g 5t\%§xrﬁiéei\fées§ ge{&g%s E%gltn%ggtﬂ% 'r&ﬂ'e%tg{)j gc{l;eglg]@ the connection
statusad e atdelisoomty ofithe amldh]le%méte\ﬂ@reﬂ@@ ‘detid&x1t88he program 1nterface
CT/ US2007/ 069519 [ 0015 | tio t he net
mod “r GFEHEANG HESPRASC 1@ BEdrque tgtozfyf mgﬁég%%%lﬁcq%%% 0%6 %Bl)éa“ one of
said rEfBteUSiRleR @@Vfébssﬁ&ﬂmﬁé:}gﬂogﬂmﬁmﬁé%m% hotth [ hﬁ&e%‘ﬁhg €hd Rsponse to
response; receiving a notification of a ch ange in
the usst. gt dditofnatlpethe osaneateifore a@pljcamoesmﬁuilqmg atshéor recelvmg notifications of

notlflcatlon to the user n1n|n
changgs [ $qnpgCHem et hah werg gt P@hﬁ?‘f@’d&? 6‘5%¥c(l: 1516¥%Wé11500nn60t
event)Mah@ RISt HRUhER R cAtRAMY@SthcN@er, recei ving such

security credentials fromthe user. [0016] Better

5t [

O R B B i hod fo

multigadivicogfsol uBRIpEEoﬁ}EEStaatr@ﬂ‘lb OhICF T HE cDRAVMCNGS 100 tipje wircless
am o sona ectr

pe

devwasevae%blﬁi%aﬁﬁ r?ﬂl%B Bl °c§§a‘{lﬁ%’inr¥85p8f“§ept8rr8‘ieéVlP%8’? gstruction
from h SO LQGEDr aNHIa6RTBMBIcCAEIOR RLRES g@ésénﬂnfg i#fbrmation as to

envi ronment having renote wreless devices accessible
availablg songte wielepsadtivirss testhg gsqrh@ rgfpeprartaresciva ipformation indicating the
rernottg %vqperlleosl %gsl(lces th[lt ag%% aélralbfei andt es%ab?‘(s)lfml{g%tcl{)gr{]e%g iof' % w1t% at least one of the
remote @ﬂfeﬂ@k daeicey 1dlré®oh@: th h@ceid‘iﬂ@ﬁltdq@@st f{ROINY ubdr & establBha

screen shot of an Initial screen of an exenplary User

connqeHpR Pt e sogsitd IROIOWIrpsHUICEIcSs- t he exenpl ary system
of FIG 2. [0020] FIG 4 is a screen shot of an
Caoeld t T nwithaert max &irtheningfudgnfosyettip argyn@%har dware interface

reque%tfn[to %r:a%c Cg)r aeglﬁab? a}elrn%?e whe %lssede(\)fgcets hgeengr)égn spec}/ﬁcs(%lver commands to

cach radio to search for available remote wireless devices based on the generic hardware
interface request; sending the specific driver commands to a radio driver module associated with
cach radio; and receiving information indicating available remote wireless devices to each radio

from each radio driver module.



[0021] FIG 5A is a screen shot of an Consol e screen
of an exenplary User Interface application nodule of
wo b@7axanpl ary systemof FIG 2. [0022] FI G SBCT/ESH07/069519
screen shot of the Console screen of FIG 5A, wth an
exenplary security credential dialog w ndow presented
thereon. [0023] FIG 6 is a hierarchical constructs
di agram of an internediate | ayer nodule of the
exenplary systemof FIG 2. [0024] FIG 7 is a class
di agram for an exenplary |ocal hardware manager nodul e
d 0015 nghdslitionsHy rthe methodgmayofurthereint e ragadying e disggeect request
dule af..Fl Q0 9 / 0 6 o
from [ qdcbhecting 2 R MAGH AP P ipeBRE R A 4 Roification of
a chahg@dialstadnasfinacennebji@cindoiredchéing thatnetifiestioatte theayser, and determining
nodul e of FIG 6. [0026] FIG 9 is a class diagram
that sequgidys crgfleniialirare squipd Bxasaps argmpicrirclawlst se aphrsuestvg /
receiv&ﬂflsdscﬂ;s@%ﬁggl%g&ltia?syﬁ&}n@éjﬁgeﬁ of FIG 6. [0027] FIG

ragramfor an exenplary renote device

r dule, of the inte di at.e .| ayer ul.e qf, .
FRRERE. 6L R ilind CEREPEY BrGib g St RRfON e Bunted

descripiienpf atemplafehdodevigeaeirewingsof the internediate
 ayer nodule of FIG 6. [0029] FIG 12 is an exenplary
ti me-sequence diagram for an "enunerate avail able
renote W rel eBRIEEVENEKPTIONIOPTHE DRA VEReRP! ary
system and nethod for nulti-radio control according
to the inventiagn. [0030] FIG 13 i s user, connection i
f IO Endle- + Hrblagk %ﬁ%fﬁm ofrypersonplgdeqtionicodsvice hagige gisparate radios
using (Ei?s%tafa@é ra@fbcteélgﬂo%és%nﬁ REmhIMERLLR rot%ﬁqﬁlaﬁgh?}bﬁent having
EXEMPLARY EMBODI MENTS OF THE | NVENTI ON [ 0031
remotdcomlchs dgvites ancssibdnibrargh theadois memig tiod disprrate madmtdcbmglogies.
di sparate radio and network technol ogies are unified
anoo8psthiiace &t fctiorahbliocladisgeyim v shéxeenpl@dy Bpdt@m Bisramolti-radio
ai remote w reless device or service is not required
contrel acgaiBiREde theBEF¢I0ENd t he radi o technol ogy needed to
connect to the given device. This is achieved b
r 0198 AdGndiistd gsreenisheli afiagaitialisaredniaf ag ewaplavse%&er Interface

oGS B R R 1, o

u lyi adi os. This praovides. a.singular user

oD Ve SR R ShoCah e ich WiBRbisRientiiGh exemplary User
Interf@&CHPHcARMhEIUN 6the Ste H?Cs@" SteA$F FIEr Yi ces on any

radi o usi ng the sane rrer?lﬁo s. [0032] A LOGQ CAL

SEHMREIEAYERS: [Q833hofdGn @oﬂséleasfcfoerléﬂ oFLP @?ém%ﬂn?qgser Interface

di'agram of an exenplary system 16 [

)

multi-radi o
appliegnt nwiduod shaléxegnplay sheeieé €Ki Dn, i ncl uding a User
Interface (U') application nodule 18 and an
[0022] FIG. 5B is a screen shot of the Console screen of FIG. 5A, with an exemplary

security credential dialog window presented thereon.

[0023] FIG. 6 is a hierarchical constructs diagram of an intermediate layer module of

the exemplary system of FIG. 2.

[0024] FIG. 7 is a class diagram for an exemplary local hardware manager module

defining an abstract class of the intermediate layer module of FIG. 6.



internedi ate | ayer object or nodule (software
devel opnent kit (SDK)) 20. Al so shown are: | ocal
w0 2a@i70$019®%a - 12e, radi o driver nodul es 22a - PROURN7/069519

each of the local radios 12a - 12e, and a 6 WO

2007/ 140198 PCT/ US2007/ 069519 third-party application

24. The User Interface application nodule 18 provides

a single, uniform interface to a user allow ng the

user to find and use renote wirel ess devices (e.g.

FIG 1: 14a - |4p). The internmediate | ayer nodul e 20

sdP28d tFdGt ¥ tsristlagsaliagram derpin ¢xgsprany idcehkardwiare object of the
mtemﬁ‘e%é;it{: iay%ﬁlggueoggf@eéen the user interface application

e radio drlver nodul es 22a - 229 for

e e.loc r 12e. Addi ti gnal )

A0 F1GE R Tt shB5 e B or a8 @A gt abélier object of
the infi#BdiaR 1hytr ntbdR®Y dHF1apR! | catl on 24, to use the

instruction and notification adaptati on functions of

t hgoa 7t &R %taeclésgﬁ?ar ra{m@d‘” & ck Bﬁ&%@ﬂ&@&&nﬁ%&l@r module of
and control the radiodriver | es 22a -
the infe@D8diptellayes monudute dfdIfiobed t hat t he radi o driver
nodul es 22a - 22g represent software nodul es that
Cc(0028)! FiGel bjperdiss divgrap & dkemplady eache dadégoblas of the
12e. These software nodules may take the form of
mte“%ftdéaéf(%ayeﬂ%‘(?a‘éléoéﬂc\‘?e(‘rs and operating system
pr.o ramm ng interfaces, and the use of the term
" §00294r F1Gn13 tsenrcxemplagy imerscarsaas diggmpnfor ap Senumeraigavailable
rernoﬁg :%%fé;%g (ale\al\g/eesﬁ ?urgcr‘% oh%}f%ﬁlﬁk&ﬁ%}g& g/gt%glea%ﬁgfetg&} f]oli]%l%l‘h-radlo control
accordiadit@tl@drinvationnodul es 22a - 22g are typically provided
by the radi o hardware manufacturer. [0035]
A(MOI(]] omaG! y3 isiusersdd@nédioR &lownelRik o Sl e dh@lat/ Method for multi-radio
i npl enent ation of the exenplary enbodinent of the
contr¢lrpgegidingrio hesiavirtied- herein i s through object-oriented
software, and, therefore the conponents of the
i nternedi ate I ayer (SDK) object 20, described bel ow,
ar DEHNeRBHIOAOF db{idPE ARNOEMBODIMESKIS Oed HE INVENTION
practitioner will recognize that the functions of the
S u -
U7 (SRR an S CARRLY BB AR R ik B by A Thdio and
network lmchﬁMSgleS)ﬁretdmﬁifﬁmmar@ctédlmbEthanh atdrovisivihg to teke use of a remote
descr.i bed as "podules," and it shoul d dersto

wirelgSh 4EVICT B SIS U ESHECHR Iwwsord@&ewaﬁg el dipalogy needed fo
conneet ﬁ‘)‘ tH® ?V%ﬁtde%@é 118NY is taRiGic{ & B Brepiabitk @51 8ple 3HvidTRAMIESS that were

refer to any structural and functl onal | npl enent at 1 ons
previafslyt imed $®ﬁ1ammeendlatquebnadlod egthrd hegle Iueh‘eﬂ that yndG8BhdBcach of the
4 SER | NT ACE APPLI CATI ON [ 0037] FI G bhr oul%h Elgg t and
underggng, padios This RrQAdTsd sHreula tse faPe %ﬁ?é{’rﬁle@é FpParg" connect an
acces!; Rinedté aclckiMdviaRRhd savicefonBtitagio Wiz thd shific #dthods.
Initial screen 30. FIG 4 is a Connection Wzard

S¢hER] 40 Lﬁbﬁ%Aﬁ%Olﬁr\@A@EQWﬁ”een 50. FIG 5B is

a screen shot of the Console screen 50 wth an

o e o P L i 0 Bl B B HRE B Srm dg dyrgmti-radio

control accordlng to the invention, including a User Interface (Ul) application module 18 and an
intermediate layer object or module (software development kit (SDK)) 20. Also shown are: local

radios 12a — 12e, radio driver modules 22a — 22g for each of the local radios 12a — 12¢, and a



[0038] The Initial screen 30 (FIG 3) provides a user

with a choice of using a connection wi zard interface
wotowhe1@nnecti on Wzard screen (FIG 4) by seCPUB1007069519

a Connect button 32, or going directly to the Consol e

screen 50 (FIG 5A) by selecting a View Consol e

button 34. [0039] The Connection Wzard screen 40

(FIG 4) provides the user with a set of device class

icons 42 representing a nunber of renote wireless

~ device classes to allow the user to narrow the , ,
third-pyry ppicetionedfo flae MserelngasBicg applicegon mogdwlcyl 8deeyidess wngle, uniform
- ertain clas I of t e
1nterf:e§c(:e otr51% ulger atlf%wﬁ%%t%% ugear %ﬁd%%cri 85]68 reg}olte Yvﬂgle? cYeV ac% gé gsfﬁG 1: 14a—
14p). Maswiternvddiad RS6r dedile 26 séiad to tanslattaitiades 1ﬁ8‘trubﬁ@ns and notifications
sel ected, cl ass, and takes the user to the Con

betwes theayses itqriaceapmeption meryls 1$and fhe ra%d@i qrisr @Oﬁ@%%a 22g for
16£S | c

cach §4h 2B RY 1 £ I o ADRUGRUS e R T e AEH b8 Ylows
apphc@ﬁnﬂm lsechSortkied paty {iipliCatid’)4, whescehainstractainl akilnetlﬁcation adaptation

devi re ent ed out filtering,the avall €. .
functigay picihs lrﬁmf‘éi% S By lag@}We g@h@ﬂmﬁm@%ﬁ 74 B Drgut Aegio driver
moduldsh®s -2A), 1's subdivided i nt o an Avail abl e wi ndow 51, a

Connected wi ndow 52, and a Display Control w ndow 53.
ai ' hay

¢ QBB AR U0 DA LAY e o S SRDRY 9k b8 software

modulds thdreofiorisd epcsaiome Rp&dfid ® cadh sqalicayZxd- d2c. heesoftivaof modules

t he user s Ie t| g.the Vi ew Consal e button 34 of the

may tplf the Jery i Ve eTs i ORPTRIng Sy b POEHERIng Intorfaces, and

the us\é" of %eetéﬁn d@HV&’eﬁl RE Badib BFCG RS he z‘é\g% h@ﬁh?en%c[‘%% a
However, if the Console screen 50 i's displayed as

hrmtaaon es i scope ofbe ubened Bivetian 13 shOl{dd ratsodglnated thevhemdio driver

moduﬁss%sn@%%&?’&@tecgﬁx 5&%@%{3@? ! %gd%%’fﬁin@@?%&ff' °

class W |1, edlnth |Iablevv|
5?{6%% 1HQngHY: l&ngs qdoth%tﬁg e atenol Backomplary
ernboﬁin‘?&ﬁ of ﬁle hiatibg Hés%ﬂbécf‘hér@ﬁ 1g1§mg€1‘1yob%w bFi@htcdbSTOWe S, therefore
[0041] In the exenplary Console screen 50, an "access
the cqmpormtﬂts déthicartcohabate imsr BH2IK) olyedt@Ot dabcribonl Bedmwe agsthemselves

R ey PSP by BB S5 s cot '
accorRfisRéd BENlk&GRatk Surlciigh A ahe dridtu@Nind 688K atRHs"Thdr@fe, 3dme of the
in the Avail able w ndow 51. Advant ageousl| t he

“objeefsngf the ayemplan lélnl@nmtféloac\@élsl@ dsstrcd @ev m@éulp% >and it should be
i dentifi and hout , e
underthad I(L)ha&rfe oy %18 ppréocog?s @1¥ §e§cmé)?1 d {he%ﬁ S hlsat Eogféo errns

“object@MA Bt desiréfor fohdyauactuad hﬁd ﬁﬁlﬁﬁ@lﬁﬂ ﬁﬁﬁl@ﬁﬁnﬂaﬁbﬂiﬁ of th®software
that the user does not need to know or be concerned

ObJeCWdlePPrtbﬁéhé@Fhl s of the local radio or local radio
t echnol og 8 WD 2007/ 140198 PCT/ US2007/ 069519 [0042]
Td0036] t iBatUSER BERBREACEARREIN AJHOAN ai | abl e renot e
W rel ess device, such as the single available renote
a(mﬁigf}, ;F(I)Gnﬁ tlﬁewg'lr:EiG. OB ang sdrben dwsndlsarcyndSamn an exemplary User

tneripfi € S5TeheoLisRhs: 151 At roBRissTRPbRTHO: Al § ablEton Wizard
screeIWkl@qVIG53At19a REsol CXBRLIR FTW SBI Y REsenZhodGUiMd éoﬁslo'lé:i@reen 50

the access point icon 55; or 3) right-click on th
with gpcexegwlary security credential dlalog window 58 presented thereon.



point icon 55 and click a "connect” nmenu item 56 on a
pop-up nenu 57 that opens as a result of the

WO 2@hti4bs ck action. [0043] To di sconnect fronmP@Ir/US2007/069519
connected device, the user may: 1) drag and drop the
device icon fromthe Connected w ndow 52; or 2)
right-click on the device icon and click a
"di sconnect” menu itemon a pop-up nmenu that opens as
aresult of the right-click action. [0044] Changes in

connection status are displayed by: 1) noving the
dd38d Thednitipetorread O0t(REC Comiedded wiengovashoigpaf nieg a
W ) )
comBYh LIRLT SRR T B0l SR SRR PSRl g Comec
buttotu 3B fautlgoidetirctite tadths loayolé edredn®) WIEI SA) by ﬁéo&@@ a(\Ub?v Console
l[ication 18 is mnimzed). [0045] FIG 5Bis a
buﬁo%gfeen shot of the Console screen 50 with an exenpl ary
security credential dialog window 58 presented
t tﬁ@lﬂé’dy n.ThefConhectioanWizarddisvico 0 (8 L@ hasovites thy msar abthe set of device
class icons noLe eaccs%?én aorll rHlbeqreo Irecn?ote WAL §2vicEl ursest allow the user to
credenfl)? e Service "orfer ed % tRe” deviPle

narrotwehglavagiable e@mbﬂetvvirdlése devitésttbonlydSaes bf b yerﬁaﬁﬂ diakd. Salection of one
di al og Wi ndow, ;such as the exenplary securit
of theedexiss rﬂqsmcom HitEdesd Teatsi asspall [ee radpsifer rﬁn@gee\mr@leswvwes that

e AU WISCHRRA L S B U SR gl ot s

dlspla@(ﬁ’ﬁa"ﬂﬂ@lﬂs ref0@4vifel&dsGevited of the bilentat dhiscAlddiciondty, actChoose All”

buttor 4 3 50500 SIS0 e S v R B0 R eoyiyes are

preseﬁ't@& v@th@ﬁﬂﬂ’f@fﬁr@'tﬂé Wafll@ﬁ?l% de(ll/‘\E’sotl)}} §&fidcQlasEr 0gr am
Interface nodul e | ocal hardware manager

e
FE%OI g‘él\?lccoglgﬁg %%éerfﬁ‘o rrggﬁ}l éAg%%ﬂE&%h(ga?nt{) aﬁ%%all‘:i]ﬂg window 51, a
Connedleaptvatdoarsl, ayea Dispdayl €sntfi? avinddi283. Iﬁleclbmllabks:e)dnd(ﬁwél provides a
| ocal hardware obhject. 64a - 64e.for each radi )
display Qi iequs peneichyng Bicaxrirbihiraotavireles drvicss It ﬁ% @%%ﬂlfécreen S01is
displagkd a8 fbsBit bPAR!usBARRLER. 9@\@5&1 ERRole HARGN ﬁ@ bf ﬁl%QHltlal screen 30
i stinct conmuni cation protoco supported by each

(FIG.3adillavaRebrto t@nate wictese pe otssir@pa@n2@oin/thet A v@igible wmdow 51.

PCT/. US2007/ 069519 _ 66 are nti ate or ea
Howeygty i e onslnoreni ¢ S displeoglor b sl Sk Mot Elthifr fatluter
devict Blasd @R bEhWIToRhESRHN ARV R rbAd0-(FIG M) 0dnIf tdmotd Ivireless devices of

eEOO %k The program interface éWPI) modul e” 60 exposes
the seldgecdidgniceicwaill he displayied injthe wé&lnlfawmdlo@yisir admKicon
corresggn{i’mg togl glgltslce)lg'gttre] ﬁVlC%glg.lsS{Mg' l(ﬁl'l ightg bra ehse E%ﬁ%l go}lt?oltv&t}llndow 53.
| e renote W J,

f t |
o d0FLS TR 5 v BPIP GRLRu B Yot Sreg ot edelass has been

selectB@LAL i é‘c@éds%n{t"’ eh BdiiNEhcADBMNEE EbRFO] SMEIYS 53 is highlighted, and a single
di sconnecti on events, securltg events and error /
W

avaﬂah&mnwge gogesstpo)nt d@l/lh@ ts ihdiGeted oy gn eeceshpoing igowp irdihatievailable
bel ow

WlIldOW éos e(glvat%%ggﬂg?yu ltkhe snﬁﬁlg gyalﬁ%f:e rﬁ{ngge aecess @B\]‘QI‘[ ?e%e 1&|1%ent1ﬁed and

dlspla@Qd without regard to the local radio or the local radio technology that is used to
communicate with the available remote access point, so that the user does not need to know or be

concerned with the details of the local radio or local radio technology.



[ 0049] The | ocal hardware manager nodul e 61 naintains
a collection of objects representing the Iocal radios
W@ 200g/1401b®e radi os 12a - | 2e of FIG 1) and pror€TES2007/069519
coll ection-level services for operations that are to
be perforned over the entire collection (i.e. get
renot e devices, disconnect all renote devices, turn
power off to all local radios (i.e. "flight node")).
As such, the 1|ocal hardware manager nodul e receives
requests fromthe programinterface (APlI) nodul e 60,
f 49042 s Toanitiatcr eranduieanavitinervadellc remeote stiscléss deeiae tyuch as the
singletr eﬁfgllagbelﬁ ée%&og[e égce %&S{ diev% ﬁ@%ﬁlr%:ex%ﬁe@% ﬁser&ﬁt%ﬁgpes(gj Ii agpphcatlon

18, the Imeerrrﬁ@poma@g ah@ dtdpethp ba@saPoint 16@1@55 aof thARlv)nlatmd uh@w 51 to the
[0050] FIG 7 is_a class diagramfor an exenp

Connpcg%chwquigwcﬁgaﬁé ‘h%%r@lé‘i'k e deqess paingjicon g3; orp) Ggh%§h“\19lﬂncthe access
point gc%fn'S% %d%ﬂc b S‘Ecﬁﬁ%&t” lrﬁé%ﬁllteméjef@%ﬁ eﬁ{gﬁ A5t 59|tﬁ2§t%8z1§e§ as a result of

I ncludi ng abstract operations attrib
the rigintetliobectatn. on descri ptions for the Iocal hardmare
manager class 70 are contained in Table 1. Table 1

L go@d3iHa rmdvisceivhcva Goni 4 Eamaecd downey itlee(sBenay eDairM dild drop the
connect the local radio to the rempte device in vice)
device rf@némnéthe Coppmected wardognd3aior ) ealiciick e thg detiesigon Wechck a

“dlscérg]e&h Gndii F’x{;y Ld bﬁ% 88 Ilrﬁen‘ﬁ"tllla{t ogaﬁrhs decl e M ﬁEht click action.

a aptatlon

lfﬁ@ :J_llﬁ ed%[ané{“slvana A 1onD%t§t%g g}?ee(ﬁmqagre Bemavmé the (f,erx{lce icon

betwdeh €éhc0Op1@REted HBIIWABL bhd theVA ValilaBlB &6iKddWA 6 1 Winded) @%sp 1 dyiHpea message in
in the RenoteDevice. It will then decide which ada
the lopvgt right-hand sprngp gfﬂh@ sgr@etu apecially useful when the display for the User

C ceICbnnect() WIIl send a
humﬂé%@§¢@@ﬁ%?%e connec |on process for the assed in the

L SRS P2 P o asesn o1 s RSB AEBAA LML 4 gemplary security

credeSi@diGo@wirRiont I8 slevdneRl thedse Nf heirflotcvice, such as the available
TypeOrfl evices, DeviceFam |yTy Ee) Ty eCfEEV|ces and

remotQgeess PRISt d4vacRy FRAIVPY feshrity rdenHals diaf &saryise offad &y thydevice

requl%%%cﬁéfgs%g&lggécghge &) n]\WAQ céglgg/v&;lﬁ(%]&g &uch as the exemplary security

credehitdd alidteg dwaioeMeTaG. SEomp&sénTaDewllow(tﬁbﬁMaDentWﬂhhlr security
nect the local radio to the renote device in vice)
Cﬁfeﬁﬁﬁ S-obj ect. The function will check the wireless type
in the RenbteDevice. It wll then decide which ada

t 390468 1Ga INTHRMEDEATE LS ¥ER[(SDKY HIRRARGH KAk QKT RUCTS

6, the adaptation |ayer nodul es 62a - 62e receive the
gd0@47] c FIG. 6 is a hicrarchical constructs diagram of the intermediate layer (SDK)

object or module 20. As shown, the intermediate layer module 20 has a program interface
(Application Program Interface (API)) module 60, a local hardware manager module 61,
adaptation layer modules 62a — 62¢, and a remote device manager module 63. Each of the
adaptation layer modules 62a — 62¢ is comprised of a local hardware object 64a — 64¢ for each
radio (corresponding to each physical radio 12a — 12¢ (FIG. 2)) and a local adapter object 65a —

65h for each distinct communication protocol supported by each radio. Remote device objects



hardware interface requests fromthe | ocal hardware
manager nodul e 61 and generate specific driver
w@ornramdss t o their associated radi o driver nodedEES2007/069519

based on the generic hardware interface requests. The
adaptation | ayer nodul es 62a - 62e then send the
specific driver commuands to the associated radio
driver nodules (e.g. 22a - 229, FIG 2), receive
specific responses fromthe radio driver nodules, and
generate generic responses based on the specific

66a —106p pemisstentiarprfon dagit availaiic reyete Witsthsh deviee.g. cezesponding to

remotR” lyelgsgdgag §le4q 1@[@% pses to the local hardware

As nentioned, each of the

'3@@4 o T e ST e Bt TRuF Gfonliny b the

intern&@4té BSBOIHKIPMb18 20 By S G Al aph AElitdn FRlute | 2hd to lﬁh@ party
2)) and a | ocal adapter objec 65a - 65h for each

applicgiigns 26 tvhédnimahidesathe basip ftmcb@@ﬂ of: guppwrte evailaplaigoiete wircless
dev1ce§ F%I\ll\lzgecg Ix (£1§cr?él gc}? F%ﬂ&otg ld%\%l%es ﬁ%?c%}l&%gglu{melg ?c)glgr}egﬁgn events,
discotsdctign avd’mwrb@iuan e\%ﬁmﬂ Ieﬁraf i @ﬁ]mmgodv@ﬁ@} Dth&- fUnctions of the

Bl uet pot h 3. , Wreless USB Host
1ntem(leé11qje layop( Sljﬁﬁlbnocﬁ) ¢ 29\;1@ @:S@g@ﬂ{}@ox@@m Hgo ?@oged thequeh the program

oWNet (e.g. 22f, FIG 2) protocols). The
Hum#%é%ﬁéa1 gre obj ects 64a - 64e provi de physi cal

arac rlstlcs and fu suc
[ J00B1 TIRIOE Bl Rb R RS hBBGE 6? PR HS A Btecpidf o bfocts
repreRB}igE the lﬁ&aradl(ﬁﬁ(he AhOWidits I0QrMDRIE FGON) 4 Pr@E@ds collection-level
characteristics and functions, such as device nane,

serviqep fppriptinandat geto brpgrEwsed aiier the Arae colleciiog §ioh metiemote devices,
{ r at )
dlsco§ %lgléep \f% Iﬁ%\ﬁc ga@zt?p%%l 4fpf6 g];lg 1 %‘E@JE soﬂlgfr?%{/ulg ) As such, the
local hzh‘dwdfea'flalfa(ger inbéulp r@grvamequaitefrﬁmahe pragkam mettilce (ﬁBI)tIﬁodule 60,
cal | ctly to %Pe adaptati o er nodul es 62a -
formaész%enepg grgl]wag' @er C? gque§§ % gacg} 1‘&8% FﬁCF]é’FS g%‘l@gp reSponscs from in
respoﬂ&r R &enlRE 8BS afEinBrfabéRquedd %nd FtoGide@he rebﬂb‘ﬁké&qb @l%  program
definitions of an abstract Ioca har dwar e cl ass
interfgoed bl amydwdondr et e | ocal WFi  hardware cl ass 82, and
an exenplary concrete | ocal UWB hardware cl ass 84.
EXeofd] arIG. Atdd ¢lbdstdagamd fopar akmpiurd &gal hgptwaresndnager module (e.g.
t he | cal ar dwar e cI 0 are contained in, Tabl e
61, PR ahiohy dsdiaps o thadtre 1o %ég?@é’ﬂﬁdm@%efrﬂéssd@v jnchiding Histract
operaﬁglqg ﬁ§§m f Qf Q%lﬂu@é:ﬁ{d@ FMRE Gl RipFiGhs fof? thejigycé{\@ar ware manager class
2007/ 140 PCT/ US2007/ 069519 Phe gi ven MacAddress t
70 ars¢antabed . Tabtechl Har dwar e: : Enabl ed 1f the Local Har dwar e
is enabl ed, then the functﬁoB j]Leturns TRUE, and FALSE

ot-herw-se Local Hardware:— Enahl ed Thn rnrh fa
LocalfpreMaar Sonmrd e kel ips il | ) LS g el i gy rpgpte device in
not enabl ed. Local Hardware: : B fh b

It will then degide which
Har dwar eError St atet of the Locad gtamygmog{@é%g M TN

Localﬁz“ﬂ@&rklﬁgnaémBisg)ng&k(ﬁelg(ﬁel%@fcé)e0 @is%(ﬁﬁlects the local radio to the remote device in
the object. The function will check the wireless type
in the RemoteDevice. It will then decide which
adaptation layer module to use.

LocalHardwareManager::CancelConnect() Will send a cancel to the connection process for the
passed in the hardware type.

LocalHardwareManager::InitiateRemoteDeviceSearch | Starts a remote device search using the
(TypeOfDevices, DeviceFamilyType) TypeOfDevices and SharedProfileType filter. The
hardware type passed in can be an OR of all the

10




receiving a callback that the Local Hardware object is

within an error state. Local Hardware: : Devi ceNane The
waleawraeipane to the user. Local Har dwar e: : Devi PEREB1907/069519

The device path as identified by the device driver

Local Hardware: : Get Adapt ers(DevicelList) This function

gets all children adapters of this Local Hardware.

Local Har dwar e: : Enabl eHar dwar e() Enabl eHar dware w |

use SetupD *** functions in order to manually force

the hardware to an act ual Fnabled state This

function should onlv be call edl {fefinedthmdwapwpisare | s

LOCﬂl%FW@ﬁMPV‘g?rn C&m’df@%ﬁﬂ"’éﬂR%(ﬁfI& Will connect the local radio to the remote device in

vice) | ocal Har dwar e: : Di sabl eHar dwar e x @%{ Fg iy el gheck the wireless type
functions in order to manual | @mm/‘ww Hﬂ$nd%%¥“mwh
. . L — y adg&an i la§er %0 u?e tg
dll datll Udl D SAdlred Sidl e, ILBLIBS) | UIILLI Ul STTOUT U U||| y

be called if the Hardware is currently in an enabl ed

stiedd] [Redbdingkd BIG %, itlSe aiiapiaaSﬁ ladieagbaiies 62a 1 62Zateceive the generic

adapt er objects 65h, FIG 6) i ncl udi ng
hardvegs }nﬁ?rf%% Klugsts Qfﬁmat%% ﬂqca pargyarsimangasr Beduls 4 émgseneéﬁﬁe specific

drlveleeﬁ?ﬁﬁétﬂfs% ARNCK &b Peflo Cc}@f\%k rnoﬁﬂ gﬁed%lnq é%e%%rlc ARware

an exen‘p ary concrete o ware C
interfiocanpleatsy Thdt 4dapbitipe layandmdples 6f4 on2dtsosempt thosgechfor driver

commeifhy BB SRkl d5 0 B RyBou R L povree 0. 2 R Srecific

respofdck fRdGYILE @%di6 @Hﬂ@&h@(ﬁil@é ﬁﬁ@ﬁ@n‘éf'ﬂt@ diReid Iré%@ﬁﬁe@ based on the specific
Local Adapt er: GEtCDnnectedDeV|ces Devi ceList) Gets a

respohgest Thsf ad@pﬁqﬁ@m; layar medulees2a -whiccprotide ¢het geingric responses to the local
hmd“%pcalAd% %Ef ol lect as their parent hardware, and are
COnERIE]! EBca Ada ter: Parentkbrdmare The Har dwar e

a ated th ' '
B S g et e T Ryl 4Pa ~gPe iy omprised of a
local hﬁﬁ%ﬁ%ﬁ’é& b4d S 648 R AN ﬁ@%ﬁtﬁ«%@@ﬂﬁlﬁg tod BE}Fblctahﬁddlo 12a — 12¢

function returns TRUE, and ot herw se.
(FIG. Izc)):aldmdlapal@daptﬂmbj %t 65 St 46k fatrack distieeitcomeninidatign sratees!

suppoEté:ggpl &Sg‘bﬁa o Ad ter &ﬂﬁ%%ﬁ%ﬁﬁ%%@%&%@%%ﬁ%ows a single radio

(c.g. IRXFTGID) Wﬁf%iﬁte @fsmgqnmemet eNsondh B tbnf @6tot &I (c.€ Bluctooth 3.0 (c.g.
deri ved har dwar e tg& I2Loc al Ada
78

22d, l&x 2), W ielgedAanid dtas 8%@&%)@%@@16%\}&%&%@@1@ gn&e, FIG. 2), and

WlNe@gee%abe N he @%?@0@2?1{&5?_ wgt{d%@er (?o-éreﬁs élar dvvar‘%ge{ é)hyswal radio

charadibgstida madvmeSoad, slichals thd® A addrddapt enalddf éisible. The local adapter
objects 65a — 65h provide communication protocol characteristics and functions, such as device
name, friendly name, get devices, and connect / disconnect remote device. Class attributes and
operations for the adaptation layer modules 62a — 62¢ also provide a “handle” for the program

interface (API) module 60 to call directly to the adaptation layer modules 62a — 62e.

[0053] FIG. 8 is a class diagram for local hardware objects (e.g. 64a — 64e, FIG. 6),
including definitions of an abstract local hardware class 80, an exemplary concrete local WiFi
hardware class 82, and an exemplary concrete local UWB hardware class 84. Exemplary

attribute and operation descriptions for the local hardware class 80 are contained in Table 2.

Table 2

| LocalHardware::DeviceAddress | The device address of the LocalHardware object to |

11



Local Adapter: :
the Local Adapter object, this
wealradigfter receiving a call
Local Hardware object is wthi
Local Ada ter::DeviceNane The d
ter::Friendl Nanme The friendly
12 WO 2007/ 140198 PCT/ US2007/ 0
ter::DevicePath The devi ce pat
local Adapter:: SearchTinme The a

ErrorState The HardwareErrorState t of

function should only be
back that the PCT/US2007/069519
n an error state.
evi ce nane Local Ada

name for this device.
69519 Local Ada

h

unt of time the

Local Adapt er nhl ect _|s nnl ng

Be givgadlaghgdress hpdtye.ni ng

LocalHardyarggknaplpd Local Adapt er:: En

CAatrinM %% 'F|| fa) rrIar

aﬁqt@#@F%\’@ is , then the function
E Qt

returns IR.IJE,ua yise.

I
\JLI UIIQ

act ual

S]Egits% gllqg 1 stat i, \L{Tﬁ' Baﬁlo is enabled

LocalBREP oy R g "Enabl od
C C d.l I T U
oI PR,

——the
Local Adapt er|

SetupDI *** functions in order
hardware to an actual Di sabl ed

A Nam

1s ot ena%
orsiate 1o é 51Hardware

5@ f&éiaawdgi bS8 after

[ @cemld@IllIbyck tﬁaptﬁ&l%cglﬁﬁdware object

8 tvakifan fbi Sate. f UNCL i ON

LocalBfrowdre:RlcyNdae called 1f the

ATENRTIE: dafe toGhtruk@Nt [y 1N

Locallkirdesrabd eidcmitat e.

Local Adapt er|

TheStegitd fath aSldantitied by theésledke driver

LocalHardSira:r GetAdmpteVW( s ittlestSDK manag
object. This is when handles t

AGs funéten gdisotl ahikdda pdagters of this
oLocadHmdwaié-cate with the

Localifgrihyare:: lpablddyidgare))t sel f are o
successful will put the Hardw
I Local Adapt er obj ect into an

ntoyr - - (@]

p EprbleHargygre will ypreefuplpl 1 f functions in

aqréesfoaleaéua&}y fogqq |ﬂ§ hardware to an actual
F nction should only be called if

ar dwagg 1§\g11rrpm];y dna disabled state.

da I UlJ I D u
Local%‘\&arf SpispeHptdyar arekjrmnagl ng t hi
So all handles to the device
with the device is

4%,% filnctions in order to manually
ﬁl@ pe t§ I a%klﬂ%&s Hgd state. This

e
Sfo&g
tl&p%mﬁ&]&ﬁv HQI1RE frhn! ware is

hal ted, an

cuﬁghtl H{aqlgﬁaﬁled state.

communi catiron wwth the device

shoul d put the Hardware State
dil @&l e@ Igt %lisea class diagrarn for local

1ncluct1:8% ﬁ% uy fEte

i

o GBS I RRRARELER

s attenpted. [This

of this object into a
adapter objects (e.g. 65a — 65h, FIG. 6),

| ESY Rk st gl Wi

adaptt@dssMsindam X¢pH [dryi dererdty IdchPUNWEB hvedafd @&s.94 Theemplary attribute

derived class w |l | ement t
and operation descriptions for the abstract local ad

he hardware specific
apter class 90 are contained in Table 3.

Table 3
LocalAdapter::GetDevices(...) Gets all devices connectable from this LocalAdapter
LocalAdapter::GetConnectedDevices(DeviceList) Gets a list of connected devices, which have this

LocalAdapter object as their parent hardware, and are
connected.

LocalAdapter::ParentHardware The Hardware associated with this local device
LocalAdapter::Enabled If it is Hardware State of the LocalAdapter is
HardwareState Enabled, then the function returns
TRUE, and FALSE otherwise.
LocalAdapter::ActivityState The current Activity state for this LocalAdapter
object
LocalAdapter::MaximumNumberOfConnectionsAllow | The maximum number of connections allowed for the
ed derived hardware type.
LocalAdapter::IsNewConnectionAllowed Whether new connections are allowed
LocalAdapter::HardwareType The hardware type of the local radio.
LocalAdapter::HardwareState The HardwareState t of the LocalAdapter object.
LocalAdapter::ErrorState The HardwareErrorState t of the LocalAdapter
object, this function should only be called after
receiving a callback that the LocalHardware object is
within an error state.
LocalAdapter::DeviceName The device name
LocalAdapter::FriendlyName The friendly name for this device.
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Local W Fi Adapter:: Wfi RunState
of this will device.
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te@btfect. So all handles to
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halted, and no further communication with the device
i¥ rempidd. ITeIR thotild Put Ste dfalware State of
this object into a disabled state.

LocalAdp @l \WoRhotTapedre(Re@otRexide)l o Dev
Attenpts to Connect to the Ren
properties nust be set on this

pihd "oEDF ewrg

CefnRe Frdtce BDe i e class pure virtual function
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| 1 |/ e
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0 C CVliL a
deﬁnmon 1s for the base virtual
ss.At t en'pt S to cance

Local &3} tef: UMEEEInRE (AL L €MPL That 1S

Used to cancel a connect attempt. If this function is
called while the LocalAdapter object is attempting to
connect to an RemoteDevice, then the connection
attempt is to be stopped.

LocalAdapter::DisconnectAllDevices()

DisconnectAllDevices will disconnect all remote
devices from the local hardware radio. This definition
is for the base virtual class.

LocalAdapter::InitiateRemoteDeviceSearch()

InitiateRemoteDevice search is used to start a remote
device search on this LocalAdapter object. This
function will only be successful if we are within an
Enabled Hardware State. This function will most
likely spawn a thread to perform the search, and using
callbacks to indicate any RemoteDevice objects that it
discovers during the discovery process.

LocalAdapter::Unauthenticate(RemoteDevice)

This will unauthenticate with the specified
RemoteDevice, which will remove any security

information we have saved.

[0055]

adapter class 92 are contained in Table 4.
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Local WiFiA(sp it Fnpblelardyyed) W Fi Adapt
used to Start the W Center SDK
Local Har dwar e object This is

d Dsoonfiggtsttigdgeal device from whichever remote
z}cgessa{o@n@imgqn@@:ted THj. glhis can be used when

ses S to manually

% an actual En led state. This
unc A} gske called if the Hardware is
Dt m
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LocalWiiﬂi[&'dﬁi]iek%n{%bi@hhﬂdwhn‘és driver or
opened. This function if succe

Har dvvareSt ate of this Local Har
enabl ed state. Local WFi Adapt e
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sé sty s (ﬁ'mbtlo‘f}g # order to manually
St ][he Wb ardd¥in 408 Disabled state. This
Wk @oi0DhaCEnly HlcQle@IT the Hardware is

I currbitls @on Rebldtddevi cesO

Local WiFsa@aprectdpol Devi ces wil | di sc
devices fromthe | ocal hardwar
is for the Local Wfi Devi ce.
Local W Fi Adapter::InitiateReno
I niti at eRenot eDevi ce search

v/ A~ oy~

is #

0 5toe Glused ld StepahiDWECenterSDK from
emynagpgahis Tovalgladedre phjdci. §mall handles
to the device and any ongoing activity with the device
) %tgql e éq:r@ﬁr(c?mmumc ation with the
rt> LoHe At

led state.

Aan-thic | AnAal Liny
UT1 T S LoULvaAr 1

FiA
only be successf

LocalW'vI I\’,1 &

()

fo a disa
art §S use tarf the enterSDK managing this
ulldocltlilarﬁ\@area(gb?ectwf ishlg B Mandies to
communicate with the driver or device itself are
opened. This function if successful will put the
HardwareState of this LocalHarware object into an
enabled state.

LocalWiFiAdapter::DisconnectAllDevices()

DisconnectAllDevices will disconnect all remote
devices from the local hardware radio. This definition
1s for the LocalWifiDevice.

LocalWiFiAdapter::InitiateRemoteDeviceSearch()

InitiateRemoteDevice search is used to start a remote
device search on this LocalHardware object. This
function will only be successful if we are within an
Enabled HardwareState. This function will most likely
spawn a thread to perform the search, and using
callbacks to indicate any RemoteDevice objects that it
discovers during the discovery process.

LocalWiFiAdapter::PriorityList

The priority Device collection list for this device.

LocalWiFiAdapter::PriorityConnectionsEnabled

Whether the automatic priority connections are
enabled.

LocalWiFiAdapter::IPAddress

The IP address associated with this wireless network

card.
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[0059]

FIG. 11 is a class diagram for remote device objects (e.g. 66a — 66p), including

definitions of an exemplary abstract remote device class 110, an exemplary concrete remote

Access Point device class 112, and an exemplary concrete remote Wireless USB device class

114. Exemplary attribute and operation descriptions for the remote device object class 110 are

contained in Table 6.
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Used to cancel a connection. If this RemoteDevice
is in a connecting state, then the connection will
attempt to be stopped. A callback with the device
connection state should be received after calling
this, in order to indicate if the cancel attempt was
successful.

RemoteDevice::RepairConnection()

Repairs a connection with this RemoteDevice
object, this would normally be called when a user
sees a connection problem, but for some reason we
have not. This should essentially kill the existing

connection, and attempt to reconnect if possible.

[0060]

Exemplary attribute and operation descriptions for the concrete remote Access

Point device object class 112 are contained in Table 7

Table 7

RemoteAccessPoint::SignalStrength

The RSSI value as a standard enum, so all Remote
Devices report a similar type of connection.
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this device. Since all wreless devices seemto have a
waledo7asmEpg way to determ ne this uniqueness, PEI/ES2007/069519
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indicate if the cancel attenpt| $haddussihe detwgfkipformation structure when
Renpt eDevi ce: * Repai r Connect i onpl! Reppaesed 1o connection

Rem“\ﬁﬂ‘chFS]fﬂrﬁ‘rtéAm‘é@évi ce object} AURI & RIS PEE MEIANAPBEameters
Al l ad A A SIuetire mto 191,&. wcwssl’omwmect

fa¥al
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RemoRReedsPline: HbARy]  EXenprary at t T bk & T BRRLRb & A essPoint,

Remot‘éE&erPdﬁt' SR K]) (1€ CONCTETE | G E ACT &y fuis ReMbBAccessPoint.

Remotgg&esgﬁmgoNQQBrkM o> 1ls are CONtrad \igbork ModedBH s Remote Access Point.

Remott AQeEPoint LAWY PRioR CESSFOI NT 1 1 S gNgheFt e P thodd ¥6r thioRImote Access
val ue as a standard enum so al poifgenote Devi ces

Remote@@essPoid: : SuthitdtidgstiohMp& Of conner ThoAuthedfraidmo@Oé/ 1440198
PCT/ US2007/ 069519 Renot eAccessRaiontaccetdatistTr ansf er Rat e

RemotEhercsSRtinet:: Supporsdd®ataRatesd] f or t hi s Thkewppoaed Data Rates for this
Renot eAccessPai nt * - Devi ceSecur | RemoFhAcesssPoirict i on wi | |

Remoﬁeéw&?oiqtf@qqﬂe@() This function will call it's local wifi device parent
in order to connect to this device. This device must
not be in a connected state, or this call will fail.

RemoteAccessPoint::Disconnect() This function will disconnect, if the device is
currently being reported as connected. The parent
hardware variable must be set, because this
function will require the parent local wifi device to
perform the actual disconnect.

RemoteAccessPoint::RepairConnection() This function will call its local wifi device parent,
and ensure that this device is already connected. It
will then disconnect, and reconnect.

RemoteAccessPoint:;Unauthenticate() This function will delete all keys stored on this
device. Remove it from any auto connection list it
may be within and change the state to
unauthenticated.

[0061] Exemplary attribute and operation descriptions for the concrete remote Wireless

USB device object class 114 are contained in Table 9.

Table 8
RemoteWirelessUSBDevice:: AuthenticationPINCode
RemoteWirelessUSBDevice:: CDID The CDID for this device
RemoteWirelessUSBDevice:: CK The CK for this device.
RemoteWirelessUSBDevice::SignalStrength The signal strength for this device.
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Renot eAccessPoint is secure or not. The device wll
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hardvidid anlger ﬁﬁ)ﬁufEm lStlo F&tcl«ls leor muslllablmmob@wirele@ (&ﬁ)’[tf&@ Crtedocal
state, or this ca W f ai
hardwagsBRBIESE BRI Hirecqy sdbhirgrest prdrifir@atsdrgoppanhagfippre interface

1reque§1tl LN  the eﬁerrﬁmr&'ﬁyﬂe Gite f§ce ers%telaé’h E@g%o&?@%@%ﬁule 62a —

as connecte e parent e vari a
62¢. Keh adigeatinnsley d¢rimaduld éduct 6Zmaswn¢liromcemly| goaetales approgrigte driver

commeBiiioactsersie Fitio RiiSRTINAGIIRRt T 8AG ek MR GHMpANver modules
then Mudd théhbsobfaiedr84i8s topdif fof §leﬁ§l€9%@ﬁtwireless devices, and return a list
of the available remote wireless devices to the associated adaptation layer module 62a — 62e¢.
Each adaptation layer module 62a — 62¢ then generates a generic response identifying the
available remote wireless devices, and returns the generic response to the local hardware
manager module 61, which provides a remote device list to the user interface application module

18 (or a third party application 24, FIG. 2) via the program interface (API) module 60.
[0064] E. CONNECT TO REMOTE WIRELESS DEVICE

[0065] FIG. 13 is a user connection flow chart according to the invention, including the
steps of: S1302 user requesting a list of available remote wireless devices; S1304 user selecting
an available remote wireless device to which to connect; S1306 determining whether the remote

wireless device requires security credentials to connect; if so, S1308 user entering security
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and ensure that this device is already connected. It
wi Il then di sconnect, and reconnect.
woRwotI e essPoi nt : : Unaut henti cateo Thi s functPCIUS2001/069519

del ete all keys stored on this device. Renove it from
any auto connection list it may be within and change
the state to wunauthenticated. [0061] Exenplary
attribute and operation descriptions for the concrete
renote Wreless USB device object class 114 are
contained in Table 9. Table 8 RenoteWrel essU SBD

credentiglg 13 1 A\sgthieg sdcuatyi aadRinNadfot the selected device; S1312 requesting

con GHE 451 33020 850 Bl R by

credeMedDL LYY, S&B B eddbBeNh € &culy dtedchtinlenS 131 & Taklisg gieatity credentials to
strength for this device. 17 WO 2007/ 140198 ) )
the ineemedistedayer oBuiniey S| Rehwtcautingte squsppievhermotssirelphedevice;
1322408 ole! AR G Ronh e as completed: ifnot, S1324 norifying the
user ard retheiilg 1l stgsiISBDew, (e, IdbBiay ite &y f&30Che USB Devi ce
Type for this device.
Reoodod WOrRl sFosditeidl icia :th dBG 18 5 0biley ihaeadttondBBeps and
device class _for_ this device. ) ) ) ) )
configyeaARns W Rassiblo s derartipp{rpodhe kaghings ofEinventiqq. d'his detailed
' i i i1 . o
descrfSh S8 Ry R Ihe B A Pl o WAE R B HOARRn disclosed, i given
primaiéyrfutr elWarrek esSlidBidemding: andmo uneéddssbinelitditatiers alrtof teerunderstood
hi s_device, .which is the CDID. . . . :
theretkiioio WATH 2 OB oBE SHISEaR e ekilled ptRAEUPEN Frading this

disclotsﬂlle_sang‘?ﬂdyo& mdd¥ withdife ﬁEﬁa@ﬁnoé"fr&ln tRE Lﬁriﬁé’t‘%‘é ot the tRirSed invention.
device i s already connected, and has a valid parent
| ocal wireless usb device. [0062] D. ENUVERATE
AVAI LABLE REMOTE W RELESS DEVI CES [0063] FIG 12 is an
exenpl ary tinme-sequence or call-flow diagramfor an
"enunerate available renote wreless devices”
function of an exenplary nmethod for nulti-radio
control, according to the invention. As shown, the
user interface application nodule 18 (or a third party
application 24, FIG 2) calls into the internedi ate
| ayer (SDK) nodule 20 via the program interface (API)
nodul e 60. The programinterface nodul e 60 sends a
request to the local hardware manager nodule 61 to
search for available renote wirel ess devices. The
| ocal hardware manager nodul e 61 receives the request
and formats a generic hardware interface request, and
sends the generic hardware interface request to each
adaptation | ayer nodul e 62a -
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62e. Each adaptation | ayer nodule 62a - 62e
asynchronously generates appropriate driver comrands
WO 007t1$0198%soci at ed radi o driver nodul e (22a - PROUSIDTA6IS19
2). The radio driver nodules then cause their
associated radios to poll for avail able renote
wi rel ess devices, and return a list of the available
renote wirel ess devices to the associ ated adaptation
| ayer nodul e 62a - 62e. Each adaptation |ayer nodul e
62a - 62e then generates a generic response
identifying the available renote wreless devices,
and returns the generic respemgs to the | ocal hardware
manager nodul e 61, which provides a renote device |ist
to the user interface application nodule 18 (or a
tﬁyh%l%ﬁﬁwvﬁdbplication 24, FIG 2) via the program
interface (API) nodule 60. [0064] E. CONNECT TO REMOTE
L. WAREEHhSS forviiE 2 00650 Hn@ pet®nikelectigaar dayehering@rplurality of
. f chart according to the inventi.on, including the .
radiog gfepart iSRRI etey. ByArepi Ry PE el ineg Tyt pimae wircless
devicé eiapiserckiskiBlcefifoudB it kesonSbBAd YRedlits eF £@idsNGid @Rdthod comprising:
avai l abl e renote wirel ess device to which to connect;

segrehBBEOHOMAtHIHIClSS diveton eraitable toeash @diwfrseiddfsl@raaéwféédios in
, SSOLSSRRHAL I BRI Gt 5 TG or il S it

P@Eids2007/ 069519 credentials; S1310 setting security
credential for the sel ected device; S1312 requesting
PrERsRHBE {TBrmaton a8 it e gblgirermoteizelons deyigsnie g sihiatrgense to
t I?@ceﬁ@ﬁ@ﬁ%rhﬁﬁoﬁ SR RS (RECHIO %irel%gs?(%%meb a8 ére'afvai%le; and
S1316 uSer entering security credentials; S1318
esgabhidhing a sexnactioy wethed Ersti gk ©f s@d rerhete ivntodasrddviatsan response to

| ayer .nodul e; 1320, at t ti to connect .to th .
: SRShans e Srogton Bt & R lhacafiihon y hRakhi casipe of sid
Coanse iR UeGEeSS was conpleted; if not, S 1324
notifying the wuser and returning to step S1302, or,
2. 'fT.hlé etk 13F RhMSLrddy SRR S i 1[9R&6h Tl o %Q‘cﬂiﬁg%r remote
skill 1n the art MA? recogni ze that a& Itional step
wirel@amdevicenhelgdesat i ons are possible w thout departing

fromthe teachi ngs of the invention.. This ailed .
foHfaRPE BEeBFTIC BTN BaAPEIHCAPIYESt oL KraRangud i yretess

t Revigxenpl ary enbodi ment di scl osed, is given
primarily for clearness of understandi ng and no
ganardiog spentye diiver camimands wreach mdietossaish serovdilable remote wireless
tEFrﬁgggﬁ} fggmnndk§k0ﬁ%hogﬁin'h%CQQCSnﬁ evident to
t H65& é@l qu |%g?he ar Wp AT eadi ﬁ&‘? is disclosure
scaBihg ke specifledavam doh@itndg @P@arddi d\@rivor avdultassdvidtbd with cach radio;
scope of the clained invention. 19 WO 2007/ 140198
P@Td US2007/ 069519 CLAIMS What is claimed is 1. A
Lt i , . ] I '
relieligfothadfil hirchl R B0 kRhok RiRIBELBAR o cach fpdio from cach
dirspadate medlil@ technol ogi es, in an environnment having
at | east one renote wireless device that is
3.  adquessdtidEfol Mudilghidtodt@a st clame2 Ofurthéd idclniigabdeiwin®h disconnect

radi os, said nmethod conprising: ) ] o
request from said user to disconnect from a remote wireless device, and, responsive to receiving

said disconnect request, disconnecting said remote wireless device from the radio to which the

remote wireless device 18 connected.
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searching for renote wirel ess devices available to
each radio of said plurality of radios in response to
WO e@eitmilpg) an instruction froma user to sear cPCT/U82007/069519
avai |l abl e renote wirel ess devices; presenting
information as to avail able renpte wireless devices to
said user in response to receiving information
indicating the renote wirel ess devices that are
avai |l abl e; and establishing a connection with at

| east one of said renpte wireless devices in response
4.t dhe eecthod oy malti-cagieeentrol ofrleimn 4, fysther ingludwgapicivgng g notification
of a cfi§ r&g%ﬁ tsta% aoefv\@algr&oﬁgéf%oﬁtbetlw%%ﬁ %alg% rsonal o Eal C cgromrc gigxpltcg and said remote
wircl&odeviod fr@ifn th¢ adsoridted wWidio atmer&ﬁd)cdﬂ@taﬁ@ pf.a‘ser&ﬁ@miaﬂ mgification of a
renote wreless devices includes: formatting a
changgdp stafecofisaid FREREPA{R iR BETr equest to search for
avai |l able renote wrel ess devices; generating
5. spée |n1iqtlaoddﬁ0r vaiti-gashoreerieol pbcleie b, ﬁiaherdn@l@d@eaiptﬁﬁnmmg whether
access ththe rern %e W I[TPGSS deVl eetl & ICh gleevusgr Sas ?ea Suee%e(? COIlIleCt n requlres securlty
har PNt erface reques 56 N

credeﬁm}ﬂﬁ Iafld af Sb’ Ir@’cﬁfestﬁfgr@mm@% ctqlcataladiracelsh ‘ttﬁﬂhe ﬁ’@ﬁl@tb 8vircless device
associ ated with each. radio;. and receiving information
from paidipseatandPraidime ARSIty ereaeial fobpecsss feéhﬁ Eawte wirglgshdevice for

S nmet hod

said 5 h Sespb T EaGs a5l 1*96{%4%“%1 T eI Se dai ng
6. (rj 14 glone:%lgo%t f%F nt]% gan i :ﬁs%%trol &9 Ules’t g,s evrls%al l‘ljldllfll% gieterrmnmg whether a
servide@FREAUSH VB ke dte Geicdsh @ewS@!oleﬁiblS €RNRECHas&fi¢eBH connection requires

dlsconnectlng said renote wirel ess device fromthe
security glicdentiglsyFragpstingscc gy gicdential girera saidgisercler ths service offered by said
remot‘rérg{l%géég ?g\ncg QP%{\?Y cg;z% g‘eé&%n ?}ﬁchég%ll«ljl?l%gpszﬁa/mg&%?u ot ¢ sremge offered in
responsead uekicngng @i@socurity acdwtiblsiferathe servicobffaredfaumgeaid mser.

state of said connection between said persona
7. ellemkihonifer HeNi@aiosddtrsikinth dﬂe@dmhleeledﬂrohﬁi ®SfcedRVIng® plurality of

fromthe associated radi o drjver nmodule, and
radioppfekignitatagdinicahnobedies B anicorrgiment haviag gelepys oge syrotgvireless
devicg ﬁ1 ?15%%9&%?% ectglabtu f af %?Qc F@ 6F saidr,’ p quﬁ% gﬁ%&ﬁogr {I dd method comprising:

red@t @i roquegt ﬁxbmtahsm toaeareb sortrombteewitdantdeviskts ellaeas available to
device to which the user has requested connection
r 4th 14 security credentials, and, if so, requesting
fo?ﬁ%ﬁ%ta)gfeﬁérﬁd@a%vbﬁle antgﬂﬁcea&&ﬁﬂo s@attcﬂ for a%gﬁ’&‘tﬁe Wb R3%1ess
devi c rom sai d user, and providing security
cdedees;i al s for access to the renote wireless deV|ce
for . said. @S i n resp gnse to rece|V|nﬂ$sald

PR TS T i O T G Breac BT @ et v et wirclss
Mdkticed BEEPCof 08 Ea{er@fhafdv@drm&erfafc@ réduest; i ncl udi ng
det ermi ni ng _whet her a
sending said specific driver commands to a radio driver module associated with each radio;
receiving information indicating available remote wireless devices to each radio from each
radio driver module; and

presenting said information indicating said available remote wireless devices to said user

without regard to the radios to which the remote wireless devices are available.
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service offered by the renote wirel ess device to which
the user has requested connection requires security
wee@danipal s, requesting security credential s PeDISBAT/9519

user for the service offered by said renote wreless

devi ce, and providing security credentials for said

user for the service offered in response to receiving
said security credentials for the service offered from
said user. 7. A nmethod for nulti-radio control in a

personal electronic device having a plurality of
8. r ddeowetlyrd for gplén -gadeo eendiod of eleihdl @gth@rsmclnd@g receiving a request from

A east..Qn

said ug& 0 cgﬁlr?%pﬁ 4 S}{lggeg\éfgélle% i i ef%ctﬁ g%%q‘xr sea\él\% %1%@% g?mote.vgreless
devicl, utidibdtablishihg hadh@s:tios at:tdveeﬁtsho @efsoﬁm felc@trogic deeicehivd $Hd remote

a request froma user to search for renmpte wrel ess
erelwédm@e%u&%theéa@o Hrahichiheromete wirglesy dayies: is pwrilehle: i ng

eneric hardware interface request to search for
9. a\Tglﬁ Inmln@i foe multeragio edndrod of glaipn SE@ﬁhgrelnelnémg rligcelvmg arequest from
said usgretg d1 Cnlgercjt %{rg SRS nvgzlsl'reless CfFGVlce an: 1§)cot Rect nelarsa%Q redbte wireless
apt e e W reless sviced pased"on s

dev1c@ ﬁﬁﬁfﬂhe ratms dwmeh it refroecRirélesiuRs ice 1§@tnﬂhbad.s aid

specific driver commands to a radio driver nodul e
10. agHe GhhROfoMHullti-REH crAfl OF claing € fuvth Slint ARG F8divaig a notification

i ndi cating avail able renote wirel ess devices to each
ofa Chmeon ftetsrafeaidivonnesdion betmicer saifpeisbes] elmtiomp deeine pmgysaid remote

w1r61%s IdeéYlg ﬁo r{ﬁt S%QCI%.’[SQ (f % du eerrmoc%l?a \I'%g Prel,s% e[ln g[()i nottll’f{ 8at10n ofa
changedfls@ag df@aWUoﬁh\edtlbﬁ td efi®herw rel ess devi ces ar e
avai |l abl e. 21 WD 2007/ 140198 PCT/ US2007/ 069519 8. The

11. M Reknf RSy o frhdib @61 GRBHERbn ATl G lrahiBdévicé Hé\ﬁﬂ@ k plurality of
i ncl'udi ng receiving a request from said user

radioc@frthsparate tadzo teelmsd egigs, ﬁ@dh@gsi 1ddpi mlngeim@@m@wtffdt@mosmvm module,
renot e and establishing a

in an 8%Vr’ﬁ?88{en‘? B ﬁn‘gg ™ %evé,cc??faﬁaldéyétg{nrcooﬁnp@s&l&v| ce and

a Pdigfhni BHETRe nWduR] o8 ﬁec@ﬁﬁig&%qﬁb‘itsr}@%drﬂlﬁg fsgidirémbe w16 devices and
the renote wirel ess device is available. 9. The net hod

f GFOVAINE FeSPARKCH It FePCE ¢l aim 8, further including
a fao%?lgda}(#v(}%e ?naﬁlﬁgé‘#%%iefler f?)@rec% d%#g&éstst @o?!sg‘ig%gggerg& ifltreﬁg&e module,

e Wwre Vi ce, connecti n
r dofdiaeting gedkes harddfew m&rﬁab@mqtlm foadadh I‘ad)loy\feicahmtgfgenerlc
renot e mnrel ss device is.connected. 10. The nethaod

f GTSPATICH {1 $diBRNCEIS herdvargnterfage pagests. and mErviding pyjdirgsgonses to

rggﬁéﬁ%?gﬂqmgﬂﬁ&ghgghqud of a change in state of said

conn bet ween said personal electronic device and
arsaiadtanenrtﬁyer moflule Iawmattelwm‘teeefchw_adlbJ*Qchaaéa;natmnddyar achidole:

driver. and present sai otificatiqn of a
chatgand il pieat B B FEs R e s Foiaa R Riard manager
systgpufier multi-radio control in a persona

el ectronic device having a plurality of radios of
digspeaptangespeeidic drltverccmmn@gisé@ saig agscigtddadiadriveaodigs based on

an a%igqagke%m,“mrlﬁ%&a &ule i n an environment
haV|% fe\ﬂ Ss< G IEEY sai d system
c @&Rﬁﬂlgﬁ@;aﬁkﬂ specific drlver commands to sald associated radio driver modules;
receiving specific responses from said radio driver modules;
generating generic responses based on said specific responses; and

providing said generic responses to said local hardware manager module.
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a programinterface nodule for receiving requests
regarding said renote w rel ess devices and providing
WO e@posEes to said requests; a |ocal hardware PEITE§IN7/069519
nodul e for receiving requests from said program
interface nodule, formatting generic hardware
interface requests for each radi o, receiving generic
responses to said generic hardware interface requests,
and providing said responses to said program
interface nodul e; and an adaptation |ayer nodul e ,
12, addesydendomnuli-rdorrontal of claimchl, Aathsr aempnsingy egmote device
mana r%&{s le for ffSh Vi'ngI gerﬁ 'e%@%ﬁgglglegts I?o%‘ra%}ﬁgb & fe%o% t)vﬁ%leess devices.
a re manager ~ nodul €;

equests fromsard oca P dwa _ ;
13 P S e BB A CarseART PO Ras Gl ce

applidaflib® H{AGR foequests; sending said specific driver
conmmands to said associ ated radi o driver nodul es;

ree@ivisie\d ragrosplsenfa user loghengsabe formeriser tatnaaf ¢ least oy of said
OO R e AERSK AL gRREr ¢ Tesponses based on said
specitic responses; and’ providing said generic
sch@mpanisiasquest tdahahdeati@todhatinpdtausenadeit lemdoheof sakPavailable
WO 2007/.140198 PCT/ US2007/ 069519 12. The system for
mieTRote EERless devieesdP seid regipm interfagqmpdiEe; conprising a
r 3
GRS SENAEo ENEGRT: SRS, 0K RRALTBLETT o v neor
13aid Toreots waitadess idovicerufirdm -saidghiregramnhtechcomodhlaj amd1 2,
further conprising a user interface application
mﬁﬁﬂﬂp%S?@F?mP%@éPgwagwﬁ*request froma user to change
t he connection status of at |east one of said. o
14, aAesuyee foronplticragioroniekofdaime s whersinsaidy usogjingerface application

rnoduFeelg er F& r?mgg nBtri]ﬁcal‘figﬁ{]&q él&ﬁ%? FAdtds ? a Sott gct?otn between said
east one of sald avallable renbte Wwreless devices
persoh@ ckirdniprdogicanmnd at@ndtasarchnsddece, bed picytmggaaidespdinsén of a

tqQ said request to change the connection status of
changgdn gfatgof|s NRFEOB A0 SAGPHTy enpt e Wi rel ess devi ces

fromsaid programinterface nodul e; and presenting
15, sdihg syssemp dersiaultioradisy q@ntigleef claim 137 pdicejis saaghqqyest from a user to

._ . ; . ‘ . . o

chndT L L 01 S50 10K LMy B B BB o e
to commett thioaabf ewié awfilablecabmogevirdcsstdatiess, ofheeeic saith @edriimtbrface

bet ween [ personal el ect nd a.repote

, al oni c device .
appliGgfipg p@éigfédé rher fomateﬁpg%%wp?fg_ersaépws ﬁwl? PEaet i Bfailgble remote
WirelééE ABEEes! BBtk %Hglt&@j Qﬁ(ﬁtif Q}Dréquesctﬁl' %eéiﬁﬁ{j’ credentials from said
T W tor mult I o C|§Iﬁ1l3,

e syste I-radio contro

user. wherei n said request froma user to change the
connection status of at |east one of said avail able
16. r enpisendrehgssadle¢omas in 8 parsoed@Rstronic device having a plurality of

radios of disparate radio technologies, said system comprising:
searching means for searching for available remote wireless devices, using said plurality of
radios, in response to receiving an instruction from a user to search for available remote
wireless devices;
indicating means for indicating available remote wireless devices to said user in response to
receiving information indicating the remote wireless devices that are available; and

connection means for establishing a connection with at least one of said available remote
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to connect to one of said available renpote wirel ess

devi ces, wherein said user interface application
woeal1e1ps further for determ ning whet her accPEEUB®07/069519

said one of said available renote wreless devices

requires security credentials, and, if so, requesting

security credentials fromsaid wuser. 16. A systemfor

mul ti-radio control in a personal electronic device

having a plurality of radios of disparate radio

technol ogi es, said system conprising: searching nmeans ,

f oyirodesa detiresgn fenpomsedp rersivang animsieuciiondd esfabliph g coarection with

U$hi%e fald R 'o%”éa%{i 'rérx?tgfwireﬁe%g 4Fcest N response to

réceiving an rnstructron froma user to search for

avai l abl e renote wreless. devi ;o ndi i ng nmeans .. .
17, F e G e OB O riob ST iNg e disconnecting
from §id gk [USLbné Hf LRPRAMIEWBlesd RSN DB shIHsOkdREE QMg an instruction to
~ indicating the renpte wirel ess devices that are
discornest fremisetd a hagst angrod seidiromotgeandess deviest abl i shing a
connection with at | east one of said avail able renote
18. 23hw\eyRO0 THr1011i98 dieChhtisPe&TTH10656 119 thewincdl dagsmdansifoe s

in.response to receiving an instruction to.estaplish a .
comniiFERe PO SRR o SR an pateat! SeifdoBr Ligh &ifienaL i 1681 She of said
remotwifl &8 S8 ifi @Ssporst-to TORiENSA AR fiQkioM¥F & thdmddiiPstate of said

control of claim 16, further including neans for
connggfigonnecting fromsaid at | east one of said renote

wirel ess devices in response to receiving an
19. i dssystent fopmmitlo-radlo scwmiec b pErsoml skicttorit deeias havomga pfurality of

o R S b DB S bl sid s

compABaps for communicating notifications of changes in
state of said connection with said at |east one of
a gdroediagmbey e mwdudd eayanglavprogran mtariasporedelet @ lacelleirdwarg manager

a notification. of a change in.state, of .said .

c SRl pERRgioR oy ERRIRTash il fh Rp SastE A et romptg device
peimapaimelues wherdis: devi ce having a plurality of

radi os of disparate radi o technol ogies, each said

r st progremAgicEagoapdler i ver nodul e, said system

co nplrebecikfi&ﬁat reeraFés@ {oesregﬁu if@it I%nlo?é/\?f{rrel%gsg I ?ce? ﬁ}/ait ag a@girlable to each

program ace nodule, a loca war e nanag
nodul eradity adaptati on | ayer nodul e associated with

each radio, and a.renote device manager nodul e, ,
wher $PAS @ E4ESt e ¢ Tl lmrgwrgeréa%ﬁap fuls Wesspiph orremote wireless

requestyctiQeSRH £ fQhpicenote wirel ess devices that are
avai l abl e to eac radi 0; sends a request to said

| ocalectiaescniast of menaglerremouliecles dsemechnfior renot e
T eljngtglsl’tiatedseay 1irecr:neo e Qv?ct:e 0 Geect ovraeialcl?Peln?o;te device that is available;
said local hardware manager module:
receives said request to search for available remote wireless devices from said API
module;
formats a generic hardware interface request to search for available remote wireless
devices; and
sends said generic hardware interface request to search for remote wireless devices to

cach adaptation layer module;
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receives a list of available renote wrel ess devi ces;
and instantiates a renote device object for each

WO eovotigolgevi ce that is available; said |ocal PEr/Uusso®069519
manager nodul e: receives said request to search for
avai l abl e renote wirel ess devices fromsaid API
nodul e; formats a generic hardware interface request
to search for available renote wireless devices; and
sends said generic hardware interface request to
search for renote wirel ess devices to each adaptation
| g9y adaptipe layeumedlg007/ 140198 PCT/ US2007/ 069519
ﬁg? gr\ﬁggg&. s%i g%ég){?gdwgpe #4 ?facé 256 ec\{(te% se%?&rhqfogf N Fireless
Wi r el eglsviceevi ces; generates appropriate driver
commands to said associated radio driver nodule to
sear B RDEPKats| dsiveerip@aRisip sud assosigdvadiogirivesnodule to
of avaig om sai d associ ated radio
driver &ﬂgﬁﬁma€ﬁﬂ% ]ggﬁﬁg&ég% list of available
I enoteecidenvd ke of bmikbiedemoralevivas tlomrsaidmpagecd modudeyer module;
said renEte devi ce nmanager nodul e manages sai d renote
devi ce%j ects for said available renpte devices; and
a usghdd Si@li{tFavARBld ©RfotORIRAW &i¢ RIREI I GEe ‘h%ager module;
receiving a request froma user to view renote
wistigremstedievice emntgramaiués murges kiié ranaots dedce plaees falsaid

ectr c _devi ce using,one of said plurality of

radl%?lqggﬁﬁ?ﬁﬁ Swfgbﬁg%t to search for rempte

a Wick t@Ffec APYIiceidn hdds R nfiBluel f&Ei at e | ayer nodul e;
rece|V|ng Information indicating the renote wireless

d 84t aRe & FRgucH @y 55T 40 VEWM I6MOE] @11‘619@;‘@@]@84& that are available to said

ele eliSerr?orHaPelg&}/on? Vl?erﬁfn oqle gld :E%?r ﬂ% of ra?cM modul e;
receiving a reques rom §'dse onnec ’to a

setielites rerqeamcesaurdheﬂoewncdewme&ss anvdcesecordie Qttbﬂﬂg:d&ﬁd: Byer module;
personal el ectroni ¢ device to sajd selected reno
WiTPesT R Indsplatign inocating ghosiparoiimv ITelesSARVIGes Hatipis available o said

cont §é?£on%f clEd IR T]E% 84l i dﬂ&@i gbf‘&%&ﬁl@ce

application nodu urther recé€iving a request
f remnangis exquto ftdmsmahnmtto écnmmctao saesbkectbé demcﬁamtlfeless device; and

W rel ess deyi ce, responsi ve t cei ving said
dicgmﬁ’é%falﬁ\{ 8?{8%‘%?? e'%&ﬁr%B Br?ﬁé‘ﬁ? Yongﬁlcfsreifiﬁ Jepaepigeless device.
enote wirel ess, device. 21, The systemfor nulti-radi
20. Ca}l@p syitergforamyltingadiy co\ﬂ,ﬁ@l(%f ghaim 19, wherein said user 1nterface apphcatlon

module is further for receiving a request from a user to disconnect from a selected remote
wireless device, and, responsive to receiving said disconnect request, disconnecting from

selected remote wireless device.

21. The system for multi-radio control of claim 19, wherein:
one of said adaptation layer modules receives a specific notification of a change in state of
said associated radio from said associated radio driver module, formats a generic
notification of said change in state of said associated radio, and sends said generic
notification to said local hardware manager module;
said local hardware manager module receives said generic notification of said change in state

of said associated radio and sends said generic notification to said user interface
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one of said adaptation |ayer nodul es receives a

specific notification of a change in state of said
wa@s@oaiEved radi o fromsaid associ ated radi o dPCTER2007/069519

nodul e, formats a generic notification of said change

in state of said associated radio, and sends said

generic notification to said | ocal hardware manager

nodul e; said | ocal hardware manager nodul e receives

said generic notification of said change in state of

sai d associ ated radi o and sends said generic

nepplidagian meduleparshi d user interface 25 WD 2007/ 140198
salcFT !epgﬁ%g@a%/e %gﬁ?ga% %Po%l I¢ %Hn%}nmgs%ald %o%ﬁ%at?&{ d(gjf clﬁ%u%e in state of

ace a Ion nodul e commun
n@mﬂﬁmﬁahbgﬂdoﬁxchange in state of said radio to said
user. 26
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