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AND METHOD OF, PROCESSI NG A TRANSPORT PACKET STREAM The present invention
relates to a decoder for, and a net hﬂmlmmwlwl mmmsm ng a 5 transport packet
,Stream tion is particular a recei ver,{@,qf,@% 16hor a
'di gital t(?gnsm Sgl on system in particul goer use in a digit eV| si on
system . Conventional digital television broadcast systens transmt data

in the formof discrete transport stream packets or transport packets, each
packet being of a predeterm ned 10 Iength and contai ning a header and a

payl oad. The DEE®BERNEGR] ANDtME RIGUESSBNIGSA SFTRIANSPORT hi s
domai n and sets out, anongst other {2 g redeterm ned format for such
packets. The packet header corrpn—#é—@i@—%@é@scri ptive data regarding the

‘packet, whilst the 15 payl oad conprises the data to be processed at the
recei ver/ decoder. The packet header includes at |east a packet IDor PID
i dentifyi ng‘ttehprqsemkhtvenﬁ'che rglatg$ dach decdder fptackm:t anmpttrodnofai proaesding) avi deo
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di ate processing such as au VI sua ata I's communi cated to an

' E=mppropriate processor in the form of what is conventionally known as a

gacketl sed el enent ary stream or PES. This continuous flu Pf daftcfl which is

orned by ds¥BiEBIPRR) ﬂﬂi@l &&VI‘%%{H@%@C%W“FWM@BWF datadiR e forpmof qiscaete
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by the recepoyﬁa(ﬁﬁcsggﬁga@{eggessor In this case, data is formatted in a
single table or a series of sections or tables, each including a header
WO 99/ 65231 PCT/1B99/01164 -2 and a payl oad, the header of the section or

tabl e i ncl in bl.e 1D or TID. t he .case wher ess
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in the transport streamwith the transm ssion. This conditional access data

is filteredndager fnsluiss atiteastanpackas B @r FADadgrsify migl he packeti tThenpatitad, ofsuch

as smartcar erted in t T ta | t hen essed by. t he
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used by thepgac@dercon@itidRsICicasdR|s§st8midaddIsm ssion. 10 One problemlies in
the volune of data that will be received and processed by the decoder and
not ably the volunme of conditional access data eventually forwarded to the
securi r ' |ty
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f oot bal | or a thematic evl si on In a first aspect, the
present i nvelokiofrdapd, ovhidieds a)rdreddnyeassémbhmgr theq&yldags af ttlneatrsmptort prakéts]
stream corrprl SI ng packeti sed data encapsa] gﬁg vvlthl n the packet l;;)ayl oads,

j said2decoHts!l EHRPFISAGIUTHER Phelfets €2 GACIF! CORRFSIR & Pasketghcader
particul ar 8¢ Wh1 hg nmodul e system froma portable security nodul e; 25 neans
for configuri ng¥ e decoder in response to the received identifier;

Other data not requiring immediate processing may also be encapsulated within the
payloads of the transport packets. Unlike PES data, which is treated immediately by
30  a processor to generate a real time output, this sort of data is typically processed in
an asynchronous manner by the receiver/decoder processor. In this case, data is

formatted in a single table or a series of sections or tables, each including a header



means for receiving filter data for filtering packeti sed data associ ated
with said particular security nodule systemfromthe portable security
nodul e; and neans for filtering said packetised data in response to said
received fitter data. 30 Different security nodul es may be associated with
di fferentVPEYp¥Rti ve security nodul e systens, each securityPab&RI%oring
therein an identifier of the particular systemwith which it is associated.
When the security nodule is first connegied wth, WO 99/ 65231

PCT/ 1B99/ 01164 -3 or inserted into) the decoder, the securi ty nodul e can

communi cat eaﬁdﬁspﬂles&ckhe@heme&fome §eR1ibAOr 4890 R uciR % 481 f f94f g, Means can

then configure the decoder in response to the recei entlfler i n order
to extract fromthe packeti sed data data associ at ed mnth the particul ar
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securit§ nobirdadcasiin the ¢ranspomagiteant wish 1ige tramsmassmg r'iﬁmqsortdmnmhﬁmy,ss éaiat o
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capabilities of the security nodule. 15 In one preferred ment

means for reuoder v gendrite, fcnlemampleera apitrohe/osé subsegyentiydused tyytit etecaded to
configuring,the coder nPrlse an application stored in the decoder, and
the means f8FsF F\?ltﬁad‘s?ll’féof’rlter data and filtering the packetised data
conprigg a filter. 20 The filtering means may be configurable by said
configuring neans to extract fromthe packetised data data associated with
t he parti culOme pellami bigs inmhuIVellm}&SDédatﬁdhatswﬂkbquewivefd hnd pravgssed byethponse
to the recei,ved fil
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associated only with the conditional access system used b
processor and the capacity of the communication channel between the decoder and
15 security module may be insufficient to handle a given volume of messages. This
problem is exacerbated by the increasing tendency for programmes to be transmitted
with multiple conditional access messages enabling access by different operators to

the same programme (e.g. a football match or a thematic television channel).

20 In a first aspect, the present invention provides a decoder for processing a transport
packet stream comprising packetised data encapsulated within the packet payloads,
said decoder comprising:

means for receiving an identifier of a particular security module system from
a portable security module;
25 means for configuring the decoder in response to the received identifier;
means for receiving filter data for filtering packetised data associated with said
particular security module system from the portable security module; and

means for filtering said packetised data in response to said received filter data.

30  Different security modules may be associated with different respective security
module systems, each security module storing therein an identifier of the particular

system with which it is associated. When the security module is first connected with,



security nmodule. This can provide sinple custom sation of the decoder for
any one of a nunber of different conditional access systens used by
respective service . providers. Thus, the subscriber need not be limted
by, for @xpdgpses; the supplier of 30 the decoder to one congcirnpsvaiiéf£cess
systemonly. The filtering neans nmay be adapted to extract fromthe
packeti sed data transport WO 991 65231 PCT/1B99/01164 -4 packets
containing a programmap table and a cehditional access table. The
configuring nmeans nay be adapted to receive the programmap table and
condi t i onabr dosseied Wib| et desAtierndhe  SeeWiyn;osieken samv@mapnTi¢ajei rthe tstred
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I nf or mat i oRedufByMiddalesgewmst y nodul e enabl es a nore precise identification

and selection of data to be carried out, for exanple, to extract rel evant
condi tional access nessages addressed to the nodule. The filtering neans
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identifier ifQepbhseto filler dentredeived PbmathpasctinGlyl Modalebi Thidkaf Yl theed by
the security nodule. Different security nodules may utilise different

debi ti ¥y syBteeng mesns tq eanfigeeadpiodiltgsdyarpahe gxawgtes parkpt gase only e daekats. For
exanple, t Is | 18t i t he
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Al t er nat i vehe/jectitiey medule itd ye gredtly eedmeyd taconfdem fvaith thegrocksiag cabilitiesar d,
whi ch may require the decoder to read j the credit card details and

comuni cat ©T\ihe $CHIIBLMRIYIA. or der to debit the subscriber's account by an
appropriate anount upon purchase of such an event. By the passing of the
identifier to the decoder by the security nodule, the security nodul e can

25 conf3 gurlg onbgrefeered @mbodinpet f e meéedne fdebedeivige dpeidahiifier omthehecurmmner
supported by the security mpdul e. Alternatively, or additionally, the
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stored i n tdompsiscarfiltey. nodul e may be increased, or the subscriber's bank
account may be credited, by the program provider when the subscriber has
vi ewed a pronoti onal

20 The filtering means may be configurable by said configuring means to extract from
) the packetised data data associated with the particular security module system for

subsequent filtering in response to the received filter data.

In one preferred embodiment, the identifier comprises an identifier of a particular
25 conditional access system. The decoder can be configured to extract from the
packetised data data associated only with the conditional access system used by the
security module. This can provide simple customisation of the decoder for any one
of a number of different conditional access systems used by respective service
providers. Thus, the subscriber need not be limited by, for example, the supplier of

30  the decoder to one conditional access system only.

The filtering means may be adapted to extract from the packetised data transport



WO 991 65231 -5 PCT/1B99/01164 event, such as a drinks advertisenent. By the
passing of the identifier to the decoder by the security nodul e, the
security nmodul e can configure the decoder to performthe crediting

oper atio'%vd)%/h?ﬁ manner supported by the security nodul e. SPéﬁm%@fﬁgerred
enbodi nent, the 1lilteri ng nmeans conprises first filtering neans, for

exanple a first set of filters, for extracting fromthe packetised data
data associated with said particul ar sedurity nodul e system and second
filtering neans, for exanple a second set of filters, for filtering the
extract ed patkets ronasppgse progrsmi thapi tabker andhtaa cotditidmisaccess sabdecolhe aspect
the present invention provides a decoder, fqQr processin transport packet
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sai d_decodgiccSOMRid Foftine ifcpihng hdahe hd ehrifRARS b Gllielik AL HrLham (e
packeti sed cfata ata assocl at e% wth a par |cu1 ar sectrity nodul e system
and 15 sectrd récdivest iidentifieansdf dataf cortanedignt the progract mdp dabk knd ritesponse

to filter datg.received from.a .portabl ecurity nodul e.. The first
11 terPng AORATHORENACKESS LBRFT GLFS B Chabe e st Heans t dasiy readiiyrtbe oi

particul ar 8§a&wbt ¥ RdskLasySheIiaCHE PaflicLIRBopdiidnAekbddstsysipdul e. 20 At
| east one Of the filters of said second set of filters may bé confi gurable

in response to a data pattern included in said filter data. The at |east

one of the filJters of said second set_of filters nmay be configurahle to

Fiiter 26 PROmaOis Dachirnecaeati s CRRETHG A G- ROB ok i ThAE FPHBRSEE  dat a
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packeti sed data data having a pattern natchin attern included
in thdOfi| Féteritag data Theheaiblé ensdctiomée vef intragponké tocinforofatismfdnsthecadirget  of

filters may be_configurable to,3Q,ignore at ] east, part, of said daja pattern
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99/ 65231  for example, to extract relevant conditional access messages addressed to the module.
The filtering means may equally be configurable in accordance with other data
received from the portable security module.

15

In another preferred embodiment, the identifier comprises an identifier of a particular
debiting system used by the security module. Different security modules may utilise
different debiting systems for, for example, pay-per-view or pay-per-file events. For
example, the security module may store a wallet of electronic tokens, the number of
20 tokens being decreased when such an event is purchased. Alternatively, the security
module may include features of a credit card, which may require the decoder to read
the credit card details and communicate with a bank in order to debit the subscriber’s
account by an appropriate amount upon purchase of such an event. By the passing
of the identifier to the decoder by the security module, the security module can
25 configure the decoder to perform the debiting operation in the manner supported by

the security module.

Alternatively, or additionally, the identifier may comprise an identifier of a particular
crediting system used by the security module. Again, different security modules may
30 utilise different crediting sys'tems. For example, the wallet of electronic tokens stored
in the security module may be increased, or the subscriber’s bank account may be

credited, by the program provider when the subscriber has viewed a promotional



--6 PCT/1B99101164 In a preferred enbodi nent, the decoder conprises neans,
such as the filter, for forwarding to the security nodul e conditional
access data obtained in accordance with the filter data received fromthe

.securitywgdiksss 5 Wil st the present invention is particubgphiesifipgyt €d to
enabl e a reducCtion of the volunme of conditional access nmessages

comuni cat ed between the decoder and the nodule, it will be neverthel ess
appreciated that the filtering means mmb-be configured to extract data

ot her than conditional access data and having a destination other than the
security movehte sudiDasia danit adverisemanic By theanassing bf heddentifierfto theadedodert o t he

security dule may. conprise entitlenent, control nessages, (ECMs). and/ or
_entitl ene%?n%‘ﬁé@%ﬁ%fn%k‘s(Qbe_esscf:l(rl’:‘M?amiga 183 ﬁﬁe?ﬁﬂﬁo‘tﬁ(‘éﬂBC%‘Pmﬁﬂ?sages

associ at ed @bdifing opbrafibg irf BRUnhhRPa3LpFatRssy Meskemid/Rbduery be a large

nunber of nessages irrelevant to a particul'ar user within that system For

.exanple, within a single conditional access systema nunber of different
B, ot AT1 BETONT mRRy TBan, B dY KA Bede o R s BreL TG PRGPERR RS

therefore, dyahipd a dabesePoPYilERY f@yeﬁﬁexiﬁg@wnix e ﬁazqtudigl,%dqa@am%so@ﬁiéa used
0

by the filter nmeans to extract group andlor individual entitlenment

management Witk saigqparagidaraseusity troodule syammand yecpnd Uilteringsneans ofny exainpltti ment
t he decoder_is adapted.to recei.ve. ont rol rd.generated b e security
modul e n- rbSSORE SR, & s BRI FoR e BB BhR 47 REPRBIGL A ltER 551 e
control word being used by the decoder to descranble a scranbl ed

transm ssion. In order to preserve security, some or all comrunications

bet weedOt heTkuse i iat Secaml apael e gresenh inveadeniprovides Hdecpder Jqi pracessimg a
particul ar), the desc | i ng_ contr.ol rd. erated by the.security. nodule
PRd. event urPOI HERL Tiea eoinnac e Tk s o e L it s BkEB251
PCT/ 1 B99/ Olﬁe@‘ioa‘ﬁb,i k8 detRiePESRPALingNVention may apply to any packet

transm ssion system_ the present invention is particularly applicable to a

decoder adapt ed fitst fBiesing aneans NPECXEantpgt iTbmethg pagketiscd alafa dap assasintece

conprising table i I etised data encapsulated within the
packet payl 82833. pa,gﬁ%ﬁﬂ( %lelg{lsleﬁg%é&g? Spﬁg&f élP(?h "tabl e, section or other
packetijsed dat a"sdceh&fiRtetiflg fesndfop dilrRsing Sineracedatya akspdnedleetilté dape or
in a sequence, and conprising a header and payload and that is itself
encapsul at eEFCRivEhf1omh a tRoRARIs Seeur dRedulet ream As will be described in the
preferred enbodi nent, the present invention is particularly applicable to
10 filtering of data contained within an MPEG table) notably a single MPEG
short form Thblfist filtering means may be configurable in response to an identifier of said

particular security module system received from said security module.
20
) At least one of the filters of said second set of filters may be configurable in response

to a data pattern included in said filter data.

The at least one of the filters of said second set of filters may be configurable to filter
25  from the packetised data data having a pattern matching said data pattern included in
the filter data, or configurable to not filter from the packetised data data having a

pattern matching said data pattern included in the filter data.

The at least one of the filters of said second set of filters may be configurable to
30  ignore at least part of said data pattern in response to a data masking pattern included

in said filter data.



In the context of this application, the term MPEG refers to the data
transm ssi on standards devel oped by the International Standards

Organi sation working group 15 "Motion Pictures Expert G oup” and in

parti cul t exclusively the MPEG 2 standard devel op f it al
tel evisi g’ﬁo?g%f#gati ons and set out in the docunents | SO 13%%%@9?}3?%6
1381 8-2, 1SO 13818-3 and | SO 13818-4. In the context of the present patent
application, the term MPEG i ncl udes all-&ariants, nodifications or

devel opnments of MPEG formats applicable to the field of digital data
transm ssi oln a2@reférecdh embedimentvibatdeopdes| compsisoy impass,asusb rasathk efilssrc dod t y

dule f i.th a_.decod f BNt,i d, i d. it dul.
corpr i si ng 1RENBFYI4G e OIS PPyl SR oRRl AL Kt Gpraininepecitence st iy
modul e syst g @i ARaP&RE FERRMRENiceatilyn@olite. i dentifier to the decoder to

configure the decoder. 25 In one preferred enbodi nent, the portable
security nodule conprises a smartcard. As used herein, the term"smartcard"

i ncl udes, byt .not. excl usi vel y..so,. any. chip-b d .devi ce, j ect of
L St e e et ielits BRtisERLS, ARG, CCRRn Y e, POABS or
andl or rfermmu%;eoaae&%didi&s‘ah Yeleds dsdabBesScdmihraRd %Wé&ﬂﬁth@@!&d&ﬂr 38d the

alternative physical fornms to a card, for exanple key-shaped devi ces such

as are oftemodske if willlhe neveaheless/appresiitad bhytsthe fdtering sdans may Us confighretbvi ces
where access to the infﬁrn%ti on stored w tQi n th([?l devi c(g i,S restri céed.
WO 99/ 65231 teArAhge AR hap, ConditionsT acihs d4tA gad BRYRE 21 estinaon Qe et hod

of processi iANgRahle. Packet stream conprising packetised data
encapsul at egﬁvm&tchflﬁnt he packet payl oads, said nmethod conprising the steps

at a déboder of: receiving an identifier of a particular security nodul e
systemfro ortaple 5 securit ule:; .configuring the decoder in
beponse +oCoRBNHRLr et i Hitpiet aP8 Widisn oyt skify Rl R EpmoBiss ng
packetised gatderASROBORESImbkshlesS AEAMRRnldfoH Bhitith@fes | h¥ndFeRehe ntesdogen from
the portable security nodule; and filtering said packetised data in
response t o(EMMs)keceived filter data. 10 The present invention also

provi des a nethod of processing a transport packet stream conprising

packeti sed data encapsul ated within the packet payl oads, said nethod

conpri 95ng Eyen SHigRA a3rodp $¢ aRAQIze O hssoEisiet agith Bgiﬁglﬂé)ﬂéﬁdﬂmrﬁﬁﬁ&ﬁﬁé satenglat a
data associated with a particular security 15 nodule 'system and filtering
t he extract tierelanay be arlexgsoneber of Mmassages gaelavans deiavragtiswlamusgr pahimBiag
security nodul e. e present .inv i . r.Qvi e r

i gi tal 't rancifes ot BHEREN b Ebb BRo R i Fedu R AR ot ShiePas e
contai ni ng gadls, ofaR6fsi kY be defiredneddngk et the @dnetaiion 6Ng apmbeod EMM4, tod t he
packet payl oads and characterised in that the decoder conprises a neans for
filtering tRB ofnvhisBunay be rdeNeat Ko eiGOrYesl-e in response to filter data
receiv froma portable security nodule. In addition to a filtering at the
tabl e or section |evel, the decoder may further carry out a transport |evel
filtering 2Preferablyldierefoes, fiveadmiagrotidedky thwcdecanityymbdids eomprisestdata used
conprising data associated with the garti Ec{h)léar conditional access system

used by t he b¥et§r fHIST FREARS 10 SXLEACE (BIBYR, angi0E WpELal RIS MANARSREH
conpri ses ang&g,%%sfagarefsgégt@rthggecuign%g{lk packet data configurable in
at

response to recelve romthe "security nodul e. Advant ageously, the
means for filtering transport packet data may be configurable in response

) he i : £ th 0
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security module in response to the conditional access data forwarded thereto, the

control word being used by the decoder to descramble a scrambled transmission.

In order to preserve security, some or all communications between the security
30 module and the decoder may be encrypted. In particular, the descrambling control
word generated by the security module and eventually transmitted to the decoder may

be encrypted.



“WD 99/ 65231 PCTI 1B99/ 01164 -9 Features described above relating to device
aspects of the present invention can also be applied to nethod aspects, and
vice versa.. The term "decoder"” or "receiverldecoder"” used herein may
.connote wo®ehyer for 5 receiving either encoded or non-epeoggsh/gignal s,
for exanple, television andlor radio signals, which nmay be broadcast or
transmtted by sone other neans. Enbodi nents of such receiver/decoders nmay
i nclude a decoder integral with the reckiver for decodi ng the received
signals, for exa ' Tset-téﬁabox", a decoder, functioning in

exanmple, in a g
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transm ssi eompysiblendatd sedant]efor @nymple aosnpssing mbdey, sdeetiorf of otheampackdtisedig or
broadcasting digital data, for exanple primarily audiovisual 15 or
_mul ti medi adatagwtcaps%%chwnhm the pagkrd PRYISadAt i nvention is particul arly
applicable to a broadcast digital television system the invention may also
be appiicable to a fixed tel ecommuni cations network for nultinmedia Internet
appl i cat i oids this eegard) the extnrc{ taklej sectieh ew dtheopacketisdd slatad refe2OinAiss broedesher ei n,

the term"digital tel evision system includes far exanple any satellite,
terrestri alSnssdna8Y £38 1Belgerlony et Bna seayensq, FHLEUNRHSING fHGRd5E 2p PRYIPRRd, Dby

way of exa ' t LNy, [ ks
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archi tect urig e prefirgidt etbddimsyst thn gresemt dnveptidn it hpastiandadyli applitablditgur e 2

snows the archjtecture of the condit.i ?Eél access systerp (ﬁ%%g'égure 1; Figure
, ¢ a

3 showld t hdiligrmeTdap eomtaimdyhig 28 MEEG table ppptably 3 sape BeRdomm ed
wi th condi tiqnal access nessages; WD 99/ 65231 -10 PCTI 1 B99101164 Figure 4
shows the structure of long formand short form MPEG 2 private sections;
Figure 5 shows the elements of a receiver/decoder for use in this
enbodi nent ; . . .
In the context of this application, the term MPEG refers to the data transmission
standards developed by the International Standards Organisation working group
15 “Motion Pictures Expert Group” and in particular but not exclusively the MPEG-2
standard developed for digital television applications and set out in the documents ISO
13818-1, ISO 13818-2, ISO 13818-3 and ISO 13818-4. In the context of the present
patent application, the term MPEG includes all variants, modifications or

developments of MPEG formats applicable to the field of digital data transmission.

20
) The present invention also provides a portable security module for use with a decoder
as aforementioned, said security module comprising memory means for storing an
identifier of a particular security module system and means for communicating the
identifier to the decoder to configure the decoder.
25

In one preferred embodiment, the portable security module comprises a smartcard.
As used herein, the term “smartcard” includes, but not exclusively so, any chip-based
card device, or object of similar function and performance, possessing, for example,
microprocessor and/or memory storage. Included in this term are devices having
30  alternative physical forms to a card, for example key-shaped devices such as are often
used in TV receiver/decoder systems, credit cards, and devices where access to the

information stored within the device is restricted.



5 Figure 6 shows the elenents of the receiver/decoder used to process the
transport stream in particular in relation to conditional access nessages;
and Figure 7 shows the structure of the PID and section filters of the
filter unit-of Fig. 6. 10 An overview of a digital television broadcast and
recepti onYO\P681 is shown in Figure 1. The invention incl §GZBY/HIE4 |y
conventional digital television system2 which uses the MPEG 2 conpression
systemto transmt conpressed digital siggnals. In nore detail, MPEG 2
conpressor 3 in a broadcast centre receives a digital signal 15 stream (for

exanpl e a sThepaiei iediion flko Piodids A rHtBbE bf prdiesHNIR ARSI packst fRARECt ed
to a multiplexes and scranbler 4 by |inkage 5. The nultiplexes 4 receives a

plural ity ofomRIisingePagkehsed d3tyarapsulaiedewihiss thenpacket payleads, assish orethest r eans
and transm ts._conprgess L Qi ignals to a transmtter 6 of the
coﬁwyg‘x% ﬁ)% s?e% ggg d%?&dvc\e;.og.

broadcast cer a 'k i'Ch can of course take a wide variety of
forms including fegti@f@ranl identiier 30 a PagidulAseblrityerhoulk [sPAem frém a portable

el ectromagnetic signal's via uplink 8 towards a satellite ,) transponder 9,
wher e they seceritylmeduleni cal |y processed and broadcast via a notional

ownd or rent od Gy EHETE Rl Feaer iniE ARG I R kel G iRy B Cui ver 11 are

owned or rented Ctﬂ}" . .
transmtted to %c&5iﬂ§rﬁl@§ﬂ@ﬁa¢dr fikdiguRicketeadata dsdouiBE %t salcSpurAculby t he
end user and connected to the end user's television set 13. The

recei ver/ detesudty modijespuers frae theopgitabls serupibE@aduds;amdl i nto a tel evi sion

Comnected to 1 hel TS propageyes ofth AERSOIEIE o B FERRAANTRIRG, o ¢

| ocategppartly in the broadcast centre and partly in the receiverl decoder.
It enables the end user to access digital television broadcasts from one or
nor e br oadchiBe Pregip iRvenyon Alse pravidesradnebap b peocsssidg e rtxapspory pankebsttpasn WO

Cevoral 1 ol SUPSIUIE Brogrichna SRR, SRTTLE Rerl ikitent,) Sha byl ®

inserted i ngemprisengd eesaperar deesdr of2. Using the receiver/decoder 12 and
smartcard) the end user may purchase events in either a subscription node
or a pay- per-vi et¥tFastiag fromnthe) packetied ided daja peseciared withr putineler sefurity t he
mul ti phexer .receiver/decoder 12 and again |ocated partly in the
br oadcggt clgg)f@g%g%[gﬁpgﬁl y in the receiver/decoder, may be provided to
enabl e the end ufiRériigrhertixanaed dudatih respons® fper doatreceivedviremean pordatgred
back channel 16. 10 The conditional access system 20 will now be descri bed
in more det $ECHIIAPRUIEef erence to Figure 2, in overview the conditional
access system 20 includes a Subscriber Authorization System (SAS) 21. The
SAS 21 is connected to one or nore 15 Subscri ber Managenent Systens (SMVS)
22, one SMsSTherpresanh itvendaic alkdb mopjlkes ar dednden foespdidiial arah€iissionl syskemge 23

(al thoygh other types of |inkage could alternatively be used)..
Al ter nggi veP&p‘eGn\éP%“’(?oﬁl FansBOL HRACKe B‘é"t'%e“rf’“ﬁ%"ér Eﬁg’&ba%etc%’%pfﬁl PEIEE, or

one suppl i epa&etded ddtferc) umwitﬁ{?ﬂhé%aﬂ{h ptgglgrlazkﬁ ahd @ﬁ‘é}ﬁé&gxgiéggnqﬂitttﬁei n

the formof ciphering units 24 utilising "no smartcar are
connect ed t dedolder c®APrizys 4 inckusfer ABerigrthe wdcapsvlaygst datgconfigusatde i nespanse he

for mof ci phieg) o, UELS2 eeld i soiBle BL0SE SIBEC A IS0t a GlSS L0 O
the table or section level, the decoder may further carry out a transport level filtering
25 in order, for example, to extract only these packets comprising data associated with
the particular conditional access system used by the security module. Preferably,
therefore the decoder further comprises a means for filtering transport packet data
configurable in response to data received from the security module. Advantageously,
the means for filtering transport packet data may be configurable in response to data
30 representing the identity of the conditional access system received from the security

module.



-mul ti pl exer 4 by |inkage 29. The receiverl decoder 12 receives a "daughter”
smartcard 30. It is connected directly to the SAS 21 by Conmuni cati ons
Servers 31 25 via the nodenmmed back channel 16. The SAS sends, anongst
_other thiyggesaypscription rights to the daughter smartcar p@nposgugst - The
smartcards contain the secrets of one or nore commercial operators. The
"nmother" smartcard encrypts different kinds of nessages and the "daughter™
30 smartcards decrypt the nmessages) if they have the rights to do so. The
first and second ciphering units 24 and 27 conprise a rack, an electronic
VME WO 9oF@&mmes describaisaimyve Telgung 1@ devieiaspiects ofghe measentsinversivnean auso
EEPROM up {0 . el ectroni ¢ d smartcard 25 and 28 respectively,
for each el ec%‘%pgﬁ:aégéﬁertg& %)Sﬁgagc’aafnga\gge ?glsrga'encrypti ng the ECMs and one card
"25 for encrypting the EMVs. 5 The operation of the conditional access
system 20 of the digital television systemw || now be described in nore
detai |l wi t hThetemendesodes” tohe Teeel Vedldscodsip disechheredit mayecanapiva siceives yert em 2

"and th i 1. . i,pl dS nbl 10 Wth
ot or onte t Sep SRAUREEERTCH AR RRac LD ¥ ERarBRE, SN Sldiraditn'o or
vi deo si gnadighdls,fwhigh negTHer esakdst(dr triishited By 5666 G2ty meétis NBmbbeimdREG 2

conpressor 3. This conpressed signal is then transmtted to the nultiplexes
and scranbl ef suchyireceives/degodresgman ingluge credeeerepeintagrali pitbxthe wiceivenforer

wor o used i feipiredhe SRR TR Bt Brartile) NFp DRLIOP RS A RBRRL Fouicki |

the mul tipl gxesmbihiore Gthrz0phymially iseparefeereationr, i 43t wemak |y dédodecirilogsg t he
end user's integrated receiver/decoder 12 to descranbl e the programme. 20

Access 18ri t additions! femcsians. Ychana tHed YiPwesTa0miEtqesated widr & vidlep eaprdesras al so
added to thf%é\@- 2 stream The progranme may be commercialised in either
one of a nunber of" "subscription" nodes and/or one of a nunber of "Pay Per
View' (PPV) nodes or events. In the subscription node, the end user
subscribes to one or nore 25 comrercial offers) or "bouquets", thus getting
the rights H¢ Wad dsranety EABNKAgIE] NGBS PP Y sk quraledes| 3yt Hansgrissien r ed

enbodi nent , i e . of
channel 5. 1 37 R R LB RIEG A ra at il e B b (0P BE R ol S PRV
capabi 115ty bonpitimédis digdl éatentWhids thepmwsahdaventionss panichiarpcdppivade by
either pre- b%gki ng the event ,in advance ("pre-book node"), or bt')(/) pur chasi ng
the event a@ bERRIRIstigital fedeViTion, sSEaR, @ei‘ OB H¥yalsy be appligablestost Exedd

enbodi ment) . i : -t he 31
oo 1 Boor oL bri RS RhEnaURAEEr Bﬁ%?%%iﬂaép;é@omg%’”%t Yo p L UEGES

vi ener s neettlevotiomearglswagn.| y be subscribers. Entitlenent Control Messages 5
Both the control word and the access criteria are used to build an
Entitlenent Control Message (ECM. This is a nmessage sent in relation with
a scrarpl ed ARr @taRkreinh QhERESATAISNt RV Eich GOREM®! intRicds (mhles@mglel anp for
t he descranbling of the program and the acceSs criteria of the broadcast
program Theateldittegerrestrialecatde ardiodensy®¢m10 word are transmitted to the
second encrypting unit 27 via the linkage 29. In this unit, an ECMis
generated, encrypted and transmtted on to the nultiplexes and scranbl er

There will now be described, by way of example only, a preferred embodiment of the

invention, with reference to the following figures, in which:

25
Figure 1 shows the overall architecture of a digital TV system according to this
embodiment;
Figure 2 shows the architecture of the conditional access system of Figure 1;

30 |

Figure 3 shows the hierarchy of MPEG-2 packets, in particular those associated with

conditional access messages;



4. During a broadcast transm ssion, the control word typically changes
every few seconds, and so ECMs are also periodically transmtted to enable
t he changing control word to be descranbl ed. For redundancy purposes, each
ECM typically includes two 15 control words; the present c rol word and
t he next&@B%%¥%ﬁlwnrd. Each service broadcast by a broadca3¥%§§5%9V8$ in a
data stream conpri ses a nunber of distinct conponents; for exanple a
tel evi sion programe includes a video cpmponent, an audi o conponent, a
sub-title conponent and so on. Each of these 20 conponents of a service is
i ndi vi dual IRjgsrerasidvedihaneuened yPloag fooi afd Bise baii MPEGACHSatd Sectibfs;
transponder 9. In respect of each scranbl ed conponent of the service, a
separate ECMis required. Alternatively, a single ECM may be required for

gencrated TR tiees BREIRRRT of b rleelBibiefusn it WioSuS SieRont o

access to the sane 25 transmtted program P ro~rame Transm ssion The
mul tipl exes 4 receives electrical signals conprising encrypted EMVs from
t he 30 3SAS Figurechshows dbe Elements: ofnthe Heceieariiegodarcusgd o myoasss thepranspart

conpressed pr.oar 1. . The L.t pl.exes 4 scranbles

t he prograﬁﬁgéganﬁ?ggﬁaggghgpgg§§ﬁg%ggﬁgi%g?%ﬁ%%ggg?%%’5ﬁ§rypted EMMs and
the encrypted ECMVs WO 99/6 5231 -14 PCT/1B99/01164 to a transmitter 6 of
the broadcast centre via the linkage 7. The transmtter 6 transmts.

el ect r omagdguie Eisheiws she gmsrus of ee BHD and iseasionr Glerp of dke filer prit apFigk 8.

Pr ogr anme Q?ception 5 The satellite transponder 9 receives and processes
the el ectrormagnetic signals transmtted by the transmitter 6 and transmts
the signals on to the earth receiver 11, conventionally in the formof a

di sh owned or rented by the end user, via downlink 10. The signals received
by recei verAnl bvaraewreing figitad delevsiph rpaficesir andetecepionesystone rll Beshower inl 2
owned or rented by t.he.end. user,and. c ected to the end user's television
cer 13, Tha Bty oGRS B Ho R R eBie ol fighal o B et 2
scranbl ed pyiRigh AELheWIPEGED ebinpedsioiMdierang tRnemtioathréscdd dighthl §ibgals.
programme is not scranbled, that is, no ECM has been transmtted wth the
15 MPEG 2 dnraans detdib MPEL-S sPMpesserict I bERadessd cERERESCEINES dligitahpignal

: ; . ) . . h = .
et 135 11 g 8 Rrahi 1 BB SETr Vieo SRR CTELhSOE BB X" e
cor r espondicognédtéd to o nmiltigle MdPEGd 2cimtnbdam ey tinkaese s Thdmulpik ten 4tleeeives

"daughter” snmartcard 30 20 of the end user. This slots into a housing in
the recei ver PHEaBYeP! Turtheriapfatighnls rasssrablet Qng QOMEEH HARIPSTt\HERRSr 2dhe end

user has ¢ ek cdripAaet kich e BRUAR o6 5 B¢ e pREABIR TRz Ly 1O

a negative status Is passe recel ver/deco o Indicate that the
progranmme clirkage 7hevidets caramfbdoadise thite 4 hédenatiarg ef fomesinbladingtiblecomdinks., t he
ECM is_decrypted and the control ward extracted. The receiver/decoder 25 12
can th#h descranbl e the programe using this control word. The MPEG 2
streamis dﬁﬁ@mﬁﬁﬁﬁéﬂ PfEhshliANS LA oRheh B O signiik A8 ugnﬂneltowds%wmte
transm ssion to television set 13. Enfitlenment Managenent Messages (EMVb
transponder 9, where they are electronically processed and broadcast via a notional

w

downlink 10 to earth receiver 11, conventionally in the form of a dish owned or
rented by the end user. The signals received by receiver 11 are transmitted to an
25 integrated receiver/decoder 12 owned or rented by the end user and connected to the
end user’s television set 13. The receiver/decoder 12 decodes the compressed

MPEG-2 signal into a television signal for the television set 13.

A conditional access system 20 is comnected to the multiplexer 4 and the
30 receiver/decoder 12, and is located partly in the broadcast centre and partly in the
receiver/decoder. It enables the end user 1o access digital television broadcasts from

one or more broadcast suppliers. A smartcard, capable of decrypting messages



30 The EMMis a nessage dedicated to an individual end user (subscriber),
or a group of end users. Each group may contain a given nunber of end
users. This WO 99/ 65231 -15 PCT/1B99/ 01164 organi sation as a group ains
.at opti rrmg;gﬁstzglp bandw dt h; that is) access to one group egmrpsyiés t he
reachi ng of a great nunber of end users. Various specific types of EMM can
be used. Individual EMW are dedicated to 5 individual subscribers) and are
typically used in the provision of Pay Her View services; these contain the

group identifier and the posjtian e subscriber |n t hat grou Group
subscri pti dﬁlaﬂwoﬁ@%@?kﬁﬁfﬁfé (Ehét Br SH%QT 5?ver§1at§lev§5>@ Hrﬁ%ﬁa{ﬂ”&ﬁ old, By s)
and 10 are HeO cr

Servi cee. Y Bl SRBHe Dokl e Ak Sl SR RS PP VBB .
Audi ence ENbkeinerédabederc 32 add tsmaemand; ehaedd enee mayanachusg leyerftonn exthemphe be
used by a particular operator to provide certain free services. An

"audi ence" SUBSGTHEIONGNGHG P52 Pay- B‘FT’E'GBSIBP??BQer s havi ng smartcards whi ch bear
the sang conditional access systemidentifier (CAI1D). Finally, a "unique"
EMM is addressed to the unique identifier of the smartcard. Subscri ber
Managenment Aw'stimsracbivb) sﬁ&m\ Sibsaisa beomnkétedgenetie Spdtiplex{rSMS) alRR thacl udes
a dat abase 32 which mangzq apongst ot hers, k) of the end user files,
comer ci al T6F§iueR decodrr & anst ?qgﬁglocgpq/pagl[yawtge EpRdcasheentieahd Rarthy etha user
consurrptl o] | t he
SAS. 25 EackCaNE S eReL R BEprdufe hPefNe e BRLSUTA0 eI TME WIS, eage
23 V\/m ch i nappYicamdohsf vie at modesnrhed backosheandldies of Entitl ement Managenent
Messag:f (EMVB) to be transmitted to end users. 30 The SMs 22 al so

trans S nmessages to the SAS 21 which inply no nodifications or creations
of EMME butTjhdebyqifl a&&]gey% 0 VAl R bEREcribed liRtnforé BALi Ng to the

aut hori zation granted to the end user when ordering products or to the
anount t hat

With reference to Figure 2, in overview the conditional access system 20 includes a
Subscriber Authorization System (SAS) 21. The SAS 21 is connected to one or more
15 Subscriber Management Systems (SMS) 22, one SMS for each broadcast supplier, by
a respective TCP-IP linkage 23 (although other types of linkage could alternatively
be used). Alternatively, one SMS could be shared between two broadcast suppliers,

or one supplier could use two SMSs, and so on.

20  First encrypting units in the form of ciphering units 24 utilising "mother" smartcards

) 25 are connected to the SAS by linkage 26. Second encrypting units again in the
form of ciphering units 27 utilising mother smartcards 28 are connected to the
multiplexer 4 by linkage 29. The receiver/decoder 12 receives a "daughter”

smartcard 30. It is connected directly to the SAS 21 by Communications Servers 31

25 via the modemmed back channel 16. The SAS sends, amongst other things,

subscription rights to the daughter smartcard on request.
The smartcards contain the secrets of one or more commercial operators. The
"mother" smartcard encrypts different kinds of messages and the "daughter”

30  smartcards decrypt the messages, if they have the rights to do so.

The first and second ciphering units 24 and 27 comprise a rack, an electronic VME



WD 99/6231 -16 the end user wll be charged). PCT/1B99/01164 The SAS 21
sends nessages (typically requesting information such as call-back
information or billing information) to the SM5 22, so that it will be

appar ent comuni cati on between the two is two-way. Subscriber

Aut hor i zé\wgé{‘s—g%tem (SAS) The nessages generated by the SME 93&§l%assed
via linkage 23 to the Subscriber 10 Authorization System (.SAS) 21, which in
turn generates nessages acknow edgi ng f1e2cei pt of the nmessages generated by
the SM5 21 and passes these acknow edgenents to the SM5 22. I n overviewthe
SAS conpri sgd &ithubsfowarpt stared Ghaian BERROMy gp e 20 gidc3rdngy chfdss blts @hk pt i on
node and to renew the rights automatically each nonth, a Pa¥ Per Vi ew Chain
area to gi Y@aRFAES andr28prspeeineht. 4O ¢ash cISATENICRTY, O8E GArd 3 1 £RSTYREDEMVE
created by Mol [ MRR 10 the multiplexes and
scranbl er ﬁehgggﬁﬁ%ﬁd{:g&{%?@gggﬂ{ E@%E‘%@f%{eam with EM. |If other rights
are to be granted, such as Pay Per File (PPF} rights in the case of

downl oadi ng_ conmputer software to 20 a user's Personal Conputer, other

simlaP ar 648 OReTBLign §f thercondivional acrsss sypeR 26f ghe digialgalsvision system mthage
the access ubl,0k Sedcich!iff thote WRedif GAth HEShee R Ak AP RUBTEABIEAG! il el T 7 S
in subscription node or sold as PPV events according to di rerent  nbdes of
comrer ci al eladision sy e Dankthendaditiongiwcsss gpden. 20lhe SAS 25 21, accordi ng
to those rights and to infornmation received fromthe SM5 22, generates EMVs
for the subscriber. The EMV are passed to the Ci phering Unit (CU) 24 for
ci phering Wyih: managenent and expl oitation keys. The CU
conpl et es Biiph 3P Sl S albfer EMM 30 and passes the EMM back to a Message
Generdor (M5 in the SAS 21) where a header is added. The EMVs are passed
to a I\/Essa%_ Emtter g%NE) as conpl ete EMVs., The Message Generator

det er ni nes W K TYPERAE S Tiguieark andy 18 thspbropdrastermtie, ghe digitaloaydas 9 yideq 7

PCT/i B99/ 0%&@1&1 is first compressed (or bit rate reduced), using the MPEG-2 compressor 3.

This compressed signal is then transmitted to the multiplexer and scrambler 4 via the

linkage 5 in order to be multiplexed with other data, such as other compressed data.

15
The scrambler generates a contro] word used in the scrambling process and included
in the MPEG-2 stream in the multiplexer. The control word is generated internally
and enables the end user’s integrated receiver/decoder 12 to descramble the
programme.

20

Access criteria, indicating how the programme is commercialised, are also added to
the MPEG-2 stream. The programme may be commercialised in either one of a
number of "subscription” modes and/or one of a number of "Pay Per View” (PPV)
modes or events. In the subscription mode, the end user subscribes to one or more
25  commercial offers, or "bouquets”, thus getting the rights to watch every channel
inside those bouquets. In the preferred embodiment, up to 960 commercial offers

may be selected from a bouquet of channels.

In the Pay Per View mode, the end user is provided with the capability to purchase
30  events as he wishes. This can be achieved by either pre-booking the event in advance
("pre-book mode"), or by purchasing the event as soon as it is broadcast ("impulse

mode"). In the preferred embodiment, all users are subscribers, whether or not they



-rate of em ssion of the EMVs, and passes these as appropriate directions
along with the EMV to the Message Emitter. The M5 only generates a given
EMM once; it is the ME which perforns cyclic transm ssion of the EMM. 5 On
generat i EMM the Ms assigns a unique identifier t When
‘the MG pggpsgé/q%ﬁ}a EMto the ME, it also passes the EMM | D%ﬁﬂfﬂg%ggl es
identification of a particular EMM at both the Mc and the ME. In systens
such as simulcrypt which are adapted td3bhandle nultiple conditional access
10 systens e.g. associated with multiple operators, EMM streans associ at ed
wi th each ousteh in swbadringion @s PP sioden bart of geunse DPAY vieseay veed| ot anckssarily

mul tipl exe% toget@er by the nuitiplexer 4 prior to transm ssion.

Condi t i onal”CACEE eﬂ?essages in the Transport Stream 15 The different nature
" of ECM and EMM nessages |l eads to differences vis a vis the node of

transm ssion of the nessages in the MPEG transport stream ECM nessages,
whi ch carr@ﬂﬂmmiﬂﬂlm!gﬂmded to descranble a programre are

’ necessasri ly linked to the video and audi o streans of the programe being
transmtted. 20 In contrast EMM nessages are general nessages broadcast
asynchr onousdty theocdntrang/otd ardi tBé hécebddrté i@ bieOikel Qo biHld Wh BaditleMEnIT&IRS Of
custoners. This difference is reflected in the placing of ECM and EMM
nmessages wiMpssage (RCMPEG Y ris pepsage sens amrelation svikna werambieprogeans;pibe t

B andar o paesed® (it s Gy vBie (e ShiEs 7 ¥ SeRdanniyf RERE Prograthy
synchr oni saindothe hates @@ Sihe THBhdzabt ProBRSRON ThE Rb&ss IcRighreAhd cdntRiit

Payl oad unit indicator 1 bit 30 Transport priority 1 bit PID 13 bits
TranspHtt seerdnase iragsmeiged ragthe seapnd sncryminoenic 8?2 yia thetinkmpo2® 1 Iisthis-unig

Adapt at i fi t 2 bit i.nui t. t 4 hi Th
char act er 1 41 MG WhkBleat iR Pl {itpbited T e ulinigeer Ao spspmblr
standard. 5 Rah&idg #@rdadcdst @dhiginiSsioh, e Voaab] §kd ePpiedlylatianged EWr) féw

transport streamw || Dbe described. As shown) the transport stream contains
a progr anmeseaenftse argt so0rCas precalspopariodilly trapsmsitedmo enatle therrbanging efntrdie

Bocess tabl ot BF StlOenc PEr (AP AREr beihed cXa KEMEyolell pidhBt 2T

and cons ai nsontrol alokds; 1S presdnn goiiteoltwierdRind e indes c@firdl Meorglr ogr amme nap
tables ("PMI*) 41, 42 associated with a nunber of progranmmes. Each
programme nmap table 41, 42 contains in turn a reference to the PID val ues
of the pack S i : i 4 hat
ot ogr amre. Tl FEAS Bl SHERCAT R ICh iy Bl et LORRARec it

r ef erences afodishectPcémpalenss fof ohhmpie packetisiodSprogfammat michidey aditebi onal
data relating to the programre in %ugg)tci on. In the present case ECM data

gener at ed PBEPHGRbEN B EHEPANEBH Uies Sompepeiteandny® aRs dedchiddheiet h t he
progra i I OfF | tal SYIH ol e I ket.s . 20
In add?dtjr?on&)t ot gﬂspéro%fsgﬁr%m; gc{g@gsla\%atggl %réﬁ@e Ogﬁc{ ﬁg&vwg%g ﬁgasr?ﬁg%qrutéﬁst ream
funt her conprordeast o dendatspomder Acdessspexblof eheh (ScCAYlEd dompoRb ofathee of
which is fixed at 0xO01. packet hegders containi is PID val ue are
thus aut oreadrdsh 5 Ssiaeis EEVET Skt AtirirgaBe dShEl ROl mek s rRaiTesh,  The
CAT tabl e Afori@fdtiRe §QamhbRd 48mPbhenyPdfUeserPlce MR RAC KM ﬁ%galﬂﬁ%ené‘lted
associated wth EMM data associated with one or nore conditional access
syst ems. Asinathehcase evierr npdidie toopditinnal PadDessasysesnoconthel Eekssptec et same
referrﬁg to,_in t.Be CAT table are not fixed and may be determ ned at the
choi ce®df t FANYUYLRTOS M at or. 30 Private Section Data In confornity with
the MPEG 2 standard, infornmation contained with a packet WO 99/ 65231 -19
PCT/1B99/ 01164 payload is subject to a further level of structure according
to the typePnigrdmme Beansmissiomsported. In the case of audio, visual,
teletext, subtitle or other such rapidly evolving and synchroni sed dat a)
the information is assenbled in the formof what is known as a packeti sed

el enentary ¥he eaRigeExdtrecdites eldaiRalsdig @A comphisihg! shchyPidE EMMs from the
30  SAS 21, encrypted ECMs from the second encrypting unit 27 and compressed
programmes from the compressor 3. The multiplexer 4 scrambles the programmes

and sends the scrambled programmes, the encrypted EMMs and the encrypted ECMs



5 by assenbling the payl oads of the transmtted packets, itself conprises a
sequence of packets, each packet conprising a packet header and payl oad.
Unlike the transmtted packets in the transport stream the |ength of PES
packets is variable. In the case of other data, such as application data
or, in t WM&l e, ECM and 10 EMM data, a different formeRCTRIMOBIES
packeting is proscribed. In particular, data contained in the transport
packet payload is divided into a seriesjof sections or tables, the table or
section header including a table ID or TID identifying the table in
question. kepefidhébit@p 4 e the 2ofdcaith@ntat da e IBKLEOT . MePhebBag@Mb& BE
entirely within a packet payload or may be extended in a series of tables
over a nunibrnsoits eBCtnoREENYIa siphadk Lawardy metsagllivPm@nspangdar 8xtia uplik 8er m
"table" is often used to refer to a single table of data, whilst "section”
refers to one of a plurality of tables wwth the same TID value. As with
transport g&@ﬁﬁhnﬁﬁgneg?ﬁoﬁES packet data, the data structure of a table or
20 section Is additionally defined by the MPEG 2 standard. |In particul ar,
two possible syntax forns for private table or section data are proposed; a

and 1 ong T At SPREhatPrdtl BulskBLEe R e, et RaihRel s

TABLE I'l TahhemitetdBoypttestrapRatiten sndniransniiRdhe afp@ils bnhb tthdEdritfe@eiver 11,
indicatorlreserved 1 bit SO reserved 2 bits 30 Section length 12 bits The

private i ngpawnsionalyl ipthe/fore efet dish 9wned gr Wented &y dberpnd yaar. yfa dpwrdinkot
fixed b 99l 65231 .20 PCT/I B99/ L1164 t.he NI dard.and which
ay be used'by OHE SYLPRnesERrd: BY FRPVR S0k piiutuld n Bl RRkel 7

may be use em operat i S ‘own of

short fEr mreddieernardeér Blowaed BRGtedits] the kol hesresd RonhétedRYthoasd dakra 5 61.

In the case of the Iong form a further header section 62 is provided
bef or e t he tplayisivad s@31and Theereseiyeradrsodriuat | demuiplguess the ciR@rlsHecRbWiAl ue

't must be oI HERael s ARy KNP RO RoRRRICERRL T PO, et on

necessary to assenble the sections, such as the section nunber) the nunber
of the last section in the sequence of sections etc. 10 For further
i nf or mat i odf tgyBFAETAGMenis Nob eraghdeds Weattisf 8o MCAMUDIa8 bean drangmisted aidhe thej s

En e Clagdd AP e TEREENG bl o SRR I 1R 1EREPER: B .o

t he short fegral wbla bided Bignapforapmkmissiohas nelevisidnspeesfi c syntax for such
short form conditional access nessages is proposed in the context of the
present invention, nanmely; TABLE Il Table id (filter data) 8 bits ( 1

byte) 20 SGJ‘FHB@Erég\fgﬁn?ﬁ% is"AELABIRH, the RbdeiVerideb&er! HULGRIH (l{eec%?fe_\.(ﬁ&g% bi t
| SO reserved 2 Dits Section length 12 bits CA specific header fiel (gfl | ter
data) 56 biEGM ftohythedYIPEG-Forreamehd GAssaeteddEl] tot the "dabdheeri’ dmaatard 39ay be

set by_fhe system operator at,.for exanpl.e, 0x80 and 0x81 for_ E ssages
(For - s3pi & e 50 BB oJai s B ad ol oHereee oty vt
These val ueg,H&rd'8b MR RS Ghd P&‘cﬂu&ﬁ%a&'% H@n%%@%gﬂhet Bevbgeietion
of the systemoperator. 30 Equally, 1 n the case of the speci fic header
field, heredvgedabe gregrammes Imotfa negative bptusss passediéo pleeyteosiderfddcbden I12g t he
header, t hetoqgcrli%zrirt%ttﬁgtsthgg}/ogtr)aemrsn%tcaggottbg%egc};grtn%md. If the end user does have the

rights, the ECM is decrypted and the control word extracted. The receiver/decoder

25 12 can then descramble the programme using this control word. The MPEG-2 stream
is decompressed and translated into a video signal for onward transmission to

television set 13.

Entitlement Management Messages (EMMs)
30

The EMM is a message dedicated to an individual end user (subscriber), or a group

of end users. Each group may contain a given number of end users. This



. conventional ‘and their

- WD 99165231 -21 PCTI1B99/0116A operator to reflect, for exanple, the fact
that the CA nessage is an EMM nessage carrying individual, group or
audi ence subscription information. In this manner the "header” of such a
_table orweesksxn i s extended. 5 The advantages of such nmesBCIyBIIPIEAX W | |
beconme clear later, with regard to the processing and filtering of nessages
by the receiver/decoder, notably by umgg the Table id and CA specific
field data. Recei ver/decoder 10 Referrl g to Fi gure 5, the elenents of a
recei ver/ decoder or op box. f.0 ﬁ\‘iz’ .tﬂl t.al broadcast s stem
and adapt e%‘g?B’SB‘é‘“h%Se%g’PHPFHB ﬁ‘roé’é’gHi‘% HPF‘B}F% PLIRGITCBY 10 88T BTy
wi |l be unggrsd rﬁﬁﬁthe%@cm@?bﬁa%lr&%ﬁﬁxéexo& ¥ Ssepecei ver/ decoder are | argel y
enentation will be within the capabilities of
one 15 skilled in the art. As shown, the receiver/decoder 12 is equi pped
W th sever interf aces for and,t smtti at a, rticular
. a tuner e?'ﬂ?usr é?:eé: Wd’eﬁro(ga@gi ’ﬁ/%ﬁ(‘%‘sf"? vé%‘i‘airé\g]\'g %rgrqegfcap:ﬁt@rface
71, a par ainhﬁdldmt@lroémrﬂ%maaé éypmadﬁmszo% ih Ohe 2&0\'5’1@1@9'6}9P§’§n¢ef egighVi ng
data via the tel ephone network. The receiver/decoder also includes a first
and secondsesviges;dhes¢ qostade thezgroapddensifier brsl therprsitionanfethe Bubstriberaimabatt i ng
t he SUbSCI’IrptI on smartcard and the second reader 75 for accepting bank
andl or ot h#"Brartcards. 25 The receiver/decoder also includes a receiver
7b for receiving infra-red control signals froma handset remote control 77
and a Peritel output for_ sending audiovisual signals to a television 13
connect ed GoourhsibsedptioreENiMe antalediched degeiupg obf sagti 956 aidivgdupakersradei ved

via t i nt erfaces and, gene .on _of ou ut 3 na s i.s ha an
engentiPe oferdpaly doth i B RnPBedtor il Rte, ety B fener it EM,
central COR{s Plgraliy idedifier iR £ Alds¥yateds’ adrblyh bRAGPr € of the control unit
within the receiver/decoder may correspond to that used in a known

recei ver/ decoder WO 991 65231 -22 PCTIIB99/01164 and will not be descri bed

here in an (o) I hlne

't or act | nig GRREL BN AFF HeBRRBE3F CopiebugABER S Bl Gttt PE S

I npl ement edly arpahmmafpdmraocp@@m@@dﬁasn frke $ar@iceeCAnVandigRROdethe tbtrahtyer s of

hardware architecture, the control unit 78 will be equipped with a

pr Ocegéor)oﬁgmcylbers havmg smartcards which bear the same conditional access system
identifier (CA ID). Finally, a “unique” EMM is addressed to the unique identifier

of the smartcard.

Subscriber Management System (SMS)

20
) A Subscriber Management System (SMS) 22 includes a database 32 which manages,
amongst others, all of the end user files, commercial offers, subscriptions, PPV
details, and data regarding end user consumption and authorization. The SMS may
be physically remote from the SAS.
25

Each SMS 22 transmits messages to the SAS 21 via respective linkage 23 which
imply modifications to or creations of Entitlement Management Messages (EMMs)

to be transmitted to end users.

30  The SMS 22 also transmits messages to the SAS 21 which imply no modifications or
creations of EMMs but imply only a change in an end user’s state (relating to the

authorization granted to the end user when ordering products or to the amount that



5 elenments such as ROM RAM FLASH nenory etc. as in known
recei ver/ decoders. Applications processed by the control unit 78 may be
resident applications stored in the ROM or FLASH of the receiver/decoder or
appl i cat] ggs broadcast and downl oaded via the MPEG interface 2 of th

recei ver 'EOSEE. Applications can 10 incl ude progranrgurdémaﬂﬁPWEHﬁfons
ganes, interactive services) tel eshopping applications, as well as
initiating applications to enable the rHeei ver/ decoder to be i mediately
operational upon start-up and applications for configuring aspects of the
recei ver / debogred usexpwill beichasged)are stored in menory locations in the
recei ver/ decoder and represented as resource files conprising graphic

obj ect 15 descriptions files, unit files, variables block files,

i nstructi onrizegugnoe §dnh§$ﬂes§d§@é l(@@tdanyl&eéuésﬁﬁg iffrmatibh SRicR 45 cd1l-bdckr | N9
of Conditional Access Data 20 Figure 6 shows in schematic formthe el enents
necessary leﬁ@ﬁU@@@SlmgmgaofOémaawﬁ thbt M3, ise thatcibmdHnbe apparéntt thats
enbodi nent of ' the invention. understood ) the el enents shown
in thi s fi JOFEHEGAYRR %F%‘rr@ 3’8 'f ﬁw?r ragwar e, software or in conbination
of the tmo 25 The broadcast transm ssion received fromthe satellite
receiver are passed via the conventional tuner 70 and an associ at ed

denodul at orSubscribeo Autherizationr Systern 8ASK| | y scans a range of frequencies )
st oppi ng when a chosen carrier frequency is detected within that range. The
signals are then treated by the denodul ator unit 79 which extracts and
forwards thepd FRRBRE/ %erié%i&?hy el SIS 120218 ﬁerwmanmsgé D Bho Wi Su&anJﬁ"e 30
filter structure o demux” and filter unit 80 will be describ

det ai | 1hel ohwtharizasiont Spsiemn dSASY QA e whichain mrnlgeberamsdeesawdacmbwlakgungal

choi ce of co nents needed to | e h unit jis at th scretion
of the mandFRUBLanE A seerBr T bBRooY S 83 308 miet pisds BultoMedes ooy ¢ an
aspect of sgchRe aMiibb is the chosen filter configuration. In the case of
data encrypted in accordance with a conditional access system as per the
present enbodinent, the filter unit interacts with a smartcard 30 (or any

ot her 5 sec devr ce rted in t-h c.e ver ecoder 12 and a nnel
paraneter  aPbrr et bring SAF bty 4 SsbERBHPECRERCEER (P s T T on
in thejsec esub@drl;quﬂoae antin® réndv gk rrgrmtst a&&nﬁxdar@cera@h frioR, thRayt P@”VQW t
packet stream the PMI and CAT tables present in the stream Referri back

to Fi gure 3Chaipjages {0 give iriggtsope PEM eveniss agd eni M dnjector fer passing E , the
CAT tabl e bgl.ng, Ibﬂ‘?ﬂ{ Shﬁégpﬁ%osenp VQhé‘?llalr’gaSQﬁQljre ﬁkbﬁrpferaﬂﬁrs%%{.ﬁgxevi 5 t he

tabl e correspond roadcast channe er'ng extra

PAT tabl e (dhetet ue fedix@OMPRQ stoemRlith EMMe. af otiee righesemr wlhtangahted,
identified in the PAT table. 15 The channel tgar aneter application 81
addi ti onal | joches RayeRer Fibin{RRTS righis incthe g2sgpofadownioading computer software to

20 a user’s Personal Computer, other similar areas are also provided.

One function of the SAS 21 is to manage the access rights to television programmes,
available as commercial offers in subscription mode or sold as PPV events according
to different modes of commercialisation (pre-book mode, impulse mode). The SAS

25 21, according to those rights and to information received from the SMS 22, generates
EMMs for the subscriber.

The EMMs are passed to the Ciphering Unit (CU) 24 for ciphering with respect to
the management and exploitation keys. The CU completes the signature on the EMM
30 and passes the EMM back to a Message Generator (MG) in the SAS 21, where a
header is added. The EMMs are passed to a Message Emitter (ME) as complete

EMMs. The Message Generator determines the broadcast start and stop time and the



.- identification of the conditional access system associated w th that

smartcard. Again, referring back to Figure 3, a first conditional access
systemis associated with ECM and EMM data in the packets 45 and 48,
respect i wa) 99/65ki8i ng the conditional access system | D recei ved/n1Bymoméehe

- smartcard 30 and the PMI and CAT tables received 20 fromthe filter unit

80, the application 81 determ nes the Pll val ues of the conditional access
packets associated with the conditional®‘access systemin question and

returns these values t h hkter ., uni .. ln the case.of .a sinplifjed
Gystem wndiE 4 ERSeh LN ShoBishs BRsct it SR Bk Sheciehe mdia. o
other filteaht EMNRYtohge Méé%‘%&dirﬂitt@ﬂd ThEds6 dillPg¥Rdries andyePEMIgEshdRY jit he
Jfilter unit 80 to extract all relevant ECM and EMM private sections from

t he identi fisdle M arich partprms cyelia wansmussigropiviedEMMS.dat a cont ai ned within
t hese sections to the smartcard 30. 30 This conditional access data is then
. processed by the mcroprocessor within the smartcard 30 and the contr ol
wor d associ @h gendvatibn bh@nﬁwmesmm%@saaﬂnq@ RefeHaT @The EMMINWheR3. The
descranbiing unit 83 receives scranbl ed audi ovi sual or WO 9915231 -24

PCT/ | B99101the /M6 passes sheaEMM g rie iMB, dix tlsadassgs fthe HNNE IDr arddioenabiesc ket
t by t. : d fil. ' | i nf ti i
The ' cont s of “epiAe W Aarcto Pl M LR HIG TR G MIE | 071 On WPEG S Chi

whi ch prepares the data for subsequent display on the associated television
di splay. 5 However, whilst a PID level filter enables an extraction of

t hose ECM alicsystomisriuek agumulesys svhigheate adantessioanglefmulipieheondisianal pesass

access,gyst i estion, .ther rth I roportion of
reccagll” | rBleuth e BisofiRiee ol ol B0 RN 0. B EE ki
messages f oforfdititifal US®%s gyseimPare feHetaddseparddl aHA MEBRPRORE thedth&t Belhauser s
etc. The throughput of conditional access nmessages passed to the smartcard
may t her ef oM@ItREREs dyPTIQIGiR . traBsMEskioRhe |imitations of the processor power
and nmenory of smartcards, this throughput may be in practice nore than the
card can handle. 15 In order to overcone this problem the smartcard 30 is
adapt ed to ganditional Aetesk INMéssigeddh ahé TrahpornStredfh for use in a section or
table level filter process. Referring to the Table IIl above, tables

cont ai A¥ng conditional access data include Table id and CA specific header
fields whic r 0., ¢l t ] £y I I t.he: S e, .Qf,. an EMM
or ECM (tab?ggﬂgf%gﬁixz@u%x or QSI?[lea\’rgén %@t@ad ‘Eﬁ?‘@’é@%%c}%?%e?g)‘h%nd

t he type of muoessefgeragSGhisspecff ihe nhatsagésdantthd \WIREG hengparustgamoncBCNEd by
a group EMM nessage, .t he presence of an, audience EM\/IrrlT_l% sage eg&%.

Dependi ng oRCFRREETal/RICH HaFTY| the CopEpY werdst Brededrdp 1428513 I % ITOEEEHEE e
necessary t | id4 i b itfeql O
extract andﬂéﬂg@srag{i‘)llj?Eﬁggﬁ;&?ﬁg&sﬂdﬂggﬂgfoﬁtﬁg%gﬁQgiﬂg sggrﬁehgg%gggé ganlé*mt{gs'est to
t he smaPt cainicontrast EMM messages are general messages broadcast asynchronously to transmit

rights information to individual or groups of customers. This difference is reflected

)
in the placing of ECM and EMM messages within the MPEG transport stream.

As is known, MPEG transport packets are of a fixed length of 188 bytes including
25 a header. In a standard packet, the three bytes of the header following the

synchronisation data comprise:

TABLE 1 Transport error indicator 1 bit

Payload unit indicator 1 bit

30 Transport priority 1 bit
PID 13 bits

Transport scrambling control 2 bits



way, the flow of data sent to the smartcard may be reduced to conformwth
the processing capabilities of the smartcard m croprocessor. Referring to
Figure 7, the details of the filtering unit 80 will be descri bed.

Typically, 30 the unit may be inplenented as a hardware resource, driven by
a firmaveIsemasgi ng application with the receiverl decoder . PCEIBHROWSS a
first set of filters 85 carries out a PIDfiltering process using the CA
PID information received fromthe chanpgl WO 99/ 65231 PCT/1B99/01164 -25
paranmeter application. The PID filters 85 nay equally be configured to
extract other rel evagdapiathefidd Yegttors the PMpy@AT tables sent to the
channel paraneter application. Qher PID filters (not shown) may be used to
extract the audi ovi sbentirRES counteet i nf or mati o bitgentual |y sent to the
descranbler etc. 5 Once stripped of the packet header, the private section
or table data is then routed to a set of prefilters 86 adapted to filter

the 8 byt el dhafPerBtb e adsd BaRR arlar lg t?lﬁl n%ﬁ | N | Tﬁg]ll%y{l es W t h

byte of the extended header 1s assoclate
the CA specific information. The filtering operatlon is carried out by 10

[ f _the 8.byt t t the filt dat d
From ¢ ho SHRFTIERr 8, PTG 30, 0% SHPTHAHOR i SyiEin @ﬁms{pogi{tfe@%ha Pene

masked or degiiMe@d AB shb®n emlzya{speﬁ strb&in diinai AP BRI JFRMAM darg{asm
patterns are proposed a subset of these patterns bel ng app ed by the

prefilter#0i(iPAd] é,nd!erfﬁ@ ipfthe headenéfotherpaiken being éixeed ty tieoMPB®-2sramdardar d | f
ctlonls sent Fl FO.15 buffer ele

h h
P o EEAnvS OF o007 | TRE pr ot atnine fitess tble o e ioes, WECiE BELFTY aot

to extq actackds®d 8z ARBHO RAta R §@rﬁilh9@5ta5féere?éwxngqg A PIDADAGed B{ a{eﬁat' on,
which is passedtanIFObuffer . to the characteristics o

transport pregreamme hmepaiebliey 4TPMIT S ddt Aamsomattﬂjmtmya nilinbe? Of pmgrammeapam ty
icient to handle an av

f the buf 87, 88
21 1o o Eah rogramiie BApeplS 47 52 cne i b £ Ers e B e BN $1cat i on

with a poggé Bﬁd‘-ked?t\‘éaﬁﬁi eﬂu@faua;@éb%s 43| shdoVided dbRespt ehat parahard the
i nvention, a proposed exanple of operating 25 instructions handl ed by the

section filters 86 will now be outllned Fllter all sections (Filter id,
Tar ge

1o ot VRl S R 808 o0 2 o) SR YD Bl et o
30 Filter gfegthers paduedd 46 Fubt&fmdlﬁmoTﬂfcﬁh‘i‘énal MaEK reldtigd 9 th€ PrgdrhmaRsin Pl n)
This command retrieves the next section matchi ng the target except masked
bi t s aft erquestion. In the present case ECM data generated by a number of conditional access
systems and associated with the programme in question is contained within the
referred packets 45, 46.
20
In addition to the programme access table PAT 40, the MPEG transport stream
further comprises a conditional access table 47 (“CAT”), the PID value of which is
fixed at 0x01. Any packet headers containing this PID value are thus automatically
identified as containing access control information. The CAT table 47 refers to the
25 PID values of MPEG packets 48, 49, 50 associated with EMM data associated with
one or more conditional access systems. As with the PMT packets, the PID values
of the EMM packets referred to in the CAT table are not fixed and may be

determined at the choice of the system operator.
30  Private Section Data

In conformity with the MPEG-2 standard, information contained with a packet



WD 99/6231 PCT/1B99/A 164 -26 5 10 15 20 25 30 trigger conditions
occurred. Trigger conditions are related to other filters previously
identified as matching. Filter id is an index between 0 and 31, pointing to
a filtergan out put queue. In addition, it gives the qugpi tQrity) O
bei ng thvg%hrhlg/éﬁ%%t priority. Target is an 8 bytes pattern. ﬁggﬂﬂ?@ﬁgﬁ 8
bytes pattern showing the bits to be nasked in the target, value 0 neans
masked. Trigger conditions is a 32 bitd%itmap, ORing filter id triggering
that filter. Bit set at O neans no trigger condition. Self trigger

condi ti on payleaghisrsabjecpima ifertheniaveleof sHuetied heeording t@ the, type of idatacbefing

nor mal ope{ral'%si on.gs fe cr(i:bed ﬁabov&. hen eet'% ttoS .tit means ne atai 'V?y _
filtering, TFo@OTeq qt e BE R T, {2HFRy PRV P nprR gAY se:
"Exanpl e 1: efglVingand!synSigehisenaira, tHXRloAmABSA\RCRRITINCd iPifleHo e Fratr i-FO00,

0, 1) will capture all EMVs corresponding to matching criteria. Exanple 2:
Fi | ter nexknasnas apacketissdeomenanosne Ex FRB0Re0Dr00000ch isdprmed Fi | t er

next sectign( 1 x81000000000Q0000,  Ox 00000000 00. .5 , 1 Filter
next sécti 8}(]%&*Fméﬁgg%%aqyg%&jﬁgwmwﬁggaﬁgsﬁo8&%@&5@%% f\eqanFe 8{ art an
ECM capt ur gadkeRC efch pcké dbﬁizg!r%\(rg;fh' 246 IadEaIHa9103d. Ridikethde¥isniged i on(8,
OxPMT_TI er_sionp_Mnunber 000 OO%, OxFF00001 FSOOQOOOQ, 0) 0) Filter

next ~sect i pagkets, in0he 1EOHBTOSOGOD DO lengkFFOBES quokdo doviabx 14, 1 ) Filter
next section(2, 0x8000000000000000, OxFFO0000000000000, 0x12, 1) wll start
an ECM capture process with oddl even toggle, starting when there is a

change in {hencPde of Whk©P84@S4ch Eﬂ?ﬂlﬁ%ﬁé@@&ﬁ%n 3R thit &x@bdPe, OECM and

communi cation of CA nessages and filter data to and fromthe smartcard 82
and, fil0t er EMMtdg®, 2 diffremidarmatfron&ES) pasketingis prevTded. dapanisulasednta Si nce

t all of the data,in the filtered prjvat i on i ired by.th
ormr toar d SRS IS e raPora PRIt ROWPH 153 SHEF 11 erich S15P S O ismi g
format senthet fibld0r SeBSE Akster SRcRbRgi A%the t1IDZ6F oD Menfifyihg @he itsbde Bht SCA

speci fic header field56 bitsl0 CA nessageN*8 bits The neaning of each of
t hese t er muegtipn. bPepénging pnche tsive fbbe dlathe Sepdcpon andy be coptatngd emtirgle

filter dat %B@%Eé éaf&E}%p ﬁag?oaﬁ”oq’rﬁ)g)arbg e§?enhgd Tlxbg SH'léSt &t ta%?e’s 0%? afn?xerb%Wo?g

format may
15  transport packets. In the MPEG-2 context, the term “table” is often used to refer to

a single table of data, whilst “section” refers to one of a plurality of tables with the

same TID value.

As with transport packet data and PES packet data, the data structure of a table or
20 section is additionally defined by the MPEG-2 standard. In particular, two possible
) syntax forms for private table or section data are proposed; a long form or a short

form, as illustrated in Figure 4.

In both the short and long form, the header includes at least the data 60 comprising:

25
TABLE II Table id 8 bits
Section syntax indicator 1 bit
Private indicator/reserved 1 bit
ISO reserved 2 bits
30 Section length 12 bits

The private indicator and private section lengths are comprised of data not fixed by



15Nunber of filters8 bitsFiltering instruction5 bitsFilter id5 bitsTarget64
bi ts20 Mask64 bitsTrigger conditions5 bitsp/nl bit Nunber of filters
descri bes the nunber of filters to be set in this instruction. 25
Filtering,instruction is describing the type of instruction (filter next
section, W99(682313] | sections). Filter id is an i ndex point PREIBH/AIE4 |t er
and an output queue. In addition, it gives the queuing priority, O being

t he highest priority. Target is the tatrget pattern. 30 Mask is a pattern
showing the bits to be nasked in the target, value 0 nmeans masked. Tri gger
condi ti ons thé MPEGtIr8@and47Riang Whith efiay b LisedAge tHengsiehbpdratdrefor Rl bwhet at
0 neans no trigger condition. Self trigger condition is ignored. WO

99/ 65231 - POIPFEEEF1B99/ O 164 p/nis a value, normally set to 1, positive
for normal operation as described above. Wen set to O it nmeans negative
filtering, i.e.) retrieve sections not matching target. In practice,

cormmuni cat ifAnke bakevwEeRoit fems e heated 68 NdlinitedikRBefoneved ®yate hafyd Bgtad
subject to a level of encryption or scranmbling for security reasons. In

parti cdl ar 6lcohnihsicese pohs lorg {areh  fyathembgadensegtiom 628 providest befare 1180, as

N h | : i b
encoded 1 n 2pRiat g3 antAhE melBE R indifuck ACRERBEATVLRE of Tne Jinf Bba, o
wi del'y knOMhiER%,t%;B&ilyeﬁ@d)whéhﬂathés's@gfe ishe RhgMBateiThaE RN HiVIes grsGr i bed

configuration of the receiver/decoder 12 in response to an identification
of the condlumbssaf sectioascoatpinsehe nfemrdtion SgCessary @ pEsemble theseeli@s, sudhe
present iny i j i, | i f regei verl decoder
ol at ot BikuioR giBibed B hiobCofiRE P M-bh B sehiGiserTiel o €.
configuyable in response to any one of a nunber of different security
nodul e systens. 15 For exanple, the smartcard 30 may use a debiting system
in which a Farafurger infprreationt iegsriding drderg srdekart iform rdle fatar ¢he teader debi t ed
a certain t i_ber purchases a PPV event. Alternatively,
t he snartcgd;{%%%g %Q&g‘ﬁgﬁé.@gﬁ a”lr‘gh)'g systemsimlar to that used in a credit
card, in which the receiver/decoder 20 reads banking information stored in
the smartcard and contacts a bank via the nodemred back channel 16 in order
to debit tHa BHewsaE ofirondiiopamecess &feMtand MM pressagey the dp@aney peualiydie t he

debi ti Sy, appl:haat.d.qn, i I
par amet’er a%%ﬁﬁ:ﬁaot%la%ﬁ @I% él{lﬁg ‘%@g@ggﬁ?gﬁﬁ%éﬁ?ﬁmbéﬁ‘?‘%t@ Rre&pg{ééegw (o]

per f or m t heAdpkdific Rgntap €srasuciv Shorn férirecarmiitivgial scoepomtsdgddyis tppepssed it ¢ty d. 25
I n anot her exanple, the smartcard 30 nay use a crediting systemin which
the wal | et miet Of theopresent HREREORL RAMEY i n the smartcard is credited a
certain amount when the subscriber has viewed, for exanple, a particular
pronotional event. Alternatively, the smartcard 30 may use a crediting
system si m TABUEOIII hat use@abla id (ilterdiata)card, in 30 whi clB Witse (1 byte)

recei ver/ decoder reads banking infornafion stored in the smartcard and

contact$ a bank via the no FYBAERNditAithel 16 in ordet ¥ credit the
subscri ber’s Private indicator/reserved 1 bit
ISO reserved 2 bits
Section length 12 bits
CA specific header field (filter data) 56 bits (7 bytes)
25

For such CA messages, the table id value may be set by the system operator at, for
example, 0x80 and 0x81 for ECM messages (for example, odd and even messages)
and 0x82 to 0x8F for EMM messages. These values are not MPEG-2 proscribed and
may be chosen at the discretion of the system operator.

30
Equally, in the case of the CA specific header field, hereby designated as the first 7

bytes of the payload following the header, the parameters may be set by the system



“bank account. By passing an identifier of the crediting systemto an
application, such WO 99/ 65231 -29 PCT/I1B99/A 164 as, or simlar to, the
channel paraneter application 81, the application can configure the decoder
“to perforyg bd)esy§f €di ting operation in the manner supported geyr/i89601164
smartcard. -30 w CLAIMS 1, A decoder for processing a transport packet
stream conpri sing packeti sed data 5 encapsul ated within the packet

payl oads, sai d decoder conprising: meanl¢74) for receiving, froma
portable security nodule (30), an identifier (CA SYSTEM ID) of a particular
security nmpARATAOEJQ Teki§Cla iy CREPHtBS facbthapyhe damessesa i an EMMomessage i ng

the d d e i J J L . ext h
backet | seq. GupuEIRAVREL hrbllfof BAeAE St AR LBrh G EREs el WS
system neafiseadéd?) of suchr £ cablevongectibn tnedibmlegor t abl e security nodule, filter

data (FILTER DATA) for filtering packeti sed data associated with said
particul ar security nodule systemas identified by said received identifier

(CA SYSEEM ; ' f ilteripg, . aid
recei ve§ fi :TF eradda %lé,g; ?ﬁsuég?gles?%eegg gaéc‘?g]dgéfcro E)n% %IE% lﬁgegkgﬁ ﬁgggﬁ ga{{’g}}éz A
decoder acceratessing andfiiening , ofwhesseges Hyhie fredeiedri degoderanstably b ninguhabl e
by said confjguring neans tg extract fromthe packeti sed data data

associ at ed Wﬁg]ﬁ idand GArpeeficfielddatari ty nodul e system for subsequent
filtering in response to said received 20 filter data. 3. A decoder
according to Claim1l or 2, wherein said identifier (CA SYSTEM ID) conprises
an identifi Receiveldpegdercul ar condi ti onal access system 25 4. A decoder
accordilg)g to Claim3, wherein the filtering neans (80; 85, 86) is adapted
to extract fromthe packetised data transport packets containing a program

map tabl e (firerfify 8 HgbrecP Mk iddahs CF E&Riveabéodef 12 or set-top box for use

in a digital broadcast system and adapted to be used in the present invention will now

be described. As will be understood, the basic elements of this receiver/decoder are

_ largely conventional and their implementation will be within the capabilities of one
15 skilled in the art.

As shown, the receiver/decoder 12 is equipped with several interfaces for receiving

and transmitting data, in particular a tuner 70 for receiving broadcast MPEG
transmissions, a serial interface 71, a parallel interface 72, and a modem 73 for

20 sending and receiving data via the telephone network. The receiver/decoder also

) includes a first and second smartcard reader 74 and 75, the first reader 74 for
accepting the subscription smartcard and the second reader 75 for accepting bank

and/or other smartcards.

25  The receiver/decoder also includes a receiver 76 for receiving infra-red control
signals from a handset remote control 77 and a Peritel output for sending audiovisual

signals to a television 13 connected to the receiver/decoder.

Processing of digital signals received via the interfaces and generation of output
30  signals is handled by an ensemble of hardware and software elements here grouped
together as a central control unit 78. The software architecture of the contro! unit

within the receiver/decoder may correspond to that used in a known receiver/decoder



5. A decoder according to Claim4, wherein the configuring neans (81 ) is
adapted 30 to receive the programnmap table and conditional access table
fromthe filtering neans (80; 85, 86) and configure the filtering nmeans in
response received identifier and data contained in t oqr.am map
tabl e and‘bﬁﬁé}&g@r\di tional access table. -31 6. ~ A decodePEE@égf d?‘ﬁg to
Claiml or 2, wherein said identifier conprises an identifier of a
particul ar debiting systemused by the-82curity nodule. 7. A decoder
according to aim1l or 2, wherein said identifier conprises an 5

i dentifier #id wilpaot bedessribed digra imanysgeseibmIuseay by based, fecexamplerodul e. 8.
A decoder a L rldi n%qito.atn% @recedi n ﬁl ailn% wherein the filterjng neans
(80; 85, 86y 8 WaRYPGIHEBFANg 2 AR IKEAE RSt & JOVeR: IS vRI e TatRe X TiEM
conpri si ng wpitBesied dint &R RarbW@Rt ddmneMs F G§RCEcONel/d&NdRE.| €fn T@nst BE
packetised data. 10 9. A decoder according to any preceding claim wherein
the filteriRRJIWBERICRIEIBRIE sibie Cﬂmr@tunfti7l8tveﬂimg:qn@@n@ Wigh) pfosessoxt mempiyng

f th ket t ' d with said ticul it
modul o Syot SEna et B RO RaFf Ag A REnllnk S 3 e RO R ISR e
data in response to said filter data. 15 10. A decoder according to Claim

9, wherein said second filtering nmeans (86) conprises a plurality of
filters, atApphgatiophprasessediby the Ferdrad upisi’@gmaey be ireriderts|applicatioms stvedirt o

said filter ,da 20 1 ecoder according to Claim9.or 10, whereip said
second filt%Fi #@Mﬁgﬁsh‘é\%‘ﬂi@ gﬁnffcﬁbvl’%@te‘é‘%ieﬁ Q%§§Bﬁ]g%thna ﬁr(&f‘éif:%ﬁtpé‘i ern

i ncl uded i nggghidaddd VRN thd WREGLAerfacelecottle REEREHUIEDIEL qgfbl'ﬂ?a% s Wiprein
said second filtering means (86) is configurable to filter Trom tﬂe

extraci@d dachdgapeogiami gyids ppnlicetions; gameshi mgeractive detvace25 tekeshepping
included in i accordi erein

t filter data, .13..A decoder ng to Caim1.|
sai d secondaqqqﬁ?té?rfsnﬁs n%cgf]gs (Ig%‘j“nigsapggﬁgloé’ﬁ?%tﬁné Otgﬁdfceijqr{g%cop;fom %he
extract ed daﬁme&a@g bigethtichafupdi dtar-0p ABd GhpInd iSAd ﬂ)r‘i@h%ﬁlﬁ’éﬁé géecisttided in
the filter data. 30 14. A decoder according to any of ains I1 to 13,
wher ei n sai epcewedAeroder-t er iARplinetions (28B) storedcoitf | emaLy e locatiognorin abe | east

part of sal tterndn response to a data masking.pattern.included in
said fil terpeaglt%éﬁdgc dgn and Y%Pfase?@%geﬁs JEXOFH nyee ocoamg/’q%g%c%@ipﬁﬁ &%éﬁcfn
conpri $5ng a@ariptidBOXiléQr uhior fes,divagatl® bieks ey, | {nétriBEd &elfdéhce files,

condi tional access data éCA.NESSAGES) included in the packetised data. 5
16. A decodepplisatiensdiiles, dasa filesiats. 15, wherein the conditional access data
forwarded to the security nodul e conprises entitlenent control nessages
(ECMs) and/or entitlenment managenent nessages (EMMs).

Filtering of Conditional Access Data

20 Figure 6 shows in schematic form the elements necessary for processing packet and
table data in accordance with this embodiment of the invention. As will be
understood, the elements shown in this figure may be implemented in hardware,

software or in combination of the two.

25 The broadcast transmission received from the satellite receiver are passed via the
conventional tuner 70 and an associated demodulator unit 79. The tuner 70 typically
scans a range of frequencies, stopping when a chosen carrier frequency is detected
within that range. The signals are then treated by the demodulator unit 79 which
extracts and forwards the transport packet stream to a demux and filter unit 80. The

30 filter structure of the demux and filter unit 80 will be described in detail below in
relation to Figure 7. As will be understood, the actual choice of components needed

to implement such a unit is at the discretion of the manufacturer and the most



" 17. A decoder according to any preceding claim wherein the filter data
provided by 10 the portable security nodul e conprises data used by the
filtering neans to extract group and/or individual entitlenment nanagenent

. messageswyiii@asfied to the portable security nodule. 18. A deggg@iorggacor di ng
to any of Clains 15 to 17, wherein the decoder is adapted 15 to receive a
control word generated by the portable security nodule (30) in response to
the conditional access data forwarded-#tereto, the control word bei ng used
by the decoder to descr{;mb e a.scranbl ed % ansrrifssi on. 19. A decoder

accor di ng YRPOIIAR ASRECEAT $HGh @ Wity Agaphasel (g ReENaNY/ or decrypt 20
communi cations to and fromthe portable security nodule. 20. A conbination
. of a decoder according to any preceding claimand a portable security
modul e, thin fhercaabloé demcucypiednin dutedowepritts B rgndiionalyacresnsy sehoes per sai d

identifier (CA SYSTEM I.D) an id filter data, and neans for conmrunicatin
Lo d o5 | bk TeSeNy CAaaghers B (i uaErasts hEh Ao BHRra 3D (9K FONBARL | on

accordsng {dufd @vited thseMtPIIhd rebBifePRichad! 12 a%@cawﬂaﬁﬁ{elga QeCAIPREARRS @
smartcard. 30 22. A method of processing a transport packet stream

conpr i si ng8pawykisially nhpteateated ris apftvarespplicatiomin the neegiketdqradénads, said
nmet hod conprising the steps at a decoder of: receiving, froma portable
security nmodule (30), an identifier (CA SYSTEM I D) -33 of a particular

security mpgukiges ygk ¥Fexahds GO @E HBRIpDADRYer &Rk GHPINIY a“a%mggaﬁit ian

response to the received i1dentifier to extract fromthe packetis

dat a assocpmsent inithé swedml Raferiingiback toddguiet3 thisdiiltaringyepesaion msoainiedg,
fromthe portabl ecur.it ule, filter dat Fl L DATA r

Fift eﬁpng P ilet ?é@d‘eﬁ%h Q}éagg&c‘ia@fe‘lf% ldﬁn%fg?‘g bééi“% Fi valig bé{)ﬂ(r)iaf“? Bodul e
system as Loisabiikle @MDY a8t rdsBERINES theefiskh bedadtistcRREED hDex Atk
filtering, 1n response to said received f Iter data, the data extracted

fromthe puwkdti Bad drbiea (PITD v2iBe: AxO¥t drud thec PP dvaige tof thk aihws@P chadret ei n
t he packeti red to extract data associated with said

ed.data jis_fjlt
particul ar ‘@EgﬁFng%Eﬁh‘éa@?'stem 24. A method according to C aim22 or

23, wherein said identifier conprises an identifier of a particular
conditional access system 15 25. A nethod according to Caim 24, wherein
transgért phekbannet patanictaragplicapion §i addinapaltyatsceivesutromathe saagicardcihan t i onal

access tabl . .are. extracted. from said cketlise ta. 20 26, A nethod
accordi ng {u%n&ﬁ %tfﬁnz%f, tﬁ%%&i‘ilwa{ %Céesﬁéxag?iﬂggocfl%% §'“ﬂ§ﬁi§atisﬂa§$cgffgi ﬁg?IQSponse
to the recedfemthg Bkt fofFigirea3)d fitet éordivinal MRdss sy stehPisPisesyias With E@M e and
the conditional access table. 27. A nethod according to Cairn 22 or 23,

wher ei n sap@d EMM: d4tp dn theqpapkats 8 anth 4B 5rasprotivelyi el/sipg the pemditienal #ecesebi ti ng
system usegyé?gmtllﬁa réc%fx}éﬁiﬁ(ym qﬁéjyxlngncard 30 and the PMT and CAT tables received
20  from the filter unit 80, the application 81 determines the PID values of the conditional
) access packets associated with the conditional access system in question and returns

these values to the filter unit 80.

In the case of a simplified system, where a relatively small number of ECM and
25 EMMs are emitted, no other filtering may be necessary and these PID values may be
used by the filter unit 80 to extract all relevant ECM and EMM private sections from
the identified packets and to thereafter forward the data contained within these

sections to the smartcard 30.

30  This conditional access data is then processed by the microprocessor within the
smartcard 30 and the control word associated with the transmission passed to a

descrambling unit 83. The descrambliing unit 83 receives scrambled audiovisual or



28. A nethod according to Caim22 or 23, wherein said identifier conprises
an identifier of a particular crediting systemused by the security nodul e.
30 29. A nmethod according to any of Clains 22 to 28, wherein the filter
data conprises at least a table identifier or a section identifier for the
packeti sR@W&EWB1  J 4 -34 30. A nethod according to any ofPCHIBPHRIIY to
29, wherein the packetised data is filtered according to a data pattern
included in the filter data. 31. A methgd according to C aim30, wherein
data having a pattern matching said 5 data pattern is filtered fromthe
packeti sed erein
conditi onaloalgf:gaetsagg?a@g%g%%%g&?ﬁﬂ% Eg té@f@gpg%ke(%%ﬁﬁﬁgé \%?i‘?‘é amtﬂo t he
portabl e sélier bnip $fbdddserambdesathe mipmmation umgmm penttad ehmi achﬂ;ewdﬂer ein

t he conditional ac ess data for ecu rit ri ses
entit | enenPaBoHPF &2 tw&%gn?mﬁ rfgfﬁa érsr’é W sages
(EMVB) . 34 gisplafeirded aesephél f&!exhﬁoﬁ'aYsFﬁf c al ms 22 to 33, wherein the

filter data provided 15 by the portable securlty nodul e conpri ses data used -
by the3decoder to extract group and/or individual entitlement nanagenment
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5
Once stripped of the packet header, the private section or table data is then routed to
a set of prefilters 86 adapted to filter the 8 bytes in the extended header of a table.
As shown in Table III, 1 byte of the extended header is associated with the table id,
7 bytes with the CA specific information. The filtering operation is carried out by
y 10 comparison of the 8 byte pattern in a table with the filter data received from the
| smartcard. Some bits within the 8 byte, 64 bit pattern may be masked or ignored in
the evaluation. In this embodiment, 32 different patterns are proposed, a subset of
these patterns being applied by the prefilters in dependence of the information
received from the smartcard. If one pattern matches, the section is sent to the FIFO
15  buffer element 87. If no pattern matches, the section is ignored. The filters 86
equally act to extract from the appropriate sections the PMT and CAT table

information, which is passed to a FIFO buffer 88.

Due to the characteristics of the transport layer, the arrival of sections is bursty. The

20  buffer capacity of the buffers 87, 88 must be sufficient to handle an average rate of

) 5Mbits/s, with the insertion of packets being based on a regular allocation with a
‘ possible deviation of + 25%.

In order to better understand the invention, a proposed example of operating

25  instructions handled by the section filters 86 will now be outlined.

Filter_all_sections (Filter_id, Target, Mask, Trigger_conditions, p/n)
This command retrieves every section matching the target except masked bits after
trigger _conditions occurred.
30
Filter_next_section (Filter_id, Target, Mask, Trigger_conditions, p/n)

This command retrieves the next section matching the target except masked bits after
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at 0 means no trigger condition. Self trigger condition is ignored.

p/n is a value, normally set to 1, positive for normal operation as described above.

When set to 0 it means negative filtering, i.e., retrieve sections not matching target.

Examples of use:
15
Example 1:
Filter_all_sections(5, 0x8C7C453AA8BBFF00, OXFF557FFFEEFFFFQ0, 0, 1)

will capture all EMMs corresponding to matching criteria.

20  Example 2:
Filter_next_section(0, 0x8000000000000000, 0xFF00000000000000, 0, 1)
Filter_next_section(1, 0x8100000000000000, 0xFF00000000000000, S, 1)
Filter_next_section(2, 0x8000000000000000, 0xFF00000000000000, 3, 1)
will start an ECM capture process with odd/even toggle.

25
Example 3:
Filter_next_section(8, OxPMT_TID0000Version_number00000000,
0xFF00001F00000000, 0, 0)
Filter_next_section(1, 0x8100000000000000, OxFF00000000000000, 0x14, 1)

30  Filter_next_section(2, 0x8000000000000000, 0xFF00000000000000, 0x12, 1)
will start an ECM capture process with odd/even toggle, starting when there is a
change in the PMT.
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CA specific header field 56 bits
10 CA message N*8 bits

The meaning of each of these terms will be clear from the above description. In
terms of the filter data sent from the smartcard 82 to the filter 80, the following

format may be used:

15
Number of filters 8 bits
Filtering instruction 5 bits
Filter id 5 bits
Target 64 bits
20 Mask 64 bits
) Trigger conditions 5 bits
p/n 1 bit

Number_of filters describes the number of filters to be set in this instruction.

25  Filtering_instruction is describing the type of instruction (filter next section, filter all
sections).
Filter_id is an index pointing to a filter and an output queue. In addition, it gives the
queuing priority, 0 being the highest priority.
Targer is the target pattern.

30  Mask is a pattern showing the bits to be masked in the target, value O means masked.
Trigger conditions is a bitmap, ORing filter id triggering that filter. Bit set at 0

means no trigger condition. Self trigger condition is ignored.



10 10\ KANMJ_M " Zaa?H=! 10! H) F(10%&' ()- !)F(10%& ()- 3(10% U& ()-!!10%

U& ()- 10% U& ()-!10% U& () - Zabbbbbb! coMe! 10! H) F(!.!10%& ()-Slc! 10% h

& ()-S 10UU 10UU 10UU! 6#10%JU& ()-!6#10% U U& ()-!clcNcPccdddBME! 10!!s
%409 ()-3 10%& ()-F 109%& ()-s 10%& ()- ~109%& ()- 109%& ()- dJeerfu%Md\/I:l
10! 9#9d OVRI9/$5231 9494 0%wm&' () - @ #10%&' () - 3! @ #10%gg&' () -3 TEIEBYC

109 ()-(i @iixjyjzj{jjrdv7! 10%& ()- 10 10 10! +: $109%&’ ()-f S8z#10%& ()-6
109& ()- s3 10%&' ()-jjjj @TkVKdEAV7! " ysI09%&' () -, s10%& () -

109%& () - 9! 109& () -"109%& ()-fY10%& ()-VkI| @3 nincn®?dv7! ! 10%& () -! @#10%& ()
-L109&' () - pAORE (Ilue f nckOilg'sé) tol 1 f pdhitoe for Siofnal bpefandip piigealdd L@ #10%& ()
- 3! @ #109%& Mf) 3+ 109 () - *F%O%&'!(? @(#10%&' ()-% 10% () - Hq[ qqqrr

rtr- I’Xﬂb@ 1595/@ )t mgagls :p@gauve 1 termg, 1.€., retrieve sections not matchmg target

In practice, communications between the smartcard and the receiver/decoder may be
5 subject to a level of encryption or scrambling for security reasons. In particular,
communications between the smartcard 82 and filter unit 80, as well as the control
word stream sent to the descrambler unit 83 may be encoded in this way. Encryption

algorithms suitable for this purpose are widely known (RSA, DES etc.).

10 Whilst the above embodiment has described configuration of the receiver/decoder 12
in response to an identification of the conditional access system associated with the
smartcard 30, the present invention is not limited to configuration of the
receiver/decoder in relation to this one security module system. The decoder may be
configurable in response to any one of a number of different security module systems.

15
For example, the smartcard 30 may use a debiting system in which a "wallet" of
electronic tokens stored in the smartcard is debited a certain amount when the
subscriber purchases a PPV event. Alternatively, the smartcard 30 may use a
debiting system similar to that used in a credit card, in which the receiver/decoder

20  reads banking information stored in the smartcard and contacts a bank via the
modemmed back channel 16 in order to debit the subscriber’s bank account. By
passing an identifier of the debiting system to an application, such as, or similar to,
the_ channel parameter application 81, the application can configure the decoder to
perform the debiting operation in the manner supported by the smartcard.

25
In another example, the smartcard 30 may use a crediting system in which the wallet
of electronic tokens stored in the smartcard is credited a certain amount when the
subscriber has viewed, for example, a particular promotional event. Alternatively,
the smartcard 30 may use a crediting system similar to that used in a credit card, in

30  which the receiver/decoder reads banking information stored in the smartcard and
contacts a bank via the modemmed back channel 16 in order to credit the subscriber’s

bank account. By passing an identifier of the crediting system to an application, such
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dYNC means (74) for receiving, from the portable security module, filter data (FILTER

DATA) for filtering packetised data associated with said particular security module

system as identified by said received identifier (CA SYSTEM ID); and

means (80; 85, 86) for filtering, in response to said received filter data, the data

15 extracted from the packetised data.

2. A decoder according to Claim 1, wherein the filtering means is configurable by
said configuring means to extract from the packetised data data associated with said
particular security module system for subsequent filtering in response to said received

20 filter data.

3. A decoder according to Claim 1 or 2, wherein said identifier (CA SYSTEM ID)

comprises an identifier of a particular conditional access system.

25 4. A decoder according to Claim 3, wherein the filtering means (80; 85, 86) is
adapted to extract from the packetised data transport packets containing a program map
table (41, 42) and a conditional access table (47).

5. A decoder according to Claim 4, wherein the configuring means (81) is adapted
30 to receive the program map table and conditional access table from the filtering means
(80; 85, 86) and configure the filtering means in response to the received identifier and

data contained in the program map table and the conditional access table.
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identifier or a section identifier for the packetised data.
10 )

9. A decoder according to any preceding claim, wherein the filtering means
comprises first filtering means (85) for extracting from the packetised data data
associated with said particular security module system and second filtering means (86)
for ﬁlteriné the extracted data in response to said filter data.

15
10. A decoder according to Claim 9, wherein said second filtering means (86)
comprises a plurality of filters, at least one of said filters being configurable in response

to said filter data.

20 11.  Adecoder according to Claim 9 or 10, wherein said second filtering means (86)

is configurable in response to a data pattern included in said filter data.

12. A decoder according to Claim 11, wherein said second filtering means (86) is
configurable to filter from the extracted data data having a pattern matching said data

25  pattern included in the filter data.

13. A deco:der according to Claim 11, wherein said second filtering means (86) is
configurable to not filter from the extracted data data having a pattern matching said data
pattern included in the filter data.

30
14. A decoder according to any of Claims 11 to 13, wherein said second filtering
means (86) is configurable to ignore at least part of said data pattern in response to a data

masking pattern included in said filter data.
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19810% " " & (7: | A &09%8der é%c@d‘mg to any preceding claim, wherein the filter data provided by
10 the portable security module comprises data used by the filtering means to extract group
and/or individual entitlement management messages addressed to the portable security

module.

18. A decoder according to any of Claims 15 to 17, wherein the decoder is adapted
15 to receive a control word generated by the portable security module (30) in response to
the conditional access data forwarded thereto, the control word being used by the decoder

to descramble a scrambled transmission.

19. A decoder according to any preceding claim adapted to encrypt and/or decrypt

20 communications to and from the portable security module.

20. A combination of a decoder according to any preceding claim and a portable

security module, the portable security module comprising memory means storing said

identitier (CA SYSTEM ID) and said filter data, and means for communicating said
25 identifier and said filter data to the decoder.

21. A combination according to Claim 20, wherein the portable security module

comprises a smartcard.

30 22. A method of processing a transport packet stream comprising packetised data
encapsulated within the packet payloads, said method comprising the steps at a decoder
of:

receiving, from a portable security module (30), an identifier (CA SYSTEM ID)
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data associated with said particular security module system.

24. A method according to Claim 22 or 23, wherein said identifier comprises an
identifier of a particular conditional access system.

15
25. A method according to Claim 24, wherein transport packets containing a program
map table (41, 42) and a conditional access table (47) are extracted from said packetised

data.

20 26. A method according to Claim 25, wherein the packetised data is filtered in
response to the received identifier and data contained in the program map table and the

conditional access table.

27. A method according to Claim 22 or 23, wherein said identifier comprises an

25 identifier of a particular debiting system used by the security module.

28. A method according to Claim 22 or 23, wherein said identifier comprises an

identifier of a particular crediting system used by the security module.

30 29. A method according to any of Claims 22 to 28, wherein the filter data comprises

at least a table identifier or a section identifier for the packetised data.
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31. A method according to Claim 30, wherein data having a pattern matching said

5 data pattern is filtered from the packetised data.

32. A method according to any of Claims 22 to 31, wherein conditional access data

included in the extracted data is forwarded to the portable security module.

10 33. A method according to Claim 32, wherein the conditional access data forwarded
to the security module comprises entitlement control messages (ECMs) and/or

entitlement management messages (EMMs).

34. A method according to any of Claims 22 to 33, wherein the filter data provided
15 by the portable security module comprises data used by the decoder to extract group

and/or individual entitlement management messages addressed to the security module.

35. A method according to any of Claims 32 to 34, wherein a control word is
generated by the security module in response to the conditional access data forwarded

20  thereto, the control word being used by the decoder to descramble a scrambled

transmission.



