METHODS AND APPARATUS FOR MACHI NE- TO- MACHI NE
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communication between each of the towers and the notification system.

[0003] Wireless connections to the Internet have at least the following two
problems. First, all of the physical areas that contain the remote devices may not be
covered by the same wireless system. Some areas may be covered by Code Division
Multiple Access (CDMA) cellular systems, but not by General Packet Radio Service
(GPRS) or SMS. Other areas may be covered by GPRS, but not by CDMA. Some
areas may have no wireless coverage at all. When no wireless service is available, the
remote device may need to use the Plain Old Telephone System (POTS).

[0004] Simultaneously interfacing with multiple different protocols such as CDMA,
GPRS, SMS, MMS, WiFi, WiMax, POTS, cable, DSL, satellite, etc is burdensome.
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system needs to initiate a message to the remote device, the initiating device does not

know what IP address to use for the remote device, becanse that address may have
changed numerous times and/or the device may not even be currently assigned an IP
address. Therefore, a need exists for a system that enables software running on
application servers to initiate communication with remote devices without concern for

the dynamic IP address associated with each remote device.
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message to “wake-up” the remote station. SMS messages are based on a phone

\J

number, not an IP address. The communication server determines the remote station’s
non-IP address (e.g., phone number) by looking up the non-IP address based on the
received station identifier (e.g., internal static IP address).

[0010] After the remote station receives the non-IP based message, the remote
station acknowledges the communications server. In some instances, the remote
station continues to communicate with the communications server via the non-IP based

protocol (e.g., SMS). In other instances, the remote station establishes IP based
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[0017] FIGS. 6a — 6f are a series of block diagrams showing one example of a
communication exchange between an application server and a remote station via the

communications server.

DETAILED DESCRIPTION OF EXEMPLARY EMBODIMENTS
[0018] A high level block diagram of an exemplary network communications
system 100 is illustrated in FIG. 1. The illustrated system 100 includes one or more
remote stations 102, one or more network access Servers 104 (e.g., a wireless

telephone company server such as Sprint PCS), one or more application servers 106,
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with an embedded wireless monitor), and/or one or more components of a remote
station 102 may be added to a product after the product is manufactured (e.g., a cell
tower light monitor).

[0022] The remote station 102 may include a controller or any other suitable device.
The remote station 102 includes a main unit 202 which preferably includes one or
more processors 204 electrically coupled by an address/data bus 206 to one or more
memory devices 208, other computer circuitry 210, and one or more interface circuits

212. The processor 204 may be any type of suitable processor. The memory 208
5
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[05%66]lt ! %nm(l)roezdetailed block diagram of a communications server 108 is illustrated

in FIG. 3. Like the remote station 102, the main unit 302 in the communications
server 108 preferably includes a processor 304 electrically coupled by an address/data
bus 306 to a memory device 308 and a network interface circuit 310. The network
interface circuit 310 may be implemented using any suitable data transceiver, such as
an Ethernet transceiver. The processor 304 may be any type of suitable processor, and

the memory device 308 preferably includes volatile memory and non-volatile memory.
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ard\@ﬁheid’kﬁioddéédm)edbﬁmfs cabl e, satelli te et c.

[00 %ﬂﬁgﬂ ipg\lggg l:’i’ﬁs ﬂg tg?elyl@?‘g fgelé'gr% ly. ﬁt%ggs ?%&g& Inte')_;rlx%l’rotocol §19)

resck‘lhﬁ@n thsdiE€mbeast at 480 dldalitdienmmiddlewirt 0dulen3the The
communi cat1 ons server 108, pref erablﬁyl ncl udes

dyrpic dstsoret Fydioeble6F) ireselutipncBapkied by daivmaist s e
%Js.% @gq%%la%@ownﬁ[ﬁkgm o%%fit‘fo%s%@% Qﬁgscﬁb@@iﬂ\@édﬁl bélb%r f’HFaQiata

St er face Ciroul t
norg{;ﬂﬁgﬁd&éﬂqrﬁﬂdlﬁ‘waf@ 186duls ul talttanshitsa comanmu@tw@& bez‘mm the
erne ranscei ve Th
apmmmrgsp@rmrs 30617 e ﬁP@B@s%‘F&Sg G 6% 38ecbet lﬁr?étﬁebelow
Th%%ﬁ @%‘Fagif n?t% es! 1%1{} lﬁge&e\‘fﬁ’c@@tﬂ fhe Mo@BO4 in a conventional

nmenor 5308 Preferably, the nmenory

magglﬁel)tl C&i@@&teﬁt ?usres o tef stepy éemkbgdalm theamethod) E‘#@Wt gay be
or par

e B, 0 Ui ot e e s avenl 020) b0, i
megx[&grd%@fce FoRt 8ffdr 4 E@)arz[t@%l@iaﬁﬁéeommﬁuIsf:DrB ]ﬁlesamdogxams, web

normal i zati on mddl eware nodul 314, T
pages} e niot ufrtat atbol sefvery 1¢4e 460 mdf%wléﬁ?g’éﬁﬁt%“@fg% dynam ¢

[0 &E{g‘ @g%p%%ﬁgag{ %&N I &%ﬁﬁgéatﬁﬁﬁqmoaﬁe@\%éﬂ b appliecation

dEsCr I'n detail bel ow. e
serdat B0 AR brAdei seifiofli10d véna cemmmidaioty serveralig) i dlbustrated in

FlGng. ¢ hethie esmapia: e, BRLCHDs SRVl PRI e deparion to the
rerﬁ?tgogaglggﬁ%gg)f&kaff’@raemggg AR FRYe bSmAXRAtiOtk é&:wdr He8. The

I'n a-conventional manner. However
mé&bagde2sinehides e tdentifiek assodisfed vethhbe TPEPiS SR gg and a data

pay]grﬁ%%éﬁn@xgtrgggéasléalé%ggbZW %or%%lgge nsgat%% gﬁe tifted ‘?nag be any suitable

Vi ce

idQRHP" For é;\;\&gxzﬁl@ttﬁe g b ambon %nﬁﬁsmay dea davicedD number or a

prograns, pages, etc. for use by ot
sta(]j;ﬁ‘ﬂP aliBfesanBy using @M and an mﬁ%%1119(’.‘)*=‘2¥c IF@g‘gEﬁss & ﬁg%"g‘ﬁaéewe“
i agr am sho
SGRBRY GRRE  LOPTRle GOt WP RGP RRsa Hepally have staic
[PCORIsNes At ITHIS GRbMET g isystemb uthat atxpecti wtatic [P address to

communicate with new remote devices 102 without any modification to the legacy

systems.

[0029] Certain applications, such as those based on POTS, rely on static IP
addresses. The system described herein provides a mechanism using private IP
addresses, VPN client access to those addresses, and either a TCP or a UDP proxy
gerver process to enable these applications to operate in a dynamic address
environment (e.g., wireless) without extensive modifications.  To establish
communications to a remote device 102 the application server 106 communicates to

cither the TCP or the UDP proxy server via a private static IP address assigned to that
7



FIG 4. In this exanple, the application server 106
initiates the connection to the renote station 102 by
weoeenmdbiosgp4a nmessage 402 to the conmuni cati ons SBCYARIS2006/005308
108. The nessage 402 includes an identifier associated
with the renote station 102 and a data payload for the

pa.r{;gl %ﬁf?@%ﬁ {le'gg{]e f(ﬁ e *}m’?"%%mp% (St 9P LEETPY fthed détBiynines

exanpl e, the renote
theStakéAn dvilanic fPenddmys b shalavinote | dovinentldR @nd g establishes

tatjc_ | P add B v
cormaneaiians dgalesaih GYBTIUARPOR L0rvlT OB g asel 1 g

the 5%1{10{8 e@[&%tl%?. R RS %ﬁ@atl‘%tsgrv@ﬁ/ 1@3Tire skit thaalgR sise appropriate

ave static I P addresses. This enabl es | egacy
pmiyseﬁeis that expect static |IP address to conmmunicate

[0038) | ngtﬁv%ég?g,?ﬁ §§1§qev' £eR Fcl)géﬁ]\gﬂ chiini AR 116814 Peparate

[aln app I cations,

dexﬁ%j& Boftd tﬁehﬁbfrb%c%? 6orodt RIGTSAct@ldingty) = ttatdard metwork protocol,

sudhteasrwg;;s;;rtmnngf é?gtgnggﬁgéggggﬁ@i é’?CB(;B ?SX r.lg Bowever, in
sorgg g;@;ggltg? g{‘ﬁs ?cg@g&gﬁ?a?ﬁﬁs S%P% 198 BhpIBmELRd 94 th% stiRB device

t hese appl ications to
as %ed'p?h@atidﬁ iy 1661 th adh ke sisstace) arcintaenel c@gmgmlcatlon scheme,

ess) w thout extensive nodific t| on
nobisuistoEShe Se M FERHOF AR RS PETERYIRTT i g messages from
"\e" EHTRMR Qt%rﬁss&@erel(bﬁlemdrhﬁaﬁ@% the
the ?B}glhcg wr‘r%gxl)\?%steorl\%r Via a private static |P 4
mGbcatsy B6 pageéds ho ardmiquate AEocerduiectnbl Adfusiered jpg share
The proxy server (either UDP or TCP), then determ nes
mQWYcurrent dynam c | P address of the renote device

al InsReR a6 ORI érat 080 Rsteiies ¢lod imeswige h40t2hﬁom the
[Odﬁ?'mt g\%éggbloz KI nmessages that Heed fo

apphdsmioﬂ stewer 86,102 qonmmmqe?élogg, sevenl Yo ASSERPSE; %O% rg?sgage is
laqsg%g E:H%F%Qfg’hg Et?l& EL; ﬁleﬂf%%%(gescﬁfﬂﬁém thO O lcatidh server

e comruni cati ons server
10548 shoaliér SeR @ﬁ@pled@temmea fireshiotd) ¢heappiminonichtions Sepige A 08 may

106. Accordin a standard n
forwaridiomessenaibio Be SroRSRILAT AP AGEI B PORBaE bope P IspE For
%%Wg%e éss%fge\é'es\fr?arl]fer IS PAE cd¥RQets 'BNdia nidjebe sent to the remote

ons server 108 i1s inplenented in the sanﬁ
steleyi 062 @t hinSMPphéssagel oRreferabiyr SMEb mqs,i;agggl apygpe sent n any

i nst ance, an inteynal comTu i cat {,Voe? ly”&’ét Immes which
r ot oco

switeblai formgt PEEAUSS dho TR e ¥ 'S pref er abl y
aptfﬁﬁ%h se?@J}QhE‘WS‘%e%ngéqmaﬁsl?oela@@lthhatIf die mssage ex%ds the

comruni cations server 108. For rg% % th
threshold, the communications server 108 may need to e message to the

remote station 102 using the IP address of the remote station 102. However, the
remote station may be using a dynamic IP address, and/or the remote station may be
temporarily offline. ‘

[0032] A dynamic IP address is a network address that changes. To conserve a
limited number of IP addresses, the network access server 104 assigns an IP address to
a remote station 102 on an as needed basis. Because remote stations 102 are typically
communicating only a relatively small percentage of the time, the remote stations 102

can share a pool of TP addresses associated with the network access server 104. When
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nmessage nmay be passed as an argunent to a procedure
call and/or stored in a shared nenory. [0031] After
woOheoetssmamni cat i ons server 108 receives the nmepcsams2006/805308
fromthe application server 106, the communications
server 108 determnes if the nmessage is larger than a -
predet.er mped eshal Omedshiod, Be fERste gentién 2 ORrroquastsean
are"é?}ﬁlsfa%gflir{lgﬁ 1?8@%1/{&?4%86&%2 oFl | er‘thgg?thﬁr . reseryod
2ddrBE QR feTioneSi dacessisavel 1%41 eThonwigmed 4F padressis gt %“g&
may forward the nessage 4 f [ tSudSt fted fhat Period
for thed remgota s%ﬁnllﬁzkg‘érs"’eé‘o %“858?3“?3? 'g;’%| glj §lgquessa esqargfon
smal. | ef, t 40 chal et heobbf TPatddresass, land dheremate ¢
of tfignipdr J0fHRs KHApAEHE! QPLerD

via an SMS nessage. Preferably, SM5
102 (BAsK agthsno®yaddesssent in any suitable format because

t he comuni cation serye ' L yor 86T Whétesotir clavice
[0033pp| Praamug s gyt ﬁﬂg a@ﬁgﬁéggﬁg‘% a?ﬁ)sr associ ated w
needs! toliRfialtEF ARSGEXS erdrnidiestution $02| Fhonmdating cevies
conmuni cat | ons 'server 108 n% rneeg i?io];%?q{l% Edehave an IP
knowesisagto sandt the npessageebLPRTS Pty ng the I'P addr esz02
f th tat i :
add??é%/ atb@e lrﬁg’i"n% Ba%a(f‘eg%e' Dthtd QP sentlQNE Vigdssagelte the rmate stalibh®

ynam c | P address, jand/ or the reg%‘giththe
Thefégﬁ{r}étgﬁceﬂ%ﬁs B&véxemtmnas[( kmqn(!j threfdynpmic Fosisgss AS%”%W i o
address is a netwrk addres e fed with the
remotnsetione 162.] iﬁ?ifteéélm\é\%nﬂe‘}eg‘g?&l %"é%g'%eégég Zigz %?é%;ggtp é/él [ K 2y
access s er Si3i e ASnAforhRing ot es Sut ag
remgfeafetf‘é?fl ﬁ%% > 8 n&gérlllegst%lnege.ded ba% S Egﬁaus glﬁ,r LNPLE associated
KeepliAd coMsARAtianesaryei 08 inforawafihe PHEC NI §a

relatively small pefce i diRiont T fayoerd a data
withtthg Fwe f@il_oi,‘a]r??‘s héﬁ%ﬁgﬁ%g%ﬁﬁgg I %fead dlroélsses i ves a
pac $5Q0ha L6 ninidatibhesdredridBleacl tiessths apmeie staypn \RHFCBY
enbte station 102 needs to send a nessage, the renote
newPbddrass102 requests an | P address fromthe netv_\ormlg ad
acces erver 104.. i bl Dtadbvetis dmantiedP address
[0()(3élser13ége £orm éu?%grqrg?rgéi%%?or? 1%2 for a slr;i@?t discover
< DERmicAtyRE tifd Meokestgtion 00% tho aerpmunicelPns 7Y pPi BY BF
tinme, the | P address. is r.etur afotd &ation 102.
hendyminis B pddims D TG il 10 1O AT sellols e
LP_addr ess, 10038} yiaics 1256 kgouristof datal (2. gadhe Bswege 402
This WSTS88° 3" pr'SBI em when anot her _devyi ce nﬁee%s.tno 2). However
hdthé ilRatiomEsagetis g oewpd & e emSie 15 1 ’

initiating device does pat. know wienadless. s®oel ekdmple, a Short
thiveyesege 4‘%‘93%‘??5’%‘%( HaWe %ﬁat 1(lagés,(?f\f;\[‘tll on 102 may not haye ...
Mgs?saéf Service (SMS) type message may be sent to the remote station

d(t)erlc.' not

telephone number associated with the remote station 102. |

[0035] More specifically, SMS is a service of Global System for Mobile (GSM)
communications that is capable of sending up to 140 characters of data. SMS‘ is
primarily intended for text messages to cellular telephone users. If an application
server 106 is attempting to send a short “action” message to a remote station 102 (e.g.,
“turn on the light™), then the communications server 108 may simply translate the
message to an SMS message and send it to the remote station 102 without the n‘eed t'o
switch to an IP based protocol as described in detail below. However, in this

i ¢ i ication” indicatin:
instance, the SMS message 404 is an ‘establish communication” message m g
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address at the tinme the device wants to send the

nmessage to the renote stations 102. The communi cati ons
weensmsslo8 may know the dynamic | P address asgoTius2®d/005308

with the renote station 102; For exanple, a network

access server 104 associated with the renpte station

that%&?%‘ﬁ{ c%ﬁﬁg@&i%%gbﬁg&@@s RUPANYTHE type lof SMhmRSsage tells

: comuni cati ons server 108
the kdthett Wesionf10Rhe reyweanar IR Rddrdsy Gew the sisbyrk gosss sprvend04.

renot tati 102. A i ;
i SR B et AR YR e RAETIRER 0 e

' conﬁﬁﬁrﬁ%ioﬁg Ber6aCThatih iBe 108 JTRRTP ®asddahéssngel A, sedhedsweGereral
new address. [0034] If the conmunicatjons .seryer

Pack@8 Redies Savicek (GRRSh anepyageni CURIEkea M Bs SPRSS dtitatigh speed

with the renote station j QNS server
conRotnag DB i s L0 ovh BaGTEMIL pRMBTE, DO
joo8éyf f @(1%h%mﬁfesms AObcélantke GRSt ottal dremsddwroughpyt this
message 404 may not be suited for |arge ampunts,of .
deschintion| eny Suitehle nrewselsenan MSehatl of ¥l j4RY; Alofhe followng
erver 1 I.Sq.trAf t n 0 tar; ti
ot ha}E s (G009 ST e, NIt Bt b, bl
DSusetéfiteasicl Anagdreatmditton, ©ranpt etatian $023 mayvee daye access to

S i SMVS
an B b6 RrotornLL B P, B @iieo P e ptser g 1 OB § FERiIR basea
pro?c!slgg(eg%? \SII?ICSZ tt%‘#;bl%?huﬁﬁ:%te 142R 3S th\dvmanadiestidnk Gadvey 1085NBd the

€ ( obal System for Mobile (GSM
corpmimicatiaat samer t1ABL péréorawp datae nefmaliEaddh gt%g phe ooy based

characters, of data. SWS | ' ' '
eSS be AR o BRI T led ppsietder Lo
[003PP! 116 &ld Qnraghivionldbtehs1 Gl isefopdtioningt mopetid tlee whwie station
action" nessage to a renote station 1 e.g. "tua
10D resposs| t dhe commupeAiQnseSCESHH Vit Remnl? éé?l?g’llé%%ﬁn?raw to
theiliaoggh’iypte%s%g%’ lﬁ@ﬁ %n&/gf WHRSS f6adel B&hond406 &5 fenciIP message

_ e renote station 102 wthout the need to
4O@W: Hof rbxtﬁ'fglpwj thPrdpenst $0Gnmydbe as SMS ackpesgledgengt.agn SMS
bel ow., wever, in this instanc th VS .
messpga vitheibe ABTPiEHHtAte ; Fremiq B addres sl b SAR e witn
thePrelhd s{agﬁ}g%ﬁhﬂifbt PO RdEEGhargRe B6@Afmications sarver THi8sfails to

type o S

) sage tells the rempte station 102 to.
receB@UEhSt responk® nameages406G movhin Hema dlrWéﬂtW’é"é’e%“%‘é P%/ dfme, the

104. . The assi | P ' . ‘
coRBHBIROSERITY O e CUNIRT AEPiRROh sl Lor some
pre}gfgtzeﬁli}?{eﬂ‘ ko@D fltindas@dr IBGIShEoffifiunicativhs asrver @ able to

Radi o Service (GPRS) nessage [
comsumidateyith Pesergmote stat(lon 102. For exar%ple, H“tké ic(:(()ernrsmﬁica&;«l)jrll_\ésserve:r

108 fails to receive the response message 406 within ten seconds, the communications
server 108 may try to establish communication with the remote station 102 every ten
seconds for the next thirty minutes.

[0038] After the communications server 108 receives the message 406 with the
dynamic IP address associated with the remote station 102, the communications server
108 normalizes 408 the data sent by the application server 106 in the original message
402. For example, the communications server 108 may reverse the byte order of the

message 402 (e.g., big Endean to little Endean), and/or the communications server 108
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conti nuous connection that can be used to nove |arge

anounts of data. [0036] Although the SMs protocol and
woOheos@BRE7 pr ot ocol are used throughout this PCT/US2006/005308

description, any suitable protocols nmay used. For

exanpl e, any of the follow ng protocols nmay be used:

ma}écg%\)@%ﬁl%s%rﬁlg-?%lf %’méé'édr%%w Moo Eantalie.e,, 1©Skake the

rte, e n one emrmpodi nent, a renote station

meds@2e NBY corapatibde with GERRS andjoritie rembigsatioprldgbc She datg may be
such an instance, the renote,stat.i . ~] P

norgiebiged B e SeRRTieaons SO 108 2b B e ane E SRR e ror

exa?rgﬂg‘{ﬂé AR 56 L8Fveld DR nevddot haitaatinheidyaimisi® address of
sServer

perfornms data normalization for the non-1P
theheamet statiopd§2ds lowar e t he nmessages are forwarded to

{ |i cati an ,server 0 . 410 t
[OOQQﬁTrﬁ'ﬂ%leaﬁmg%% rerTS% (1)|§SS ﬂ{egln%g %l%ﬁ{enﬁgd?%? lcl)%)eg Y. Ehe °
the RHRAE slish i1_021 ubfd theIpdinded pootbdud (e@mLOP oot GPRS). If the

server 108 via a non-I1P acknow edgne 406 to the

n .
 rermwe-stiatione 402 wedD 40 JEAIYOFO WG KNSESEES. 6L%e O Eegb%?]s%auf&loz
o t.he nan- =) 1. theweRs Quitabl
P s T A e i L
proib] ReRbisassd Rt iloneplydyemaga Hop eaatdplesid thewen)ygnesgage is short

W Max message with th enote station.s ' I
anchdht geote FRaToRel (R OHAt S SV BT P VP BT oy B am SMS
mersgaégi ve the response nessage 406 within sone

predet erm ned period of tine, the communi cations

[06:49] v eBefbis thr ebmraibioptivng sever 1A% capplorvandi By meseggde the

402 for so r.edeterni. ' i e i | Th;
oPPRGHEB AR L4 Fo By SR getal 1Y nbplica tledtasd B, This
tinfd, ts ARBralifRh Prédesd fypivallPZeverses thexapepkions piievionely performed.

conmuni cati ons server 108 fai to receiv

| t he
For espopie theLongesmiesons (RIVE: 0F way gt fp Dyte order of the
megsgmm : gg,glithg 'ﬁldéﬁ%ﬁig ]Er?@rerég?yanWo\f chRvasimbiotBat of the message

oM W e station 102 every ten
41366 s tcanedshge 4l@xdonpatibleywith thetapplicationsapentiter t he

communi cations serv 8 recejves t age .
(o0 Pvier dp dnseeeaept KidraR T deB R e ol ?ﬁqg&?@g%%d‘:e
i QHTTTY P CapplieMsorSREwe 108 ASingar pratdcakssed by
no%gﬁ%ﬁggnéfgfg%? Lgl?ﬁ?%by tﬁhe&?pgl i cation ser velpglog | n thg
the applicatibn sevea(peg. ATCP/IBpr Ifgsbsrepn@um%«)% YR P Qﬁ 1Soieble to
server 108, reverse th t rder ABSS 108
CORYPURIEALE W‘tg?%‘eEﬁwgle?ﬁ % ﬁ%l"‘{%}zl EO%n gaﬁ;, and/ or t%gl%r

prEREHI bk MSnciffaligdd edmRstaanvessage A fayrsome noedetdsmined
nmessage 402 to another format (e

A .0.,,-.t0 make the . .
penied < en e/ as P bie 1P ETYDAGF U EPRES U 49b s TS epffpynicats with
thg tagltallic%ﬁo% (s)ezx)vér il'd%)e }d&t&arﬁﬁ%, R8he communications server 108 may try to

establish communication with the application server 106 periodically for some

predetermined period of time.

[0042] If the application server 106 needs to send another message 418 to the
remote station 102 while the remote station 102 still has the same IP address, the
communications server 108 may simply normalize the data 420 and send the
normalized message 422 to the remote station 102 without the need to send an SMS

message to discover the dynamic IP address of the remote station 102. The
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normal i zed by the comuni cations server 108 at any

time after receiving the data. For exanple, the
woamsissaat i ons server 108 need not wait until PCIHAIS2006/005308

dynam c | P address of the renote station 102 is known.

[ 0039] The conmuni cati ons server 108 then sends the

I d 410 - ' '
copRTRAEE VR 308 160" pheghhe 8RS AbELAn % s e
sahRMPtadd k@b OMeckihg iR gRADnhtibR 0.}, h@RRSEcdl‘EES@cgﬂ ta e, remote

the renote station 102 preferabl y sends_the r gﬁa rethe 2 ton

statiannlg)2tip etild apen grdderduydrstmgdielast Knognly addressorf
103 R %C{Lst 'E?é’sg% Uﬁﬂ% {oRhedifdf if @BIS ﬁﬁﬁ&aﬁg tesF?f[essage falls, the

eéxanp message Is short and the renpte
ccﬁﬁrﬁﬁmeﬁloh@%elhm*s IMrafmhzllyagads arlvéherrdMS messagegfe mdigcdysr the

SMS 0040 f
S Tl e T v
thﬁtﬁ;gﬁgy;oljs%@lerttmhﬁg\g i I gAlsE @I RIS \.’tﬁfoséos normal i zes

ta 414 t he normal i'zati on process
[Olmbll cdh ladditieudo shs dtﬂ?ﬁ&enﬁ peenol m@q@iwsm@t@?abow each remote

stgtw f@g“‘r grgf o:h)é}? )ézg]e l% Pﬁ é?lrel%?‘?%%&ﬁg@%g c%f‘s ?1‘3 5ﬁ/ee5f #%8emote
stﬁtictrfs' ?nﬁ[&@)eaﬂof&oﬁl BilENHEBEanie]/s6eGOmB RS sttattdme nﬁa}r lﬂmplaced

of the nmessage 412 to nmake the nessage 412 conp %
invareds whese GBRIS seaiois vaayapable @ 2 19%441?] th&ffP@Ptet%t?élon 102 may

try ﬁ)ZlS a(%e the #%llﬁ%%%%%%ofse@%esmt | Nt frahier! %Fagqleﬂnéf%dstatlon

ssage ent to the applrcation
désgimy Qﬁa}loﬁe U@dpllgyea mi oh oordde Umeidtybyoft Imogtpplhlpdatalr@ﬂ without

TCP/ | P t
o sl ML SomSo e VG e o
dng;é? ;ﬁ?i)rolg is. tﬁ%d&?ﬁﬁ“ﬂﬂis‘%ﬁ@ﬂaﬂ:‘ﬂ? 0% BEotSdolslERbRE eémbtaRtaYions 102

e nornmali zed renpte”stati on nessage 416 for
to&mafﬁ:hepmestmfﬁclﬁntrmdtOpe}aV@ﬂahic tq tha‘erw getieml93. ¥oresxample, to

o RIS S e e rm e Sghifes Ry it ) &b have

a SR b b0 oY ahe HENS ad@¥sd ity be asdtiatediwith a CDMA based
communi cation with the application server, 106

repeate ddVl@allpg thorseeandeadsiresd et e Aegcigisd; wifh g CBM{EPRS based
A& fha e 8 ARBL AR SORBEINA T AP ORE bscicBRE

renote station 102 wh
[(mﬁe] r eNotfRwehati @f A2 estinple hascdshe 58@ndor Pmachin@tsmachine
t he comuni caf [
C@gmgnwg@orglﬂg %gé%%%qdﬁ)gfylg 5.1 Ogregngblil t'?;‘%'&o&‘éé %J) i emfaoc‘laied in

one or more software programs which is stored in one or more memories and executed

by one or more processors. Although the process 500 is described with reference to
the flowchart illustrated in FIG. 5, it should be appreciated that many other methods of
performing the acts associated with process 500 may be used. For example, the order
of many of the steps may be changed, and many of the steps described are optional.

[0045] Generally, the process 500 uses the communications server 108 to provide a
way for an application server 106 to communicate with a plurality of remote stations
102. Communications between an application server 106 and its remote stations 102
are normalized by the communications server 108 so that the need for a variety of

wired and wireless protocols remains transparent to the application server 106. In

12



normal i zed nessage 422 to the renote station. 102

W t hout the need to send an SM5 nessage to di scover
woheoothgseam ¢ | P address of the renpte station BORUS2006/005308

Thecomuni cations server 108 may determ ne that the

renmote station 102 still has the same | P address by

checking if the conneecti i coRnfRRatEANREE! d@famically
addtt@ntﬁ??@%flﬁo%ts%ﬁvfﬁoﬁgé_lg%@i i{é‘?usatgel;ll open and/or by .
addfiéégédi Rehdib@rakiaas 167 awingPiatitd R sddresses ifer plbep fixed Hagntigiers),

wth a test nmessage.

Lf th t] '
becans/thy caaun BstomGESHRA0P FIPES Of RECRETIR, Wil 5 Rtresses

ons
erver 10 erably sends anot her SM5 nessage to
Oftﬁgﬁn%oégétggmﬁgzdynam ¢ | P address associ at e% with the . ..
[quglrrot'melsﬁra&ésﬁGOQO%gidstSWMm%ﬂ apiisatipn seu Rl 8 dpiegpunes tha
-~ protocol's other than A sed. Rk PsRe. For
neddoda Ipnd @ BEERAET N & Beni"\éﬁ% rgg%f)gglrdgn%d Hfsdgésatéodfqhglr)ot ocols

exagli)géégﬁg glgql?cgﬁ&? Ser‘?f@tcf()ﬂ LEPLevSH sdrpesoftdeimatobrtbitonesds {o be

usrng "fall back" protocols, _ jf, one o h

{oafielBtetistrambrsationr i02arke appliragen |S§WP%¥¢é’ﬁhe\‘t8?n‘{S the Fiessage

_ exanpl e, sone r te t) : a5¢4d 108 ariadivated in

intesied dOTBRETTBIA THEY g%ﬁa@gﬁﬁrgg@él}&%ﬂa. back up, The

bldLnRhe 'ﬂ%ﬁ@ﬁie@éﬁgé@g FoRtalily wemtinte tiod carhmunishtionscserver 108 over a
protocols (e.g., SR/B) .

In thi er, . ane
standatli brierdets icgnrnagHyn bSR3 argﬁ Trge%eh éoq%tg‘rr:@g?é. £ 3 fTCP/IP).

eogr anhi cal ar ' LSI8E @nWitagl Pévate Network (VPN)
H‘%\?H%ﬁﬁ@ﬁﬁ?eésaﬁefn?%fael# nglg%?]]ggﬁi ca% areas that are
anﬁ@y%f&haysu@hmeem@m opseotonptl®a. | n addition, this

i

erarchy of protocols enables re i )
[00453 t Fhe msssagafifqng itléerﬁppgﬂogtﬂ%%qweg\%ﬁgEtflégut)lgﬂltﬁlﬁgegﬁoﬁsoserver

Lemt e stati . FOkifi8X SRR} Bian 26 Rruddpess.i The romote station
10§é5@3$681%%?ﬁ@ﬁFéggréil(?e?lelrlent‘ r ermtgledevi ces 102 NBY .. 108, an
;daniTRa mdycheahiduavdendifier assignedpyy rceggl?m‘riﬂjﬂé’l GRr Phe
_first address may b OGl ] daasgda telephone
infegipbt $atife i die@% aﬁ@&féeégﬁeg?géﬁt{gzs@dme
nﬁ@o}?c&ﬁf/&dw biheR s@EMICRRGc idvatifidev i epma astenses:t e rgmote

addr'ess nay

be associated with a P S ' :
StDOAU]2 WlF hasuailvahavedt stalic @eaﬁgfr%mbﬁ ABREE A Yichen instance
machi ne-t.o- machi | £ BlbPONS all@rebd hsgsdistad edtli the remote
thppgno%_stg}ogfn% Fg%ﬁeg,rﬁ?%ngygf}%gggs 500 i's embodied in one
stRMiod 2L afidhé Wanistationanayabenesdedh is stored in one or

nore nenories and executed by o D E R AfRSHR! & th
[0BhoAftert Hie SPBEBLACAISHS i%“é&sgjr.gl gécé Mt Hﬁr eggr encem;1 t:
ta. the ' ahieshsi sarviet GOS8 Heterthinsh o1k gopesction
a ][:?Ptéor} éeltrgé({}wmtthé sdriShid s

C t many ot her nethods, of perform t :
tiRCldentifiornRtie dtatibn s pm@ﬁbgomoomgfﬁgéﬁﬁg&ss gghe Rfentified
quexan'pl e, the order of many ob: it SHEHS 58y DRor example, the
reghetR g&atioTh NP2 ndhy< Y 2 ie%f}tseadgnsf:ﬁr|8 ed are optional . .
communications server 108 may send a test message to the last know IP address of the
remote station 102, o
[0049] If the IP address of the remote station 102 is not known, the communications
server 108 sends a non-IP based message to the remote station 102 indicating that the
remote station 102 should initiate an IP based conversation as indicated in block 508.
For example, the communications server 108 may send an SMS message to the remote

station 102. The capacity of the SMS message may be too small and/or the data rate
13



[ 0045] GCenerally, the process 500 uses the

comruni cations server 108 to provide a way for an
wappleiosgisr on server 106 to communi cate with a pCumakiospos3os

of renote stations 102. Communi cati ons between an

application server 106 and its renote stations 102 are

normal i zed, b he co ni gati ons .server
tof fr Pt Yl BEssRR JRemh i apBoul S en 08 FSv 8l esus
més8ARI dbes hotregRed @B ofniniRitiafPidreatlg o kedw ehie [POfildress of the
I naddi tion, the application server 106 may initiate :
rewoirisiasal (2o rnsisad e PRI messagy vseRie eBQreyBhgassociated with
S ' . Si t] P £
o 0 BB 085 R h ol B RO REcel yhhh bl
frden Ovsetorlli soeesse s viha04ly tientamimBnizaidorss sergerofl 08 freceives the

YRR 1B A5st O o ReRp S HOn A2 ASSIeRds DHREIPr
[opﬁgdsﬁﬁ S 'ggfgo%%ag&v&o 108 T BRR! SoreAt 1188 HO%agé from the

icated In 02. For exanple, the application
apphcation st08r b tchafemat xpeged dyfthowaneotp statipn ahindiqatadds block
to be |oaded . into the renote station 102, T
5 \gpdler cxenale tis carmigeh i eweh 108 iy Hu 8 g argu gt te
méRbgd t@%! BIERdhabl Bifle ek, bA®of BiBTURhSAbhicatiens server 108
r

serve 08 as indicated in block 504. This nmessage is
mpy edrvestidhy ferarat of the messeseriti ARYREY forBats@rasdo mas g\‘?éPessage

.andar.d ' ' t andar d

coyplPRARUE R Hler SR GRAS AR E s R s
[OUBHS agdicialic ahasagdeefremcthypipplicatiinngereerVioa imhonalized dor the

Net work (VPN) and/or any other suit ab(%ﬁe means of
regiotstaliRy Heh dhe perprmp %“Snsgg‘éﬁ'ég@gfsre’é fthﬁé’OEBB‘i?%eéa‘P?sé?\ge to
th? SEMEle stdfort Pod Ila%g%tql i ifaddd Rd%ocHEhY MdidA&d inGldedesI4a For

enote station er other than an | P address. i
exBhple, o temmuaicitiomsi sdowet 108 araynwpd Hee messaetrethe remote station

i dentif] [ b h icati 8,
1z e RRs Wteticioes” haredl PO db S5 Bt
[0084)C) SRS sif the t@h&p Rfion NI EREds RNEHITtodhy applivation server

sui'tabl e device identifier. In sone instances, the,
106e et ronaaiersiation 102 papferablicsands the eabictosthecgpyreunications server
on- dynamn.c R . h._an: j.ps ce
SRR b T A RIS Dl et 0
c@%ﬁﬁﬁi}c@dcﬁ@ swivteh%) wmrigmgare thé alcbsape kOthe application server 106, the
transl| ati on maybe needed. [ 0048], After_the . .
CORRHARIEIS ISEAET &% Demaliges &’@@éﬁf&éﬂ%‘ﬁe‘hﬁé‘?ﬁ% cpppafible with

thbAfp BRRbh S LOTICR i EEad B biblles gommuni cat i ons server

ermnes If a connection to the identified

[0063Dt eAfdrahé message frony thntrépotestationrl 02 fis nermalipedh dla raygalized
mggsatgé1 %l%di%ngein{ itg c{he application server 106 using a protocol used by the
application server as indicated in block 520. For example, the communications server
108 may send the message from the remote station 102 to the application server 106
using TCP/IP over a VPN. By using a VPN, the data is secure between the servers
104, 106, and 108. Typically, wireless data (e.g., GPRS) is encrypted by the network
access server 104.

[0054] If the application server 106 needs to send another message to the remote

station 102 while the remote station 102 still has the same IP address, the
14



renote station 102 is known as indicated in bl ock 506.
For exanpl e, the comruni cations server 108 may send a
woests/oseasage to the | ast know | P address of tReTUS2®E005308
station 102. [0049] If the IP address of the renote
station 102 is not known, the conmunications server
108 sends a non S &maﬁ&@@ﬁ@t&tmnzed
COH!FO‘Z‘“F%&“E&FTV% 1Pé1§aytsr§1&91erm 575 g}% on 102 shoul
me% P%é 't@ttﬁe éndte sk@aa&admp mitoaathiconeedsto sehidcan SH1% nnessage to

08. For exanp t he connun|§ tions server 108
disevvgr ﬁlerd@namcsmﬁdd@é%@@@e rEnta&HENAYE station 102. The

[OOSg]gaC ts)éngsat zr\)eloﬁ{ﬁw and o Qx?e eRanpRBbl aacshmunication

t 00 o carry the full massage from,
exchBSecAPutve Gl afpliative Beritéiﬁandmmﬁéﬁb statipre vignbe ﬁgggrg@]écatlons

d t
serverds ifustanen g ETGY. CPireth aMis COrBPoR OLiss 1 Pompl ik BREAA
rulg; gﬁﬁ?’gﬁ ﬁ?tgfslfa%{/%? ?%@m@ﬂﬁ&% AHRBR oRSSHgitatied 102tib deternine if 2

2. After the renote statjaon 102 p 1d
hg]ite&ﬁtheet@war tky opgEmationER adtlnwsamp ipnihs touETER SREE1Q6 wou

llké ;;] é%rdca ?argeag{h\xéagg %ru e(%%ﬁ%' gﬁtv cﬁ{egg Qg%q r ?%ﬁ}e‘g?s thed @ wer
hgh&%hfe?h?é dbéb Bt %KWFQH@IP §dI0E0 bf THeaowentightictienti IOALIf any), and

server 108 then converts the fr
the&mﬁiwmpatdmsstetp {asge togend tp the qua{ggg%lbegg ?g%vxgygl\{l% messaging.
[Olist%io mﬁ: Igg,p 1S towidl! I%tt es%r\}eP W608nad ke sbvamx pﬁp]l ap the

ns ser 08 may reverse the byt
coRflRticafibng baverseRgeth(® dlentibergasSodaiah With they 10|W@f Tight client

ndean), and/or the comruni ca se
1020 iy BIGE. Gt dhe eormpmpnigations SeTyek @380 (ge%?rguﬁes tltﬁi% s@R¥are patch is

ano er for mat

t O 'ﬁ@tSM‘S endskd g@iﬂ&hamﬂ,ﬂocs not
t°‘§ Ficek 19,45 %q@?gettut"g“% [f'gﬁt :.§Qﬁoo51 After t hegﬁnmﬁ
knibtven 2id IiPcﬁﬂresmfcselnaﬁewe_ﬂ_ Dﬁhtl Oéleﬂfo}%ﬁsz%@s?l& Smuhi2fons

remote stati 102, t h
M TR e T
togréf P%ﬁtchéﬁlt' 1%29@%&%@&%@&@% i® cloﬁdmwamdms serpgrdOR Vi GPRS.

he communi cati ons ser vey A 9nmnw]P
[005H nélssFé@e 6c,othc fiewerehgtt clightat Yo PSR ﬁ%} Aigingd
c@? 2 e%f pggg%loc% Aﬁl %g/ el 5’né{9&}?o%‘i’ Y GPRSOAer\F&yl 0a) Skhebiewer light

the renote station 102
CIRBEL® fen kemls rhélsshgzﬁna]pﬂingdm Hbmdche&s\t@ fhejqpemyngations server

renote station 102 referab t
10;8@nﬁnnﬂsght 6(23 rige Sc(gm}m,lm&%@na ﬂ/&r ﬂ?ﬂé lil(a%ba'ilggé the Qoﬁ\bzﬁe patch

ased protocol

as Lodl i ent f@eyia . GHFeS asing tlhaenewly discovered IP
m@%ﬁenggﬁtﬁg r%islé]tsogre\g ieiFh nc an forward the nEssa 19t client
addiessapgddiated ivith the tomesr ugm cligiel 02. In FIG. Ge, the t er light clien

102 acknowledges reception of the software patch to the communications server 108,

and in FIG. 6f, the communications server 108 sends a normalized version of the
acknowledgement message to the tower light server 106.

[0058] From the tower light server’s perspective, the tower light server 106 merely
sent the software patch to the communications server 108 with an identifier associated
with the tower light client 102 and received the acknowledgement message. Details
about the dynamic IP address of the tower light client 102 were hidden from the tower
light server 106.
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comuni cations server 108 nornalizes the data to nake

t he nmessage conpatible with the application server 106
waoiervdsaat ed i n bl ock 518. [0053] After the nBETAF2006/005308

fromthe renote station 102 is normalized, the

normal i zed nessage 416 is sent to the application

08,15 s B R SR e v

to—rﬁ%ﬂﬂé“éo‘fxﬁhﬁ&@ﬁi@@ Y6 beedSrovided efitle faregoing desyeiptipn fias been
er

enote station 102 to the applicatiqn.server
preseatadgfof GRY IpRrpmses of illgsipliqsy apd %ﬁ%ﬂgtl% f)[t i, 80 g}t%a]dlgg to be

eI 1 ot MR e Qoo e, i

moliiRaiGlswaa K aAsEas srepdseibte ihdight pHOSAboYE tea¢hings. 1t is intended
application server 106 needs to.send . her S
that tpeisheperaifbe amisraen B S Al PEUE P IRGYaCa S O g s

still. h ] ress, thecomuni cations

butggt:l“%}?y%éﬁaﬁﬁag@nlgk§hﬁor mal i ze the data and send the
normal i zed nmessage to the renote station 102 w t hout
the need to send an SMS nessage to di scover the
dynam c | P address of the renpte station 102. [0055] A
series of block diagrans showi ng one exanple of a
communi cati on exchange between an application server
and a renote station via the comuni cations server is
illustrated in FIGS. 6a - 6f. In this exanple, in
order to conply with an FAA rule, a tower |ight server
106 nonitors a renote tower light client 102 to
determine if a light on the tower is operational. In
this exanple, the tower |ight server 106 would like to
send a |l arge software patch to the tower |ight client
102. However, the tower |ight server 106 does not know
the I P address of the tower light client 102 (if any),
and the software patch is too large to send to the
tower light client 102 via SM5 nessaging. [0056] In
FIG 6a, the tower light server 106 sends the software
patch to the communi cations server 108 with an
identifier associated with the tower |light client 102.
In FIG 6b, the comunications server 108 determ nes
that this software patch is too large to send to the
tower light client 102 via SMS nessaging and that it
does not know a valid IP address for the tower I|ight
client 102. As a result, the comunications server 108
sends a short nessage to the tower |ight client 102
via SMS requesting the tower light client 102 to
conmuni cate with the conmuni cations server 108 via
GPRS
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[0057] hi FIG 6c¢, the tower light client 102 responds

by obtaining a dynamc |IP address (if it did not
wabkowadgpshave one) fromthe GPRS server 104. TRETHUSH®E/005308

light client 102 then sends a nessage including the IP

address to the comuni cations server 108. In FIG 6c,

W’%&f %wiélm server 108 nornmlizes the software
é ge Seénds it to the tower light client 102

1

. Vi aA GRIBinésbgachive commhyniciitions sxstase coPPEEdEess
associated with the tower light clien 02. hi FIG
ee,mmlleﬁmsewe@ﬁ?m@ﬂ\gﬁm afg% %{%%H%\V,},{Oé%ges reception
of &H&wéﬁi éé@%s%e%& Ebndebell fethe arite Bteg AktwaiiR; server

nd 1n FIG 6f,

108, a the conmuni cations server 1?{8
sergenmtadevied ¢apeblewdmitelass ePmENBRICAINhith dbgyastwpts access

to th | i { .
el L bR AR { B e Sfa e
byﬁlgql\éﬁy&qrﬁgé@e@yg&wr; sent the software patch to the

communi cations server 108 wit att]g i deni.l fier fioured
as soditanmermslization medulsassociatedwith theappliqaiipn sgryer configure

Lved th ' i
to e Ramee B ST SBRPRDh s TFEEAYe (R hoior o2

dynappe eddrasseasaliian medHE4engs
rer@g? g%ﬁ@e &ﬁlgy B G 3dt0¢5

ver g dbhh-eiendiresmetdiatidomedulkiagtociatewigh the application server, the

TR AT S T "

iRY Qyeeie nefvdtk dedtessiib@ot known by
scription has been presented for, the

ol ng

fheptynpmivesidedss rdsblision anddue, thealyaewis adsgss resolutionanqgye being
intended.to be exhaustiv i m [ '
sicRuS i § oo aeige Lo Hlecbfipld dhiophafalyMEsd i

p

r i {1 tREk {28 c ABEOR B @ELAD knéwe bp tesdykmid addresghesobition
the above teachings. It is intended that the scope of

madhke. i nvention be limted not by this detailed

description of exanples, but rather by the clains

- appended hereto. WHAT IS CLAIMED I S: 1. A _
5. Ma.C ihB endcRiner 6 ihathireaommineatioonsysteys o belniod kpwhepinghe

dypaspigdfiressresRintion oSRIeds S8

3.

an application server Connegt e% to a wide area
FG2F  connected to the wide
ar eg RAfWosikic B JqapRke device capable of wireless

comuni cation with the network access server, the

r emulblermine aodynpmin B arsisess based @nthe satic B lshiess; et wor k
addr ess assi gn by th et : ; dat a
nor ﬁﬁm’é‘ﬂ‘?%‘%wﬁg&ﬁ/ rgmg& Xef ?%E‘g\?vlﬁg ﬁWQ?LEP?Iggsf i on

server configured

The machine-to-machine communications system of claim 1, wherein the

dynamic address resolution module is structured to determine if a third message

destined for the remote device is smaller than a predetermined threshold and initiate

the first message to the remote device using the first protocol if the third message is

smaller than the predetermined threshold.

4, The machine-to-machine communications system of claim 1, wherein the

dynamic address resolution module is structured to determine if a third message

destined for the remote device is larger than a predetermined threshold and initiate the

17



to convert nessages between the application server and
the renote device; and a dynam c address resol ution
waonoslossassoci ated with the application server PCThs2006/005308
dynam c address resol ution nodul e being structured to
initiate a first nmessage to the renote device using a
first protocol | eny” $hitEmBage is
Sec‘?{ﬁ{ SSE%/G ttoﬁfée lc?%%?nﬁ%ﬁ%%ydr e%s@rS %&%E‘%&gﬁa?rggﬁl e, the 8
largdy ARG Bredstessinsdhedshoidon modul e being structured to
Initiate a second nessage to the renote device using a
second different protocol if the dynam c network
5. 24968 iind AR, toEmUNRANIE spadneTeldhasiohiiionthe
nodul e. 2. e machi ne-to- machi ne conmuni cati ons
renmysdevineds sichained 1o usaehierarchyred fellhsgkproteeply & agnessage sent

.resol ution dule is stru r t.Q: ' a static
usifgpaigerh eaof e e pldtecth ol IdEtbriadraffBATaNE 2 2070
the static | P address; and conmunicate with the renote
devi ce using the dynamic |P address. 3. The .
6. macHhemachinerie: iagkine epmINNICAHoNSRyStepfeiamy 1, oyhersin the
whereiLn the nam | 44t | ®nh®ic network
aynggi Gadtpisd el Taa R Eptutefe dahaTbti dinbéie
addr6ss it h& knewals Hedieanit addmm remutidramodulp b ¢hedking ifad

threshold and initiate_the first ssage 4+ 0 the renote
cordietiqretoihs Feaindevics as bﬁ?‘b?@ﬁ%fbx tﬂglr ‘ﬁ%gtle oY é'rres sage
is smaller than the predeterm ned threshold. 4. The

machi ne-t o- machi ne communi cations system of claim 1h
7. wheTak mathiae dy-nechine adorewicationiyaieinodf deaul -eviegein the
structyred tq deternine if i r nesk
dynagpic ad e?seﬁ?ﬁ‘fq%tl%ﬁog]‘éle ilssSt’l'uzgﬁﬁé&Ot 5%@?%?21 et etrar_n n _eéw ork
adc&@§sﬁ§ el ighodrthy 1Ak dyadsiclldesesessutiessadelety chhdkingifet e
evice using the second protocol if the third nessage
messagk 40 ferempigrievice fplsedet ermi ned threshol d. 5. The
machi ne-t o- machi ne conmuni cati ons system of claim1,
wherein the renote device is structured to use a
3. hi ermeeiehik-tbahdchiaricopmoimeatioss systean pkelsiay b, whaein the data

o e s S S Bh 8 She FRlh A sotovae
esgc? N GaknARScaaaE SW&T the leginfuhicaibey ®iver th@ntyitating with
e ddress “Yesol ution module is structured to determ ne

the &pplioatichysears overdhowide zdding®ork.-s not known by the
dynam ¢ address resolution nodule by checking if a

9. The machine-to-machine communications system of claim 8, wherein the
communications server is structured to buffer communications from the application

server to the remote device and from the remote device to the application server.

10. The machine-to-machine communications system of claim 1, wherein the first

protocol is a static address protocol.

11. The machine-to-machine communications system of claim 1, wherein the first

protocol is a non-IP based protocol.
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connection to the renote device has been cl osed by the
renote device. 7. The machi ne-to-nmachi ne

woansossaat i ons system of claiml, wherein thePdymnamio6/005308
address resolution nodule is structured to determ ne
i f the dynam c network address is not known by the

LU 0 L0 e TR ST TP bl e
priBE iﬂ@lh%lﬁe‘es'ﬁgs‘h@hQﬁesgég@@ﬁﬂi&a(si\m)%réﬁé%lem of. claim 1,

erein ata normalization nodul e and the dynamc
address resol ution nodul e i nclude software residing on

resol i ncl ude sof tvare
1§ ormbbe Ra Ry e oh oS YD REMERAD e

sclb e BR8] RehVPbkisedrotbbel. Machi ne-t o- machi ne
co ni cati ons systemof claima8, wherein the
comuni cations server is structured to buffer

0 i cati.ons fr LGS QB eHES \EBlimt 1Q wiHe€ein the
1‘&%@“&‘8&‘?‘8%%%&‘&%%% { ﬁemrcg{rimtseﬁdgvi ce to the
sRBRA pRAddoD hchirley & TCPIW. pratoeclmachi ne-t o- machi ne
communi cations systemof claiml1l, wherein the first
protocol is a static address protocol. 11. The .
pgach 'Aq%étﬁqﬁ% B'F&t}hﬁﬁni%%ﬁ@%tﬁé‘éﬂ ANppivsioersedfer ahdia plutality of

her ei'n I'rst protocol is a non-1P based
rddidat devbes? HRGNEABGBASnIRInGhe nmachi ne-t o- machi ne

conmmuni cations system.of ¢l aj : i gt i
oo s P ST i - Tolichyo B E) B g s

it QR L Uoviddideriier M at with Haerhom elevioerinihe phtraléifyf remote
systemof c

aim1l, wherein the second protocol is an
deRctasdt gatopadend for the ramatedgkisPne- t o- machi ne

comruni cati ons S l.al &k RisPorsb €0 FRe®iE the
pr ot SEYIE ﬁ&?cﬁaéélegﬁglﬁg fh% r%?geteédggil@.g 15.Sﬁ?A ?mst hod. Eahf:g
FEQMBLRARA oA Shdxgiptiesivnaseranihé smpndmeswes being Aeptyla s first

plurality of renote deviges, .the nmeth onpri si ng:
wiedessproigedd that dees HRIIESY éﬂ%ﬁf@ﬁ”eo ﬂ%\ 6@%?3%5& i on server,

the fi i i 0ed Heinnge fensly Hecd, dienthirflinesssage including
assogle(ge?‘%elag%?@ﬁ(g%eérsggmt e des/j ce in the pluraljty of
theaRpiamic avinoeks addressassimiaedraifh Swdemote diEey Bifot e

?ﬁv Ir g“gg@?}gg {)@\%} 1218%%? ﬂagthfr:rﬁesrﬁcﬁg Qeife H’x‘ésﬂo%@@foeregﬁwng €he third

€
message from the remote device, the fourth message including the data payload, the

fourth message being sent via a second wireless protocol that uses the dynamic

network address associatéd with the remote device.

16.  The method of claim 15, including normalizing the data payload for the remote

device.

17. The method of claim 15, wherein the device identifier includes a static [P
address, the method including:
determining a dynamic IP address based on the static IP address; and

communicating with the remote device using the dynamic IP address.
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first nessage fromthe application server, the second

nmessage being sent via a first wireless protocol that
wdaew/08g47use a dynam ¢ networ k address; recei PCIAS2006/005308

third nessage fromthe renote device, the third

message including the dynam c network address

associated wth the renote devi and_sen

18 ourke mebehobclasn L hoMIeEHB Ht BRI R B nEuTd o use o

GRL b Qt [R5 o end fixst wirel
hl?r rc%#ro }g#‘l&?glgogé Céﬁllgglﬁgeg%%efsfrﬁgh %gtg payl oa?d t he wireless

prowusltdndirs seond iwemebgs petrcoldadds.a second wirel ess
protocol that uses the dynam c network address
associated with the renote device. 16. The net hod of
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he second w rel ess protocol
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th&&ﬁoﬁ‘lpgﬁd cation server, the first nessage including a

devicé identifier associated with a renote device in

t h e pindirgg 4 gegond memt tp thevirnaeis davige 1 tespogse fpJpgeiving the
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20. The method of claim 19, including:

receiving a third message from the remote device, the third message including
a dynamic network address associated with the remote device; and

sending a fourth message to the remote device in response to receiving the third
message from the remote device, the fourth message including the second data
payload, the fourth message being sent via the second wireless protocol that uses the

dynamic network address associated with the remote device.
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the second nessage being sent via a first wireless
prot ocol that does not use dynam c network addressing

woOfRodslvesmecond data payl oad is snaller than thecT/us2006/005308
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renote device using the dynamc | P address. 22. The

nmet hod of claim 19, wherein the application server is

structured to use a hierarchy of fallback protocols if

a nmessage sent using at | east one of the first

Wi rel ess protocol and the second wirel ess protocol
fails.
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