SECURI TY FOR AHETEROGENECQUS AD HOC MBI LE BROADBAND
NETWORK CROSS- REFERENCE TO RELATED APPLI CATI ON [ 0001]

wab@opeasent application for patent clainms priBCT/AUF2008/073321

under 35 U . S.C. 119 to Provisional Application No.
60/ 956, 658 entitled, "Method for a Heterogeneous

Wrel ess Ad Hoc Nbblle Servicé Provider," filed August
17, 2007. BACKGROUND Field [0002] The present
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tel ephony, data, video, audio, nessaging, broadcasts,

etc. These systens continue to evolve as market forces
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to dynam cally connect over wireless interfaces using

protocol s such as WLAN, Bl uetooth, UWB or other

Backgroahd. There is a need in the art for a

nmet hodol ogy to allow a user of a nobile device w thout
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[ 0005] In one aspect of the disclosure, a server

Pt | hetihds. a Todavewyrlaes 8508 @r@nwrp@@rﬂedbm@dmdnlné@metawcess to
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networks are sometimes referred as Wireless Wide Area Networks (WWANs). WWAN
operators generally offer wireless access plans to their subscribers such as subscription

plans at a monthly fixed rate.

[0004] Accessing WWANS from all mobile devices may not be possible. Some mobile
devices may not have a WWAN radio. Other mobile devices with a WWAN radio may
not have a subscription plan enabled. Adhoc networking allows mobile devices to
dynamically connect over wireless interfaces using protocols such as WLAN,
Bluetooth, UWB or other protocols. There is a need in the art for a methodology to
allow a user of a mobile device without WWAN access to dynamically subscribe to
wireless access service provided by a user with a WW AN-capable mobile device using

wireless adhoc networking between the mobile devices belong to the two users.



client while enabling the nobile client to support an

encrypted data tunnel through the ad-hoc service
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a server includes neans for enabling a nobile client

to support an encrypted data £unnel through an ad- hoc

service provider, and neans for maintaining an

encrypted control sessionsuMiAagyad- hoc service

provider and a nobile client while enabling the nobile

client to support the encrypted data tunnel through
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[0008] It is understood that other aspects of the disclosure will become readily apparent
to those skilled in the art from the following detailed description, wherein various
aspects of an ad-hoc mobile broadband network are shown and described by way of
illustration. As will be realized, these aspects of the disclosure are capable of other and
different configurations and its several details are capable of modification in various
other respects. Accordingly, the drawings and detailed description are to be regarded as

illustrative in nature and not as restrictive.



[0011] FIG 3 is a conceptual diagramillustrating an

exanpl e of the hardware configuration for a processing
waymbemisn a server. [0012] FIG 4A is a fl ow POEDS2008/073321

illustrating an exanple of the functionality of a

server supporting a connecti oA with an ad-hoc service

provider. [0013] FIG 4B is a flowchart illustrating

an exanpl e of BRIEFPISERAMRIONOPTHE PRAWINGSPOrti ng

a nmobile client. [0014] FIG 5 is a conceptual block

diagramillustrating an exanple of the functionality

W00YNFHe- hve emconted Prgromddpstrabes Ap cEONPESER tPIFF@Nmunications

L@%Q&I?] The detail ed description set forth below in

onnection with the appended drawings is intended as a
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br oadband network and is not intended to represent the
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reSﬁ[nt ed thioq%hgut this disclosure. [0016] FIG 1 is
UPPSHING N8P G158k di agram i1l ustrating an exanpl e of

ol gl PEOMMYN Gatd RN bkt rarﬁhﬁusltﬁﬁﬁ%b@ﬂ'ﬁkﬁihlﬂabf eH¥Sfunctionality
sgstem 100 is shown with nultiple WMNs that provide

Bf ytibherscadeer®vidsta net work 102 for nobile

subscri bers. The network 102 may be a packet-based

network such as the Internet or sone other suitable

networ k. For clarit PDEFARIEB®ESCRIPTIONO WMNs 104

are shown with a backhaul connection to the Internet

102, ch N 104 .may be i.nplenented wth nultipl

a0 TE el cdsEitionaci et Sty diapigBgoth e appended
ERGGMEBNO Wil 89 AT R Rioh 88 VAo us B A€ OTE AR hGe FBY11OBroadband
may be generally subdivided into smaller regions

ketowriasndis Inbsintdedeth thmpeessittahé omly msiyectsevition ficguncenipassed by the
G RN A AR S
theeshighQndBRAAINa T (ERedhddal eHbWEv P2 &vil Ihatdppient 1 th&® skilled
WAAN 104 and support the backhaul connection to the ,
Imthe agdhat p@pious aspects of an ad-hoc mobile broadband network may be practiced
without these specific details. In some instances, well-known structures and
components are shown in block diagram form in order to avoid obscuring the various
concepts presented throughout this disclosure.

[0016] FIG. 1 is a conceptual block diagram illustrating an example of a
telecommunications system. The telecommunications system 100 is shown with
multiple WWANs that provide broadband access to a network 102 for mobile
subscribers. The network 102 may be a packet-based network such as the Internet or
some other suitable network. For clarity of presentation, two WWANSs 104 are shown
with a backhaul connection to the Internet 102. Each WWAN 104 may be implemented

with multiple fixed-site base stations (not shown) dispersed throughout a geographic

region. The geographic region may be generally subdivided into smaller regions known



[0017] Each WMN 104 may use one of many different
W rel ess access protocols to support radio

W@ ormaeiisat i ons with nobil e subscribers. By wapCD1S2008/073321
exanpl e, one WAMN 104 may support Evol uti on-Data
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folubon (lelBlbdiahi iberrsojceiarithis tis EBPBeto impyotrathe Upiversal Mobile
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hdlemadaDNI@atW arsMsYy)sii€iite3fAosnOnd oFMGV AN 10h &8¢ also support the
nobi | e nodes 106 access the WMN 104 using a EV-DQO,
WL stapdaig; heangedevelpped by tb? HYIHEAK; foﬂ%e&@? actugl wireless access
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configured tao create.in its viginity an ad-hoc, network
BRLER ot TS HRIFY mreRiedyielebas Ty dllostre arc cqually
RipcasI8 o BSEEhAn AT helcddSr MM o BbmoB¥hdBBY WOW AN regardless of

exanpl e, a 'nobile node 106 may support a UMB W rel ess
theoesdeyrotase protagiotsutdizZg®hAN, whi | e provi di ng an | EEE

1.1 a I nt for bi |.e des, 108 th annot .
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Joinil 64t ipHy telscemmupispadonstsypsmeshownoing e hgprimedile nodes
106 access the WWAN 104 using a EV-DO, UMB or LTE wireless access protocol;

however, in actual implementations, these mobile nodes 106 may be configured to
support any wireless access protocol.

[0019] One or more of these mobile nodes 106 may be configured to create in its
vicinity an ad-hoc network based on the same or different wireless access protocol used
to access the WWAN 104. By way of example, a mobile node 106 may support a UMB
wireless access protocol with a WWAN, while providing an IEEE 802.11 access point
for mobile nodes 108 that cannot directly access a WWAN. IEEE 802.11 denotes a set
of Wireless Local Access Network (WLAN) standards developed by the IEEE 802.11



nmeters). Although IEEE 802.1 1 is a common W.AN
W rel ess access protocol, other suitable protocols may

wheoasads4 [ 0020] A nobil e node 106 that may bePCEE82008073321

provi de an access point for another nobi | e node 108
will be referred to herein as’an "ad-hoc service
provider." A nobile node 108 that nay use an access
B&thAbttRf foansh@ﬁ Rk %ﬁﬁﬂﬁu%?caﬁ{)@sv (&Igr tdfd6oMnlcker®Qo a few hundred
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fooe1 "Phé lag-Heki RAti& %ﬂﬁll&@ﬂ@@ ARy UKRAB - itsFRireleB€ broadband Internet
occasi onal user of nobile Internet services, this may

precsmseaYiee srmobie gliends QY thae would pilervsg hotyhave lelgmeapecess. A
WL C%%S&seﬁ' NS «NOR %"‘% 4§ 1%8 ”r%ba}fee&iefniso?bs{ BE purchase
usage es mnay e aI ocage ? e vari ous entitl eg

mﬂustemeoahebv&ﬁ@rfmml scdahcbwsav&yspxemd&ﬂomm t@ avaysst M@t exarnple the
t ends to perpetuate the vitality of the exchange.

{gmeft 1 02,agrAsh & Walhol 4 dR oge comigurdinnmfe tﬁlﬁgfora@umcay ions system
%(? ttﬁé péf{f&dl lg) hta%% Zi‘l?e 19188116% glEG\ﬁItsC fO &g%gﬁ NRagé %t ¢ occasional
Cla or nooi

providing a fina I ncentive fbscribers
tier lod aootalcabhitdroet ssevrivdse €hipnaiyi loke ais attdwrotd elterpam\td onthofmonthly

revenue may be distributed to the operat
fléedc@ﬁepwﬁglgﬁsea%ﬁ%rﬂ%r i d Ao S (i ghge cParges may be
PRGN BAhIaHBW btltZEdn AU OSMPRiEdtRRs @flstérﬂel 00 in a way that
revenue may be distributed to the manufacturers of the

rends t@p@rpdgste thoond]ty A thadexnbenger By cerypefoskathpie, Bo@rtien of the

server d, one_ or, no nmobi.l e cl 108 .
BSEUG i O ARERSRE < st SRS ni it dbonuhing o financia
Wcb@RhRSHr RRILYIP rsﬁbscﬁ%er\ﬁ@(\/ betorRX adTRbE serich qir&rl@&@nmer portion
Wi rel ess network 1£ i nclude at |east tw types of

M the|reenup aaydiokdistrisuigd to ghaKAKARhepcsatyw AN comBynsaggythem for the
ggﬁﬁi%litﬁ thﬁrl)v@tﬂd %ﬁl%nﬂl%é \ggrulﬁu{ﬁ%d. Another portion of the revenue may be
distributed to the manufacturers of the mobile nodes.

[0022] An ad-hoc service provider 106, a server 110, and one or more mobile clients
108 may establish a network that is an ad-hoc heterogeneous wireless network. By way
of example, a heterogencous wireless network may include at least two types of wireless
networks (e.g., a WWAN and a WLAN). By way of example, an ad-hoc network may
be a network whose specific configuration may change from time to time or from the
formation of one network to the next. The network configuration is not pre-planned

prior to establishing the network. Examples of configurations for an ad-hoc network



be a network whose specific configuration may change

fromtinme to tine or fromthe formati on of one network
wo eovlozs1next . The network configuration is notPCT/US2008/073321

pre-pl anned prior to establishing the network.

Exanpl es of configurations foP an ad-hoc networkmay

i nclude a configuration as to which nenbers are to be
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network interface 202, which may support a wred
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appreciate, the network interface 202, or any portion thereof, may be integrated into the
processing system 204.

[0026] FIG. 3 is illustrates an example of a hardware implementation for a processing
system in a server. In this example, the processing system 204 may be implemented
with a bus architecture represented generally by bus 302. The bus 302 may include any
number of interconnecting buses and bridges depending on the specific application of
the processing system 204 and the overall design constraints. The bus links together

various circuits including a processor 304 and machine-readable media 306. The bus



[0026] FIG 3 is illustrates an exanple of a hardware
i npl ementation for a processing systemin a server. In

wWo biog/ozsnpl e, the processing system 204 nay bRCT/US2008/073321
i mpl emented with a bus architecture represented
general |y by bus 302. The bus7302 nmay include any
nunber of interconnecting buses and bridges depending
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may be integrated into the processor 304, such as the case may be with cache and/or
general register files.

[0029] The processing system 204 may be configured as a general-purpose processing
system with one or more microprocessors providing the processor functionality and
external memory providing at least a portion of the machine-readable media 306, all
linked together with other supporting circuitry through an external bus architecture.
Alternatively, the processing system 204 may be implemented with an ASIC
(Application Specific Integrated Circuit) with the processor 304, the network interface



Alternatively, or in addition to, the machi ne readabl e
medi a 306, or any portion thereof, may be integrated
WO ni09/024184 pr ocessor 304, such as the case may PET/WA1008/073321
cache and/or general register files. [0029] The
processing system 204 nay be gonfigured as a
general - purpose processing systemw th one or nore
L "RBpASAS: LRESitHT @Y Hodeh)! B B RAGSS ?6rtiBH Fith® Wdchﬁ% readable
and ernal menory providin | east a portion of
miediandBhi mtcgrasediabloe aneuigke 6),, @n Iwith piedot aperehEPGAs (Field

th ot P rtin |tr 0 ext.erna
I N -
ﬁﬁéhlﬁ@ﬁ\/ ghed ilogt efivnite dattwtabe @ﬁnﬁﬁbﬁs Aoyl @ddris@fable circuitry, or

Specific Integrated Crcuit) with the processor 304,
#1He CABIRSERN | ¢t é’{fﬂH@eﬁ@S cag UREIEY iy crriews fungtiopadity described

d

SRy, B0 FlobSASt ARTLIAD S ATSRA ASSERANL e

ﬁnpleE:ﬁ tEE’Gé&n(bEdi élhtd:tanajgy d@mﬁblp@oc@ﬁlﬁg Aystay P4 Iahﬁhldlng on the
bl e Logi c Devi contraollers, state

(Pr og1 f g
YR Pgatias R ofs everal desan n BinarBossd fpdhe Arsgall system.
er03(ﬂn5fh5’hﬂ@ﬁm§ %Jd@@lle(?néalé 866 15" howR widDy neRmE: Mdf%rgﬁlodules

circuits that can performthe various functionalit
Ee@cmoldeld inbludergioctt oft nissudions It uwleen THeosted diyi thi gatogassor 304

t h t |1 h b t the.
e Hitpstiasting ST OARRDS oo PO s Pt bnur TS gefiEihed helow. The
5’&’9}@2&@ nduRR 1ﬁdh@depﬁ¢tbtdé61 ﬁéck@ﬁ@&dl@ 309, Asecaistyti®lule 310, a service
ns

overal |l design co raints i errqpéose on the overall

ngytd@ﬁpoqtoﬁ:s@qswm@amhmﬁ?éule dabneobite dilignt3@atiol seshigwmmanager
nber ftware S. .. E

oo S T e e B R € R bR, PR gy g 2 sorvices

hi@aulamOemelﬁ sGOdare antsiRld ey Prsaizas i sivgs1S ytoiagnd2dide bodistributed
performthe various, functions described below The
agpssavIEPledaRney dewiceridBy v ap b errnnle st %%W%a@ﬂ@lem be loaded

S RAW lofn TREY! (ﬁl\’g ]v&en% fggééﬂn eebvgftoélc'cﬁl% (e go Qtrﬁcpdlle node decides

sessi on nmanager contr
webaioor ameatblyer sarvide beovaded). Buting aeddutigh o6 ttd :m@twunfd wlodule, the

316, dof f dul e and a services nodul e 320.

PRSI G0 f bRy IRBAOTES Hg)%her BSirHiony 1B{oGafle B WekRaggaccess speed.

@?13 lof B10PE cth8 TihbPMbE theA W8l a%e%eﬁ? F@%‘[S‘x’erqﬁé’ ﬁfree%ecutlon by
By way of exanple, a software nodule nay be | oaded

thet poRAMIfI08m Whﬁarefenmmg\le tishBmctonalityyges |snfgwwem>dule below, it
. deci des

S 5 s Gt oy 5o SN P SRk Rier 35 BF rifhessor 304 when

seictiM@d RistiRdidhs frohBaodGRssSMbdAe4 may | oad sone of
the instructions into cache to i ncrease access speed

9a11o1 hergrretogalc htack i medulpms0% ey be wssddied impleeat the protocol
ﬁ%c% re o%gan é)%{:tlofnéthgrggﬁ Eoerecﬁg géf*%ro g la}/e 1”?3? rHé’n%\tFo S(f% crlbed thus

unctionali
fw,dtlieeptbeicOWstatlt module 309 is responsible for 1rnplernent1ng several protocol

layers running on top of the data link layer implemented by the network interface 202
(see FIG. 2). By way of example, the protocol stack module 309 may be used to
implement the upper portion of the data link layer by providing flow control,
acknowledgement, and error recovery. The protocol stack module 309 may also be
used to implement the network layer by managing source to destination data packet

transfer, as well as the transport layer by providing transparent transfer of data between
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foo84]i The at@rity hedatt- hicmag raldocles pgedviodithenticate mobile clients that
have registered with the server. Authentication will generally require connectivity over
an ad-hoc wireless link between the mobile client and the ad-hoc service provider, but
may be performed in some cases directly between the mobile client and the server.
Existing connectivity between an ad-hoc service provider and the server is used to
establish connectivity between the mobile client and the server. In this example, the

mobile client is the supplicant, the ad-hoc service provider is the authenticator, and the

server is the authentication server. The mobile client requests a certificate from the



suggests a session key (Ksp,s) encrypted with the
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amplich@dm $ay@dr. IP-headers and 1nforrnat10n regarding the message type may be
exposed. To prevent any visibility into information flowing over the ad-hoc wireless
link between the mobile client and the ad-hoc service provider, securing the
transmissions over the wireless link can be performed. The mobile client and the ad-
hoc service provider can agree to a data link encryption key WKgp ¢ for the wireless

link. Such a key may be generated at either the mobile client, the ad-hoc service

provider, or the security module 204 in the server. Once the mobile client and the ad-



secure session Xc,s between the nobile client and the
server using the key Kc S A key Ksp,c nay be generated
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Xc,s- The key Ksp,c may then ble provided to the ad-hoc
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factors may include, by way of example, the quality of service (QoS) required by the
mobile client, the duration of the session required by the mobile client, and the loading,
link conditions, and energy level (e.g., battery life) at the ad-hoc service provider.

[0040] An example will now be presented where a mobile client connected to a through
a “serving ad-hoc service provider” (SP1) is handed off to a “target ad-hoc service
provider” (SP2). Initially, three secure sessions Xgpis, Xcs and Xgpic exist using

session keys Kgp1s, Kes and Kgpy ¢, respectively. When the target ad-hoc service
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[0041] The functionality of the processing system in the server will now be described
with reference to FIGS. 4A and 4B. FIG. 4A is a flow chart illustrating an example of a
process implemented by the server to support an ad-hoc service provider. FIG. 4B is a
flow chart illustrating an example of a process implemented by the server to support a
mobile client.

[0042] Referring to FIG. 4A, in block 402A, the server may allow an ad-hoc service

provider to register to provide an access point to a wireless broadband network for
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erm nat ed server Cl oses
connection is terminated as shown in block 416B. Once the connection is terminated,

the server closes the control session and tunnel with the mobile client in block 418B.
Since the mobile client remains registered, it may later connect to an ad-hoc service
provider by invoking the authentication process of the server in block 404B.

[0044] FIG. 5 is a conceptual block diagram illustrating an example of the functionality
of an ad-hoc service provider. The ad-hoc service provider 106 has the ability to bridge
wireless links over homogeneous or heterogeneous wireless access protocols. This may

be achieved with a WWAN network adapter 502 that supports a wireless access
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agai n by invoking the authentication process of the

server in block 404A. [0043] urning to FIG 4B, the

server may allow a nobile client to register in block
BlAR ol Tor0h AFWAR MBI MRRE10RC 8nd ROMIAN Atk adapter 504 that
service provider for wreless broadband access to a
pRotvidtss . WS taneesprgoltitefoe Imenle elemntrall 08 o@:slwaeysot‘ cxample the

t t o .an servi rovi der Ver
SOVARE he Qe Raifern B RS iefs R PG e MR Y S EV-DO
fofipteRt haasobtRigh@AWWIANNghd the WEAI\ISﬁd’c‘ﬁI)ﬂk(mlaptéﬂ§@$ﬁlay include

The aut henticati on process mai i nclude the creation of
& trgpsesivehfupsforkhat ploaidge am 80heé ! deqevepoinhnigr m@bﬂﬁﬁbwt@IOS Each

AL SR ad%lgre seL 5‘@4‘&3{1 %F@%onh?ﬁe&% qlﬁ’ﬁ&ﬂb%lkslgg@wgp%yer by

manages Secure co Sess
dém@chﬂatlﬂg blroleks 4ig68s usidngerfol@ingesthico l’ad(@)frel@elﬁy (KIH) efront end

server also_ establi es an intaips _an e ted
BRCESSIgN nlgch trt?twréfr?égsﬁef 59&%9 t R aﬁﬂ herf@n é\“i? to gpgplement the

fike lat@)f@ E‘%fﬂﬁné@ng iTels lflraﬁQE@lBalc1r6g'§>ct15fe f)%lctay 1 ahd the network layer by

esta he server provi vari'ous servi ces
tn@nzltgmg smmdtedelstm@m)nmckk@t kvenyLOB Shoul d a handoff

Blosbiogur aiof sStidnpray e’ 10has SuPUER eg bRl NaREtion and
bagidef hohiforiigomloddit4BH@ndricoriddine 506 pprddsdeltsRl Vhr68Ssing of
to the nobile client in step 410B during and after the

pemersfffom Tedde chertyil 0 so thay thseinisreonnadpniietwens the ﬂsﬂmewweless
41?%&:3 & I{eltvggrkl 2da R?errn%q}g ITglrov deghgt\%lim t'onrnglbl < chents 108

e connect 1o

eltbseatciand poiniiekd 5¢$isd @fveansluddihe el WiAN Ineﬁvhﬁk mrbe hﬁ)dule 506
client in block 418B. Since the nobile client remajn
plegingyigtpidy tupneladagpnpggtiity cRshipiedy the sersr gad ﬁlaf‘calstbffmﬁcéf@d mobile
PEQYd figr by invoking the authentication process of the
server In block 404B. [0044] FIG 5 is a conceptua

[00e61k THe a(g-hamérivﬂcel ptavaddrngo ah%o émﬂmh:lsa sefvi(tehg&ovider application 508

rOV|der

fun d- hoc . i C
ﬁé@n@@?m %éﬂ%@@eﬁ b Proidnadhoeretvigss o bel%clé?% {8, and (2)

M‘dﬁ’p@h? PWANI KB 1:A%RE: eERIS ﬁ%’cﬁle‘%ﬁb&%ﬁo@f SORKBEBPhe ad- hoc service
wi rel ess access protocols. This nay be achieved with

pioaienet Wor leadalptt@r fBoQionhat ssppgtedt by aawnses| mgeface 512 that

accesspr ot oc f N t the, ln r net 0

SRR R P s P A KOB ek ST B ARyl B o8GR 506 under
aGfiRS %fl@lﬂal §Hrv rdeHr'a@pl@éaltlﬁﬂtSQS 108 BYr W RE 512 may include a
exanp N networ k adapter 502 may include a

k%ﬁ’ﬁéc éispl@w, SRAREET, CRICEIPRPNG LIeEiiaks apd/op@ny oot cernhiaation user
BRSRE8 AT PP AR RS YA 61 UPLEROREIT 104 o
&z 1BRzhcl 102 GecEHS. IPoi nt for nobile clients 108 Each

[0047] As discussed above, the service provider application 508 enables the module 506
to provide adhoc services to mobile clients 108. The service provider application 508
maintains a control session with the server to exchange custom messages with the
server. In addition, the service provider application 508 also maintains a separate
control session with each mobile client 108 for exchanging custom messages between
the service provider application 508 and the mobile client 108. The service provider

application 508 provides information on authenticated and permitted clients to the



net wor k adapter 502, 504 may be configured to

i npl emrent the physical |ayer by denodul ating w rel ess
wargnat@sand performng other radio frequency REF)IS2008/073321

front end processing. Each network adapter 502, 504
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[0049] Once the ad-hoc service provider 106 is authenticated, the service provider
application 508 may advertise an ad-hoc WLAN Service Set Identifier (SSID).
Interested mobile clients 108 may associate with the SSID to access the ad-hoc service
provider 106. The service provider application 508 may then authenticate the mobile
clients 108 with the server and then configure the filtered interconnection and session
monitoring module 506 to connect the mobile clients 108 to the server. During the
authentication of a mobile client 108, the service provider application 508 may use an

unsecured wireless link.
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deciphered by mobile clients 108. The service provider application 508 may use any
suitable encryption technology to implement this functionality.

[0054] The service provider application 508 may also maintain a time period for a
mobile client 108 to access a network. The time period may be agreed upon between
the service provider application 508 and the mobile client 108 during the initiation of
the session. If the service provider application 508 determines that it is unable to
provide the mobile client 108 with access to the network for the agreed upon time
period, then it may notify both the server and the mobile client 108 regarding its

unavailability. This may occur due to energy constraints (e.g., a low battery), or other
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between the mobile client 108 and the server 110 so that all traffic between the two is
encrypted. The transport layer ports may be kept in the open and not encrypted to
provide visibility for the network address translation functionality at the ad-hoc service
provider 106.

[0058] The handoff of the mobile client 108 may be performed in a variety of ways. In
one configuration, the mobile client 108 may maintain a limited session with multiple
ad-hoc service providers 106, while using one ad-hoc service provider 106 to access the

Internet. As described earlier, this approach may facilitate the handoff process. In an
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during the est abli shnment of the session. A session may

Bencedbiabliprer] tbeit HewHoABY BT shstehinciow it impimentod as
R&aWale 81190f?v9ar5 I'Ef%iaelﬁis upOElatilg p%rtpc%ia\{}ea%ghéﬁl%n AR éle%lgn constraints

imposed on the overall system. Skilled artisans may implement the described
functionality in varying ways for each particular application.

[0061] It is understood that the specific order or hierarchy of steps in the processes
disclosed is an illustration of exemplary approaches. Based upon design preferences, it
is understood that the specific order or hierarchy of steps in the processes may be
rearranged. The accompanying method claims present elements of the various steps in a
sample order, and are not meant to be limited to the specific order or hierarchy

presented.



encrypted. The transport |ayer ports may be kept in
the open and not encrypted to provide visibility for

wo b@ofatisor k address transl ation functional it yPEr/Us1ve8/073321

ad- hoc service provider 106. [0058] The handoff of the
nobile client 108 nay be perforned in a variety of

ways. In one configuration, the nobile client 108 nay

[oabAt &h& pRevidudi de%'lpir%ﬁsmmm&htonéﬁable%@ d@éﬂs&hoé-killed in the art to
service providers 106, while using one ad-hoc service
praoiéedthe vOBUs @spestsedesctibgsl hercier Nerioupsnageldeationetp these aspects

e Ler,..this a oach na aci,l i tate .the handoff .

Bt e e aBRP LY RGP JEMed B M i D€ aBipsptes defined
Bére@Nhayl 08 apiiedae BHicd@speatshanaef the enlints wheaidbt reRREIas be limited
In this configuration, the nobile client 108 may . )
teathet aspectashayer horsin, byt ivfo heireordes thecallprens a@issstenggvith the
Bl AL Rt DANGR e I HE TRBNY Sl TP hort i TBH o mean
tdhe ack bnig drics tunhdse ptdificatiyr soephteddbhtormtiservnc ®r more.” Unless
pro&jd?r 106 needs to discontinue its service. Wien :
pretiseily setsdoptheydss Hicetern “eyBF | Ecferite ppe P& ey Prrnoyns in the
hRsdu@inend %.C his:) M PHENh 8 FdhinfRr £itncatts ReGd S %.g.‘, §€r and its) and vice
provi der 106 to access the Internet. Persisténce of

vérea.t ddingtuchetlwednfuhéteonabbquiealeits émtheaglemertie of drevearious aspects

GPuPeL tidotiahis BB n Rl wf KFPEh of et e lo GOREIT to those
bf otdifarhaskaiiftihe neess &fpréssAPBicb®osdtéL MbredDByafcerence and are

greater than the capabilities of the available ad-hoc
ygngded do dreognapaipessedaly theeplatie  Adericpecrc nptdie dipglopaglyherein is

BFGRE LA B RN B A Py i oy
tocaes aethealsins OWi@l clagh efdnhal liytoalee esstroztd tihddr éh@proRBéons of 35
service providers 106 sinmultaneously using a different
Ursaﬁséé1£ Stxth prrageph. wHlcyoRe skamang & pkesseicciieibusing the phrase
t s W [ S | X . .

ACrR ORI e HES P R SRR LR, 156 Ao 58I using the phrase
titéf for&nt channel s nay be used. If the nobile client

108 has only one transceiver available, then it my
distribute the tinme that it spends accessing each

ad- hoc service provider 106. [0060] Those of skill in

the art would appreciate that the various illustrative

bl ocks, nodul es, el enents, conponents, nethods, and

al gorithns described herein may be inplenmented as

el ectroni c hardware, conputer software, or

conbi nations of both. To illustrate this

i nterchangeability of hardware and software, various
illustrative bl ocks, nodul es, el enents, conponents,

nmet hods, and al gorithns have been descri bed above



generally in terns of their functionality. Whether
such functionality is inplenmented as hardware or

wa@ odovmaries depends upon the particul ar appl i cat POTUSIVES/073321

desi gn constraints inposed on the overall system
Skilled artisans may inpl emrent0 t he descri bed
functionality in varying ways for each particular
application. [0061] It is understood that the specific
WHAT & CchihevaErphng: of steps in the processes discl osed
is an illustration of exenplary approaches. Based upon
design preferences, it is understood that the specific
or der lor hieCBICEHPIIFISECeps in the processes may be

rearr anged ' t . ' .

cl orent o of PR 5 RERAT Kt 8088} P SR FRERLonol session

aiith ancid-heasetvitcopbeider aid € ehobde tchentsye i dniabligy thermdalyile client to

hi erarchy presented.[0062] The previ ous description is

&mﬂ&@&nprsﬁéiﬁraéu%@ thevghoihe afibop servich PFRaddrt to

practice the various aspects described herein. Various

nodi fhcati RS depvdrNEs&IARPECghMih| tHRe pfRBGIAGY system. is further

apparent to those skilled in the art, and the géneric

porifigeigsl tesndeltithe thohde elient hayutpertaihplenenpted detattennel through the

a(?_ﬁgctes. Jhus,  the.clains are not intended to be

ft ?%5V?%pgﬁ% 53%&%?% &hown herein, but is to be

accorded the full scope consistent with the |anguage

cl ai nB, wheheigerveef of esdim tio vaiereh et@NprdcBssidie system is further

Si nfgul ar is not intended to nean "one and only one"

eenfreecdsioatsera it pspsien key fpethe wgtypos gomfrol spssiopwith the ad-hoc
. s o ) ' . '

R e oty ERACE CEiehl SBhaich, UL A0 cHE el Ronk B S SER with the

mabdeitlione, Wieergin thdfis) sdssioh kdeistdifferertnfiror i snonheutien key.

gender (e.g., her and its) and vice versa. A

structural _and functjonal equi,val.ents to the el enents

of | thd var TBUsREpett ¢ B ot PHECFIE hPEUBRSTE Athi gorem i further

B i puREUoercb 1 ARRLIHENRAMLCerVidd BrovideiBhd frsb Seskida Wyt crypted
those of ordinary skill in the art are expressl

withor patlistlen fhethsi serisy apéfreqcgcieoranie mobile shiemdbe sqcond session
e enconpass by .t.he clais, reover, nothing

g?ys%l}cﬁpgpocﬁ Wgﬁgllerﬁ{llbllc ?(e goﬁégécsise{\ée be dedicated to the

public regardl ess of whether such disclosure is

expli 8itl yTheciched of didim dl aiteein NeheC badcasstlgegstemi $s further

to be construed under the provisions of 35 U S. C
@i}gungﬁuﬁl&%ﬁt%%,admﬂCégalqwowwrﬁstaggé@ﬁ Fagpigd control
5%%%5%11;{% Q@.ngerpﬂgﬁgﬁg,-&egpans. for" or, in the case

of a nethod claim t ellerrent is recited using the

phrase "step for."WHAT IS CLAIMED I S: 1. A server,
conpr bsi ngTha grovessiagmsyistvarergonfhiegprasdssing mabtamaiin further

gg]nfsgrﬁ%gdy %t aeu(%he%%rc]gtre (Hle Thobile Clent to establish the encrypted control session

with the mobile client.

7. The server of claim 6 wherein the processing system is further

configured to authenticate the mobile client through the ad-hoc service provider.

8. The server of claim 7 wherein the processing system is further
configured to communicate to the ad-hoc service provider and the mobile client that the

mobile client 1s authenticated.



wi th an ad-hoc service provider and a nobile client
whil e enabling the nobile client to support an

wepwoppiied data tunnel through the ad-hoc servPCEUS2008/073321
provider. 2. The server of claim1 wherein the
processing systemis further Zonfigured to enable the
mobi l e client to support the encrypted data tunne
through thehadsche SErNdife 1PHEERT theO ptdd8sshf)) ¥§5tem3is further
The server of claim1 wherein the processing syStemis
tenfiguead oadsisyur esfableshingeam chénypticd swatrploseskiey Hepweanhide ad-hoc
encry teg con%lwrna§FS|on with the ad-hoc service
%?8& V‘% secon &8%i on key for the encrypted
control session with the nobile client, wherein the
firsti@essiraa kEWﬂiSfdﬂéﬁﬁKEﬁﬂxi@ﬂnﬂkhpnﬁﬁﬁmﬁﬂs&ﬁ&&iQﬂihﬂhm
key, 4. The server of claim 3 wherein the processing
wgigélrﬁq © 355ist H)ef«‘stélziwmn@uﬁhwnﬁfcyplféc@nve pessipnt iggween”the ad-hoc

8y 05 e\f 'aﬁ tH%rIﬁ ecrhe{lh{}r eh&% Saes%§§1(91{"ké§ﬁt¥ one of the mobile

encrypte or the server “and receive
tliconnatdh edmob sérelce Iplrce»ndiertalné ps@dding tixesssion kketo the other one of the

encrypted with the public.key for the server. 5. The
g@ﬁd%?h%ﬁa%¢g$Hpﬁs ?BVW“r “he processing systemis
further configured to authenticate the ad-hoc service

provi der t¢h83&§@%|§hcﬂ£ﬁl@ﬁGﬂkﬁ&ﬁdﬂﬁoghk@&mﬁﬁ%§m&ﬁ is further
with the ad-hoc service provider e server of

@cpréigweﬂ ghessist in ﬁﬁ@blfsh@@e@gmgry@gﬁsit ‘é)rliif-fph sersmonﬁéatween the ad-hoc
10%%93%816{# a%datﬂg %0%1168&16% t) neerln SGSSl nhke%yhand providing the

he encrypt € SESSi 0N "W

mblbh ®egtd BBthd-héc s&hﬁef‘p@d\)&i@d’r aﬁﬂ thed raoilcGelisher ei n t he
processing systemis further configured to

aut hen |cat t he nobj client through the ad-hoc
servi éi» prE ¢ gReFver got ﬂi@émselr JRICTR A PFACY e Sa Y fie further

?e?i' aSyst! 1%%5&&)11%15{5% her £ QPhtb@Uiededs0liRo W&'eﬁ &h€ ad-hoc
to t -hoc service provider and the nobile client

mhamephamhmbnddwahM®hmﬂthauthent|cated.9. The server
of claim1l wherein the processing systemis further

configuredto assist.ipn.establjshing an encr.ypted .

cont o sedB R Bbt techiEnds ntRan dd hrERIB Vgp s further
astiguRet f@@ésﬁs@ ifil dseblishid® thd RBcr§Plcd ek irélbssClift MeBveen the ad-hoc
wherein the processing systemis further configured to

saysice pravidesgnaha mabilgyclidng b mengsplingie distasy link eagypien key and

Ell%tv 1?&1 %%rquss hﬁﬁ eﬁgrryéfl&f kegf tg\ﬁléj&; hgpger&lgg BM(#‘?IIF %ind the mobile

recéi ving a‘sessian kKey trom onée
otidait.| e

14. The server of claim 1 wherein the processing system is further
configured to support a handoff of the mobile client from the ad-hoc service provider to

another ad-hoc service provider.

15. The server of claim 14 wherein the processing system is further
configured to support the handoff by establishing an encrypted control session with said

another ad-hoc service provider.

16. The server of claim 14 wherein the processing system is further

configured to authenticate the mobile client with said another ad-hoc service provider.



client and ad-hoc service provider and providing the
session key to the other one of the nobile client and
wa@oadeohozs1ser vi ce provider. 11. The server of clBECTUS2008/073321
wherein the processing systemis further configured to
assist in establishing the en¥ ypted control session
between the ad-hoc service provider and the nobile
clieng7by gge esreﬁtelr NG R3S 36 ORhkeh amnd &5&%@@ n@sﬂeﬁﬁ is further
session key to the ad-hoc service provider and
pesfiguecdc Itd emmmmmaterh@ thermebilofcliettathat Ih@\hm‘telen cltlehé has been

tﬁ Caeﬁ%h sal Wlh%r% ther &pnfl gred to assist in

astbl g an e cryp e ;T EFEEY T Nk bet ween the

ad- hoc service provider and the nobile client. 13. The
servei8of Thaismk? shetainn 14 heh@encelssipigeesying esystem is further
further configured to assist in establishing the

tp winnertets handRiflyt wesesingnig. epbhisking gy pregypted control
pcrsg’iWr %@trwe@ﬁ] g?(lh *AﬁotﬁQPAd fo iei'\%g \g%dgfeﬁﬁf @t 'nﬂ)%H@ client.

W reless encryption key a providing t
W rel ess Ilnk encryption key to the ad-hoc service
pr ovi der aihble tdeevemodl Ickiml il &nwhertwh, ththeremsyeg sybtem is further

Foetth BaorD! P Eh BE R 17 CTTe! SEBIHnGPAgh pgppid another

hd-a8 §dieicadrdiader 384 HcGRoMIONMIcHEDy béhctRibheyes@éh k& Cand providing
service provider. 15. The server of claim 14 wherein

theseysiandeydp nyd epetheinad-koc serviproprowidar inglihe aobie sligior t

the handoff by establishing an encrypted contro

se33|9@ Mﬁk‘ g% QO Tﬁ her ad-hoc service provider. 16.

The server ereln t he processing system

i's furthernmamiﬁgwnaﬁngalammhemhmaab@upp@¢aﬂbhh@pmdchﬁlumnd
client mnth sai d another ad-hoc service provider.17.

tuehan Adrhagrsepiich IfPYIECHABY ei n t he processi ng system

i's further conf mual%ﬂn&lﬁmgomr%ﬁ&@a{ea LoD e f0RR Ivﬁth an ad-hoc

client that the nobile client been aut henti cat ed
wirviee paoddenotdne mabile hdiens ehile caalpmey thdemobikBclictihdo support the

server ejp the roce |ng systemis
ey Sen G atheh R S Bos v REPRIRELI T by assi sti ng
in establishing an encrypted control session between

sai d anot hghe s&hvOIQST SARVIEER hBrieRVihg @icad§ ebrtdd@bIMpbhE @nobile client
client. 19. The server of claim 18 wherein the

[ Boeel apgneysted mafastupngltih eenfieyrdd tguanablctte mobile pligny to support
g%f%%’h%?#é% %! BNEEAPIHEdaFOR LRl FF5TEAM0 BRIURRD

22. The server of claim 20 wherein the means for maintaining an encrypted
control session with an ad-hoc service provider and a mobile client comprises means for
using a first session key for the encrypted control session with the ad-hoc service
provider and means for using a second session key for the encrypted control session
with the mobile client, wherein the first session key is different from the second session

key.

23. The server of claim 22 further comprising means for receiving from the
ad-hoc service provider the first session key encrypted with a public key for the server
and means for receiving from the mobile client the second session key encrypted with

the public key for the server.



ad- hoc service provider and the nobile client by
generating a session key and providing the session key

wo o00sar@sanot her ad- hoc service provider and tPeT/Dsimw$/er3321

client. 20. A server, conprising: neans for enabling a
mobile client to support an ehtrypted data tunne
through an ad-hoc service provider; and nmeans for
Mai nt aj Ni NGLARQBCHY ﬁﬁi%j 20 %ﬁﬁ&lcoﬁﬁﬁﬁi %r}n&nfs rfof’iﬁluthentlcatlng the
ad-hoc service provider and a nobil i ent
edrhpd ispyiaehpronsist Ite astabbsht theo eswpt@dtcomrel é%’@lO}lpWéU the ad-hoc
data tunnel through the ad-hoc service provider. 21.
THECBIVE of cl ai m 20 wherein the neans for enabl i ng
the nobile client to support an encrypted data tunne
i s copf.i guThe s¢rocresadlbien RO dunid?i doenpeisingnhedns foripberdticating the
the_encrypted data tunnel through the ad-hoc service
B8y algrt festahdish dhos@erypiesl conpral seavioepiththemgpils dignt.
wherein the nmeans for maintaining an encrypted contro
sessi og, Wi ifie 3hvadNI8inP S WhERIPHR VLR f&nguﬁelma%ﬁg?he mobile
client conprises nmeans using a first session
tlont t ik ecodfignyedt & authnntmale é‘.l&smaimlev\pmemttthmugu thocad-hoc service
ser%kce provi der and neans for using a second session
Gr the encrypted control session with the nobile
cllent wherein the first session key is different
fromphe SEROBehvSESBIIRM B Yurts. comIpEisiHE Mi&ns @br €dranThicating to
22 further conprising nmeans_for receivi fromthe
d@c§§tfqued§o‘ﬁfiqu dhe mphbile ¢liept t@éﬁ@,r@%aq@étyent is authenticated.
encrypted with a public key for the server and neans
for regeiv b g
essi o key 2neryT 4GB ot MU RbmbISne BRORE, for asising in
seahishingn dhoeypset sweitrobkessioai lmtxﬂébnf the takiéroccsemﬁxrei siongler and the
%ﬂ for authenticating the ad-hoc service provider
PEPUe eliEti sh the encrypted control session with the
ad- hoc service provider. 25. The server of claim20
furtheg compe s&\ODIRAMD & Pherdidlthe Rchidfol BEiding imeRhbIBhing an
client to establish the encrypted control session with
@rkvéynrt@cb icheirql| seesien betgveerribe gethee seiicecpraivider Bnawviks glopile client
seg%‘?e n? %ore}r%% h\%ﬂ% Iacs%%smr?lﬁé hFrom)bﬂel St tﬁl | eo%ﬁl cﬁent and ad-hoc
con i'gure 0 au mobi 16 CTITent  tAro

tdieica@rdvader 984 Vicads ik Qydeing tBrsessibe ke to/fe obtfer @h@bmhe mobile
26 further conprising nmeans for communicating to

client and ad-hoc service provider.

30.  The server of claim 28 wherein the means for assisting in establishing an
encrypted control session between the ad-hoc service provider and the mobile client
comprises means for generating a session key and means for providing the session key

to the ad-hoc service provider and the mobile client.

31. The server of claim 20 further comprising means for assisting in
establishing an encrypted wireless link between the ad-hoc service provider and the

mobile client.

32. The server of claim 31 wherein the means for assisting in establishing an
encrypted wireless link between the ad-hoc service provider and the mobile client
comprises means for generating a wireless link encryption key and means for providing

the wireless link encryption key to the ad-hoc service provider and the mobile client.



the ad-hoc service provider and the nobile client that
the nobile client is authenticated. 28. The server of

w@b@omeddds f urt her conprising nmeans for assi stiPgI/iUs2008/073321

establishing an encrypted control session between the
ad- hoc service provider and t¥#e nobile client. 29. The
server of claim28 wherein the neans for assisting in

est abhi shi e aRrRPIYBLRE BORIAIRE ®RFHAHY BRIMESH: Liishorting a
ad- hoc service provider and the nobile client

bandoffi afdtbe mokHe cliont frase diovddgpcasesaespromideeio fnoghar @ddioc service
of Hpe nmobil e client and ad-hoc service provider and
ReINs" f or provi di ng the session key to the other one
of the nmobile client and ad-hoc service provider. 30.
The sa4ver Thé seivai of 2BinM38rehdreinhibe means Hrosuppdingtd Agndoff is
in establishingﬁan encrgpted control session between

EQrIgaERAHB U he dapdod{ Py estabiishingie sispipted conjrahtession with said
%ﬂﬂﬂﬁ%ﬁﬂﬁﬁ@%@ﬂ% [QViggenerating a session key and neans
or

providing the session key to the ad-hoc service
provider and the nobile client. 31. The server of
cl ai 320 f Uh¢ kevercohgring B A durtieamenfpoisingsséatsifogaithenticating the

est abl j.shing an encr d wireless.|ink between the
R E I PP B POdIeH B S0 T RE DO ol fent. 32, The
server of claim31 wherein the neans for assisting in

est abBé.shi Mhe s&rvenst ypihe ds Whrtiedr @8mplisink h&inwegeNcdr@unicating to
ad- hoc service PTOVIder and the nobile client

thermpebileadichpthasthe pobylsrbient has dpoan withenticged|wiglisaid another ad-hoc

r ' key and neans for providing the wireless
%?ﬁfggﬁ%%ggtion key to the ad-hoc service provider and

the nobile client.33. The server of claim20 further
conpr B3i ngTheaaser of clain 38rwherginathb anchaf fforofuppheing a handoff is

nmohile client fromth - hoc .service provider to

8‘?@(@}&‘?‘1 HH-S‘FRPB%&MWEO%?‘M ARSI, eﬁ%élsglagva@r ergrypted control
GdsSibMb3Rv ek 84if laRothBEadBRANR i proWRIRPATd hE npbhardaftf is
configured to support the hand%ff by establishing an

encrypted control session with said another ad-hoc '
servi & pr &h¢ dever gbclamhg’sweherein bf nedaas fo3gipbartinges handoff is

[isi ns. for ticatin h il Lien .
FIFTRE E3)0RTER B0 AR AL bR PR GhL Bhveon s
sRytN@radifocCdetrlied plovider bhetheCROPild Slidhg byBRAGrafiff a session key and

conmuni cating to the nobile client that the nmobile
provisheg e seyirkeyie Mifeneaeed-hacwrdes rrowder nerthamobye client.
39. A method of providing security to a network from a server, comprising:
enabling a mobile client to support an encrypted data tunnel through an
ad-hoc service provider; and
maintaining an encrypted control session with an ad-hoc service provider
and a mobile client while enabling the mobile client to support the encrypted data tunnel

through the ad-hoc service provider.

40.  The method of claim 39 wherein the mobile client is enabled to support

the encrypted data tunnel through the ad-hoc service provider to the server.

41. The method of claim 39 wherein the encrypted control session is
maintained with the ad-hoc service provider and the mobile client by for using a first

session key for the encrypted control session with the ad-hoc service provider and using



service provider. 37. The server of claim 33 wherein
the nmeans for supporting a handoff is configured to

W@ apoediss he handoff by assisting in establi shP@yuszwos/073321

encrypted control session between said another ad-hoc
service provider and the nobi3® client. 38. The server
of claim37 wherein the nmeans for supporting a handoff
b %ecfdﬂﬂtseﬁﬁoﬂ?@af fod WREehdrPhtad sbritfol IsBssisht @Rh &@masﬂé Bﬁ‘ent wherein
encrypted control session between said another ad-
therfubtoesyirrokdyde diffmentfioen thelse¢andskisemtkayy gener at i ng a
sessi on key and providing the session key to said
anot h ad v [ - [ n
R R R
s@vi¢e provddmtht Firngsesdod ey rgcgpredbivitie aqhibﬁhﬁtkeyofor the server and
support an en pted data tunnel through an ad-h
Espyingefroinghe &@%ﬂe sHentrie ﬁwpﬁﬁﬁ“@l%nkeéfnwgm@dwab r‘i]@f‘r pyblic key
ﬁf§ﬁg§9“%nth an ad-hoc service provider and a nobile

i ent ile enabling the nobile client to support the
encrypted data tunnel through the ad-hoc service
provi d&r . Ibermhbxhefhbdndﬂ)ﬁhﬁmnweﬁmmhmgehMKmhengtheadhoc
nmobil e c ed to ort .the.encr. ed ta .
PR PrEHAS o TRt ote Bl BEMIR! Gruat T fread Rod serviee
pRNURE. 41. The nethod of claim39 wherein the
encrypted control session is naintained with the

ad- hoc service provider and the nobile client by f
usi ng#% fi T8¢ mesked eh clagy Iofurthee campriyipe eﬂ@tf@aﬂ@é\t@g 'the mobile

Slfeie 'toogsté@htsltﬂ the@%c@% C%Pﬁ‘ rs\éks‘f@n &Etﬁgﬁedrﬁg 1"1%1 ie §I nga
second sessi on ke or e encrypte con Séssi on
with the nobile client, wherein the first seSS|on key
i s di #if.er efihe fmahod foé deooAd whesinorhekeybildliciiheés authenticated
dof elaim4 1 further conprising receiving from
gﬁ fgﬂhﬁﬁ%%g%F@V@%pﬁP’ der the first session key
encrypted with a public key for the server and
recei ¥6.ng ThOMecide dmmlﬁlQSCﬂuftﬁéﬁcohPﬁlsﬁl%%ﬂﬂnﬁﬁéa%&lg% the ad-hoc
key encrégfed with the public key for the server. 43.
Thelcaprcvaesr ghd dicanehiRalicnirthatche gwhide rl4¢mép authenticated.
aut henti cating the ad-hoc service provider to
est ab)i sh
ad- hod ser viiE AR Bt 30 b e R AR Ry sysblishing an
Enurited canrgbséssion Hedidchelnd adshéd degvitdpronialer hiedl thk inebile chent.
establish the encrypted control session with the
nobi | & . [

.Cl ! %ﬂé ‘method of claim 47 wherein the establishment of the encrypted
control session between the ad-hoc service provider and the mobile client is assisted by
receiving a session key from one of the mobile client and ad-hoc service provider and
providing the session key to the other one of the mobile client and ad-hoc service

provider.

49. The method of claim 47 wherein the establishing an encrypted control
session between the ad-hoc service provider and the mobile client is assisted by
generating a session key and providing the session key to the ad-hoc service provider

and the mobile client.

50.  The method of claim 39 further comprising assisting in establishing an

encrypted wireless link between the ad-hoc service provider and the mobile client.



45. The nethod of claim 44 wherein the nobile client
is authenticated through the ad-hoc service provider.

wa@20090@as4ret hod of claim45 further conpri si ngpCT/US2008/073321

comuni cating to the ad-hoc service provider and the

nmobile client that the nobil elient is authenticated.

47. The nethod of claim 39 further conprising

assi stiNg irhc eadtRR LSRRG 80 vARSLIN Qh@%ﬁagml{n%m %@Stﬁe QAcrypted
bet ween the ad-hoc service provi der and the nob

viitcksns hnlmetwme tlma@&rbdc efrvisk gironidat wdet&leumhlhecllent is assisted by
esr{e?at%{(#gﬁ gxglef% V1 Cteerﬂgryg)ﬂg%}ég § zgrgd d&gﬁ%ﬁ%@% %vsirse ei%? D ter\{\éery]gg]tlon key
fastht S8-8dc byrvice pedwddrana tieasshiiclieay from one of t he

nobil e client and ad-hoc service provider and

providing the session key ta the other, one of the

mobi | e2cl i &Rt MerpdaRf- Heje? 38 futhee cpmpyige supppgtingrpdandoff of the
HEBHQ 911‘9% f&h@ﬂh@aﬁzlowg%f‘c'e 6&&61‘%& taﬁ(ﬁ 15%1 I‘E& s@lnvlce 0V1der.
t a ce

encrypted control session bet ween o servi
provi der and the nobile client is assisted by

gener at.i ngThe segwidar claay SQthmelovhajhm@ofﬂlesmsEtB@by kstyblishing
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assisting in establishing an encrypted wreless |ink

bet ween t hgh@ahdisd 5€CMire 520 Fidthctl @bmdrsing hathvahiédtidg the mobile
client.51. The nethod of claimb50 wherein the

eligna Biithshidernpthsr ad-Hac sgneicy Proverohi r el ess | i nk bet ween
the ad-hoc service provider and the nobile client is

assi sed bi‘h&ﬁ{éﬁg ﬂto!f%ﬂa]u’ﬁ S‘Nf*lﬁﬁiﬁfscéﬁlg;ns %Bﬁ{r{&%a?iﬂg lﬁ‘ﬁ}he mobile

and providing t W rel ess Fion ey to
elienin olcat gbe mabéleprlewi Her bamdatthentiombd Iveitic bdie rinothb2 ad-hhe service
neth d of claim39 further conprising supporting a

f of the nobile client fromthe ad-hoc service
prOV|der to anot her ad-hoc service provider. 53. The

met hogde of ¢hahiftid hesigi 92 hachandahidofsissy eﬁ%@v RWisting in
est abl i shing an encrypted control session with sa

evidtlvbinga-ammetypiasranngel prspion detwees saidrmether pdrbac @¢mce provider

&%hghﬁ%n %h&ﬂer conprising authenticating the nobile
Lent Wt sai d anot her ad- hoc service provi der. 55.

The nmet hod of claim54 further conprising

conmup?.cat Thgniethodhe chaitdi Iewhért@nthe hinaloff Beupmbdicd ey assisting in
client has been Q#thentlcated wth sajd %1oth%7 ad- hoc
gdelhs lélgﬁhq)g}ca_‘g}te control session between said another ad-hoc service provider
and the mobile client by generating a session key and providing the session key to said

another ad-hoc service provider and the mobile client.

58. A machine-readable medium comprising instructions executable by a
processing system in a server, the instructions comprising code for:
enabling a mobile client to support an encrypted data tunnel through the
ad-hoc service provider; and
maintaining an encrypted control session with an ad-hoc service provider
and a mobile client while enabling the mobile client to support the encrypted data tunnel

through the ad-hoc service provider.

59. The machine-readable medium of claim 58 wherein the code for enabling

the mobile client to support an encrypted data tunnel is configured to enable the mobile



56. The nethod of claim52 wherein the handoff is
supported by assisting in establishing an encrypted

w@oowad1ssessi on bet ween sai d anot her ad-hoc SPCT/USI08/073321

provider and the nobile client. 57. The nethod of

cl ai m 56 wherein the handoff 3% supported by assisting

in establishing the encrypted control session between

§1@én@l @RS PR thrRAnB/PtcICdad Gfnbr @Ndn%%rth@ré@l Hod&c P& igl%vider to the
client by generati'ng a session key and providing the
$¥%Yi on key to said anot her ad-hoc service provider

and the nobile client. 58. A machi ne-readabl e nedi um

conpr 56" ngThQ Sﬁlﬁéﬁ%é 1? ﬁaab%( erfy&iﬁl?ll of bé{alﬁl [0 %\ﬁl%iséupgt g code for
system’in a ser € I hstructions conprising co

faintaiging ini angry@tdmuimlntrel sdskiemtwithcarsatpRey $eraide pfmﬁdeptaﬁdi a mobile
data tunnel through the_ ad-hqc seryvice provider;

and
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enabl i ng the client to pport the encr

datteo] sesstoal witththo ugdbilichvdicaid whoeisthe firgesegpiovkayes difi@ent from the
The gachln -readabl e nedi um of cl aim58 wherein the

EGaRY POPIOBIEBI i ng the nobile client to support an

encrypted data tunnel is configured to enable the

mobi | gel i eMhe trRachURPREdabld encRINGH Yot 8dinglajoa wheRtnelthe instructions
t hrough the ad-hoc service provider to the server. 60.

ﬁ[ﬁ@leﬁﬁ@lﬁpﬂ@ sasiediablreccivenll frrmothecidaion S8vigheraider e first scssion
EOdg d:r%po wlltﬂt lﬁ)llCQ( S} 89 i rs%P\;e?%n& % (ﬁ [ f"or ré%e%vsmé) %orn {he mobile

C serv e pro er and

elﬁmaw tHesseSoreiagesidrokeyusicRgtal Fith ﬂie ibEe k@}ﬂfdﬁeh/e sfe@\FerI he
encrypt ed control session with the ad-hoc service

provi der an for ng second session key f
t he eﬁ%rypif g%l 4 tqﬁoqea@i PR (] £lAEn b herea) |ﬂé<‘mmstructlons

nheke EH?@ f:d)([es for Sﬁﬁ%’nﬂ@a‘[ﬁ@y‘[hb Sidddef s%'f\ﬁglib Ipfd'v?dpr tth&stablish the

secon ssion key he “machi ne-r ead e mediumo
cihaypred Contiod sasision theh thnsd-+hoc sérers pfamiddier conpri se
code for receiving fromthe ad-hoc service provider
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elrihencombfses @W%r%@lﬁfelnﬁ&tﬁ%yth@ NEEBIRt @tknwitd RsthBIBsh the encrypted
public key for the server 2. The machi ne-readabl e

predifol esefonayidi e 2bilReheitn t he i nstructions further
conprise code for authenticating the ad-hoc service

provigder teneshallinSfaliflfe medium of claim 63 wherein the code for

authenticating the mobile client is configured to authenticate the mobile client through

the ad-hoc service provider.

65. The machine-readable medium of claim 64 wherein the instructions
further comprise code for communicating to the ad-hoc service provider and the mobile

client that the mobile client is authenticated.

66. The machine-readable medium of claim 58 wherein the instructions
further comprise code for assisting in establishing an encrypted control session between

the ad-hoc service provider and the mobile client.

67. The machine-readable medium of claim 66 wherein the code for assisting

in establishing an encrypted control session between the ad-hoc service provider and the



encrypted control session wth the ad-hoc service
provi der. 63. The nachi ne-readabl e nmedi um of cl ai m 58

wob@wmeRa154 he i nstructions further conprise codeCt/082008/073321

aut henticating the nobile client to establish the

encrypted control session wit¥ the nobile client. 64.

The machi ne-readabl e nmedi um of claim63 wherein the

6R88: tREnt YDA AL If&grekaemgvab@,elsﬁp& ké@Rbrd Sne of the mobile client
configured to authenticate the nobile client through
tirbacroh s vise puavdder pind eode for gevidingeheraeshion ey dadznother one of
HPQ£%ﬂkQ£iﬁJ%b“‘§ﬁ,“hﬁﬁfiq ng,instructions further
cgnp?lse &Qdfé fgr ¢Sl ﬁ%ngﬁg to the ad-hoc service
provider and the nobile client that the nobile client

I s autkent Thamachin6bcaddble nisadtm oeelaadabiherdiethewod®for assisting
claim58 wherein the instructions further conprise .
Bowtablighing ag pagrypigd conted sassiandistwigendhe adrbp§ prgige provider and the
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ERIERLeRSR DRePRASRP hRRAL DL RAnN SORX el i
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establishing an encrypted control session between the

ad- hoc,seryjce ovi de nd t.henohil.e. client comrise }
code For 1 LhE TR SRy Hhirbr” S The Tuctons
Hﬁ*ﬂﬂef @pﬁbﬁ@éod@%r Qﬁid@i@g i @kidbEhinl &Y leﬁ’&&pt@@ i€ 1fnRMbetween
provi ding the session key to the other onhe of the

stidthocspivegstpravideragard Hbemebie lécat.pr ovi der. 68. The

machi ne-readabl e nmedi um of claim 66 wherein the code

for asgisti i Lshi > r o
sessi o bet HemthREtakhE M B QUG KOMEEGEIL Ble for asisting
imdstdbeisking @ntencpridi sedesdiltk bawegetheradthdegeavisep®ivialer and the
key.and code for providing the session key to the
wﬁﬂ%@ﬂ%r%ﬂn&gwﬁ 64t SSRRrating anBelps WK enpryptgg. keppand code

P%%miﬁgefhre% l e;mﬁ%%ggﬁ%{ 1@ Bith 2BnYhEL-ElH gfo!'\‘f?der and the mobile

nstructions further e code for assisting in
elstnabl i shing an encrypted wireless |ink between the
ad- hoc service provider and the nobile client. 70. The
in.the

machi pe-readabl e. medi u f claim wher de .
Tor "adli st g MaeniEe e iRk dneip S Nl € Snstructons
Fuirther @%Pﬁﬁf‘c&d&efoﬁ@pﬂﬁﬁﬁﬁg laVHa@B8oBrdP\thé @fobAB LA from the ad-hoc
nmobil e client conprises code for generating a wreless

paryike eravidepte Hivthaypddg seatre D5ddstdi ng the wirel ess
link encryption key to the ad-hoc service provider and

the mppil erfli Gilhine readable medium of claim 71 wherein the code for
supporting a handoff is configured to support the handoff by establishing an encrypted

control session with said another ad-hoc service provider.

73. The machine-readable medium of claim 71 wherein the instructions
further comprise code for authenticating the mobile client with said another ad-hoc

service provider.

74. The machine-readable medium of claim 73 wherein the instructions
further comprise code for communicating to the mobile client that the mobile client has

been authenticated with said another ad-hoc service provider.

75. The machine-readable medium of claim 71 wherein the code for

supporting a handoff is configured to support the handoff by assisting in establishing an



71. The machi ne-readabl e nedi um of cl ai m 58 wherein
the instructions further conprise code for supporting

wa20vanekafd of the nobile client fromthe ad- hoPCHESMWIEE73321

provi der to another ad-hoc service provider. 72. The

machi ne-readabl e medium of cl® m7 1 wherein the code

for supporting a handoff is configured to support the
aAREd coMrBSERRIN BANEG A SRR RIS GRRLEDDroPRIZS htNthe mobile

w th said another ad-hoc service provider. 73. The

pliggiti ne- r eadabl e medi um of claim7 1 wherein the
instructions further conprise code for authenticating

t he ile [ - W ' h - rvi.ce

provi b Tt SRnLAGRR tallih 6F ARl S Hho soode fo

Wpbaing d ledoffas fuithet omsidutid loesssistonfesiablishtdhe fedtrypted control

conmunj cating to the nobhile client that the nobile, ]

tqspignt befascheekl Anetherdar etrrvice hresider #net ther mebilpgdient by

R e S

ponfdegandthetnmisieppiontt t he handof f by assisting in

establ i shing anencrypted control session between said

anot her ad-hoc service provider and the nobile client.

76. The machi ne-readabl e nedi um of claim 75 wherein

the code for supporting a handoff is further

configured to assist in establishing the encrypted

control session between said another ad-hoc service

provi der and the nobile client by generating a session

key and providing the session key to said anot her

ad- hoc service provider and the nobile client.



