VIRTUAL ROUTER WITH DYNAMIC FLOW OFFLOAD CAPABILITY

BACKGROUND
[0001] Computing devices in a software-defined network may not have physical
connections, but may be virtually linked to one another. Software-defined networking allows
networks to be managed through abstraction of lower level functionality. A control plane in
a virtual network usually makes decisions about how to route data packets of network traffic
from a source virtual machine in the network to a destination virtual machine. A data plane
forwards network traffic to selected destinations. In a software-defined network, methods of
network virtualization decouple the control plane of a network from the data plane.
Therefore, virtual networks typically have address spaces that bear little resemblance to the
topology of the underlying physical network which means that traditional techniques for
making networks scale do not work for virtual networks. As a result, routing network traffic
through large virtual networks can be problematic using conventional network traffic routing

models.

SUMMARY
[0002] This specification describes technologies relating to routing virtual network traffic
in general, and specifically to systems and methods for scaling virtual networks by using
virtual routers and flow offloading to route network traffic.
[0003] An example implementation uses virtual routers and dynamic offloading to route
packets through networks. The example implementation is advantageous because it
improves the programming latency, which is the amount of time it takes to program changes
in a virtual network, and scalability of virtual networks. The efficiency, latency and/or
capacity of the virtual network may thereby be improved.
[0004] The details of one or more embodiments of the invention are set forth in the
accompanying drawings which are given by way of illustration only, and the description
below. Other features, aspects, and advantages of the invention will become apparent from
the description, the drawings, and the claims. Like reference numbers and designations in

the various drawings indicate like elements.



BRIEF DESCRIPTION OF THE DRAWINGS
[0005] FIG. 1 illustrates one configuration of a virtual network.
[0006] FIG. 2 illustrates a configuration of an example virtual network.
[0007] FIG. 3 illustrates a configuration of an example virtual network in multiple clusters.
[0008] FIG. 4 is a flow diagram of an example method for dynamically offloading network

traffic flows in a virtual network.

DETAILED DESCRIPTION
[0009] FIG. 1 illustrates one configuration of a virtual network. A virtual network is an
abstraction on top of a physical network made up of multiple virtual machines running on
multiple host machines. Host machines are connected via a physical network, which consists
of top-of-rack switches, routers, and other network entities.
[0010] In FIG. 1, virtual machines A and D are in different host machines (Host_1 and
Host_3). Virtual machines can exist in different host machines in one or more clusters.
FIG. 1 illustrates direct routes between host machines that are point-to-point tunnels. As
used in this description, a direct route is a route between two host machines that does not
include routing through one or more virtual routers. These tunnels may use a tunnel protocol
such as generic routing encapsulation (GRE) which is a tunneling protocol that can
encapsulate a wide variety of network layer protocols inside virtual point-to-point links over
an internet protocol network. Point-to-point tunnels between hosts machines allow virtual
machines in the same network to communicate with one another. For example, direct route
101 connects Host_1 and Host_5. In this example, direct route 101 allows virtual machines
A and B to communicate with virtual machine F. Generally, there is not a direct physical
link between two hosts so packets between the two hosts will traverse at least one
intermediate switch.
[0011] Each machine that hosts a virtual machine in the network has a programmable
software switch 110, 112, 113, 114, and 115. A control plane (102) in the network can install
routing flows on these switches 110, 112, 113, 114, and 115. Each routing flow defines how
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path for network packets to traverse in order for data packets to be sent from a source virtual
machine to a destination virtual machine.

[0012] For example, in FIG. 1, Host_2 has an IP address 10.0.0.2 in the physical network
and Host_3 has a IP address 10.0.0.3. Virtual machine C has a virtual IP address 10.240.3.3
and virtual machine D has a virtual IP address 10.240.4.4 within the same virtual network.
[0013] If virtual machine C needs to send a packet to virtual machine D, the most direct
way for the switch (112) to forward the packet is for virtual machine C to encapsulate the
packet using generic routing encapsulation and send the packet to Host_3’s physical 1P
address, 10.0.0.3. The path from Host_2 to Host_3 may traverse multiple physical network
links, but have a direct virtual path from Host_2 to Host_3.

[0014] However, if Host_2, hosting virtual machine C, does not know the host hosting
virtual machine D, Host_2 may instead send the packet to a virtual router, over potentially
multiple physical links. The virtual router would be responsible for further forwarding. This
traversal through a virtual router is not a direct virtual path.

[0015] FIG. 2 illustrates a configuration of an example network. In an example virtual
network model, at least one virtual router (201) is installed to enable virtual networks to route
network traffic packets through the networks. Virtual routers run on dedicated hardware and
act much like routers for physical networks. Virtual machines do not need to be directly
connected to a virtual router, but can forward packets to a virtual router using a default
routing flow provided by the control plane.

[0016] This virtual network model supports multi-tenancy which means that virtual routers
and hosts are shared by multiple customers running virtual machines in different virtual
networks. For example, there may be ten virtual routers in a physical cluster and that cluster
may have thousands of hosts and thousands of virtual networks.

[0017] Routing decisions for routing flows are made by the on-host switch. If the switch
knows the physical IP address that hosts the destination virtual machine for a particular
packet, the switch sends the packet over a GRE tunnel to the destination host. Otherwise, the
switch sends the packet over a GRE tunnel to a virtual router. By sending network traffic
through a virtual router, each virtual machine in the network does not need a complete

routing table or a direct route to every other virtual machine in the network.



[0018] On startup, each virtual router communicates with the control plane (200) of the
virtual network to let the control plane know that the router is ready to serve network traffic.
The control plane keeps a list of virtual routers in the virtual network and information about
each router including the location and the status of the virtual router. Additionally, the
control plane can send a full configuration of the virtual network to each virtual router. Each
virtual router may be able to forward network traffic packets from any source virtual machine
to any destination virtual machine in the network.

[0019] In the example virtual network, each virtual machine A-E has a default routing flow
(202) through at least one virtual router (201). This default routing flow may be provided to
each host machine hosting a virtual machine in the network by the control plane.
Additionally or alternatively, each host can choose a virtual router (201) to which the host
routes packets from the list of virtual routers maintained by the control plane (200) based on
characteristics of the packets needing to be routed and the flow key or keys of the virtual
router defining network traffic the virtual router is programmed to handle.

[0020] FIG. 3 illustrates a configuration of an example network with multiple clusters. A
cluster is a collection of physical machines connected by a high-speed network, typically
within a single building. Network latencies within a cluster are much better than across
clusters. In an example network, a source virtual machine can send network traffic to
destination virtual machines in the network that exist in different clusters from the source
virtual machine. For example, source virtual machine A may have network packets destined
for virtual machine D, which is in a different cluster from virtual machine A. To transmit
network traffic from virtual machine A to virtual machine D, virtual machine A first sends
network traffic to a virtual router (301) in the local cluster (303) of the source virtual
machine. The source cluster virtual router (303) then sends the network traffic to a virtual
router (302) in the destination cluster (304). The destination cluster virtual router (302) will
then send the network traffic to the destination virtual machine D.

[0021] In an example network, load through virtual routers may be load-balanced by the
hosts. For example, if there are three virtual routers, a host might try to split traffic evenly
across them. To split the traffic, the host might hash an n-tuple flow key that defines a flow
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equal-weight, 5-tuple, stateless load-balancing. Each n-tuple flow key may be in the form of,
for example, a 3-tuple flow key defined by <sourcelP address, destination IP address, IP
protocol>, or a 5-tuple flow key defined by <source IP address, destination IP address, IP
protocol, source transport port, destination transport port>. In order to determine load-
balancing of a flow, a host may hash of a packet’s flow key. If the hash is within the first
one third of the hash range, the packet may be sent to the first router. If the hash falls within
the second one third of the hash range, the packet may be sent to the second router and so on.
[0022] In some implementations, the control plane may program the switch on each host
machine to send only certain types of network traffic to a specific virtual router. For
example, packets to a specific destination network prefix may be directed to a specific router.
In a multitenant system, traffic from certain networks may be directed to specific routers. In
these cases, a virtual router only needs to handle certain network traffic. In some
implementations, packets to a specific destination IP range may use an advanced routing
feature that the virtual router does not support and therefore the packets will not be routed
through the virtual router.

[0023] Load-balancing across multiple clusters may be handled by dividing the network
traffic across virtual machines in each cluster. For example, a route may have five
destinations: two virtual machines in cluster 1 and three virtual machines in cluster 2. If a
source virtual machine in cluster 1 sends network traffic that matches the route, the virtual
routers in cluster 1 must distribute 2/5 of the traffic to each of the virtual machines in cluster
1 and 3/5 virtual routers for cluster 2. Upon receiving the flows from the virtual routers in
cluster 1, the virtual routers in cluster 2 divide the flows equally among the three virtual
machines in cluster 2.

[0024] In some implementations, virtual machine hosts, virtual routers, or other network
entities monitor network traffic flows and reports flow statistics to the control plane. These
entities can collect flow usage information for each virtual machine to virtual router flow. In
each reporting interval, entities monitoring network traffic flows can collect other
information including: the source switch port, the destination virtual IP address, and the
number of bytes and packets in the reporting interval. Each flow can be defined by source
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may collect flow usage information. A network entity, such as a virtual router or virtual host,
may be programmed with a configurable bandwidth threshold, i.e., 20 kbps or 100 kbps.
[0025] Additionally or alternatively, flow usage information may be derived from sampling
(e.g., netflow or sflow) rather than by collecting exact packet or byte counts. In a sampling
implementation, a host or a router reports a certain fraction of packets, e.g., 1 in 10,000, and
the entity collecting the sample can estimate flow bandwidth for each flow based on the
number of samples received to determine a configurable bandwidth threshold.

[0026] As described, the configurable bandwidth threshold may be programmed by a
network administrator or learned in the virtual network. In one implementation, the
configurable threshold is statically configured. In another implementation, the control plane
can adaptively set the threshold based on a number of factors such as the amount of
bandwidth going through the virtual routers and the current number of offload flows.

[0027] Each network entity, such as a virtual machine host or virtual router, can monitor
flow usage information to determine network traffic flows that exceed this configurable
bandwidth threshold. If a network traffic flow does exceed the configurable bandwidth
threshold, the network traffic flow is considered a high-bandwidth flow and the entity that
made the determination reports the flow to the control plane.

[0028] The control plane receives flow statistics from network entities and can offload
flows from virtual routers that meet offload criteria. When a network flow meets offload
criteria (defining an offload rule), the control plane programs direct routes between the
sending host and the destination host of the network flow.

[0029] As described above, FIG. 3 illustrates a configuration of an example network with
multiple clusters. This figure shows an example virtual network with flows through a virtual
router (301 and 302) and flows through a direct route (310). As described above, if virtual
machine A has network flow traffic destined for virtual machine D, virtual machine A will
send the network flow traffic to virtual router 301. Virtual router 301 will send the network
flow traffic to virtual router 302, which will in turn send the traffic to virtual machine D. If
virtual machine A has network flow traffic destined for virtual machine C, there are 2 routes
that could be taken, a first route from virtual machine A to virtual router 301 to virtual router
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machine A to Host_3 hosting virtual machine C. The control plane contains the routing table
for the network, which defines the rules for routing a packet. The rules for sending network
traffic from a virtual machine to a virtual router have a lower priority than virtual machine to
virtual machine forwarding rules, which is the on-demand learned rules for direct flow.
Therefore, network flow traffic from virtual machine A destined to virtual machine C will
use the offloaded virtual machine-to-virtual machine direct route.

[0030] Flows that meet certain offload criteria will be offloaded from virtual routers. Most
often, these flows will be high-bandwidth flows as determined by flows that meet or exceed
the configurable bandwidth threshold. However, the control plane can dynamically make the
decision to offload a network flow based on other flow statistics (as discussed below).

[0031] FIG. 4 is a flow diagram of an example method for dynamically offloading
network traffic flows in a virtual network. A source virtual machine may have data to send
to a destination virtual machine. In an example virtual network, a control plane identifies a
virtual router through which to route network traffic of a specific network flow from the
source virtual machine to the destination virtual machine (410). The host machine then
transmits the specific network flow traffic from the source virtual machine to the identified
virtual router, which forwards the specific network flow traffic to the destination virtual
machine. The host machine monitors flow statistics of the specific network flow from the
source virtual machine to the identified virtual router to determine whether a flow exceeds
the configurable bandwidth threshold. If the flow exceeds the configurable bandwidth
threshold, the host reports the flow to the control plane. The control plane receives flow
statistics about the virtual network including statistics about the specific network flow (425).
[0032] In order to determine whether a flow should be offloaded, the control plane
determines whether the network flow meets an offload rule (430). The control plane may
only consider offloading network flows that have already been determined to be high-
bandwidth flows by exceeding a configurable bandwidth threshold as described above. The
control plane also considers several flow statistics in an offload rule determination including:
the bandwidth of each flow, the aggregate bandwidth going through each virtual router, and
the number of flows already offloaded. Information about flow bandwidth can come from a
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the destination virtual machine is located, from a switch, from network monitoring systems,
or from the virtual routers themselves.

[0033] A configurable offload rule may be set by a network administrator or dynamically
learned by the control plane based on the flow statistics. A control plane will offload flows
that meet the criteria of a given offload rule. For example, an offload rule may be to offload
any flow that exceed 20 kbps. Another offload rule may be to offload a flow that exceed 20
kbps unless more than 20 flows have already been offloaded for the source host of the flow.
An additional offload rule may be to offload a high-bandwidth flow when the aggregate
bandwidth going through the virtual router that the high-bandwidth flow is using exceeds a
configurable bandwidth threshold for the virtual router.

[0034] An offload rule may be determined by the control plane dynamically based on
factors such as: the aggregate bandwidth currently traveling through a virtual router, the
number of flows already offloaded to the given source host, the total number of offloaded
flows in the control plane, and other flow statistics.

[0035] In some implementations, a control plane can preprogram direct routes. For
example, the control plane may program direct routes for all virtual machines in the same
subnetwork if the subnetwork is sufficiently small. In another example, the control plane
may program direct routes for all virtual machines in the same network if the network is
sufficiently small.

[0036] As described above, the control plane offloads flows that meet offload rules or are
preprogrammed by installing direct routes between sending hosts and destination hosts. Once
a network flow is offloaded, subsequent traffic of the network flow routes directly from host
of the source virtual machine to the host of the destination virtual machine without going
through any virtual routers.

[0037] The control plane can expire and remove offloaded flows for various reasons
including determining that the offloaded flow is no longer needed. An example system
removes offloaded flows when the source or destination virtual machine of the flow has been
deleted. In some networks, an offload flow can become invalid when the network
configuration changes. Flow usage statistics can also be used to determine whether to expire

or remove an offloaded flow. As described above, flow usage statistics can be collected or



sampled in order to determine the usage of each flow. An offloaded flow can be
expired/removed if it has been idle a predetermined amount of time or if it has been used
below a threshold amount for a predetermined amount of time.

[0038] Host machines need to quickly detect and react to virtual router failures in order to
continue routing network traffic. To determine virtual router failures, the programmable
software switch on each host can establish a connection to each virtual router in its local
cluster and use inline health checks to detect failures. Cross-cluster flows require sending
network traffic to remote-cluster virtual routers. Therefore, each virtual router needs to
health-check all remote-cluster virtual routers. To check on the health of a virtual router,
each host sends a message to the router periodically. The virtual router replies with an
affirmative or negative response or no response if the virtual router has failed completely.
The control plane provides a complete list of available virtual routers in the cluster. Hosts
load-balance packets across routers that they determine to be healthy according to the results
of the health checks.

[0039] Although aspects of the invention have been described in terms of source virtual
machines and destination virtual machines, the invention can be used with any virtual
network or overlay network, regardless of whether the endpoints of a flow in the network are
virtual machines. For example, the endpoints may be processes, not running in virtual
machines, that communicate with each other by means of virtual internet protocol addresses.
[0040] Embodiments of the subject matter and the functional operations described in this
specification can be implemented in digital electronic circuitry, in tangibly-embodied
computer software or firmware, in computer hardware, including the structures disclosed in
this specification and their structural equivalents, or in combinations of one or more of them.
Embodiments of the subject matter described in this specification can be implemented as one
or more computer programs, i.e., one or more modules of computer program instructions
encoded on a tangible non transitory storage medium for execution by, or to control the
operation of, data processing apparatus. The computer storage medium can be a machine-
readable storage device, a machine-readable storage substrate, a random or serial access
memory device, or a combination of one or more of them. Alternatively or in addition, the
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machine-generated electrical, optical, or electromagnetic signal, that is generated to encode
information for transmission to suitable receiver apparatus for execution by a data processing
apparatus.

[0041] The term “data processing apparatus” refers to data processing hardware and
encompasses all kinds of apparatus, devices, and machines for processing data, including by
way of example a programmable processor, a computer, or multiple processors or computers.
The apparatus can also be, or further include, special purpose logic circuitry, e.g., an FPGA
(field programmable gate array) or an ASIC (application specific integrated circuit). The
apparatus can optionally include, in addition to hardware, code that creates an execution
environment for computer programs, e.g., code that constitutes processor firmware, a
protocol stack, a database management system, an operating system, or a combination of one
or more of them.

[0042] A computer program, which may also be referred to or described as a program,
software, a software application, an app, a module, a software module, a script, or code, can
be written in any form of programming language, including compiled or interpreted
languages, or declarative or procedural languages; and it can be deployed in any form,
including as a stand-alone program or as a module, component, subroutine, or other unit
suitable for use in a computing environment. A program may, but need not, correspond to a
file in a file system. A program can be stored in a portion of a file that holds other programs
or data, e.g., one or more scripts stored in a markup language document, in a single file
dedicated to the program in question, or in multiple coordinated files, e.g., files that store one
or more modules, sub programs, or portions of code. A computer program can be deployed
to be executed on one computer or on multiple computers that are located at one site or
distributed across multiple sites and interconnected by a data communication network. Such
a computer program configured to perform any method as herein described when operated by
a processor is further provided.

[0043] The processes and logic flows described in this specification can be performed by
one or more programmable computers executing one or more computer programs to perform

functions by operating on instance data and generating output. The processes and logic flows
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can also be performed by special purpose logic circuitry, e.g., an FPGA or an ASIC, or by a
combination of special purpose logic circuitry and one or more programmed computers.
[0044] Computers suitable for the execution of a computer program can be based on
general or special purpose microprocessors or both, or any other kind of central processing
unit. Generally, a central processing unit will receive instructions and data from a read only
memory or a random access memory or both. The essential elements of a computer are a
central processing unit for performing or executing instructions and one or more memory
devices for storing instructions and data. The central processing unit and the memory can be
supplemented by, or incorporated in, special purpose logic circuitry. Generally, a computer
will also include, or be operatively coupled to receive data from or transfer data to, or both,
one or more mass storage devices for storing data, e.g., magnetic, magneto optical disks, or
optical disks. However, a computer need not have such devices. Moreover, a computer can
be embedded in another device, e.g., a mobile telephone, a personal digital assistant (PDA), a
mobile audio or video player, a game console, a Global Positioning System (GPS) receiver,
or a portable storage device, e.g., a universal serial bus (USB) flash drive, to name just a few.
[0045] Computer readable media suitable for storing computer program instructions and
data include all forms of non-volatile memory, media and memory devices, including by way
of example semiconductor memory devices, e.g., EPROM, EEPROM, and flash memory
devices; magnetic disks, e.g., internal hard disks or removable disks; magneto optical disks;
and CD ROM and DVD-ROM disks.

[0046] To provide for interaction with a user, embodiments of the subject matter described
in this specification can be implemented on a computer having a display device, e.g., a CRT
(cathode ray tube) or LCD (liquid crystal display) monitor, for displaying information to the
user and a keyboard and a pointing device, e.g., a mouse or a trackball, by which the user can
provide input to the computer. Other kinds of devices can be used to provide for interaction
with a user as well; for example, feedback provided to the user can be any form of sensory
feedback, e.g., visual feedback, auditory feedback, or tactile feedback; and input from the
user can be received in any form, including acoustic, speech, or tactile input. In addition, a
computer can interact with a user by sending documents to and receiving documents from a

device that is used by the user; for example, by sending web pages to a web browser on a
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user’s device in response to requests received from the web browser. Also, a computer can
interact with a user by sending text messages or other forms of message to a personal device,
e.g., a smartphone, running a messaging application, and receiving responsive messages from
the user in return.
[0047] Embodiments of the subject matter described in this specification can be
implemented in a computing system that includes a back end component, e.g., as a data
server, or that includes a middleware component, e.g., an application server, or that includes
a front end component, e.g., a client computer having a graphical user interface, a web
browser, or an app through which a user can interact with an implementation of the subject
matter described in this specification, or any combination of one or more such back end,
middleware, or front end components. The components of the system can be interconnected
by any form or medium of digital data communication, e.g., a communication network.
Examples of communication networks include a local area network (LAN) and a wide area
network (WAN), e.g., the Internet.
[0048] The computing system can include clients and servers. A client and server are
generally remote from each other and typically interact through a communication network.
The relationship of client and server arises by virtue of computer programs running on the
respective computers and having a client-server relationship to each other. In some
embodiments, a server transmits data, e.g., an HTML page, to a user device, e.g., for
purposes of displaying data to and receiving user input from a user interacting with the
device, which acts as a client. Data generated at the user device, e.g., a result of the user
interaction, can be received at the server from the device.
[0049] Embodiment 1 is a computer-implemented method comprising:

identifying a virtual router through which to route network traffic of a specific
network flow, wherein the specific network flow has a source endpoint existing on a source
host machine and a destination endpoint existing on a destination host machine;

receiving flow statistics including statistics about the specific network flow;

determining whether the specific network flow meets an offload rule using the

received flow statistics; and
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offloading the specific network flow from the virtual router in response to
determining that the specific flow meets the offload rule.
[0050] Embodiment 2 is the computer-implemented method of embodiment 1, wherein
offloading the specific network flow from the virtual router further comprises:

creating a direct route between the source host machine and the destination host
machine through which to route the specific network flow; and

routing subsequent specific network flow traffic through the direct route instead of
the virtual router.
[0051] Embodiment 3 is the computer-implemented method of embodiment 1, wherein the
virtual router is identified based on characteristics of the specific network flow and at least
one flow key of the virtual router defining network traffic that the virtual router is
programmed to handle.
[0052] Embodiment 4 is the computer-implemented method of embodiment 1, wherein
determining whether the specific network flow meets an offload rule includes:

comparing the specific network flow bandwidth with a predefined bandwidth; and

determining that the specific network flow exceeds a bandwidth network flow when
the specific network flow bandwidth is greater than the predefined bandwidth.
[0053] Embodiment 5 is the computer-implemented method of embodiment 1, wherein
receiving flow statistics includes receiving statistics about the bandwidth of the specific
network flow.
[0054] Embodiment 6 is the computer-implemented method of embodiment 1, wherein
determining whether the specific network flow meets an offload rule includes:

determining an aggregate bandwidth flowing through the virtual router; and

determining whether the aggregate bandwidth exceeds a threshold bandwidth for
the virtual router.
[0055] Embodiment 7 is the computer-implemented method of embodiment 1, wherein
determining whether the specific network flow meets an offload rule includes:

determining the number of network flows that have already been offloaded for the

source host machine of the specific network flow; and
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determining whether the number of offloaded network flows exceeds a threshold
amount for the source host machine.
[0056] Embodiment 8 is the computer-implemented method of embodiment 1, wherein
flow statistics are received from at least one source, wherein the at least one source is: the
source or destination virtual machines, the source or destination hosts, a router on the
destination host, a programmable software switch on the source or destination host, a
network monitoring system, or the virtual router.
[0057] Embodiment 9 is the computer-implemented method of embodiment 1, wherein the
source host machine is in a source cluster and the destination host machine is in a destination
cluster that is different from the source cluster.
[0058] Embodiment 10 is the computer-implemented method of embodiment 9, wherein
identifying a virtual router through which to route network traffic of a specific network flow
includes identifying a virtual router in the source cluster and a second virtual router in the
destination cluster.
[0059] Embodiment 11 is the computer-implemented method of embodiment 1, wherein
the specific network flow has multiple destination virtual machines existing on multiple
destination host machines in multiple clusters.
[0060] Embodiment 12 is the computer-implemented method of embodiment 1, further
comprising:

expiring or removing the specific flow in response to determining that the specific
flow has been idle for a predetermined amount of time.
[0061] Embodiment 13 is the computer-implemented method of embodiment 1, further
comprising:

expiring or removing the specific flow in response to determining that the specific
flow has been used below a threshold amount for a predetermined amount of time.
[0062] Embodiment 14 is a system comprising:

one or more computers; and

one or more storage devices storing instructions that are operable, when executed
by the one or more computers, to cause the one or more computers to perform operations

comprising:
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identifying a virtual router through which to router network traffic of a
specific network flow, wherein the specific network flow has a source endpoint existing on a
source host machine and a destination endpoint existing on a destination host machine;
receiving flow statistics including statistics about the specific network flow;
determining whether the specific network flow meets an offload rule using
the received flow statistics; and
offloading the specific network flow from the virtual router in response to
determining that the specific flow meets the offload rule.
[0063] Embodiment 15 is the system of embodiment 14, wherein offloading the specific
network flow from the virtual router further comprises:
creating a direct route between the source host machine and the destination host
machine through which to route the specific network flow; and
routing subsequent specific network flow traffic through the direct route instead of
the virtual router.
[0064] Embodiment 16 is the system of embodiment 14, wherein the virtual router is
identified based on characteristics of the specific network flow and at least one flow key of
the virtual router defining network traffic that the virtual router is programmed to handle.
[0065] Embodiment 17 is the system of embodiment 14, wherein determining whether the
specific network flow meets an offload rule includes:
comparing the specific network flow bandwidth with a predefined bandwidth; and
determining that the specific network flow exceeds a bandwidth network flow when
the specific network flow bandwidth is greater than the predefined bandwidth.
[0066] Embodiment 18 is the system of embodiment 14, wherein receiving flow statistics
includes receiving statistics about the bandwidth of the specific network flow.
[0067] Embodiment 19 is the system of embodiment 14, wherein determining whether the
specific network flow meets an offload rule includes:
determining an aggregate bandwidth flowing through the virtual router; and
determining whether the aggregate bandwidth exceeds a threshold bandwidth for

the virtual router.
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[0068] Embodiment 20 is the system of embodiment 14, wherein determining whether the
specific network flow meets an offload rule includes:

determining the number of network flows that have already been offloaded for the
source host machine of the specific network flow; and

determining whether the number of offloaded network flows exceeds a threshold
amount for the source host machine.
[0069] Embodiment 21 is the system of embodiment 14, wherein flow statistics are
received from at least one source, wherein the at least one source is: the source or destination
virtual machines, the source or destination hosts, a router on the destination host, a
programmable software switch on the source or destination host, a network monitoring
system, or the virtual router.
[0070] Embodiment 22 is the system of embodiment 14, wherein the source host machine
is in a source cluster and the destination host machine is in a destination cluster that is
different from the source cluster.
[0071] Embodiment 23 is the system of embodiment 22, wherein identifying a virtual
router through which to route network traffic of a specific network flow includes a virtual
router in the source cluster and a second virtual router in the destination cluster.
[0072] Embodiment 24 is the system of embodiment 14, wherein the specific network flow
has multiple destination virtual machines existing on multiple destination host machines in
multiple clusters.
[0073] Embodiment 25 is the system of embodiment 14, further comprising:

expiring or removing the specific flow in response to determining that the specific
flow has been idle for a predetermined amount of time.
[0074] Embodiment 26 is the system of embodiment 14, further comprising:

expiring or removing the specific flow in response to determining that the specific
flow has been used below a threshold amount for a predetermined amount of time.
[0075] Embodiment 27 is a non-transitory computer-readable medium storing software
comprising instructions executable by one or more computers which, upon such execution,

cause the one or more computers to perform operations comprising:
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identifying a virtual router through which to route network traffic of a specific
network flow, wherein the specific network flow has a source endpoint existing on a source
host machine and a destination endpoint existing on a destination host machine;
receiving flow statistics including statistics about the specific network flow;
determining whether the specific network flow meets an offload rule using the
received flow statistics; and
offloading the specific network flow from the virtual router in response to
determining that the specific flow meets the offload rule.
[0076] Embodiment 28 is the non-transitory computer-readable medium of embodiment
27, wherein offloading the specific network flow from the virtual router further comprises:
creating a direct route between the source host machine and the destination host
machine through which to route the specific network flow; and
routing subsequent specific network flow traffic through the direct route instead of
the virtual router.
[0077] Embodiment 29 is the non-transitory computer-readable medium of embodiment
27, wherein the virtual router is identified based on characteristics of the specific network
flow and at least one flow key of the virtual router defining network traffic that the virtual
router is programmed to handle.
[0078] Embodiment 30 is the non-transitory computer-readable medium of embodiment
27, wherein determining whether the specific network flow meets an offload rule includes:
comparing the specific network flow bandwidth with a predefined bandwidth; and
determining that the specific network flow exceeds a bandwidth network flow when
the specific network flow bandwidth is greater than the predefined bandwidth.
[0079] Embodiment 31 is the non-transitory computer readable medium of embodiment 27,
wherein receiving flow statistics includes receiving statistics about the bandwidth of the
specific network flow.
[0080] Embodiment 32 is the non-transitory computer readable medium of embodiment 27,
wherein determining the specific network flow meets an offload rule includes:

determining an aggregate bandwidth flowing through the virtual router; and
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determining whether the aggregate bandwidth exceeds a threshold bandwidth for
the virtual router.
[0081] Embodiment 33 is the non-transitory computer readable medium of embodiment 27,
wherein determining whether the specific network flow meets an offload rule includes:

determining the number of network flows that have already been offloaded for the
source host machine of the specific network flow; and

determining whether the number of offloaded network flows exceeds a threshold
amount for the source host machine.
[0082] Embodiment 34 is the non-transitory computer readable medium of embodiment 27,
wherein flow statistics are received from at least one source, wherein the at least one source
1s: the source or destination virtual machines, the source or destination hosts, a router on the
destination host, a programmable software switch on the source or destination host, a
network monitoring system, or the virtual router.
[0083] Embodiment 35 is the non-transitory computer readable medium of embodiment 27,
wherein the source host machine is in a source cluster and the destination host machine is in
a destination cluster that is different from the source cluster.
[0084] Embodiment 36 is the non-transitory computer readable medium of embodiment 35,
wherein identifying a virtual router through which to route network traffic of a specific
network flow includes identifying a virtual router in the source cluster and a second virtual
router in the destination cluster.
[0085] Embodiment 37 is the non-transitory computer readable medium of embodiment 27,
wherein the specific network flow has multiple destination virtual machines existing on
multiple destination host machines in multiple clusters.
[0086] Embodiment 38 is the non-transitory computer readable medium of embodiment 27,
further comprising:

expiring or removing the specific flow in response to determining that the specific
flow has been idle for a predetermined amount of time.
[0087] Embodiment 39 is the non-transitory computer readable medium of embodiment 27,

further comprising:
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expiring or removing the specific flow in response to determining that the specific
flow has been used below a threshold amount for a predetermined amount of time.
[0088] Any of the above described embodiments can be combined with each other, even if
not explicitly noted. While this specification contains many specific implementation details,
these should not be construed as limitations on the scope of any invention or on the scope of
what may be claimed, but rather as descriptions of features that may be specific to particular
embodiments of particular inventions.
[0089] Certain features that are described in this specification in the context of separate
embodiments can also be implemented in combination in a single embodiment. Conversely,
various features that are described in the context of a single embodiment can also be
implemented in multiple embodiments separately or in any suitable subcombination.
Moreover, although features may be described above as acting in certain combinations and
even initially be claimed as such, one or more features from a claimed combination can in
some cases be excised from the combination, and the claimed combination may be directed
to a subcombination or variation of a subcombination.
[0090] Similarly, while operations are depicted in the drawings in a particular order, this
should not be understood as requiring that such operations be performed in the particular
order shown or in sequential order, or that all illustrated operations be performed, to achieve
desirable results. In certain circumstances, multitasking and parallel processing may be
advantageous. Moreover, the separation of various system modules and components in the
embodiments described above should not be understood as requiring such separation in all
embodiments, and it should be understood that the described program components and
systems can generally be integrated together in a single software product or packaged into
multiple software products.
[0091] Particular embodiments of the subject matter have been described. Other
embodiments are within the scope of the following claims. For example, the actions recited
in the claims can be performed in a different order and still achieve desirable results. As one
example, the processes depicted in the accompanying figures do not necessarily require the
particular order shown, or sequential order, to achieve desirable results. In some cases,

multitasking and parallel processing may be advantageous.
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CLAIMS

What is claimed is:

1. A computer-implemented method for dynamically offloading network traffic flows in
one or more virtual networks, the computer-implemented method comprising:

identifying a virtual router through which to route network traffic of a specific
network flow, wherein the specific network flow has a source endpoint existing on a source
host machine and a destination endpoint existing on a destination host machine;

receiving flow statistics including statistics about the specific network flow;

determining whether the specific network flow meets an offload rule using the
received flow statistics; and

offloading the specific network flow from the virtual router in response to

determining that the specific flow meets the offload rule.

2. The computer-implemented method of claim 1, wherein offloading the specific
network flow from the virtual router further comprises:

creating a direct route between the source host machine and the destination host
machine through which to route the specific network flow; and

routing subsequent specific network flow traffic through the direct route instead of

the virtual router.

3. The computer-implemented method of claim 1 or claim 2, wherein the virtual router
is identified based on characteristics of the specific network flow and at least one flow key of

the virtual router defining network traffic that the virtual router is programmed to handle.

4. The computer-implemented method of any preceding claim, wherein determining
whether the specific network flow meets an offload rule includes:
comparing the specific network flow bandwidth with a predefined bandwidth; and
determining that the specific network flow exceeds a bandwidth network flow when

the specific network flow bandwidth is greater than the predefined bandwidth.
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5. The computer-implemented method of any preceding claim, wherein receiving flow

statistics includes receiving statistics about the bandwidth of the specific network flow.

6. The computer-implemented method of any preceding claim, wherein determining
whether the specific network flow meets an offload rule includes:
determining an aggregate bandwidth flowing through the virtual router; and
determining whether the aggregate bandwidth exceeds a threshold bandwidth for the

virtual router.

7. The computer-implemented method of any preceding claim, wherein determining
whether the specific network flow meets an offload rule includes:

determining the number of network flows that have already been offloaded for the
source host machine of the specific network flow; and

determining whether the number of offloaded network flows exceeds a threshold

amount for the source host machine.

8. The computer-implemented method of any preceding claim, wherein flow statistics
are received from at least one source, wherein the at least one source is: the source or
destination virtual machines, the source or destination hosts, a router on the destination host,
a programmable software switch on the source or destination host, a network monitoring

system, or the virtual router.

9. The computer-implemented method of any preceding claim, wherein the source host
machine is in a source cluster and the destination host machine is in a destination cluster that

is different from the source cluster.

10. The computer-implemented method of claim 9, wherein identifying a virtual router
through which to route network traffic of a specific network flow includes identifying a

virtual router in the source cluster and a second virtual router in the destination cluster.
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1. The computer-implemented method of any preceding claim, wherein the specific
network flow has multiple destination virtual machines existing on multiple destination host

machines in multiple clusters.

12. The computer-implemented method of any preceding claim, further comprising:
expiring or removing the specific flow in response to determining that the specific

flow has been idle for a predetermined amount of time.

13. The computer-implemented method of any preceding claim, further comprising:
expiring or removing the specific flow in response to determining that the specific

flow has been used below a threshold amount for a predetermined amount of time.

14. A system comprising:
one or more computers; and
one or more storage devices storing instructions that are operable, when executed by
the one or more computers, to cause the one or more computers to perform operations
comprising:
identifying a virtual router through which to router network traffic of a
specific network flow, wherein the specific network flow has a source endpoint existing on a
source host machine and a destination endpoint existing on a destination host machine;
receiving flow statistics including statistics about the specific network flow;
determining whether the specific network flow meets an offload rule using the
received flow statistics; and
offloading the specific network flow from the virtual router in response to

determining that the specific flow meets the offload rule.

15. The system of claim 14, wherein offloading the specific network flow from the virtual
router further comprises:

creating a direct route between the source host machine and the destination host
machine through which to route the specific network flow; and

routing subsequent specific network flow traffic through the direct route instead of

the virtual router.
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16. The system of claim 14 or claim 15, wherein the virtual router is identified based on
characteristics of the specific network flow and at least one flow key of the virtual router

defining network traffic that the virtual router is programmed to handle.

17.  The system of any one of claims 14 to 16, wherein determining whether the specific
network flow meets an offload rule includes:
comparing the specific network flow bandwidth with a predefined bandwidth; and
determining that the specific network flow exceeds a bandwidth network flow when

the specific network flow bandwidth is greater than the predefined bandwidth.

18.  The system of any one of claims 14 to 17, wherein receiving flow statistics includes

receiving statistics about the bandwidth of the specific network flow.

19. The system of any one of claims 14 to 18, wherein determining whether the specific
network flow meets an offload rule includes:
determining an aggregate bandwidth flowing through the virtual router; and
determining whether the aggregate bandwidth exceeds a threshold bandwidth for the

virtual router.

20.  The system of any one of claims 14 to 19, wherein determining whether the specific
network flow meets an offload rule includes:

determining the number of network flows that have already been offloaded for the
source host machine of the specific network flow; and

determining whether the number of offloaded network flows exceeds a threshold

amount for the source host machine.

21. The system of any one of claims 14 to 20, wherein flow statistics are received from at
least one source, wherein the at least one source is: the source or destination virtual
machines, the source or destination hosts, a router on the destination host, a programmable
software switch on the source or destination host, a network monitoring system, or the virtual

router.
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22. The system of any one of claims 14 to 21, wherein the source host machine is in a
source cluster and the destination host machine is in a destination cluster that is different

from the source cluster.

23. The system of claim 22, wherein identifying a virtual router through which to route
network traffic of a specific network flow includes a virtual router in the source cluster and a

second virtual router in the destination cluster.

24, The system of any one of claims 14 to 23, wherein the specific network flow has
multiple destination virtual machines existing on multiple destination host machines in

multiple clusters.

25. The system of any one of claims 14 to 24, further comprising:
expiring or removing the specific flow in response to determining that the specific

flow has been idle for a predetermined amount of time.

26. The system of any one of claims 14 to 25, further comprising:
expiring or removing the specific flow in response to determining that the specific

flow has been used below a threshold amount for a predetermined amount of time.

27. A non-transitory computer-readable medium storing software comprising instructions
executable by one or more computers which, upon such execution, cause the one or more
computers to perform operations comprising:

identifying a virtual router through which to route network traffic of a specific
network flow, wherein the specific network flow has a source endpoint existing on a source
host machine and a destination endpoint existing on a destination host machine;

receiving flow statistics including statistics about the specific network flow;

determining whether the specific network flow meets an offload rule using the
received flow statistics; and

offloading the specific network flow from the virtual router in response to

determining that the specific flow meets the offload rule.
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28.  The non-transitory computer-readable medium of claim 27, wherein offloading the
specific network flow from the virtual router further comprises:

creating a direct route between the source host machine and the destination host
machine through which to route the specific network flow; and

routing subsequent specific network flow traffic through the direct route instead of

the virtual router.

29. The non-transitory computer-readable medium of claim 27 or claim 28, wherein the
virtual router is identified based on characteristics of the specific network flow and at least
one flow key of the virtual router defining network traffic that the virtual router is

programmed to handle.

30. The non-transitory computer-readable medium of any one of claims 27 to 29, wherein
determining whether the specific network flow meets an offload rule includes:
comparing the specific network flow bandwidth with a predefined bandwidth; and
determining that the specific network flow exceeds a bandwidth network flow when

the specific network flow bandwidth is greater than the predefined bandwidth.

31. The non-transitory computer readable medium of any one of claims 27 to 30, wherein
receiving flow statistics includes receiving statistics about the bandwidth of the specific

network flow.

32. The non-transitory computer readable medium of any one of claims 27 to 31, wherein
determining the specific network flow meets an offload rule includes:
determining an aggregate bandwidth flowing through the virtual router; and
determining whether the aggregate bandwidth exceeds a threshold bandwidth for the

virtual router.
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33. The non-transitory computer readable medium of any one of claims 27 to 32, wherein
determining whether the specific network flow meets an offload rule includes:

determining the number of network flows that have already been offloaded for the
source host machine of the specific network flow; and

determining whether the number of offloaded network flows exceeds a threshold

amount for the source host machine.

34, The non-transitory computer readable medium of any one of claims 27 to 33, wherein
flow statistics are received from at least one source, wherein the at least one source is: the
source or destination virtual machines, the source or destination hosts, a router on the
destination host, a programmable software switch on the source or destination host, a

network monitoring system, or the virtual router.

35. The non-transitory computer readable medium of any one of claim 27 to 34, wherein
the source host machine is in a source cluster and the destination host machine is in a

destination cluster that is different from the source cluster.

36. The non-transitory computer readable medium of claim 35, wherein identifying a
virtual router through which to route network traffic of a specific network flow includes
identifying a virtual router in the source cluster and a second virtual router in the destination

cluster.

37. The non-transitory computer readable medium of any one of claims 27 to 36, wherein
the specific network flow has multiple destination virtual machines existing on multiple

destination host machines in multiple clusters.

38. The non-transitory computer readable medium of any one of claims 27 to 37, further
comprising:
expiring or removing the specific flow in response to determining that the specific

flow has been idle for a predetermined amount of time.
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39. The non-transitory computer readable medium of any one of claims 27 to 38, further
comprising:
expiring or removing the specific flow in response to determining that the specific

flow has been used below a threshold amount for a predetermined amount of time.
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